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| Proxy Server |

| Proxy Server |
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— INVITE F1 —
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——100 Trying F3—
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K
-—180 Ringing F8—
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ﬁ
-—2000KF11 —
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r/
— INVITE F2—
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ﬁ
——100 Trying F5—

ﬁ 13
~—180 Ringing FT—
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K
-—200 0K F10 —
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r/
ACK F12
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(-/
— INVITE F4—
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ﬁ
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S
ﬁ
-— 2000KF9 —
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0
Media Session (RTP)
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BYEF13
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r/
200 OK F14
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flow

interaction 3201
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| @&
i ves S203
& 3! SIP/SDP Valid no
B8l 25 Rule matching
Engine — 150
120 Sessoin
no Session info
L ' Vatching ~ "\ Database
HI&E 2 Non-Matched ~ \——
05
$207— | Session Created
STATE INIT 11
" s (: 213
ending o7 receiving  §993
l S219 ]
es no no
el | L TS 3221 =T
gl s ]
INVITE NON-INVITE INVITE INVITE
Client Client. Server Server
Transaction Transaction Transaction Transaction
| | | i |
| ' * Y \J |
. Bind ttq S225 s
ransaction
matched | 228
140 L | State ,;IA'radnsl,action = ] :
odels rror code
l (No Error = 0) [~ S231 S2385
02 22, °23
= Session
Destroyed

_16_



10-2008-0100918

NS4

e
[=)

B
H

Original RFC rules

Improved rules

user: ((#unreserved#|#escaped#|#user unreserved#)+)

user:((#alphanum#|\ |\-)+{1,12})

userinfo: ((Fuser#)(\:#password#) \@)

userinfo: (((#user#)(\:#password#) \@){2,26})

password: ((#unreserved#|#escaped#\& \=|\+|\$

\)%)

password: (((#unreserved#|#escaped#\&|\=|\+|\$

\)*$){0,123)

SIP_Version:(SIP\VAd\.\d)

SIP_Version:((SIPV\d\.\d){7,9})

port:(\d+)

port:(\d{4,5})

hostname:((#domainlabel#\.)*#toplabel#(\.)?)

hostname: (((#domainlabel#\.)*#toplabel#(\.)?){3,255})

extension_method: (#token#)

extension_method:(#ASCIL_NAME#{1,20})

uric_no_slash:(#unreserved#|#escaped#\;\?|\: N@\&|\=\+\$|\,)

uric no_slash:(#unreserved##escaped#

\s)\

&N=\H\S|\,)

protocol_version:(#token#)

protocol_version:(\d{1,2}\.\d{1,2})

protocol_name:(SIP#token#)

protocol_name:(SIP\w{1,10})

display_name:((#token##LW S#)*#quoted_string#)

display_name:((\w| ){1,32}|#quoted_string#)

callid: (#word#(\@#word#)?)

callid: #ASCII#{1,50} \@(\w\.*){1,32})?)

delta_seconds:(\d+)

delta_seconds:(\d{1,4})

Max-Forwards: (Max-Forwards#HCOLON#\d+#CRLF#)

Max-Forwards:(Max-Forwards#HCOLON#\d{1,4}#CRLF#)

x_token:(x\-#token#)

x_token:(x\-\w{1,32})

ietf_token:(#token#)

ietf_token:(\w{1,32})

iana_token:(#token#)

iana_token:(\w{1,32})
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S303

Timer A fires, reset A

5305 Sent INVITE
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Sent IN@E o
i | ST ke
Revd 2xx
C sent ACK
g 8307 |

Revd Txx

Abnormal : __________ S313
(attack or error)  |Respons Reud D
1 sendipg INVITE ' sent ACK
| J Proceeding
! 537 S309
! Revd Txx ST12
! S Timer B fires
: Revd 300~699 or
! S31 Sent ACK ——S315 [Transport Error
R ST13
Response countythreshold b peLl
sending INVITE Revd 300~699 Transport Error
Set ACK Completed
5329 \
S319 8/323
Timer D fires
Revd 300~699
Sent ACK
S317
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=96
——S401
Revd INVITE  ST21
S405 ﬁ 0
/ />Sent 107199
Revd INVITE :
3421\ sent 100 C sent 2xx—— $407
INVITE countdthreshold e
Response countothreshold -~
77 843 (-S40
e / Sent 300~699
vad S408
INVITE count>threshold
Abnormal D —— B S413

; \ Timer B fires

! Revd INVITE Transport Error or

| or Completed Transport Error

N | sent ACK

Receiving Response| S ST22
is always Error |

i Sl Rovd ACK — S415

|

|

et ~ ST23

Receiving INVITE

ACK coungt)threshold Revd ACK C

S425

Confirmed

SA17 S419

/

Timer [ fires
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S50
Sent Nor-INVITE

5903 ST3i

Timer E fires
8521\ sent Non-INVITE

§505

Timer F fires
or
Transport Error

Revd 1xx

|
$509  Timer E fires

ool e A sent Non-INVITE
Non-INVIFE count)threshokd
f Resporfse count>threshold 511
|
! Sh1h
|
|
! Timer F fires
i or
! Transport Error
|
| IN——

Sending Non-INVITE

Receiving response
ETesp Completed

S92%
So19

Timer K fires

Revd 200~699

S07

_20_



rE
(53

k1

5619

Abnormal

Receiving Response
is always Error

—_—————e e e e e — ]

L

Non-INVITE count>threshold
Response count>threshold

5623

Response count>threshold

1 g
621 Revd 1xx

5609

Transport Error

S611

ZIHS3d 10-2008-0100918

601
Revd Nor-INVITE

STH

S605 Rovg Non-INVITE
sent response

/> S607
Proceeding

S603
S8 Sent 200+699
ST42 |Revd 200~699
S615

Revd Non-INVITE
(only for retransmission)
Sent response

Competed\>

S617

/

Timer J fires or Transport Error
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- W improved rule 74 original RFG rule [ total exceptional cases
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230
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N 150 [
100115 0 1L4
? 39 T 32 20
24
0 I]a/ Il7 Iv Ie IOONI00 IOOIOOI‘I:QIOON
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