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(57) Abstract: A product key for a software product is ob-
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cense associated with the software product is received from
the activation service, and the digital license is bound to a set
of user-identitying credentials of a user of the device. This ap-
plication of the digital licensc can take various forms, such as
enabling use of a sottware product altogether or enabling/dis-
abling of a certain set ot features. The digital license and an
indication of an association of the digital licensc to the user ID
is saved to a remote license management service, may be
cached locally, and may expire and become unusable in the
system. The license management service receives and saves
this digital license, and can remove expired time-limited li-
censes.
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ENHANCED PRODUCT FUNCTIONALITY BASED ON USER
IDENTIFICATION

Background

[0001] Software products that consumers purchase for use with their computers
oftentimes have an associated product key or a similar software or hardware license.
These product keys are typically printed on the disk or box that is sold to the consumer, or
are electronically communicated to the consumer for some online purchases. To activate
and usc the product, the consumer cnters the product key at his or her computer, and the
computer accesses an activation server to have the product key authenticated and the
software product activated. The product key is then associated with a unique computer
hardware "signature" of the consumer's computer from which the activation request was
received. While such usage of product keys can help avoid soliware piracy, it is not
without its problems. Users often end up with multiple disks or boxes that they have to
keep track of to keep the product keys, and can have difficulty in transferring the software
product to another computer because the product key is associated with the particular
computer from which the activation request was received. Such problems can decrease
the usabilily of such sollware products and can increase user [rustration.

Summary

10002] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is
it intended to be used to limit the scope of the claimed subject matter.

[0003] In accordance with one or more aspects, a product key for a software product is
obtained and an activation service is accessed by a device to activate the software product
using the product key. A digital license associated with the software product is received
from the activation service, and the digital license is bound to a user 1D of a device user.
The digital license and an indication of the software license as being bound to the user 1D
is saved to a remote license management service.

[0004] In accordance with one or more aspects, a license management service receives
a digital licensc for a softwarce product. This digital licensce is received from a device from
which the software product was activated using a product key. The digital license is saved
being bound to a first user ID of a user of the device when the software product was

activated.
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Brief Description of the Drawings

10005] The same numbers are used throughout the drawings to reference like features.
[0006] Fig. 1 illustrates an example system implementing the enhanced product
functionality based on user identification in accordance with one or more embodiments.
[0007] Fig. 2 illustrates an example system implementing the enhanced product
functionality based on user identification in accordance with one or more embodiments.
10008] Fig. 3 illustrates an example digital license in accordance with one or more
cmbodiments.

[0009] Fig. 4 illustrates an example product activation window that can be displayed
to a user in accordance with one or more embodiments to allow the user to select whether
his or her user 1D is to be bound to the digital license.

[0010] Fig. 5 illustrates an example license management system in accordance with
one or more embodiments.

[0011] Fig. 6 is a flowchart illustrating an example process for obtaining and storing a
digital license in accordance with one or more embodiments.

[0012] Fig. 7 is a flowchart illustrating an example process for running a software
product in accordance with one or more embodiments.

[0013] Fig. 8 is a flowchart illustrating an example process for returning a requested
digital license in accordance with one or more embodiments.

[0014] Fig. 9 is a flowchart illustrating an example process for using digital licenses in
accordance with one or more embodiments.

[0015] Fig. 10 is a flowchart illustrating an example process for automatically
updating time-based licenses in accordance with one or more embodiments.

10016] Fig. 11 illustrates an example computing device that can be configured to
implement the enhanced product functionality based on user identification in accordance
with one or more embodiments.

Detailed Description

[0017] Enhanced product functionality based on user identification is discussed herein.
Generally, a soliware product is activated via a device using a product key associated with
the softwarc product. As part of the activation proccss, a digital licensc for the softwarc
product is returned to the device. This digital license, which can include the product key,
is bound to a user ID of a user of the device. A user ID for the user can also optionally be
created as part of the binding process. The digital license and product key, bound to the

user ID, are also stored by a remote license service. The user can subsequently have
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multiple different devices retrieve the digital license and product key that is bound to his
or her user 1D, allowing the user to migrate the digital license to those devices and use the
software product on those devices in accordance with the terms of the digital license.
These different devices can be owned by the user, or alternatively can be owned by others
but are simply being used by the user. Various additional information regarding the
software product and/or digital license can also be maintained by the remote license
service as discussed in more detail below.

[0018] Fig. 1 illustratcs an cxample system 100 implementing the cnhanced product
functionality based on user identification in accordance with one or more embodiments.
System 100 includes multiple (#) devices 102 that can communicate with a license service
104 via a network 106, Network 106 can be a variety of different networks, including the
Internet, a local area network (LAN), a public telephone network, an intranet, other public
and/or proprictary networks, combinations thereof, and so forth. License service 104
maintains licenses associated with or bound to user identifiers (IDs) of one or more users
of devices 102. Devices 102 and/or license service 104 can also communicate with one or
more (m) online services 108 via network 106,

[0019] Each device 102 can be a variety ol dillerent devices capable of running (e.g.,
consuming) software. For example, a device 102 can be a desktop computer, a server
computer, a mobile station, an entertainment appliance, a set-top box communicatively
coupled to a display device, a wireless phone, a personal digital assistant, a game console,
an automotive computer, and so forth. Thus, devices 102 can range from full resource
devices with substantial memory and processor resources (e.g., personal computers, game
consoles) to low-resource devices with limited memory and/or processing resources (¢.g.,
traditional set-top boxes, hand-held game consoles).

[0020] License service 104 as well as each online service 108 can be implemented by
one or more of a variety of different computing devices. Similar to the discussion of
device 102, the computing devices implementing license service 104 and each online
service 108 can be a variety of different devices, ranging from full resource devices with
substantial memory and processor resources (o low-resource devices with limited memory
and/or proccssing resources. Additionally, it is to be appreciated that scrvices 104 and 108
can be implemented by different computing devices, or alternatively one or more of
services 104 and 108 can be implemented by a same computing device. Further, each of

the services 104 and 108 can be implemented by multiple different systems
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communicating with one another to provide a scamless experience for users of devices
102.

[0021] Each device 102 includes a license client module 112. A device 102
communicates with one or more online services 108 to activate a software product on the
device 102 using a product key, and obtain a digital license for the software product. A
software product as used herein refers to a software program that can be run or executed
on a device 102. The software program can be a standalone program, or alternatively a
module or component that is designed to work in conjunction with another softwarc
program. A software product can be a variety of different types of software programs,
such as game programs, utility programs, word processing programs, database programs,
operating systems, drawing programs, and so forth. Additionally, although typically a
software program, a soflware product can also be or include [irmware modules or
components, or other firmware instructions.

[0022] Once activated, the user can then use the software product on the device 102 in
accordance with the terms of the digital license. License client module 112 on the device
102 also communicates with license service 104 to store the digital license bound to a user
ID of a user of device 102. License service 104 stores the digital license and product
bound to the user ID, allowing the user with that user ID to subsequently retrieve the
digital license on the same or a different device 102. This user ID is authenticated by,
and/or provided by an authentication service for an online service as discussed in more
detail below.

[0023] References are made herein to encryption and cryptography, which can include
symmetric key encryption and cryptography and public key encryption and cryptography
with public/private key pairs. Although such key cryptography is well-known to those
skilled in the art, a brief overview of such cryptography is included here to assist the
reader. In public key cryptography, an entity (such as a user, hardware or software
component, a device, a domain, and so forth) has associated with it a public/private key
pair. The public key can be made publicly available, but the entity keeps the private key a
secrel. Without the private key it is computationally very dillicult to decrypt dala that is
cnerypted using the public key. So, data can be cncrypted by any cntity with the public
key and only decrypted by an entity with the corresponding private key. Additionally, a
digital signature for data can be generated by using the data and the private key. Without
the private key it is computationally very difficult to create a signature that can be verified

using the public key. Any enlity with the public key can use the public key to verily the
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digital signature by comparing a verification value obtained using the public key with the
original data, and if the two are the same then be assured that no one has tampered with or
altered the data that was digitally signed.

[0024] In symmetric key cryptography, on the other hand, a shared key (also referred
to as a symmetric key) is known by and kept secret by the two entities. Any entity having
the shared key is typically able to decrypt data encrypted with that shared key. Without
the shared key it is computationally very difficult to decrypt data that is encrypted with the
sharcd key. So, if two cntitics both know the sharcd key, cach can cnerypt data that can be
decrypted by the other, but other entities cannot decrypt the data if the other entities do not
know the shared key.

[0025] Fig. 2 illustrates an example system 200 implementing the enhanced product
{unctionality based on user idenlilication in accordance with one or more embodiments.
System 200 illustrates examples of various components of system 100 of Fig. 1 in
additional detail in accordance with one or more embodiments. System 200 includes a
device 202, which can be for example a device 102 of Fig. 1. System 200 also includes a
license management service 204, which can be for example a license service 104 of Fig. 1.
System 200 also includes additional services which can be, [or example, online services
108 of Fig. 1. These additional services include: software activation service 212, user ID
authentication service 214, software purchase service 216, relationship service 218,
product validation service 220, and product registration service 222. System 200 also
includes a license store 224 in which digital licenses can be stored by license management
service 204. The services 204 and 212 - 222 can also be referred to as remote services as
they are typically located in different physical locations than device 202 (e.g., in different
rooms, different buildings, different states or countries, and so forth),

[0026] Device 202 includes a license client module 232, a software protection client
module 234, and a local store 236. Local store 236 is implemented on a local storage
device of device 202, such as a magnetic disk, optical disc, solid state memory (e.g., Flash
memory, RAM, etc.), and so forth. This local storage device of device 202 can be a fixed
or removable storage medium or media.

[0027] Uscr ID authentication scrvice 214 is an authentication scrvice for an online
service. The online service can provide a variety of features and functionality to the user
of device 202. In one or more embodiments, this online service is the Microsoft Windows
Live™ network of internet services. Additional information regarding the Microsoft

Windows Live™ network of internet services is available [rom Microsolt Corporation of
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Redmond, WA. 1t is to be appreciated, however, that alternatively other online services
can be used.

[0028] Regardless of the particular online service used, the user of device 202 has a
user ID for that online service. The user ID for that online service identifies that particular
user and allows him or her to be distinguished from other users of that online service. The
user can log into or sign into the online service by providing his or her identifying
information to license client module 232, which in turn passes the identifying information
to uscr ID authentication scrvice 214. This passing of the identifying information is
typically performed in a secure manner, such as by encrypting the identifying information.
This identifying information can take a variety of different forms, such as a user ID and
password combination, a fingerprint, a particular passphrase, a digital certificate, and so
forth. Service 214 receives this identilying information and compares the received
information to information previously stored by service 214. If the received and
previously stored information match (e.g., are the same), then the user is authenticated and
user credentials are returned to module 232. If the received and previously stored
information do not match (e.g., are not the same), then the user is not authenticated and
user credentials are not returned to module 232.

[0029] The user credentials identify the current user of device 202, which is the user
logged into or signed into the online service. The user credentials can take a variety of
different forms. In one or more embodiments, the credentials are a statement of the user
ID of the current user of device 202, with the statement being digitally signed by service
214. This statement can also be referred to as a secure ticket or a token, and in one or
more embodiments is digitally signed using a private key of a public/private key pair of
service 214, Device 202 can pass the user credentials to other devices and services (e.g.,
license management service 204), which in turn can rely on the user ID in the user
credentials as being the user ID of the current user of device 202. Such other devices and
services can have such a reliance because the user credentials are provided by a trusted
party (user ID authentication service 214).

[0030] Soflware activation service 212 is accessed by device 202 to aclivate a
softwarc product. The softwarc product can be purchascd or otherwisc acquired by a user
of device 202 in a variety of different manners. In one or more embodiments, the software
product can be obtained online or electronically from software purchase service 216.
Software purchase service 216 can be, for example, an online or electronic store that sells

soltware products. Additionally, the sofiware product can be obtlained [rom other sources,
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such as a local software store (e.g., a brick and mortar business), a device reseller or
distributor, another user, and so forth.

[0031] Regardless of the manner in which the software product is acquired, the
software product has an associated product key. The product key associated with the
software product helps verify that the software product has not been improperly copied.
The product key can take a variety of different forms. In one or more embodiments, the
product key is a sequence of alphanumeric characters, although other symbols or
characters can altcrnatively be used. For cxample, the product key can be a scrial number,
a set of five 5-character strings, and so forth. The product key associated with the
software product can be obtained in a variety of different manners, such as being printed
on a box or distribution medium (e.g., an optical disc) for the software product, being
displayed or electronically mailed Lo the user as part of an online or electronic purchase,
and so forth.

[0032] In other embodiments, however, the product key can take different forms. For
example, the product key can be an indication that a particular hardware device is present
at device 202, such as the presence of a particular optical disc (e.g., a CD or DVD), the
presence ol a particular solid state memory device (e.g., a Universal Serial Bus (USB)
Flash memory device), the presence of a particular smartcard, the presence of a dongle,
and so forth. The product key can be stored on such a hardware device and obtained by
software protection client module 234, or alternatively software protection client module
234 can detect the presence of such a hardware device and generate a product key (e.g., a
signed digital certificate certifying that module 234 has detected the presence of the
particular device).

10033] Given the product key associated with the software product, software
protection client module 234 communicates the product key to software activation service
212. This communication between module 234 and service 212 can be done in a secure
manner, such as using a variety of different encryption techniques. Software activation
service 212 analyzes the product key and determines, based on the product key, whether
the soliware product can be activated. This analysis can be performed in a variety of
manncrs, and can include determining whether the product key is authentic, determining
whether the product key has previously been activated (and has not since been
deactivated), and so forth.

[0034] Based on the analysis of the product key, sofiware activation service 212

determines whether the soliware product is Lo be activaled. I[ service 212 determines that
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the software product is not to be activated, then an indication of such a denial or refusal to
activate the software product is returned to software protection client module 234.
However, if service 212 determines that the software product is to be activated, then
service 212 attempts to generate a digital license. If service 212 can generate a digital
license, then server 212 returns a digital license for the software product to module 234. If
service 212 is not able to generate a license for some reason (e.g., the product key has
already been used to activate the product), then no digital license is returned to module
234. Scrvice 212 can generate this digital licensc, or alternatively another componcent or
module can generate the digital license on behalf of service 212.  Software activation
service 212 also optionally communicates an indication of the determination of whether
the software product is activated to license management service 204 and/or product
validation service 220. This indication allows a history ol the activation based on the
product key to be maintained, as discussed in more detail below.

[0035] If the software product is to be activated, then the digital license is returned to
software protection client module 234. In one or more embodiments, the digital license is
returned in a secure manner, such as via an encrypted communication channel, by
encrypting the digital license with a public key ol device 202 and/or software protection
client module 234, and so forth.

10036] The digital license generated by (or on behalf of) service 212 identifies the
rights that the user of device 202 has for the associated software product. These rights are
also referred to as the terms of the digital license, or permissions that the user has to use
the associated software product. The digital license also typically includes the product key
that was received from software protection client module 234. A varicty of different rights
can be identified in the digital license, such as a right to run the program, a right to install
the program on a particular number of machines, a duration during which the program can
be run (e.g., one month, one year, etc.), which features of the program are enabled and/or
disabled, and so forth. The particular rights to be indicated in the digital license can be
identified by service 212 (or another component or module) in a variety of different
manmners, such as based on a database or other record associating rights with product keys,
bascd on other rules or algorithms, and so forth. The digital license is also typically
digitally signed using a private key of a public/private key pair of service 212 or another
component or module generating the digital license on behalf of service 212.

[0037] The digital license can be implemented in a variety of different manners. In

one or more embodiments, the digital license is implemented in a markup language, such
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as the XrML (eXtensible rights Markup Language) language. Alternatively, the digital
license can be implemented using other public and/or proprietary languages or techniques.
[0038] The digital license can be generated in a variety of different manners. In one
or more embodiments, the digital license is generated in response to a request from
software protection client module 234, the request including a product key. Additional
conditions can also be placed on the generating of the digital license and/or the digital
license can be generated in response to different requests. For example, a telephone call
may bc placed to a representative of a softwarc product developer, and the representative
can have the license generated in response to a user request to generate the digital license
(e.g., the user providing to the representative over the phone the product key that the user
has) and sent to software protection client module 234. By way of another example, an
additional condition may indicate that biometric inlformation such as a scan ol the user's
fingerprint (e.g., provided to software activation service 212 by software protection client
module 234) be verified in order for the digital license to be generated. By way of yet
another example, an additional condition may indicate that a digital certificate of the user
(e.g., provided to software activation service 212 by software protection client module
234) be verilied in order [or the digital license to be generated.

[0039] Fig. 3 illustrates an example digital license 300 in accordance with one or more
embodiments. Digital license 300 includes multiple fields or portions 302 — 340 that
include various information for license 300. It is to be appreciated that these fields
illustrated in the example digital license 300 are merely examples, and that one or more
fields illustrated in example license 300 can be removed from the digital license, one or
more other fields can be added to the digital license, one or more fields can be combined, a
field can be separated into multiple fields, and so forth. Additionally, it should be noted
that digital license 300 can be encrypted, and/or individual ones of fields 302 — 340 can be
encrypted (e.g., using the symmetric key and/or public key encryption discussed above).
Fig. 3 is discussed with additional reference to components of Fig. 2.

[0040] Activation date field 302 stores data identifying the date (and optionally time)
on which the product key corresponding to digital license 300 (e.g., included in product
key ficld 328 discussed below) was most recently usced to activate the softwarc product.
Activation date field 302 is set by software activation service 212 when the software
product corresponding to digital license 300 is activated, or alternatively is set by another

component or module that creates license 300.
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[0041] Created date field 304 stores data identifying the date (and optionally time) on
which digital license 300 was created. Created date field 304 is set by software activation
service 212 when license 300 is created, or alternatively is set by another component or
module that creates license 300.

[0042] Item information field 306 stores data describing digital license 300. This data
can be, for example, an eXtensible Markup Language (XML) document describing various
characteristics of the digital license such as a size of digital license 300, an indication of
the ficlds present in digital license 300, and so forth. Itcm information ficld 306 is sct by
software activation service 212 when license 300 is created, or alternatively is set by
another component or module that creates license 300.

[0043] Digital license ID field 308 stores an identifier of digital license 300, allowing
license 300 to be distinguished (rom other digital licenses. In one or more embodiments,
the identifier of license 300 is a locally unique identifier, allowing digital license 300 to be
distinguished from other digital licenses within a smaller group (e.g., smaller than
globally). Digital license 1D field 308 is set by software activation service 212 when
license 300 is created, or alternatively is set by another component or module that creates
license 300.

[0044] Expiration date field 310 stores data identifying an expiration date (and
optionally time) for digital license 300. The expiration date is used for time-based licenses
in which the rights the user has to the software product (as further identified in digital
license 300) have a limited duration., The duration of the rights the user has to the
software product are identified in expiration date field 310. Expiration date field 310 is set
by software activation service 212 or alternatively by another component or module that
creates license 300, and can optionally be subsequently updated by license management
service 204 and/or software protection client module 234,

[0045] Files field 312 stores data describing the digital license. This data includes, for
example, a set of rights as discussed above that are given to a user with the digital license,
such as an indication of how many copies of the software product can be run concurrently
on dillerent devices, an indication ol particular [eatures ol the soliware product that are
cnabled, and so forth. This data can also include other information, such as an identificr
of an original equipment manufacturer (OEM) that distributes a device with the software
product associated with the product key (and thus the digital license), an identifier of a
reseller of the software product associated with the product key (and thus the digital

license), and so forth. Files field 312 is sel by soliware activation service 212 or

10
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alternatively by another component or module that creates license 300, and can optionally
be subsequently updated by license management service 204 and/or software protection
client module 234.

[0046] Present in database flag field 314 is a flag that indicates whether license 300 is
stored in license store 224. The present in database flag field 314 is set to a first value
(e.g., “1”) by license management service 204 to indicate that license 300 is stored in
license store 224, and cleared or set to a second value (e.g., “0”) by service 204 to indicate
that liccnse 300 is not stored in licensc storc 224.

[0047] License description field 316 stores data describing license 300. This data can
be, for example, a general description of the rights identified in files field 312, a name or
other identifier of a person or entity that owns license 300, and so forth. License
description field 316 is set by sollware activation service 212 when license 300 is created
or alternatively by another component or module that creates license 300, and can
optionally be subsequently updated by license management service 204 and/or software
protection client module 234.

[0048] Global software license 1D field 318 stores data that identifies license 300,
allowing license 300 to be distinguished [rom other digital licenses. In one or more
embodiments, the data identifying license 300 can be a globally unique ID (GUID).
Global digital license 1D field 318 distinguishes license 300 from other digital licenses on
a global scale, whereas digital license ID field 308 allows license 300 to be distinguished
from other digital licenses on a smaller scale. Global digital license 1D field 318 is set by
software activation service 212 when license 300 is created, or alternatively is set by
another component or module that creates license 300.

10049] User 1D field 320 is an identifier of the current user of device 202 when digital
license 300 is created. The user ID maintained in field 320 allows digital license 300 to be
bound to a particular user, as discussed in more detail below. User ID field 320 can
include, for example, the credentials received from user ID authentication service 214
discussed above or just the user ID from those credentials. User ID field 320 is set by
license management service 204 or license client module 232 when digital license 300 is
bound to the particular uscr. The user ID to which digital license 300 is bound can also be
subsequently changed by service 204 and/or client module 232 as discussed in more detail
below.

[0050] Modified date field 322 stores data identifying the date (and optionally time)
on which digital license 300 was most recently modified. Modilied date (ield 322 is set by
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license management service 212 and/or licensee client module 232 when license 300 is
modified.

[0051] Product friendly name field 324 stores data identifying a user-friendly name of
the software product associated with digital license 300. Product friendly name field 324
is set by software activation service 212 when license 300 is created, or alternatively is set
by another component or module that creates license 300. Product friendly name field 324
can also optionally be subsequently changed by license management service 204 and/or
licensc client module 232, such as in responsc to a user request to change the product
friendly name.

[0052] Product 1D field 326 is an identifier of the software product associated with
digital license 300. In one or more embodiments, the data identifying the software product
associated with license 300 can be a GUID. Product ID field 326 is set by sollware
activation service 212 when license 300 is created, or alternatively is set by another
component or module that creates license 300.

[0053] Product key field 328 is the received from software protection client module
232, and is the product key of the software product that is activated by software activation
service 212, The product key is included in license 300 by sollware aclivation service 212
when the product is activated, or alternatively can be included by another component or
module (e.g., by license client module 232).

[0054] Product list ID field 330 is a list of identifiers of software products. License
300 can optionally be associated with multiple different software products, and a list of
those multiple different products is included in product list ID field 330. In one or more
embodiments, the data identifying each of the software products associated with license
300 can be a GUID. Product list ID field 330 is set by software activation service 212
when license 300 is created, or alternatively is set by another component or module that
creates license 300.

[0055] Product name field 332 stores data identifying an official name of the software
product associated with digital license 300. Product name field 332 is set by software
activation service 212 when license 300 is created, or alternatively is set by another
component or module that crcates license 300.

[0056] Purchase date field 334 stores data identifying the date (and optionally time) on
which the software product associated with license 300 was purchased. The date on which
the software product was purchased can be identified in different manners, such as being

received [rom soltware purchase service 216, being inpul by a user ol device 202, and so
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forth. Purchase date field 304 is set by software activation service 212 when license 300 is
created, or alternatively is set by another component or module that creates license 300.
[0057] EULA (End User License Agreement) link field 336 is a link to an end user
license agreement for license 300, The end user license agreement is a description
generally written to be easily readable by a user of the rights to the software product that
license 300 gives the user. This allows the user to review and know the rights that he or
she has with license 300. EULA link field 336 is set by software activation service 212
when license 300 is created, or alternatively is sct by another component or module that
creates license 300.

[0058] Update message field 338 stores data that indicates success or failure after
license management service 204 attempts to add license 300 to license store 224. If
license 300 is success(ully added Lo license store 224, then a message indicating success is
stored in update message field 338 by service 204. If license 300 is not successfully added
to license store 224, then a message indicating an error (and optionally a description of
what the error is) is stored in update message field 338 by service 204.

[0059] Additional payload field 340 is an additional portion that can optionally be
included in license 300 and used to store additional properties lor license 300 that are not
stored in fields 302 — 338 discussed above. These additional properties can be identified
by, and stored in license 300, by one or more of various services or modules, such as by
software activation service 212 when license 300 is created, by another component or
module that creates license 300, by license management service 204, by license client
module 232, and so forth.

[0060] Returning to Fig. 2, when a product is activated using a product key, software
protection client module 234 receives the digital license for the associated software
product. As discussed above, the product key for the activated product is included in the
digital license. The activation of a software product is also referred to as the activation of
that software product for that user ID. Software protection client module 234 can
optionally store the digital license in local store 236.

[0061] Soltware protection client module 234 also communicates with license client
module 232, rcquesting module 232 to send the digital licensc to license management
service 204. In response to the request, license client module 232 passes the digital license
and user credentials of the current user of device 202 to license management service 204.
These user credentials are the credentials obtained from user ID authentication service 214

discussed above. If the user is not already logged into the online service, then license
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client module 232 prompts the user to login to the online service. The communication
between license client module 232 and license management service 204 is typically
performed in a secure manner, such as using encryption.

[0062] License management service 204 receives the digital license from license client
module 232 and stores the received digital license in license store 224. License store 224
can be implemented using one or more of a variety of different storage media, such as
magnetic disks, optical disks, RAM, Flash memory, and so forth, License store 224 can
be implemented on the same device or devices as implement scrvice 204, or alternatively
service 204 and store 224 can be implemented on different devices.

[0063] The digital license received from license client module 232 is bound to the user
ID of the current user of device 202, This binding can be binding the digital license to, for
example, the credentials received [rom user ID authentication service 214 discussed above
or to just the user ID from those credentials. This binding associates the digital license
with the user ID, and can be performed in a variety of different manners. In one or more
embodiments, the digital license itself includes the user ID as discussed above. The user
ID can be added to the digital license by, for example, license client module 232 or license
management service 204. This user ID in the digital license is the user ID to which the
digital license is bound. In other embodiments, a binding can be performed in different
manners. For example, license management service 204 can maintain a table or other
record identifying particular digital licenses that are bound to particular user IDs. By way
of another example, different folders or locations can be associated with particular user
IDs and the digital licenses bound to a particular user ID stored in the folder or at the
location associated with that particular user ID.

10064] Additionally, in one or more embodiments, license management service 204
maintains a table or other record that associates user IDs with digital licenses. A separate
table or record can be maintained for each software product, or alternatively the table or
record can also include information associating the user IDs and digital licenses with the
software products. Maintaining such tables or records allows license management service
204 to more quickly identily the digilal license [or a sollware product bound to a particular
uscr ID when the digital license is requested.

[0065] It should be noted that situations can arise where the current user of device 202
does not yet have a user ID. In such situations, a user ID for the current user can be

generated as part of the process of binding the digital license to the user ID of the current
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user. User ID authentication service 214 can, for example, be invoked (e.g., by license
client module 232 or license management service 204) to assist in generating the user ID.
[0066] When a user of device 202, or alternatively another component or module,
requests to run a software product, software protection client module 234 checks whether
a digital license for that software product is available. Module 234 performs this check by
communicating with local store 236 and/or license client module 232.

10067] Module 234 requests module 232 to obtain a copy of the digital license from
scrvice 204. Module 232 scnds a request for a copy of the digital licensc associated with
the software product for which the request to run is received to license management
service 204. Module 232 also sends the user credentials of the current user of device 202.
These user credentials are the credentials obtained from user ID authentication service 214
discussed above. If the user is not already logged into the online service, then license
client module 232 prompts the user to login to the online service.

[0068] In response to the request for the digital license, license management service
204 determines whether the user identified by the user credentials has a digital license for
the requested software product. This determination can be performed, for example, by
checking license store 224 or another record ol digital licenses for a digital license with
both a user ID that matches (e.g., is the same as) the user ID in the received user
credentials, and a product ID that matches (e.g., is the same as) the product ID of the
requested software product (as receiving a request from module 232).

[0069] Additionally, if the user identified by the user credentials has a digital license
for the requested product, then license management service 204 determines whether the
digital license can be returned to license client module 232 in accordance with the terms of
the digital license. For example, service 204 checks to verify that the current date (and/or
time) is not past an expiration date of the digital license. By way of another example,
service 204 also checks to verify that a number of copies of the digital license that are
outstanding at devices 202 does not exceed a threshold number (e.g., the threshold number
being included as one of the terms of the digital license).

[0070] Il the user identilied by the user credentials has a digilal license for the
requested software product and the digital license can be returned to license client module
232 in accordance with the terms of the digital license, then service 204 returns that digital
license to module 232. This digital license can be stored by module 232 in, for example,
local store 236. Alternatively, the digital license may not be returned to module 232.

Rather, an indication that the user has a digital license (or the requested sollware product
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can be explicitly or inherently returned to module 232 (e.g., a message can be sent
indicating that the user has a digital license, an image of the software product can be
streamed to device 202 if the user has a digital license, and so forth). However, if the user
identified by the user credentials does not have a digital license for the requested software
product or if the digital license cannot be returned to license client module 232 in
accordance with the terms of the digital license, then a failure indication is returned to
module 232 and no digital license for the requested software product is returned to module
232.

[0071] Additionally, license management service 204 maintains a record or count of
how many copies of the digital license bound to this user ID have been returned to license
client modules 232, This count is incremented each time license management service 204
returns a digital license to license client module 232, and is decremented each lime a
license client module uninstalls or removes a digital license. Maintaining this count or
record allows license management service 204 to readily identify whether a number of
copies of the digital license that are outstanding at devices 202 exceeds a threshold
number.

[0072] In one or more embodiments, module 234 checks local store 236 1o determine
if a digital license is available. This check can be performed before or after (or while)
module 232 checks with service 204 for the digital license. Additionally, situations arise
where access to service 204 is not available. In such situations, the digital license stored
in local store 236 can be used at least temporarily to run the software product. The
duration (e.g., number of days, number of accesses, etc.) of the digital license from local
store 236 can be identified in different manners, such as a setting or configuration of
module 232, from a right included in the digital license, and so forth. After this duration,
module 234 no longer allows the digital license from local store 236 to be used to run the
software product.

[0073] The duration of a digital license in local store 236 can also vary based on the
business logic or business intelligence reflected in the rights in the digital license. In one
or more embodiments, the duration of a digital license in local store 236 is the duration
that the uscr with the uscr ID that is bound to the softwarc is using device 202. When the
user stops using device 202 can be detected in different manners, such as when the user
requests to power down or log out of device 202, when the user requests to log out of the
online service (for which the user obtained credentials from user ID authentication service

214 ), when the user requests to uninstall or delete the digital license (rom device 202, and

16



10

20

25

30

WO 2010/132213 PCT/US2010/033035

so forth, The digital license can be deleted, uninstalled, or otherwise removed from device
202 when the user stops using device 202. Alternatively, the digital license can be
inherently invalidated by having the duration of the digital license from local store 236
being set to end when the user stops using device 202,

[0074] Having the duration of the digital license be associated with the time the user is
using device 202 allows the user to use the software products on multiple devices based on
the digital licenses bound to his or her user ID regardless of where those multiple devices
arc locatcd. For cxample, thosc devices can be the uscr's own devices in his or her home
or office, or could be other user's devices such as devices in a friend's home, devices in a
library or Internet café, and so forth.

[0075] If no digital license is available for the software product that is requested to be
run, then soflware protection client module 234 does not allow the soltware product to be
run. However, if a digital license is available, then module 234 allows the software
product to be run in accordance with the terms and/or rights identified in the digital
license. Module 234 is responsible for enforcing the terms and/or rights identified in the
digital license.

[0076] In one or more embodiments, an identilier ol the owner of the digital license
for the software product is displayed or otherwise presented while the software product is
run. This identifier can be obtained from the digital license. For example, the name of the
owner can be displayed while the software product is run, allowing the user and anyone
else viewing the device’s display to see who the software product is licensed to. Such
displays can be helpful, for example, in deterring piracy because users will know that if
they are running a software product that is not licensed to them then other people seeing
the display will be able to see that they did not purchase the software product that is
running.

[0077] Additionally, it should be noted that software products can be run in a variety
of different manners. In one or more embodiments, a software product is installed on
device 202 and run if a digital license for the software product is available. In other
embodiments, images ol sollware products can be stored on one or more remole services,
and thosc images can be strcamed to device 202 and run if a digital license for the
software product is available. In such embodiments, software products can be obtained on
an as-needed basis.

[0078] License management service 204 can also communicate with one or more other

services 1o obtain additional inlormation corresponding to a particular digital license.
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Examples of such services include relationship service 218, product validation service
220, and product registration service 222.

[0079] Relationship service 218 maintains records that relate various entities or parties
associated with a product key to a digital license. These different parties can include, for
example, distributors of the software product, resellers of the software product,
manufacturers of the software product, and so forth. License management service 204 can
obtain these associations from service 218 and maintain them with the digital licenses in
license store 224.  Identifications of thesce associations can be included in the digital
licenses in license store 224, or alternatively a separate record of these associations can be
maintained.

[0080] As an example, a particular product key can be generated by a particular
manufacturer ol a soliware product and given lo an original equipment manulacturer
(OEM) which in turn distributes a device along with the software product to a reseller. An
association of this product key to this manufacturer, this OEM, and this reseller can be
maintained by relationship service 218. Relationship service 218 can be informed of this
association in a variety of different manners, such as by the manufacturer, OEM, and/or
reseller.  When a digital license having this product key is received by license
management service 204, service 204 can obtain the identity of the manufacturer, the
OEM, and the reseller from relationship service 218 and maintain these identities in
license store 224 as being associated with the received digital license.

[0081] Product validation service 220 maintains a record for each digital license of the
history of that digital license based on the product key associated with that digital license.
This history can include, for example, dates and/or times when the product key for the
digital license was used to activate a software product, whether and when the digital
license was revoked, whether and when the digital license was re-enabled, and so forth.
This history can also include an indication of whether the product key was revoked and
reactivated, when the product key was revoked and reactivated, and so forth. Product
validation service 220 obtains this history from other services, such as license
management service 204, sollware activation service 212, and so forth. License
management scrvice 204 can obtain this history from product validation scrvice 220 and
maintain the history with the digital licenses in license store 224. These histories can be
included in the digital licenses in license store 224, or alternatively a separate record of

these histories can be maintained.
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[0082] Product registration service 222 maintains a record for cach digital license of
the product registration information for that digital license based on the product key
associated with that digital license. This product registration information can include
various information collected from a user of device 202 when the user registers the
associated software product. For example, this information can include an age of the user,
a geographic location where the user lives or works, hobbies and/or interests of the user,
and/or any other information that the user chooses to divulge. License management
scrvice 204 can obtain this product rcgistration information from product rcgistration
service 222 and maintain the product registration information with the digital licenses in
license store 224. This product registration information can be included in the digital
licenses in license store 224, or alternatively a separate record of this product registration
information can be maintained.

[0083] In one or more embodiments, the user ID of a user is bound to a digital license
only after receiving user consent to do so. This user consent can be an opt-in consent,
where the user takes an affirmative action to request that the user ID be bound to the
digital license. Alternatively, this user consent can be an opt-out consent, where the user
takes an alfirmative action to request that the user 1D not be bound to the digital license.
If the user does not choose to opt out of this binding, then it is an implied consent by the
user to perform the binding.

[0084] Furthermore, it should be noted that the binding of user IDs to digital licenses
can allow license management service 204 to distinguish between different users, but need
not include any personal information identifying particular users. For example, a user may
login to the online service via user 1D authentication service 214 with a particular user 1D,
but no association between that user 1D and the actual person need be maintained.
Accordingly, digital licenses can be bound to that user ID while at the same time service
204 has no knowledge of who that user actually is.

[0085] Fig. 4 illustrates an example product activation window 400 that can be
displayed to a user in accordance with one or more embodiments to allow the user to
select whether his or her user ID is to be bound lo the digital license. The example
window 400 is displaycd when the uscr is activating his or her softwarc product. It is to be
appreciated that different user interfaces can be alternatively displayed, and that user
interfaces can alternatively be displayed at different times. For example, a user interface
allowing the user to opt-in or opt-out of binding his or her user ID to a digital license can

be displayed in response Lo a user request to change the binding to a dillerent user ID, in
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response to a user request to add a digital license to license management service 204 of
Fig. 2, and so forth. Additionally, in the example of Fig. 4, the product key has a
particular format (five S-character strings, also referred to as a 5x5 key). It is to be
appreciated that this particular format for a product key is an example, and that the product
key can take different forms as discussed above.

[0086] Product activation window 400 includes a description 402 explaining how to
activate the software product and register the product key for the software product.
Description 402 also includes an cxample of what a product key looks like. A link 404 to
a more detailed description of how to the find the product key is also displayed. A
description 406 explaining to the user why the user ID is being associated with (e.g.,
bound to) the license for this software product is also displayed. Both a link 408 to a more
detailed description of what activation is and a link 410 (o a privacy slatement are also
displayed. If the user selects link 410, a privacy statement is displayed, explaining to the
user how the user's information is kept confidential.

[0087] A text entry field 412 is also displayed in window 400, into which the user can
enter the product key for the software product. Additionally, the user is able to select a
check box 414 (o opt-in to the associating or binding of the user's user ID to the license.
The user is also able to leave check box 414 unselected to opt-out of the associating or
binding of the user's user 1D to the license. Once the product key is entered and check box
414 is selected if desired, the user can select an "OK" button 416 to have the product
activated. The user can also select a "Cancel" button 418 to terminate the product
activation process. If the user selects check box 414 then the digital license received from
activating the software product is associated with the user ID of the user. If the user does
not select check box 414, then the digital license received from activating the software
product is stored on the device but is not associated with the user ID of the user.

[0088] It is to be appreciated that check boxes and “OK” and "Cancel" buttons are
only examples of user interfaces that can be presented to a user to opt-in or opt-out of the
binding, and that a variety of other conventional user interface techniques can alternatively
be used. It is also to be appreciated that various parts ol product activation window 400
can be excluded from window 400, such as link 408, link 410, link 404, description 402,
and so forth.

[0089] Returning to Fig. 2, license management service 204 can make a variety of
different enhanced functionality available to users of device 202. Examples of this

{unctionality mclude adding a new digital license (o license store 224, restoring a product
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key from license store 224 to device 202, automatically renewing digital licenses in
license store 224 on behalf of the user, deleting a digital license from license store 224,
retrieving details regarding a digital license in license store 224 (e.g., information from the
digital license or associated with the digital license can be retrieved), uninstalling a
product key from device 202 (e.g., so that it can be used on another device), and so forth.
[0090] Additionally, license management service 204 can also make available to users
of device 202 the ability to transfer a digital license from one user to another. This allows,
for cxample, a uscr to gift or scll his or her digital license to another uscr. To transfer a
digital license, the user submits a request to license management service 204 (e.g., via
license client module 232) to transfer the digital license. Service 204 then obtains the user
ID of the recipient of the transferred digital license and saves the digital license as being
bound to the user ID of the recipient of the ransferred digital license. Service 204 can
obtain the user ID in different manners. In one or more embodiments, the user submitting
the request to transfer the digital license also submits the user 1D of the recipient of the
transferred digital license. In other embodiments, in response to the request to transfer the
digital license service 204 notifies software activation service 212 that the software
product associated with the product key in the digital license has been deactivated. A
record of the deactivation can also be stored in product validation service 220.
Accordingly, the recipient of the transferred digital license can enter the product key into
his or her device and have the software product activated using the product key as
discussed above.

[0091] In one or more embodiments, license management service 204 also allows the
user to manage digital licenses associated with his or her user ID. Various information
regarding the digital licenses can be provided to the user, such as activation history,
registration information that the user provided, the expiration date, and so forth.
Additionally, various information regarding the digital licenses can be modified by the
user, such as allowing the user to request that service 240 automatically renew the digital
license, allowing the user to input a user-friendly name describing the license, and so
forth.

[0092] License management service 204 can also monitor digital licenses in license
store 224 and revoke a digital license when service 204 identifies noncompliance with the
terms of the digital license. The revocation of a digital license can be performed in a
variety of different manners, such as storing data in the digital license indicating that the

digital license has been revoked, maintaining a separate record or listing of digital licenses
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that have been revoked, removing the digital license from license store 224, and so forth.
License management service 204 can determine noncompliance with the terms of the
digital license in a variety of different manners and relying on various business logic or
business intelligence. For example, the digital license can include an expiration date, and
service 204 can determine noncompliance with the terms of the digital license when this
expiration date passes. By way of another example, the digital license can include an
indication of a number of copies of the license that can be outstanding at devices at any
onc time. If this number of copics is cxceeded by a threshold number, scrvice 204 can
determine noncompliance with the terms of the digital license (e.g., and assume that the
user ID to which the digital license is bound has been compromised).

[0093] Furthermore, in one or more embodiments a user of device 202 can request that
a digital license be uninstalled or removed [rom device 202. This request can be an
explicit request, such as selection of a displayed link or menu item indicating that the
digital license is to be uninstalled or removed from device 202. This request can also be
an implicit request, such as being inherent in the user logging out of the online service
(e.g., via user ID authentication service 214). In response to such a request, license client
module 232 deletes or otherwise invalidates any digital licenses bound to that user ID that
are stored in local store 236. Module 232 also sends an uninstall request to license
management service 204, notifying service 204 that the license has been uninstalled from
device 202. This allows service 204 to update its count or record of the number of copies
of the digital license that are outstanding.

[0094] In addition to managing digital licenses and making various functionality
regarding the digital licenses available to users, license management service 204 also
allows various offers for additional products or services to be displayed or otherwise
presented to users. Oftentimes users are unaware of additional or upgraded products that
are available, as well as the services that are provided with the additional or upgraded
products. When the user accesses service 204 (directly or via license client module 234),
service 204 is aware of the digital licenses that are bound to that user's user ID. Service
204 can access a list or other record ol soliware products or services and identily, based on
the digital licenses bound to the uscr's uscer ID, one or morc additional or upgraded
products that are available to the user. These various products, as well as an option to
purchase the products, can be presented to the user.

[0095] For example, assume that the user ID for a particular user is bound to a digital

license for an operating system on the user's device. Il the user re-installs the operating
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system on the device, or requests information regarding the digital license associated with
the operating system, license management service 204 can check to see if an upgraded
version of the operating system is available for the user to purchase. If such an upgraded
version of the operating system is available, service 204 can display to the user an
indication of the upgraded version, a description of the added benefits and/or services that
the user will get with the upgraded version, as well as an option to purchase the upgraded
version. The user can then select to purchase the upgraded version, obtaining the
additional bencefits and/or scrvices of the upgraded version. The purchasing of the
upgraded version can be managed by service 204, or alternatively another service (e.g.,
software purchase service 216). Additionally, this upgraded version may have a new
product key that is used to activate the upgraded version activated as discussed above, or
alternatively the product key from the previous version of the product that has already
been activated can be used for the digital license for the upgraded version of the product.
[0096] Fig. 5 illustrates an example license management system 502 in accordance
with one or more embodiments. In one or more embodiments, license management
system 502 is a license management system 204 of Fig. 2 or a license service 104 of Fig.
1. In other embodiments, license management system 502 is implemented at least in part
in other components, modules, or services. For example, at least a portion of license
management system 502 can be implemented in device 202, such as part of license client
module 232. In such embodiments, system 502 can provide a user interface and receive
requests from a user of device 202, and communicate with license management service
204 to carry out the requests. Such a user interface can be displayed or otherwise
presented to the user in a variety of different manners, such as via an operating system
control panel option, via a system or product properties tab or window, and so forth.

[0097] License management service 502 includes an add license module 504, a restore
license module 506, a display license module 508, and a time-based license management
module 510. Although illustrated as separate modules 504, 506, 508, and 510, it is to be
appreciated that the functionality of one or more of modules 504 — 510 can be combined
together. Additionally, it is Lo be appreciated that the [unctionality ol each ol one or more
of modules 504 — 510 can be scparated into different modules.

[0098] The user of a device (e.g., device 202 of Fig. 2) can input a request to license
management system 502 to manage his or her licenses in a variety of different manners.
For example, the user can select a link to manage licenses, can select a menu item or

button to manage licenses, can inpul a text command to manage licenses, and so [orth.
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Links or other user interface mechanisms can be presented to the user by a software
product running on the device, when the user starts or logs into the device, when the user
logs in to an online service (e.g., and is authenticated by user ID authentication service
214 of Fig. 2), and so forth, Regardless of the manner in which a request to manage a
user's licenses is made, in response to the request license management system 502 displays
or otherwise presents a user interface to the user via the device that allows the user to input
various requests and manage the digital licenses bound to his or her user 1D,

[0099] Licensc management system 502 allows the uscr to manage digital licenscs
bound to his or her user ID. Accordingly, the user ID of the user is provided to system
502. The user ID provided to system 502 is the user credentials for the user (e.g., obtained
from user ID authentication service 214 of Fig. 2) as discussed above,

[00100] Add license module 504 manages the addition ol digital licenses bound to a
user ID of the user to a license store (e.g., store 224 of Fig. 2). In one or more
embodiments, when a software product is activated, a digital license can be bound to a
user ID and communicated to license management system 502, Add license module 504
allows the user to input requests to have digital licenses bound to his or her user ID at
other times. Module 504 receives as inputs both user credentials for the user (providing
module 504 with the user ID of the user) and the product key to be added. The product
key can be provided to module 504 in different manners, such as manually entered by the
user, copied (or cut) from another source and pasted by the user, by the user identifying a
source for the license (e.g., another service), and so forth,

[00101] If the product key that the user identifies has already been used to activate the
software product, then a digital license corresponding to that product key is already on the
user's device. Accordingly, module 504 communicates with a license client module (e.g.,
module 232 of Fig. 2) of the device to retrieve the digital license from a local store of the
device. If the digital license has not already been bound to the user ID of the user, then
module 504 binds the digital license to the user ID of the user.

[00102] If the product key that the user identifies has not been used to activate the
sollware product, then a soflware activation service (e.g., service 212 ol Fig. 2) is accessed
to activatc the softwarc product. License management system 502 can access the softwarc
activation service to activate the software product, or alternatively another component or
module can access the software activation service to activate the software product.

[00103] Add license module 504 receives the digital license from the device being used

by the user, or alternatively [rom a sollware activation service. 1 not already bound to the
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user ID of the user (e.g., by having the user ID included in the digital license), module 504
binds the digital license to the user ID of the user. Module 504 also stores the digital
license in the license store (e.g., store 224 of Fig. 2).

[00104] Add license module 504 can also optionally allow a user to provide additional
information regarding a digital license and have that additional information included in the
digital license. For example, the user can provide a description of the license (e.g., a
friendly name) and/or software product that he or she more easily understands. Such a
fricndly namc can be storced, for cxample, in product friendly name ficld 324 of Fig. 3.
[00105] Restore license module 506 allows a user to input requests to recover or restore
digital licenses that are bound to his or her user ID. Situations can arise where the user
desires to recover his or her digital licenses. For example, the user may have a new
machine that he or she desires Lo transfer his or her soliware products to, the user may
have reinstalled the operating system (or installed a new operating system) on his or her
device and desires to reinstall his or her software products, the user may have changed the
hardware in his or her machine and desires to reinstall his or her software products, and so
forth.

[00106] The user interlace presented by license management system 502 allows a user
to input a request to restore or recover his or her digital licenses. In response to such a
request, restore license module 506 identifies the licenses from the license store (e.g., store
224 of Fig. 2) that are bound to the user ID of the user. A list of these digital licenses is
displayed or otherwise presented to the user. The digital license list can be presented in
different manners, such as by a listing of product name and friendly name (if any)
provided by the user, and/or listing other information from the digital license.

[00107] The user can then select from digital licenses in the list presented by module
506. Module 506 then communicates the selected digital licenses to the device being used
by the user (assuming the rights in the digital licenses permit the user to use them on the
device). Once the digital licenses to be restored or recovered are selected, the process for
returning the selected digital licenses to the device is the same as discussed elsewhere
herein (e.g., with relerence to process 800 of Fig. 8 discussed below).

[00108] Display licensc modulc 508 displays or otherwisc presents license dctail
information to the user. Module 508 can present a list of digital licenses bound to the user
ID of the user, and the user can select one or more licenses from that list. The digital

license list can be presented in different manners, such as by a listing of product name and
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friendly name (if any) provided by the user, and/or listing other information from the
digital license.

[00109] Once selected, additional information from the digital license is also displayed.
All of the information from the digital license can be displayed to the user (e.g., the data
from all the fields of digital license 300 of Fig. 3), or alternatively a subset of the
information from the digital license can be displayed.

[00110] Display license module 508 also allows the user to uninstall a license from the
device he or she is using. The uscr identifics (c.g., sclects from the displayed list) the
license he or she desires to uninstall, and module 508 sends an indication to a license
client module (e.g., module 232 of Fig. 2) of the device to delete or remove the digital
license from the local store of the device. In one or more embodiments, the user requests
to uninstall a license [rom one device he or she is using so thatl he or she can recover or
restore that software license on another device.

[00111] Display license module 508 also allows the user to input requests to delete a
binding of a license from to his or her user ID. The user identifies (e.g., selects from the
displayed list) the license for which he or she desires to delete the binding, and module
508 removes the digital license [rom the license slore (e.g., store 224 ol Fig. 2). As part of
the deletion process, module 508 can also send the digital license to a license client
module (e.g., module 232 of Fig. 2) of the device for local storage on the device as the
digital license will no longer be stored and managed by license management service 502,
[00112] Time-based license management module 510 allows a user to input requests to
manage time-based licenses. Module 508 can present a list of digital licenses bound to the
user 1D of the user, and the user can select one or more licenses from that list. The digital
license list can be presented in different manners, such as by a listing of product name and
friendly name (if any) provided by the user, and/or listing other information from the
digital license.

[00113] The user identifies (e.g., selects from the displayed list) a license, and can
indicate a desired amount of time for that license. For example, the user can indicate a
request lo aclivale the license (or a particular duration, such as an hour, a day, a month,
ctc. The user can also optionally input account information (c.g., a credit card number) to
pay for the desired duration if such information is not already available to license
management system 502. Once requested, module 508 can send the digital license with
the indicated duration to a license client module (e.g., module 232 of Fig. 2) of the device

for local storage on the device. Alternalively, module 508 can send an indication to the
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license client module to update the expiration date field of the digital license already
stored on the device.

[00114] Time-based license management module 510 can also optionally manage
automatic updating and payment of licenses as discussed in more detail below. The user
identifies (e.g., selects from the displayed list) a license that he or she desires to have
automatically renewed, and authorizes automatic billing to an account (e.g., a credit card
or other account number) so that the license is automatically renewed, as discussed in
morc detail below.

[00115] Fig. 6 is a flowchart illustrating an example process 600 for obtaining and
storing a digital license in accordance with one or more embodiments. Process 600 can be
implemented in software, firmware, hardware, or combinations thereof. Acts of process
600 illustrated on the leli-hand side of Fig, 6 are carried out by a device, such as device
202 of Fig. 2. Acts of process 600 illustrated on the right-hand side of Fig. 6 are carried
out by a license management service, such as license management service 204 of Fig. 2 or
license management system 502 of Fig. 5. Process 600 is an example process for
obtaining and storing a digital license; additional discussions of obtaining and storing a
digital license are included herein with reference to different (igures.

[00116] In process 600, a product key for a software product is obtained (act 602). This
product key can be obtained in a variety of different manners, such as being received from
a remote service (e.g., software purchase service 216 of Fig. 2), being received from a user
input, and so forth.

[00117] An activation service is accessed to activate the software product using the
product key (act 604). As part of the activation process, the product key obtained in act
602 is communicated to the activation service.

[00118] Once activated, a digital license including the product key is received (act 606).
This digital license is typically received from the activation service, although can
alternatively be received from another service on behalf of or at the request of the
activation service.

[00119] An indication of the digital license and the user ID to which the digital license
is bound is saved to the license management service (act 608). This remotce scrvice is, for
example, license management service 204 of Fig. 2 or license management system 502 of
Fig. 5. The indication of the digital license and the user ID are received by the license
management service (act 610), and the digital license is saved in a license store as bound

to the user ID (act 612). The user ID can be bound to the digital license belore the digital
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license is sent to the license management service, such as by adding the user ID to the
digital license before sending the digital license to the license management service.
Alternatively, the user ID can be bound to the digital license by the license management
service saving the user ID in the digital license or maintaining a separate record
associating the user ID with the digital license.

[00120] The license management service then allows subsequent access to the digital
license based on the user ID (act 614). The user having the user ID can retrieve the digital
license from the license management scrvice and usc the digital licensc on a device (which
may or may not be the same device from which the software product was activated).
[00121] Fig. 7 is a flowchart illustrating an example process 700 for running a software
product in accordance with one or more embodiments. Process 700 is carried out by one
or more devices, such as a device 202 ol Fig. 2, and can be implemented in soflware,
firmware, hardware, or combinations thereof. Process 700 is an example process for
running a software product; additional discussions of running a software product are
included herein with reference to different figures.

[00122] In process 700, a request to access a software product is received (act 702),
This request can be a user request, or alternatively can be received [rom another module or
component.

[00123] In response to the request, a check is made as to whether a digital license
permitting access to the software product is available locally (act 704). Such a locally
available digital license is typically stored in a local store of the device implementing
process 700. A digital license associated with the software product permits access to the
software product if the digital license has not expired (e.g., the current date and/or time is
not past the expiration date and/or time of the digital license), and any other terms in the
digital license are satisfied.

[00124] If a local digital license permitting access to the software product is available,
then the software product is accessed in accordance with the digital license (act 706). This
access includes running the program, and can optionally involve various restrictions on
running the program based on the terms in the digital license.

[00125] Rcturning to act 704, if a local digital liccnsc permitting acccess to the softwarc
product is not available, then a request for a digital license is sent to the license
management service (act 708), such as service 204 of Fig. 2 or license management
system 502 of Fig. 5. This request is a request for a digital license for the software

product that is bound to the user ID of the current user ol the device implementing process
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700. This user ID is verified by an online service (such as the Microsoft Windows Live™
network of internet services) as discussed above.

[00126] A check is then made as to whether the requested digital license is received
from the license management service (act 710). The requested digital license may not be
returned by the license management service for a variety of different reasons, such as the
digital license being expired, no digital license for the software product being bound to the
user 1D, and so forth. If the requested digital license is received from the license
management scrvice, then the software product is accessed in accordance with the digital
license (act 706). Alternatively, rather than receiving the digital license, an indication that
the user has a digital license for the software product can be received as discussed above.
However, if the requested digital license is not received from the license management
service, then access 1o the soliware product is denied (act 712).

[00127] Fig. 8 is a flowchart illustrating an example process 800 for returning a
requested digital license in accordance with one or more embodiments. Process 800 is
carried out by one or more services, such as a license management service 204 of Fig. 2 or
license management system 502 of Fig. 5, and can be implemented in software, firmware,
hardware, or combinations thereol. Process 800 is an example process [or returning a
requested digital license; additional discussions of returning a requested digital license are
included herein with reference to different figures.

[00128] In process 800, a request for a digital license bound to a user ID and associated
with a software product is received (act 802). This request is received from a device, such
as device 202 of Fig. 2.

[00129] A check is then made as to whether a digital license for the software product
bound to the user ID is available (act 804). This checking can take a variety of different
forms based on the manner in which the binding of the digital license to the user ID is
maintained. For example, this checking can include checking the user IDs in the digital
licenses the service maintains in a license store, checking a table or other record
associating user IDs with digital licenses, and so forth. The digital license being available
reflers to the digital license existing in the license store.

[00130] If no digital license for the softwarce product that is bound to the user ID is
available, then the service implementing process 800 refuses to return a digital license to
the requester (act 806).

[00131] However, if a digital license for the software product that is bound to the user

ID is available, then a check is made as to whether the digital license can be returned in
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accordance with the terms of the digital license (act 808). Situations can arise where
although a digital license for the software product is bound to the user 1D, the terms of the
digital license indicate that the digital license is no longer valid. For example, the digital
license can be expired, can have been revoked, can already have been returned to too
many other requesters (e.g., there are greater than a threshold number of copies of the
digital license outstanding), and so forth.

[00132]  If the terms of the digital license indicate that the digital license can be returned
to the requester, then the service implementing process 800 rcturns the digital license to
the requester (act 810). Alternatively, rather than returning the digital license, an
indication that the user with the user ID has a digital license for the software product can
be returned as discussed above. However, if the terms of the digital license indicate that
the digital license cannol be returned to the requester, then the service implementing
process 800 refuses to return a digital license to the requester (act 806).

[00133] One way in which the digital licenses bound to user IDs discussed herein can
be used is to allow different parties to be recognized and/or receive revenue for sales of
additional products or services that stem from those digital licenses. Various parties can
be identilied in the digital licenses as discussed above, such as an OEM, a reseller, and so
forth. Offers regarding additional products or services available to the user can be
presented based on these various parties. For example, offers to upgrade to new versions
of the software product or to different versions of the software product with additional
functionality can be presented to the user. By way of another example, offers to purchase
at a discounted price a peripheral device that can be used with the software product can be
presented to the user. These offers can be presented to the user in a variety of different
manners and at a variety of different times, such as when the user logs in to the online
service (via user ID authentication service 214 of Fig. 2), when the user is reviewing
information regarding his or her digital license via license management service 204 of Fig.
2 or license management system 502 of Fig. 5, when a digital license is being retrieved
from service 204 or system 502, and so forth.

[00134] As a specilic example, assume that a user purchases a soliware product (rom
rctailer XYZ Corp. When the uscr is managing his or her licenses, an offer can be
presented to the user to purchase additional devices at a discount. For example, the user
can be presented with an offer that "You purchased your new software from XYZ Corp
last week — this week you are eligible for $100 off digital cameras and printers to use with

your new soliware,"
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[00135] Given the various parties identified in the digital licenses, when an offer for a
product or service is presented to a user and the user accepts the offer, one or more of the
parties identified in the digital license can be recognized with the acceptance of the offer.
This acceptance is typically an additional sale of a product or service. The user can accept
such an offer in different manners, such as by selecting a link to an online store to
purchase the product or service, printing out a coupon (e.g., with an identifier of the digital
license on it) and taking the coupon to a local software store (e.g., a brick and mortar
busincss), and so forth. Accordingly, the uscrs can be presented with offers for the sale of
additional services or products associated with the software products for which they have
digital licenses, and the various parties identified in the digital licenses have the ability to
receive additional income and/or recognition for those sales. This can also be viewed as
the data regarding the various parties identified in the digital licenses being migrated (o
other services or devices to receive this additional income and/or recognition.

[00136] As a specific example, assume that a user purchases a new computer with an
installed software product from retailer ABC Corp. When the user is managing his or her
licenses, an offer can be presented to the user to purchase additional devices at a discount.
For example, the user can be presented with an offer that "You purchased your new
computer from ABC Corp — this week you are eligible for 50% off printers from XYZ
Corp to use with your new computer." If the user accepts this offer and purchases a
printer from XYZ Corp, then ABC Corp (identified as the OEM in the digital license) can
be recognized as being at least partially responsible for the sale of the printer. ABC Corp
can then receive additional income and/or other recognition from XYZ Corp for this sale
of the printer.

[00137] Fig. 9 is a flowchart illustrating an example process 900 for using digital
licenses in accordance with one or more embodiments. Process 900 is carried out by one
or more services, such as a license management service 204 of Fig. 2 or license
management system 502 of Fig.5, and can be implemented in software, firmware,
hardware, or combinations thereof. Process 900 is an example process for using digital
licenses; additional discussions ol using digital licenses are included herein with relerence
to different figures.

[00138] In process 900, an offer for a product and/or service is communicated to a user
based on the digital license (act 902). The offer can be communicated in a variety of

different manners, such as being displayed to the user while he or she is managing his or
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her digital licenses, when a digital license is retrieved from a license management service,
in an email message, and so forth.

[00139] A party is identified from the digital license (act 904). A varicty of different
parties in the digital license can be identified, such as a manufacturer of the software
product, a reseller of the software product, an OEM that distributes a device with the
software product, and so forth.

[00140] A determination is made of when an additional sale associated with the digital
license is made (act 906). This dctermination is made, for cxample, when the offer
communicated to the user in act 902 is accepted by the user and the offered product or
service is purchased by the user.

[00141] An indication that the party is recognized in association with the additional sale
is generated (act 908). This indication is optionally communicated to a remote service (act
910). The manner in which this indication is used can vary. For example, the indication
can be used to credit the party with the additional sale, and transfer at least a portion of the
proceeds of the additional sale to the party.

[00142] Returning to Fig. 2, license management service 204 (or license management
system 502 of Fig. 5) can also carry oul a variety ol dillerent [unctions based on digital
licenses in license store 224. In one or more embodiments, license management service
204 monitors time-based licenses that are stored in license store 224. Service 204 can be
configured to automatically update the time-based licenses when they expire. This
automatic updating can be done, for example, in response to a user request to
automatically update the license. Service 204 can be configured with payment
information (e.g., a credit card number), or alternatively can communicate with another
service to obtain payment for updating the license. Once payment to update the license is
received, service 204 can update the expiration date and/or time of the license to reflect a
new (later) expiration date and/or time.

[00143] For example, a user of device 202 can request and pay a fee for use of a
software product for one month. The expiration date in the digital license associated with
the software product indicales an expiration in one month. The user can also request that
scrvice 204 automatically update the licensc. In responsc to such rcquests, when the
expiration date of the digital license is reached, service 204 automatically charges the user
for an additional one month of usage. Service 204 also updates the expiration date in the

digital license to reflect that the expiration date is another month away.
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[00144] Fig. 10 is a flowchart illustrating an example process 1000 for automatically
updating time-based licenses in accordance with one or more embodiments, Process 1000
is carried out by one or more services, such as a license management service 204 of Fig. 2
or a license management system 502 of Fig. 5, and can be implemented in software,
firmware, hardware, or combinations thereof. Process 1000 is an example process for
automatically updating time-based licenses; additional discussions of automatically
updating time-based licenses are included herein with reference to different figures.
[00145] In process 1000, a check is made as to whether a digital license is to be
renewed (act 1002). This check is made, for example, based on whether the digital license
is a time-based license and on whether the user has requested automatic renewal of the
license. Process 1000 performs this check at regular or irregular intervals until it is
determined that the digital license is to be renewed.

[00146] If the digital license is to be renewed, then the license is optionally pre-
activated (act 1004)., In some situations, if the digital license for a product is to be
renewed, a new product key for the product is obtained or the previous product key is
maintained but is to be re-activated by the software activation service (e.g., service 212 of
Fig. 2). In such situations, the soliware aclivation service is accessed in act 1004 to pre-
activate the product key for the renewed digital license.

[00147] Regardless of whether the license is pre-activated in act 1004, the digital
license is automatically renewed (act 1006). This automatic renewal is independent of
whether the having the user ID to which the digital license is bound is currently logged in
to the online service (e.g., via user ID authentication service 214 of Fig. 2). Rather, the
renewal is done automatically on behalf of the user.

[00148] The renewed license with a new expiration date is stored (act 1008). This
storing of the renewed license can be performed in a variety of different manners, such as
replacing the previous version of the digital license, modifying the previous version of the
digital license to include the new expiration date, and so forth.

[00149] This renewed license with the new expiration date is sent to the device (act
1010). In one or more embodiments, this sending occurs the next time the digital license
is requested by the device. Alternatively, this sending can occur at different times, such as
the next time the user logs in to the online service (e.g., via user ID authentication service
214 of Fig. 2).

[00150] Process 1000 then returns to act 1002 to continue to check whether a digital

license 1s o be renewed.
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[00151] It should be noted that the binding of a digital license to a user ID and storage
of the digital license at a license management service as discussed above allows for a
variety of different usage scenarios. A user purchasing a software product purchases a set
of rights for using the software product, and that set of rights is reflected in the terms of
the digital license. The user activates the software product using the product key, and has
that product key maintained by the license management service by binding the digital
license to the user 1D of the user. If the user subsequently desires to re-install the software
product (¢.g., becausc the previous installation was removed as a result of a repair to his or
her device, because the user buys a new device, and so forth), he or she can obtain the
digital license (including the product key) from the license management service rather
than needing to find the disc or box with the product key that he or she purchased.

[00152] The user is [urther able to access the sollware products that he or she has
purchased from a variety of different devices. This can be viewed as allowing the user’s
software product or digital license to roam with the user to different devices. For example,
assume a user has activated and installed a software product on his or her home computer,
and has also had a digital license for the software product bound to his or her user ID
stored in the license management service. I the user travels away [rom home and desires
to use that software product on another computer, the user can login to the online service
using his or her user ID and have the digital license for that software product retrieved in
order to run the software product on that other computer.

[00153] Using the techniques discussed herein, it can be seen that the digital licenses
for software products are associated with particular users via their user IDs. Thus, rather
than being bound to a particular device or hardware configuration, the digital licenses are
bound to the particular user 1Ds.

[00154] The digital license is digitally signed by software activation service 212 when
the digital license is created, as discussed above. Additionally, various changes can be
made to the digital license by license client module 232 or service 204 (or license
management system 502 of Fig. 5), such as to add the user ID to the digital license, to
change an expiration date of the license, and so [orth. When such changes are made to the
digital license, the changed digital license is digitally signed using a private key of a
public/private key pair of the signer. The service or module making the change (e.g.,
service 204 of system 502 or module 232) can be the signer, or alternatively the service or
module making the change can communicate with software activation service 212 to have

service 212 sign the changed digital license.
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[00155] Fig. 11 illustrates an example computing device 1100 that can be configured to
implement the enhanced product functionality based on user identification in accordance
with one or more embodiments. Computing device 1100 can be, for example, device 102
of Fig. 1 or device 202 of Fig. 2, or can implement at least a portion of one or more
services 104 or 108 of Fig. 1, or services 204 or 212-222 of Fig. 2, or system 502 of Fig. 5.
[00156] Computing device 1100 includes one or more Processors or processing units
1102, one or more computer readable media 1104 which can include one or more memory
and/or storage componcnts 1106, onc or morc input/output (I/O) devices 1108, and a bus
1110 that allows the various components and devices to communicate with one another.
Computer readable media 1104 and/or one or more /O devices 1108 can be included as
part of, or alternatively may be coupled to, computing device 1100. Bus 1110 represents
one or more of several lypes of bus structures, including a memory bus or memory
controller, a peripheral bus, an accelerated graphics port, a processor or local bus, and so
forth using a variety of different bus architectures. Bus 1110 can include wired and/or
wireless buses.

[00157] Memory/storage component 1106 represents one or more computer storage
media. Component 1106 can include volatile media (such as random access memory
(RAM)) and/or nonvolatile media (such as read only memory (ROM), Flash memory,
optical disks, magnetic disks, and so forth). Component 1106 can include fixed media
(e.g., RAM, ROM, a fixed hard drive, etc.) as well as removable media (e.g., a Flash
memory drive, a removable hard drive, an optical disk, and so forth).

[00158] The techniques discussed herein can be implemented in software, with
instructions being executed by one or more processing units 1102, It is to be appreciated
that different instructions can be stored in different components of computing device 1100,
such as in a processing unit 1102, in various cache memories of a processing unit 1102, in
other cache memories of device 1100 (not shown), on other computer readable media, and
so forth. Additionally, it is to be appreciated that the location where instructions are stored
in computing device 1100 can change over time.

[00159] One or more input/outpul devices 1108 allow a user to enter commands and
information to computing dcvice 1100, and also allows information to be presented to the
user and/or other components or devices. Examples of input devices include a keyboard, a
cursor control device (e.g., a mouse), a microphone, a scanner, and so forth. Examples of
output devices include a display device (e.g., a monitor or projector), speakers, a printer, a

network card, and so (orth.
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[00160] Various techniques may be described herein in the general context of software
or program modules.  Generally, software includes routines, programs, objects,
components, data structures, and so forth that perform particular tasks or implement
particular abstract data types. An implementation of these modules and techniques may be
stored on or transmitted across some form of computer readable media. Computer
readable media can be any available medium or media that can be accessed by a
computing device. By way of example, and not limitation, computer readable media may
comprisc "computer storage media" and "communications media."

[00161] "Computer storage media" include volatile and non-volatile, removable and
non-removable media implemented in any method or technology for storage of
information such as computer readable instructions, data structures, program modules, or
other data., Compuler storage media include, but are not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage
or other magnetic storage devices, or any other medium which can be used to store the
desired information and which can be accessed by a computer.

[00162] "Communication media" typically embody computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as carrier wave
or other transport mechanism. Communication media also include any information
delivery media. The term "modulated data signal" means a signal that has one or more of
its characteristics set or changed in such a manner as to encode information in the signal.
By way of example, and not limitation, communication media include wired media such as
a wired network or direct-wired connection, and wireless media such as acoustic, RF,
infrared, and other wireless media. Combinations of any of the above are also included
within the scope of computer readable media.

[00163] Generally, any of the functions or techniques described herein can be
implemented using software, firmware, hardware (e.g., fixed logic circuitry), manual
processing, or a combination of these implementations. The terms “module” and
“component” as used herein generally represent sollware, [irmware, hardware, or
combinations thercof. In the casc of a softwarc implementation, the module or component
represents program code that performs specified tasks when executed on a processor (e.g.,
CPU or CPUs). The program code can be stored in one or more computer readable
memory devices, further description of which may be found with reference to Fig. 11. The

features of the enhanced product (unctionality based on user identification lechniques
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described herein are platform-independent, meaning that the techniques can be
implemented on a variety of commercial computing platforms having a variety of
processors.

[00164] Although the subject matter has been described in language specific to
structural features and/or methodological acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited to the specific features or acts
described above. Rather, the specific features and acts described above are disclosed as

cxample forms of implementing the claims.
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CLAIMS

1. A method in a device, the method comprising;

obtaining (602) a product key for a software product;

accessing (604) an activation service to activate, using the product key, the
software product;

receiving (606), from the activation service, a digital license associated with the
software product;

binding (608) the digital liccnsc to a user ID of a uscr of the device; and

saving (610), to a remote license management service, the digital license and an
indication of the digital license as being bound to the user ID.
2. A method as recited in claim 1, the user ID comprising credentials identifying the
user ol the device, and the method (urther comprising:

obtaining, from the remote license management service, an additional digital
license associated with an additional software product, the additional digital license being
bound to the user ID; and

allowing a user of the device to use the additional software product at the device in
accordance with the additional digital license.
3. A method as recited in claim 1, wherein the digital license includes both the
product key and the user ID, and the indication of the digital license as being bound to the
user ID comprises the user ID in the digital license.
4, A method as recited in claim 1, further comprising;

sending, after saving the digital license to the remote license management service,
a request to the remote license management service to retrieve the digital license;

receiving, from the remote license management service, the digital license; and

removing the digital license from the device when the user stops using the device.
5. A method as recited in claim 1, further comprising;

sending, when the digital license is not stored locally on the device, a request to the
remote license management service to retrieve the digital license; and

receiving, [rom the remote license management service, the digital license.
6. A mcthod as rccited in claim 1, furthcr comprising uninstalling, aftcr saving the
digital license to the remote license management service, the digital license from the
device.
7. A method as recited in claim 1, the user ID having been authenticated by an online

authentication service prior Lo the digital license being bound to the user ID.
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8. A method as recited in claim 1, the digital license identifying a set of rights that the
digital license gives to the user.
9. A method implemented in a license management service, the method comprising:

receiving (610) a digital license for a software product, the digital license being
received from a device from which the software product was activated using a product
key; and

saving (612) the digital license with the digital license being bound Lo a [irst user
ID of a uscr of the device when the software product was activated.
10. A method as recited in claim 9, wherein the digital license includes a field storing
user credentials that include the user ID.
11. A method as recited in claim 10, wherein the digital license includes an additional
(ield storing the product key in an encrypted form.
12. A method as recited in claim 9, further comprising receiving a request to transfer
the digital license to a different user, and modifying the digital license to include a second
user ID that is a user ID of the different user.
13. A method as recited in claim 9, further comprising;

receiving, from a product validation service, a history of the digital license based
on the product key; and

saving the history of the digital license in the digital license.
14. A method as recited in claim 9, further comprising:

receiving, from a product registration service, product registration information
collected from the user; and

saving the product registration information in the digital license.
15. A method as reciled in claim 9, [urther comprising;

receiving, from a relationship scrvice, an identification of one or morc cntitics
associated with the product key; and

saving the identification of the one or more entities in the digital license.
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