Office de la Proprieté Canadian CA 2643343 C 2015/12/01

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 643 343
gln gfgamsg'e ; 'f*fc‘j age”‘éy of ; 12 BREVET CANADIEN
'Industrie Canada ndustry Canada
CANADIAN PATENT
13) C
(86) Date de depot PCT/PCT Filing Date: 2006/12/06 (51) CLInt./Int.Cl. HO4N 27/85(2011.01),
(87) Date publication PCT/PCT Publication Date: 2007/09/07 HO4N 21/23(2011.01), HO4N 21/43(2011.01)
- . (72) Inventeurs/Inventors:
(45) Date de délivrance/lssue Date: 2015/12/01 BENITEZ ANA BELEN. US:
(85) Entree phase nationale/National Entry: 2008/08/22 CLAWSON, KURT, US:
(86) N° demande PCT/PCT Application No.: US 2006/046526 CAREY, CHRISTOPRER T., US

(87) N° publication PCT/PCT Pubilication No.: 2007/100367 (73) Proprietaire/Owner:

o THOMSON LICENSING, FR
(30) Priorité/Priority: 2006/03/01 (US60/778,052)
(74) Agent: CRAIG WILSON AND COMPANY

(54) Titre : DISPOSITIF ET PROCEDE PERMETTANT DE GENERER UN ENSEMBLE MULTIMEDIA
(54) Title: DEVICE AND METHOD FOR GENERATING A MEDIA PACKAGE

S0~ |Receive Purchase Order
52

Collect and Locate
Data Files

o4

Create Wrapper Files
56

Encrypt Wrapper Files
and Data Files
58

Create Media Packages
60

Transmit Media Packages
62

(57) Abrégée/Abstract:
The present disclosure Is directed towards a device and method for packaging, transporting and extracting of essence files,
metadata files and service data files are provided. The device and method include recelving content files (e.g., essence and

B

.

'

e
ok [ [ f
RO . e s
. M "c'-'-.n:‘-:{\: .«me . m s
.
.

A7 /7]
o~

C an a dg http:vopic.ge.ca - Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca OPIC

OPIC - CIPO 191




CA 2643343 C 2015/12/01

anen 2 643 343
13) C

(57) Abrege(suite)/Abstract(continued):
metadata files) and service files, the service files identifying an application to be applied to the content files, combining the content

fles and the service files Into a media package, and transmitting the media package. The device and method also include recelving
the media package containing content files and service files and extracting the content files and the service files from the media
package. The media package may further include command data : that describes how to process the content files and the service
fles as well as identification data that identifies the content files and service files. The command data, content and service files may

be encrypted.



CA 02643343 2008-08-22

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization [~ :

International Burcau

(43) International Publication Date
7 September 2007 (07.09.2007)

(51) International Patent Classification:
HO4N 7/24 (2006.01)

(21) International Application Number:

(10) International Publication Number

WO 2007/100367 Al

[US/US]J; 26934 Canyon End Road, Santa Clarita, Califor-
nia 91387 (US).

(74) Agents: LAKS, Joseph J. et al.; THOMSON LICENS-

PCT/US?2006/046526 ING INC., Two Independence Way, Suite #200, Princeton,

(22) International Filing Date:

New Jersey 08540 (US).

6 December 2006 (06.12.2006) (81) Designated States (unless otherwise indicated, for every

(25) Filing Language:
(26) Publication Language:
(30) Priority Data:

_ kind of national protection available): AE, AG, AL, AM,
English AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
English CO, CR, CU, CZ, DE, DK, DM, DZ. EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS,
JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS,

60/778,052 1 March 2006 (01.03.2006) US LT LU. LV. LY. MA. MD. MG. MK. MN. MW. MX. MY.
(71) Applicant (for all designated States except US): THOM- MZ. NA, NG, NI, NO, NZ, OM. PG, PH, PL, PT, RO, RS,
SON LICENSING [FR/FR]; 46, Quai A. Le Gallo, RU, SC, SD. SE, SG, SK, SL, SM, SV. SY, TJ, TM, TN,
F-92100 BOULOGNE-BILLANCOURT (FR). TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(72) Inventors; and (84) Designated States (unless otherwise indicated, for every
(75) Inventors/Applicants (for US only): BENITEZ, Ana Be- kind of regional protection available): ARIPO (BW, GH,
len [ES/US]; 431 Burnside, #10g, Los Angeles, California GM, KE, LLS, MW, MZ. NA, SD, SL., SZ., TZ, UG, ZM,
90036 (US). CLAWSON, Kurt [US/US]; 537 Delaware /W), BEurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
Road, Burbank, California 91504 (US). CAREY, Chris European (AT, BE, BG, CH, CY, CZ, DE, DK, ELE, ES, I'l,

90~ | Receive Purchase Order

Collect and Locate
Data Files

94

Create Wrapper Files
56

Encrypt Wrapper Files
and Data Files
58

Create Media Packages
60

52

Transmit Media Packages

wO 2007/100367 A1 I D001 Y O 0

[Continued on next page]

(54) Title: DEVICE AND METHOD FOR GENERATING A MEDIA PACKAGE

(57) Abstract: The present disclosure is directed towards a device and method
for packaging, transporting and extracting of essence files, metadata files and ser-
vice data files are provided. The device and method include receiving content
files (e.g., essence and metadata files) and service files, the service files identify-
ing an application to be applied to the content files, combining the content files
and the service files into a media package, and transmitting the media package.
The device and method also include receiving the media package containing con-
tent files and service files and extracting the content files and the service files
from the media package. The media package may further include command data
. that describes how to process the content files and the service files as well as
identification data that identifies the content files and service files. The command
data, content and service files may be encrypted.
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DEVICE AND METHOD FOR GENERATING A MEDIA PACKAGE

TECHNICAL FIELD OF THE INVENTION

The present invention generally relates to packaging and transporting
data, and more particularly, to a system and method for packaging, transporting

and extracting essence files, metadata files and service data files using an

intelligent edge device.
BACKGROUND OF THE INVENTION

The conventional movie production process involves passing media data
(e.qg., images and audio) between production facilities using portable physical
media such as tape assets. Although physical systems based on tape assets
have been around for a long time, the movement of tape assets between
facilities is cumbersome and expensive. As a result, there have been some
efforts in the movie industry towards building the equivalent systems in the
electronic and digital domain. In other words, the movie industry is attempting
to transition from physical media formats and paper trails of data to the
exchange of non-physical media and related electronic data. However, the
efforts have encountered a number of drawbacks. For example, while physical
media Is clearly defined by its physical form (e.g., Beta, DigiBeta, D1, D5), non-
physical content has no easily identifiable form and is therefore less understood
or recognized. Furthermore, the security of content becomes more critical as
ownership of the content no longer implies direct possession or control of the
content. Finally, an Industry standard for packaging of related content does not
exist. Due to the drawbacks, the transition from an exchange of physical assets

to an exchange of electronic assets is feeding industry instability.

The present invention is directed towards overcoming these drawbacks.
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SUMMARY

The present disclosure is directed towards a device and method for
packaging, transporting and extracting of essence files, metadata files and service
data files are provided. The device and method include receiving content files (e.g.,
essence and metadata files) and service files, the service files identifying an
application to be applied to the content files, combining the content files and the
service files into a media package, and transmitting the media package. The device
and method also include receiving the media package containing content files and
service files and extracting the content files and the service files from the media
package. The media package may further include command data that describes
how to process the content files and the service files as well as identification data
that identifies the content files and service files. The command data, content files

and service file may be encrypted.

According to one aspect of the present disclosure, a method for generating a
media package includes receiving content files and service files, the service files

identifying an application {o be applied to the content files, and combining the

content files and the service files into a media package.

According to another aspect of the present disclosure, a method of
processing a media package includes receiving a media package, the media
package containing content files and service files, the service files identifying an

application to be applied to the content files, and extrécting the content files and the

service files from the media package.

According to yet another aspect of the present disclosure, a media package
Includes at least one content file, and at least one service file, the service file

Identifying an application to be applied to the content file.

According to a further aspect of the present disclosure, a device for
generating a media package includes a means for receiving content files and service
files, the service files identifying an application to be applied to the content files, a

means for generating command data describing how to process the content files and
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the service files, a means for encrypting the command data, the content files and the
service files, a means for generating identification data associated with the
encrypted content files and the encrypted service files, and a means for combining
the identification data, the encrypted command data, the encrypted content files, and

the encrypted service files into a media package.

According to a still further aspect of the present disclosure, a device for
processing a media package includes means for receiving a media package, the
media package containing encrypted content files, encrypted service files identifying
an application to be applied to the encrypted content files, encrypted command data
describing how to process the encrypted content files and the encrypted service
files, and identification data identifying the encrypted content files and the encrypted
service files, means for decrypting the encrypted content files, the encrypted service
files, and the encrypted command data, and means for extracting the decrypted
content files and the decrypted service files from the media package in accordance

with the identification data and the decrypted command data.

BRIEF DESCRIPTION OF THE DRAWINGS

These, and other aspects, features and advantages of the present invention
will be described or become apparent from the following detailed description of the
preferred embodiments, which is to be read in connection with the accompanying

drawings.

In the drawings, wherein like reference numerals denote similar elements

throughout the views:

FIG. 1 is an illustration of an exemplary network using portable media
packages and intelligent process adapters according to an aspect of the present

invention:

FIG. 2 is a diagram of an exemplary portable media package according to an

aspect of the present invention;
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FIG. 3 is a diagram of an exemplary intelligent process adapter

according to an aspect of the present;

FIG. 4 is a flowchart of an exemplary portable media packet generation

and transportation process according to an aspect of the present invention;

and

FIG. 5 is a flowchart of an exemplary portable media packet reception

and extraction process according to an aspect of the present invention.

It should be understood that the drawing(s) is for purposes of
llustrating the concepts of the invention and is not necessarily the only

possible configuration for illustrating the invention.
DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

It should be understood that the elements shown in the Figures may be
iImplemented in various forms of hardware, software or combinations thereof.
Preferably, these elements are implemented in a combination of hardware
and software on one or more appropriately programmed general-purpose

devices, which may include a processor, memory and input/output interfaces.

The present description illustrates the principles of the present
Invention. It will thus be appreciated that those skilled in the art will be able to
devise various arrangements that, although not explicitly described or shown
herein, embody the principles of the invention and are included within its

scope.

All examples and conditional language recited herein are intended for
pedagogical purposes to aid the reader in understanding the principles of the
invention and the concepts contributed by the inventors to furthering the art,
and are to be construed as being without limitation to such specifically recited

examples and conditions.
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Moreover, all statements herein reciting principles, aspects, énd
embodiments of the invention, as well as specific examples thereof, are intended to
encompass both structural and functional equivalents thereof. Additionally, it is
intended that such equivalents include both currently known equivalents as well as

equivalents developed in the future, i.e., any elements developed that perform the

same function, regardless of structure.

Thus, for example, it will be appreciated by those skilled in the art that the
block diagrams presented herein represent conceptual views of illustrative circuitry
embodying the principles of the invention. Similarly, it will be appreciated that any
flow charts, flow diagrams, state transition diagrams, pseudocode, and the like
represent various processes which may be substantially represented in computer
readable media and so executed by a computer or processor, whether or not such

computer or processor is explicitly shown.

The functions of the various elements shown in the figures may be provided
through the use of dedicated hardware as well as hardware capable of executing
software In association with appropriate software. When provided by a processor,
the functions may be provided by a single dedicated processor, by a single shared
processor, or by a plurality of individual processors, some of which may be shared.
Moreover, explicit use of the term “processor” or “controller” should not be construed
to refer exclusively to hardware capable of executing software, and may implicitly
include, without limitation, digital signal processor (‘DSP”) hardware, read only

memory ("ROM”) for storing software, random access memory (“RAM”), and

nonvolatile storage.

Other hardware, conventional and/or custom, may also be included.
Similarly, any switches shown in the figures are conceptual only. Their function may
be carried out through the operation of program logic, through dedicated logic,
through the interaction of program control and dedicated logic, or even manually, the

particular technique being selectable by the implementer as more specifically
understood from the context.
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In the claims hereof, any element expressed as a means for performing a
specified function is intended to encompass any way of performing that function
including, for example, a) a combination of circuit elements that performs that
function or b) software in any form, including, therefore, firmware, microcode or the
like, combined with appropriate circuitry for executing that software to perform the
function. The invention as defined by stuch claims resides in the fact that the
functionalities provided by the various recited means are combined and brought

together in the manner which the claims call for. It is thus regarded that any means

that can provide those functionalities are equivalent to those shown herein.

Referring now to FIG. 1, an exemplary network 10 (e.g., a connectivity and
exchange network) using media packages such as portable media packages (PMPs)
12 and intelligent edge devices such as intelligent process adapters (IPAs) 14 is
shown. The PMP 12 is a packaging scheme enabling the exchange of non-physical
media and related data. The IPAs 14 enable direct exchange of media content
between facilities 16-28 having disparate systems by managing the normaiization of

content and related data, and by providing common tools for creating and reading
PMPs 12.

In operation, digital essence, metadata and service data are wrapped as a
PMP 12 by an IPA 14 at a first facility. The PMP 12 is then transmitted to a different
facility. The IPA 14 at the receiving facility unwraps the PMP 12 and, additionally, it
can prdvide special processing operations such as metadata translation. For
example, the background plates, the metadata, and the work description for a VFX

shot may be wrapped and sent as a PMP 12 from a post house 22 to a VFX house

- 20 through IPAs 14. Once the VFX shot is finished, then, it can be sent back to the

post house 22 in an analogous way.

Some benefits to utilizing the network 10 include, but are not limited to, the

automation of value add business applications 30 such as waybill management,

review-approval, data schema mapping, and project tracking and management.

More specifically, the IPAs 14 provide a framework where a developer can create

applications that support business solutions by orchestration of their business
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workflow. While these business applications may exist without [PAs 14 or PMPs 12,
the use of IPAs 14 and PMPs 12 allow the automation of business processes that
are conventionally carried out as a set of manual steps. In other words, IPAs 14 and
PMPs 12 may be used for process automation. For example, there may be a set of
processes which require a quality check (QC) step to be performed and that is
performed at another facility. Conventionally, the manual process includes creating
a video tape, delivering the video tape to the QC facility and the QC operator putting
the tape into a deck and performing the QC operation. The operator needs to inform
someone of the results, perhaps by phone, e-mail or sending the QC report back to
the requesting facility. However, by packaging the essence, video, and service data
or work instructions into a PMP 12 and sending it to an IPA.14 in the QC facility,

automation can speed the QC process. More specifically, the IPA 14 receives the

PMP 12, unwraps the contents and determines, by processing the work instructions
or service data in the PMP 12, that there is a QC operation that needs to take place
on the video essence. The IPA 14 may then place the video essence on a QC
workstation and send an electronic notification to the QC operator. After the QC
operator performs the QC action on the video essence, the operator fills out a QC
report, packages the report in a PMP 12 and sends PMP 12 back to the requesting
facility. The requesting facility’s IPA 14 receives and unwraps the PMP 12,
determines that the PMP 12 is a continuation of a previous workflow, and pushes the

results of the QC report along to the appropriate next step in the workflow.

Referring now to FIG. 2, an exemplary PMP 12 is shown. The PMP 12 is an
extensible and secure packaging scheme for digital essence, metadata and service
data (e.g., application data such as purchase order, waybills, etc). The digital data is
packaged and exchanged between facilities 16-28 to accomplish a specific service

such as, but not limited to, VFX compositing, color correction, version generation
and the like.

As discussed above, the PMP 12 contains content files (i.e., essence and
metadata files) and service data files. The outer layer of the PMP 12 is the table of
contents layer 32 containing identification data. More specifically, the table of

contents layer 32 provides generic, unsecured information about the PMP 12 such
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as a brief description of the PMP 12 and a list of files contained therein. The next

layer of the PMP 12 is the security layer 34. The security layer 34 secures and

protects the rest inner layers of the PMP 12 including the site map layer 36 and the

individual files 38. The site map 36 contains command data that describes each file
38 in the PMP 12, the relations between the files 38, and any special processing
instructions to be executed by the receiving IPA 14. It should be noted that the
servicing a specific project or order (e.g., a VFX request) may involve the processing

of several PMPs 12 that will be uniquely numbered or identified.

PMPs 12 package any data files 38 that might need to be exchanged
between facilities 16-28 to accomplish a specific service or application in media and
entertainment workflows such as VFX compositing and color correction. Three

different types of data files 38 are essence data files, metadata files, and service

data files.

Essence is digital material of any modality such as images and audio. PMPs
12 package essence files of any type and in any format. For example, PMPs 12 can
package images, videos, audio, computer graphics, and the like. PMPs 12 don't
restrict the file formats of essence either. For example, essence can be in formats
such as, but not limited to, DPX, JPEG, GIF,’ OpenEXR, MPEG-2, VC-1, and OBJ.

Metadata is “data about data”. In a PMP 12, metadata is used to describe the
essence files. Similar to essence files, the PMP 12 Is agnostic of the type and
format of the metadata it packages. For example, the PMP 12 can package
synchronization metadata in MXF, QuickTime and SMIL formats, cut lists in EDL and
FleX formats, color corrections as ASC CDLs, and right management information as
XRML files. Rich file formats such as MXF can be used for both metadata and

essence.

Service data corresponds to the description of the actual service or
application that needs to be accomplished in the exchange. Service data includes
the purchase order, special handling or -processing instructions for the receiving

facility 16-28, and service description. Since there are no standard formats for
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service data, PMPs 12 preferably provide a human-readable and machine-readable

format for service data preferably based on XML.

An example of a service-data file is shown below. A service may be
described with several metadata attributes (e.g., identifier and description), the
purchase or work order, and a group of instructions to be executed at the receiving
facility 16-28. In the service-data file below, elements that start with “dc:” and
“dcterms:” operate in accordance with the Dublin Core Metadata Initiative (DCMI)
and elements that start with “rp210Elements:” operate as set forth in the SoCiety of
Motion Picture and Television Engineers (SMPTE) Metadata Dictionary (RP210).

<servmceData> i
<'---- Serv:.ce' metadata attr:.butes -~-->

¢
o

.....

\-.

through TCS </dc descrxptlon> :  :  *

. Seree L, :
-2

o <J~-*Generlc flelds for purchase orders.§%>;mp
- <order> A F : “'""4 FAR N-Fw.#*@;g'=;J :
gﬁv<cllent> Dlsney </cllent> s?=w”i Y &: Ty

-----

stz €
......

ii;<rece1vedBy> thn Doe </rece1vedBy> f? a

D
........

<prov1der>-M?C </provxder> {”" ﬁ¢ _w -s,zyf gi § Egﬁ% T

..............
.....

|</dc descrlptmon>

" <dcterms:date Sﬁbmn.tted> Jan 2 2 1200 6 R B
~</dctenms dateSubmltted> PR Y R S

\ i, .
e . [URFT ' Ty et 1 N
. . . . - aY'm e EEL HE DI
Ae : : L ) - DT {{ ' X
: Sl :s "I e e A, " - RS SRU . - . . ST - T T
ot : . . . - HH : gkes s et : :
. P} : ':'.-{ oo ol s '\ . j &
- 4 .‘l\ : e : vl . o, 8w -ty p . : WY
Fasd . F re i F S et !
...... p L% ‘e . =" A ie - i : @
N _>.,g . v . i o T n - - b 3 U P
PR L S r . : . i S, el s Doaa=ty PO B . s il s’
LI . ' 2. 3 yoi ’ "3 ne lee LR I H
: ; S - TR T * . i e . = .
. s " . :-'a.:“k : Y L Sy . 2. s W : r i
. » - ’ - 1 R v uped v > L 44 ' e :
. : T . . EEL S ‘. TR - o X '
. : : S ", Ve y ST Y: 1 -
. . . - AN W . MR P :
- PR 1 H 0 " - . Al e
. .'. P T

o :i § : . L.
B B EE T * > 4 " .9, -
L - . 1 i e
Ol . G Iy .

oS-

......

]

forget to send.lt back when you are done </1nstruct1on>
</1nstruct10ns> rgigﬁpgs g AT S :

As discussed above, the data files in a PMP 12 are wrapped by several files
or layers 32, 34, 36, the “wrapper files”, that are also part of the PMP 12. The
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wrapper files summarize, secure, and des;:ribe the files in a PMP 12. PMPs 12
preferably have three types of wrapper files: the table of contents 32, security files
34, and the site map 36. The wrapper files 32-36 may be identified in a wrapper file
directory in the PMP 12.

A PMP 12 has one table of contents 32 containing identification data that
provides generic, open information about the PMP 12. The table of contents 32
includes the list of data files 38 in the PMP 36 with their corresponding types, a brief
description about the PMP 12 and its purpose, and the information necessary to
access any secured file of the PMP 12. The table of contents 32 is preferably in a

human-readable and machine-readable format preferably based on XML.

The table of contents 32 is preferably the first or the last file in the PMP 12.
An example of a table-of-contents file 32 is shown below. The table of contents 32
includes the generic description of the PMP 12 with some metadata attributes and
the list of files 38 in the PMP 12. Each file 38 in the PMP 12 is briefly described with
some basic metadata atiributes (e.g., identifier, type, path and key identifier). In the
table-of-contents file below, elements that étart with “dc.” and “dcterms:” operate In
accordance with the DCMI and elements that start with “rp210Elements:” operate as -
set forth in the SMPTE Metadata Dictionary (RP210).

'_ﬂ_—____-_—l_-'—_-—__-__uu_. Py ey ey ey sy ey Ay e
s . . " . . ) L. asa . . . " ] e .\-. " ' ‘ o - L il :',
|< s i ¢ ;= .;r":.;'. ] : Y ‘,,.-30_ i , S
& LA '.' E.“_ : CEE R L ‘ ” ) R I LA ,':.:. :“',.. ) o B, :
: .! 5 - ¥ . g foa® 1 Tig ' e < BT R . - :
) - .7 {':0 -~ N . :. . ) o .- o . “w - - o . -, : . ety “' 2 .u'- ' ' P i -‘, i: E- i
= n = o - L it Tt P ‘ 4 L b X Pon R Ty = .
: v, g - é s - . " 3 . Som 2
a :! I : i ey . . : .
<p |L g e > ’ i ' a .
b

.s-.

...................

| <dc descr1pt10n> VFX compos:.t:l.ng jOb from D:Lsney' i'.o MPC

<dc Cr eat0r> TES </ dc cr eator > ” o ...... |

............

l '<dc 1dent1fler>~<1ndexPart> ..... 1 of 2 </1ndexPart> y
</dc 1dent1f1er>'7? R ST o T

<'~*~“~ Is:x.st o:E f:Lles :Ln the package -—--->
<1tems> - o } -
<l tem resource*" toc" / >

.....

.........

L
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L<item resource="filel” />
<item resource="file2”/>
<1tem.resource“"f1193"/>

- </items> :
{/pqckage>.

L= Generla'metadata attrxbutes for each flle -~> -
{ <'~~ 1nclud1ng the table~of~contents and 51te~map f11e3-~;
<flle about “”toc"> = s LAY
| <de: :.dentz.f:x.er> toc </dc :Ldentlf:t.er> :

<dc type> Table of Contents </dc type>

|:</f11e> POTRN : s
. <file: about*“”securlty"> S A A
~ Kde: 1dent1f1er> security- </dc 1dent1fler>
- <dc:type> Security </de:type> R
$ <path>”WRAPPERrFILES/PMP Securlty“xml </path> 
S </Eile> ¢ S R R
- <file about. “”31temap”> NI A 5;,5” T
’ <dc 1dent1fler>-31temap~</dc 1dent1fler>- T, e EL

.......

......

"<path>~WRAPPERrFILEs/RMP SlteMap;xml </path> |
 <keyId> 01. 01 01 00 </keyId> . *
€ </f11e> T a ,ﬁ~:f“
n;<f11e about “"f11e1”> e A
. <dc:identifier> filel </dc 1dent1f1er> T T Y

<dc.type>-Image </dc: type> - ik 59“ RN T
<path> dlrectoryl/fllel dpx </path> R C
- <keyId> 01.01. 01 01 </keyId> H:ﬁWW”;ﬂftv  .? ﬁW«'ﬁ_;.é ‘‘‘‘‘
l</f11e> , ;ﬁ | S __. - §f 3¥§;§g;£7 S A

,Q..

ot .
depy g
T et

5;'<path> dlrectory2/f11e2 dpr</path>
]g <keyId> 01 01 01 02 </keyId> o v;~fi* S
7</f11e> ﬁ f - ' ;M4%?,@l é$ %’€; ? jiw*gz

.....

?; <dC type>.ASC CDL.(/dC tYpe> ﬁﬁ%%figi Qé§; ¥w‘fQ.&= rw
<path>mmetadata/ASCCDL=xml </path> R S T SR
- <keyId> 01.01.01.03 </key1d> 57;§g*ivf* B VRN -
- </file>. ¢ { | e, et T Ry L, e
</tableOfContents>

All the files in a PMP 12 may be protected and authenticated through

redundancy checks, hash values, and other digital éignatures. In addition, all the
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files, except for the table of contents 32 and security file 34, can be further secured
through a combination of symmetric and public key encryption. A PMP 12 may have
a security file 34 that includes the digital signatures and encrypted keys that protect
and secure the PMP 12 and its files 38. The security file 34 is preferably in a

human-readable and machine-readable format preferably based on XML.

One process of encrypting a file may be as follows: the file would be first
encrypted using a symmetric key, e.g., in accordance with the Advanced Encryption
Standard (AES), and then the symmetric key would be encrypted using a private and
public key pair, e.g., using Rivest, Shamir and Adleman (RSA) encryption. Since
one PMP 12 could be sent to multiple facilities 16-28, the symmetric keys may need
to be encrypted with multiple private and public key pairs. PMPs 12 and individual
files could also be password protected.

The name of the security file 34 i the PMP 12 may not be pre-defined.
Instead, the security file 34 may be identified as the file with type “PMP Security” in
the table-of-contents file 32. The table-of-contents file 32 can also include

references to the keys, redundancy checks, and hash values for the individual files.

An example of a security file 34 is included below. It includes information
about the signer of the PMP 12, the encrypted keys needed to decrypt the PMP 12
and individual files, and the digital signatures of the signer field, the encrypted-key
field, and the data and wrapper files in the PMP 12. In the security file below,
elements that start with “enc:” and "ds:" operate in accordance with the World Wide

Web Consortium’s (W3C) XML Encryption and Signature recommendations,
respectively. |

A,

-
G-

<secur1ty>

.....

<Slgner 1d“"$lgner"> </31gner> R T A T T SRS

o Ve e

Lnrder
.......

‘:<'~~ Lmst of encrypted.keysﬁ““> T e, D ;
<'-— These 1nclude the keyId for each flle 1ncluded 1n

?the table of contentsf~~>' v v"%*fwﬁwﬂwﬁw~ti

ﬂ P A -
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T, e e S

<encryptedKeys .'.Ld""""kQYS"> S ,
<enc:encryptedKey> .. </enc:encryptedKey> .
- <enc:encryptedKey> .. </enc:encryptedKey>
- <enc:encryptedKey> . </enc:encryptedl{ey>.
<enc:encryptedKey> . </ enc:encryptedKey> o
= </ encryptedKeys> o :

f <'--~ Digital sn.gnatures for the elements above, the data
.f:l.les, and the wrapper files —-> | °
<ds S:Lgnature> </ ds S:Lgnature>

L< / se'cupitﬁ>§..

: : F : Lo L .l L
AAAARAAR NS A e T ittt b g et eteteteintntntintetelintntnd M e —— =ttt Sttt S

Each PMP 12 has one site map 36 containing command data that provides
detailed information about the data files 38 in the PMP 12. The site map 36 may
provide rich information about the data files 38 such as file name, type, creator, title,
unique identifier, digital signature, and thé ike. In addition, the site map 36
describes the relations between the data files (e.g., an American Society of
Cinematographers (ASC) Color Decision List (CDL) file provides color corrections for
an identified group of images). Finally, the site map 36 may also include special
processing instructions (e.g., an instruction to insert a watermark into image files for
forensic tracking or an instruction to convert files from one format to another format)
to be executed by the receiving IPA 14. The site map 36 is preferably in a human-

readable and machine-readable format preferably based on XML.

An example of a site map file 36 is prOvided below. The site map file 36
includes a detailed description of the PMP 12 with metadata attributes and the list of
files 38 in the PMP 12. Each file 38 in the PMP 12 may be extensively described
with rich metadata attributes (e.g., format, width and height, creator, creation date,

etc.). In the site map file below, elements that start with “dc:” and “dcterms:” operate

in accordance with the DCMI.

<s:|.temap> .
<package>

” e LI :
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<de: creator>'TES </dc: creator>
<dcterms: created> Jan 22, 2006-</dctenms created>
<dc: 1dent1f1er> {
<rp210Elements'UMID>'urn 01d 1. 2 33 4, Sm
</rp210Elements UMID> e >
</dc.1dent1f1er>

<;,_ Spec1al processmng Instructlons for autamatlon ~~>

, <1nstructlons>

<1nstructlon type*"autumatlc">
<convert> i : o

z '<1nputFormat>ﬁMPEG~2*</1mputFonmat>~<outputFonmat>-JZK
</ outputFormat> . 1. L. B L0

R :

§

</1nstructlon> . |
</1nstructlons> i

2t -~ - o : E ;
Y - ]
{ '.- .. : ! ..
-

ﬁfilés —i>

.......

A K . 2 e — 5 &s ¢ ®e vt -
' R . L . - : - : d ", P . ooy
L A - HE S, L , = . = s .2 B . ® z
. -, o . - . gy 2 i’ i R R
e e - - P i N " N : o A e § Lo , L ) RSl S N
i . . G0l LS e D b LR ;e S e e Poue
sio . o i e :: '

<item resource="toc”/> |
<1tem%reSource“"securlty”/> “

%
333

.....

kitémgresourcez”fllel”/> SO TR T S PO,

'
e

.....

3%it€m resource""bundlel"gg

$ed

)"0

..........

.....

>>>>>

. - \ '
-‘ -":,".' . . .zb:
. A : : - ' s : i-;! . . ’ - - :-.'
iy ' : : - ~"§. Ea w - :‘..'.‘ - . i . 19 P : . : R E i .)
. . . S 2 . A w2 - ' . . :
s - zid N .'E_ ] . -f:-f o7 & g-pinbr . .t b, A Wl :
- L o T LY : N N : e . ER : v T LN
.t HUR es 3 =% et SR PO R ' h L . T 3 0
v ‘. A - BeEEs s (":'J. i ala, 7 ’ L H
_.‘g- . : i\‘a' .. ':; e . ” " .v:‘.. v, [N Y . :
l em u . — c > g 5 3 *oatiy
ten”
L)
o 0 ik
B

.....

.....

>¢..
™ ,

"<dc descrlpton> Table of contents for order 123
</dC descr1pt10n> 7fﬂ'€»%39;*ﬁz 4 [ :L;“iim

L3
¢ .'.'.:a? -----

<:|.tem a.bout “"s:t.temap”> I VT

S

<dc type> Sn.te Map </dc type>

(path>'WRAPPERrFILES/EMP SlteMap xml </path>
~ <keyId> 01.,01.01.00:</keyId> i - .
- <Lde: creator>'TES-</dc'creator>~ o

m 5<dctenms created> Jan 22 2006'</dctemms c;eatgd>

.o >
:
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! </1tem>
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: </item>

<1tem.about _"f11e1">

</de: description>
<dcterms extent>

15

<keyId> 01.01.01.01 </keyId>
Ihf<dc creator> TES </dec: creator>

<rp210Elements sampledW1dth> 4096
</rp210Elemants sampledW1dth>

<rp210Elements sampledHelghm> 3112

</rp210Elements sampledﬂelght>

</dctenms extent>

......

o
'''''''

<dec: fonmat>-1mage/x¥dpx </dc fommat>

<dc:identifier> filel </dc 1dent1f1er>
<dc:type> Image </dc:type> =
<path> directoryl/filel. dpx,</path>

R

PCT/US2006/046526

<dcterms 1sPArtOf>mbundle1 </dcterms 1sPArtOf> """

.....

ooooo

:i <dc type>-Image </dc type> he ; ‘?$
=<path>-d1rectory2/flle2 dPx'</path>»~éf
<key1d> 01.01.01.02. </keyId> T

......

>¢V'

{/dc:description>

-<dcterms extent>

mrey

.......

</dctenms extent>

- Lde: fonmat>-1mage/x~dpx """ </dc fonmat>~

.........

.....

Zigi
L)

{{{{{

.........

. >
......
e

......

e
» <

""""

C pwed
aidd

........

......

e’ 5
¢

<dcterms :LsPArt0f> bundlel </dcterms :1.'{SPArtOf>

/1tam>

;.%

------

.......

§<key1d> 01 01.01.03. </keyId”

<dc: creator> TES </dc creator>

 H<dctenms created> Jan 21, 2006 </dcterms created>

.....

Aot 4G

- <de: descrxpton>.ASC CDL for frames 1 and 2

</dc descrxptlon>

ST

a,-<dctenms created> Jan 21 2006{/dctenms created>
. <dec:descripton> Background.plate for shot frame 1

.

-------

-t &

......

”:;::
U

.....

<dc: descrlpton>~81te map for order 123 </dc: descrxptlon>

,fh<dc descrlpton>-Backgroundpplate for shot frame 2 ;fl.p

3 on
a

R
o3
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<dcterms J.sPArtOf> bundlel </dcterms :z.sPArtOf>
</ item> - -

I <item about -"bundlel"> -
B 1<dc identifier> bundlel </de: 1dent1f1er>
 <dc:type> G:r:oup of files </dc: type>

B L L:Lst of fn.les in the bundle ->
.;;<1tems> - -

- <item resource"”f11e1”> o

<item resource "f:l.le2"> T

- <item resource*"f11e3"> K T
E </ items> ‘ Lo

| </1tem>

</ s :1ct§map> o

Data and wrapper files (encrypted or not, as applicable) may be archived or
combined into a single PMP 12 using existing archive file formats as known by those
skilled in the art. For example, the Tape ARchive format (tar) is an archive file
format compliant with the Portable Operating System Interface for uniX (POSIX)
standards. More specifically, POSIX.1-1998 and later POSIX.1-2001. Tar is may be
used to archive and unarchive files while preserving file system information such as :

user and group permissions, dates, and directory structures.

A tar file is the concatenation of one or more files. Each file is preceded by a
header block. The file data is written unaltered except that its length is rounded up to
a multiple of 512 bytes and the extra space is filled with zeros. The end of an archive
IS marked by at least two consecutive zero-filled blocks. The file header block
contains metadata about a file (e.g., file name, size, owner, etc.). A directory is
iIndicated by having a trailing slash(/) in the name. To ensure portability across
different architectures with different byte orderings, the information in the header

i

block is preferably encoded in ASCII.

Although a tar file can preserve file system information such as user and
group permissions, dates, and directory structures can be preserved for the
Individual files, tar files may not always be appropriate for creating and/or extracting
PMPs 12. For example, the data files 38 could come from multiple file systems and

have all permissions limited to a local user. In this case, preserving the directory
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structures and user permissions would result in the inability to copy and modify the
files 38 at the receiving facility 1 6-28. Therefore, IPAs 12 under operator
supervision should appropriately set and manage the file system information at the

sending and receiving facilities 16-28.

The tar archive file format permité the partial restore, modification, and online
packaging of PMPs 12. A file in a PMP 12 having a tar archive file format can be
extracted from the PMP 12 without having to extract all the files in the PMP 12. In
addition, files can be easily added or removed from a PMP 12 inthe tar archive file
format. Finally, since tar archive files are sequential in nature, once the individual
files are available, the PMP 12 can be created and transmitted on the fly without the

need for saving or buffering the entire PMP 12.

As discussed above, since PMPs 12 are created and read by many different
systems In diverse computing environments, human-readable and machine-
readable formats, preferably based on XML, are utilized. One reason XML is
preferable is that support for XML is increasing in the media and entertainment
Industry (e.g., the industry’s use of XML for Digital Cinema Packages). Although the
XML format is preferable, other formats such as, but not limited to, the plain text

format, the binary format, and the key/length/value (KLV) format may be used.

Referring now to FIG. 3, an example of an IPA device 14 that creates,
extracts, sends, and receives PMPs 12 under operator supervision 40 is shown. As
previously discussed, PMPs 12 are created to satisfy specific purchase orders, i.e.,
to send a group of data files over a network 42 from one facility to another facility for
a specific service. After receiving a purchase order, the IPA 14 locates, prepares,
encrypts, wraps and packages the necessary data files 38 with a table of contents
32 and a site map 36. The metadata needed for describing the individual data files
may need {o be retrieved from an external database 44 or entered manually by the
operator 40. After the IPA 14 creates the PMP 12, the PMP 12 is sent to the
destination facility’s IPA 14. The receiving [PA 14 decrypts and extracts the
necessary data files 38 (i.e., essence files, metadata files and service data files)

from the received PMP 12. In addition to creating, extracting, sending, and receiving
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PMPs 12, IPA 14, under operator supervision, caﬂn perform special processing of the

data files 38 in PMPs 12. Special processing includes, but is not limited to,

translation of metadata, conversion between essence file formats, watermarking of

essence files, and the like.

The IPA 14 is configured to handle multiple formats for essence, metadata
and service data. In addition, IPA 14 is configured to convert data between formats,
as needed. More specifically, IPA 14 may process essence in different formats such
as MPEG-2, WAV, J2K, and JPEG. [PA 14 may also convert essence between
different formats such as from MPEG-2 to J2K and vice versa. During the
conversion, input from the operator 40 or instructions from the site map 36 may be
utilized. IPA 14 preferably supports metadata and essence in different formats such
as, but not limited to, MXF, SMIL, and QuickTime. [IPA 14 may also convert
metadata between different formats such as from QuickTime to SMIL and vice
versa. During the conversion, input from the operator 40 or instructions from the site

map 36 may be utilized. IPA 14 is configured to support service data in the XML file
format.

IPA 14 creates and extracts a PMP 12 on the fly without having to save or
puffer the entire PMP 12. When creating a PMP 12, the IPA 14 locates the data files
38 to be packaged based on a purchase order and/or input from the operator 40.
The IPA 14 then generates the table of contents 32 and the site map 36 for the PMP
12 based on the purchase order and/or input from the operator 40. When a'PMP 12
IS received, the IPAs 14 extracts the data filés 38 from the PMP 12 based on PMP’s
table of contents 32 and the site map 36. IPA 14 may send and receive a PMP 12
on the fly without having to save or buffer the entire PMP 12. To do so, an IPA 14
may divide a given PMP 12 into multiple segments or chunks for creation,

transmission, reception, extraction, and encryption.

IPA 14 verifies the integrity of PMPs 12. More specifically, IPA 14 generates
redundancy checks and other digital signatures for the PMP 12 and data files 38 in
the PMP 12. The IPA 14 preferably includes the redundancy checks and digital

signatures in the site map 36 and/or the table of contents 32. Upon receipt of a PMP
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12, the IPA 14 verifies, as needed, the integrity of the PMP 12 and data files 38 in
the PMP 12 using redundancy checks and other digital signatures provided in a
PMP’s site map 36 and/or the table of contents 32.

IPA 14 supports the authentication.of any access to the PMP 12. More
specifically, IPA 14 authenticates any access or operatidn on the PMP 12, as
needed, except for reading the table of contents 32. IPA 14 can encrypt and decrypt
the data files ;38 using symmetric keys. IPA 14 also encrypts and decrypts the
symmetric keys using public keys. |IPA 14 preferably reads and writes the encrypted

symmetric keys in the site map 36 and/or table of contents 32.

IPA 14 may provide special processing and handling of PMPs 12. To do so,
IPA 14 translates the metadata in a PMP’s table of contents 32 and site map 36 to a
specific XML or database schema, and vice versa. Input from the operator 40 may
be needed during the translation. IPA may watermark essence files for forensic
tracking based on instructions from the site map and/or the operator 40. The IPA 14

may also modify and personalize access permissions and directory hierarchies
assoclated with a PMP 12, as needed.

It should be noted that IPA 14 may be implemented in hardware, software, or
a combination of hardware and software. For example, a robust IPA 14 would
require a server class system from a single CPU system with direct attached storage
to a more robust multi-processor blade systém with high speed fiber attached
storage. A smaller capability IPA 14 may be implemented on a laptop computer

though its ability to support applications (e.g., on the fly conversion f MPEG-2 to
J2K) would be limited.

Referring now to FIG. 4, a flowchart of an exemplary PMP generation and
transportation process is shown. Initially, at step 52, a purchase or work order (e.g.,
a request for a VFX shot) is received at a facility (e.g., post house 22). The
purchase order may be received electronically over the network 42 or may be
manually inputted by the operator 40. Next, at step 54, IPA 14 locates and collects

the data files 38 (i.e., essence data, metadata, and service data files) needed to
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fulfill the purchase order (e.g., the background plates, metadata and work
description for the VFX shot). Then, at step 56, IPA 14 creates the wrapper files for
the PMP by generating a table-of-contents file 32 and a site map file 32 based on
the purchase order and/or input from the operator 40. Afterwards, at step 58, the
IPA 14 includes redundancy checks and digital signatures in the site map file and/or
table-of-contents file and encrypts the site map file 36 and data files 38, as needed.
Finally, at step 60, the IPA 14 archives or combines the data and wrapper files into a
PMP 12 and, at step 62, transmits the PMP 12 to another faclility (e.g., VFX house
20) to fulfill the purchase order.

Referring now to FIG. 5, a flowchart of an exemplary PMP reception and
extraction process 70 is shown. Initially, at step 72, the IPA 14 receives the
transported PMP 12, and, at step 74, extracts the data files 38 from the PMP 12.
More specifically, IPA 14 verifies the integrity of the received PMP 12, decrypts the
site map 36 and data files 38, as necessary, and extracts the data files 38 from the
PMP based on the information contained in the fabie of contents 32 and site map 306.
The IPA 14 may also execute any instructions or actions specified in the wrapper
files (e.g., watermark insertion or file conversion). Next, at step 76, the operator 40
controlling the IPA determines if the extracted essence, metadata and service files
contain everything needed to process the work order or if additional information is
required. If additional information is required, the operator 40, at step 78, contacts
the client and requests the additional information. If no additional information was
required, or once the additional information is received, the work order is finalized, at
step 82, and the facility (e.g., VFX house 20), at step 84, performs the requested
work (e.g., generates a VFX shot), packages or combines the completed work into a

PMP 12 and transports the PMP 12 over the network 42 to the requesting facility
(e.g., post house 22).

Although the embodiment which incorporates the teachings of the present
invention has been shown and described in detail herein, those skilled in the art can
readily devise many other varied embodiments that still incorporate these teachings.
Having described preferred embodiments for a system and method for packaging

and transporting essence files, metadata files and service data files using an
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intelligent edge device, it is noted that modifications and variations can be
made by persons skilled in the art in light of the above teachings. It is
therefore to be understood that changes may be made in the particular
embodiments of the invention disclosed which are within the scope of the

invention described and claimed.
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WHAT IS CLAIMED |S:

1. A method for generating a media package (12) for exchanging
media content between movie production facilities, the method comprising the
steps of:

receiving (52) a work order for at least one of a visual effects
compositing service and a color correction service;

collecting (54) content files and service files, said service files
identifying an application to be applied to said content files, wherein said
application is related to said at least one of the visual effects compositing
service and the color correction service; and

combining (56, 58, 60) said content files and said service files into a
media package (12), wherein said media package is used to exchange said
content files between said movie production facilities to accomplish said at
least one of the visual effects compositing service and the color correction

service In said work order.

2. The method of claim 1, wherein the step of combing further
comprises the steps of:

generating (56) command data describing how to process said
content files and said service files;

encrypting (568) said command data, said content files and said

service files; and

generating (56) identification data associated with said encrypted

content files and said encrypted service files.

3. The method of claim 1, wherein said content files Iinclude

essence files and metadata files.

4, The method of claim 3, wherein said essence files include

image files and audio files.
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5. The method of claim 1, wherein said application is identified
by at least one of a purchase order, a processing instruction and a service

description.

0. The method of claim 1, further comprising the step of:

transmitting (62) said media package (12) over a network (10).

7. The method of claim 1, wherein the step of combining (56, 58,
60) includes combining said content files and said service files into a media

package (12) having a tar archive file format.

8. A method of processing a media package (12) that is used for
exchanging media content between movie production facilities, the method
comprising the steps of:

receiving (72) a media package (12), said media package (12)
containing content files and service files, said service files identifying an
application to be applied to said content files, wherein said application is
related to said at least one of a visual effects compositing service and a color
correction service,

extracting (74) said content files and said service files from said
media package (12); and

performing said at least one of the visual effects compositing service

and the color correction service to said content files based on said application.

9. The method of claim 8, wherein said media package (12)
further contains identification data (32) identifying said content files and said
service files, and command data (36) describing how to process said content

files and said service files.

10. The method of claim 9, wherein the step of extracting (74)
said content files and said service files from said media package (12) further
comprises extracting said content files and said service files in accordance

with said identification data (32) and said command data (36).
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11.  The method of claim 9 wherein said command data, said

content files and said service files are encrypted.

12.  The method of claim 11, wherein the step of extracting (74)
said content files and said service files from sald media package (12) further
comprises decrypting said command data, said content files and said service

files.

13. The method of claim 8, wherein said content files include

essence files and metadata files.

14. The method of claim 13, wherein said essence files include

Image files and audio files.

15. The method of claim 8, wherein said application is identified
by at least one of a purchase order, a processing instruction and a service

description.

16. The method of claim 8, wherein said media package (12)

complies with a tar archive file format.
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