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(57) Abrégée/Abstract:

The systems and methods of the present invention provide a solution that makes data provably secure and accessible - addressing
data security at the bit level - thereby eliminating the need for multiple perimeter hardware and software technologies. Data security
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(57) Abrege(suite)/Abstract(continued):
IS Incorporated or weaved directly into the data at the bit level. The systems and methods of the present invention enable enterprise

comir
comir

unities of interest to leverage a common enterprise Infrastructure. Because security Is already woven Into the data, this
on Infrastructure can be used without compromising data security and access control. In some applications, data is

authenticated, encrypted, and parsed or split into multiple shares prior to being sent to multiple locations, e.g., a private or public

cloud.

The data Is hidden while In transit to the storage location, and Is Inaccessible to users who do not have the correct

credentials for access.
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(57) Abstract: The systems and methods
of the present invention provide a solu-
tion that makes data provably secure and
accessible - addressing data security at the
bit level - thereby eliminating the need for
multiple perimeter hardware and software
technologies. Data security 1s mcorporat-
ed or weaved directly into the data at the
bit level. The systems and methods of the
present mvention enable enterprise com-
munities of mnterest to leverage a common
enterprise infrastructure. Because security
1s already woven into the data, this com-
mon Infrastructure can be used without
compromising data security and access
control. In some applications, data is au-
thenticated, encrypted, and parsed or split
into multiple shares prior to being sent to
multiple locations, €.g., a private or pub-
lic cloud. The data is hidden while in
transit to the storage location, and 1s 1nac-
cessible to users who do not have the cor-
rect credentials for access.
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SYSTEMS AND METHODS FOR SECURING DATA IN MOTION

Cross-Reference to Related Applications
[0001] This application claims the benefit of U.S. Provisional Patent Application Serial No.

61/319,658, filed March 31, 2010, and U.S. Provisional Patent Application Serial No.
61/320,242, filed April 1, 2010. The contents of each of these provisional patent applications are

hereby incorporated by reference herein in their entireties.

Field of the Invention

[0002] The present invention relates 1n general to systems and methods for securing data in
motion. The systems and methods described herein may be used 1n conjunction with other
systems and methods described in commonly-owned U.S. Patent No. 7,391,865 and commonly-
owned U.S. Patent Application Nos. 11/258,839, filed October 25, 2005, 11/602,667, filed
November 20, 2006, 11/983,355, filed November 7, 2007, 11/999,575, filed December 5, 2007,
12/148,365, filed April 18, 2008, 12/209,703, filed September 12, 2008, 12/349,897, filed
January 7, 2009, 12/391,028, filed February 23, 2009, 12/783,276, filed May 19, 2010,
12/953,877, filed November 24, 2010, and U.S. Provisional Patent Application Nos. 61/436,991,
filed January 27, 2011, 61/264,464, filed November 25, 2009, 61/319,658, filed March 31, 2010,
61/320,242, filed April 1, 2010, 61/349,560, filed May 28, 2010, 61/373,187, filed August 12,
2010, 61/374,950, filed August 18, 2010, and 61/384,583, filed September 20, 2010. The
disclosures of each of the aforementioned, earlier-filed applications are hereby incorporated by

reference herein in their entireties.

Summary

[0003] The need to collaborate requires an enterprise to share 1ts data. This requirement to
share 18 complicated by legacy, stove pipe architectures that are expensive to maintain and do not
scale. These complex infrastructures are made more restrictive by risk mitigation and disaster

recovery requirements and policies. Furthermore, these restrictions lead directly to poor resource
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utilization, costly point products, and inconsistent information sharing. The key driver of the
legacy stove pipe environment was the need to protect the confidentiality, availability and
integrity of the data. As this environment evolved over time, information sharing and
collaboration have been limited because of the growth 1n security concerns and vulnerabilities.
Over time, these legacy environments have required numerous ad-hoc security fixes that further
restrict information sharing and collaboration. These fixes, however, have not addressed the root
cause of the trade off between data availability and data security.

[0004] Existing Information Assurance (IA) solutions are complex, hard to scale and reactive to
security vulnerabilities. By design, these solutions cannot provide both data security and
availability. Disaster recovery plans based on such IA solutions are often inferior, are rarely
implemented effectively, are expensive to maintain, and are difficult to scale as the amount of
data that 1s shared by the enterprise grows.

[0005] Certain data security solutions, e.g., VPN and token-based infrastructures are expensive
and involve significant challenges to both deploy and maintain. Furthermore, some products
merely address targeted security 1ssues, but they are inefficient, costly, cumbersome and
complex to manage. Furthermore, these solutions do not provide an end-to-end solution to the
fundamental problem: secure connectivity and data transfer for remotely located end users that
are increasingly accessing data in the cloud using one or more mobile devices.

[0006] Expanding numbers of remote users who have migrated to using cloud storage (“cloud™)
have also created an escalating problem for data security — both in the cloud and when
transporting data to or from the cloud. In particular, such cloud storage may be public, private,
secure, or any combination thereof. Furthermore, the cloud storage may be provided by more
than one storage provider. When new, sophisticated data security threats are encountered, these
threats are significant to individual users and the enterprise alike. Remote users need the
flexibility to collaborate with others using the cloud as a medium for storage, but need to do so
without exposing the data to security risks.

[0007] Therefore, there 1s a need to both secure enterprise data and simultaneously provide
access to 1t. Additionally, there 1s a need to provide this secure access without service disruption
and without regard to a user’s location. In fact, there 1s a need for an end-to-end solution that 1s
casy to deploy, requires no user intervention, eliminates the need for additional hardware, 1s

highly secure, and does not compromise productivity. In fact, a need exists to provide a

20
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cryptographic system whose security 1s user-location independent while still supporting the
security of data while 1t 1s 1n motion or transit from one location to another.

[0008] According, one aspect of the present invention 1s to provide a server-based (e.g., Bitfiler
from Security First Corp.) secure data solution that makes data provably secure and accessible,
while eliminating the need for multiple perimeter hardware and software technologies. The
server-based solution addresses security at the bit level. In other words, data security 1s
incorporated or weaved directly into the data at the bit Ievel. In some embodiments, the server-
based solution may be a software application that runs on either a Windows or a Linux platform.
In some embodiments, by operating at the kernel level, large improvements 1n performance and
case of use are achieved. In some embodiments, the server-based solution enables enterprise
Communities of Interest (COI) to be established that can leverage a common enterprise
infrastructure, both 1n terms of hardware and software. Because security 1s already woven into
the data, this common 1nfrastructure can be used without compromising data security and access
control. Multiple COIs can co-exist within the same infrastructure and within a single secure
storage system. With the server-based solution, no forensically discernible data 1s stored on any
device or media. The server-based solution may integrate with existing enterprise access control
systems, allowing simplified deployment without modification of current, established access
solutions.

[0009] In another aspect, the server-based solution of the present invention 1s hardware and
software independent. The server-based solution applies to existing enterprise network, storage
and security solutions. The server-based solution also applies to any collaboration, CRM and
ERP applications. The built-in security provided by the server-based solution enables the use of
emerging, cost effective technologies and services such as the infrastructure for cloud-based
storage, could-based computing and cloud-based applications.

[0010] The server-based solution of the present invention may leverage Security First Corp.’s
SecurcParser Eytended™ (SPy) core technology. In some embodiments, the SecureParser SPy
utilizes a multi-factor secret sharing algorithm to deliver defense-level security. Data 1s
authenticated, encrypted (FIPS 140-2 certified, Suite B compliant), split, redundant bits added,
integrity checked and encrypted again, before being sent to multiple locations (locally and/or

gcographically dispersed, e.g., 1n a private or public cloud). Data may be split using any suitable
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information dispersal algorithm (IDA). The data 1s hidden while 1n transit to the storage
location, and 1s 1naccessible to users who do not have the correct credentials for access.

[0011] Another aspect of the invention includes a method of rebuilding a first subset of a set of
data shares of data to be secured and stored 1n a storage network. The method comprises
retrieving a second subset of data shares from the secure storage network. This second subset of
data shares 1s sufficient to reconstruct the data. The method further comprises authenticating the
second subset of data shares, and rebuilding the encrypted data corresponding to the set of data
shares using the first subset of data shares. The method further includes regenerating the set of
data shares by splitting the encrypted data and reauthenticating the regenerated data shares. The
method further includes storing at least the first subset of regenerated data shares in the storage
network.

[0012] In some embodiments, splitting includes the use of an information dispersal algorithm.
In some embodiments, authenticating includes the use of an authentication key. In some
embodiments, the regenerating of the set of data shares includes the use of a splitting key. In
some embodiments, the storage network includes one of a private cloud, a public cloud, a hybrid
cloud, a removable storage device, and a mass storage device. In some embodiments, the
headers correspond to less than all of the headers 1n the shares.

[0013] In some embodiments, the reauthenticating includes the use of a second authentication
key that 1s different from a first authentication key used for the authenticating. In some
embodiments, this process comprises retrieving headers associated with the second subset of data
shares from the secure storage network, extracting a key encryption key from the retrieved
headers, encrypting the second authentication key with the key encryption key, and, storing the
encrypted second authentication key within the headers of the regencrated data shares 1n the
storage network.

[0014] In some embodiments, the regenerating includes the use of a second split key different
from a first split key that was used to generated the set of data shares. In some embodiments,
this process comprises, retrieving headers associated with the second subset of data shares from
the secure storage network, extracting a key encryption key from the retrieved headers,
encrypting the second split key with the key encryption key, and storing the encrypted second

split key within the headers of the regenerated data shares 1n the storage network.
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[0015] In another aspect, the invention relates to a system for securing data. The system includes
a memory for storing data, a main processor coupled to the memory configured to perform at
least one of data splitting and data encrypting, and a coprocessor coupled to the main processor
and the memory. The coprocessor 1s configured to perform dedicated secure parsing functions
including at least one of encrypting the parsed data, or decrypting encrypted data. In some
embodiments, the system includes a field programmable gate array coupled to the coprocessor.
The FPGA performs at least one of encrypting the parsed data, or decrypting encrypted data. In
some embodiments, the coprocessor 1s coupled to the main processor via a PCle bus. In some
embodiments, the coprocessor 1s coupled to the main processor via an HT bus.

[0016] In another aspect, the invention relates to a method for securing data using a portable
device. The method includes the steps of generating at least two portions of data from a set of
data based at least in part on a cryptographic key and storing the key on the portable device. The
two portions of data and the key are sufficient to reconstruct the set of data. In some
embodiments, the portable device 1s a removable storage device. In some embodiments, the
removable storage device couples to an end user device via a Universal Serial Bus (USB)
interface. In some embodiments, the method further includes storing the at least two portions of
data on the portable device.

[0017] In another aspect, the invention relates to a method for securing data using a portable
device. The method includes the steps of generating at least two portions of data from a set of
data based at least 1n part on a cryptographic key and storing at least a portion of the generated
data portions on the portable device. The two portions of data and the key are sufficient to
reconstruct the set of data. In some embodiments, the portable device 1s a removable storage
device. In some embodiments, the removable storage device couples to an end user device via a
Universal Serial Bus (USB) interface. In some embodiments, the method further includes
storing the key on the portable device.

[0018] In some embodiments, one or more cryptographic keys may be stored on a user device
such as a USB memory device. These cryptographic keys may be used to encrypt or decrypt
data stored on the end user device 1tself, or elsewhere, ¢.g., 1n a public or private cloud storage.
For example, a user may store a cryptographic key on a USB memory device and use this key to

decrypt encrypted shares of data stored remotely 1n a public cloud provided by Dropbox.
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[0019] In some embodiments, to allow for data viewing and/or reconstruction at each of a
plurality of distinct end-user devices, one or more cryptographic keys and/or one or more data
shares may be stored on a portable user device such as a USB memory device. In addition, one
or more of the data shares may also be stored on a cloud storage device. Thus, a user 1n
possession of the portable user device may access the portable user device from a different end
user device to view and/or rebuild the data from the shares dispersed across the portable user
device and if required, the cloud storage device.

[0020] In another aspect, the invention relates to a method for rebuilding a set of data shares
that were generated from an encrypted data set by an information dispersal algorithm using a
first split key. The method includes receiving at least a minimum number of data shares
necessary for rebuilding the set of data shares and rebuilding the set of data shares from the
minimum number of data shares without decrypting the minimum number of data shares. In
some embodiments, the rebuilding 1s performed 1n response to a determination that the set of
data shares has been compromised. In some embodiments, the minimum number of data shares
are assoclated with a first authentication key, and the rebuilding comprises associating the rebuilt
set of data shares with a second authentication key.

[0021] In some embodiments, the method further includes the steps of retrieving headers
associated with the minimum number of data shares, extracting a key encryption key from the
retrieved headers, encrypting the second authentication key with the key encryption key, and
restoring the encrypted second authentication key within the headers of the rebuilt data shares.
In some embodiments, the minimum number of data shares are rebuilt using a second split key
that 1s different from the first split key. In some embodiments, the method further includes
retrieving headers associated with the minimum number of data shares, extracting a key
encryption key from the retrieved headers, encrypting the second split key with the key
encryption key, and restoring the encrypted second split key within the headers of the rebuilt data
shares. In some embodiments, the method includes the step of storing at least one of the rebuilt
data shares on a storage network. In some embodiments, the storage network includes one of a
private cloud, a public cloud, a hybrid cloud, a removable storage device, and a mass storage
device.

[0022] In another aspect, the invention relates to a method for associating stubs with a set of

data shares on the file system of a storage network. The method includes generating the set of
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data shares from an encrypted data set by an information dispersal algorithm, and generating a
set of stubs associated with the generated data shares. Each stub corresponds to a respective data
share, and each stub includes information associated with the respective data share. The set of
stubs are stored 1n a location on the storage network. The information includes one of the name
of the respective data share, a date the respective data share was created, a time at which the
respective data share was last modified, a pointer to the location of the respective data share
within the file system. The storage network includes one or more storage devices associated
with one of a private cloud, a public cloud, a hybrid cloud, a removable storage device, and a
mass storage device. In some embodiments, the method further includes the steps of receiving a
command to view the information associated with the generated data shares, retrieving the stubs
from the location on the storage network, extracting the information from the stubs to create a
file system of data shares, and displaying the file system of data shares. In some embodiments,
the stubs are stored within the headers of the generated data shares, and the retrieving includes
retrieving the headers of the generated data shares. In some embodiments, less than all of the
headers are retrieved. In some embodiments, the stubs are stored 1n a stub directory, and
retrieving includes retrieving the stubs from the stub directory. In some embodiments, the
method further includes receiving an indication of a virtual or physical directory in which to

store the stubs. In some embodiments, the indication 1s received from a user.

Brief Description of the Drawings

[0023] The present invention 1s described in more detail below 1n connection with the attached
drawings, which are meant to illustrate and not to limit the invention, and 1n which:

[0024] FIGURE 1 1llustrates a block diagram of a cryptographic system, according to aspects
of an embodiment of the invention;

[0025] FIGURE 2 illustrates a block diagram of the trust engine of FIGURE 1, according to
aspects of an embodiment of the invention;

[0026] FIGURE 3 illustrates a block diagram of the transaction engine of FIGURE 2,
according to aspects of an embodiment of the invention;

[0027] FIGURE 4 illustrates a block diagram of the depository of FIGURE 2, according to

aspects of an embodiment of the invention;
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[0028] FIGURE 5 illustrates a block diagram of the authentication engine of FIGURE 2,
according to aspects of an embodiment of the invention;

[0029] FIGURE 6 illustrates a block diagram of the cryptographic engine of FIGURE 2,
according to aspects of an embodiment of the invention;

[0030] FIGURE 7 illustrates a block diagram of a depository system, according to aspects of
another embodiment of the invention;

[0031] FIGURE 8 illustrates a flow chart of a data splitting process according to aspects of an
embodiment of the invention;

[0032] FIGURE 9, Panel A illustrates a data flow of an enrollment process according to
aspects of an embodiment of the invention;

[0033] FIGURE 9, Panel B illustrates a flow chart of an interoperability process according to
aspects of an embodiment of the invention;

[0034] FIGURE 10 1illustrates a data flow of an authentication process according to aspects of
an embodiment of the invention;

[0035] FIGURE 11 1llustrates a data flow of a signing process according to aspects of an
embodiment of the invention;

[0036] FIGURE 12 illustrates a data flow and an encryption/decryption process according to
aspects and yet another embodiment of the invention;

[0037] FIGURE 13 illustrates a simplified block diagram of a trust engine system according to
aspects of another embodiment of the invention;

[0038] FIGURE 14 illustrates a simplified block diagram of a trust engine system according to
aspects of another embodiment of the invention;

[0039] FIGURE 15 illustrates a block diagram of the redundancy module of FIGURE 14,
according to aspects of an embodiment of the invention;

[0040] FIGURE 16 1llustrates a process for evaluating authentications according to one aspect
of the invention;

[0041] FIGURE 17 1llustrates a process for assigning a value to an authentication according to
one aspect as shown in FIGURE 16 of the invention;

[0042] FIGURE 18 illustrates a process for performing trust arbitrage in an aspect of the
invention as shown in FIGURE 17; and
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[0043] FIGURE 19 illustrates a sample transaction between a user and a vendor according to
aspects of an embodiment of the invention where an initial web based contact leads to a sales
contract signed by both parties.

[0044] FIGURE 20 illustrates a sample user system with a cryptographic service provider
module which provides security functions to a user system.

[0045] FIGURE 21 illustrates a process for parsing, splitting and/or separating data with
encryption and storage of the encryption master key with the data.

[0046] FIGURE 22 illustrates a process for parsing, splitting and/or separating data with
encryption and storing the encryption master key separately from the data.

[0047] FIGURE 23 1llustrates the intermediary key process for parsing, splitting and/or
separating data with encryption and storage of the encryption master key with the data.

[0048] FIGURE 24 1llustrates the intermediary key process for parsing, splitting and/or
separating data with encryption and storing the encryption master key separately from the data.
[0049] FIGURE 25 1llustrates utilization of the cryptographic methods and systems of the
present invention with a small working group.

[0050] FIGURE 26 1s a block diagram of an 1llustrative physical token security system
employing the secure data parser in accordance with one embodiment of the present invention.
[0051] FIGURE 27 1s a block diagram of an illustrative arrangement in which the secure data
parser 1S Integrated 1nto a system 1n accordance with one embodiment of the present invention.
[0052] FIGURE 28 1s a block diagram of an 1llustrative data in motion system in accordance
with one embodiment of the present invention.

[0053] FIGURE 29 1s a block diagram of another illustrative data in motion system in
accordance with one embodiment of the present invention.

[0054] FIGURE 30-32 are block diagrams of an illustrative system having the secure data
parser integrated 1n accordance with one embodiment of the present invention.

[0055] FIGURE 33 1s a process flow diagram of an 1llustrative process for parsing and splitting
data 1n accordance with one embodiment of the present invention.

[0056] FIGURE 34 1s a process flow diagram of an 1llustrative process for restoring portions of
data into original data in accordance with one embodiment of the present invention.

[0057] FIGURE 35 1s a process flow diagram of an 1llustrative process for splitting data at the

bit level in accordance with one embodiment of the present invention.
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[0058] FIGURE 36 1s a process flow diagram of illustrative steps and features, that may be
used 1n any suitable combination, with any suitable additions, deletions, or modifications in
accordance with one embodiment of the present invention.

[0059] FIGURE 37 1s a process flow diagram of 1illustrative steps and features that may be used
In any suitable combination, with any suitable additions, deletions, or modifications 1n
accordance with one embodiment of the present invention.

[0060] FIGURE 38 1s a simplified block diagram of the storage of key and data components
within shares, that may be used 1n any suitable combination, with any suitable additions,
deletions, or modifications 1n accordance with one embodiment of the present invention.

[0061] FIGURE 39 1s a simplified block diagram of the storage of key and data components
within shares using a workgroup key, that may be used 1n any suitable combination, with any
suitable additions, deletions, or modifications 1n accordance with one embodiment of the present
invention.

[0062] FIGURES 40A and 40B are simplified and 1illustrative process flow diagrams for header
generation and data splitting for data in motion, that may be used 1n any suitable combination,
with any suitable additions, deletions, or modifications in accordance with one embodiment of
the present invention.

[0063] FIGURE 41 1s a simplified block diagram of an 1illustrative share format, that may be
used 1n any suitable combination, with any suitable additions, deletions, or modifications in
accordance with one embodiment of the present invention.

[0064] FIGURE 42 1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1s integrated into a system connected to cloud computing resources in accordance with one

embodiment of the present invention.

[0065] FIGURE 43 i1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1s integrated into a system for sending data through the cloud 1n accordance with one

embodiment of the present invention.

[0066] FIGURE 44 1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1S used to secure data services 1n the cloud 1n accordance with one embodiment of the

present invention.
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[0067] FIGURE 45 1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1s used to secure data storage 1n the cloud 1n accordance with one embodiment of the

present invention.

[0068] FIGURE 46 1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1S used to secure network access control in accordance with one embodiment of the

present invention.

[0069] FIGURE 47 1s a block diagram of an 1llustrative arrangement in which the secure data
parser 1s used to secure high performance computing resources 1n accordance with one

embodiment of the present invention.

[0070] FIGURE 48 1s a schematic of an 1llustrative arrangement 1n which the secure data

parser 1S used to secure data storage 1n a plurality of storage devices in a cloud 1n accordance

with one embodiment of the present invention.

[0071] FIGURE 49 1s a schematic of an illustrative arrangement 1n which the secure data

parser 1s used to secure data storage 1n a plurality of private and public clouds 1n accordance with

one embodiment of the present invention.

[0072] FIGURE 50 1s a schematic of an illustrative arrangement 1n which the secure data
parser 1S used to secure data storage 1n a plurality of private and public clouds via a public

Internet 1n accordance with one embodiment of the present invention.

[0073] FIGURE 51 1s a schematic of an illustrative arrangement 1n which the secure data
parser 1S used to secure data storage 1n a user’s removable storage device 1n accordance with one

embodiment of the present invention.

[0074] FIGURE 52 1s a schematic of an illustrative arrangement 1n which the secure data
parser 1S used to secure data storage 1n a plurality of user storage devices 1n accordance with one

embodiment of the present invention.

[0075] FIGURE 53 1s a schematic of an illustrative arrangement 1n which the secure data
parser 1s used to secure data storage in a plurality of public and private clouds and at least one

user storage device 1n accordance with one embodiment of the present invention.

[0076] FIGURE 54 1s a schematic of a co-processor acceleration device for the secure data

parser 1n accordance with one embodiment of the present invention.
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[0077] FIGURE 55 1s a first process flow diagram of an 1llustrative acceleration process using
the co-processor acceleration device of FIGURE 54 for the secure data parser in accordance with

one embodiment of the present invention.

[0078] FIGURE 56 1s a second process flow diagram of an 1llustrative acceleration process
using the co-processor acceleration device of FIGURE 54 for the secure data parser in

accordance with one embodiment of the present invention.

[0079] FIGURE 57 illustrates a process by which data 1s split into N shares and stored,

according to an 1llustrative embodiment of the present invention.

[0080] FIGURE 58 1llustrates a process by which shares of data are rebuilt and/or re-keyed,

according to an 1llustrative embodiment of the present invention.

Detailed Description of the Illustrative Embodiments

[0081] One aspect of the present invention 1s to provide a cryptographic system where one or
MOre Secure servers, or a trust engine, stores cryptographic keys and user authentication data.
The system may store data across one or more storage devices in a cloud. The cloud may
include private storage devices (accessible only to a particular set of users) or public storage
devices (accessible to any set of users that subscribes to the storage provider).

[0082] Users access the functionality of conventional cryptographic systems through network
access to the trust engine, however, the trust engine does not release actual keys and other
authentication data and therefore, the keys and data remain secure. This server-centric storage of
keys and authentication data provides for user-independent security, portability, availability, and
straightforwardness.

[0083] Because users can be confident in, or trust, the cryptographic system to perform user
and document authentication and other cryptographic functions, a wide variety of functionality
may be incorporated into the system. For example, the trust engine provider can ensure against
agreement repudiation by, for example, authenticating the agreement participants, digitally
signing the agreement on behalf of or for the participants, and storing a record of the agreement
digitally signed by each participant. In addition, the cryptographic system may monitor
agreements and determine to apply varying degrees of authentication, based on, for example,

price, user, vendor, geographic location, place of use, or the like.
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[0084] To facilitate a complete understanding of the invention, the remainder of the detailed
description describes the invention with reference to the figures, wherein like elements are
referenced with like numerals throughout.

[0085] FIGURE 1 1llustrates a block diagram of a cryptographic system 100, according to
aspects of an embodiment of the invention. As shown in FIGURE 1, the cryptographic system
100 1includes a user system 103, a trust engine 110, a certificate authority 115, and a vendor
system 120, communicating through a communication link 125.

[0086] According to one embodiment of the invention, the user system 105 comprises a
conventional general-purpose computer having one or more microprocessors, such as, for
example, an Intel-based processor. Moreover, the user system 105 includes an appropriate
operating system, such as, for example, an operating system capable of including graphics or
windows, such as Windows, Unix, Linux, or the like. As shown in FIGURE 1, the user system
105 may include a biometric device 107. The biometric device 107 may advantageously capture
a user's biometric and transfer the captured biometric to the trust engine 110. According to one
embodiment of the invention, the biometric device may advantageously comprise a device
having attributes and features similar to those disclosed in U.S. Patent Application

No. 08/926,277, filed on September 5, 1997, entitled "RELIEF OBJECT IMAGE GENERATOR,"
U.S. Patent Application No. 09/558,634, filed on April 26, 2000, entitled "IMAGING DEVICE
FOR A RELIEF OBJECT AND SYSTEM AND METHOD OF USING THE IMAGE DEVICE,"
U.S. Patent Application No. 09/435,011, filed on November 5, 1999, entitled "RELIEF OBJECT
SENSOR ADAPTOR," and U.S. Patent Application No. 09/477,943, filed on January 5, 2000,
entitled "PLANAR OPTICAL IMAGE SENSOR AND SYSTEM FOR GENERATING AN
ELECTRONIC IMAGE OF A RELIEF OBJECT FOR FINGERPRINT READING," all of which
arc owned by the instant assignee, and all of which are hereby incorporated by reference herein.
[0087] In addition, the user system 105 may connect to the communication link 125 through a
conventional service provider, such as, for example, a dial up, digital subscriber line (DSL),
cable modem, fiber connection, or the like. According to another embodiment, the user system
105 connects the communication link 125 through network connectivity such as, for example, a
local or wide area network. According to one embodiment, the operating system includes a
TCP/IP stack that handles all incoming and outgoing message traffic passed over the

communication link 125.
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[0088] Although the user system 105 1s disclosed with reference to the foregoing
embodiments, the invention 1s not intended to be limited thereby. Rather, a skilled artisan will
recognize from the disclosure herein, a wide number of alternatives embodiments of the user
system 103, including almost any computing device capable of sending or receiving information
from another computer system. For example, the user system 105 may include, but 1s not limited
to, a computer workstation, an interactive television, an interactive kiosk, a personal mobile
computing device, such as a digital assistant, mobile phone, laptop, or the like, a wireless
communications device, a smartcard, an embedded computing device, or the like, which can
interact with the communication link 125. In such alternative systems, the operating systems
will likely differ and be adapted for the particular device. However, according to one
embodiment, the operating systems advantageously continue to provide the appropriate
communications protocols needed to establish communication with the communication link 125.
[0089] FIGURE 1 1llustrates the trust engine 110. According to one embodiment, the trust
engine 110 comprises one or more secure servers for accessing and storing sensitive information,
which may be any type or form of data, such as, but not limited to text, audio, video, user
authentication data and public and private cryptographic keys. According to one embodiment,
the authentication data includes data designed to uniquely 1dentify a user of the cryptographic
system 100. For example, the authentication data may include a user i1dentification number, one
or more biometrics, and a series of questions and answers generated by the trust engine 110 or
the user, but answered 1nitially by the user at enrollment. The foregoing questions may include
demographic data, such as place of birth, address, anniversary, or the like, personal data, such as
mother's maiden name, favorite ice cream, or the like, or other data designed to uniquely 1dentify
the user. The trust engine 110 compares a user's authentication data associated with a current
transaction, to the authentication data provided at an earlier time, such as, for example, during
enrollment. The trust engine 110 may advantageously require the user to produce the
authentication data at the time of each transaction, or, the trust engine 110 may advantageously
allow the user to periodically produce authentication data, such as at the beginning of a string of
transactions or the logging onto a particular vendor website.

[0090] According to the embodiment where the user produces biometric data, the user provides
a physical characteristic, such as, but not limited to, facial scan, hand scan, ear scan, 1r1s scan,

retinal scan, vascular pattern, DNA, a fingerprint, writing or speech, to the biometric device 107.
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The biometric device advantageously produces an electronic pattern, or biometric, of the
physical characteristic. The electronic pattern 1s transferred through the user system 105 to the
trust engine 110 for either enrollment or authentication purposes.

[0091] Once the user produces the appropriate authentication data and the trust engine 110
determines a positive match between that authentication data (current authentication data) and
the authentication data provided at the time of enrollment (enrollment authentication data), the
trust engine 110 provides the user with complete cryptographic functionality. For example, the
properly authenticated user may advantageously employ the trust engine 110 to perform hashing,
digitally signing, encrypting and decrypting (often together referred to only as encrypting),
creating or distributing digital certificates, and the like. However, the private cryptographic keys
used 1n the cryptographic functions will not be available outside the trust engine 110, thereby
ensuring the integrity of the cryptographic keys.

[0092] According to one embodiment, the trust engine 110 generates and stores cryptographic
keys. According to another embodiment, at least one cryptographic key 1s associated with each
user. Moreover, when the cryptographic keys include public-key technology, each private key
associated with a user 1s generated within, and not released from, the trust engine 110. Thus, so
long as the user has access to the trust engine 110, the user may perform cryptographic functions
using his or her private or public key. Such remote access advantageously allows users to
remain completely mobile and access cryptographic functionality through practically any
Internet connection, such as cellular and satellite phones, kiosks, laptops, hotel rooms and the
like.

[0093] According to another embodiment, the trust engine 110 performs the cryptographic
functionality using a key pair generated for the trust engine 110. According to this embodiment,
the trust engine 110 first authenticates the user, and after the user has properly produced
authentication data matching the enrollment authentication data, the trust engine 110 uses its own
cryptographic key pair to perform cryptographic functions on behalf of the authenticated user.
[0094] A skilled artisan will recognize from the disclosure herein that the cryptographic keys
may advantageously include some or all of symmetric keys, public keys, and private keys. In
addition, a skilled artisan will recognize from the disclosure herein that the foregoing keys may

be implemented with a wide number of algorithms available from commercial technologies, such

as, for example, RSA, ELGAMAL, or the like.
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[0095] FIGURE 1 also illustrates the certificate authority 115. According to one embodiment,
the certificate authority 115 may advantageously comprise a trusted third-party organization or
company that i1ssues digital certificates, such as, for example, VeriSign, Baltimore, Entrust, or
the like. The trust engine 110 may advantageously transmit requests for digital certificates,
through one or more conventional digital certificate protocols, such as, for example, PKCS10, to
the certificate authority 115. In response, the certificate authority 115 will 1ssue a digital
certificate 1n one or more of a number of differing protocols, such as, for example, PKCS7.
According to one embodiment of the invention, the trust engine 110 requests digital certificates
from several or all of the prominent certificate authorities 115 such that the trust engine 110 has
access to a digital certificate corresponding to the certificate standard of any requesting party.
[0096] According to another embodiment, the trust engine 110 internally performs certificate
1ssuances. In this embodiment, the trust engine 110 may access a certificate system for
generating certificates and/or may internally generate certificates when they are requested, such
as, for example, at the time of key generation or 1n the certificate standard requested at the time
of the request. The trust engine 110 will be disclosed 1n greater detail below.

[0097] FIGURE 1 also illustrates the vendor system 120. According to one embodiment, the
vendor system 120 advantageously comprises a Web server. Typical Web servers may serve
content over the Internet using one of several internet markup languages or document format
standards, such as the Hyper-Text Markup Language (HTML) or the Extensible Markup
Language (XML). The Web server accepts requests from browsers like Netscape and Internet
Explorer and then returns the appropriate electronic documents. A number of server or
client-side technologies can be used to increase the power of the Web server beyond its ability to
deliver standard electronic documents. For example, these technologies include Common
Gateway Interface (CGI) scripts, Secure Sockets Layer (SSL) security, and Active Server Pages
(ASPs). The vendor system 120 may advantageously provide electronic content relating to
commercial, personal, educational, or other transactions.

[0098] Although the vendor system 120 1s disclosed with reference to the foregoing
embodiments, the invention 1s not intended to be limited thereby. Rather, a skilled artisan waill
recognize from the disclosure herein that the vendor system 120 may advantageously comprise

any of the devices described with reference to the user system 105 or combination thereof.
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[0099] FIGURE 1 also illustrates the communication link 125 connecting the user system 1035,
the trust engine 110, the certificate authority 115, and the vendor system 120. According to one
embodiment, the communication link 125 preferably comprises the Internet. The Internet, as
used throughout this disclosure 1s a global network of computers. The structure of the Internet,
which 1s well known to those of ordinary skill in the art, includes a network backbone with
networks branching from the backbone. These branches, in turn, have networks branching from
them, and so on. Routers move information packets between network levels, and then from
network to network, until the packet reaches the neighborhood of its destination. From the
destination, the destination network's host directs the information packet to the appropriate
terminal, or node. In one advantageous embodiment, the Internet routing hubs comprise domain
name system (DNS) servers using Transmission Control Protocol/Internet Protocol (TCP/IP) as
1s well known 1n the art. The routing hubs connect to one or more other routing hubs via
high-speed communication links.

[0100] One popular part of the Internet 1s the World Wide Web. The World Wide Web
contains different computers, which store documents capable of displaying graphical and textual
information. The computers that provide information on the World Wide Web are typically
called "websites." A website 1S defined by an Internet address that has an associated electronic
page. The electronic page can be 1dentified by a Uniform Resource Locator (URL). Generally,
an clectronic page 1s a document that organizes the presentation of text, graphical images, audio,
video, and so forth.

[0101] Although the communication link 125 1s disclosed in terms of its preferred
embodiment, one of ordinary skill in the art will recognize from the disclosure herein that the
communication link 125 may include a wide range of interactive communications links. For
example, the communication link 125 may include interactive television networks, telephone
networks, wireless data transmission systems, two-way cable systems, customized private or
public computer networks, interactive kiosk networks, automatic teller machine networks, direct
links, satellite or cellular networks, and the like.

[0102] FIGURE 2 1illustrates a block diagram of the trust engine 110 of FIGURE 1 according
to aspects of an embodiment of the invention. As shown in FIGURE 2, the trust engine 110
includes a transaction engine 205, a depository 210, an authentication engine 215, and a

cryptographic engine 220. According to one embodiment of the invention, the trust engine 110
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also includes mass storage 225. As further shown in FIGURE 2, the transaction engine 205
communicates with the depository 210, the authentication engine 215, and the cryptographic
engine 220, along with the mass storage 225. In addition, the depository 210 communicates with
the authentication engine 215, the cryptographic engine 220, and the mass storage 225.
Moreover, the authentication engine 215 communicates with the cryptographic engine 220.
According to one embodiment of the invention, some or all of the foregoing communications
may advantageously comprise the transmission of XML documents to IP addresses that
correspond to the receiving device. As mentioned in the foregoing, XML documents
advantageously allow designers to create their own customized document tags, enabling the
definition, transmission, validation, and interpretation of data between applications and between
organizations. Moreover, some or all of the foregoing communications may include
conventional SSL technologies.

[0103] According to one embodiment, the transaction engine 205 comprises a data routing
device, such as a conventional Web server available from Netscape, Microsoft, Apache, or the
like. For example, the Web server may advantageously receive incoming data from the
communication link 125. According to one embodiment of the invention, the incoming data 1s
addressed to a front-end security system for the trust engine 110. For example, the front-end
security system may advantageously include a firewall, an intrusion detection system searching
for known attack profiles, and/or a virus scanner. After clearing the front-end security system,
the data 1s received by the transaction engine 205 and routed to one of the depository 210, the
authentication engine 215, the cryptographic engine 220, and the mass storage 225. In addition,
the transaction engine 205 monitors incoming data from the authentication engine 215 and
cryptographic engine 220, and routes the data to particular systems through the communication
link 125. For example, the transaction engine 205 may advantageously route data to the user
system 1035, the certificate authority 115, or the vendor system 120.

[0104] According to one embodiment, the data 1s routed using conventional HTTP routing
techniques, such as, for example, employing URLSs or Uniform Resource Indicators (URIs).
URIs are sitmilar to URLS, however, URIs typically indicate the source of files or actions, such
as, for example, executables, scripts, and the like. Therefore, according to the one embodiment,

the user system 105, the certificate authority 115, the vendor system 120, and the components of
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the trust engine 210, advantageously include sufficient data within communication URLSs or
URISs for the transaction engine 205 to properly route data throughout the cryptographic system.
[0105] Although the data routing 1s disclosed with reference to its preferred embodiment, a
skilled artisan will recognize a wide number of possible data routing solutions or strategies. For
example, XML or other data packets may advantageously be unpacked and recognized by their
format, content, or the like, such that the transaction engine 205 may properly route data
throughout the trust engine 110. Moreover, a skilled artisan will recognize that the data routing
may advantageously be adapted to the data transfer protocols conforming to particular network
systems, such as, for example, when the communication link 125 comprises a local network.
[0106] According to yet another embodiment of the invention, the transaction engine 205
includes conventional SSL encryption technologies, such that the foregoing systems may
authenticate themselves, and vice-versa, with transaction engine 205, during particular
communications. As will be used throughout this disclosure, the term "2 SSL" refers to
communications where a server but not necessarily the client, 1s SSL authenticated, and the term
"FULL SSL" refers to communications where the client and the server are SSL authenticated.
When the nstant disclosure uses the term "SSL", the communication may comprise 2 or FULL
SSL.

[0107] As the transaction engine 205 routes data to the various components of the
cryptographic system 100, the transaction engine 205 may advantageously create an audit trail.
According to one embodiment, the audit trail includes a record of at least the type and format of
data routed by the transaction engine 205 throughout the cryptographic system 100. Such audit
data may advantageously be stored in the mass storage 225.

[0108] FIGURE 2 also 1illustrates the depository 210. According to one embodiment, the
depository 210 comprises one or more data storage facilities, such as, for example, a directory
server, a database server, or the like. As shown in FIGURE 2, the depository 210 stores
cryptographic keys and enrollment authentication data. The cryptographic keys may
advantageously correspond to the trust engine 110 or to users of the cryptographic system 100,
such as the user or vendor. The enrollment authentication data may advantageously include data
designed to uniquely 1dentify a user, such as, user ID, passwords, answers to questions, biometric

data, or the like. This enrollment authentication data may advantageously be acquired at
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enrollment of a user or another alternative later time. For example, the trust engine 110 may
include periodic or other renewal or reissue of enrollment authentication data.

[0109] According to one embodiment, the communication from the transaction engine 205 to
and from the authentication engine 215 and the cryptographic engine 220 comprises secure
communication, such as, for example conventional SSL technology. In addition, as mentioned 1n
the foregoing, the data of the communications to and from the depository 210 may be transferred
using URLs, URIs, HTTP or XML documents, with any of the foregoing advantageously having
data requests and formats embedded therein.

[0110] As mentioned above, the depository 210 may advantageously comprises a plurality of
secure data storage facilities. In such an embodiment, the secure data storage facilities may be
configured such that a compromise of the security in one individual data storage facility will not
compromise the cryptographic keys or the authentication data stored therein. For example,
according to this embodiment, the cryptographic keys and the authentication data are
mathematically operated on so as to statistically and substantially randomize the data stored 1n
cach data storage facility. According to one embodiment, the randomization of the data of an
individual data storage facility renders that data undecipherable. Thus, compromise of an
individual data storage facility produces only a randomized undecipherable number and does not
compromise the security of any cryptographic keys or the authentication data as a whole.

[0111] FIGURE 2 also illustrates the trust engine 110 including the authentication engine 215.
According to one embodiment, the authentication engine 215 comprises a data comparator
configured to compare data from the transaction engine 205 with data from the depository 210.
For example, during authentication, a user supplies current authentication data to the trust engine
110 such that the transaction engine 205 receives the current authentication data. As mentioned
in the foregoing, the transaction engine 205 recognizes the data requests, preferably in the URL
or URI, and routes the authentication data to the authentication engine 215. Moreover, upon
request, the depository 210 forwards enrollment authentication data corresponding to the user to
the authentication engine 215. Thus, the authentication engine 215 has both the current
authentication data and the enrollment authentication data for comparison.

[0112] According to one embodiment, the communications to the authentication engine
comprise secure communications, such as, for example, SSL technology. Additionally, security

can be provided within the trust engine 110 components, such as, for example, super-encryption
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using public key technologies. For example, according to one embodiment, the user encrypts the
current authentication data with the public key of the authentication engine 215. In addition, the
depository 210 also encrypts the enrollment authentication data with the public key of the
authentication engine 215. In this way, only the authentication engine's private key can be used
to decrypt the transmissions.

[0113] As shown in FIGURE 2, the trust engine 110 also includes the cryptographic engine
220. According to one embodiment, the cryptographic engine comprises a cryptographic
handling module, configured to advantageously provide conventional cryptographic functions,
such as, for example, public-key infrastructure (PKI) functionality. For example, the
cryptographic engine 220 may advantageously 1ssue public and private keys for users of the
cryptographic system 100. In this manner, the cryptographic keys are generated at the
cryptographic engine 220 and forwarded to the depository 210 such that at least the private
cryptographic keys are not available outside of the trust engine 110. According to another
embodiment, the cryptographic engine 220 randomizes and splits at least the private
cryptographic key data, thereby storing only the randomized split data. Similar to the splitting of
the enrollment authentication data, the splitting process ensures the stored keys are not available
outside the cryptographic engine 220. According to another embodiment, the functions of the
cryptographic engine can be combined with and performed by the authentication engine 215.
[0114] According to one embodiment, communications to and from the cryptographic engine
include secure communications, such as SSL technology. In addition, XML documents may
advantageously be employed to transfer data and/or make cryptographic function requests.
[0115] FIGURE 2 also 1illustrates the trust engine 110 having the mass storage 225. As
mentioned 1n the foregoing, the transaction engine 205 keeps data corresponding to an audit trail
and stores such data in the mass storage 225. Similarly, according to one embodiment of the
invention, the depository 210 keeps data corresponding to an audit trail and stores such data in
the mass storage device 225. The depository audit trail data 1s similar to that of the transaction
engine 205 1n that the audit trail data comprises a record of the requests received by the
depository 210 and the response thereof. In addition, the mass storage 225 may be used to store
digital certificates having the public key of a user contained therein.

[0116] Although the trust engine 110 1s disclosed with reference to its preferred and alternative

embodiments, the invention 1s not intended to be limited thereby. Rather, a skilled artisan will
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recognize 1n the disclosure herein, a wide number of alternatives for the trust engine 110. For
example, the trust engine 110, may advantageously perform only authentication, or alternatively,
only some or all of the cryptographic functions, such as data encryption and decryption.
According to such embodiments, one of the authentication engine 215 and the cryptographic
engine 220 may advantageously be removed, thereby creating a more straightforward design for
the trust engine 110. In addition, the cryptographic engine 220 may also communicate with a
certificate authority such that the certificate authority 1s embodied within the trust engine 110.
According to yet another embodiment, the trust engine 110 may advantageously perform
authentication and one or more cryptographic functions, such as, for example, digital signing.
[0117] FIGURE 3 illustrates a block diagram of the transaction engine 205 of FIGURE 2,
according to aspects of an embodiment of the invention. According to this embodiment, the
transaction engine 205 comprises an operating system 305 having a handling thread and a
listening thread. The operating system 305 may advantageously be similar to those found in
conventional high volume servers, such as, for example, Web servers available from Apache.
The listening thread monitors the incoming communication from one of the communication link
125, the authentication engine 215, and the cryptographic engine 220 for incoming data flow.
The handling thread recognizes particular data structures of the incoming data flow, such as, for
example, the foregoing data structures, thereby routing the incoming data to one of the
communication link 125, the depository 210, the authentication engine 215, the cryptographic
engine 220, or the mass storage 225. As shown in FIGURE 3, the incoming and outgoing data
may advantageously be secured through, for example, SSL technology.

[0118] FIGURE 4 illustrates a block diagram of the depository 210 of FIGURE 2 according to
aspects of an embodiment of the invention. According to this embodiment, the depository 210
comprises one or more lightweight directory access protocol (LDAP) servers. LDAP directory
servers are available from a wide variety of manufacturers such as Netscape, ISO, and others.
FIGURE 4 also shows that the directory server preferably stores data 405 corresponding to the
cryptographic keys and data 410 corresponding to the enrollment authentication data. According
to one embodiment, the depository 210 comprises a single logical memory structure indexing
authentication data and cryptographic key data to a unique user ID. The single logical memory
structure preferably includes mechanisms to ensure a high degree of trust, or security, in the data
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