1/46710 A2

(19) World Intellectual Property Organization

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

International Bureau

(43) International Publication Date

(10) International Publication Number

28 June 2001 (28.06.2001) PCT WO 01/46710 A2
(51) International Patent Classification’: GO1S R. [/US]; 1438 E. Encinas Avenue, Gilbert, AZ 85234
(US). RUDOW, Richard, W. [/US]; 424 N. Norfolk,
(21) International Application Number: PCT/US00/33272 Mesa, AZ 85205 (US). ALLEN, Robert, F. [/US];
Apartment 1008, 801 N. Federal Street, Chandler, AZ
(22) International Fllll’lg Date: 85226 (US) DYE, Davnd, A. [—/US], 3012 E. Woodland
18 December 2000 (18122000) Drive, Phoenix, AZ 85048 (US) MARVIN, Kevin, M.
[—/US]; 1265 S. Quail Lane, Gilbert, AZ 85223 (US).
. . . BILLINGS, Mark [—/US]; 7619 48th Avenue, Glendale,
(25) Filing Language: English AZ 85301 (US). KIRCHNER, Mark, L. [/US]; 5101
o , N. 10th Place, Phoenix, AZ 85014 (US). LEWIS, Robert,
(26) Publication Language: English W. [/US]; 15005 S. 9th Street, Phoenix, AZ 85048 (US).
SLEEPER, Robert, D. [/US]; RRI, Box 540, Laveen,
(30) Priority Data: AZ 85339 (US). TEKNIEPE, Willialm, A. [—/US]; 7805
(71) Applicant (for all designated States except US): GRID  (74) Agent: GREENE, Donald, R.; P.O. Box 12995, Scotts-
DATA, INC. [US/US]; Suite 100, 7408 W. Detroit Street, dale, AZ 85267-2995 (US).
Chandler, AZ 85226 (US).
(81) Designated States (national): AE, AG, AL, AM, AT, AU,
(72) Inventors; and AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CR, CU, CZ,
(75) Inventors/Applicants (for US only): COFFEE, John, DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR,

[Continued on next page]

(54) Title: VEHICLE TRACKING, COMMUNICATION AND FLEET MANAGEMENT SYSTEM

time processing units of microprocessors in components throughout the network perform precise clock synchronization.
protocol is established for entry by vehicle transmitters into the network in the assigned time slots for periodic transmission of

(57) Abstract: A vehicle fleet
management information system for
identification of location and direction of
movement of each vehicle in the fleet in
real-time and automatic communication
directly with management offices to
report its location and heading, and
status of predetermined events in which
the vehicle may be engaged. Each fleet
vehicle is assigned a unique time slot
to transmit its reporting information
over a communications  network
without substantially interfering with
transmissions from other vehicles in their
own respective time slots. Precise time
synchronization is provided by a timing
control PLL which provides timing
corrections as necessary from GPS based
time reference. The network includes
a dual band full-duplex interface with
TDMA on one-half of the interface and
broadcast on the other half. Additionally,
A

messages, and space diversity id performed on messages received from the vehicle transmitters to avoid data corruption. Different

periodic transmission intervals are provided for different vehicles in the network by dynamically allocating the slots for various

update rates. And auxiliary reporting slots are provided to allow prompt reporting of important data by the respective vehicle
transmitters independent of slower periodic transmission intervals. Basedband filtering of data reduces the occupied bandwidth of
the transmission channel, and includes removal of synchronization data to minimize overhead of non-information bearing data.
Certain repeated events in which the vehicle is operated according to basic usage and specific usage for its industry are sensed,
detected or measured and automatically reported to management offices.



WO 01/46710

A2 |0 O

HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR,
LS, LT, LU, LV, MD, MG, MK, MN, MW, MX, MZ, NO,
NZ, PL, PT,RO, RU, SD, SE, SG, SL, SK, SL, TJ, TM, TR,
TT, TZ, UA, UG, US, UZ, VN, YU, ZA, ZW.

(84) Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GB, GR, IE,
IT, LU, MC, NL, PT, SE, TR), OAPI patent (BF, BJ, CF,
CG, CI, CM, GA, GN, GW, ML, MR, NE, SN, TD, TG).

Published:
—  Without international search report and to be republished
upon receipt of that report.

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.



10

15

20.

25

WO 01/46710 PCT/US00/33272

1

VEHICLE TRACKING, COMMUNICATION AND FLEET MANAGEMENT SYSTEM

Background of the Invention

The invention disclosed herein broadly relates to asset management systems, and more
particularly to a system for tracking the real-time location and status of vehicles of a fleet, and
for communicating between the vehicles and a dispatcher or expediter in the fleet offices.

Operators of fleet vehicle businesses need to know where each vehicle in the fleet is
located and what it is doing in order to make decisions on how to use the vehicles most
efficiently. In recent years, vehicle locating systems have been developed using Global
Positioning Systerri (GPS) satellite information, and, for greater accuracy, differential GPS
(DGPS) systems. These systems are highly accurate where line of sight (LOS) conditions
exist, that is, where the vehicle (or more accurately, the vehicle’s GPS receiver) has a clear
LOS to the appropriate number of GPS satellites. But such conditions are typically
unavailable or are at least less frequently available for a vehicle operating on city streets,
particularly in areas where multi-story buildings are present, owing to the shielding that such
buildings effect. In those circumstances an alternative navigation system such as dead
reckoning (DR) navigation may be used to provide vehicle position and velocity data in urban
canyons (i.e., streets bordered by tall buildings) where GPS measurements are only
intermittently available. Or a‘map matching technique or navigation grid may be used as
another or additional alternative.

Currently, wireless voice communication between dispatchers and drivers is the
primary means of addressing the need of the fleet owner or operator to know what each
vehicle is doing, i.e., its operations taking place at any given time, and where the vehicle is
located when a particular operation is occurring. In industries where vehicles perform a
repetitive sequence of events with each load, such as for ready mix concrete operations,
"status boxes" have recently come into use. The status boxes require the driver to press a
button at each stage of operation such as "load,” leave plant," "arrive job," "begin pour," and
so forth.

The primary problem with either wireless voice communication or status box systems
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is that data are manually provided to the dispatcher from the driver of the vehicle. This
leads to untimely (late) and, perhaps worse, inaccurate data more than ninety percent of
the time, according to analyses performed by the fleet owners/operators. The availability
of timely, accurate data is essential if the fleet operator is to operate its business efficiently
and economically.

Time Division Multiple Access (TDMA) wireless networks, which are in use for
many applications including digital cellular telephones and wireless local area networks,
may be used for the communication between dispatchers and drivers. A TDMA network
allows multiple users of a single channel or frequency by assigning specific time slots to
each user to use exclusively for transmission. For optimal performance of TDMA
networks, precise time synchronization between members of the network is required.
Efficient use of bandwidth in the network requires that the gap times between
transmissions of each user, which is wasted time, be minimized. An important component
to the gap time is uncertainty of time in all the participants in the network. Synchronization
of wireless networks is often very coarse, requiring large gaps between transmissions, if
specialized hardware is not used. Moreover, synchronization of network elements to a
precise reference like GPS based timing information involves having a GPS receiver
located on each network element, both mobile and fixed, increasing installation costs and
complexity for both fixed network infrastructure and mobile network devices, especially if
navigation data provided by GPS is not required.

Precise time synchronization between all of the wireless devices in the network can
be performed in a number of ways. Typically, a precise, stable time reference, such as one
based on the Global Positioning System (GPS) or other time distribution services, is
located within each wireless device or within just the fixed infrastructure of the network,
with synchronization information being transmitted to the mobile units. In these cases,
device or infrastructure costs are increased because timing equipment has to be distributed
among several locations or devices and installed where space and access for maintenance
are limited.

Transmitting as much information as possible in a given amount of bandwidth is an
important design goal in any communications network. This is especially true in wireless

networks in which available bandwidth is very limited and customer requirements for data
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throughput are immense. Operation on most wireless bands is subject to occupied
bandwidth constraints, requiring the data signal to be contained in a vary narrow region of
the electromagnetic spectrum. In TDMA networks, a challenge is to minimize the gap
times between transmissions and the overhead associated with each data packet in order to
send as much information bearing data over the network as continuously as possible. The
present invention addresses these two requirements with digital filtering to control
occupied bandwidth and data recovery by the receiving system that requires no

synchronization patterns to be transmitted.

Summary of the Invention

The primary goal of the fleet management system of the present invention
(sometimes hereinafter called the PROTRAK system or the Galileo system (each of
PROTRAK and Galileo, either alone or with various suffixes attached, is a trademark of
Fleet Management Services, Inc. of Chandler, Arizona, to which the present patent
application is assigned), the fleet management system, or simply the system) is to provide
fleet management information to customers (i.e., the owners, operators, subscribers, or
users of the fleet who seek to avail themselves of the advantages of a vehicle tracking,
communication and fleet management system) to enable them to manage their assets more
profitably. The system provides its customers with several means to accomplish this.
First, the PROTRAK system gives the fleet operator the capability to locate vehicles of
the fleet in real-time. Second, the system allows the operator to communicate with those
vehicles over a very efficient and reliable wireless network -- a time division multiple
access (TDMA) wireless network. Third, the system enables the operator to receive
timely, accurate data regarding what each vehicle of the fleet is doing, i.e., what
operation(s) it is performing at any given time. Fourth, the system provides the operator
with an ability to correlate the position and messaging information generated by the system
with the operator’s other management information systems to provide an integrated
information source for improved fleet business management.

With respect to the latter, a fleet operator’s existing management systems typically
consist of accounting, human resources, inventory, and other systems which may not be

well integrated. In addition, the operator may not have a reliable way to measure vehicle
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and driver performance which is critical to the operator’s operations. The PROTRAK
system provides the required vehicle and driver information together with a database
management system that is capable of collecting such information and integrating it with
data retrieved from the operator’s other information systems in a database management
application. This application can be used by the operator to generate reports that are
tailored to its business and are based on all of the available data.

The PROTRAK system is particularly designed to operate in a market niche
between cellular, specialized mobile radio (SMR), and paging services. The system may
be used to track virtually any number of vehicles in a fleet across all metropolitan areas
covered by the network.

Timely, accurate data can be made available to the fleet operator automatically by
combining wireless data network technology, a wireless data computer (also referred to
herein as a tracking computer, or simply a tracker), sensors, and dispatch and/or database
reporting software and computers at the fleet operator’s facilities to receive, display, and
process the data provided by the vehicles. The vehicle computer has interfaces to various
sensors that indicate operations being performed by the vehicle. Data provided by the
sensors are processed by software algorithms in the computer to determine when events of
interest occur. The event, relevant parameters, and the time of the event are then
immediately transmitted through the wireless network to the fleet operator.

The network used to enable event driven status reporting is designed to provide
frequent small packets of data from vehicles to fleet owners very efficiently. The network
architecture is a unique, full duplex design for metropolitan area operations. Data are
transmitted to vehicles over a subcarrier on an FM radio station. Vehicles transmit their
data using a TDMA protocol on a single UHF channel. Vehicle data are received by
Network Hubs, which are receivers placed on commercial towers around the metropolitan
area of interest. The received data are sent back to a Network Distribution Center (NDC,
occasionally referred to herein as Network Control Center) via telephone lines and are
relayed to the fleet owners via the Internet, telephone connection, or other preferably
wireless means. Data sent to the vehicles by the owners is first sent to the NDC which
sends it to transmitting equipment at the radio station via telephone lines.

The TDMA protocol in the network is controlled by servers in the NDC. The
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precise timing required by the TDMA network for efficient operation is controlled by a
synchronization pattern contained in the subcarrier data broadcast that is received by the
vehicles and the network hubs within the PROTRAK system. This enables all vehicles and
hubs to have a common time reference that is accurate to about three microseconds. This,
in turn, enables a multiplicity of (e.g., 50) vehicle reports in the TDMA network each
second. The servers assign reporting intervals and time slots to vehicles so that they can
send data and status changes automatically. Typical periodic updates of navigation data or
other non-critical information are provided at two to three minute intervals; it is
mmpractical for the vehicle computer (tracker)

to wait for a periodic interval of that length to send time critical event data.

A total of 50 20-msec long time slots are available for periodic transmissions.
Multiple vehicles share slots, the number depending upon the update rate of the slot. For
example, 60 vehicles can share a one minute update interval slot. Slots not assigned to
periodic updates are open for any vehicle to use to request access to the network. If more
than one vehicle tries to use the same interval in a particular slot, both may still be heard if
each is heard by a separate hub receive site. Otherwise there is a collision (interference) of
data, and the vehicles involved must retry their requests.

According to an aspect of the invention, a method and apparatus are disclosed for
automatically determining and reporting events from a vehicle to an owner or dispatcher of
the vehicle at a remote location. Events to be reported are changes in status of vehicle
operation, location, or measurements of vehicle systems or cargo. A computer (tracking
computer, generally referred to herein as the tracker) installed on the vehicle is connected
to various sensors which measure parameters of interest to the dispatcher or owner and
reports critical changes in parameters over the wireless TDMA network. Computers at a
fixed location display these status changes for use by the dispatcher or record the data for
later analysis. Software in the tracker in the vehicle together with data supplied by what
may be a small number or a wide variety of sensors allows multiple, complicated, and
abstract status events that are relevant to specific vehicle or industry applications to be
determined and reported by the tracker. Automatically generated reports from the
trackers provide more accurate and timely data to the fleet management offices of the

customer than is available from the drivers of the vehicles.
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The tracking computer has navigation hardware and software for determining the
location, speed, and direction of travel of the vehicle in which it is installed. The
application software used by operators to receive data from their vehicles also enables
them to send "site dispatch" commands to the trackers which indicates a rectangular
region to be used to indicate where events such as "load," or "unload," for example,
should take place. Location information is then combined with the sensor data in the
algorithms to determine event sequencing, provide exception reporting to indicate that the
vehicle performed a specific action at the wrong location, performed unauthorized stops
on the way to or from a job, or other events specific to a particular business or industry.

Tn an exemplary embodiment of this aspect or feature of the invention, three basic
components are combined to enable vehicle data to be useful to the fleet operator, namely:
(1) sensors on the vehicle to measure parameters to be combined in a computer to
automatically determine when events of interest occur, (2) a wireless network that allows
prompt, economical transmission of small packets of data containing event status to the
fleet operator, and (3) software applications to store and further process event information
for improved asset management by the fleet operator.

The tracker has several inputs and outputs to allow it to sense and control
numerous vehicle functions simultaneously, with configurable interfaces that include serial
interfaces, analog inputs, discrete inputs, discrete outputs, and an interface for pulse
measurement or clock outputs. The tracker also has dedicated interfaces for measuring
battery voltage, ignition, speed, and reverse. These enable measurement of a wide variety
of vehicle functions, either directly or through auxiliary sensor modules that provide data
to the computer serial interfaces. The outputs allow control of vehicle functions remotely,
through the wireless network.

Tracker software permits processing and integration of various sensor inputs to
enable higher level or abstract status events to be determined and reported. For example,
in a "loading" status for a ready mix truck, a loading is determined from a number of
inputs by combining truck location at the plant, truck stationary, and truck drum rotating
in the charge direction at a speed greater than a predetermined minimum speed for a
minimum time interval. Examples of other status events include “ambulance emergency

lights on” or “four wheel drive engaged,” which, as with other simpler status events, are
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simply detected and reported.

The tracker reports events over the wireless network whose architecture and
protocols are tailored for prompt reporting of events while concurrently supporting
slower, periodic update intervals for less critical data. As noted above, the network uses a
TDMA protocol to enable a large number of vehicles to send short data packets frequently
on a single wireless channel. Data is sent to the vehicles over a subcarrier on an FM
broadcast channel. An important aspect of the invention is the provision of precise time
synchronization required for the TDMA protocol over the FM link to the vehicles and
receive sites. In the exemplary embodiment, as many as fifty vehicles per second can
report data at a variety of update intervals ranging between five seconds and one hour.

Typical periodic updates of navigation data and other non-~critical information are
provided at two to three minute intervals. However, it is not practical for the tracker to
wait for periodic intervals of that length to send time critical event data. Accordingly, for
such events, the network maintains a number of time slots for additional access to the
network on request of any vehicle needing to transmit event data. The requesting vehicle
is then granted sufficient auxiliary reporting times at twelve second intervals to send its
data. The total latency between an event being detected and the transmission of data is
kept under thirty seconds.

Owners and dispatchers of fleet vehicles are provided with computer software
applications that enable connection of their desktop PC’s to the TDMA network using the
Internet or other means. Data furnished from the vehicles are routed to these applications
by the network servers, and are also stored in a local database. One of these sofiware
applications allows viewing the vehicle locations as icons on a map displayed on a monitor,
showing event changes for each vehicle on the map in real time as they occur, and also
enables the dispatcher to send messages or dispatch locations to the vehicles. Automated
events may be provided as well to other dispatch or vehicle management applications, as
required. Advantageously, these applications integrate vehicle event data with other
systems utilized in the fleet operator’s business, such as order entry and call management.
Reports on vehicle events may be generated from these applications over the Internet from
data stored in the network database.

According to another of its aspects, the present invention minimizes infrastructure
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cost for time references in the TDMA wireless network and locates the time reference in a
central network control facility that is easily maintained and monitored. The time
reference uses GPS referenced time, and TDMA network time is held in synchronization
to the GPS reference by a wireless phase lock loop (PLL), removing the requirement to
locate the time reference within the wireless transceiver devices or infrastructure elements.
This aspect of the invention enables precise time synchronization of all wireless network
elements by using special timing hardware and by distributing a single, remote GPS based
time reference throughout the network using a wireless PLL. Digital data is remotely
synchronized in the TDMA network, a full duplex system designed to efficiently transmit
short bursts of data from mobile vehicles to their owner on a frequent basis. Vehicles
transmit data using a TDMA protocol in the UHF frequency band in precisely controlled
time slots at a rate of 50 vehicles per second. Vehicles send location, status, and message
data to the fleet owners or dispatchers who are connected to the wireless network through
the Internet or other means. Data transmitted to the vehicles is broadcast over a subcarrier
of an FM radio station, including network timing and control information as well and
messages and information from fleet operators.

Timing of the TDMA portion of the network is controlled from a central network
control facility that houses the servers which control vehicle access to the network and
manage fleet owner connections to the network. Synchronization of the vehicle devices
and fixed hub receiver systems that receive vehicle data is maintained through
synchronization information contained in the FM subcarrier broadcast. The FM subcarrier
timing data is, in turn, referenced to a GPS based time source at the network control
center.

A Subcarrier Control Computer (SCC), responsible for providing the data to the
subcarrier modulator, is located at the FM radio station transmitter or studio facilities. It
clocks the transmit data at precise intervals based on timing commands from a Network
Timing Control Computer (NTCC), located at the network control center. The NTCC
and SCC are connected through a modem for data and timing control commands sent to
the SCC. The NTCC computes timing commands based on the synchronization
information from a GPS receiver time reference and that from an FM subcarrier receiver

which receives data from the SCC. The difference in time from the GPS time reference
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and the received synchronization data over the FM subcarrier is processed by the NTCC
using a PLL algorithm to generate a timing correction which is sent to the SCC.

This wireless PLL timing control loop enables a single, remotely located time
reference to synchronize the TDMA network. In addition, the feedback inherent in the
control loop allows the system to compensate for variations in FM radio station group
delay so that the broadcast synchronization data is applicable at the FM antenna. This is
important for large networks based on this technology that require multiple FM stations to
cover overlapping geographical areas, because it enables the FM stations to be
synchronized.

The invention also relates to bandwidth optimizations for the transmission of data
over wireless TDMA data networks. The invention minimizes occupied bandwidth in a
wireless channel by digitally filtering the data to be transmitted before modulation. The
filter is implemented in a low-cost microcontroller, which replaces each edge in a digital
square wave data stream with transitions that have the shapes of rising or falling sine
waves. This has the advantages of reducing higher harmonics in the data signal, especially
at the highest data rate, where the square wave is effectively replaced by a sine wave.
Another aspect of the invention maximizes the efficiency of the TDMA network by
refraining from sending any special bit synchronization information in addition to the data.
In most systems, a large number of bits is devoted to synchronization, framing, or data
clock recovery. In one aspect of the present invention, the bit clock and data
synchronization are performed by the receiver by using forward error correction
algorithms, special bit interleaving, and high performance digital signal processing
hardware and software. Still another aspect of the invention uses space diversity
combining between multiple receive sites to improve the reliability of receiving data. More
reliable data reception saves bandwidth by reducing the number of retries required to move

data through the network.

Brief Description of the Drawings

The above and other aims, objects, features, aspects, and attendant advantages of
the invention will become apparent from the following detailed description of the presently

contemplated best mode of practicing the invention, with reference to presently preferred
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exemplary embodiments and methods thereof, in conjunction with the accompanying
drawings, in which:

FIG. 1 is a simplified block diagram of the overall PROTRAK system, including
the TDMA network, of the invention,

FIG. 2 is a block diagram of the system architecture for customer application
interfaces;

FIG. 3 is a detailed schematic diagram of the components of the wireless network
and customer interfaces;

FIG. 4 illustrates details of the NDC in the network of FIG. 3;

FIG. 5 is a time-line of data flow in the network;

FIG. 6 is a block diagram of the base message feedback loop for bit-sync timing;

FIG. 7 is a diagram of the base message broadcast format;

FIG. 8 is a diagram of an exemplary tracker module message transmit frame;

FIG. 9 is a diagram illustrating the repeating interval relationship to slots, frames
and frame cycles for tracker message packets;

FIG. 10 illustrates the relationship between trackers, slots, and repeating intervals;

FIG. 11 is a diagram of a nominal navigation grid used in the system of the
invention;

FIG. 12 is a diagram of a timing control phase locked loop (PLL) according to an
aspect of the invention for the TDMA network of FIG. 1,

FIG. 13 is a timing diagram of the synchronization pulse sequence transmitted by
the SCC on the FM subcarrier at the start of each second's data, for the control loop of
FIG. 12;

FIGS. 14A-D are flow charts of timing control loop processing performed in
operational modes of the NTCC sofiware synchronization of the TDMA network to GPS
time;

FIG. 15 1s a block diagram (mathematical) of the timing control loop;

FIG. 16 is a block diagram of the transmit TDMA data processing performed by
the tracking computer (tracker) installed in a fleet vehicle;

FIG. 17 is a table illustrating the TDMA transmit data interleaving pattern;

FIGS. 18A-C are diagrams comparing an original TDMA data sequence to the
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delay coded version of that sequence, and also illustrating premodulation filtering of the
delay coded sequence;

FIG. 19 is a flow chart of the filtering algorithm performed by a specially selected
microcontroller which implements premodulation filtering for the result shown in FIG.
18C;

FIG. 20 is a diagram representing a comparison of the approximate relative power
spectrums of the unencoded, delay coded, and filtered data of FIGS. 18A-C;

FIG. 21 is a block diagram that illustrates the receive TDMA data processing
performed by the Network Hub receiver;

FIG. 22 is a flow chart of the space diversity algorithm used by the NDC server to
combine vehicle data received by the network hubs;

FIG. 23 illustrates an exemplary placement of the tracker, a Mobile Data Terminal
(MDT) and antennas on a typical fleet vehicle, the vehicle being further equipped for
accommodating various sensors for event reporting;

FIG. 24 is a simplified block diagram of a tracker installed in a vehicle of FIG. 23;

FIG. 25 is a block diagram of the internal power distribution to the tracker;

FIG. 26 is a block diagram of the tracker power distribution summary;

FIG. 27 is a diagram of the power mode state transition logic of the tracker;

FIG. 28 is a synchronization timing and data clocking diagram for the tracker and
Network Hubs;

FIG. 29 is a timing diagram of tracker data transmissions;

FIG. 30 is a simplified block diagram of a Network Hub;

FIG. 31 is a simplified block diagram of a Subcarrier Control Computer (SCC);

FIG. 32 is a diagram of the NTCC/SCC data flow;

FIG. 33 is a diagram illustrating various sensors, inputs, outputs and interfaces to
the tracker of FIG. 24;

FIG. 34 is an exemplary rectangular zone on a stored map used to determine and
display the tracker’s location (in particular, that of the vehicle in which the tracker is
mounted);

FIG. 35 is a simplified block diagram of a drum rotation sensor used for a ready-

mix concrete truck;
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FIG. 36 is a timing diagram of the pulses resulting from the interaction of sensor
and magnets on drum rotation, for the sensor embodiment of FIG. 35;

FIG. 37 is a state transition diagram that defines logic used by the tracker to
combine sensor and navigation data to automatically derive status of a ready-mix concrete
truck; and

FIG. 38 is a flow chart of a preferred diversity algorithm used by the tracker for

recovering corrupted data.

Detailed Description of Exemplary Embodiments and Methods

L The Qverall PROTRAK Systemnt
It is desirable, first, to provide an overview of the overall PROTRAK vehicle

tracking, communication and fleet management system, a simplified block diagram of
which is shown in FIG. 1. In addition to definitions of acronyms and other abbreviated
terms presented herein, a glossary of abbreviated terms used throughout this specification
is set forth in Appendix A. The “brain” of the system is the Network Distribution Center
(NDC) 10 which is responsible for interfacing with subscriber (variously also referred to
herein as customer, owner, operator, fleet subscriber, or user) fleets via a modem on a
public switched telephone network (PSTN) line or Internet or other wide area network,
and interfacing with fleet vehicles through a multiplicity of Network Hubs (sometimes
referred to herein as Net Hubs, or simply, Hubs) such as 11-1, 11-2, ... 11-i, and one or
more FM Radio Stations such as 12.

Information to be passed to vehicles in one or more fleets of interest is generated
by a fleet dispatch office terminal or customer command station (CCS) such as 14 for
Customer A, 15 for Customer B, ... and 16 for Customer i, for delivery to the vehicles
such as 17-1, 17-2, ... 17-n for Customer A (and so forth for customers B, ... i). The
information is initially sent from the respective CCS via modem over the PSTN (e.g., lines
19, 20, 21) or via the Internet or other means to NDC 10. The NDC prioritizes the
information and sends it via a modem over the PSTN (e.g., line 22) or over such other
means to FM Radio Station 12, from which the information is broadcast, e.g., on a 67

KHz or 92 KHz FM subcarrier. The information is broadcast with precise timing defined



10

15

20

25

30

WO 01/46710 PCT/US00/33272

13

by GPS satellite navigation information.

All vehicles in the network receive the approximately 4,664 bits per second (bps)
binary frequency shift keyed (BFSK) FM subcarrier broadcast from the FM Radio Station
(and others, if applicable) and decode the information contained therein. Each vehicle is
assigned a slot in time to broadcast its location and responses to CCS requests. The
assigned slots are unique to preclude simultaneous broadcasting by two or more vehicles,
and the broadcast timing is precisely controlled through GPS and FM subcarrier
synchronization.

When a vehicle’s time to broadcast arrives, it sends a 144 bit message at a rate of
7,812.5 bits per second. This information is received by at least one of the Network Hubs
11-1, ..., 11-i, which demodulates the message and provides data therefrom via a modem
to NDC 10 over the PSTN (e.g., via lines 24, 25, 26). NDC 10 parses all received data
and provides the vehicle location and status information for each specific fleet subscriber
to its respective CCS over the PSTN. ‘

Real-time tracking of vehicle location and status may be performed by the
PROTRAK system as often as once every five seconds, for example, but more generally is
updated at a rate of once every three minutes. Vehicle locations are tracked with an
accuracy to about 5 meters through the use of DGPS information provided by the FM
subcarrier broadcast. Where GPS is intermittently unavailable because of signal masking
when vehicles are located on city streets bordered by tall buildings or because of other
obstructions, the system employs dead reckoning (DR), map-matching and/or other
navigation techniques to detect the vehicle location.

The wireless system provides a versatile medium for sending brief messages
cousisting of short packets of information to or from a vehicle mounted instrument or
other wireless communications device. Although the system is aimed at business asset
management, wireless service supports a wide range of packet communication needs for
fixed as well as mobile assets. Use of GPS in the receiving device is not required, by
virtue of GPS synchronization of the FM subcarrier broadcasts.

The system capacity is sufficient to accommodate at least 5,000 individual vehicles
being tracked in the network at any one time with the bandwidth provided by a single FM

radio station subcarrier at 67 KHz or 92 XHz for outbound communications and a single
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UHF or narrowband personal communication services (PCS) 12.5 KHz bandwidth
frequency for inbound vehicle messages. System expansion may be provided, for example,
in 5,000 vehicle blocks by the addition of another FM radio station subcarrier and another
UHF or narrowband PCS frequency. Where feasible, frequency reuse principles on UHF
or narrowband PCS frequencies are applied before another inbound frequency is added, to
maximize channel capacity.

Communications in the PROTRAK system provide greater reliability than cellular
or specialized mobile radio (SMR), and possibly than paging systems, with anticipated
reliable reception of messages by vehicles and dispatchers 97% first time. If information is
not received the first time, the system is able to make that determination and will
re-attempt transmission until successful, or until it is found that delivery cannot be made.
At least some fleet operators (e.g., ambulance services) require reliable operation despite
adverse conditions, such as power outages. The overall system has internal backups to
avoid single point failures.

Fleet subscriber vehicles are allowed to “roam” from one network of the system to
another, such as where a vehicle is in transit from one metropolitan area to another. The
system enables the vehicle to gracefully exit the first city network and similarly enter the
second city network when in range of the second city.

System components are designed to support a wide range of fleet subscribers.
Vehicle trackers (i.e., on-board tracker modules) are capable of hosting a number of
peripheral functions, such as analog, digital, serial interface, and higher speed data
collection required by some subscribers. Network Hubs are capable of supporting various
antenna and receiver configurations to enhance coverage and various power configurations
to support remote site operation. Unavailability of telephone lines does not present a

problem, since wireless means are used for indirect or direct interface to the NDC.

II. The Fleet Data Management Application

PROTRAK system architecture and database management applications that
interact with each subscriber’s (customer’s) existing information systems include the NDC
and CCSs which are used to provide real-time vehicle location and message capability for

dispatchers. The customer side of the PROTRAK system consists of three applications,
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including (1) a database management and CCS server (DMCS) that ties the network and
customer information together, (2) the CCSs with their real-time location and messaging
services, and (3) report generation that allows customers to access and manipulate the data
managed by the DMCS.

A block diagram of the system architecture with respect to customer application
interfaces is shown in FIG. 2. NDC 10 runs two server applications, namely, an NDC
Server 32 that provides real-time information to connected customers, and a tracking data
log server 33 that collects tracking information from the system in real-time and stores it in
a large capacity database, with additional capability to respond to queries for historical
tracking data. The customer establishes a single conventional TCP/IP connection (34, 35)
to each of these servers through a single dial-up line directly to the NDC or through the
Internet (via an Internet service provider, or ISP).

The connections to the NDC are controlled by DMCS 27 which may be located at
the customer’s facility 28 remote from the NDC 10. All of the real-time data available for
all of the customer's vehicles are provided to this DMCS application. DMCS 27 stores
these data and passes them on to the CCS applications 30 in filtered format so that CCS
operators can observe (e.g., as icons on a monitor display or screen at their respective
stations) and communicate with only those vehicles for which they are responsible.

Another function of DMCS 27 is to provide interfaces to a customer's other
management applications such as accounting 31, human resources 32, inventory control
33, and computer aided dispatching 34 systems. Data are accessed and reports are
generated by a database reporting application 36. The interface between DMCS 27 and
CCS 30 and database reporting 36 applications is conventional TCP/IP. These
applications may run on the same or separate computers using, for example, Windows
(trademark of Microsoft Corporation) 95, Windows 98 or Windows NT (or any advance
of such software, or any software of other providers which enables the same or similar
functions to be performed). The operator’s other applications interface to DMCS 27
through standard or custom interface protocols.

The DMCS application is responsible for tying together the NDC server
applications, CCS and database reporting applications, and the operator's existing

applications (e.g., the customer's management information and back office systems) into an
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integrated system. The DMCS acts as the enferpxise connection to NDC 10. It establishes
TCP/IP socket connections to the NDC real-time and data log servers 32 and 33 as
required, and maintains access to data for all of the fleet operator's vehicles to be tracked
by the PROTRAK system. Vehicle location and message data is provided by NDC 10,
and DMCS 27 sends real-time messages and commands to the vehicles and may request
archived tracking information from the NDC for time periods when the DMCS was not
logged-in to the NDC.

The CCS (or each of multiple CCSs) 30 is primarily a real-time vehicle location
display and messaging tool to support dispatching functions. DMCS 27 routes commands
and messages from CCS 30 to NDC 10, and provides tracking data from the NDC to the
CCS for only those vehicles that the CCS operator is controlling (i.e., dispatching,
monitoring, scheduling, etc.). The DMCS supports multiple CCS applications operating
simultaneously, controlling and viewing different groups of vehicles in an overall fleet.

DMCS 27 also supports database queries from multiple CCS 30 and database
reporting 36 applications. Each CCS 30 requires real-time information from the database
regarding vehicle drivers, dispatching, scheduling, and cargo. The database reporting
application requires historical tracking data and information from other systems as

necessary to produce reports pertaining to the customer's business.

1. The Network Distribution Center

The NDC 10 architecture will be briefly described with reference to the exemplary
NDC software and hardware system in the simplified block diagram of FIG. 3, which
emphasizes communication protocols used by the NDC software applications. As noted
above, the NDC 10 controls information flow between vehicles (e.g., 17) and their fleet
subscriber command station (e.g., CCSs 14 and 15 at customer site 13) logged into the
system. The RF network is managed by the NDC by controlling network timing, and
determining the nature of the data transmitted to the vehicles. All data received by
Network Hubs (e.g., 11-1, 11-2) are collected by NDC 10 for processing, distribution to
customers, and data archiving, and the NDC allows customers to log in via the Internet,
TCP/TP network, or other suitable connection 40. An interface to a PROTRAK Data

Center (PDC, not shown) supports roaming between cities and overall tracker-fleet
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subscriber identification.

An NDC Server 42 in NDC 10 communicates with the CCSs 14, 15, etc., as well
as with NDC command stations (not shown) within the NDC, and Network Hubs 11-1, ...
11-i, through respective sockets and related net connections including a router and a
modem, and also with a Network Timing and Control Computer (NTCC) 47 through a
serial interface 49. The NDC Server has only one interface -- 2 messaging protocol which
will be described presently. NDC administrators use NDC Command Stations (which are
similar to CCSs, but within the NDC) for display, control, analysis and maintenance of the
NDC Server. NDC Server 42 is assigned a registered domain name and an IP address on
the Internet to allow fleet subscribers and/or NDC command stations to connect to the
Server through the Internet rather than using a system modem bank. By way of illustrative
example and not limitation, three different connectivity options are shown in the NDC
hardware block diagram of FIG. 4.

As noted above, DMCS 27 interfaces with the customer’s critical business
applications 31, etc. including accounting, inventory control, human resources, etc., as
well as with CCSs 14, 15, etc., and NDC 10. NDC Server 42 controls all data sent to and
received from vehicles and command stations, and also controls the configuration of the
TDMA vehicle transmission UHF radio network by assigning vehicles to specific time
slots for transmission and controlling which vehicles are allowed to operate. Data from
vehicles 17 received from the Network Hubs 11-1, etc. are combined and decoded, and
then provided to fleet subscriber CCSs for use in maintaining control of the radio network.
Data from CCSs are sent to vehicles as required, and are also used to schedule the
appropriate level of update service, with the data being transmitted to the vehicles over a
serial interface to each NTCC computer at the NDC.

The network control function is the most critical task of NDC server 42,
performed in real-time based on prompts from NTCC 47. System requirements for
substantial TCP/IP support, Internet, and maintenance and support workstations require
use of a platform such as Windows NT, which aliows the system to make use of third
party hardware and software. Running this task periodically, once per second, is
accomplished, first, by providing the network control function with sufficient priority to

complete its required tasks within the one second period allowed; and, second, by polling
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the NTCC serial interface at a high rate to detect the reception of timing data indicating
that the server should start the network control task.

NTCC 47 controls the real-time portion of the PROTRAK system, including the
SCC 48 transmit timing through a feedback loop (to be discussed presently in connection
with FIG. 6) using an FM receiver in a roof module. One NTCC roof module 55 (FIG. 4)
exists for each FM radio station 12 supported by NDC 10. The NTCC 47 is also
responsible for introducing frame ID data and differential correction data into the
transmitted data stream. Data packets generated by server 42 are sent to NTCC 47 for
inclusion in the output data stream. By having NTCC 47 communicate with SCC 48 via a
dedicated modem 51 and telephone line or other line that is not part of the modem rack
used for the Network Hubs and the CCSs, the time-critical interface for timing and
corrections is separated from any unpredictable activities of the modem rack or ethernet
interface.

NTCC 47 monitors the FM station 12 broadcast for timing and content. If the
broadcast was received skewed with respect to the GPS integer second, then timing
correction commands are sent to SCC 48. The NTCC also compares the received
broadcast data to the data block that was transmitted, to ensure the data was correct. FM
received signal strength is also monitored to detect changes in FM broadcast power.
Broadcast and SCC status are provided to the server 42 so that it can determine what
action to take in the event of a failure.

A number of Windows NT workstations constitute the NDC command stations
(e.g., 43, 45, FIG. 4), which are connected to NDC server 42 via 100 Mbps ethernet or
other suitable path such as a local area network (LAN). These stations provide the
capability to perform several functions, including displays of different areas of the
navigation grid, network and modem monitoring, data log analysis, user account
maintenance, and software development.

The NDC server 42 may communicate with the Network Hubs and CCSs via a
TCP/IP, or by way of other connectivity options such as those shown in FIG. 4. A US
Robotics Total Control modem rack, for example, may be used to provide TCP/IP
connectivity to the server. Each rack is implemented to support 48 modems via 2

conventional T1 lines, and several racks can be stacked to support a larger number of
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modems. The server may, for example, have two independent ethernet networks, and the
modem rack is on a separate network from the NDC command stations so that NDC
command station network activity will not introduce any latency in the modem data. User
connections do not have any real-time requirements, but data transferred between the
server 42 and the Network Hubs (e.g., 41-1, ..., 41-I) must occur regularly at one second
intervals.

A time-line of the network data flow is shown in FIG. 5. Data transmitted by the
vehicles on frame 1 is available to the NDC server 42 (FIG.3) at the beginning of frame 3.
On the detection of the start of frame status from the NTCC 47, that data and user data
received over frame 2 are processed. Data packets to be transmitted to vehicles are also
sent to the NTCC. In the last part of frame 3, the NTCC formulates a data block which is
sent to SCC 48 during frame 4. The SCC finally broadcasts the data block on frame 5.

The network control function comprises radio network management, vehicle and
user input data processing, and base output data processing. Based on the time-line
shown in FIG. 5, these tasks combined must bégin promptly with the detection of the start
of a frame (based on serial data received from the NTCC) and complete within roughly
one-half second.

NDC 10 controls the assignment of network transmit slots to the vehicles and
manages the exit and entry of vehicles into and out of the network. It also coordinates the
broadcast of network control, vehicle control, message, and system identification packets
to the vehicles. Network management in the system must run at one second intervals and
complete within about one-half second. The system maintains data structures for all active
vehicles and fleet subscriber command stations, and has a capability to cross-reference

vehicles to fleets and to assigned broadcast slots. Data required includes:

. vehicle position for transmission to fleet subscribers, and for data logging; position
data may also be used for UHF frequency reuse or FM channel assignment;

. the transmit slot(s) occupied by the vehicle;

. the vehicle's tracker ID, local control ID, owner, and group;

. message and control acknowledges, retries, and time-outs;

. roaming information; and

. service type, including nominal update rates, real-time service or track history
requirements.

The NDC server requires efficient and logical algorithms to assign vehicles to the
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transmit slots. The various vehicle update rates, as well as reserving space for network
entry and polled response vehicle transmissions must be taken into account. Periodic
transmit slot defragmentation may also be required. In practice as the system runs,
vehicles enter and exit the network continuously, and slots must be reassigned for use by
subsequent vehicles.

Data transmitted by the vehicles such as 17 (FIG. 3) is received at NDC 10 from
the Network Hubs (e.g., 11-1, 11-2) via a modem bank in which the modems connected to
the Hubs have the highest priority with respect to data transfer between Hubs and NDC
server 42. NDC 10 processes the network data in one second intervals, and therefore, the
vehicle data from each Hub must be available for processing by the NDC server during the
one second interval after that frame's data was received by the Hubs.

The server 42 performs space diversity processing, error control decoding and
error correction, and decryption on the received vehicle data packets. Data received in
time slots assigned to vehicles may be available from multiple Hubs. Since only one
vehicle 17 has been transmitting, the received data at each Hub should be the same.
Multi-path signal loss and other factors can cause errors in the received data, but those
errors are likely to be different for each Hub. NDC 10 can then blend the data from all
Hubs to produce a most likely solution.

After diversity processing is completed, error detection/correction processing is
performed. The vehicle data packets are coded to allow numerous bit errors to be
corrected through interleaving of the data bits and forward error correction coding. The
data packets are then decrypted.

The received data packets are parsed and the information is used to update the
NDC network control data structures. State and status data are logged for off-line
analysis. Vehicle state data and fleet subscriber data are provided to the logged in fleet
subscribers as it is received. The logged state data may be used to provide fleet
subscribers with vehicle tracking history rather than real-time tracking data.

In the case of data received from customers (fleet subscribers, owners, or lessees,
for example) 13, the data is processed as follows. Commands and data requests from
logged-in fleet subscribers will be combined with vehicle information to generate vehicle

control, network control, and messaging packets to be transmitted to the respective
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vehicles 17. Events such as customers logging in or out may control whether or not
vehicles are allowed to enter the network or are forced to exit. For customers desiring
real-time tracking data only, the respective vehicles are not allowed in the network unless
they are logged-in. Other customers may require track history information and, in those
cases, vehicles are tracked any time they are on. Fleet subscribers with low update rate
needs, e.g., a few times per day, may request vehicle positions manually through their
command stations. Their vehicles are polled by the NDC 10 based on a fleet CCS request,
but cannot enter the periodic part of the network. Some subscribers, such as those that
provide emergency response services, are able to request changes in vehicle position
update rates from their command stations.

When roaming is implemented, fleets are allowed to track vehicles on any grid
regardless of their NDC connection. Since fleet subscribers may not know where their
vehicles are located at any given time, the system of the invention aggregates data for all
vehicles through a wide area network connecting each NDC to enable the CCS to display
all vehicles, regardless of the market (metropolitan or other area) in which they are
located.

Transmit data is generally processed as follows. On each one second frame, the
NDC 10 generates base message data packets to be broadcast to the vehicles 17. The
NDC periodically sends Grid, FM, and UHF identification packets. Text message and user
data packets are sent as requested by the CCSs such as 14, 15. Network configuration
and vehicle control packets are generated from the network management function. All
packets are sent from the NDC server 42 over a high speed serial interface 49 to the
NTCC 47. The NTCC blends NDC packets with real-time packets and differential
corrections and sends a complete base message block to SCC 48. SCC 48 then transmits
the base message at the start of the next second. At least a two second delay exists
between the time NDC server 42 sends a packet to NTCC 47 and the time it is transmitted
by the 48.

Since the NDC server 42 essentially places data packets into an output queue on
the NTCC computer, NTCC 47 must indicate to the server the space available in the
buffer. Depending on vehicle and user actions, some frames may generate many

network/vehicle control or message packets and others may not generate any. NTCC-
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supplied DGPS correction packets also use bandwidth periodically. This produces a
variable delay between the time the packets are generated by server 42 and the time they
are actually received by the vehicles 17. The NTCC 47 must provide server 42
information regarding size of the queue, so that the server does not, on average, overflow
the output bandwidth of the FM broadcast from station or tower 12.

A data packet priority system may be implemented so that some packets are sent
sooner than lower priority packets that were queued first. For example, text message
packets may have a lower priority than vehicle control packets. As packets are delayed in
the queue, their priority is increased so that they are certain to be transmitted with a
maximum of a few frames of delay.

Data to be logged by the NDC server includes information for billing, vehicle track
history for some subscribers, and detailed radio packet log data for test, analysis, and
maintenance purposes.

A PROTRAK Data Center ties the individual city NDCs 10 together into an
integrated system to support national roaming, and serves as a central point for a database
of vehicle-mounted tracker IDs and customer IDs with a cross-reference. Subscriber
profiles indicate what services and update rates each vehicle tracker requires. Data for
roaming vehicles is transferred from the NDC 10 at which it is received to the NDC at
which the subscriber is located through the PDC.

The NDC database from which the server dispenses information to CCSs, NDC
command stations, etc. upon request is a high capacity database program such as
Microsoft structured query language (SQL) server or Oracle 8 enterprise. Since these
applications and their associated users are only allowed to access a subset of the data
stored in the database, the NDC server is responsible to authenticate users and prevent the
unauthorized access of data. For example, a CCS used by Customer A is not normally

allowed to access tracking data logged for Customer B unless authorized by Customer B.

IV.  The PROTRAK Network
The PROTRAK system time division multiple access (TDMA) RF network

control, messaging and user data are transmitted to tracking computers (trackers) installed

in the respective fleet vehicles to be tracked, over an FM broadcast subcarrier. Tracker
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transmissions include tracker position, network status, and user data. Vehicle data are
transmitted to Network Hub sites using the conventional UHF business band. Network
frame timing and tracker transmit slot timing are ultimately controlled by GPS-derived
precise timing. The NDC manages the network and tracker slot allocation. Data sent by
the NDC are transmitted via modem to the FM broadcast station, and data received from
the trackers are provided via modem from the hub sites.

For the base broadcast, the TDMA network timing is based on precise time from
GPS. The network is partitioned into one second long frames, 3600 frames are present in
a frame cycle, and 168 frame cycles exist in one week. Since the frame cycle period is an
even divisor of 604800 (the number of seconds in a week), the frame number can be
directly determined from GPS time. To support network users (fleet subscribers) without
GPS receivers, the frame number is transmitted in each base message.

A bit-sync in the base broadcast controls the timing of the entire network,
indicative of the start of each network frame to the trackers and Network Hubs, all of
which have FM receivers. The Hubs and trackers with position information account for
their distances to the FM transmit antenna to derive the frame start time.

The manner of handling closed loop timing will be described with reference to
FIG. 6, which illustrates the base message feedback loop for bit-sync timing. The base
message contains a bit synchronization pattern which is used to control tracker broadcast
timing. The synchronization is controlled to indicate each GPS integer second by a closed
loop feedback system. NTCC 47 at the NDC uses an FM receiver 58 and GPS receiver 54
to measure the delay between the integer second and the arrival of the bit-sync in the FM
subcarrier transmission received at the FM receiver. After accounting for the
predetermined distance between the FM broadcast antenna 53 and the NDC, the difference
between the GPS indicated integer second and that indicated by the bit-sync is sent to SCC
38 at the FM station via modem(s) 47. SCC 38 then slews the broadcast start time to
correct for the measured error.

The SCC receives transmit data and timing control information from the NTCC
computer 47, and clocks the data out to the subcarrier modulator 68. For example, an
external USRobotics 28.8Kbps modem is connected to SCC 48 via a Motorola 68332
peripheral serial communications interface (SCI). SCC 48 answers calls from NTCC 47,
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data to be transmitted on the next frame is provided by the NTCC, and the SCC buffers
that data for transmission. NTCC 47 also provides SCC 48 with timing control
commands, which the SCC uses to adjust the start time and period of its transmit frame
clock to maintain coherency with the GPS integer second. The SCC sends mode and
status information to the NTCC.

SCC 48 must accurately control the timing of the start of the output data stream so
that the bit-sync pattern leaves the transmit antenna at a precise time with respect to the
GPS integer second. It is desirable that the start of the data transmission be repeatable to
less than one microsecond (tsec) and be controllable to about 0.4 pisec. The SCC uses
programmable timers within the time processing unit (TPU) of the Motorola 68332
microprocessor to trigger the transmission of data to the subcarrier modulator. NTCC 47
uses data from FM receiver 58 and GPS receiver 54 to evaluate the offset and period of
the base transmission. Synchronization is achieved by changing the timer period based on
commands from the NTCC. When the system is first turned on, a period of about 20-30
seconds is required to achieve synchronization. Thereafter, minor corrections to the SCC
clocking are provided periodically. The data clock is acéurate to less than about 2 parts
per million (ppm) relative to the receive data clocks on the remote trackers. A detailed
description of the timing control algorithms employed by NTCC and the trackers installed
on the vehicles is presented in Section V below.

In practice, SCC 38 is mounted together with subcarrier modulator 68, modem,
and DC power supply for the SCC in a rack. Subcarrier modulator 68 may be an
SCA-300B subcarrier modulation generator available from Circuit Research Labs, Inc. of
Tempe, Arizona, which receives binary data from SCC 48 at a +12V data input port 61.
The binary data is filtered and modulated on a digitally generated subcarrier. Subcarrier
modulator 68 also has two discrete switch closure inputs 59, 60 which are used by SCC 48
to turn the subcarrier on and off.

The NTCC roof module 55 includes GPS receiver 54, PROTRAK CPU 56, and
FM receiver 58. CPU 56 compares the time at which the FM bit synchronization is
received by receiver 58 to the integer second pulse-per-second (PPS) from the signal
received by GPS receiver 54. Time difference is measured by recording at a timing control

register of the TPU in the Motorola 68332 microprocessor on receipt of the PPS and on
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receipt of the bit-sync. The TPU timer resolution is on the order of 0.2 pisec. The
measured time difference provided to NTCC 47 is used to compute timer corrections for
SCC 48 to apply to its transmit timer.

The NTCC acts as the real-time interface between the NDC server and the
network. For timing control, NTCC 47 maintains the network frame count based on GPS
time and computes and provides updates to the SCC transmit timer to keep the base
transmission aligned with GPS time. Three timing controls are available, as follows: (1) In
frame lag/advance control, for PPS-bit-sync offsets greater than 0.5 seconds the NTCC
can delay or advance the frame number contained in the output data so that the transmitted
frame number matches the actual frame as defined by GPS, which allows the time to be
adjusted in one second steps. (2) In SCC transmit timer lag/advance control, for offsets
0.5 seconds or less the transmit timer can be loaded with a longer or shorter value to
introduce a one-time shift in the output time with respect to the GPS integer second. (3)
In SCC transmit timer period adjustment control, the interval between bit-sync epochs and
the PPS integer second can be measured, and scale factor (frequency) etrors in the
transmit timer can be corrected by adjusting the nominal timer value up or down.

A period of 20-30 seconds of coarse alignment may be necessary or desirable using
controls (1) and (2), above. Once the SCC is synchronized, controls (2) and (3) are used
to make fine corrections to the synchronization to account for small timer errors
attributable to temperature and residual synchronization errors.

"Base messages" are data sent from the NDC to the trackers over the broadcast
network on the FM subcarrier. The base message data contains network control
information, repeating interval slot allocation definitions, DGPS correction data,
messaging/paging data, and user specific data. The format of the base data broadcast to
trackers will be described presently herein.

For information flow, message data which controls network activity (network and
tracker control packets) is created by the NDC server 42 (FIG. 4) in response to data
received from trackers and from CCSs (e.g., 44) (or NDCs, e.g., 43). Paging and user
data packets are created from commands by the users. These packets are sent to NTCC
47 for assembly into a base message. The NTCC adds a network frame number and DGPS

correction data, as required, and then applies encryption, error control coding, and bit
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interleaving. The resulting message is sent to SCC 48, which inserts the bit-sync pattern
and transmits the message data at the beginning of the next frame. The processing steps
are summarized as follows:

1. NDC 10 computes base message data packets and sends them to NTCC 47.
2. On each one second interval, NTCC 47:

a) Assembles available data packets from NDC 10, frame number, and DGPS
corrections, if necessary, into a single message block. Unused bytes are
filled with a pad.

b) Performs encryption on the message block.

c) Performs error control coding on the message block. A Golay (23,12)
code is used in the presently preferred embodiment, but a different code
may be used.

d) Performs bit inter-leaving. Data is transmitted by sending long segments of
all bit 1's followed by bit 2's ete., which provides significant burst error
correction capability.

e) Sends the message block to SCC 48 for transmission.

3. SCC 48 inserts a bit synchronization pattern in front of the message block, Milier
encodes the data, and transmits it to the sucarrier modulator 68 (FIG. 6) at the

start of the frame after the message block is received from NTCC 47.

The format of the message block is as follows. The maximum bit rate for the
SCA-300B subcarrier modulation generator used as 68 is 4800 bps. It is desirable to use
the maximum available bit rate consistent with modulation index requirements (for receiver
sensitivity) and data block size. A Golay (23,12) code is used with bit interleaving; data is
sent in 40x23 = 920 bit blocks. Five blocks are transmitted for a total of 4600 bits. SCC
48 Miller encodes the data and adds the bit sync. The Miller code doubles the number of
bits so the SCC will transmit data at a bit rate of approximately 9328.36 bps. 4600 bits
require 986.24 milliseconds. Since an 8 bit preamble and 24 bit long bit sync require
6.8608 msec, SCC 48 has a 6.8992 millisecond gap time to restart the transmit clock with
updated synchronizations to send the next message.

FIG. 7 is a diagram of the base (NDC) message broadcast format. At the start 70
of each integer second the bit-sync pattern 71 is transmitted, followed by the base message
data 72, and finally by a very brief interval 73 of dead time up to the start of the next
integer second. Bit interleaving is applied to the base message to reduce susceptibility to
burst errors. Interleaving is applied on a block by block basis. The Golay code corrects 3
errors in 23, so 40 bit deep interleaving allows a burst of 120 bits or 25.728 milliseconds

to be corrected. This is long enough to correct desensitization that occurs in the shared
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transmit/receive antenna when a tracker transmits in its 20 millisecond TDMA siot.

For bit synchronization, the trackers and Net Hubs use the bit-sync in the FM
broadcast to synchronize their clocks for transmission and reception of tracker data.
Trackers with valid position data can use the known range to the FM broadcast site to
offset their transmissions to account for the delay in reception of the bit-sync.

For tracker identification, all trackers are assigned a 30 bit tracker ID at the
factory, unique throughout the PROTRAK system. While this could be the only ID used
to identify a tracker, a shorter ID is assigned to trackers when they receive their main
repeating interval slot assignment, which allows the NDC Server to identify trackers in its
RF network grid with fewer data bits. The shorter IDs consist of a Network ID and an
Interface ID. Since two network sizes are used, the most significant bit of the 16 bit ID is
used to indicate the network size. Table 1 below shows the Network/Interface ID format
for the two lot sizes used.

Table 1. Network/Interface ID Format

13 918 7 6 5 4 3 2 110
15 |14 12 |11 {10
0 Network ID Interface ID
1 Network ID Interface ID

To minimize disruption of the text, other tables are, for the most part, set forth in
Appendix B.

Trackers may be assigned an ID within one of the 128 Networks with 256
Interface IDs or one of the 2048 Networks with 16 Interface IDs. Network IDs are used
by the NDC Server to reduce the number of bits required to identify a subset of a
customer's tracker modules. For example, if a fleet operator sends a message to ten of its
trackers (vehicles) that are all contained in the same 16 tracker network, the NDC server
may individually address these trackers using 52 bits, with 12 bits indicating the Network
ID an only 4 bits being required to identify each tracker Interface ID.

Since the DMCS manages customer groups, the NDC server may coordinate with
the DMCS to learn about customer groups. Or, the NDC server may use logged data to
determine what trackers have been grouped together. As a result, the NDC server places

trackers of the same group and/or customer ID into the same network. While trackers
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from different customers and/or groups may be placed in the same network, tracker
groups that are placed together in the same network may be identified with a relatively
small number of bits.

The Network/Interface ID assignment scheme is used in data packet formats. The
base broadcast data contains a variable number of short data packets concatenated
together, which are of fixed or variable length depending on type. The packets include
DGPS correction data, network description information, user commands and messaging,

and tracker control commands.

A. Data Packets and Formats

Data packet decoding is performed after error detection/correction and decryption.
Each base message (i.e., from NDC 10) begins with a frame ID. Data packets follow until
the available space in the data block is filled or no packets remain to be sent. The unused
space in the message is filled with all zeros that encode to an alternating one-zero pattern
in Miller code. Each packet starts with a packet ID byte followed by the data in the
packet and a checksum/parity word. Synchronization of the packet decoder on the data is
maintained by verifying the first byte afier the frame ID is a packet ID, and then looking
ahead the number of bytes in the first packet to verify that checksum is correct and the
subsequent byte is also a valid packet ID. This continues until all of the data packets are
decoded. A Base Packet Summary is set forth in Table 2 (Appendix B).

Text message packets are generated in response to messages/paging commands
from user command stations (i.e., from the CCSs). By way of example for the present
exemplary embodiment, the maximum message length is assumed to be 80 characters. In
addition, an optional 28 character response set may be appended as discussed below with
reference to pre-defined message response sets.

Text messages may be addressed to the trackers (i.e., to tracking computers
installed in the vehicles 17) in the following ways:

. Tracker ID

. Network/Interface ID

. Customer ID

. Interface ID

. Interface ID range within a Network

In the present exemplary embodiment, the tracker ID number is 30 bits, the
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Network/Interface ID is 16 bits, and the customer ID is 24 bits. A variable number of
address bits are reserved depending on address mode and number of trackers being
addressed.

Acknowledgment of text messages is performed by the tracker requesting an
auxiliary repeating interval time slot. The auxiliary slot repeats at 12 second intervals and
includes enough slots to send the acknowledgment, e.g., one plus additional slots to allow
for retries. ~ Table 3: “Text Message Packet - Single Tracker or Entire Fleet”; Table 4:
“Pre-Defined Message Response Sets”; Table 5: “Test Message Packet - Tracker Group™,
Table 6: “Tracker Group Message Interface ID List Packet”; and Table 7: “Tracker ID
List Block™, are set forth in Appendix B.

A “Pre-Defined Message Definition” packet (Table 8, Appendix B) provides
trackers (sometimes referred to herein as tracker modules) with a text message that should
be associated with a specified pre-defined message ID. Although individual trackers
request this definition, the message is broadcast to all trackers associated with a particular
customer (fleet operator, subscriber or user, as those terms are used interchangeably
herein). Trackers receiving this message store the pre-defined message definition if the
specified customer ID matches their known customer ID. This stored association is then
used to display the appropriate message upon receipt of a “Pre-Defined Message Packet.”
The latter packet allows a shorter message format for "canned" user messages that are
frequently transmitted by an individual customer. Since the trackers know the text of
these messages a priori, only a message ID and a 16-bit cyclic redundancy check (CRC)
need be sent by the NDC. The ID ideﬁtiﬁes the message and the CRC allows the tracker
to determine whether the text matches the CRC of the known pre-defined message.

Pre-defined message CRCs are computed using the entire pre-defined message.
Hence, a tracker may determine if the ID has been reassigned to a new message. If that is
true, or if a specified pre-defined message is unknown, the tracker may request the entire
pre-defined message using a “Pre-Defined Message Request Packet.” Upon receipt of
such a request packet, the NDC server provides the requesting tracker with the pre-
defined message in a “Pre-Defined Message Definition Packet.” Tracker addressing is
similar to that for text messages. The “Pre-Defined ID Message Packet” structure for a

single tracker or entire fleet is shown in Table 9, and for a tracker group, in Table 10, of
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Appendix B.

DGPS correction data packets (Table 11) are geherated by the NTCC and inserted
into the base message block at roughly 10 second intervals. The range/range-rate
corrections are computed by the GPS receiver (e.g., 54, FIG. 6) in the NTCC roof module
55. These may be in RTCM or other desired format. The scaling on the corrections is the
same as that in RTCM-104. The NTCC transmits correction data in a format with
complete "Type 1" and "Type 2" style corrections. Other RTCM message types may
alternatively be supported if desired. RTCM message types 1 and 2 have the same format,
with only the frame IDs being different. The packet is of variable length depending upon
the number of corrections therein. The number of bytes is 5+5N,.

A User Data message packet supports generic, user specific data that is sent to the
trackers from CCSs. The format of the message is similar to the text message packet,
having 80 data bytes available for any customer purpose. Customer specific software must
be programmed into the tracker, MDT, and CCS for the customer to make use of this
message. User Data packet addressing and acknowledgments are identical to those of text
packets. The “User Data Message Packet™ structure for a single tracker or entire fleet is
shown in Table 12, and for a tracker group is shown in Table 13.

A “Grid Identification packet” (Table 14) provides the trackers with the center of
local and adjacent PROTRAK navigation grids (e.g., see FIG. 11, to be discussed
presently herein). In an exemplary embodiment, the navigation grid is a square area about
262 Km on a side, roughly centered on each PROTRAK market area. Each navigation
grid (market) has a unique 15 bit ID number. The “Grid ID packet” is transmitted at
roughly 20 second intervals, and alternates between the local grid and adjacent grids.
Adjacent grid information is provided to allow roaming trackers to quickly locate the
PROTRAK system in new markets as they move through markets. Preferably, the
trackers store grid information in non-volatile memory.

The center of the navigation grid is provided in 24 bit scaled integers with an LSB
(least significant bit) of about 2.4m in latitude, which should be adequate for most tracker
navigation applications. The nominal navigation grid is assumed to be square and made up
of 1024 adjoining 64 square Km squares. If necessary, additional data may be added to
this message to define rectangular or oddly shaped navigation grids.
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An “FM Identification packet” (Table 15) provides the trackers with the FM base
broadcast frequencies and transmitter locations for the local and adjacent PROTRAK
navigation grids. The transmitter location is used for broadcast delay time computations.
The frequency of the subcarrier is also provided. Preferably, the trackers also store
transmitter information in non-volatile memory. The transmitter location is provided in 24
bit scaled integers with an LSB of about 2.4m in latitude, which is quite adequate for
broadcast delay computations. Each navigation grid may have multiple FM transmitters.
The packet supports up to 4 transmitters by a transmitter ID number. If required,
additional data in this message or aﬁother message may be used to define grid areas served
by each transmitter for capacity or coverage reasons.

A “UHF Identification packet” (Table 16) provides the trackers with the UHF
frequency on which they are to transmit their state data. Frequencies are provided for the
local and adjacent PROTRAK navigation grids. Here again, the trackers should store the
UHF frequency information in non-volatile memory. Each navigation grid may have
multiple tracker transmit frequencies, and the “UHF Identification packet” supports up to
4 frequencies by a frequency ID number. If necessary, additional data in this message or
another message may be used to define grid areas in which to use each UHF frequency for
capacity or coverage reasons.

NDC 10 transmits a packet containing the current GPS time at 10-20 second
intervals to aid the initialization of the vehicle-mounted GPS receivers associated with the
trackers. The “GPS time packet” (Table 17) is computed and inserted into the base
message block by the NTCC. The time zone offset and UTC leap seconds are added to
the current GPS time to determine local time.

A “set main repeating interval slot definition packet” (Table 18) assigns a
continuous repeating interval and a Network/Interface ID to a tracker. Trackers receiving
this packet send a tracking update to NDC server 42 when (Frame ID) mod (Interval
Length) is equal to the repeating interval index indicated in the packet. If a tracker already
has an assigned main repeating interval, it will be replaced by the interval in this packet.
Trackers can determine if this packet is addressed to them by checking whether the tracker
ID field is equal to the recipient's tracker ID. Ifit is, the tracker will use the assigned

repeating interval and Network/interface ID. Otherwise, the tracker will ensure that none
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of its repeating intervals match the described interval. If the described interval matches the
tracker's current main interval, the tracker will cease using this interval (and
Network/Interface ID) and attempt a network entry. Or, if the described interval matches
one the tracker's current auxiliary intervals, the tracker will remove this interval from its
List.

The Network/Interface ID assigned with the main repeating interval is valid while
the main repeating interval is valid. As a result, trackers will respond to messages with
their Tracker ID or their temporary Network/Interface ID while they are in the RF
network. Once a tracker exits from the RF network (or had its main repeating interval
purged), the associated Network/Interface ID is no longer valid for that tracker. Trackers
receiving a main repeating interval assignment may use the assigned interval until they
request to exit the network, acknowledge a purge repeating interval packet, or exceed the
self- purge update count.

An “add auxiliary repeating interval slot definition packet” assigns a repeating
interval to a tracker for a single interval (Table 19). Trackers that receive this packet send
a tracking update to NDC server 42 when (Frame ID) mod (Interval Length) is equal to
the repeating interval index indicated in this packet. As a result of receiving this packet,
trackers will send a single update. Trackers may determine if this packet is addressed to
them by using the tracker ID or the Network/Interface ID field. If the tracker ID field
identifies the recipient, the tracker will use the assigned repeating interval to report its
tracking information to the NDC server. Otherwise, the tracker will ensure that it does
not report its tracking information using the described interval. It should be noted that
although a tracker may have multiple auxiliary repeating intervals, each tracker only has
one main repeating interval. Table 20 (Appendix B) shows the “Add Auxiliary Repeating
Interval Slot Definition packet” structure for a single interval by network/interface ID.

The “add auxiliary repeating interval slot definition” packet for a limited number of
intervals assigns a repeating interval to a tracker for a specified number of intervals.
Trackers that receive this packet send a tracking update to the NDC server when (Frame
ID) mod (Interval Length) is equal to the repeating interval index indicated in this
message, and these updates are sent by the trackers an interval count number of times.

Here again, trackers may determine if this packet is addressed to them by using the tracker
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ID or the Network/Interface ID field, and report their respective tracking information to
the NDC server, or not, in the same manner as specified above. Tables 21 and 22 show
the structure of the “Add Auxiliary Repeating Interval Slot Definition” packet structure for
a limited number of intervals by tracker ID and by network/interface ID, respectively.

An “Available Network Entry Slots” Packet (Table 23) contains a slot count that
indicates the number of slots within a one-second frame, and a bit mask that indicates the
slots that are currently available for network entry. Bit 0 of byte 2 indicates if slot 0 is
available, bit 1 of byte 2 indicates if slot 1 is available, bit 0 of byte 3 indicates if slot 8 is
available, etc. Before a tracker is allowed to send a “Net Entry Request” packet, it must
receive an “Available Network Entry Slots” packet and successfully receive every base
packet message prior to sending its “Net Entry Request.” The packet is only valid until
the next one is received, so the tracker will not send a network entry request in a slot that
is no longer available. The NDC server 42 broadcasts this packet as the available network
entry slots change, and also sends it at least once every 10 seconds.

A “Repeating Interval Slot Configuration Information” Packet (Table 24), sent
every 30 seconds by the NDC Server, indicates the frame cycle length, the self-purge
interval count, and the tracker ID request mode. Each of these values is needed for a
tracker to determine the transmit timing and/or format of its periodic tracking update
packets. The frame cycle length indicates the number of one-second frames that are
contained in a frame cycle. Since this number will always be a divisor of the number of
seconds in a GPS week, a frame ID may be determined using GPS time. The Frame ID is

calculated using the GPS Second as follows:
Frame ID = (GPS Second) mod (frame cycle length)

The self-purge update count indicates the number of periodic updates that a tracker
may provide in an assigned repeating interval slot without requesting to re-enter the
network. Trackers with an assigned repeating interval slot must request to have their
repeating interval slot re-assigned to them by indicating "Re-assign Main Repeating
Interval Slot Request" or "Re-assign Auxiliary Repeating Interval Slot Request" for their
network status code. Trackers that fail to have their repeating interval slot re-assigned

before reaching the self-purge update count will purge their assigned repeating interval
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slot.

The “Tracker ID Request Mode” indicates if trackers are required to supply their
tracker ID number within tracker data packets. This request mode may indicate that
trackers are not required to supply their tracker ID number, trackers are required to supply |
their tracker ID for their next update only, or trackers are required to supply their tracker
ID for all updates.

Tracker modules collect built-in test (BIT) information, which is then supplied to
the NDC Server at the rate (in seconds) specified in the “Repeating Interval Slot Config
Info” packet. If the rate is zero, the tracker is not required to supply the BIT packet. If
the rate is greater than zero, the tracker will provide its BIT packet at the rate indicated.
To supply a BIT packet update, trackers request an auxiliary slot when (tracker ID) mod
(BIT packet rate) equals the current frame ID. As a result, tracker requests for auxiliary
slots are distributed evenly. If a request for auxiliary slot would interfere with a tracker's
scheduled update, the tracker will defer the request to a later time.

The NDC server uses a “Network Entry Response™ i)acket (Table 25) to respond
to a tracker's network entry request when the tracker's service type does not otherwise
permit network entry. The assigned tracker state code contained in this packet enables a
tracker to determine its type and requirements to be assigned a repeating interval slot.
Manual tracking trackers are to wait for a “Repeating Interval Slot Definition (Single
Interval)” packet, and login-only tracking and unknown trackers must wait for a “Network
Entry Request Permission” message. The NDC server 42 may send a “Network Entry
Request Permission” message as a result of a CCS (e.g., 14, FIG. 3) connecting to the
DMCS 27 or because an individual tracker's service type has changed.

The NDC erver sends a “Network Entry Request Permission” packet (Table 26)
to a subscriber's entire fleet of LOT trackers, to a subscriber group of trackers, or to an
individual tracker, for one or more trackers to request network entry. If a subscriber is not
connected to view its group of LOT trackers, the trackers are not allowed to enter the RF
network but are notified instead to wait for network entry request permission. When a
subscriber connects to the DMCS using CCS software, the DMCS checks whether a
subscriber with this ID is already connected, and, if not, sends a message to the NDC
Server identifying all trackers in the CCS user's group. The NDC Server responds to this
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message by sending a “Network Entry Request Permission” packet to allow the trackers in
the CCS user's group to request network entry. Depending on the subscriber group size
or subscriber fleet size, this packet may be sent by the server to the entire fleet or to only a
group of trackers, with a view to reduce the required RF bandwidth as much as possible.
The “Network Entry Request Permission” packet may also be sent if a tracker's service
type is modified, such as if a manual tracking tracker is changed to a continuous tracking
tracker.

A “Purge Assigned Repeating Intervals” message (Table 27) is sent by the NDC
server by Tracker ID, Customer ID, or Tracker ID List Packet, to indicate that a tracker
or a group of trackers should purge some or all of its assigned repeating intervals. This
would be done, for example, when the only subscriber in a group of LOT trackers
disconnects from the DMCS, because information from those trackers is no longer
reported when its viewing is ceased by the disconnected subscriber. The DMCS provides
a list of trackers to be removed from the RF network to the NDC Server. The “Purge
Assigned Repeating Intervals™ message may also be sent to individual trackers, such as
where a continuous tracking tracker has its service changed to manual tracking, in which
case the tracker in question is informed of its new service and to wait for a repeating
interval slot. Similarly, if an individual tracker’s service type and update rate are both
changed (e.g., from continuous with an update rate of 30 seconds to LOT with an update
rate of 60 seconds) it will be sent this message if its subscriber is not connected to the
NDC server. And where a tracker has been assigned an auxiliary interval for an
emergency condition, to report data at a high update rate, for example, for a short period
in addition to its main repeating interval, the message is sent by the NDC server to that
tracker when the emergency ends, to purge its auxiliary repeating interval.

Trackers acknowledge receipt of the “Purge Assigned Repeating Intervals”
message by setting the appropriate status bit in their next periodic update, or, if necessary,
by requesting a one-time slot to provide an acknowledgment. A tracker whose main
repeating interval slot is purged may use that slot a final time to provide the
acknowledgment in a state and status tracker packet. When the NDC server receives a
purge acknowledgment, it may reassign the repeating interval slot at that time, or wait

until a self-purge update count has been reached to re-assign it.
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When a Text or Pre-defined text message is sent to a tracker, a pre-defined or
custom response set may be identified, indicating the text labels associated with the mobile
data terminal softkeys when the message is displayed. When a softkey is pressed to
respond to a message, the softkey number is returned to the NDC server in a "Message
Response State and Status" or a "Message Response Reduced State and Status." A
“Message Response Acknowledge” base message (Table 28) acknowledges the NDC
server’s successful receipt of a response packet. A message response is only discarded by
the tracker module if it successfully received an acknowledgment within 2 minutes;
otherwise, the response is re-sent.

A “Site Dispatch” Message (Table 29) aids in automating the fleet operator's
ability to determine when a specific tracker has arrived/departed from a job site, by
providing the tracker module a pair of latitude/longitude values that define the tracker's
next job site, and a text description of the site location (destination address). Upon
receipt, the tracker module acknowledges the message using a “Message Response State
and Status” or “Message Response and User Data” packet.

‘ Trackers send “Site Status” packets when they enter or leave one of their known
éites. A “Site Purge” Message packet (Table 30) from the NDC requests a tracker to
remove one of its known sites. After receiving this packet, the tracker will no longer
provide a “Site Status™ message for the site associated with the “Site ID” specified in the
“Site Purge” Message.

A “User Data Acknowledge” packet (Table 31) serves to acknowledge the NDC’s
receipt of a reliable user data message from a vehicle's tracker. The tracker retains a copy
of all reliable user data packets until it receives this acknowledgment message from the
NDC server. If the acknowledgment is not received within 2 minutes, the tracker will
resend the reliable user data packet.

An “NDC server Boot Sequence ID” may be used by the tracker to determine if
the NDC server of a navigation grid (see the reference to and discussion of the “Grid
Identification™ packet above) has re-booted. When a tracker module discovers that this ID
has changed, it purges all RF state information (including RI Slot assignments) received
with a previous boot sequence ID. New RF state information received is then associated

with the new “NDC server Boot Sequence ID.” The “NDC Server Boot Sequence ID”
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allows trackers in low-power mode or trackers that have been out of FM subcarrier range
to determine if their RI Slot and other information is still valid. Trackers that have been so
for an extended period of time must ensure that the NDC Server boot count has not
changed before they provide a tracking update. A “Grid Ident;ﬁcation Packet2" (Table
32) provides the “NDC Server Boot Sequence ID.”

A “Site Status Acknowledge” packet (Table 33) is used to acknowledge the
NDC’s receipt of a reliable “Site Status™ message from a tracker. The tracker retains a
copy of each reliable site status message packet until it receives this acknowledgment
message from the NDC Server. If the acknowledgment is not received within 2 minutes,
the tracker re-sends the reliable “Site Status” packet.

B. Tracker Messages

Tracker messages are transmitted from the trackers to the NDC over the TDMA
UHF radio network. Tracker data consist of navigation state information, responses to
network related commands from the NDC, paging/messaging responses, and user specific
data. Each tracker has its own unique assigned repeating interval slot(s) to transmit its
data. The data are received by the network hubs and transmitted to the NDC when each
frame is complete. According to an aspect of the invention, since a tracker data packet
may be received by more than one hub, the NDC is provided with a capability to perform
diversity processing to aid in recovering corrupted data.

Although, according to the invention, trackers generally have an assigned
continuous repeating interval time slot in the TDMA network, provision is made for
trackers with low update rate requirements to operate in a polled mode, in which NDC 10
must request such low update-need tracker installed on a vehicle 17 to transmit during a
single repeating interval time slot. A short time before the tracker's assigned transmit time,
the tracker must assemble a packet of data for transmission. Based on the broadcast FM
bit-sync received at FM receiver 58 of NTCC roof module 55 and estimated distance to
the broadcast antenna 53 (FIG. 6), the applicable tracker must begin its transmission at its
assigned transmit time within its assigned repeating interval slot with an accuracy of about
one microsecond.

Over each frame, each Network Hub 11-1, etc., attempts to receive data from
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trackers in every time slot. At the end of the frame, Hub-received packets are packed into
a single message and sent via modem to the NDC 10. The NDC server 42 performs error
correction and diversity processing on the tracker packets from all of the hubs. Tracker
state data is logged and/or transmitted to the applicable CCS and/or NDC Command

Stations via the TCP/IP or other connectivity application. Summarizing, the processing

steps are:
1. On the frame prior to its assigned repeating interval transmit slot, the tracker:
a) Forms a data packet to be transmitted;
b) Performs encryption on the message;
c) Performs error control coding on the message (preferably using a (12,8)
code, although a different code may be employed if desired);
d) Performs bit interleaving (a complicated interleave pattern is required to

reduce bit errors when the data is shified by 1 bit from truth, to permit the
hub baseband processing. The interleave scheme provides a depth of 11
bits, which improves burst error correction capability).
2. A high resolution timer synchronized to the GPS integer second using the FM
bit-sync and tracker position is set to trigger the tracker transmission at the
appropriate time with an accuracy of about one microsecond.
Each hub attempts to clock in data at the appropriate time for each slot.
4. At the end of a frame, the hubs send all tracker data received over the frame to the
NDC.

w

Tracker message timing, and format of the tracker data block must be considered.
The tracker broadcast TDMA network consists of 168 frame cycles in one week, with
each frame cycle having 3600 one second long frames. Each frame is divided into several
tracker transmit time slots. The number of slots depends on the tracker message length,
the transmit bit rate, and the required gap between slots for transmitter power up/down
and message propagation delay. The transmit rate is 7812.5 bps (15625 bps Miller
encoded). A tracker message length is 144 bits, 8 Miller bits of preamble (10101010).
The transmit data requires 18.944 milliseconds. A total slot time of 20 milliseconds is
therefore allocated to allow for speed of light delays and transmitter power on/off time;
accordingly, 50 tracker transmit slots are available on each frame. An example of one
tracker transmit frame is shown in FIG. 8, in which vehicle (tracker) message packets 76
are sequentially transmitted in their (the trackers’) respective assigned slots from the start
77 of an integer second, and followed by an interval of dead time 78 (if necessary) which is
sufficient to occupy the balance of the frame up to the start 79 of the next integer second.

Because of hardware limitations and CPU load times required to setup transmit
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timers and clocks, a tracker cannot transmit in two adjacent time slots. The gap between
tracker transmission slots must be large enough to account for propagation delay of the
radio signal through the air and time required for the transmitter to come on and off
power. The worst case propagation delay is 1.2 msec. This is the time it takes light to
travel twice the length of the navigation grid diagonal. A gap time this long will prevent
the transmission from a tracker that is 181 Km from the FM transmitter and is using only
the FM bit-sync for transmit timing from overlapping with the transmission from a tracker
that is near the FM transmitter and using GPS to aid transmit timing. Given tracker
transmit power and antenna heights, a reasonable distance at which a hub can hear a
tracker transmission will be about 30 Km. Therefore, the gap time must support about
211 Km or 0.7 msec. The radio on/off power time is required to be less than 0.1 msec.
Hence, the total gap time between tracker transmissions must be at least 0.8 msec.

The normal tracker data packet requires 90 data bits (including 24 user data bits).
The other tracker data packets require 90 or 96 data bits. These message packet size
requirements directly drive error control coding requirements for the packets. The present
exemplary tracker packet error coding design uses a (12,8) code for all tracker packets,
which provides a total packet length of 144 bits with 96 data bits for all time slots.

The trackers use the one second interval bit-sync in the FM broadcast for their
transmit timing. The transmission time is accurate to within one microsecond. In the
present approach, the tracker estimates the integer second time from the received FM
broadcast bit-sync event time. The timer value of a TPU (i.e., time processing unit of the
68332 microprocessor used in the trackers, CCSs, and Networks Hubs) for each integer
second will then be known. From that, the TPU timer value for the start of the tracker's
transmit time can be computed. The TPU is programmed to assert the transmit key to
start the output data clock precisely at the start of the transmit slot time, and to de-assert
the key to stop the data clock when the message is complete.

For data clocking at the Network Hub (e.g., 11-1, which is to be described in
greater detail in the subsequent description of FIG. 31, but for present purposes brief
reference is now made to the latter), a digital signal processor (DSP microprocessor) 80 is
used at the Hub to demodulate the message data received from the vehicle trackers by the

Hub’s UHF receiver 81 and provide it to the Hub CPU 82. CPU 82 determines the TPU
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time (of the Motorola 68332 microprocessor 83) for the integer second based on the FM
broadcast bit sync received at FM receiver 85. The two receivers 81, 85 and the DSP 80
are on an RF card 86 of the Hub. CPU 82 signals DSP 80 to begin sampling UHF data at
the start of each transmit slot time. The DSP then collects data, recovers the bit clock,
and samples the bits. It performs Miller decoding, de-interleaving, and (12,8) error
detection for up to 13 different bit delays to support the unknown speed of light delay
from the tracker to the hub. The bit delay with the lowest number of code words with
errors is selected, and that data is clocked to CPU 82 for transmission by the Net Hub to
NDC server 42 (FIG. 3) at NDC 10 via a modem 87 or other connectivity option. DSP
80 must complete all of its processing in the 20 millisecond window available for each
tracker transmission.

As described earlier herein, each one second frame is divided into fixed length
tracker packet transmit slots. Since the number of slots within a frame is also fixed, the
trackers in the system of the invention must share these transmit slots. Most trackers
transmit their state, position, and/or user data information on a periodic basis.
Accordingly, a periodic slot allocation scheme is selected for use by which to share
individual slots within a frame across an interval of time.

In this periodic slot allocation scheme, individual slots are associated with
repeating intervals. This allows trackers with a common periodic update rate to share a
specific slot across an interval (equivalent to the common periodic update rate) of time
that contains multiple frames and is a divisor of 3600. FIG. 9 illustrates a repeating
interval for several individual transmit slots for tracker message packets, showing the
repeating interval relationship to slots, frames, and frame cycles. Frame cycle 90 consists
of a multiplicity of frames (e.g., 90-1, ..., 90-i, ..., 90-n) as mentioned above. Each frame
contains a multiplicity of slots 91 which are allocated to tracker message transmissions
according to the scheme. The interval index for the repeating interval 92 associated with
slot 0 is different from the interval index for the repeating interval 93 for slot 1, and so
forth for slots 2, ..., n-2, n-1, n. The interval index shown may be calculated using the

following equation:
Repeating interval index = (frame ID) mod (interval length)

Trackers are assigned one main repeating interval and/or multiple auxiliary
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repeating intervals to transmit their tracking data. Tracking data is transmitted by the
trackers during their main repeating interval until they are informed to cease transmitting
by the NDC server, or until the tracker’s state changes (e.g., switches to low-power
mode). Main intervals are only assigned to trackers with continuous or LOT tracking
service. Trackers transmit their tracking data during auxiliary intervals for a specified
number of times unless their state changes or the NDC server informs them otherwise.
One or more auxiliary repeating intervals may be assigned to trackers of all service types.
As indicated in FIG. 9, each repeating interval is defined by a slot, a repeating

interval index, and an interval length. In addition, auxiliary repeating intervals have an

- interval count. Since a tracker may calculate the frame ID using the GPS second, the

repeating interval index may also be calculated using the repeating interval length and the
frame ID. Trackers will transmit their tracking information in their assigned slot during
the frame when the (frame ID) mod (interval length) is equal to their assigned interval
index. Auxiliary repeating interval updates are provided by trackers an interval count
number of times. Trackers that are assigned an auxiliary repeating interval with an interval
count of -1 will provide tracking updates indefinitely during their assigned repeating
interval.

As noted above, very long update intervals -- e.g., longer than 3600 seconds --
may be handled by polling. Trackers having such long update needs do not have an
assigned continuous repeating interval, but transmit only on command from the NDC
server. Tracker update repeating interval rates are summarized in Table 34 (Appendix B).

Since slots within a frame are dynamically associated with a repeating interval, so
that trackers with a common tracking update rate may share a slot across an interval of
time, the NDC server uses a set of repeating interval slot assignment algorithms to -
dynamically associate slots with repeating intervals, as follows.

Initialization:

Make all slots network entry slots.

Add a tracker to a desired repeating interval for a desired mnterval count:
1) Add tracker to best available repeating interval:

. Search for a slot associated with the desired repeating interval with
the least amount of space available,
. If an available repeating interval is found, add the tracker to the

repeating interval for the desired interval count and set interval
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status equal to assigned,
. If tracker was not added to a repeating interval, go to step 2,
. Else, grant request.
2) Associate desired repeating interval with an available network entry slot.
° Search for an available network entry slot,
. If an available network entry slot is found, associate the slot with
the desired repeating interval,
. Else, if repeating interval # to frame cycle length, change desired

repeating interval to next available repeating interval. Go to step 1.
3) Add tracker to the interval associated with a slot in step 2.
. Add tracker to the interval for the desired interval count,
. Grant request.

Find the tracker ID for a received packet (and decrement interval count if

necessary):

1) Use the packet's slot number to determine if the slot is associated with a
repeating interval. '

2) If the slot is associated with a repeating interval, determine the tracker ID using
the interval index, reset the missed update count, decrement the interval count if
necessary, set the interval status to active, and free slot if necessary.

. Compute the interval index: (packet frame ID) mod (interval length)
. Use the interval index to determine the tracker ID.

. Set the missed update count to 0.

. If interval count is # to -1, decrement the interval count.

. If interval count = 0, remove tracker from repeating interval. If no

other trackers are associated with this slot's repeating interval,
convert this slot to be a network entry slot.
3) Else, the slot is a network entry slot. The tracker ID should be in tracker

Process empty slot:

1) Use the missed packet update slot number to determine the slot type.

2) If the slot is associated with a repeating interval, increase the tracker's missed
update count.

3) If interval status = assigned or interval status = active, poll tracker.

4) If mterval status = assigned, re-broadcast repeating interval slot assignment.

Remove tracker from repeating interval:
1) Search for slot associated with the tracker's repeating interval.
2) Remove tracker from repeating interval.

. Set interval status = empty.

. Send base packet to tracker to purge assigned repeating interval.
3) Ifno other trackers are associated with this slot's repeating interval, convert
slot to be a network entry slot.

The NDC server 42 maintains information in memory regarding the relationship
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between trackers, slots, and repeating intervals, as a form of repeating interval slot
assignment storage. FIG. 10 is a diagram that illustrates the repeating interval slot entity
relationship, with the diagram notations that:

box = entity oval = attribute

double box = weak entity underline = key

diamond = relationship dashed underline = partial key
double diamond = weak relationship dashed oval = derived attribute

(%, y) = (minimum, maximum)
Also, uncaptured constraints are as follows:

1 <= interval length <= frame cycle length

Interval length is a divisor of the frame cycle length

Interval index = (Frame ID) mod (interval length)

If the interval count = -1, trackers provide updates indefinitely.
Interval status = {empty, assigned, active, inactive}

Interval type = {main, auxiliary, none}

Thus, for example, the "Requests Network Entry in" relationship (diamond 100) in
FIG. 10 indicates that trackers may request network entry in slots (double box 101) that
are not associated with a repeating interval (double box 102). Hence, trackers must be
notified of valid network entry slots before they attempt to request network entry. And
the "provides updates in" relationship (diamond 103) indicates that trackers provide
tracking updates in repeating intervals (double box 102). In addition, attributes such as
interval type (oval 104), interval count (oval 105), interval status (oval 106) and missed
update count (oval 107) are associated with this relation. Interval count indicates the
number of repeating intervals a tracker should transmit its tracking information. Missed
update count indicates the number of successive times a tracker has missed providing its
tracking update during its assigned repeating interval. Interval status is an enumerated
type that indicates if an interval is empty, assigned, active, or inactive. Interval type is an
enumerated type that indicates if a repeating interval with a non-empty status is a main or
auxiliary interval or no interval is assigned.

The tracker message block format of the data transmitted by the trackers consists
of an error coded and bit-interleaved data block. Since the UHF transmitter/receiver
requires that the data contain frequent state changes so that the phase-locked-loop (PLL)

does not chase the data, the transmit data is Miller line encoded to ensure such state
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changes content.

The basic data size requirements for information transmitted by the trackers, and
the minimum space requirements for tracker state, network status, and network command
responses are defined as follows. Tracker state consists of position, speed, and direction.
As previously stated, the PROTRAK system navigation grid for the presently preferred
embodiment is about 262 Km on a side. The grid is broken down into 1024 8.192 Km by
8.192 Km grid zones. The position supplied by the tracker consists of a grid zone and an
offset into the zone from the southwest corner. The nominal navigation grid is square, but
other forms such as odd-shaped grids may be used if desired or more suitable in a
particular system/network configuration. The odd shaping may be accomplished by
arranging zones in unique patterns.

FIG. 11 is a diagram of a nominal navigation grid, for a latitude of 45 degrees at
the center. It should be noted that in practice (but not shown in the idealized Figure) the
curvature of the earth causes the grid to be wider in latitude at the north than in the south.
The lines of constant longitude bounding the grid are about 3 Km closer together at the
north end than at the south end of the grid.

For a given grid, the grid center latitude and longitude (¢, , A,) is provided to the
trackers by the NDC in the grid identification packet. The tracker computes its latitude
and longitude, ((, A), and then computes the offset from the grid center: Ap = - P,

and AA = A - A,. The north and east delta positions from the grid center are:

AN = pAd

AE = v, AAcos(d)

where p, and Vv, are the earth radii of curvature:

V, = alsqri(1-e*sin’(P,))

Po = Vo(1-¢))/(1-*sin*(,))

where a is the earth semi-major axis and e is the earth eccentricity.

For example, the lower left corner of the 8.192 Km square containing the position is:

AN = floor(AN/8192)
AE, = floor(AE/8192)

The offset into the square is:
ANyz= AN - 8192(ANg)
AE ;= AE - 8192(AE )

For the nominal square navigation grid, the 8 Km zone number is computed as

Z=(16 + AEg) +32(15 - AN,



10

15

20

25

30

WO 01/46710 PCT/US00/33272

45

The NDC computes the original latitude and longitude by adding the north and east offsets
to the north and east coordinates of the SW cormner of the zone indicated by the tracker
using the following equations:

ANy =15 - (Z/32)

AEg = (Zmod(32)) - 16
AN =8192(ANg) + AN,
AE =8192(AEy) + AE,,;

Then it computes latitude as:

¢ =, + AN/p,

Then longitude may be computed as:

A = Ay + AE/(v,cos())

The full latitude and longitude are provided to the applicable CCS by way of message data
from the tracker to the Network Hub(s), which is forwarded on to the NDC and then to
the customer site.

The amount of data required to describe the tracker state is 48 bits. The zone ID
number requires 10 bits. The north and east offsets within the zone each require 11 bits
for a resolution of 4 meters. Speed requires 7 bits for a resolution of 0.5m/sec (about 1.1
mph) and a maximum value of about 143 mph. Heading requires 7 bits for a resolution of
0.015625 semicircles (about 2.8 deg). Two state data validity bits are defined. Two
additional spares can be provided to make the state data fit simply into a 48 bit “Tracker
State Data Block™ (of which Byte/Bit Definitions are summarized in Table 35).

A “Reduced State Data Block” (Byte/Bit Definitions summarized in Table 36) is
required so that trackers may provide their full tracker ID number, respond to user
messages and/or NDC Commands, and provide user data. This data block contains only a
low-resolution position (8 meters), and requires 34 bits.

A “Network Status Code” (Definitions in Table 37) is used by trackers to enter
and exit the RF network. Additional codes may be provided to automate tracking service
changes. In the present exemplary embodiment, nine network status codes, out of an
available total of 32, are defined.

Most data packets provide room for customer defined data to be provided to
CCSs. The NDC simply passes the data through to the customer, the content of the data

being specific to the needs of the respective customers. The user data consists of a
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minimum of 1 byte, and may be as long as a full tracker transmit packet. All of this is
defined by the user, and the user data is referred to here as the “User Data Block.”

Text messages, pre-defined messages, user data, and site dispatch messages are
acknowledged by trackers to indicate their receipt. In addition, text messages, pre-defined
messages, and site dispatch messages may require two responses, one being a return
receipt that indicates when the message was read, and the other indicating the recipient’s
softkey response. Acknowledgments/responses are sent to the NDC Server in a “Message
Acknowledgment/Response” Block (Table 38).

A packet ID number is used to identify each packet. The packet ID requires 4 bits
for a total of 16 different packet types. The first 4 bits of each packet are reserved for the
ID Block.

Tracker data packet formats include the following. The tracker transmit data block
consists of a single data packet, each of which is 96 bits long for a (12,8) error coded
block. Initially, all trackers must send a “Net Entry Request” Packet to enter the RF
network. The latter packet allows trackers to request their main repeating interval slot or
a single auxiliary repeating interval.

Once in the RF network, trackers can send a variety of different packet types
depending upon the tracker state. The normal packet used by periodic trackers is a state
and status packet. A short state and status packet is also used by trackers when the NDC
Server requests trackers to provide their tracker ID number. Trackers needing to send a
large amount of user data may use the “User Data” packet and/or “Short User Data”
packet during its repeating interval. When trackers need to send their tracker ID number,
position information, and user data, a “Reduced State User Data and Status™ data packet
may be used. Trackers needing to acknowledge user data or acknowledge/respond to
text/pre-defined messages may use “Message Response” and “User Data” packets.

Tracker packet types are identified by packet ID, with space being provided for 16
different packet types (summarized in Table 39). Unused or spare data bits and bytes in
the packets are set to zero. Packets consist of bit-packed data blocks, each of which has
been defined earlier herein.

A “Net Entry Request” packet (Bit Definitions shown in Table 40) is used by

tracker modules to enter the RF network. Trackers may request their main repeating
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interval slot or a one-time auxiliary repeating interval slot. Before a tracker is allowed to
send such a request, it must receive an “Available Network Entry Slots” base packet and
continue to successfully receive the FM base broadcast until it sends a “Net Entry
Request” packet. Of the network entry slots available, trackers will generate a random
number to select the next frame to send the request and generate a second random number
to select an available slot. For each random number generated, the trackers may use their
tracker ID. If a tracker does not receive a repeating interval (RI) slot assignment within
60 seconds after sending a network entry request, it resends the request.

Since it is possible that multiple trackers may talk within the same slot, the “Net
Entry Request” packet indicates the RI slot type and tracker ID multiple times to allow the
NDC server to determine if the packet is valid. Trackers must purge their main R slot
prior to sending a “Net Entry Request” packet. For example, a tracker that has been in
"low-power" mode will purge its low power slot before sending the net entry request.
This rule allows the NDC server to release re-assigned RI slots associated with a tracker
requesting net entry.

A “State and Status” packet is the normal packet transmitted by periodic trackers.
This packet contains full resolution tracker position, velocity, network status information,
and five user data bytes. The “State and Status™ packet bit definitions are shown in Table
41.

A “Reliable User Data” packet (Bit Definitions in Table 42) provides several bytes
of user data. Instead of providing position information during its assigned repeating
interval, a tracker may utilize this user data packet to send ten user data bytes at one time.
If necessary, a one-time repeating interval slot may be requested to send/resend this
packet.

Upon receipt of a “Reliable User Data” packet, the NDC server broadcasts a
“Message Response Acknowledge” message with the same User Data Sequence ID.
Trackers must retain a copy of each “Reliable User Data” packet until the NDC server
successfully acknowledges it. If an acknowledgment is not received within 2 minutes, the
tracker will resend the user data packet.

A “Short State and Status” packet (bit definitions illustrated in Table 43) is

broadcast by trackers during their normal transmission slot when the NDC Server requests
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that trackers send their status. It contains full resolution tracker position, velocity, one
user data byte, and network status information.

A “Reliable Short User Data™ packet (Table 44 showing its bit definitions) is
transmitted to provide several bytes of user data. Instead of providing position information
during its assigned repeating interval, a tracker may employ this user data packet to send
six bytes of user data at one time. Upon receipt of a “Reliable User Data” packet, the
NDC server broadcasts a “Message Response Acknowledge” message with the same User
Data Sequence ID. Trackers must retain a copy of each “Reliable User Data” packet until
the NDC server successfully acknowledges it. If an acknowledgment is not received
within 2 minutes, the tracker resends the packet.

A “Reduced State User Data and Status” packet (bit definitions shown in Table
45) is used by trackers to provide a reduced state and status with user data. The packet
contains network status, the full tracker ID number, reduced state data, and user data.

A “Message Response and User Data” packet (bit definitions shown in Table 46)
is broadcast during a tracker's normal transmission slot. This packet provides both an
acknowledgment/response and user data. If necessary, tracker modules may elect to
request a single slot to provide this response to the NDC server more quickly than waiting
for their normal transmission slot to send the packet. Single slots may be assigned to a
tracker using a “Net Entry Request” packet.

A “Short Message Response and User Data” packet (Table 47) is broadcast during
a tracker's normal transmission slot when the NDC server requests that trackers send their
tracker ID. This packet contains the full 30 bit tracker ID, an acknowledgment/response,
and user data. As in the case of the regular “Message Response and User Data” packet
discussed above, if necessary trackers may elect to request a single slot to provide this
response to the NDC server more quickly than using their normal transmission slot. Single
slots may be assigned to a tracker using a “Net Entry Request” packet.

A “Site Dispatch” message from the customer dispatch office (through a CCS)
indicates to the tracker the area of a job site. Consequently, the tracker is able to
determine when the tracker has arrived at or departed from a job site. A “Site Status”
packet (Table 48) is used by a tracker to indicate job site arrival/departure. This packet

indicates the tracker ID, message sequence ID (originally associated with the site dispatch
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message), arrival/departure status, time of arrival/departure, the source of arrival/departure
status, and user data.

Geocoding with mapping data may not always be accurate. Hence, it is not always
possible to determine if a tracker has reached the job site using the expected
latitude/longitude for an address. The tracker sends a “Site Status” packet based on
latitude/longitude if arrival/departure occurs (using the latitude/longitude values in the
“Site Dispatch” message) to allow the user to manually indicate arrival/departure. The site
source bit in this packet indicates how arrival/departure was determined. Initially, the
“Site Status™ packet may be sent twice for arrival and twice for departure using the two
status sources. If necessary, here also the trackers may elect to request a single slot to
provide this response to the NDC server more quickly than would occur using their
normal transmission slot. Single slots may be assigned to a tracker using a “Net Entry
Request” packet.

A “Built-In Test” (BIT) tracker packet is sent to provide the NDC with
information about trackers to aid in system testing and to determine whether trackers are
functioning properly. At a rate specified in the “RI Slot Config” base packet, trackers
provide one of the valid “BIT” packets in an auxiliary slot requested by each tracker.

Each “BIT” packet typé should be sent in rotation. If necessary, the “BIT” packet type
rotation may be modified to supply urgent built-in test information. The bit definitions for
the “BIT” Packet are shown in Table 49, and the various types of “BIT” packet data
blocks are shown in in Tables 56 (Network and RF System, Type = 0), 51 (Vehicle and
Environment, Type = 1), 52 (Navigation, Type = 2), 53 (Version, Type =3), and 54
(Ready Mix, Type = 4). All values supplied in a “BIT” packet data block indicate the
values recorded since the last “BIT” packet of the same packet type was supplied to the
NDC server.

When a tracker receives a pre-defined message, discussed earlier herein, it displays
the known message associated with the specified pre-defined message ID/16 bit CRC.
However, if the tracker does not know the message associated with that ID, or determines
that the CRC of the known message does not match the CRC in the received packet, it
may request the message definition by transmitting a “Pre-Defined Message Definition
Request™ packet. For more efficient use of bandwidth, this packet may be sent by the
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tracker in a network entry slot.

When the NDC server receives this request packet, it broadcasts a “Pre-Defined
Message Definition” packet (Table 55) that provides the tracker with a pre-defined
message ID/message pair. Since pre-defined messages are defined on a customer-by-
customer basis, all trackers associated with the same customer benefit from this message
definition packet. Hence, trackers need not always request the message definition packet

from the NDC server even when they receive a pre-defined message ID for the first time.

V. Time Division Multivle Access (TDMA) Network Timing

As has been discussed hereinabove, a feature of the TDMA network is that it
allows multiple users of a single channel or frequency by assigning specific time slots to
each user to use exclusively for transmission of data. Efficient use of bandwidth in sucha
network requires that the gap times between transmissions of each user, which is wasted
time, be minimized. The gap time must be sufficient to account for uncertainties in user
clocks, propagation delays, and transmitter turn-on and turn-off times. Minimization of
clock uncertainty is a primary objective of this aspect of the invention.

Transmitter on/off times are a function of the electronics hardware. In the overall
system, the vehicle computer network interface hardware is optimized to turn on and off in
less than 128 microseconds. Minimization of propagation delays is limited by speed of
light delays between vehicles and hub receive sites. Approximately 800 microseconds are
allotted in the network for worst case near/far vehicle locations of 240 kilometers. With
these parameters fixed, then, attention is turned to minimizing the clock uncertainty.

The simplified block diagram of FIG. 1, described earlier herein but to which
reference is again made for purposes of the present discussion, illustrates the entire TDMA
wireless network utilized in the exemplary embodiment of the invention. NDC 10
maintains precise synchronization of the vehicles 17-1, 17-2, ..., 17-n on-board trackers
and the Network Hubs 11-1, 11-2, ..., 11-i to enable operation of the TDMA network.
Synchronization of the timing of the trackers with each other and with the Network Hubs
which receive the data transmitted by the trackers is achieved through the reception of a
synchronization pattern in the data transmitted over the modulated subcarrier broadcast

from FM radio station 12. Receivers in the NDC, the trackers and the Hubs receive the
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FM subcarrier data, and these units align their internal clocks to synchronization pulses
contained in the data.

The error budget for clock synchronization between each vehicle (or more
specifically, the tracker thereof), e.g., 17-1, and the Net Hub sites, e.g., 11-1, 15 10
microseconds. It is essential that trackers have the correct time within this window, or run
the risk of transmitting at the same time as another tracker, reducing the likelihood that
either transmission will be correctly received. Similarly, if Hub receivers (e.g., 81, FIG.
31) lack the correct time within the 10 microsecond window, they may not activate at the
correct time to receive tracker transmissions.

The internal clock reference for each network component, SCC, tracker, Hub
receiver, and NDC receiver, in the exemplary embodiment is a temperature compensated
crystal oscillator (TCXO) with 1.5 ppm frequency stability. This means that the clock will
generate less ;chan 1.5 microseconds of error in one second; however, the 10 microsecond
error budget would be violated in seven seconds of free running operation. Clocks in all
of the vehicie and receive sites will drift at different rates and different directions. A stable
clock reference is required to keep all of the clocks synchronized to each other. A GPS
receiver located at the NDC as opposed to the transmitter site, is the stable time reference
for the TDMA network.

FIG. 12 is a simplified diagram of the timing control loop 110 -- a remote timing
control phase locked loop (PLL) - for the TDMA network. Timing control loop 110
includes a GPS receiver 111 time reference, an FM subcarrier receiver 112, and the NTCC
47, all located at NDC 10 (here and occasionally elsewhere herein referred to as the
Network Control Center). PLL 110 also includes SCC 48 at the FM radio station 12 to
control the timing of the transmitted data, and subcarrier modulator 68 to provide the data
to the mixing equipment in a transmitter 113 at the radio station, for broadcast on FM
subcarrier signal 114 via transmitter tower 53.

Crystal oscillators (including TCXOs) are relatively accurate time sources, but drift
over time without periodic correction. The GPS receiver 111 acts as a stable, precise time
reference for the TDMA network timing synchronization, that provides a Pulse Per
Second (PPS) on a discrete output interface. The PPS is at a GPS time indicated by a

message in the serial output interface of receiver 111, typically on integer second
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boundaries, and is typically accurate to about 300 nanoseconds when subject to Selective
Availability introduced into the GPS satellite signals 115.

FM subcartier receiver 112 at NDC 10, which is identical to the FM subcarrier
receivers used by the trackers and the Network Hubs, receives the synchronization pulses
from SCC 48 in the FM subcarrier signal 114. The same hardware ensures that variation
in delay through the receivers is minimized. The subcarrier receiver 112 determines the
time of reception of the synchronization pulses relative to the reception of the PPS from
GPS receiver 111. The difference df between the average time of the synchronization
pulses and the time of the PPS is provided through a serial interface 116 to NTCC 47.
The NTCC software processes the time difference, and computes in different ways
depending upon its mode of operation a time correction command to be sent to SCC 48.
In its normal, continuous mode, time corrections are computed using a low bandwidth
control loop.

Every second, SCC 48 sends a new block of data which is slightly shorter than one
second in length, leaving a very short gap in the data from one second to the next. A
sequence of three synchronization pulses is present at the start of the data. SCC 48
applies the received time correction commands to the time at which it starts sending the
next block of data. The gap between data blocks allows the start time of the data to be
adjusted to be earlier or later than the interval used by SCC 48 at the time the command
was issued.

FIG. 13 illustrates the three time synchronization pulses 120, 121, 122 of precisely
timed length of 964.8 microseconds with a precise interval of 750.4 microseconds,
transmitted by the SCC 48 (FIG. 12) at the start 125 of each second's data. The transmit
data 126 immediately follow this synchronization sequence and last for 986240
microseconds. The resulting gap 127 -- roughly 8600 microseconds long; but varying in
length as time corrections sent from the NTCC 47 to the SCC 48 (FIG. 12) are applied --
occupies the remainder of the one second interval to the start 128 of the next one second
interval.

The NTCC software performs synchronization of the network to GPS time,
illustrated by the process flow charts of FIGS. 14A-D. The NTCC runs through four
operational modes of time alignment, viz.: Initialization (FIG. 14A), Coarse Offset (14B),
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Coarse Rate (14C), and Fine Rate (14D). In the Initialization mode (FIG. 14A), NTCC
47 (FIG. 12) ensures that the clock interval reported by SCC 48 is within 10 ppm of the
nominal one second count. Under normal circumstances, the SCC clock interval should be
within 2.2 ppm, which is the root sum square (RSS) of the 1.5 ppm accuracy of the SCC
and subcarrier receiver clocks. Ifit is outside the 10 ppm window, NTCC 47 commands
SCC 48 to adjust its clock interval to the nominal value. The SCC waits for each
command to take effect, and when it is within tolerance, sets the time alignment mode to
Coarse Offset.

In the Coarse Offset mode (FIG. 14B), NTCC 47 takes three samples of the time
difference df between the PPS from GPS receiver 111 and the synchronization pattern
received at FM receiver 112 from the FM subcarrier. An average offset from GPS time is
computed (2dl/3) from the three values. If the magnitude of the offset is greater than or
equal to 100 p.éecs, a command is sent to SCC 48 to shift the start time of the
synchronization pulse sequence by the offset amount. NTCC 47 then waits three seconds,
repeats the process until the 100 microsecond tolerance is achieved, and then sets the time
alignment mode to Coarse Rate.

The Coarse Rate mode (FIG. 14C) is used to bring the SCC time offset and clock
interval into near alignment in preparation for closed loop operation of the Fine Rate
mode. The time difference df reported by the subcarrier receiver 116 is sampled each
second for 20 seconds, and a least squares linear fit to the 20 samples is performed. The
result of the fit is a line with slope m and offset b:

dt=mt+b
where dt is a function of time, 7. A rate command is sent to SCC 48 to correct 7 to zero.
Then an offset command is sent to the SCC which compensates for the time required for
the fit to be computed and the time required for the command to take effect - a total of 23
seconds: m(20+3) + b. Once the average offset from the last three samples is under 20
microseconds, the time alignment mode is changed to Fine Rate.

In the Fine Rate mode (FIG. 14D), the NTCC runs a low bandwidth PLL to
continuously control the network timing and monitors the control loop for error
conditions. The values of dt, offset and rate of the SCC clock are continually monitored

by NTCC 47. If the value of d# is in error by more than 40 microseconds for three
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consecutive samples, and the average offset is in error by more than 16 microseconds, then
the time alignment mode is set back to Coarse Offset, and the synchronization flag is
cleared. A least squares fit is continuously run on the clock error signal. If the average
value is in error by more than 8 microseconds or the rate is in error by more than 1 ppm
for 5 samples in a row, then the mode is set back to Coarse Rate, and the synchronization
flag is cleared. If both of those conditions are met when the loop is not synchronized, then
the synchronization flag is set.

A block diagram of the timing control PLL 110 in FIG. 15 mathematically
illustrates the functions of the subcarrier receiver 112, NTCC 47, and SCC 48 in
performing timing control. The closed loop bandwidth of the PLL is about 0.014Hz,
(roughly a 70 second period). NTCC 47 continuously samples the dt output of subcarrier
receiver 112 and runs the PLL controller 130 to generate rate commands to send to SCC
48. The rate commands serve to correct for small clock errors 131, 132 in the TCXOs of
SCC 48 and subcarrier receiver 112.

Each computer receiving or transmitting on the TDMA network in the present
exemplary embodiment uses a Motorola 68332 microcontroller -- a 32 bit processor with a
68020 core with on-chip server peripherals. One of the peripherals is a Time Processing
Unit (TPU, e.g., shown in conjunction with processor 83 in the Hub block diagram of
FIG. 30), which has 16 channels of specialized hardware for measuring pulse widths and
generating clocks. With a 20 MHz clock, it can make measurements with a resolution of
0.2 microseconds. The TPU is used to detect the FM subcarrier synchronization pulses
and generate the precise clocks for transmitted data, both on the subcarrier and by the
vehicle tracking computers in the TDMA network.

In so doing, the TPU detects and times the synchronization pulse pattern
transmitted over the FM subcarrier. Processing in this regard performed by the NDC
subcarrier receiver, the tracker, and the Network Hub receivers is virtually identical. The
CPU runs two timers, viz., a 2048 Hz clock for task scheduling and the internal TPU 5
MHz clock (system clock divided by four). For timing purposes, the 2048 Hz clock is
used to account for ambiguity in the TPU time due to rollover of its 16 bit counter every
13 milliseconds. TPU channel function assignments are shown in Table 56 (Appendix B).

Referring to that table, in operation of the TPU for synchronization and clock
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generation, the synchronization pulse sequence is detected by running a Period/Pulse
Width Accumulation (PPWA) function on TPU channel 4. The TPU mterrupts the
processor on each falling edge detected in the input data and provides the processor with
the time of the falling edge and the preceding pulse width. When the processor detects
three pulses of the appropriate width and spacing, within a tolerance window, it
determines the start time of the synchronization in TPU counts based on the average
falling edge time of the received pulses. The tracker has two receivers for FM data.
Depending on the quality of signal available at either antenna, it may attempt to detect the
synchronization sequence on the second channel using the method described immediately
above with TPU channel 11.

The start of the synchronization pattern is used as a reference by all receivers to
generate the data clock necessary to clock the FM data into shift registers and into the
processor memory for decoding. An identical synchronization algorithm is used by all of
the network elements to ensure that variability in time estimates is minimized. An estimate
of the synchronization start time is maintained by the CPU using a low bandwidth PLL
similar to that used by the NTCC to control the synchronization relative to GPS time. The
CPUs in the tracker, Network Hub, and NDC subcarrier receiver all run a second order
PLL with a 0.05 Hz bandwidth to create an estimate of the synchronization start time, so
that noise in the receive data does not cause substantial jitter in the synchronization time.
It also allows the processor to maintain a time estimate that only degrades slowly in
accuracy (TCXO error) when synchronization pulses are missed, thus maintaining the
capability to receive and transmit data under poor RF reception conditions. The time
estimate is used to start the data clocks using four TPU channels.

TPU channel 5 runs an OQutput Compare (OC) function which is designed for
generating single output transitions or continuous clocks. Using the synchronization time
estimate, the CPU programs the channel to output a pulse at a precise delay from that
time. TPU channel 6 runs the Input Transition Capture/Count (ITC) function which is set
up to detect changes on an input line and interrupt the processor and/or initiate processing
on other TPU channels. In this case it detects the pulse from channel 5 and starts OC
functions on channels 7 and 8 which generate a bit clock and a byte clock. The bit clock

toggles for each receive bit and causes each bit to be shifted into a shift register. The byte
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clock runs at one eighth the rate of the bit clock and latches the byte into processor. Once
all of the data bits are clocked in, the processor turns off the clocks in the gap time before
the next second's data.

As previously described herein, the NDC subcarrier receiver 112 (FIG. 12)
compares fhe received synchronization time to the PPS time from GPS receiver 111 to
provide the df measurement to the NTCC 47 software. The precise measurement of df is
made by connecting the PPS output signal from GPS receiver 111 to TPU channel 11 on
the subcarrier receiver CPU. Channel 11 runs an ITC function which detects the pulse and
interrupts the processor. The processor records the PPS time. Under normal conditions,
the three synchronization pulses are then detected on channel 4, and the synchronization
time is computed. These times have a precision of 0.2 microseconds and an accuracy of
the TCXO, 1.5 ppm, the df being simply the difference between the times.

Trackers use the synchronization time estimate as a reference for starting the
transmit data sequence. Approximately one second before the time slot assigned to a
tracker occurs, the CPU sets up processing tasks to format data to be transmitted, loads
output buffers, and initializes TPU channels. TPU channel 0 runs an OC function that is
mitialized about 6 milliseconds before the transmit sequence is to begin. This channel
asserts the transmit key line of the RF card and also initiates the chain of other TPU events
required to transmit data in the TDMA network. The OC function generates a single
transition at the start of the appropriate 20 millisecond time slot, turning on the
transmitter. This signal is also fed into channel 1 of the TPU which runs the ITC function.
The detection of the transition on channel 0 starts a transmit data clock on channel 2,
delayed by 96 microseconds to allow the transmitter power to stabilize. The clock
transmits data from a shift register on the TPU, a queued serial peripheral interface (QSPI,
e.g., see processor 83, FIG. 30). The clock is also fed into TPU channel 3, which runs an
ITC function to count the number of bits transmitted. The transmit bit count is used by
the processor to refill the QSPI output register based on an interrupt from the ITC when
the desired output count is reached. The CPU also turns off the OC transmit key on
channel 0 by scheduling an opposite transition 19200 microseconds after the key signal
was asserted.

The Net Hub receive site CPU uses the TPU to generate the framing information
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to denote the start of each 20 millisecond TDMA time slot. Based on the estimated
synchronization start time, the CPU sets up an OC function on a TPU channel to toggle at
precise 20 millisecond intervals. This signal controls processing start times for a digital
signal processor (DSP) to clock and data recovery on any data received in each slot. In
this case, the TPU cannot be used to generate the data clock because the speed of light
delays from vehicle-mounted trackers to the Hub receiver are variable and unpredictable.
The DSP processor (e.g., 80, FIG. 30) performs batch processing on the prior slot's
recorded data, while data for the current slot is stored into a bank of memory. On the next
slot interval toggle, the DSP switches banks, and the new data is stored in the bank just
processed.

The SCC is the generator of the synchronization pattern in the FM broadcast data
that is used by the other elements in the system as a precise time reference for operating in
the TDMA network. The SCC uses the same sequence of TPU functions on channels to
send its data to the FM subcarrier modulator as the tracker uses to transmit data in the
TDMA network. The differences are that the SCC transmits for nearly one second, and
the start time of the transmission is controlled by command from the NTCC over a modem
link. The SCC runs on a 10 MHz TCXO instead of a 20 MHz clock, so its time resolution
is 0.4 microseconds instead of 0.2 microseconds.

Near the beginning of each integer second, the SCC receives a clock correction
command from the NTCC and the data to be transmitted on the next second. While it is
receiving these data, the SCC is transmitting the current second's data. The SCC formats
a bit stream that includes the synchronization pulse sequence at the start, followed by the
data. At the end of the current data transmission cycle, the CPU sets up TPU functions
and loads the output buffer (also the QSPI) with the data to be transmitted. An OC
function is initialized o toggle at the current one second interval count of the TPU, as
modified by the NTCC command.

The NTCC command can be either a one-time offset during initial time alignment
of the SCC, or a rate adjustment command during normal Fine Rate time alignment mode.
For example, the nominal TPU count for a one second interval on the SCC is 2500000. If
the NTCC determines that the SCC clock is fast by 0.4 ppm, it will send a rate adjustment
command to the SCC to lengthen its count by one to 2500001, so the fast SCC clock must
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count one additional 0.4 microseconds to reach a true interval of one second. The SCC
uses this interval until corrected again by the NTCC.

As with the tracking computer, an ITC function on another channel is used to
detect the OC transition and initiate an OC continuous bit clock on a third channel. A
fourth channel counts bits transmitted and refills the QSPI buffers as required. Once all of
the bits are transmitted, the CPU turns off the output clock and starts a repeat of the

process.

V1.  Bandwidth Efficient Wireless Transceiver System

As observed in the above section on the TDMA network, the efficient use of
bandwidth is essential for wireless TDMA digital data networks. The techniques
employed according to another aspect of the invention, to be described in this section of
the specification, maximize efficiency by filtering the baseband data to reduce the occupied
bandwidth of the channel and eliminating the transmission of synchronization information
to minimize the overhead of non-information bearing data. The baseband filter is
implemented by a digital microcontroller and replaces the original square wave data stream
with deterministic transitions that reduce harmonic content and maintain bit widths,
regardless of data input frequency. Removal of synchronization data is enabled by the
addition of processor intensive clock and data recovery algorithms at the receive site. The
network also uses forward error correction coding and space diversity processing,
according to other aspects of the invention, to increase the reliability of received data
which reduces bandwidth used for retransmission of corrupted data.

The TDMA network of the exemplary embodiment is split into 50 vehicle transmit
time slots per second. By means described in the preceding section of this specification,
the trackers and Net Hub receiver computers are all synchronized within a few
nﬂcrosecondé of timing accuracy so that gap times between the 50 time slots are at a
minimum. The trackers maintain an accurate time count to determine the point in time at
which a data packet is to be transmitted. Processing performed by the trackers to transmit
the data packet includes Forward Error Correction (FEC) coding, bit interleaving, delay
line encoding, premodulation filtering, and Binary Frequency Shift Keying (BFSK). On

reception of the packet, the Hub computer performs FSK demodulation to an Intermediate
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Frequency (IF), digital sampling of the IF signal, bit clock recovery, bit synchronization
using an iterative process, and data decoding. Each second, up to 50 vehicle data packets
are transmitted to the NDC Network server which combines data from other Net Hub
receivers in a diversity processing algorithm and performs FEC decoding on the resultant
data packet.

FIG. 16 is a block diagram of the transmit TDMA data packet processing
performed by the tracker (tracking computer) 135 in each vehicle. A data packet 137
consists of 12 total information bearing data bytes, or 96 bits. The data to be transmitted
is bitwise packed very tightly in most cases so that there are few wasted bits between data
item fields. The contents of the data packets sent by the tracker vary depending on the
type of data the tracker needs to report; the packets typically contain navigation data in
periodic reporting slots and special data such as event (e.g., what the vehicle is doing or
encountering) reports, network control information, or outbound message codes in
auxiliary reporting slots.

The tracker first performs forward error correction (FEC) coding 138 of the data.
A (12,8) code is employed which uses codes words that are 12 bits long to encode each
data byte. This is a modified BCH error correcting code that enables the server to correct
one bit in each 12 bit code word. The (12,8) code is also used by the Net Hub receiver
processor in its bit synchronization algorithm to locate the likely start of the data packet by
selecting the clock offset which minimizes the number of code word errors. The result of
the FEC coding step 138 is a total of 144 data bits to be transmitted.

Next the 144 data bits are interleaved, at 139, without which each code word
would be transmitted in order. Wireless data in mobile environments can be corrupted by
burst errors which cause several consecutive bits to be received in error. Since the FEC
algorithm can only correct one bit in each code word, a burst of bit errors would make a
word uncorrectable. Bit interleaving assures that the first bit of each word is sent first,
followed by all of the second bits, and so on, to provide some immunity to burst errors.
This enables the FEC algorithm to correct a burst that destroys all of the first bits, for
example, since it affects only one bit in all of the code words instead of all of the bits in a

single code word. In each packet, all of the code words must be successfully decoded to

make sense of the packet.
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A unique interleaving scheme is used for the data transmitted by the vehicle tracker
to enable the bit synchronization algorithm used by the hub receiver to work. Instead of
the simple ordering of all first bits, all second bits, through all twelfth bits, the ordering
used is shown in FIG. 17. This provides an interleaving depth of 11 instead of the 12
possible with simple interleaving, but provides a randomization of the data bits to ensure
that single bit shifts in received data cause errors in all code words. In FIG. 17, the
interleaved bit ordering is shown in tabular form: the rows are interleaved 12 bit words,
and the columns are the bits within the words. Bits are transmitted from left to right and
top to bottom. The bits of the original FEC code words are identified by the W/B format
at each interleaved bit position. These are the bits, B, of code word, W.

Returning to FIG. 16, after interleaving, the CPU encodes the data using a delay,
or Miller, line encoding algorithm 140. Delay coding is similar to Manchester coding in
that it guarantees transitions in the encoded digital data. It differs in that it does not
increase the maximum baud rate of the unencoded data. A disadvantage of the delay code
is that it is slightly more complicated to encode than Manchester. The delay code replaces
each '1' in the original data stream with a transition at the mid bit point; the transition
begins at the previous bit's output level. A '0'in the original data is represented by no state
change, except if the previous unencoded bit was a'0'. In that case, the second '0' is
encoded as a state change between bit boundaries. The algorithm ensures that there are
three distinct bit widths: 1, 1.5, and 2 times the width of the original bits. FIGS. 18A-C,
which will be discussed further presently, provide a comparison of an original data
sequence to the delay coded version of that sequence, and an illustration of the filtering of
the delay coded sequence.

Returning again to FIG. 16, square wave digital data as with the original data
sequence and the delay coded version thereof must be filtered so as to round off the edges
so that harmonics which cause the occupied bandwidth of the transmitted data to be wide
are minimized. A premodulation filter 141 for the delay coded version is implemented in
the present exemplary embodiment using a PIC™ 16F84-101/SO microcontroller (PIC is a
trademark of Microchip Technology Inc. of Chandler, Arizona, manufacturer of the
device), followed by a digital to analog converter (DAC) 142 constructed using a precise

resistor network. The filtered, analog representation of the original digital data stream is
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modulated using frequency shift keying, at 143, and transmitted by the tracker from an
antenna 145 thereof after amplification at 144.

The filtering algorithm used in premodulation filter 141 to ensure that there are
three distinct bit widths: 1, 1.5, and 2 times the width of the original bits, is shown in flow
chart form in FIG. 19. The PIC™ microcontroller continuously samples the input digital
data looking for a transition. When a transition occurs, at 147, the microcontroller
executes in-line code to rapidly output byte values that represent the transition as a sine
wave shape to the DAC 142. When the output of the transition curve is complete, the
microcontroller software goes back to searching for the next input data transition.

The PIC™ microcontroller digitally replaces each data transition with a rising or
falling half sine wave, as required. The maximum baud rate of the delay coded data is
7812.5 bps. This is equivalent to a maximum data frequency of 3906.25Hz. In this
application, the microcontroller runs with a 10 MHz clock, and has an instruction cycle of
4 clock cycles. The method for the fastest output of data to the DAC requires two
instructions per point, or 0.8 microseconds. The period of the highest frequency data is
256 microseconds. Ideally, each transition would be replaced with a 160 point half sine
curve (128 microseconds divided by 0.8 microseconds per point) so that the highest
frequency data present would appear to the modulator as a pure sine wave.

It is not possible to use all of the 128 microseconds to produce the filtered
transition output because time must be left for the overhead of transition detection and
other functions. Therefore, a 150 point transition curve is used. FIGS. 18B and 18C,
respectively, illustrate the delay coded data and the filtered output created by the digital
premodulation filter. Each edge in the data in the delay coded version of FIG. 18B is
delayed by approximately 64 microseconds. Since this filtering delay is constant, it is
accounted for in the transmit data clocking provided by the CPU. FIG. 20 provides a
diagrammatic comparison of the approximate power spectrums of the upencoded 137,
delay coded 140, and filtered data of FIGS. 18A-C. Delay coding concentrates more
energy at an average of about 3/4 of the maximum frequency. The spectra for two filter
versions are shown in the diagram of FIG. 20, one being an ideal 160 point transition filter
148 illustrated for reference purposes, and the other being a 150 point practical

implementation 141. The latter has slightly higher power between one and three times the
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fundamental frequency. The filter substantially cuts the channel bandwidth required for
transmitting the TDMA FSK data, for reasons noted above.

A digital filter of this type provides the considerable advantage that its output has a
constant delay, regardless of input frequency, which is equivalent to linear phase delay
with increasing frequency. This is a property of digital finite impulse response filters.
Traditional digital or analog infinite impulse response filtering techniques have nonlinear
phase, which can distort bit widths as the input frequency varies. Depending on the filter
cutoff frequency, this can cause intersymbol interference. The constant delay allows
precise bit widths to be transmitted without distortion. When data with deterministic and
repeatable bit widths is received, the bits and bit values can be reliably clocked and
decoded.

In the UHF transmitter modulator section used in the present exemplary tracker
data processing of FIG. 16, the microcontroller 141 takes the transmit data (TXD) input
and provides as output a byte value. That output feeds a Bourns 2QP16TF6235 resistor
ladder network that acts as DAC 142. Microcontroller 141 also performs the task of
keying the tracker transmitter based on precisely timed signals from the CPU card 149.

After filtering, the data are modulated on a UHF carrier in the 450-470 MHz
shared use business band on a 12.5 KHz offset channel. The bandwidth control provided
by the premodulation filter is a key element in allowing a data rate of 7812.5 bps on such a
narrow channel, while using a very simple FSK modulation technique. The modulation
uses about 2KHz of deviation. The tracker transmitter has a two Watt output.

Network hub receivers are located around the metropolitan area to receive the
TDMA transmissions from the vehicle trackers. FIG. 21 is a block diagram of the
processing performed by each Network Hub 11 on the received RF signals. The UHF
TDMA receiver front end hardware (RF card 151) is always turned on. Signals received
at antenna 152 are demodulated at 153 to a 455 KHz intermediate frequency (IF) signal
which is digitized at 154. The IF frequency is further processed by an application-specific
integrated circuit (ASIC) 155 that performs digital filtering and demodulation to a
baseband signal. At precise 20 millisecond intervals corresponding to the boundaries
between vehicle transmissions, each 20 millisecond segment of the baseband signal is

sampled (156) at a high rate and stored in memory.
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A digital signal processor (DSP) (e.g., 80, FIG. 29) in the CPU section 158 of the
Net Hub is used to extract the data from the sampled baseband signal. The processing is
performed in a batch mode on the entire data packet after it has been received. In the
meantime, data being received is stored in an alternate memory bank for processing on the
next 20 millisecond cycle. Batch processing provides for the use of more powerful
algorithms because then data set can be analyzed in its entirety. Real-time processing
requires the algorithm to recover data on the fly without the benefit of subsequent input
data. The DSP performs clock recovery and then locates the data within the 20
millisecond window. The recovered data are de-interleaved, and the data for all 50 time
slots are ultimately sent to the NDC Network server for further processing. 4

Recovering the data is a processor intensive algorithm. To reduce the number of
bits transmitted by the vehicles, and therefore increase the number of vehicles that are able
to report each second, no special bit patterns are sent with the data packet for the receiver
to detect. Requiring bit synchronization patterns to detect the data also reduces reliability
in a mobile RF environment because if the bit pattern is corrupted, the message packet
cannot be recovered, even if it is received without error. Each vehicle transmission occurs
at a very precise moment, but its reception is delayed by the speed of light over the
distance between the vehicle and the hub receiver by up to 800 microseconds. The Hub
must locate the start of the message within the 20 millisecond window without aid from
special bit synchronization patterns. For this, it uses an iterative search that sequentially
clocks in the data at greater and greater delays from the nominal message start time until a
valid data packet is located.

First, the DSP algorithm recovers the bit clock (160, FIG. 21) for the received
data, by differentiating the received data. The differentiated data will have large
magnitude values at the bit edges. With delay coding, bit edges will be frequent, since
transitions are guaranteed in the data. The time delay from the beginning of the data set to
each apparent bit edge is measured, modulo 64 microseconds. The modulo delay is
averaged to determine a mean data clock edge time that is applicable for the entire data
set. A mid bit time is computed as a 32 microsecond offset from the average delay.

With this offset, the data in the buffer is sampled at 15625 bits per second (64

microsecond intervals). This clock rate is used to recover the delay code, since it has



10

15

20

25

30

WO 01/46710 PCT/US00/33272

64

transitions at the mid bit point for ones in the original, unencoded data. A total of 288
delay coded bits are clocked in.

Delay decoding (161) is performed on the sampled 288 bits to produce 144
original data bits. Only certain allowable bit patterns are present in the delay code. If a bit
error causes an invalid pattern, the pattern is decoded to one of the possible bits
represented by the pattern. If subsequent error detection processing on the decoded data
indicates an error, then, if only one ambiguous data pattern was encountered in that
particular code word during the delay decoding process, the other bit value is used and the
error detection is repeated. If successful, the second bit value is retained. If more than
one bit is ambiguous or the second bit also fails to result in valid data, the original value is
retained, and processing is allowed to move forward. The bit error may be correctable ét a
later stage in the data processing chain.

The bits are then de-interleaved (162), and the FEC code words are checked for
errors (163) but not corrected. The interleaving sequence plays an important role in this
process. Standard interleaving of all first bits followed by all second bits, etc. will only
cause the first or last code word to be in error if the bit clock is in error by up to 12 bits.
This makes the use of error detection for aligning the bit clock to locate the correct data
useless. The interleaving scheme used in this case jumbles the data sufficiently and single
bit shifis cause all code words to be in error.

The number of correct code words is counted and stored. The bit clock is then
shifted (delayed) by 64 microseconds, and the delay decoding 161, de-interleaving 162,
and error detection 163 process is repeated (164). In the present exemplary embodiment
this is done 12 times to cover the entire 800 microsecond range of possible delays. The
decoded data 165 at the clock offset that has the most correct code words, as determined
by this processing by the Network Hub 11 of the vehicle 17 tracker data in the received
RF signals, is packaged for transmission to the NDC server 42 (FIG. 3).

Each second, server 42 receives data for all 50 time slots from all Network Hub
receivers. The network is designed so that multiple Hubs will receive each single tracker
data transmission. This redundant data is combined by the server using a space diversity
voting algorithm that increases the reliability of received data. A flow chart of the space
diversity algorithm of NDC server 42 is shown in FIG. 22, this algorithm being performed
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for each of the 50 time slots in each one second period.

Each tracker packet has 12 code words. The server uses the FEC code to detect
errors in the code words provided by each Hub. If at least 6 code words of the 12 are
error free (170), the packet is retained for further processing (171). The assumption is
that if most code words have errors, the probability of successfully recovering valid data
from the entire packet is low. Once all likely valid packets are collected for the time slot
(172), one of two processing paths is taken.

If the time slot is defined for periodic reporting (173), then the diversity voting
algorithm is applied as indicated in processing path 174. The packets collected in the first
phase are summed bit by bit using received signal strength reported by the Hub as a
weighting factor (175). Signal strength is used as an indication of the likelihood that the
message was received successfully. Set bits in the message packet are added to the sum
using the positive signal strength; cleared bits are added to the sum using negative signal
strength (176). As a simple example, consider the three bit sequences below with their
corresponding signal strengths. After summing, bits with positive valued sums are
decoded as set bits, and bits with negative valued sums are decoded as cleared bits. Ifa

packet contains a bit with a sum of zero (a tie), the packet is discarded.

bit 01234567
Packet A: 11001010 Signal Strength: 100
Packet B: 11011110 Signal Strength: 30
Packet C: 11001110 Signal Strength: 80

Voting Results:

bit O: +100+30+80=+210>0=>1
bit 1: +100+30+80 =+210>0=>1
bit 2: -100-30-80= -210<0=>0
bit 3: -100+30-80= -150<0=>0
bit 4: +100+30+80 =+210>0=>1
bit 5: -100+30+80 =-+010>0=>1
bit 6: +1004+30+80=+210>0=>1
bit 7: -100-30-80= -210<0=>0

Voted Packet: 11001110
After voting, forward error cotrection is applied to the result to correct remaining
errors in the code words (177). The (12,8) code allows one error in each code word to be

corrected. Each packet contains an 8 bit or 16 bit CRC (cyclic redundancy check) code to
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verify that the packet is unlikely to have errors (178); however, it is still possible for the
packet to contain bit errors. The final check on the data consists of verifying the
reasonableness of the data contained in the packet, and, if so, the packet is stored (179).
If a time slot is not defined for periodic reporting, it is available for any tracker to
transmit a “Network Entry Request” packet to obtain a primary or auxiliary reporting
interval slot. Vehicles 17 (FIG. 3) near each other that transmit simultaneously will
almost certainly corrupt each other's transmissions. If they are widely separated, their
tracker data packets can be received reliably by Fubs 11-1, 11-2, ..., 11-i, near each of the
vehicles. Server 42 processes packets in these slots individually. In lieu of using the
diversity voting algorithm, processing proceeds along path 180 (FIG. 22). Network entry
packets contain redundant data in addition to the CRC, which enables the server to
determine if the packet is valid with a high degree of confidence. Here, no voting is
performed but forward error correction (181) and CRC checks (182) are performed,
followed by a determination of data packet validity from the redundant data in the
respective “Network Entry Request” packet (183). If the data packet is determined to be

valid by this processing scheme, it is stored in memory (184).

VII.  Zracker and Tracker Software
The primary functions of the tracker installed in each respective vehicle are

navigation and radio communication. Its secondary tasks are supporting the user interface
of the Mobile Data Terminal (MDT), discrete and analog data collection, and power
control of itself and peripherals. FIG. 23 is a representative illustration of an exemplary
placement of the tracker 135, MDT 190, and antennas (including FM receive antenna 191,
UHF/FM antenna 192, and GPS antenna 193) on a typical fleet vehicle 195 (illustrated as
a cement mixer, for example). As illustrated, the vehicle 195 is further equipped for
accommodating various sensors for event reporting, which will be described in another
section of this specification, below.

A flexible, but efficient real time executive is employed to support the primary
functions of the tracker. Before describing the real time executive, however, reference is
made to a simplified block diagram of the tracker (tracking computer) 135 shown in FIG.

24. It consists of two primary circuit cards or sections: a CPU section 200 and a wireless
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network interface, or RF, section 201. The CPU section 200 contains the power supplies
for the tracker, the main microprocessor (central processing unit, or CPU) 203 to perform
all data processing, a GPS chip set (including an RF front end component, GP 2010, and a
correlator component, GP2021, of an exemplary Plessey chip set) integrated with the
processor for reception and decoding of GPS satellite signals, and sensor electronics and
interfaces. The CPU section 200 performs the navigation (partly through GPS navigation
section 204 but also through dead reckoning and/or map matching or other navigation
sensors via inputs to CPU 203), as well as data processing and sensor processing through
the CPU 203.

Dead reckoning navigation in a land vehicle environment maintains a robust
navigation solution when GPS data may be unavailable as a result of satellite masking in
tunnels or by tall buildings during travel of the vehicle or at a job site. A gyroscope (not
shown) is mounted inside the tracker box to sense angular rate in the vertical axis. The
tracking computer, which uses angular rate to estimate heading of the vehicle, is also tied
into a vehicle speed sensor output from the transmission and into the reverse lights of the
vehicle to indicate if the speed sensed is in the forward or reverse direction. The speed
sensor is an integral part of other sensor measurement functions that rely on distance
traveled outputs or verification that the vehicle is stationary or moving at a low speed.

As will be discussed further in connection with a subsequent Figure, three power
supplies (generally designated by block 205) are provided on the CPU card 200, one a 12
VDC supply that provides power to the RF card, a second a 12 VDC supply that provides
power to the MDT and other external peripherals of the unit, including sensors, and the
third a 5 VDC supply for the CPU 203 processing functions.

The RF section or card 201 contains the radio frequency circuits (including
receivers 207 and 208 whicﬁ receive inputs from vehicle-mounted antennas 191 and 192,
respectively) necessary for reception and demodulation of radio frequency data received
over the FM subcarrier from radio station 12. RF section 201 also contains circuits (in
transmitter 210) necessary for modulation and amplification to transmit data in the UHF
band using the TDMA network protocol. However, the RF card does not perform any
data processing of its own. Rather, the main CPU 203 is responsible for all baseband data

processing for message decoding and encoding, forward error correction, and data
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clocking in the tracker 135.

In terms of tracker software, referring back to the real time executive employed to
support the primary functions of the tracker, it will be useful to again note that the CPUs
used in each of the trackers and Net Hubs are substantially identical. The Net Hub CPU
82 illustrated in the simplified block diagram of FIG. 29, for example, shows a Motorola
68332 microprocessor with associated on-chip peripherals such as a TPU, QSPI, and SCI,
and related shift register as preferably constituting the CPU. The tracker CPU 203
corresponds therewith. It has two periodic interrupt sources for task scheduling and
dispatching, namely, an accumulator interrupt (ACCUMINT) from the GP2021 and a
periodic interrupt timer (PIT) derived from the CPU clock. The ACCUMINT is used to
run a simple, high priority, real-time dispatcher, while the PIT is used to run a slower,

priority-driven scheduler for long-duration navigation and communication tasks.

The interrupt priority is:

1. TPU level 6
2. SCI level 4
3. ACCUMINT level 3
4. PIT level 2

The ACCUMINT interrupt runs a periodic, high-priority dispatcher for short (< 1
msec) duration tasks. TPU interrupts occur from TPU events related to network
communication and timing. The PIT runs a secondary, low rate, and must be the lowest
priority interrupt because it can only be enabled when the ACCUMINT interrupt service
routine (ISR) completes. The SCI generates UART interrupts from serial communication
with the compass or other peripherals. The QSPI is used for vehicle transmit data, must
be serviced twice during a vehicle transmission, and does not generate interrupts. The
TPU and SCI interrupt handlers should be as fast as possible.

The ACCUMINT is supplied by the GP2021 and is derived from the 10 MHz
TCXO which also drives the 20 MHz processor clock (also from the GP2021). The
ACCUMINT rate is nominally programmed for an approximate rate of 2048.131 Hz (the
period is 488.25 sec). This is in error from a true 2048 Hz rate by 64 ppm. The
ACCUMINT can be disabled and re-enabled by writing to a GP2021 register. The
GP2021 timer tick (TIC) flag, which is programmed for a rate of 8 Hz, controls when

GPS measurement data is available and is used to schedule dead reckoning navigation
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processing.
The structure of the ACCUMINT handler/real-time dispatcher is outlined as:

disable GP2021 interrupts by writing to the correlator
read all new accumulator data

if (TIC)

{

store and time-tag wheel/speed sensor data
set flag to collect GPS channel measurement data
set flag to run dead reckoning navigation functions

¥
(GP2021 interrupts are still disabled on the correlator)

update tracking loop(s) for specified channel(s)

service either GP2021 UART (universal asynchronous receiver/transmitter) A or B
update network event timing

schedule high priority communication and data collection events as required
enable GP2021 interrupts by writing to the correlator

dispatch high priority periodic tasks

dispatch communication and data collection tasks

enable PIT interrupts if previously enabled

return

With the tracking loop implementation of the present exemplary embodiment, the
tasks of reading the accumulator data and updating the tracking loops requires on average
about 160 pisecs for 8 channels. This includes data collection and demodulation for all
channels and tracking loop closure for one channel. Each channel generates accumulation
data at | msec intervals (approximately every other ACCUMINT). It is important that the
tracking loop update processing for each channel be completed before new accumulation
data is available for that channel.

The scheduler starts tasks related to network timekeeping and communication,
reading and storing GPS measurement data, periodic tasks that include A/D and discrete
1/O processing, synthesizer programming, and any other high-priority, short duration (less
than 500 psec) tasks.

A TIC flag is generated by the GP2021, and indicates when GPS measurement
data have been latched. The default TIC rate is approximately 10 Hz. For the tracker, the
rate is programmed to approximately 8 Hz (a period of 0.125000050 secs), and is used to
latch odometer/wheel sensor data in addition to GPS measurement data. The 8 Hz rate

allows simple power of two math for time intervals and reduces the measurement

processing by 20%. GPS processing functions are required to keep the TIC rate periodic
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with GPS time, but it - ~ot necessary (on the tracker) toagvlggn_;the, TIC w1th ;he GPS -
integer second. As part of the navigation processing, the;' TIC ﬁen’oo : ‘djuisgé;i fo'r‘siri:gvlé |
TIC:s as required to maintain an average TIC rate of 0.125 seconds with respect to GPS
time. The ACCUMINT dispatcher updates the TIC interval as required by the navigation
processing.

The GP2021 chip has two UARTS, which do not generate interrupts so they must
be polled. Each UART has an 8 byte FIFO (first in - first out). if the data rate on the
UARTSs is restricted to 38.4 kbps, then the FIFO can be filled about everv 2 msecs. The
CPU can service each UART every other ACCUMINT and not lose data. One of the
UARTS is used to communicate with the MDT; and the other may be used for a suitable
peripheral.

Time-critical RF communications tasks are run as required, which include setting

up the TPU channels to:

. start and stop data clocks

. start and stop the QSPI

. turn on and off the transmitter

. program the TPU to detect the next bit-sync.

Scheduling these tasks requires a few milliseconds of resolution in some cases.

The tracker uses the QSPI for message transmission. The transmit data are line
encoded in Miller format, which requires 288 code bits to be transmitted at 15625 bps for
an equivalent of 144 data bits at 7812.5 bps. The QSPI output buffer can hold 256 bits, so
the QSPI can be preloaded with 256 bits and then refilled with the remainder of the
message a few milliseconds later. An additional data word (for at total of 304 bits) has to
be clocked out to the RF card. A preamble of 8 bits precedes the data, and 8 bits follow
the data after the transmitter is turned off to ensure the last data bit transmitted is low.

The tracker uses the TPU to clock data into external shift registers for receive
data. Two FM data streams are received from spatially diverse antennas. The data is line
encoded in Miller format which requires 9200 code bits to be transmitted at about 9328.36
bps, for an equivalent of 4600 data bits at about 4664.18 bps. A preamble and
synchronization pattern of 64 bits precedes the data. The two data streams are clocked
synchronously but processed independently. The bytes are read from the shift register on

the falling edge of the latch clock, leaving 428.8 jisecs to read the data.
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With respect to data collection tasks, TIC events signal that GPS measurement
data are available from the GP2021 correlator. When these occur, the processor must
read the data before the next TIC (about 125 msecs). The processor also reads
wheel/odometer data. In the ISR, data is only stored -- data processing takes place under
control of the PIT scheduler.

The tracker software also has a number of periodic, short duration tasks that can
be run by the ACCUMINT dispatcher. These include A/D functions for reading data from
the gyro and other data sources; as well as bit toggling for implementing simple serial
interfaces for programming RF card synthesizers and the PIC used for power control of
the Tracker Module.

The TPU is used for RF communication timing, RF data input and output clocking,
and vehicle wheel or speed sensor inputs. As previously described herein, the TPU
channels (16) and functions are summarized in Table 56 (Appendix B).

In handling of wheel and speed sensor inputs from the dead reckoning navigation
of the PROTRAK system, the TPU counts pulses from these sensors to measure vehicle
speed. In the TPU, channels 13 and 14 are reserved for quadrature inputs from the wheel
sensors, channels 12 and 15 are reserved for vehicle direction and cruise control speed
sensor inputs, channel 15 runs an ITC function, and channel 12 runs a discrete input
function. In most systems, a cruise control speed sensor is used.

The SCI UART on the Motorola 68332 processor is used for a magnetic compass
interface or other relatively low data rate device (4800-9600 bps). When running, the SCI
generates transmit or receive interrupts at approximately 1 msec intervals (at 4800bps).
These interrupts must be serviced within 1 msec.

The PIT of the processor runs at 32 Hz, and in that mode the PIT ISR runs a
prioritizing executive which performs the following tasks, in the following order of
priority:

1. Communication and RF timing/scheduling tasks

2. FM data error decoding

3. Dead reckoning (DR) navigation (8 Hz solution propagation)

4. FM data parsing

5. GPS measurement processing (pseudorange/range-rate measurements, satellite
acquisition)

6. Combined GPS/dead reckoning filtering (Kalman Filter update of DR solution)
7. GPS satellite visibility/channel allocation
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For the executive, tasks are scheduled periodically or on demand in order of
priority. High priority tasks are allowed to interrupt lower priority tasks.

The power supply architecture for tracker 135 includes four independent power
supplies which run from input battery power (6-28 V). Referring to FIGS. 25 and 26,
which are block diagrams of the internal power distribution to the tracker and power
distribution summary, respectively, one of these supplies is a linear 5V supply 215 that
provides power to the Microchip PIC™ microcontroller (pC) 216 used for master power
control of the tracker. Tt also keeps an SRAM (not shown) powered so that machine state
is maintained while the processor is off.

Microcontroller 216 runs on very low current and is on at all times, controlling a
5V CPU supply 217 and 12V radio supply 218. 5V supply 217 is a switched power
supply that provides power to CPU 203, digital electronics and GPS receiver 204 of CPU
section 200. 12V radio supply 218 supplies power to the RF card 201, and also powers
the GPS antenna low noise amplifier (LNA) 219 through a 5V linear regulator 220. Since
the TCXO which ultimately drives the CPU clock resides on RF card 201, CPU 203
requires both this supply (218) and 5V CPU supply 217 to be on. The last of the four
independent power supplies is a 12V auxiliary supply 222 that provides regulated 12V
power to all external peripherals (¢.g., MDT 190, compass 230, and others 232, FIG. 26)
designated by 223 (in FIG. 25) and power to an on-board gyro 224 through a 5V linear
regulator 225. CPU 203 controls this 12V auxiliary supply 222. The tracker also receives
12 volt discrete input 226 to the CPU 203 and microcontroller 216 which indicates that
the ignition switch 233 is in the RUN/ACC position.

Microcontroller 216 controls power to tracker 135, and, together with the CPU's
SRAM, remains turned on at all times. These two draw less than 5 mA of current. When
the ignition discrete indicates that the switch is in the RUN or ACC position,
microcontroller 216 turns on CPU 203 and power supplies 217 and 218. When the
ignition is off, CPU 203 can command microcontroller 216 to turn off the power for time
intervals between 5 and 630 minutes, or until then ignition is turned on, which ever occurs
first.

Tracker 135 supports power saving modes so that vehicle battery power

consumption is minimized when the vehicle ignition is turned off, and which also have
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radio network control and data retention implications. The tracker power saving modes
are:

. Full On: Tracker 135 and external peripherals are turned-on and operating
normally.

. Peripherals Off: Tracker 135 is on and operating normally, but auxiliary 12V
peripheral power supply 222 is off. Peripherals are turned off immediately or, if
desired, within a predetermined time T1, e.g., 1-2 minutes after ignition turn off,
which inhibits DR navigation because both internal gyro 224 and the external
compass 230 will be off,

. Sleep: With the ignition off, CPU 203 is turned off for a prespecified time duration
T2 (e.g., about 40 minutes). When the CPU is turned back on (Peripheral Off
mode), it can listen for any new message or other data, respond and then turn off
again. Sleep mode allows login-only and continuous track systems to receive data
from the command station while the ignition is off. Poll-only vehicles will remain
in Sleep mode and not wake up until the ignition is turned on. The system also
remains in Sleep mode if the battery voltage drops below a predetermined lower
limit.

. Off: In this mode, power is not applied to the tracker.

Depending upon specific customer requirements, the tracker power saving mode control

may vary, €.g.:

. Emergency vehicle operators may want the system to always be in Full On mode to
enable ability of the CCS to communicate at all times (via the TDMA network)
with the vehicle.

. Some users may prefer a staged power saving approach in which vehicles that are
periodically turned on and off, such as delivery trucks, remain in the network while
turned off.

FIG. 27 is a diagram illustrating the logic for the power mode control state
transitions of the tracker 135. Time durations T1 and T2 are set as desired. The Sleep
Time is the off time commanded by the CPU for the Sleep Mode 240. The mode
transitions and network related operation in each mode are as follows.

The Off state 241 is reached when external battery power is removed from the
tracker. When battery power is applied to the tracker, the power control processor
(microcontroller 216) resets and turns on the CPU 203 and radio supplies 218, turning on
the tracker, but leaving peripherals 223 turned off (mode 242).

In the Full On mode (243), the RF and CPU sections 201 and 200 are turned on.
The system will navigate and operate in the RF network normally. Continuous Track (CT)
trackers are assigned periodic transmit slots. Login-Only Track (LOT) trackers are

assigned periodic transmit slots if the respective customer is logged in. Without a
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customer (i.e., fleet subscriber or owner) being logged in, these units will occasionally
attempt to enter the network or remain quiet until notified by the NDC that their owner
has logged in. Poll-only trackers will attempt a network entry and then remain quiet until
requested to transmit.

When the ignition is turned off, peripherals (e.g., MDT 190, magnetic compass
230, if attached, etc., and the internal gyro 224 (optional)) powered by the tracker are
turned off immediately, or after time duration T1 expires (mode 242). The compass and
gyro navigation sensors are turned off based on the assumption that if the ignition is off,
the vehicle will not be moving. The tracker will return to the Full On mode 243 if the
ignition is turned back on.

From the Peripheral Off mode 242, the LOT and CT trackers may enter the Sleep
mode 240 after a time duration of T2 since the ignition was turned off. To reach Sleep,
the tracker requests a low-power periodic network slot from the NDC which has a long
transmit interval. When the slot is granted, the tracker stores necessary data to an area in
SRAM, saves any data to flash memory as required, and commands microcontroller 216 to
turn off CPU 203 for a sleep period of a few minutes less than the low-power transmit
interval. Poll-Only trackers will request low-power shutdown from the NDC. When the
shutdown request is acknowledged or times out, the tracker stores data to SRAM and
flash memory, if required, and commands microcontroller 216 to turn off CPU 203 until
the ignition is turned back on.

When microcontroller 216 wakes the tracker (actually, the CPU 203) from Sleep
mode 240, the CPU checks battery voltage and the previous system state stored in SRAM.
If the tracker is in a low power slot, it will listen to the FM subcarrier data for a 3-4
minute window around the slot time to determine if the NDC sends any information meant
for it. At this time, the NDC has the opportunity to send the tracker message or other
data. Once all network transactions are complete, the tracker will again command the
microcontroller to turn the CPU off.

If the ignition remains off for a predetermined time duration or the battery voltage
drops below the minimum threshold V,,, the tracker will request a low-power shutdown
from the NDC on its next transmit opportunity. When the shutdown request is

acknowledged or times out, the microcontroller 216 is commanded to not awaken the
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CPU 203 until the ignition is turned back on.
- SKXAM state recovery is achieved as follows. Since the entire contents of the
global variables and stack are maintained during Sleep mode 240, CPU 203 may restart a
specific point in the code with all data intact. This can be done if the registers, program
counter, and stack pointer are pushed onto the stack, and the stack pointer is stored at a
known location. A CRC must be performed on pertinent parts of the SRAM to ensure
data integrity on restart, after which the CPU 1is allowed to send a power down command
to the microcontroller. On reset, the CPU checks the CRC on the SRAM to determine if
it was restarting. If so, the software sets appropriate flags, and then retrieves the stack
pointer and registers from the stack. It is then able to jump to the point at which it left off
before powering down. If the CRC on the SRAM fails, the CPU executes a normal
startup.

When the tracker is turmed on, it must search for the SCC broadcast on the
received FM subcarrier. Under normal conditions, the tracker will have channel
information stored in flash memory for the primary FM channel to be used, and will
initially search channels and subcarriers that it has stored in memory. Ifno SCC
synchronization patterns are found, it must systematically search all FM channels and
subcarriers. To that end, bit-sync hunt is performed by searching for a predetermined
unique synchronization pattern. If the bit-sync event is missed (i.e., not all three pulses
occur within the expected time window) no new correction is applied, and the clock is
allowed to free run. The time estimate is still updated based on changing distance to the
transmitter if navigation data are valid. If the bit-sync is missed continuously for more
than 20 seconds, the error in the integer second time estimate may drift out of allowable
limits. When this occurs, the CPU must resume bit-sync hunt on the current and other
available FM channels.

Timing and clocking for tracker (and Net Hub) FM data reception, are handled as
indicated by the timing and clocking diagram of FIG. 28. The clocking of received FM
data 246 is scheduled by CPU 203 to begin at a specific TPU timer value which is not
directly related to the FM data synchronization pattern 247, but is related to the estimated
integer second time plus the estimated speed of light delay 248. Timing in the Figure is
indicated in units of TPU 5 MHz TICs. The rising edge of the shift clock 250 causes bits
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to be shifted into an external shift register. The rising edge of the latch clock 252 latches
the received byte in the output of the shift register. CPU 203 receives an interrupt on the
falling edge of the latch clock to read in the data, with 428.8 pisecs to read the byte.

The difference 253 between the time of received synchronization pattern and the
time it was expected by the CPU is shown in FIG. 28 in exaggerated scale. Difference
253 is normally less than 20 pisecs, caused by vehicle motion, clock errors between the
SCC and the tracker/Hub, and jitter and other errors caused by the FM receiver. CPU 203
uses the average difference for the three pulses to correct its current estimate for the
integer second time for the next second.

Tracker UHF data transmission, timing and clocking are handled as shown in the
tracker data transmission timing and clocking diagram of FIG. 29. On the frame just
before or during the frame the tracker is to transmit, the real-time executive must schedule
the data transmission tasks. The tasks are scheduled to run with appropriate lead time (up
to 6.5 msecs) to start TPU tasks to generate output state changes at the desired TPU timer
values. The transmitter key and serial data clock should be precisely started and stopped.
The first 16 bytes of the output data are loaded into the QSPI shift register before
transmission begins, and the last part of the data is loaded before the QSPI empties. Times
indicated in FIG. 29 are also in units of TPU 5 MHz timer ticks. TPU channel 3 may be
required to count output bits so that the data clock and QSPI can be stopped gracefuily.

Of course, data transmitted by the tracker includes information to identify the
precise location or position of the vehicle in which the tracker is installed. As previously
noted herein, the tracker utilizes high performance dead reckoning (DR) navigation to
provide vehicle position and velocity data in urban canyons where GPS measurements are
only intermittently available. The DR sensors include speed measurement which, in the
present exemplary embodiment, is preferably based on the vehicle's cruise control speed
sensor, if available, and an azimuth gyro and possibly a magnetic compass which are
utilized for heading determination. A reverse direction sensor may be tied to the tail lights.
These sensors are calibrated through the use of a Kalman filter based on DGPS corrected
raw measurement inputs. The accuracy goal for the DR navigator is 0.2% of distance
traveled (95% probable) after 4 minutes of DGPS measurement availability over a
"typical" vehicle trajectory.
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DR algorithm requirements take the following into account. Update rate of the DR
navigation system is about 8 Hz in the presently preferred embodiment. Azimuth gyro
data are sampled at a high rate (about 100 Hz) and integrated to propagate an estimate of
heading. Speed sensor or wheel pulse count data are sampled with high priority to ensure
regular time tagging intervals at 8 Hz and are transformed through heading and integrated
to propagate an estimate of position.

GPS measurement requirements include pseudorange measurements available from
the GPS section of the software at 8 Hz. These measurements are sampled and pre-
processed as required. The GPS measurements are used by a Kalman filter run at two
second intervals. Fither the latest available measurement or an average of measurement
data available up to the update time is used. The Kalman filter requirements recognize
that the Kalman filter used to blend DGPS and dead reckoning data must support and
estimate sensor error states with enough fidelity to achieve the desired dead reckoning
navigation accuracy. In addition, the Kalman filter supports coarse alignment (heading
error uncertainty larger than a small angle) and operates when some aiding sensors (such
as a compass) are not connected.

A raw measurement filter must have three dimensional position and velocity error
states and a good clock error model. Filter error states include:

. 3 Position Error (NED)

. 3 Velocity Error (NED)

. 1 Heading or Wander Angle Error State
. 2 or 3 Clock Error States

. 2 Gyro Error States (bias and scale factor)
. 2 Odometer Error States (scale factor and scale factor non-linearity)
. 1 Compass alignment error state

Magnetic compasses typically have error characteristics that vary sinusoidally with
heading, so it is important to utilize an efficient method to handle the variable compass
alignment error. Compass errors may be handled outside the structure of the Kalman
filter. The processor has a temperature sensor which can be used for temperature
compensation of the gyro.

When the navigation system is turned on, it can be initialized from position and
heading stored at power down. However, these data are not entirely reliable, so initial co-

variances must be large. If the system has a magnetic compass, initial measurements from
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it may be corrupted by nearby magnetic fields. The filter must be able to support a
"coarse-align" mode, which typically involves using error states that are the sine and
cosine of the heading/wander angle error because error propagation is linear with these
terms. Once the sine and cosine errors are small, the system can switch to a single heading
error state.

The Kalman filter propagates the error model for the dead reckoning process based
on gyro and speed sensor data. It also propagates aiding sensor error models including
GPS clock errors and compass alignment errors. Measurements available to the filter
include:

1) GPS pseudorange

2) Compass magnetic heading

3) Gyro bias at zero velocity
Zero velocity (zero angular rate) measurements are only available when the vehicle is
stopped.

The Kalman filter error propagation and update cycle may require more than one
second to complete. When filter processing starts, measurement data and error model
information must be latched in software so that 8 Hz dead reckoning navigation solution
propagation can continue in real-time while the filter operates on the previous cycle's data.

Time tagging of dead reckoning and GPS measurement data is critical to successful
navigation. Dead reckoning speed sensor pulse counts and gyro data are sampled so that
they are valid at GPS TIC events. The GPS raw measurements are also valid at the TIC
events, so that time alignment may be performed in a simple manner.

Part of the Kalman filter estimate is a bias and velocity error of the receiver clock
(the master 10 MHz TCXO). Because of this error and the inability to set the TIC interval
precisely, the TIC interval drifts slightly from a true 8 Hz rate with respect to GPS time. It
is desirable to account for this error and periodically adjust the TIC interval to correct for
the drift.

The tracker has several analog inputs which must be shared through a multiplexed
A/D. The highest priority analog input is the gyro, which must be sampled at between 50
Hz and 100 Hz when the vehicle may be moving (i.., at any time the ignition is on). The
battery voltage is monitored, mostly when ignition is off to ensure the unit is not draining

the battery. Several external analog sensors may be connected to the tracker to provide
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customer specific information on vehicle parameters. Requirements for monitoring of
these sensors is customer specific.

The RF card has a Received Signal Strength Indicator (RSSI) that is sampled
.periodically to determine the strength of the FM subcarrier broadcast. The temperature
sensor on the CPU board is yet another analog signal, used for gyro calibration.

Parameter storage handling is an important aspect. The tracker CPU card uses
flash memory for long term pardmeter storage when the unit is off or disconnected from
vehicle power, The SRAM is backed up by vehicle power so that short term, sleep mode
storage of the machine state will remain intact. Data is stored to flash memory on a daily
or weekly basis so that loss of power will only cause the most recent data to be lost.

The CPU card has, for example, 512 K bytes of bank-erasable flash memory. The
program and constant data preferably occupy the lower half of the memory, with the upper
256K reserved for parameter storage. A disadvantage of flash memory is that if any bank
is being written or erased, the entire device is unavailable, until the operation completes.
Since the code is in flash memory, care must be taken when writing to the device. The
code which writes to flash must run in RAM with interrupts disabled. Erasing must use
the suspend erase feature of the device. This is implemented with interrupt handling while
the erase is being performed. In most cases, writing and erasing flash memory will occur
when the CPU intends for the microcontroller to turn it off. Therefore, it is not a problem
to disable all of the interrupts because no navigation or radio communications will be
taking place.

The flash memory device is word (16-bit) addressable. Data written to flash must
be done word-wise on even byte boundaries. Bytes can be read on odd byte boundaries,
however.

As a storage method, a Linear File Store (LFS) system is preferably used to store
parameter data. This method generates a linked list of variable length records which
extends to fill a block of memory. When the block becomes full, the records not marked
for reclamation are copied to a new block, and the old block is erased. The file system
must recover from power loss during writing and reclamation. The LFS approach
supports robust handling of power loss conditions. Records stored in flash memory should

have a CRC or checksum to ensure the data are valid.
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Parameter data are stored in at least one bank of flash memory, and updated
periodically as new information becomes available. The flash memory stores the following
types of data:

1. GPS satellite almanac data for satellite acquisition: New almanac data is stored on
a weekly basis. It is read when the CPU is turned on and written when new data
from the satellites is at least one week newer than the stored data. A full set of
almanacs requires 2K of memory.

2. PROTRAK system market information: Data on the location and frequencies of the
FM subcarrier transmitters used in each market is stored as the data are transmitted
from the NDC. Storing this information allows the tracker to search known
PROTRAK frequencies for the NDC broadcast data, thereby speeding system
initialization. The navigation grid centers and UHF transmission frequencies for
each market are also stored. Adequate space should be reserved for these data to
allow 5-10 sets of data to be stored.

3. Tracker Serial Number: The unit's serial number is stored in flash memory, and is
never erased or modified, except at the factory. Serial number and
customer/device specific configuration data are stored separately from the
parameter data in the flash memory.

Other parameters are defined as required.

The tracker supports log data, e.g., logging of position and other sensor
information to flash memory for later download. This is useful for determining the
location of a vehicle when it moves outside the service area; and, on return to the service

area, the data can downloaded through the MDT interface or the radio.

VII. Mobile Data Terminal
The MDT 190 serves as a control and display unit (CDU) for the tracker 135
(FIGS. 23, 26), primarily for the convenience of the vehicle operator. The MDT is a small

conventional programmable computer similar to but generally smaller than a notebook PC
(with customer-specific software) and display terminal with liquid crystal display (LCD),
keypad, associated memory, and internal (integrated) circuitry, to enable display of text
and other data, and to enable the vehicle operator to respond to text paging messages and
to enter other data to be transmitted to the dispatcher. MDT 190 and tracker 135
communicate over a balanced, differential, asynchronous serial interface, which, in the
exemplary embodiment, uses a Texas Instruments (TT) SN65C1167NS dual differential
driver/receiver interface circuit. Tracker 135 supports "standard” baud rates up to 38400

bps, and MDT 190 should support a baud rate of at least 4800 bps. Programming of the
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MDT is controlled through the serial interface as well. The protocol and message formats,
as well as the power and programming interfaces, are described in further detail below.

The preferred serial interface protocol for communication between the tracker and
the MDT, and which is also used in other PROTRAK system serial interfaces, is based on
the Rockwell NavCore V GPS engine interface described in the Rockwell International
“NavCore Designer's Guide,” Rev. H, 14 December 1993 (hereinafter referred to as the
NavCore interface protocol). The MDT interface uses different baud rates and message
timing.

In keeping with NavCore and other message numbering conventions, each
interface is identified by a different thousands place in the message ID number. The
MDT-tracker interface uses 7000 as the interface identifier. Messages transmitted by
tracker 135 use ID numbers beginning with 7100 and messages received by it use ID
numbers beginning with 7200. In the exemplary embodiment, the message IDs are:

For tracker to MDT:
7101 Navigation Data
7102 Received Message Data
7103 Received User Data
7104 Available Message Data
7106 User Data Message List

For MDT to tracker:
7201 Data Request
7202 Text Message Response
7203 User Data Output
7204 Request Available Message Data
7205 Request Message
7206 Request User Data Message List
When requested by MDT 190 (by action of the vehicle operator), tracker 135
sends navigation data (message 7201, Table 57, Appendix B) including current position,
velocity, and time at approximately 1 Hz to the MDT. When the tracker receives a
“Request Message” (7205, Table 66) from the MDT, it sends the data for the requested
text message to the MDT using a “Received Message Data” packet (7102, Table 58).
The latter either contains the full text of the received message or an ID number indicating
a "canned" text to display. A response set is sent along with the text message, containing

a unique set of text items that can be selected by the vehicle operator in response to the
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received message.

Each message has an identifier, or issue of data (IOD), a rollover counter, to
differentiate messages within the system and to associate messages with their responses.
When the operator selects a response to a message (e.g., an inquiry from the dispatcher),
that message's IOD is sent back to the tracker with the response in message 7202. The
response is selected using arrow keys on the face (keypad) of the MDT. The MDT stores
the text, which can be up to a maximum of 80 characters, of a single message while it is
displayed for the operator. The text of each response may be limited (e.g., to about 10
characters) attributable to screen size.

In the “Received Message Data” (Table 58), the Message Type indicates whether
the message contains a canned or full text message. If the message is canned, the next
byte contains the ID number of the message; otherwise, it contains the length in bytes of
the received message text. The next 2 bytes contain the IOD number of the received text
message and the user response if a message has already been sent. The next 3 words
indicate the date and time the message was received. The next word contains the number
of valid responses in the response list. Next is the list of 4 text responses to be displayed
above softkeys of the MDT. Unused response strings are zero filled. If the message is full
text, the characters of the message follow in order. For an odd number of bytes, the last
message byte is set to 0. The data checksum follows the response set in the case of a
canned message or the text data in the case of a full text message.

The tracker receives customer-defined data from the NDC in a packet consisting of
a data identifier (1 byte) and 20 bytes of data. Depending upon customer requirements
and the type of data received, the tracker either acts on the data itself, or relays it to the
MDT by sending a “Received User Data” message (7103, Table 59) for vehicle operator
attention. At the MDT, customer-specific software processes the received data.

The tracker is capable of receiving and storing numerous text messages from the
NDC. When the tracker receives a new message (as well as at periodic intervals), it sends
an “Available Message Data™ message (7104, Table 60) to the MDT, indicative of the
number of unread messages and the number of saved messages, as well as a unique ID for
each message for use to retrieve a specific message from the tracker. Upon receipt of this

message 7104, the MDT periodically beeps a speaker or other alert device (e.g., a lamp,
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LED, or the LCD display itself) within the MDT if the number of unread messages is not
zero, to informs the vehicle operator of unread messages needing a response. Individual
unread messages are retrievable from the tracker by the driver sending a Request Message
(7205, Table 66) from the MDT.

Tracker 135 is programmed with a set of canned “User Data” messages, a list of
which (message 7106, Table 61) may be requested for display on the MDT by the driver’s
sending “Request User Data Message List” message (7206, Table 67). Upon subsequent
receipt of a “Request Message” for a specific “User Data” message, the tracker will
provide the text of that requested message to the MDT. Each message is a fixed 30
characters in length with unused locations set to 0x00.

A number of status and debugging messages are available from the tracker for
periodic output, and the MDT can request that these messages -- or specific ones of them
by designation of message ID -- be turned on or off by sending a “Data Request” message
(7201, Table 62). By default, all of the available ones of these periodic messages are off.
Once such a message is turned on, however, the tracker will continue to output it
periodically, until the message is turned off or full power is removed from the tracker.

When the vehicle operator selects a response to a received text message, the MDT
sends that response to the tracker using a Text Message Response message (7202, Table
63) which contains the IOD of the message being answered and the numeric response
value.

The tracker is used to send customer-defined data to the NDC and on the
dispatcher or subscriber via the Hub(s), using an output packet consisting of a data
identifier (1 byte) and either 1 or 9 bytes of data, with customer-specific MDT interfaces
that allow data entry. The data may consist of emergency requests, or a simple status of
the vehicle as "job complete," or more complex information. In any case, after data entry
it is sent from the MDT to the tracker by means of a “User Data Output” message (7203,
Table 64), for transmission by the tracker to the NDC. The message is fixed length with
actual space for 10 data bytes, and only 1 or 9 is meaningful based on the LSB of word 6.
The remaining data bytes have their values set to zero.

When the vehicle operator desires to view any saved messages, he or she inputs

MDT 190 to send a “Request Available Message Data™ message (7204, Table 65) to the
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tracker to retrieve the list of available text messages, and the tracker responds with a list of
the “Available Message Data” (7104, Table 60). Thereafter, a “Request Message” (7205,
Table 66) is sent by the vehicle operator from the MDT to retrieve from the tracker a
specific one of the available text messages from those contained in the list. As noted
above, a “Request User Data Message List” (7206, Table 67) is sent by the vehicle
operator from the MDT to retrieve a list of the canned “User Data” messages stored by
the tracker.

Returning to power considerations, tracker 135 supplies 12 VDC power to MDT
190 as previously indicated in FIG. 26, with maximum current drawn by the MDT,
including power-on and back light turn-on, preferably limited to 0.5 A. The MDT has a
single interface connector, which is a printed circuit board mounted 9 pin D type in the
present exemplary embodiment. The connector signals from the tracker to the MDT are:

Boot Load Control (not connected)
+RX Data

-RX Data

+ TX Data

- TX Data

Ground

+12V

+12V

Ground

Nl N Sl o

MDT read-only memory (ROM) is programmable through the serial interface. The
MDT is put into programming mode by asserting (pulling low) a Boot Load Control
signal, and is then programmed by sending blocks of data through the serial port.

IX.  Network Hubs

Referring now to the simplified block diagram of an exemplary Network Hub in
FIG. 30, the Hub 11 receives vehicle data transmissions, recovers the binary data, and
sends the data to the NDC via a telephone line. The Network Hub includes an FM radio
receiver 85 (which is identical to the FM radio receiver in each vehicle tracker) to receive
broadcast messages for timing purposes, a UHF radio receiver 81 to receive vehicle
transmissions, and a modem 87 for communication with the NDC.

The Network Hubs are installed at strategic points -- typically, leased space on

existing radio towers in and around the metropolitan area being served -- to receive
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vehicle data transmissions. The Hubs require only 110V AC power and business quality
telephone line to operate. In a typical market, between 10 and 30 Hubs are needed to
serve the various fleet operations calling for vehicle tracking. This relatively small number
of units and need for high RF performance makes cost a less significant factor for the Hubs
than for the trackers in the vehicles. FM and UHF receiver sensitivity and system
reliability are very important.

Each Network Hub is divided into four major functional areas, namely: 1) CPU 82,
2) Power Supply 84, 3) Modem 87, and 4) RF Card 86. The CPU 82 corresponds closely
to the tracker CPU, using a Motorola 68332 microcontroller running at 20 MHz. The
68332 is ideally suited for this application because of the SCI, QSPL, and TPU peripherals.
Hub CPU 82 utilizes processor, SRAM, and flash memory as in the tracker, but does not
require the GPS section of the tracker. Other similarities/differences to/from the tracker
CPU in the Hub CPU are the addition in the latter of a TCXO, level conversion for the
modem interface, and replacement of the UHF transmitter interface with a UHF receiver
interface, but retention of the same FM receiver interface. The CPU flash memory is
in-circuit programmable through a header or connector using the processor’s BDM mode
interface.

The Hub uses the FM data stream, which is at a rate of about 4664 bps from the
FM receiver 85, for system time synchronization just as the trackers do. The FM data is
intended to be used by trackers, but still must be decoded at the Hub to the extent required
to derive the timing data. The TPU in the 68332, to which the FM data stream is sent, and
software running on the CPU use bit-synchronization information in the FM data stream to
enable the TPU to generate the bit and byte data clocks used to control a shift register 88
on the CPU card, which also receives the FM data stream, and clocks the data into the
processor 83. As with the tracker CPU, the Hub CPU is responsible for programming the
FM frequency and subcarrier offset of the RF card over a serial interface.

For the UHF receiver interface, the UHF receiver 81 uses a DSP microprocessor
80 to extract the bit and byte clocks from the received UHF data stream. The processor
on the UHF card is provided with timing information from the CPU, by which it can
determine the windows in time to search for the received vehicle data.

The 68332 microcontroller 83 uses the peripheral SCI UART to communicate with
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external USRobotics modem 87 which has an RS-232 interface. Conversion is performed
between 5V and RS-232 level signals. The SCI supports a bit rate of 19200 bps,
generating up to about 2800 receive and transmit interrupts per second, with the modem
connecting at 14400 bps. If support of faster bit rates is desirable, it may be attained using
an external UART with a FIFO or including the GP2010 and GP2021 components of the
GPS chip set to provide buffered, poled UARTS.

The power supply 84 converts 110V AC to 12V DC for the CPU and RF sections
of the Hub which separately regulate power to 5V DC so as to isolate the two sections.
AC to DC conversion is performed by an off-the-shelf linear power supply and
transformer.

Modem power is supplied via a plug-in transformer, and the CPU provides the
serial interface signals to support hardware flow control with the modem. The CPU
software controls the modem to dial the NDC, login, and verify that the connection is
operational. If the connection is broken, the Hub will hang-up and re-dial to re-establish
it, repeatedly re-dialing until a connection is made if the NDC modem does not answer
initially. The NDC phone number and the Hub user ID and password are stored in CPU
flash memory. A connection speed of 14400 bps is used to maximize connection
reliability. An EMI (electromagnetic interference) hardened modem may be needed in
some situations since the system operates near RF transmitters.

The RF section 86 of the Hub receives the NDC broadcast on the FM subcarrier at
FM receiver 85, and receives the TDMA vehicle transmissions on a UHF channel at UHF
receiver 81. The data are provided to the CPU as serial streams. The CPU generates the
data clocks for the NDC broadcast data as well as programs the receive frequencies of the
RF card, and the RF card generates the clocks for the vehicle data.

The FM subcarrier data is on a 67 KHz or 92 KHz offset from normal FM
channels, and the FM receive frequency and offset are fully programmable by the CPU.
The subcarrier data is modulated by the SCA-300B 68 (FIG. 6) which uses a simple
BFSK modulation scheme.

The vehicle trackers transmit data packets at assigned times on a frequency in the
UHF business band, the UHF receive frequency also being programmable by the CPU in
12.5 KHz offsets between 450 MHz and 470 MHz. For efficient use of available
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bandwidth, the vehicle data rate is 7812.5 bps.

The CPU software enables it to perform its primary tasks, including time
synchronization to the TDMA network, communication with the NDC via modem, RF
card programming and control, reception and decoding of FM subcarrier data, and
reception of vehicle UHF data and relay of the data to the NDC. Various software
functions are written to be common with the same functions in other parts of the system.
For example, many functions related to modem communication with the NDC are identical
to those used in the SCC, although the serial data messages are different and the Hub must
dial and login while the SCC is not required to do so. RF synthesizer programming, FM
data reception, and FM data stream time synchronization code are identical to that of the

tracker.

X. Subcarrier Control Computer (SCC)

The Subcarrier Control Computer 48 (FIG. 6) hardware of an exemplary
embodiment is shown in the simplified block diagram of FIG. 31. The SCC cdntrols the
transmission of the NDC base broadcast message. The message is clocked out to
SCA-300B subcarrier modulator 68 with precise message start times and a precise data
rate. The SCC is preferably rack mounted along with the subcarrier modulator at the FM
radio station 12. NTCC 47 at NDC 10 dials the SCC modem 57 to connect SCC 48 to the
NDC. NTCC 47 provides the broadcast message data to be sent by the SCC to modulator
68, and the NTCC also controls the time at which each transmission begins.

CPU 260 of the SCC (as in the examples of the CPUs used for the Net Hub and
the tracker, preferably a 16 MHz Motorola 68332 processor) uses a peripheral SCL UART
(see, e.g., CPU 83 of the Net Hub of FIG. 30) as the interface for communication with
external (preferably USRobotics) modem 57 via an input/output (/O) card 262. A
conversion is made between 5V and RS-232 level signals. The modem is set to
communicate with CPU 260 at 19200 bps, and is allowed to connect to NTCC 47 at rates
between 14400 bps and 19200 bps. At this communication rate, the SCI can generate up
to about 2800 receive and transmit interrupts per second.

CPU 260 uses the peripheral QSPI of the 68332 device (see again, e.g., CPU 83 of
the Net Hub of FIG. 30) for the subcarrier modulator interface, to send the serial transmit



10

15

20

25

30

WO 01/46710 PCT/US00/33272

88

data to subcarrier modulator 68. Here also, a conversion is made between 5V and RS-232
level signals. The QSPI is clocked by the TPU of the 68332 processor for precisely
controlled clock phasing. The output data rate is approximately 4664.18 bps 2.5
MHz/536). However, the transmit data is Miller encoded so that 2 Miller code bits are
transmitted for every data bit (9328.36 code bps), for a divisor of 268. The OC (output
compare) TPU function uses a half cycle count of 134. An existing RF serial clock from
the TPU to the QSPI is used for the output data clock.

Transmit data timing and clocking requires three TPU channels, since starting the
data clock at the correct time requires using two additional TPU channels. The first TPU
channel is wired to the second channel. On the first channel, the CPU initiates a single
transition OC at a desired time and programs a third channel for OC with continuous pulse
mode with a precise timing control register (TCR) start time equal to the actual desired
start time. The second channel is set up to run ITC (input transition count/capture) with a
link to the third channel. When the processor initiates the transition on the first channel,
the TPU, through the ITC link, starts the data clock on the third channel at the precise
start time.

In keeping with the precise timing required by the PROTRAK system, SCC 48 is
run directly from a 1.5 ppm TCXO crystal oscillator. To maintain common bit rates
between the SCC, the Network Hubs and the trackers, which run at 20 MHz, the TPU of
CPU 260 is run at 10 MHz. The real time executive is run at a 1 KHz rate which allows
the required programming resolution of the TPU functions. The executive needs the value
of the TPU TCR counter at each executive timer tick so that executive time can be
synchronized with the TPU timer for programming of data transmission functions. To that
end, it is convenient to use the ITC TPU function to generate interrupts for the executive.
Interrupts are generated by detecting transitions from a second TPU channel running a
pulse-width modulation (PWM) function at the desired executive rate.

CPU 260 initiates a 50% duty cycle square wave on the first channel of the TPU.
The PWM frequency should be a convenient divisor of 2.5 MHz; a half period width of
2500 (1 KHz executive rate) is deemed adequate. The output of this channel is fed into
the input of the second channel which runs ITC. The ITC samples TCR1 and interrupts

the processor on every transition of the PWM signal. The executive can then read the
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TPU register to determine the TCR1 value at that interrupt TIC.

The primary function of SCC 48 is to transmit the base broadcast message
provided by NTCC 47 at a precise 1 Hz rate, synchronized to the GPS integer second.
NTCC 47 listens to the SCC initiated broadcast and controls the timing by comparing the
start of each received broadcast message to GPS time, computing a timing correction
based on the difference between the time of reception and GPS time and sending a
correction back to the SCC. SCC 48 then adjusts the transmission time of the subsequent
messages based on this correction. This timing process has been described in further detail
hereinabove.

The NTCC 47 modem interface is implemented such that the SCC 48 will answer
the call placed by the NTCC to its modem. The SCC receives broadcast message data and
timing control commands over the serial interface, with the broadcast message from
NTCC 47 typically being sent in five packets. The SCC then assembles the packets in
order and sends the message data to subcarrier modulator 68 on the next integer second.
An LCD panel display 263 on SCC 48 is used to display status and debugging information.

A number of software functions are written to be common with functions in other
parts of the system. For example, many functions related to modem communication by the
SCC with the NTCC are identical to those used in the Network Hub. However, the serial
data messages are different and, unlike the SCC, the Hub must dial and login. Parts of the
time synchronization code and executive are common with the Network Hubs and
trackers.

During normal operations, SCC 48 receives 5 blocks of 155 bytes of data from
NTCC 47, to be transmitted each second on the FM subcarrier broadcast by radio station
12. The SCC Miller encodes the data, inserts a preamble and synchronization pattern at
the beginning, and places the resulting 9264 bits into an output buffer. Before the next
transmit time, the output data clock is stopped and set to start again at the next desired
start time as commanded by the NTCC. The QSPI output buffer is primed, and CPU 260
toggles a TPU output channel to start the transmit synchronization process.

For NTCC-SCC synchronization, NTCC 47 coordinates the timing of sending the
broadcast data to SCC 48 by basing it on the time of reception of an SCC Status message
(see Table 72 of Appendix B, referenced in the NTCC Secﬁon discussion below). The
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SCC sends this message each time it initiates a data transmission. At that time, NTCC 47
sends new broadcast data message (1102, see Table 71 of Appendix B, also referenced in
the NTCC Section discussion below). This timing scheme ensures minimum latency of the
broadcast data, and eliminates timing ambiguities between the NTCC and the SCC
attributable to the lack of an absolute time reference at the SCC.

The complete 5 blocks (575 bytes) transmitted by NTCC 47 requires
approximately 500 msecs to be sent to SCC 48, at 14400 bps. The SCC allows a total of
about 900 msecs for the reception of new data before the processing must be completed
for transmission of the data on the next second. This extra time allows for retry of one or
two message blocks that may have been corrupted. A higher connect bit rate will allow
additional retries, but with the possibility that it may be less reliable. Invalid broadcast
data from an NTCC message with a valid header should be transmitted even if an
error-free retry from the NTCC is not available, because the Golay coded data may be
correctable by the vehicle trackers themselves.

For message data processing, SCC 48 forms the complete transmit data buffer by
putting the preamble and bit-sync pattern in the buffer and then appending the data. The
transmit data is sent by the NTCC to the SCC with non-return to zero (NRZ) line coding.
The SCC is required to Miller encode the data, which converts the 4600 NRZ data bits to
9200 Miller bits. The encoding process takes about 12 - 15 msecs. Miller code uses
memory of the previously encoded bits so it can only be performed on a data block if the
previous block has been received. The preamble is an alternating one-zero Miller bit
pattern inserted before the bit-sync pattern: 11 00 11 00 11 00 11 00, with the left most bit
transmitted first. The bit-sync pattern is 48 Miller bits long and is 9 high bits followed by
7 low bits, repeated 3 times.

The QSPI of the 68332 processor of CPU 260 is used as the output shift register.
The internal QSPI buffer holds 16 bytes if it is configured for 8 bit transfers. With 8 bit
transfers it will empty every 13.72 msecs, so a task must be scheduled in the real time
executive to service the QSPI queue. The QSPI sends data with most significant bit first,
which is taken into account when forming the preamble and bit-sync patterns and when
loading the QSPI.

The NTCC/SCC data flow is illustrated in the timing diagram of FIG. 32. SCC 48
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simultaneously sends broadcast data 265 for the current frame and received data 266 from
the NTCC for the next frame. After about 900 msecs into the current frame (at 267), the
SCC must cut off reception of data from NTCC 47 and begin processing the available
blocks. If data blocks are completely missing, the SCC assumes the NRZ data to be all
zeros and performs Miller encoding accordingly. SCC 48 must also compute a new
transmit time based on received commands from the NTCC. The TPU is programmed
with the new transmit time during the gap time 269 between the broadcast data
transmissions.

All of the transmit timing and synchronization occurs in the approximately 6.9
msec gap time 269 between transmissions. During this time, SCC 48 performs the
following steps to begin transmitting the data for the next time:

Stop the QSPL

Turn off the OC data clock on TPU channel 3.

Switch the output data buffer to the newly received data.

Program TPU channel 3 for continuous pulse mode to start at the next transmit time.
Load the QSPI with the new data and enable the QSPL.

Send the SCC status message to the NTCC.

Toggle TPU channel 1 OC state to start the synchronization process.

Nk W=

Transmit data timing and clocking requires 3 TPU channels: Channel 1 is
programmed to be a single transition OC function, which is set up to toggle during the gap
time by the CPU. The output of channel 1 is wired into the input of channel 2.

The channel parameters are:

PSC=11 do not force any state
PAC=010 toggle on match

TBS = 0100 output channel, match TCR 1
OFFSET =0

(REF_ADDR 1) = TCR1 time for transition
(REF_ADDR2) = don't care
(REF_ADDR3) = don't care
Channel 2 is programmed with the ITC function to continually generate links to
channel 3. The ITC is set up to trigger on any transition. ‘

The channel parameters are:

PSC=11
PAC= 011 detect either edge
TBS = 0000 input channel, capture TCR1

MAX_ COUNT = 1
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START LINK_CHANNEL = 3
LINK CHANNEL COUNT =1
BANK_ADDRESS = unused TPU parameter RAM location

Channel 3 is programmed with a continuous pulse OC function. This is the output
data clock and is wired to the clock input of the QSPI. During the gap time, it is
reprogrammed with an updated REF_TIME which is the transmit start time.

The channel parameters are:

PSC=10 force low on initialization
PAC= 010 force low on match

TBS = 0100 output channel, match TCR1
RATIO = IFF

(REF_ADDRI) = don't care
(REF_ADDR?2) = 134
(REF_ADDR3) = transmit TCR1 time

The reference address pointers point to locations in TPU parameter RAM (random
access memory). Therefore, the parameter space of unused channels must be used to store
the data for this channel. Interrupts from these channels may be disabled.

SCC 48 has three modes of operation: initialization, idle, and run. When the SCC
is turned on, it enters the initialization mode. In this mode, the software initializes system
variables, turns on the LCD 263 and backlight, initializes the modem 57, and sets up the
TPU to start the real time executive. After initialization is complete, the SCC enters the
idle mode.

Tn the Idle mode, SCC 48 waits for a call to be received from NTCC 47. While
waiting, the SCC does not send data to subcarrier modulator 68, and the output remains
high or low. Modem 57 is monitored for a connection event. When the modem connects,
the SCC enters the Run mode and receives commands from the NTCC.

In Run mode, NTCC 47 commands SCC 48 into one of two data transmission
modes, viz.: synchronization or broadcast. The NTCC uses synchronization mode first, to
align the broadcast synchronization pattern with GPS time. In this mode, the SCC
chooses an arbitrary start time and transmits a preamble and bit-sync pattern without any
data at one second intervals. The NTCC commands the SCC to move the transmit start
time until synchronization with GPS time is achieved. At this point, the NTCC commands
the SCC to assume broadcast mode. In this mode, the NTCC provides the five blocks of

data each second to be transmitted. During run mode operation, the SCC sends its status
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message to the NTCC before each transmission starts as described above.

Tf valid message data stops are being received from the NTCC for a predetermined
period of time, the SCC hangs up the modem, reinitializes the modem, and returns to idle
mode to await another call from the NTCC.

XI.  Network Timing and Control Computer (NTCC)

As has been described hereinabove (and with brief reference again to FIG. 6),
NTCC 47 interfaces with a number of other applications, including NDC Server 42,
NTCC roof module 55, and via a modem, SCC 48. The NTCC serves as a real-time
control interface to the radio network for the NDC, and also receives timing data and
DGPS corrections from a NavSymm XR5M GPS receiver 54 in the roof module.
Interfaces between the computers are serial. PPS and reset discretes are supported
between NTCC 47 and roof module S5.

NDC server 42, roof module 55, and SCC 48 all use the same protocol and
message formats to communicate with NTCC 47, based on the aforesaid NavCore
interface protocol. The NavCore interface protocol is modified for purposes of the
present exemplary embodiment of the PROTRAK system, in that the lower byte of the
status flag word in the header is used for a free running message counter. The message
counter uniquely identifies the message and is used in an ACK/NACK reply if an
acknowledge to the message is required. This enables multiple messages of the same type
to be pending (awaiting acknowledges) simultaneously. The message counter in the
ACK/NACK identifies the specific message being acknowledged.

In keeping with NavCore and certain other message numbering conventions, each
interface is identified by a different thousands place in the message ID number. Messages
transmitted by NTCC 47 use ID numbers beginning with x100 and messages received by
the NTCC use ID numbers beginning with x200,.where x is the thousands place interface
identifier. The message IDs for each serial interface are shown in Table 68 below.

Table 68: Serial Interface Message ID Numbers

Interface Message ID Range

SCC 1100/1200
NDC Server 2100/2200
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Roof Module 3100/3200

The NTCC serial interfaces are performed using a Contec COM-8SF-2 multi-port
serial IO board, which is capable of communicating at up to 115200 bps. PPS and reset
discretes are supported by a Contec P10-48W board.

The NTCC communicates with the SCC, NDC server, and roof module with serial
data messages. With reference again to FIG. 6, NTCC 47 establishes a connection to
SCC 48 by placing a call to the SCC through modem 57. When the modem is connected,
the NTCC begins sending timing control messages, and the SCC begins sending status
messages. After time synchronization is achieved, the NTCC begins sending full transmit
data sets consisting of DGPS data and NDC generated messages consisting of 5 frames of
115 bits in length. The SCC is responsible for generating the bit sync and the start of the
FM broadcast. The messages used for communication between the NTCC and the SCC
are summarized in Table 69 (Appendix B), and in further detail below and in other tables
of Appendix B, as indicated below.

NTCC 47 controls the timing of the FM subcarrier broadcast using a “Timing
Control” message (1101, Table 70). SCC 48 uses the data in this message to adjust its
transmit timer so that the broadcast data bit sync will be synchronized with GPS time. The
timing control message is transmitted by the NTCC near the beginning of a one-second
interval. The SCC integer second timer is programmed using the timer control contained
in the timing control message before the current timer expires.

In brief, and with reference to Table 70 (Appendix B), the timing control mode is
the least significant byte of word 6 in the timing control message, and has three values: 0 =
off, 1= coarse, and 2 = fine. The control type is the most significant byte of word 6,
indicating how the timer control in words 7 and 8 of the message is to be applied. The
control type has three values: 0 = do not use, 1 = add to nominal, and 2 = one shot. If the
control type is 0, it is ignored; if it is 1, the value of the timer control is added to the
nominal timer value and the timer is reprogrammed; and if it is 2, the timer is programmed
with the value of the timer control one time and then reverts to the nominal value.

A “Transmit Data Frame” message (1102, Table 71), contains a portion of the full
SCC broadcast message which is broadcast each second. The broadcast message is

broken into smaller frames, so that if part of the message is missed it can be repeated more
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quickly than repeating the entire broadcast message.

The nominal broadcast message typically consists of five 115 byte frames (23 bit
interleaving of (23,12) Golay code), which makes the entire broadcast message 4600 data
bits long. Data frame messages containing data to be transmitted on the next broadcast
frame are transmitted to the SCC from the NTCC on the current frame. The SCC
transmits the available broadcast data at the beginning of each second. If frames of data
are missing, the missing frames are replaced by zeros in the transmit data stream.

Near the beginning of each second, the NTCC determines the data to be
transmitted on the next second, and these data are broken up into frames. Several
messages with ID 1102, one for each frame, are queued at one time.

The broadcast frame ID in word 6 of the “Transmit Data Frame™ message indicates
the broadcast frame for which the transmit data is intended. The SCC uses this value to
preclude mixing of the data intended for different broadcast frames. The frame number
and total number of frames are contained in the least significant and most significant bytes
of word 7 to indicate the manner of assembly of the frames of data if the messages are
received out of order. The number of bytes in the frame, / (in word 8), indicates the
number of data bytes to follow. If/is odd, the most significant byte of the last data word
1s padded with 0x00. The data bytes are ordered so that they are transmitted to the SCC
in the same order as they are to be re-transmitted by the SCC.

SCC 48 transmits status information to NTCC 47 at one-second intervals, in “SCC
Status” messages (1201, Table 72). A current nominal timer in the message contains the
present nominal value of the transmit timer countdown. SCC status in word 8 is bit-
coded.

NTCC 47 communicates with NDC server 42 via an 115200 bps serial interface, or
TCP/IP directly, or over dial-up. The server supports two simultaneous NTCC systems
for FM station/NTCC redundancy, sending the same tracker data to both NTCC systems,
but trackers and Network Hubs operate from only one at a time. This is the primary
system, and if that system fails, NDC server 42 commands the Net Hubs to switch to the
secondary FM station, and the trackers will soon thereafter also switch to the secondary

station.

During normal operation, server 42 sends packets containing data to be transmitted
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to the vehicles (i.e., to the trackers installed thereon) to NTCC 47. The NTCC formats
the data into transmit data frames and sends them to the SCC. The NTCC provides server
42 with a status message to be transmitted at the beginning of each integer second to allow
the server to schedule processing tasks. The status message indicates status of the NTCC

and SCC to the server, and informs the server regarding available space in the output

‘queue for data to be sent to the vehicles.

Messages used in communication between NTCC 47 (as well as an additional
NTCC, if present) and NDC server 42 are summarized in Table 73. Dial-up‘ NTCCs must
login twice, with a 3Com/U.S Robotics Modem Bank and Radius server for the first login
using standard “login:” and “password:” prompts to authenticate user ID and password. If
a dial-up NTCC is successfully logged into the network, it is connected to a TCP port on
the NDC server reserved for Network Hub connections. Once connected, the NDC server
sends a “Login Info Request” message (2104, Table 74) to the connecting Network Hub
to authenticate it to the NDC server. The same user ID/password pair used to login to the
modem bank is sent as a response in a “Login Info Response” message (2304, Table 75).
However, NTCCs with TCP/IP connectivity to the NDC server need not login to the
modem bank, but rather may simply connect to a TCP port on the NDC server and
respond to the “Login Info Request” message.”

After the NTCC is authenticated, the NDC server requests an NTCC Profile by
sending an “NTCC Profile Request™ message (4105, Table 76). Although the NTCC may
modify its profile, the NDC server maintains an accurate profile by using the information
contained in an “NTCC Profile Response” message (4305, Table 77) which is sent by the
NTCC in reply to the request message.

The NTCC controls the real-time portion of the radio network for the NDC server.
A “Status Message 2" (2103, Table 78) is sent by the NTCC to the server at the start of
each second, to be used by the server as a rough time mark for scheduling periodic tasks.
The accuracy of the time mark depends on the rate at which the NTCC and the server
service their serial transmit and receive data queues, respectively. If two NTCCs are
connected to the server, the server uses the time mark information from the primary
NTCC.

When the NTCC requests connection to the NDC server, the server transmits data
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describing the FM radio station to which the NTCC will attempt to connect in an “FM
Data” message (2201, Table 79) which indicates the frequency of the FM station and the
subcarrier frequency on which the PROTRAK system is operating. The position of the
FM transmitter in latitude, longitude and altitude is provided in the message to enable the
NTCC to compute the propagation delay of the broadcast. The telephone number in the
message is a null-terminated, ASCII string that the NTCC must dial to connect to the
SCC.

For each base station transmit packet generated by the NDC server, e.g. “FM
Identification,” “Slot Allocation,” etc., the server sends a “Vehicle Packet” message
(2202, Table 80) containing the transmit packet to the NTCC, which is ultimately to be
transmitted to the vehicles by the SCC via the FM subcarrier. The NTCC places this
packet in the output queue, and in the base station broadcast message as space permits.
“Vehicle Packet” messages are not acknowledged by the NTCC, simply because of the
volume of messages to be coordinated by the server.

When the NTCC connects to the NDC server, the latter sends a “Local Time Zone
Offset” message (2203, Table 81) to the NTCC indicative of the offset, which the NTCC
broadcasts to trackers (via the SCC and the FM subcarrier radio transmission) with the
“GPS Time” base packet. The NDC Server sends this offset message 2203 to the NTCC
not only in response to receiving a valid NTCC profile response message, but at the start
of each hour. In this way, the NTCC maintains the latest time zone information in all local
time zones that change on the hour.

NTCC 47 communicates via a 38400 bps serial interface with roof module 55,
whose CPU 56 receives the FM broadcast via receiver 58 from SCC 48 at radio station
12. As previously described herein, the time of arrival of the FM data is compared to the
GPS integer second, and the difference between the integer second start and the time the
message data are received is provided to NTCC 47 to develop a correction for timing
control feedback to SCC 48. The NTCC compares the received data to the data provided
to the SCC, to verify that the correct data was transmitted. NTCC 47 furnishes RF
information to roof module 55 to enable the latter to tune FM receiver 58 to the proper
channe] and subcarrier.

Messages used for communication between NTCC 47 and roof module 55 are
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summarized in Table 82. The NTCC sends a “Frequency Control” message (3101, Table
83) to the roof module during initialization, commanding the latter to tune to the proper
FM radio frequency

The NTCC furnishes time and status information to the roof module by sending a
“Time/Status” message (3102, Table 84) at one-second intervals. Although the roof
module in the exemplary embodiment uses GPS time for synchronization to the PPS from
the GPS receiver, as an alternative a roof module CPU 56 may be used that does not
require periodic time information, but simply initialization information for GPS receiver
S4. The “Time/Status™ message, sent shortly after the PPS, contains the time at the PPS.
Other mode and status information are also provided to the roof module CPU.

In a “Status” message (3201, Table 85), the roof module provides its status to the
NTCC, including the current frequency being used. A timing status word in the message
indicates the GPS time synchronization status with bit 0 = received time valid and bit 1 =
time synchronized. FM status word is coded with bt 0 = synthesizers locked, bit 1 =
bit-sync hunt mode, bit 2 = sync detected.

The roof module reports received FM data in a message (3202, Table 86) to the

- NTCC, which the NTCC compares to the data transmitted for frame time synchronization

and monitoring of the transmitter and roof module receiver. During normal operation, the
FM data is received starting near the beginning of the integer second and ends shortly
before the end thereof, so the FM data for a one-second interval is reported to the NTCC
at the beginning of the next interval.

The roof module indicates the time difference (delay) between the integer second
and the received FM bit-sync to the NTCC in a “Timing” message (3203, Table 87), for
timing loop control. The integer second is defined by the GPS PPS, and the “Timing”
message must be sent immediately after the delay is computed to allow the NTCC to
compute a clock correction and send it to the SCC before the start of the next integer
second. In the normal run mode, the sync is detected about 15 msec after the integer
second. The GPS week and time are provided in the “Timing” message for the start of the
integer second for which the delay is computed. The delay specified is the time from start
of integer second to detection of the sync. The TPU running at 5 MHz has a resolution of
0.2 psec.
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The GPS receiver 54 of roof module 55 is a NavSymm XR5M GPS receiver for
DGPS correction generation. The NTCC has two serial interfaces to the XR5M receiver -
- a CDU port and the DGPS output port -- the CDU port being used to control receiver
operation and the DGPS port supplying RTCM-104 format DGPS corrections.
Alternatively, roof module 55 may be implemented so that the interface with its CPU 56
supports the GPS functions.

Discrete Interfaces include PPS (pulse-per-second) and Reset, the NTCC requiring
a PPS for synchronizing its executive to GPS time. The roof module also uses a PPS for
timing of the subcarrier broadcast, and in the current embodiment, the Navstar XR5M
GPS receiver provides the PPS and the NTCC uses a reset signal to control initialization

of that receiver.

XII. Database Management and CCS Server (DMCS)
The DMCS (e.g., 27, FIG. 3) at a customer site 13 is conveniently described in

conjunction with control of the interface between NDC server 42 and components that
communicate with the server including the CCSs (e.g., 14, 15), the NDC command
stations (e.g., 43, 45, FIG.4), the Network Hubs (e.g., 11-1, 11-2, FIG. 3), and NTCC
47, and messages used for those communications.

The standard message format used to communicate between the NDC Server and
all other systems is based on the message format defined in the aforesaid NavCore
interface protocol, with a fixed five-word header section and an optional data section as
shown in Table 88. The standard message header format is shown in Table 89.

The Message Start Word is always 0x8IFF, indicating the start of a valid message.
The Standard Message Type ID (IDNN) indicates the interface (I) where a message is
used, the message direction (D), purpose, and number (NN). The valid Message Type ID
range for the software components that interface with the NDC server is shown in Table
90, and, for those software components that interface with the DMCS, in Table 91. The
Data Word Count field indicates the number of 16-bit words contained in the data portion
of a message (this field being 0 if the message bas no data section), excluding the Data
Checksum field.

In the Flags/Message ID field, the least significant byte (bits 7 - 0) identifies the
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message if an acknowledgment or negative acknowledgment is necessary, and bits 12, 11,
and 10 are flags indicating Required Acknowledgment, Acknowledgment, and Negative
Acknowledgment, respectively. If a message is sent with the Required Acknowledgment
bit (12) set, the receiver must respond using the same Message ID with the
Acknowledgment bit (11) or the Negative Acknowledgment bit (10) set. If a required
acknowledgment is not received within a preset amount of time, or a Negative
Acknowledgment is received, the sender must send the message again.

The Header Checksum is computed by adding all words contained in the header
and performing a 2's complement on the sum, expressed mathematically as (from the

NavCore interface protocol):

4
SUM = Mod 2'¢ 2 word (I)
I=1

Header Checksum = -SUM if SUM  # -32768
Header Checksum = SUM if SUM =-32768
‘Where:

1. Unary negation is computed as the 2's complement of some 16-bit data word.

2. Mod 2% indicates the least 16 bits of an arithmetic process (only lower 16 bits
kept).

3. The summation is the algebraic binary sum of the words indicated by subscript
®.

4. The -32768 Sum Value must be treated as a special case since it cannot be
negated.

. Most standard messages used to communicate with the NDC server have a data
section as shown in Table 92. The Data Word Count in the message header identifies the
number of data words in the data section, these being16-bit data words that form a
message in the format indicated by the Standard Message Type ID. Messages without a
data section have no data checksum. Messages with a data section do have a data
checksum, which is computed in the same way as the header checksum. The only
difference between the two calculations is that the header checksum is calculated using the
first four words of the header while the data checksum is calculated using all of the data
words prior to the Data Checksum field.
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Each byte of the Standard Message is transferred with bits ordered from least
significant to most significant, i.e., the least significant bit being transmitted/received first.
Each word is sent with the least significant byte first.

The message formats used for the NDC server/DMCS interface are as follows.
With respect to command/response messages and message request/response sequences
that may be initiated by NDC server 42, once a DMCS 27 has connected to the NDC
server, it must be ready to receive and respond, if necessary, to messages sent by the
server. The Message Type ID of 71XX identifies messages that are initiated by the NDC
server while necessary responses to these messages are indicated by Message Type ID
73XX (as shown in Table 90).

Dial-up DMCS applications are required to login twice. A U.S. Robotics Modem
Bank and Radius server perform the first login, using standard PPP login prompts to
request authentication of the user ID and password. If a dial-up DMCS is successfully
logged into the network, it may connect a TCP port on the NDC server, at which point the
server sends a “Login Info Request” message (7101, Table 93) to the connecting DMCS
for authentication to the server. The same user ID/password pair used to login to the
modem bank is sent as a response in a “Login Info Response” message (7301, Table 94).
A “Login Info Response Result” message (7107, Table 95) is returned by the NDC server
to indicate the result of the login attempt. The double login is necessary to control access
to both the NDC server network and the NDC server itself, and is hidden from dial-up
DMCS users. DMCS applications with TCP/IP connectivity to the NDC server do not
require login to the modem bank, but simply connect to a TCP port on the NDC Server
and respond to the “Login Info Request” message.

When messages (Text, Predefined, or Site Dispatch) are sent to trackers, a timeout
value may be specified. If a message is not acknowledged before its specified timeout
value, the NDC server sends a “Message Timeout” message (7107, Table 96) to indicate
that the message was not acknowledged and that no further attempt will be made to send
the message unless a re-send request is made. Messages sent to multiple trackers may be
acknowledged by a subset of the original recipient list. The tracker IDs listed in the
“Message Timeout” are for those trackers that failed to acknowledge the message prior to
the timeout.
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NDC command stations have the option to send an “NDC Command” message
(7102, Table 97) to CCSs connected to the DMCS, to notify CCS users of important
events (e.g., system shutdown warning during testing). A DMCS that receives an “NDC
Command”™ message responds using an “NDC Command Response” message (7302,
Table 98) and forwards it to all CCSs.

While the DMCS is connected to the NDC server it receives real-time tracking
data from the server in a “Real-time Tracking Data” message (7103, Table 99) for
trackers associated with the respective customer. Such messages, which may contain
messages of several different types, e.g., tracker location, tracker speed, tracker heading,
user data received from a tracker, message acknowledgments/responses, and site status
information, are sent to the DMCS as they are received by the server. Tracking data
messages for trackers with continuous tracking service or login only tracking (LOT)
service are received at a rate specified by the tracker’s associated active update rate. And
for trackers with manual tracking service, tracking data messages are received as a result
of a request made by the DMCS with a Send Tracking Request Message. The Real-time
Tracking Data Message Format is shown in Table 100.

As previously described herein, the trackers have a capability to sense when the
associated vehicle’s ignition has been turned on or off. If a tracker is in the RF network
and a vehicle's ignition is turned off for a predetermined interval of time, the tracker
requests a low- power slot from the NDC server. After receiving its low-power slot, the
tracker shuts down until just prior to its next update. Trackers continue to provide
updates in this slot while the ignition remains off or the vehicle's battery voltage is below a
minimum value. A “Tracker Power Mode™ message (7107, Table 101) is sent to the
applicable DMCS each time a tracker for which it is accountable switches to or from low
power mode.

When the DMCS or NDC command station updates a tracker profile, the updated
profile information is forwarded to all connected DMCS applications associated with the
profile in the form of a “Tracker Profile Update” message (7104, Table 102), with the
Tracker Profile Format shown in Table 103.

NDC server 42 does not manage the installation history for trackers, but can query

the DMCS (e.g., 27) to determine when trackers have been installed and removed from
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vehicles. A “Retrieve Tracker Installation History” message (7105, Table 104) allows the
NDC server to specify an installation date range. A “Retrieve Tracker Installation History
Response™ message (7305, Table 105) is used by the DMCS to supply information to the
NDC server for all trackers that were installed into vehicles during the specified time
period. Since the response message may be quite large, an individual response message is
returned for each tracker installed. An exemplary Tracker Installation Record is shown in
Table 106.

DMCS 27, which is responsible for management of vehicle profile information
(e.g., vehicle identification number (VIN), state, license, make, model, year), provides this
information to NDC server 42 in the form of a “Retrieve Vehicle Profile List” message
(7106, Table 107), upon request. The NDC server typically makes this request if it knows
a VIN (which it has learned from the “Retrieve Tracker Installation History Response”
message) and needs additional information about the vehicle. Ifthe VIN is not known, the
Retrieve Vehicle Profile by Installed Tracker may be used. A Retrieve Vehicle Profile List
Response message and Vehicle Profile Format are shown in Tables 108 and 109,
respectively.

Once a DMCS has successfully logged into the NDC server, it may send command
messages to the server with a Message Type ID of 72XX. Any responses from the server
to these command messages are identified by Message Type ID 74XX.
Command/response messages and message request/response sequences initiated by a
logged on DMCS are discussed below.

When messages (Text, Predefined, or Site Dispatch) are sent to trackers, a
message sequence ID is associated with the message. Messages pending acknowledgment
may be cancelled by sending a “Cancel” message (7215, Table 110) with the associated
message sequence ID, which is followed by a “Cancel Message Response” message (7415,
Table 111).

A user ID and password combination is necessary for dial-up access or TCP access
to the NDC server. Users that login to the NDC server network and application use the
same user ID and password for both. Once a user has logged into the NDC server, a
“Modify Account Password” message (7201, Table 112) may be used to modify the

password, and is responded to by a Modify Account Password Response message (7401,
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Table 113).

When a tracker profile is entered into the NDC server database, a tracking service
is entered as part of the profile. Each tracker has a tracking service, with valid tracking
services being continuous tracking, LOT, and manual tracking. Trackers with continuous
tracking service send their tracking information on a periodic basis even if a DMCS is not
connected to the NDC server to receive this information. Trackers with LOT service
transmit their information periodically if a DMCS is connected to the NDC server to
receive this tracking information. Manual tracking service trackers only transmit their
tracking information upon request. For continuous and LOT, an update rate (in seconds)
is also entered as part of the profile to indicate the periodic rate at which the tracker
should send its tracking information, the rate being used to initially set a tracker's active
update rate when a tracker is first eligible to enter the radio network. A “Modify Tracking
Service” message (7202, Table 114) may be sent to modify the tracking service and the
associated update rate, and is followed by a “Modify Tracking Service Response” message
(7402, Table 115).

DMCS applications may send a “Ping Request” message (7203, Table 116) to
verify their connection to the NDC server. If a “Ping Response” message (7403, Table
117) is received, the connection is active and the NDC server is operational.

Referring back to the “Message Timeout” message sent by the NDC server,
described above, a “Resend” message (7216, Table 118) is sent to the server to indicate
that a message should be re-sent to trackers from the original list of recipients that failed
to acknowledge the message before the timeout period, followed by a “Resend Message
Response” message (7416, Table 119).

As with the DMCS’s responsibility for management and maintenance of vehicle
profile information, and the use of a Retrieve Vehicle Profile List, described above, the
NDC server maintains an information profile for each tracker, which contains information
to identify the tracker. The information includes the tracker's update rate, service type,
and service flags. A “Retrieve Tracker Profile List” message (7204, Table 120) is sent to
retrieve a list of tracker profiles associated with a customer account. The list to be
returned may be limited by specifying the tracker IDs. The applicable response message

(7404) is shown in Table 121. Text messages may be sent to vehicles with a tracker
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and an MDT. A “Send” message (7205, Table 122) commands the NDC server to send a
text message to all trackers associated with the requesting user or to a list of individual
trackers identified by tracker ID. Pre-defined Exemplary Message Response Sets are
shown in Table 123. If the NDC server successfully queues a message to be sent, a “Send
Message Response” message (7405, Table 124) is used to indicate a Message Sequence
ID associated with the message being sent. If the message is successfully acknowledged
and/or responded to by a tracker, the DMCS receives a “Message Response And User
Data" or "Short Message Response and User Data" packet within a "Real-time Tracking
Data” Message (discussed above) that contains the same Message Sequence ID.

Pre-defined text messages also may be sent to vehicles with a tracker and MDT. A
“Send Pre-defined Message ID” message (7206, Table 125) commands the NDC server to
send a pre-defined message ID to all trackers associated with the requesting user or to a
list of individual trackers identified by tracker ID. If the NDC server successfully queues a
message to be sent, a “Send Pre-defined Message ID Response” message (7406, Table
126) is used to indicate a Message Sequence ID associated with the message ID being
sent. If the message is successfully acknowledged and/or responded to by a tracker, the
DMCS will receive a "Message Response And User Data" or "Short Message Response
and User Data" packet within a "Real-time Tracking Data” message that contains the same
Message Sequence ID.

A “Send Site Dispatch” message (7207, Table 127) is used to facilitate dispatching
and automating the recording of site arrival/departure. It is sent by the DMCS to a tracker
to indicate a job site area and a message (e.g., site street address) to be displayed to the
vehicle operator. A pre-defined or custom response set may be defined to permit a manual
response. Upon arrival/departure at/from the site defined by the message, the tracker
sends a "Site Status" packet within a "Real-time Tracking Data” Message to indicate site
arrival/departure, either by virtue of the tracker’s determination based on its
latitude/longitude relative to the job site area, or of the vehicle operator using the MDT to
indicate the tracker site arrival/departure, and a consequent “Send Site Dispatch
Response” message (7407, Table 128).

A “Send User Data” message (7208, Table 129) commands the NDC server to

send a User Data message to all trackers associated with the requesting user (customer) or



10

15

20

25

30

WO 01/46710 PCT/US00/33272

106

to a list of individual trackers identified by tracker ID. If the NDC server successfully
queues a message to be sent, a “Send User Data Response” message (7408, Table 130)
indicates a Message Sequence ID associated with the message being sent. If the message
is successfully acknowledged by a tracker, the DMCS receives a "Message Response And
User Data" or "Short Message Response and User Data” packet within a "Real-Time
Tracking Data” message that contains the same Message Sequence ID.

Trackers that have manual tracking service only transmit their tracking information
upon request. A “Send Tracking Request™ message (7209, Table 131) allows the DMCS
to request tracking information from a specific tracker. If a tracker successfully receives a
tracking information request, it transmits its tracking information during the next available
time slot reserved for such a transmission, and the requesting DMCS receives a ‘Real-time
Data” message with the requested tracking information. A “Send Tracking Request
Response™ message (7409) is shown in Table 132.

When the DMCS creates/updates/modifies a tracker installation record, the record
is forwarded to the NDC server as an update sent in the form of a “Tracker Installation
Record Update” message (7210, Table 133). Also, when the DMCS updates a vehicle
profile, the updated profile information is forwarded to the NDC server in the form of a
“Vehicle Profile Update” message (7212, Table 134).

XII. Event Driven Status Reporting

This aspect of the invention provides a method and apparatus for automatically
determining and reporting events from a vehicle to an owner or dispatcher of the vehicle at
a location which is remote from the vehicle. Events to be reported include changes in
status of vehicle operation, location, or measurements of vehicle systems or cargo. The
tracking computer (tracker) in the vehicle is connected to various sensors which measure
parameters of interest to the dispatcher or owner, and reports critical changes in
parameters over the TDMA network. CCS/DMCS computers at the customer’s location
display status changes for use by the dispatcher, or record data for later analysis. Software
in the tracker and a variety of sensors allows multiple, complicated, and abstract status
events that are relevant to specific vehicle or industry applications to be determined and

reported by the tracker. Automatically generated reports from vehicles enables
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considerably more accurate and timely data to be provided to the customer’s site than is
available from the human operators of the vehicles.

FIG. 33 is a diagram of various types of sensors and/or measurement sources that
are readily connected/supplied to the tracking computer (tracker) 135, either singly or in
combination with each other, including certain “basic” sensors, analog inputs, discrete
inputs, TPU inputs, and serial interfaces to the tracker that can be configured for almost
any measurement and control purpose. An expanded list of sensor inputs is set forth
below. These fall into the two broad categories of (1) basic vehicle functions and (2)
operational functions of the vehicle specific to the industry in which it is used. Operational
functions require the addition of sensors to a standard vehicle. The reader is also referred
back to FIG. 23 which illustrates certain particularly significant sensors of operational
functions for ready-mix trucks, such as truck 195 -- a drum rotation sensor 281 and a
washout water flow detection sensor 281 --, as well as a generalized set of inputs 280 to
tracker 135 from sensors/measurement sources of the types referenced in this section of
the specification.

Basic vehicle functions or parameters that are measured directly by the tracker may
vary from vehicle to vehicle, but typically include the following:

. Vehicle Ignition and Run Time
. Headlights

. Reverse

. Wheel Speed (from the transmission)
. Passenger/Driver Door Open

. Four Wheel Drive Engagement

. Ambulance Lights/Sirens

. Fuel Level

. Coolant temperature

. Oil Pressure

. Battery Voltage
. Engine Warnings

Other vehicle functions may require the addition of sensors for measurement, or
may be measured directly on equipment added to the vehicle to perform a function specific
to the business in which the vehicle is used. Some typical parameters or functions that fall
into this category are:

. Theft or Tamper Alarms
. Cargo Door Open
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. Cargo Temperature
. Vehicle Weight
. Power Takeoff Engagement: Power TakeOffs (PTOs) can run a wide range of
equipment, including:
- Pumps
- Winches
- Cranes
- Augers
. Engine Data Bus Parameters and Tolerance Checking
. Dump Box Up or Hatch Open
. Ready Mix Drum Rotation Speed and Direction
. Ready Mix Wash Water Usage
. Ready Mix Fill Water Volume

Vehicle functions are combined with location and speed information from the
navigation system. Correlation of measurements to vehicle motion enables events to be
triggered based on vehicle location, or to qualify measured data as proper operation of a
vehicle - or as an exception to normal operations, such as opening a cargo door outside of
normal customer or company loading/unloading zones.

In this respect, the system allows the owner or dispatcher of the vehicle to define
rectangular zones on a stored map of the metropolitan area of interest; for example, a zone
300 as shown in FIG. 34. The corners defining the zones (e.g., 301, 302, 303, 304 for
zone 300) are sent to the vehicles so that the tracker can determine, based on its
navigation solution, whether it is inside or outside any particular zone. These zones are
typically‘ set up to identify home or plant sites where vehicles are usually based or pick up
cargo, or job sites where vehicles are usually dispatched to deliver cargo or perform a
service.

_ Zones can also define map regions for other purposes such as restricted speed,
restricted weight, or borders that the vehicle is not allowed to cross. Using navigation
alone, the tracker can report:

. Distance Traveled Between Zones
. Engine On and Off
. Driving Over a Specified Speed

. Driving at Inappropriate Times
. Unauthorized Stops
. Times of Arrival and Departure to and from Specified Locations

Combining location information with other measured parameters on the vehicle can
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generate other status events, such as using the vehicle location to confirm the correct
vehicle status, notifying the dispatcher if a cargo door opens at an inappropriate time or
place, or correlating an engine problem to a particular location to understand the
underlying circumstances.

When a vehicle tracker needs to transmit event data, it requests special time slots
using one of these time slots. It is then granted sufficient auxiliary reporting times at
twelve second intervals to send its data. The total latency between an event being detected
and the transmission of data is preferably kept under thirty seconds.

All data passed through the network and other status information is stored on large
database servers for later retrieval for reports on vehicle activity or analysis. The tracker
reports events using different types of data packets depending on the event. Events
indicated simply by direct measurement of an input are reported in a common event packet
format that indicates the input measured (discrete or analog) and the new value. These are
events such as cargo door open, four wheel drive engaged, or PTO driven pump on.

These data are stored in the database and passed on to the customer applications. Since a
fleet owner (operator or subscriber) may have many types of vehicles in the fleet, and each
may have different event data of interest on the same inputs to the tracker, the data must
be clearly identified from vehicle to vehicle.

Identifying the event reports by the tracker is accomplished by a tracker
configuration application running in the NDC. When a tracker is installed in a vehicle and
sensors are connected to its inputs, the configuration application activates the tracker by
sending it a command for the attached inputs which identifies thresholds and hysteresis on
triggering an event on the input. The configuration application also stores the association
of each of the tracker’s inputs to the specific event type, such as cargo door open. In
more complicated situations where a vehicle has a detailed set of logic to operate to
determine when and what type of events occur, for example a ready mix truck or an
ambulance, the configuration application sends a command to the vehicle’s tracker to
activate an entire section of software to process inputs. In these cases, indﬁstry specific
data packets are sent by the tracker to identify detailed event status and data

corresponding to the event.

A number of specific applications for event driven reporting of vehicle status are
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described below. Examples of applications to specific industries, by way of illustration and
not limitation, are the following: ready mix concrete, bulk powder transport, bulk
aggregate transport, and ambulance operation. Many more examples of applications that
require automated event reporting might be listed. The combinations and applications of

parameters that can be measured and reported are virtually limitless.

A, Ready Mix Concrete

While efficient use of fixed assets is important in any business, it is particularly
important in the ready mix concrete industry. This is primarily a delivery business, since
the product being delivered is essentially a commodity and the raw material costs do not
vary significantly between suppliers. The business, therefore, is one in which the efficient
use of very expensive transportation assets makes the difference between profit and loss.

The transit mixer truck has a well defined sequence of events through which it runs
in the process of delivering concrete, generally comprising the steps of:

1) Load
2) Leave Plant
3) Aurrive Job
4) Begin Pour
5) End Pour
6) Wash
7) Leave Job
8) Arrive Plant
Tt is known that the ready mix concrete industry has been in search of a method to
indicate these events to the dispatcher in a cost effective, timely, and accurate manner.
Reliable indication of these events to the dispatcher results in the most efficient use of the
truck fleet. By knowing the stage of operation each truck is in, the dispatcher can choose
the best available trucks for the next loads. This is particularly true when planned
schedules are changed by customer needs or delays in delivery. Ready mix companies have
typically used driver voice enunciation for these events or driver operated status boxes.
Voice and status box use have a fundamental limitation in that they require the
driver to take action to notify the dispatcher of his current state of operation. Even well
intentioned drivers too often forget to notify the dispatcher. Industry estimates are that

less than 10% of data provided through these means is accurate. Status boxes are control
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heads interfaced to the voice radios, the status box having multiple buttons, typically a
button operable to indicate each of the above-noted delivery phases. An advantage of the
status box is that data from it can be provided to common dispatch applications used in the
industry to enable the dispatch software to track the truck through the phases without
manual intervention by the dispatcher. However, this advantage is rarely realized because
of unreliability of the data from the driver, and the consequent inability of the dispatcher to
make proper decisions for the most efficient use of assets.

With the appropriate sensors on the transit mixer truck and software in the wireless
data computer, the ready mix concrete delivery phases can be automatically and reliably
determined. Reliable, automated sequencing is achieved according to this aspect of the
present invention by implementation of three basic sensors on the truck, as well as reliable
navigation, and involved state logic. In a preferred embodiment, the sensors comprise a
drum rotation sensor 280 (FIG. 23) that measures both speed and direction of the mixer
drum, a water flow sensor 281 that measures water being used to wash off the truck, and a
door switch (e.g., associated with the switch that senses an open door to turn on the
interior lights in the truck cab) that indicates when the driver's door is open. Information
regarding location and speed of the vehicle is required to determine when the truck is at a
plant or a job site (or en route to the site). The state logic ties all of this information
together to allow the tracker to report each phase of the delivery process back to the
subscriber’s site.

Drum rotation sensor 280 measures the speed and direction of the drum 287 of
truck 19S. In a preferred embodiment, sensor 280 is unlike typical drum revolution
counters installed on mixer trucks that use limit switches or Hall effect magnetic or
proximity switches to count drum revolutions, but instead accurately provides both speed
and direction -~ parameters which are needed to help determine when the truck is being
loaded, when pouring of the wet concrete contents of the drum is commenced and when it
is completed. Loading is typically performed by running the drum in the “charge”
direction at high speed, whereas normal mixing is performed while the truck is on the road
and at a much slower charge speed. Pouring is typically performed at a very slow
discharge speed, and drum speed is often increased as the drum empties. Referring to the

block diagram of the drum rotation sensor 280 of FIG. 35, two Allegro 3240 Hall effect
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sensors 288, 289 are employed, separated by approximately two inches on a bracket 290
that mounts to the top of the transmission 291 that drives the ready mix drum 287. Sensor
280 is activated by six magnets that are placed around the axis of drum rotation on the
interface plate between the transmission and the drum. Magnet assemblies 292 used to
actuate the Hall effect sensors 288, 289 are attached to the drum-transmission interface
flange 293.

The transmission to drum interface is the ideal location for rotation sensor 280
when added to the mixer after it is built. Direct measurement of transmission RPM is
preferred but is only practical if the transmission can be modified at the factory to supply a
rotational speed/ direction output. The transmission interface has well controlled
dimensions and is relatively free of contaminants and from driver interference. It is also
common among front and rear discharge mixers. Other potential locations for sensor
placement, such as the idler wheels at the drum mouth or between the midpoint of the
drum and the truck chassis, have drawbacks that include dimensional variations from
manufacturer to manufacturer and from vehicle model to model. These locations are also
more exposed to grease, dirt, damage, and variations in gap distances due to flexure of the
truck frame and bouncing of the drum out of its idler wheels.

The top of the standard transmission interface has mounting holes available for oﬂ
coolers and water tanks and may be used for sensor mounting. Despite the large size of a
transit mixer truck 195 (FIG. 23), the clearances around the transmission interface are
very tight. Also, roughly one inch of clearance exists between the bolts holding the drum
to the interface plate and the pedestal to which the transmission is mounted. Options for
magnet mounting are restricted if factory installed rotation counters must be
accommodated. These sensors are of several varieties including reed switches using a
similar magnet bolt design, limit switches actuated by a flange attached one of the drum
bolts, or proximity sensors actuated by a flange just outside the interface plate radius.

To mount magnets in the drum bolt radius of the interface plate for all
manufacturers' mixer trucks, a magnet holder bracket is used. For contemporary mixer
truck models, the following configurations are supported: (1) no bracket, (2) single
bracket used to offset a rotation counter actuation magnet, or (3) six brackets used to hold

in-radius magnets when bolt holes are unavailable. Mixers using ZF transmissions from
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most manufacturers do not require the bracket. In these cases, six threaded holes in the
interface plate are available for magnet bolts to be inserted. Mixers manufactured by
McNeilus with ZF transmissions have a reed switch rotation counter actuated by a factory
installed magnet bolt in the interface plate, which is replaced by a magnet rivet offset from
the normal bolt radius by the bracket. The reed switch is moved from its factory bracket
to a hole in the newly installed speed and direction sensor bracket. EIP transmissions
populate all but two holes in the interface plate with bolts to hold the drum to the
transmission. For this transmission, the bracket is rotated 90 degrees and flipped over so
that the magnet rivet is held between the bolts that mate the drum to the plate. Either six
bracket-rivet assemblies are used, or a combination of two magnet bolts and four
brackets-tivet assemblies.

Sensor 280 in this exemplary embodiment has a four wire interface 294 to the
tracker 13S: power, ground, and a signal line from each Hall effect sensor. The signals are
inputs to the TPU of the Motorola 68332 microcontroller (CPU) for the tracker. The
TPU has dedicated hardware for measuring pulses with very precise timing. When a
magnet on the drum passes by a sensor, the sensor outputs a low going pulse. Referring
now to FIG. 36 which is a timing diagram of the pulses resulting from the interaction of
the sensors and the magnet on drum rotation, with the two sensors 288, 289 denoted A
and B, respectively, a simple determination is made of drum 287 speed and direction.
Speed is determined by two successive pulses 295, 296 from sensor A. The time between
pulses (T ) in seconds divided by 6 magnets (pulses) per revolution multiplied by 60
seconds in a minute yields the RPM of the drum. The maximum speed of a ready mix
drum is about 16 RPM. Direction is determined by the relative timing of pulses detected
by both sensors. If the time between a pulse 295 on sensor A and a pulse 297 on sensor B
(Tam) is less than the time to the next pulse 296 on sensor A (T,,), then the drum is
rotating in the A to B direction, which is the charge direction. Conversely, if the time
between a pulse on sensor A and a pulse on sensor B is greater than the time to the next
pulse on sensor A, then the drum is rotating in the B to A direction, which is the discharge
direction.

The gap 298 (FIG. 35) between the faces of the magnets and the sensor is an

important consideration. During loading and over the road, the truck experiences very
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heavy shock and vibration loads. These loads can cause the drum to bounce on its idler (
wheels and the truck frame to flex. As trucks and transmissions age, the problem becbmes.
worse. Preferably, a gap 298 of at least about three quarters of an inch is provided to
avoid damage to sensors or magnets. ﬂ

Transit mixer trucks typically have a water tank that stores water under pressure.
The water is used to add water to the concrete mixture and also to wash off the truck
when a pour has been completed. In order to determine when wash is Qccu@g, the water
flowing through the hose is measured using a flow switch. The flow sw{;cch%%riggers at a
preset flow volume threshold. A number of technologies for the flow switch can be used
to detect flow, viz.: water tank air pressure, eddy current, differential pressure through an
orifice, and spring deflection s]idérs or flappers. A flow switch is a preferred sensor 281
(FIG. 23) for this application because the volume of flow is not important, just the time
being spent washing the truck. A key design consideration for a flow switch or sensor is
that it must work with water that is contaminated with dirt and debris such as rocks and
large fragments of rust. F

For rear discharge mixers, the driver must exit the truck to set up the chutes before
pouring. A door switch is used to determine when the driver's door is opened. Driver
door opening is used to confirm arrival at the job site, but is not critical for proper
operation of the system.

A state transition diagram which defines the logic used by the tracker to combine
sensor and navigation data to automatically derive mixer status is shown in FIG. 37. The
logic is necessarily complex to account for all of the anomalies from the normal concrete
delivery flow that may be encountered. Thresholds and timeouts are set to prevent false
triggers of logic states at the expense of a small delay in indicating the event. The primary
states listed above are shown in bold in the Figure.

The delivery process starts with the truck ignition being turned on (310) at the
plant (311). Once the navigation system is initialized, the tracker installed in the truck
determines that it is at the plant. Mixers are loaded by parking under the batch plant and
running the drum in the charge direction very fast. This is detected by the tracker if the
truck has a speed of less than two miles per hour, the truck is at the plant, and the drum
speed and direction is about the fast charge threshold, all for 60 seconds. When this is
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detected (312), the tracker transmits the loading status (313).

After loading, the truck typically proceeds to the wash rack where water is added
to the mix, dust is washed from the truck, and the water tank on the truck is topped off. A
state that is detectable but not usually required by a ready mix company is identifying if a
truck is at the wash rack (314). This can be determined by a slight change in position of
the truck and parking after loading without leaving the plant. Next the truck will leave the
plant. This is determined by having a location outside the predetermined rectangular zone
(e.g., see FIG, 34) that defines the plant and a speed above 15 miles per hour. When this
is detected (315), the tracker transmits the leave plant status (316). Hysteresis is placed
on the zone boundary crossing so that a truck driving along the edge of the zone does not
cause multiple arrive-leave plant sequences. 4

Optimal use of the system requires the dispatcher to send a dispatch message to the
truck that indicates to the tracker the rectangular zone defining the boundaries of the job |
site, but it is not required for the tracker to pfovide automated status. Job site location
information enables the tracker to determine job arrival separately from the beginning of
the pour, enables the tracker to determine exception information about pours taking place
away from job sites, and allows route optimization software to have reliable information
about trip times.

Job arrival is determined by the truck entering the defined job zone and then having
a speed below five miles per hour for at least one minute, or the driver's door opening,
whichever occurs first (317). If a job zone is not defined, then job arrival is determined by
the drum operating in the discharge direction for more than 10 seconds (318).
Alternatively, a fraction of a revolution of the drum in the discharge direction can be used .
When these conditions are detected, the tracker transmits the arrive job status (319).

The start of pour condition is determined when the drum is run in the discharge
direction for 20 seconds, or alternatively, one or two revolutions. Once this is detected
(320), start pour is transmitted by the tracker (321). This places the tracker software in
the pouring state (322), and it is then looking for an end of pour condition. .

End of pour may be detected in a number of ways. Some pours are conducted in
slow discharge. When the drum is near empty, the drum is sped up to extract the last

remaining concrete. If the drum is run in fast discharge for 10 seconds after running in
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slow discharge (323), this will trigger end of pour (324). If wash water is used for two
minutes (325), end of pour is also triggered (326) because use of that much water almost
certainly indicates the truck is being washed. End pour (327) can also be triggered is the
speed of the truck is over 30 miles per hour (328). Trucks can rarely move that fast on a
job site, particularly if they are still pouring because the chutes are typically left attached to
the truck until pour is complete. An alternative 1:nethod can be enabled if information
about the amount of concrete loaded on the truck is provided to the vehicle tracker from
the dispatcher (from a CCS at the subscriber site via the DMCS, NDC server, NTCC,
SCC, subcarrier modulator and FM broadcast). In this case, end of pour can be better
estimated by the number of revolutions required to empty the drum for a given volume
originally loaded. A second alternative is to use an on-board weight measurement system
such as the AW4600 or AWS5600 from Air-Weigh. The tare weight of the truck can be
compared to the weight during pour, and an end of pour can be detected when the weight
approaches the tare weight.

The beginning of wash is determined by use of water to wash the truck for a
predetermined amount of time. If end pour (324) was detected by a fast discharge event
(323), then water must be used for one minute (329) to indicate wash status (330). If end
pour (326) was determined from the use of water for two minutes (325), then wash status
(331) is transmitted along with the end pour status (326).

A leave job event is transmitted when the vehicle leaves the defined job site. A
back up is provided, as shown in FIG. 37, to enable sending of the leave job status in case
a job zone was not defined. Leave job (332, 333) is determined in any case if the vehicle
speed is greater than 30 miles per hour (334). Tt should be noted that the system state can
return to pouring (322) in some cases after wash (331) or leave job (333) are detected, if
the drum is run in discharge again before the truck returns to a plant site (335). This
enables the system to support operational anomalies like pouring concrete from one truck
in two different locations at one overall job site.

If job sites are defined for the tracker, they can be used to monitor behavior of the
vehicle or driver that is contrary to the fleet operator’s (subscriber’s) policy. For example,
if a pour is detected outside the defined job site rectangle, the vehicle computer can

generate an exception and transmit it. This will alert the dispatcher that the driver may be
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pouring concrete at an unauthorized location and reduce loss of material and improve
efficiencies. Finally, arrive plant (311) is detected when the truck enters a rectangle that
defines a plant location and the speed is less than 15 miles per hour (337).

In addition to the normal ready mix delivery sequence, the business owner is
interested in determining the amount of water added to the mixing drum at the job site.
Again, drivers are an unreliable source of this information because they rarely record the
actual amount added. It is critical that the correct amount be added and known because an
incorrect mixture may not cure properly.

Determining the amount of water added can be accomplished by placing a water
flow meter in line with the pipe that fills the drum. An example of one of these units is
EMCO/Fluidyne part no. 1200-1-1. These types of meters typically provide a pulse or
analog output. Either type is easily integrated into the standard inputs of the tracking
computer. Water added is counted between the time the truck arrives at the job site and
finishes pouring. The amount added is transmitted out as an event along with the end of

pour event.

B. Bulk Powder Transport
Bulk transport trucks haul powdered material such as lime, cement, and fly ash.

The bulk hoppers are loaded from the top by gravity. They are unloaded by forcing air
through a network of pipes under the hoppers which, along with gravity, pulls the material
out of the hoppers and pumps it up into storage silos. Bulk haulin;g companies need to
know when the truck arrives at a customer's site, when it begins unloading, when it ends
unloading, and when it leaves the site. The basic requirements are very similar to those
described above for the ready mix concrete industry.

Unloading is performed by pumping air through the pipes under the bulk hoppers.
Air pressure is usually generated by the truck itself. It is either done by a PTO driven
pump or with an exhaust gas driven turbo pump. In most companies, the exhaust driven
pump is more popular because it weighs much less than the PTO pump. With either pump
the truck engine is run at high RPM to generate the required air pressure.

Determining when the PTO pump is on is quite straightforward. One of the

discrete inputs is connected to the input for the light on the pump that indicates it has been
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turned on. The input wiring is designed to ensure that the input is triggered even if the
light is burned out. Any time the PTO is turned or off, a corresponding status message is
transmitted by the tracker to indicate the status change event.

On trucks with exhaust driven turbo pumps, directly measuring if the pump has
been engaged is very difficult. Since the pump is driven by the engine exhaust, the housing
is very hot. Integrated circuit electronics cannot be used reliably in this kind of
environment, so electronic flow switches and pressure switches would be difficult to use.
The engagement lever on the pump is mechanically sloppy and difficult to instrument. In
addition, any sensors outside the truck near the pump are subject to tampering.

With these difficulties in mind, a tachometer sensor is used to determine if the
truck is pumping material. The sensor circuit is designed to detect a low-level analog
signal, convert it to a digital signal level and divide the frequency to a lower value. The
lower frequency signal is connected to the tracker through the TPU interface for a discrete
input. Software in the tracker CPU counts the received pulses and converts them to an
RPM.

Engine speed is used in conjunction with the truck being stationary to determine
the unload status. If the truck is stationary and the engine speed is above the appropriate
RPM threshold for enough time for the driver to set up the truck and connect the delivery
hoses, then the unload status is transmitted. If the dispatcher has provided the tracker
with site information, that is used to ensure the unloading is taking place at the site. Ifit is

outside the site, the tracker transmits an exception to warn the dispatcher.

C. Ageregate Bulk Transport

Aggregate bulk transport trucks are dump trucks that haul gravel, rock, and sand
generally for use by ready mix companies, construction, or landscaping. This industry has
similar requirements for truck status reporting as the bulk powdered material haulers. The
vehicle owners need to know when and how often a dump truck empties its load. Vehicles
in this industry are often rented by ready mix or other companies that do not own
aggregate hauling trucks of their own. The vehicle owner needs reports on run time
hours, odometer mileage, and number of loads hauled for billing purposes; and the renter

needs to know the same things to ensure that it is getting the desired efficiency from the
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truck.

In order to determine if the truck dump bed is up, a reliable sensor must be used
that is immune to vibration, shock, and the extreme environment of loading. A proximity
sensor that can sense the presence of metal at distances of over one half inch is preferred,
and such a sensor is available in a range of sensor models from Turck sensor company.
The sensor is connected to one of the discrete inputs on the tracker. When the tracker
determines that the dump bed has left the proximity of the sensor for a guard time interval
to eliminate noise, it transmits the dump status.

Dump truck owners are also interested in preventing loss of cargo. As with ready
mix, if applicable geographical zone or boundary definitions are provided in mapping data
or otherwise to the tracker, then it can determine if the dump was raised outside of the

areas where product should be delivered.

D. Ambulance

Ambulance operators must demonstrate to the government that they meet the
required response times for emergency and non-emergency calls. They do this by
providing reports on each trip, with respect to the pick up location, the hospital delivered
to, the times of the calls, and other factors. The reports are often collected manually based
on recorded call logs. Ambulance companies also must comply with special local rules,
regulations and ordinances that apply to operating emergency vehicles such as to refrain
from using emergency lights and sirens on freeways or in non-emergency situations.

These functions can be automated to a significant degree by sensing when the
lights and sirens are turned on and off and by using dispatch zones. When call scene
locations and hospital or clinic locations are encompassed by zones and provided to the
vehicle tracker, and sensors are installed on the emergency lights, the tracker can
determine the response times and delivery locations automatically.

When the tracker detects that the emergency lights are turned on, it transmits the
event and the time at which the lights are turned on. 1t then also begins counting time and
distance until the vehicle arrives at the call scene. Call scene arrival can be determined
automatically if a zone is provided to the tracker or can be determined manually by the

driver pressing a status button on the display terminal. Once on-scene arrival is
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determined, the tracker transmits the arrival time and the distance traveled. The sequence
of leaving the scene and arriving at the hospital is similarly ascertained through zone
detection and sensors.

For report generation, all data reported by the tracker is stored for later processing
at the ambulance owner's site. The report then contains each call location, distance

traveled and response time along with the emergency condition for each leg of the trip.

XIV. Tracker EM Diversity Processing

Reliable reception of data in a mobile radio environment is difficult to accomplish.
Signal quality is rapidly time varying as a vehicle moves through the clutter of
obstructions, reflections, and interfering radio sources. The FM subcarrier data signal
recetved by the vehicle tracker can rapidly fade in an out due to signal obscuration and
multipath reflections. In order to recover data in the most reliable fashion possible, the
network design uses a combination of FEC coding, bit interleaving, CRCs on message
packets, and space diversity in the vehicle antenna system. Although the first three of
these have been discussed earlier herein, they will be re-visited briefly for convenience of
the reader.

The forward error correction is a Golay (23,12) code. This algorithm encodes
each 12 bits of message information into 23 code bits. When received, the decoding
algorithm is able to correct errors in up to 3 of the 23 code bits. The FM transmitter sends
300 message bytes (2400 bits) of data encoded this way into 4600 code bits each second.

To improve the immunity of the link to bursts of errors caused by multipath or
blockage effects, the transmitted bits are interleaved. The 200 code words transmitted on
the FM subcarrier each second are split into five 40 word blocks. Within each 40 word
block, the bit order of the transmitted data is rearranged so that the 40 first bits of each
word are sent first followed by the 40 second bits and so on. This interleaving enables the
Golay algorithm to correct up to 120 consecutive bit errors.

Some error conditions are severe enough that they cannot be reliably corrected by
the FEC code. To guard against this, each message packet in the FM data contains a
standard 16 bit CRC used for error detection. If the CRC is not correct for a packet, then
the packet is thrown out. The CRC can detect any odd bit errors, all double bit errors, and
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many other error combinations. For short message packet lengths typically transmitted in
the system, the 16 bit CRC algorithm is sufficient when coupled with the forward error
correction and interleaving.

Space diversity in the receiving system of the vehicle is used to reduce errors
caused by longer duration multipath fading or obscurations that cannot be corrected with
interleaving alone. Two independent receivers (207, 208, FIG. 24) and antennas (191,
192, see, also, FIG. 23) are used to receive the FM subcarrier signal for the tracker 135.
The receive antennas are separated on the roof of the vehicle as much as is reasonably
possible. At 100 MHz FM frequencies, the distance between the antennas on the vehicle
should be about 4ft for optimum diversity processing. This distance is usually achievable
for most vehicles. Signals from the two antennas are independently demodulated to
baseband data using two receiver chains. The tracker CPU 203 then uses a diversity
processing algorithm to recover the data.

Tracker CPU 203 decodes the received data using a sequence of algorithms: (1) bit
de-interleaving, (2) Golay FEC decoding, (3) message packet parsing and diversity
processing. The de-interleaving and Golay decoding are relatively straightforward
algorithms. The parsing and diversity algorithm are described below.

A flow chart of the diversity algorithm is shown in FIG. 38. Each second, the
tracker begins processing data received over the FM subcarrier. The two received data
streams are denoted by stream A and stream B. Diversity decoding starts at the beginning
of the message block, with either stream A or B. Message synchronization is set at the
beginning because the first byte to be processed in each second's data is the start of a
message packet. A flag is also set to allow switching to the alternate stream (350) if a
message cannot be properly decoded.

If the next byte to be processed is a valid message ID (351), then the current
stream is parsed for the message packet (352). If the CRC passes for the packet (353),
message synchronization is held (354) and the pointer is incremented by the message
length (355). Then the next byte is checked for a valid message ID (351). This is the
normal flow of processing until the end of buffer mark is detected (358) or there is no
more room in the buffer for messages (359).

If a vahd meséage ID is not detected and the other stream has not been checked,
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then the corresponding byte in the other stream (360) is checked for a valid message ID
(351). Ifitis valid, then the message is parsed as described above. Alternatively, in either
of the above cases, if the CRC is not valid (362), then the message packet is corrupted. If
there was message synchronization (363), then an error count is incremented (364);
otherwise, this indicates that the message ID was not the start of an actual message. If the
other stream had not been parsed for the message, it is tested.

If at any point both streams fail to produce a valid message ID or properly parsed
message packet, the algorithm reverts to checking both streams on a byte by byte basis to
locate the next valid message packet.

It will be appreciated from the foregoing detailed description that certain
objectives, features and aspects of the present invention are particularly noteworthy. For
one, a vehicle fleet management information system for fleet asset management is provided
which enables identification of location and direction of movement of each vehicle in the
fleet in real-time and automatic communication directly with management offices to report
vehicle location and direction, and as well, status of predetermined events in which the
vehicle may become engaged, in which apparatus at a network control or distribution
center assigns each vehicle in the fleet a unique time slot to transmit its reporting
information over a communications network without substantially interfering with
transmissions from other vehicles in their own respective time slots. For another, precise
time synchronization is provided for all elements of the network, which is at least in part a
TDMA wireless network, by means of a timing control PLL for distributing a single,
remote global positioning satellite GPS based time reference throughout the network. The
network includes a dual band full-duplex interface with TDMA on one-half of the interface
and broadcast on the other half. Also, microprocessors in components throughout the
network each have a time processing unit for performing precise clock synchronization
within 10 microseconds for the TDMA portion of said network.

Still another resides in the provision of apparatus for establishing a protocol for
entry by vehicle transmitters into the network in assigned time slots for periodic
transmission of messages, and apparatus for providing space diversity of the messages
received from the vehicle transmitters to avoid data corruption. Also, different periodic

transmission intervals are provided for different vehicles in the network by dynamically



10

15

20

25

30

WO 01/46710 7 PCT/US00/33272

123

allocating the slots for various update rates. Additionally, auxiliary reporting slots are
provided to allow prompt reporting of important data by the respective vehicle
transmitters independent of slower periodic transmission intervals. And apparatus in the
system supports both guaranteed and non-guaranteed delivery of message data. Further,
assigned slots are unique to respective vehicles, so as to minimize bandwidth usage by
allowing identity of the transmitting vehicle to be inferred from the time slot in which the
transmission is received. Each vehicle transmitter has a filter for baseband data to reduce
the occupied bandwidth of the channel on which data is transmitted, including removal of
synchronization data to minimize overhead of non-information bearing data. The baseband
filter is implemented by a digital microcontroller that replaces an original square wave data
stream of the baseband data with deterministic transitions that reduce harmonic content
and maintain bit widths, regardless of data input frequency. Each receiver in the network
has the capability to recover the transmitted data without transmitted synchronization
information by locating the start of each data message within a predetermined scant time
window without aid from bit synchronization patterns. To that end, an iterative search is
performed that sequentially clocks in the data at greater and greater delays from the
nominal message start time until a valid data packet is located.

Yet another provides for sensing, detecting or measuring certain repeated events in
which the vehicle will be engaged according to the very basic nature of its use, and
according to the industry in which it is being used, and for automatic reporting of the
detected events to the fleet management office. These are especially important aspects for
vehicles which must follow a routine prescribed for efficiency’s sake by the fleet
management office, such as ready mix concrete trucks, powdered and aggregate materials
transport haulers, ambulances, etc.

Although certain presently preferred and exemplary embodiments and methods
have been described herein to illustrate the best mode presently contemplated of practicing
the invention, it will be apparent to those skilled in the relevant art that variations and
modifications may be made without departing from the true spirit and scope of the
invention. Accordingly, it is intended that the invention shall be deemed limited only to the
extent required by the appended claims and the rules and principles of pertinent law.
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APPENDIX A: GILOSSARY OF ABBREVIATED TERMS
ACCUMINT (accumulator interrupt)

BSFK (binary frequency shift keying)

CCS (Customer Command Station)

CDU (control and display Unit)

CPU (central processing unit)

CRC (cyclic redundancy check)

DGPS (differential global positioning system)
DMCS (Database Management and CCS Server)
DR (dead reckoning navigation)

DSP (digital signal processor)

FEC (forward error correction)

FM (frequency modulation)

FSK (frequency shift keying)

GP 2010 (RF front end component of Plessey GPS chip set)
GP2021 (correlator component of Plessey GPS chip set)
GPS (global positioning system)

IF (intermediate frequency)

IOD (issue of data)

ISP (Internet service provider)

ISR (interrupt service routine)

ITC (input transition capture/count)

LFS (linear file store)

LNA (low noise amplifier)

LOT (login only tracking)

MDT (Mobile Data/Display Terminal)

NDC (Network Distribution Center)

NTCC (Network Timing Control Computer)

OC (output compare)

PCS (personal communications services)

PDC (PROTRAK™ Data Center)
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PIT (periodic interrupt timer)

PPM (parts per million)

PPP (point-to-point protocol)

PPWA (periodic pulse width accumulation)

PSTN (public switched telephone network)

PWM (pulse-width modulation)

QSPI (queued serial peripheral interface, a Motorola 68332 processor peripheral)
RF (radio frequency)

RI (repeating interval)

RSS (root sum square)

RXD (receive data)

SCA (subsidiary communications authorization)
SCC (Subcarrier Control Computer)

SCI (serial communications interface)

SMR (specialized mobile radio)

SQL (structured query language)

SRAM (static random access memory)

TCR (timing control register)

TCXO (temperature compensated crystal oscillator)
TIC (time mark (timer ticks) from GPS chip set)
TDMA (time division multiple access)

TPU (time processing unit)

TXD (transmit data)

UART (universal asynchronous receiver/transmitter)

UHF (ultra high frequency)
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Table 2: Base Packet Summary ,
Description ' D Length Comments
. ’ Number- | (Bytes) .
Text Message Packet ~ Single Tracker or 0x01 Variable | Indicates messageand .
Entire , response set for a tracker/fleet
‘ message.
Text Message Packet — Tracker Group 0x02 Variable | Indicates message and
: response set for group
- . message. -
Tracker Group Message Interface ID List | 0x03 | Variable | Indicates group of recipient
Packet - : : ID’s for text and user data
messages.
Pre-defined Message Definition . | 0x1D Variable | Provides a pre-defined
- | message definition to tracker
modules on a per customer
| basis. -

Pre-defined ID Message Packet — Single 0x04 Variable | User Specific
Tracker or Entire Fleet

Pro-defined ID Mssags Packet — Tracker | 0x05 Tndioates user data for group
Group . | message.
DGPS Packet 0x06 | Vaniable | Compuied by NTCC

User Data Message Packet — Single Tracker | 0x07 Varable | User specific

User Data Message Packet — Tracker Group | 0x08 Variable | User specific

Grid ID Packet ox09 |11

FM Identification Packet 0x0a 13

‘UHF Identification Packet 0x0b 5

GPS Time Packet _ 0x0c 7 Computed by NTCC

Set Main Repeating Interval Slot Definition | 0x0d 12 Assigns main repeating

Packet interval and Network/Interfac
D. .

Add Auxiliary Repeating Interval Slot | 0x0e 10 Assigns auxiliary repeating

Definition — Single Interval by TrackerID |- intervals

Packet

Add Auxiliary Repeating Interval Slot 0x0f '8

Definition — Single Interval by

Network/Interface ID Packet :

Add Auxiliary Repeating Interval Slot 0x10 11 Assigns auxiliary repeating

Definition — Limited Number of Intervals intervals

by Tracker ID Packet -

Add Auxiliary Repeating Interval Slot Ox11 9

Definition ~ Limited Number of Intervais

by Network/Interface ID Packet

Available Network Entry Slots Packet 0x12 8 Sent once per minute.

!
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7asfe 2 (cenbrued) '

Repeating Interval Slot Config Info Packet | 0x13 3. Sent once per minute.
Used to determine transmit
timing/format of periodic
update tracker packets.

0x14

Network Entry Response Packet 0x15 6

Network Entry Request Permission Packet | 0x16 5 .

Purge Assigned Repeating Intervais - By 0x17 6 , . -

Tracker ID, Customer ID, or Tracker ID -}

List Packet g :

Message Response Acknowledge 0x18 Variable | Acknowledges Text and

. Predefined Message Responses

Site Dispatch Message . 0x19 Variable | Provides tracker with job site

) location and message for user.
User Data Acknowledge Oxla Variable | Acknowledges reliable user
: data packets.

Grid Identification 2 0x1b 13 Defines RF Navigation grid
and indicates NDC Server
Boot Sequence ID

Site Purge Message Oxlc | Varable | Erasesaknown site froma
tracker.

Site Status Acknowledge Oxle

Table 3: Text Message Packet — Smgle Tracker or Entire Fleet

# of bytes | Description

1 Packet ID: 0x01

1 ] Bits 0-2: Response Set' (predefined set of response choices)

Bit 3-4: Address Mode 0= Tracker ID, 1 =Network/Interface ID,
2 = Customer ID
Bit 5-7: Spare

3 : Message Sequence ID (unique for each customer)

Variable | Tracker ID (4 bytes), Network/Interface ID (2 bytes), Customer ID (3 bytes)

3 Send Time* (GPS Second)?

1 Message Length (L,)

L, Message

' The table below indicates the predefined response sets.
? Indicates the time the message was originaily sent. NOTE: Since only the GPS second is
;provided, tracker modules may assume that the message is less than one GPS week old.
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Table 4 Pre-defined Message Response Sets

Response St ID | MDT Sofikey 1_| MDY Sofikey 2_| MDT Softkey 3 _| MDT Softkey 4
0' {BLANK} {BLANK} {BLANK} {BLANK}
11 - | Yes No Call {BLANK}
2 OK {BLANK} | {BLANK} {BLANK}
3 OK Cancel Call {BLANK}
4 Accept Decline Call {BLANK}
5 {BLANK} {BLANK} {BLANK]} {BLANK}
6 {BLANK} {BLANK} {BLANK} {BLANK}
7 —_ | {BLANK} {BLANK} {BLANK} {BLANK)
TResponse Set ID indicates that no pre-defined response is required. However, a custom

response set may still be defined within the message. Custom response sets may be defined by

appending response set values to the message. Response set values are delimited by 2 “[”
(vertical bar) character.

Table 5: Text Message Packet —Tracker Group

#ofbytes | Description

1 Packet ID: 0x02

1 Bits 0 —2: Response Set (predefined set of response choices)
Bits: 3 —7: spare

3 Customer ID

3 Message Sequence ID (unique for each customer)

3 Send Time (GPS Second)*

T Messago Length (L)

L, Message

T Ses Pre-defined Message Response Sets for more information about response sets.

NOTE: Text messages sent t0 a group of trackers will be sent two packets. One packet contains
the text message, Customer ID, and Message Sequence ID while the other packet contains the
tracker ID’s, Customer ID, and Message Sequence ID.

2 Indicates the time the message was originally sent. NOTE: Since only the GPS second is
provided, tracker modules may assume that the message is less than one GPS week old.

Table:6: Tracker Group Message Interface ID List Packet

# of bytes Description
1 Packet ID: 0x03
2 Message Length'
1 Tracker ID List Block Count (TILBC,)
Variable Tracker ID List Block #1
| Variable Tracker ID List Block #TILBC,
3 ‘Message Sequence ID (unique for each customer)
3 Customer ID

TTndicates {he total length of fhis message excluding the packet ID and the Message Length
value, .
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Table 7: Tracker ID List Block

PCT/US00/33272

# of bytes

Description

1

Tracker ID Block Type/Size

Bits 0—3 : ID Type (

0 — Network ID List!,

1 — Interface ID List Within a Network!,

2 — Interface ID Range Pairs Within a Network’,

3 — Network/Interface ID,

4 — Tracker ID)

Bit 4 : Network Size ID' (0= 256 Trackers, 1 =16 Trackets)
5—7 : Spare

1

Network ID Count (NC)/ID Count (IC)

Variable

D Network | #of | Description
Type | Size bytes

0 0 1 Network ID #1

1 Network ID #NC

1 3 Bits 0 — 11: Network ID #1
Bits 12 — 23: Network ID #2

3 Bits 0— 11: Network ID#NC- 1
Bits 12 — 23: Network ID # NC

1 0 1 Network ID #1

1 Interface ID Count (IIC,)

1 Interface ID #1

1 Tnterface 1D #1IC,

1 Network ID #NC

1 Tnterface ID Count (ICrg)

T | Tntorface ID #1
T | Tatorface ID # lCo
- 2 Network ID #1
| Tnterface ID Couxt (AC))
T | Bits 0—3: Interface ID #1

Bits 4 — 7: Interface ID #2

1 Bits 0 — 3: Interface ID #IIC- 1
Bits 4 — 7: Interface ID # IIC

2 Network ID #NC

1 Interface ID Count (IICy.)
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Bits 0 — 3: Interface ID #1
Bits 4 —7: Interface ID #2

Bits 0— 3: Interface ID # UCyg- 1
Bits 4 — 7: Interface ID # IICy,c.

Network ID #1

Interface ID Pair Count (IIPC,)

Interface ID Pair #1 Start

oot | it | gt f s

Interface ID Pair #1 End

Taterface ID Pair # 1IPC, Start

-] =]
L]

Interface ID Pair # IIPC, End

Network ID #NC

Interface ID Pair Count (IIPCy)

Interface ID Pair #1 Start

bk gt | gt f et | o
:

Interface ID Pair #1 End

Interface ID Pair # IIPCy Start

Interface ID Pair # IIPCy. End

Network ID #1

Interface ID Pair Count (LIPC,)

s f ot f D | 2|
:

Bits 0 — 3: Interface ID Pair #1 Start _
Bits 4 — 7: Interface ID Pair #1 End

Bits 0 ~ 3: Interface ID # IIPC, Start

Bits 4 —~ 7: Interface ID # IIPC, End

Network ID #NC -

Tnterface ID Pair Count (IPCyyg)

Bits 0 ~ 3: Interface ID #1 Start
Bits 4 — 7: Interface ID #1 End

Bits 0— 3: Interface ID # IIPCypg Start
Bits 4 — 7: Interface ID # IIPC,.End

N/A

Bits 0 — 15: Network Interface ID #1

Bits 0 — 15: Network Interface ID #IC,

N/A

R IR N

Tracker ID #1

Tracker ID #IC,
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# of bytes | Description

1 Packet ID: 0x1D

3 Customer ID

1 Pre-defined Message ID
1 Message Length (L,)

L, Message

Table 7: Pre-defined ID Message Packet ~ Smgle Tracker or Entxre Fleet

# of bytes | Description

1 Packet ID: 0x04 ' )

1 | Bits 0-2: Response Set' (predeﬁned set of esponse choices) =~ .
Bits 3-4: Address Mode 0= Tracker ID, 1= Network/Interface ID, 2 Customer ID
Bit 5-7: Spare

3 ‘| Message Sequence ID (unique for each customer)

Variable? | Tracker ID (4 bytes), Network/Interface ID (2 bytes), Customer ID (3 bytes)

3 Send Time (GPS Second)’

1 Pre-defined Message ID

2 Pre-defined Message 16 Bit CRC -
1 Custom Response Set Length (L,)
L, Custom Response Set

' See Pre-defined Message Response Sets for more information about response sets.

2 Indicates the time the message was originally sent. NOTE: Since only the GPS second is
provided, tracker modules may assume that the message is less than one GPS week old.

? If the Pre-defined response set is 0, this pre-defined message packet may contain a custom set
of pre-defined response sets.. Custom response set values are delimited by a “|” (vertical bar)
character.

Table /0: Pre-defined ID Message Packet —Tracker Group

# of bytes | Description

1 Packet ID: 0x05

2 Message Length'

1 Bits 0-2: Response Set® (predefined set of response choices)
Bit 3-7: Spare

1 Tracker ID List Block Count (TILBC,)

Varntable Tracker ID List Block #1

Variable | Tracker ID List Block #TILBC,

3 Send Time (GPS Second)®

1 Pre-defined Message ID

2 Pre-defined Message 16 Bit CRC
1 Custom Response Set Length (L)
L, Custom Response Set*

Indicates the total length of this message excluding the packet ID and the Message Length
value.
2 See Pre-defined Message Response Sets for more information about response sets.
* Indicates the time the message was originally sent. NOTE: Since only the GPS second is
provided, tracker modules may assume that the message is less than one GPS week old.
4 If the Pre-defined response set is 0, this pre-defined message packet may contain a custom set
of pre-defined response sets. Custom response set values are delimited by a “[” (vertical bar)
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Table £/2 DGPS Packet

Byte Number | Description
0 Packet ID: 0x06
1 Bits 0-5: RTCM Frame ID (0-63)
Bits 6-7: Spare
2 Bits 0-4: Number of SVs in the message (0=>32 SVs=Ng)
Bits 5-7: Spare
3-4  Bits 0-12: RTCM-104 Modified Z-Count
Bits 13-15: Station Health
(i=0-Ng~1) Correction Data for each SV follows (5 bytes each)
S5+5i Bits 0-4: SV PRN ID of this correction (0=>PRN 32)
Bits 5-6: User Differential Range Error-
Bit 7: Scale Factor
6+51 IODE
7+51-8+51 Pseudorange Correction
9+51 Pseudorange-rate Correction

Table £2: User Data Message Packet — Single Tracker or Enure Fleet

PCT/US00/33272

# of bytes | Description

1 Packet-ID: 0x07

1 Bits 0-2: Spare®
Bits 3-4: Address Mode 0= Tracker ID, 1= NetworklInterface ID, 2 = Customer ID
Bit 5-7: Spare®

3 Message Sequence ID

Vaniable | Tracker ID (4 bytes), Network/Interface ID (2 bytes), Customer ID (3 bytes)

3 Send Time (GPS Second)'

1 Message Length (L)

L, Message

TIndicates the time the message was ongma]ly sent. NOTE: Since only the GPS second is

provided, tracker modules may assume that the message is less than one GPS week old.
2 Spare values were split to allow Address Mode to be in same position for all messages.

Table (3: User Data Message Packet — Tracker Group

Fofbytes | Descripion

1 : Packet ID: 0x08

3 Customer ID

3 Message Sequence ID

3 Send Time (GPS Second)'

1 User Data Length (L,)

L, . User Data i

NOTE: User data sent to a group of trackers will be sent two packets. One packet contains the

user data, Customer ID, and Message Sequence ID while the other packet contains the tracker
ID’s, Customer ID, and Message Sequence ID. See Tracker Group Message Interface ID List
Packet to identify the trackers receiving this user data packet.

! Indicates the time the message was originally sent. NOTE: Since only the GPS second is
provided, tracker modules may assume that the message is less than one GPS week old.
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Table /4: Grid ID Packet

Byte Number | Description
0 Packet ID: 0x09
1-2 Bits 0-14: Grid ID number

Bit 15: local grid=1; adjacent grid=0
3-5 Grid Origin Latitude: LSB=2"-23 semicircles
6-8 Grid Ongxn Longitude: LSB=2"-23 semicircles
9-10 Grid Origin Alfitude (HAE): LSB=1 meter

Table /5 FM Identification Packet

Byte Number | Description
0 Packet ID: Ox0a
12 Bits 0-14: Grid ID number
Bit 15: local grid=1; adjacent grid=0
3 Bits 0-1: Transmitter ID
Bits 2-3: Number of transmitters (0:4 transmitters)
Bits 4-7; Spare
4-6 FM Transmitter Latitude: LSB=2"—23 semicircles
79 FM Transmitter Longitude: LSB=2"-23 semicircles
10-11 FM Transmitter Altitude (HAE): LSB=1 meter
12 Bits 0-6: Frequency 0=>87.5MHz, 1=>87.7MHz, 102=107.9MHz
Bit 7: Subcarrier; 0=567KHz, 1=>92K1z
Table /6: UHF Identification Packet
Byte Number | Description .
0 Packet ID: 0x0b
1-2 Bits 0-14: Grid ID number
Bit 15: local grid=1; adjacent ent grid=0
3 Bits 0-1: UHF Frequency D
Bits 2-3: Number of frequencies (0=>4 frequencies)
Bits 4-7: Spare '
4-5 Bits 0-11: Frequency 0=>450MHz, 1=>450.0125MHz, 1600=>470MHz
Bits 12-15: Spare

Table ! 7 GPS Time Packet

Byte Number | Description
0 Packet ID: 0x0c
1-2 Bits 10-15: Leap Seconds
‘ Bits 0-9: GPS Week 0-1023
3-5 Bits 0-19: GPS Second 0-604799
Bits 20-23: Roilover Count
6 Bits 0-6; Time Zone Offset from GPS/UTC, LSB=15 mmutes

Bit 7! Spare

PCT/US00/33272
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[Byte Number | Description

0 Packet ID: 0x0d

1-4 Bits 0-29:Tracker ID
Bit 30: entry type flag (0=normal, 1=low power)'
Bit 31: spare

5-6 Network/Interface ID

7 Slot

8-9 Repeating Interval Index

10-11 Tnterval Length

PCT/US00/33272

! Tracker modules may enter the network by requesting network entry or by requesung alow
power slot with their state and status tracking update. If a tracker requested net entry using 2 net

entry request packet, this flag is 0. Ifa tracker requested a low power RI slot, this flagis 1.

Table /9: Add Auxiliary Repeating Interval Slot Definition — Single Interval by Tracker

Table 70: Add Auxiliary Repeating Interval Slot Definition — Smgle Interval by

ID Packet

Byte Number | Description

0 Packet ID: 0x0e

1-4 Tracker ID

5 Slot .

6-7 Repeating Interval Index

8-9 Interval Length
Network/Interface ID Packet

Byte Number | Description

0 Packet ID: 0x0f

1-2 Network/Interface ID

3 [ Slot

4-5 Repeating Interval Index

6-7 Interval Length

Table 2!} Add Auxiliﬁry Repeaﬁng Interval Slot Definition — Limited Number of Intervals

by Tracker ID Packet
Byte Number | Description
0 Packet ID: 0x10
1-4 Tracker ID
5 Slot
6-7 Repeating Interval Index
g§-9 Interval Length
10 Interval Count
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by Network/Interface ID Packet

Byte Number

Description -

Packet ID: 0x11

Network/Interface ID

Slot

Repeating Interval Index

Interval Length .

Interval Count

Table Z3: Available Network Entry Slots Packet

# of bytes Description
1 | Packet ID: 0x12
1 Slot Count

(SlotCount+7)/8 Bit map of available slots

Flag (0 = not available, 1 =
available)

Slot 0 Flag =bit 0, byte 2,
Slot 1 Flag=hit 1, byte 2,

Slot 8 Flag =bit 0, byte 3,
Slot 9 Flag =bit 2, byte 3,

Table 24: Repeating Interval Slot Config Info Packet

PCT/US00/33272

Byte Number | Description
0 Packet ID: 0x13
1-2 Frame cycle length
3 Self-purge update count
4 Tracker ID Request Mode
0 = Tracker ID Not Required,
1 = Tracker ID required for next updatc only,
2 = Tracker ID required for all updates
5-6 BIT Packet Rate (in seconds) .
Table 25: Network Entry Response Packet
Byte Number | Description -
0 Packet ID: 0x15
1-4 Tracker ID
5 Bits 0 —1 : Assigned Tracker State Code:

0 = wait for auxiliary repeating interval slot, -
1 =wait for net entry permission, \
2 =wait for registration’ :

! Indicates that the tracker has not been registered with the NDC Server. Unregmtcrcd trackers

mav enntimme to request network entrv each hour,
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Tablé 26: Network Entry Request renm’ssloﬁ racke

PCT/US00/33272

# of bytes

Descnpuon

1

Packet ID: 0x16

4orl'

Bits 0-1: Address Mode 0 =by tracker ID, 1 =by customerlD 3=by
Tracker ID List .

Bits 2 - 31: Address (by Tracker ID)

Bits 2-25: Customer ID (by customer ID)

2 or Variable'

2 bytes: Network/Interface ID (by Network/Interface ID)

Variable: Tracker ID List Block (by Tracker ID List)

VI address type indicates “by tracker ID” or “by customer ID”, the ID follows immediately
afterwards. If “by Network/Interface ID” or "by Tracker ID List” is indicated, the ID startsin

the next byte.
Table 27: Purge Assxgned Repeating Intervals — By Tracker 1D, Cnstomer I.D or Tracker
ID List Packet
# of bytes Description
1 Packet ID: 0x17
4orlt Bits 0-1: Address Mode 0 =by tracker ID, 1 =by customer ID, 2 =by
Network/Interface ID, 3 = by Tracker ID List
Bits 2 - 31: Address (by Tracker ID)
Bits 2-25: Customer ID (by customer ID)
2 or Variable’ | 2 bytes: Network/Interface ID (by Network/Interface ID) or
Variable: Tracker ID List Block (by Tracker ID List) or
1 Bits 0 — 3: 0 = Purge all repeating intervals,
: 1=Purge all auxiliary repeating intervals,
2 = Purge main repeating interval’
= Purge specificd repeating interval’
th 4: 0 = Wait for Net Entry Request Permission,
1=Request Network Entry
1 (optional)* | Specified Repeating Interval: sal: SIot"
2 (optional)* | Specified Repeating Interval: Index*
2 (optional)* | Specified Repeating Interval: Length®

TIf address type indicates “by tracker ID” or by customer ID”, the ID follows immediately

afterwards. If “by Network/Interface ID” or “by Tracker ID Llst” is indicated, the ID starts in
the next byte.
2 Trackers should purge their Network/Interface ID when their main repeating interval is purged.
3 0x0000 = Broadcast tracker ID. If a purge assigned repeating interval is sent to 0x0000, all

tracker modules should purge the indicated repeating interval(s).

* Optional portion of the message that only exists if “Purge specified repeating interval” is

indicated.

Table 28: Message Response Acknowledge )

‘Description

# of bytes
1 .

Packet ID: 0x18

1

Bits 0-2: Response Key ID

1 = Softkey #1, 2 = Softkey #2, 3 = Softkey #3,4 = Softkey #4
Bits 3-4: Address Mode 0=Tracker ID, 1= Network/Interface ID
Bit 5-7; Spare

3

Message Sequence ID' (unique for each customer)

Variable

Tracker 1D (4 ) (4 bytes), Network/Interface ID (2 bytes)

TThe Message Sequence 1D is the same 1D associated thh the original text/site dispatch
meceaoa that required the response.
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7able 29: Srte Dispatch Message

# of bytes

Description

1

Packet ID: 0x19

1

Bits 0-2: Response Set' (predeﬁned set of response choices)

‘Bit 3-4: Address Mode 0= Tracker ID, 1 Networkllnterface D,

2 = Customer ID

Bits 5-6: Site Type® (O=job site, 1=home base, 2= customer defined,
3 = customer defined)

Bit 7: spare

Message Sequence ID (unique for each customer)

Variable

Tracker ID (4 bytes), Network/Interface ID (2 bytes), Customer ID (3 bytes)

| Send Time (GPS Second)

Site ID (unique per type per customer)*

Northeast Latitude -90° to +90° (LSB = 180° * 2%)

Northeast Longitude -180°to +180° (LSB = 180° * 2)

Southwest Latitude -90° to +90° (LSB = 180° * 2%)

W W Wi Wlwiw

Southwest Longitude -180° to +180° (LSB = 180° * 2™

1

Message Length (L,) (Max = 128 bytes, including response)’

L,

Message’

TSee the Pre-defined Message Response Sets table for more information.

Tuble 30: Sife Purge Message

# of bytes | Description
1 Packet ID: Oxlc
1 Bits 0-2: Response Set' (predefined set of response choices)
Bit 3-4: Address Mode 0= TrackerID, 1 = Network/Interface D,
2 = Customer ID
Bits 5-6: Site Type® (0=job site, 1=home base, 2= customer defined,
3 = customer defined)
Bit 7: spare
3 Message Sequence ID (unique for each customer)
Variable | Tracker ID (4 bytes), Network/Iiterface ID (2 bytes), Customer ID (3 bytes)
3. Send Time (GPS Second)
3 Site ID (unique per type per customer)®

! See the Pre-defined Message Response Sets table for more information.

PCT/US00/33272

2 Site ID values are unique per customer per site-type, except for the mass purge Site ID of
0x1FFFFF. The Site ID Ox1FFFFF tells the tracker to purge all messages of the type indicated
in the Site Type field.

* The tracker module may use the site type to determine the length of time a site should be
retained and the algorithm that should be used to determine arrival/departure status. Job sites
should be retained by the tracker until the tracker enters and leaves the site. Home base sites

should be retained until deleted. And, types 2 & 3 should be retained based on customer defined
rules.
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#of bytes | Description
1 Packet ID: Oxla . .
1 Bits 0: Address Mode 0=Tracker ID, 1= Network/Interface ID
Bit 1-7: spare .
1 User Data Sequence ID'
Variable | Tracker ID (4 bytes), Network/Interface ID (2 bytes)

! Sequence ID assigned by tracker when reliable user data packet was transmitted. See Relizble
User Data and Reliable Short User Data for more information. .

Table 32¢ Grid ID Packet2

# of byt

Description

1 B

Packet ID: Ox1b

2

Bits 0-14: Grid ID number
Bit 15: local grid=1; adjacent grid=0

Grid Orign Latitude: LSB=2"-23 semicircles

Grid Origin Longitude: LSB=2"-23 semicircies

Grid Origin Altitude (HAE): LSB=1 meter

pinjwiw

NDC Server Boot Sequence ID

Table 33: Site Status Acknowledge

# of bytes

Description

1

Packet ID: 0x1d

T

Bits 0: Address Mode 0=Tracker ID, 1= Network/Interface ID
Bits 1-2: Site Type® (0=job site, 1=home base, 2= customer defined,
3 = customer defined)
Bit 3-7: spare

Variable

N

Tracker ID (4 bytes), Network/Interface ID (2 bytes)

3

Site ID

1

Site Sequence ID*

Sequence ID assigned by tracker when reliabic site status packet was transmitted. See Site

Status for more information.

Table 34: Planned Tracker Update Repeating Interval Rates

Transmit | Transmit | Comments

Interval | Interval

(sec) (min) :
3600 60 Low power repeating interval
1800 30 B

1200 20

a00 15 12 hrs/day, 1000 updates/month
600 10 8 hrs/day, 1000 updates/month
300 {5 ,

225 3.76 12 hrs/day, 4000 updates/month
144 2.4 8 hrs/day, 4000 updates/month
60 1 ' i
30 0.5 .

10 0.166667 -

5 0.083333 [Emergency Vehicles
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Table 35: Tracker State Data Block Byte/Bit Definitions

Byte/Blt, Bit Length Description
0/0, 10 Grid Zone ID
172,24 | Bits 0-10: AN
Bits 11-21: AEoq
Bit 22: State Data Validity 1=valid
Bits 23: GPS Validity 1=DGPS current
42,7 Bits 0-6: Speed
5N,17 Bits 0-6: Heading

Table36: Reduced State Data Block Byte/Bit Definitions

Byte/Bit, Bit Length | Description

0/0, 10 Grid ZoneID

1/0,24 Bits 0-10: AN
Bits 11-21: AE,
Bit 22: State Data Validity 1=valid
Bits 23: GPS Validity 1=DGPS current

Table37: Network Status Code Definitions

Code | Description

0 No status

Network exit request

Low Power Repeating Interval Slot Request

Low Power exit request

All Repeating Interval Slots Purged

Auxiliary Repeating Interval Slot Purged

Re-assign Main Repeating Interval Slot Request

1

2

3

4 i Su

5 Main Repeating Interval Slot Purged
6

7

8

9

Re-assign Auxiliary Repeﬁg Interval-Slot Request

-31

Table 38; Message Acknowledgement/Response Block

PCT/US00/33272

Byte/Bit, Bit Length | Description

0/0, 1 Acknowledgent/Response Flag (0 = Ack Only, 1 =Response)

0/1,3 Response Key ID .
(0=Return Receip, 1= Sofikey #1, 2 = Softkey #2, 3 = Softkey #3, 4 =
Softkey #4)

0/4,1 spare’

0/5, 21 Message/Site Sequence ID

3/2,20 GPS Second Receipt/Response Time'

Indicates the GPS Second when the message was received for aclmowledgment or the GPS

Second when the Softkey was pressed for a response.
2 Indicates that message was read by driver,
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*Table 34: Tracker Packet Summary
Description ID Comments Spare
Number . Bits
Net Entry Request 0 Used to request main RI Slot or a one-time 14
, auxiliary RI Slot.
State and Status 1 Normal Periodic Transmission 1
Reliable User Data 2 User Specific 4
Short State and Status 3 Contains Tracker ID 3 .
Reliable Short UserData | 4 User Specific with Tracker ID 6
Reduced State UserData |5 State, Tracker ID, and User Data 3
and Status <.
Message Response and 6 Message response with user data. 6
User Data ; : B
Short Message Response | 7 Message response with full tracker ID and user | 0
and User Data B data. :
Site Status 8 Used to indicate job site arrival/departure 2
Built-in test (BIT) 9 Packet to provide info about the tracker, it’s Varies
5 environment and the RF network. by type.
Pre-defined Message 0x0a Used by tracker to request a pre-defined 0
Definition Request message definition. '

NOTE: This packet may be sent in a network
entry slot.

Table 40 Net Entry Request Packet Bit Definitions

Byte/Bit,bit length | Bit Number | Description
0/0, 4 0-3 . Packet ID Block (0x00)
0/4, 1 44 0 =Main RI Slot,
1 = Single Auxiliary RI Slot

0/5, 1 55 0 = Main RI Siot,

: 1 = Single Auxiliary R Slot
0/6, 30 6-35 Bits 0-29: Tracker ID Number
4/4, 30 36-65 Bits 0-29: Tracker ID Number
8/2,5 66-70 Aux Interval Count
8/1,5 71-75 Aux Interval Count
9/4, 4 76-79 Spare
10/0, 16 80-95 . CRC 16

’fable 41: State and Status Packet Bit Definitions

Byte/Bit, bit length | Bit Number | Description

0/0, 4 0-3 Packet ID Block (0x01)
0/4,5 4-8 | Network Status Code

1/1, 48 9-56 Tracker State Data Block
71,24 57-80 User Data Block

10/1,7 81-87 Spare

11/0, 8 88-95 CRC38 ) ;
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Table 42: Reliable User Data Packet Bit Definitions

Byte/Bit,bit length | Bit Number | Description

0/0, 4 0-3 Packet ID Block (0x02) |
0/4, 8 4-11 User Data Sequence ID
174,72 12-83 User Data Block

10/4, 4 84-87 .| Spare

11/0,8 88-95 CRCS8

Table 437 Short State and Status Packet Bit Definitions

Byte/Bit,bit length Bit Number | Description )

0/0, 4 0-3 Packet ID Block (0x03)

0/4, 30 4-33 Bits 0-29: Tracker ID Number
4/2,5 34-38 Network Status Code

4/7, 48 39-36 . Tracker State Data Block
10/5,1 87-87 Spare

11/0, 8 88-95 CRCS

Table 44 Reliable Short User Data Packet Bit Definitions

Byte/Bitbit length | Bit Number | Description

0/0,4 — |03 Packet ID Block (0x04)

0/4, 30 4-33 Bits 0-29: Tracker ID Number
4/2,8 34-41 User Data Sequence ID

5/2, 40 42-81 User Data

10/2, 6 82-87 Spare

1170, 8 88-95 CRCS

Table45: Reduced State User Data and Status Packet Bit Definitions

Byte/Bit,bit length | Bit Number | Description

0/0, 4 0-3 Packet ID Block (0x05)

0/4, 30 4-33 Bits 0-29; Tracker 1D Number
42,5 3438 Network Status Code

477,34 39-72 . Reduced State Data Block
8/7,8 73-80 User Data

1077, 7 81-87 Spare

11/0, 8 88-95 CRCS8

Table 46+ Message Response and User Data Packet Bit Definitions

Byte/Bit,bit length | Bit Number | Description

0/0, 4 0-3 Packet ID Block (0x06)

0/4, 46 4-49 Message Acknowledgement/Response Block
6/2,32 50-81 User Data Block

1072, 6 82-87 | Sparc

11/0, 8 88-95 CRC S8

PCT/US00/33272
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Byte/Bit,bit Iength | Bit Number | Description

0/0,4 0-3 Packet ID Block (0x07)

0/4, 30 4-33 Bits 0-29: Tracker ID Number

4/2,46 34.79 Message Acknowledgement/Response Block
10/0, 8 80-87 "| User Data Block

11/0, 8 88-95 CRC8

Table 48: Site Status Packet Bit Definitions

Byte/Bit,bit length | Bit Number | Description

0/0, 4 0-3 Packet ID Block (0x08)

0/4, 30 4-33 Bits 0-29: Tracker ID Number

4/2,2 34-35 . Site Type (0=job site, 1=home base, 2= customer defined,
' 3 = customer defined)

4/2,21 36-56 SiteID .

7/0, 1 56-56 Status (0 = Arrival, 1 =Departure)

71,1 57-57 . Automatic Source Flag*

7/2, 1 58-58 User Source Flag®

712, 20 59-79 GPS Second Amival/Departure Time'

9/6, 8 80-87 Site Status Sequence ID

11/0, 8 88-95 CRCS8

! Indicates the GPS Second value upon arrival/departure.
2 Set for “event-driven” initiated event.
3 Set for user initiated event.

Table 49: Built-in Test (BIT) Packet Bit Definitions

Byto/Bit,bit length_| Bit Number | Description

0/0, 4 03 . Packet ID Block (0x09)
(07,4 47 BIT Packet Type

1/0, 80 BIT Packet Data Block'

11/0, 8 88-95 CRC8

TSee following tables for the BIT Packet Data Blocks.

Table 50: Built-in ‘Lest (1L) Facket Data BlocK (NEIWOrK ana K dysiem, 1Lype =v)

# of bytes

Description

2

Missed Bit Sync Count

CRC Error Count A

CRC Error Count B

Number of Times Sync Was Lost

Max Sync Loss Duration

Number of Network Entry Attempts

el et R Bt R 2 RN

Number of Reliable Packet Retries
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# of bytes Descnpuon
1 Highest Battery Voltage
1 Lowest Battery Voltage
1 Number of Times Igmtxon Was Tumed O
1 Shortest Off Duration (min)
1 Longest Off Duration (min)
1 Highest Temperature (°C)
1 Lowest Temperature (°C)
3 Spare (0x000000)
Table52: Built-in Test (BIT) Packet Data Block (IN avigaﬁon, Type=2)
Byte/Bit, bit length | Bit Number | Description - -
0/0, 8 0-7 " | Number of szcs Nav was Invalid
-] 1/0, 8 8-15 Maximum Duration Nav was Invalid (min)
2/0, 8 1623 - Number of Times without DGPS
3/0, 8 2431 - Maximum Duration without DGPS (min)
4/0,4 32-35 Number of SVs tracked
4/4,5 36-40 SNR for Channel 0
51,5 41-45 SNR for Channel 1
516, 5 46-50 SNR for Channel 2
6/3,5 51-55 SNR for Chamnel 3
710, 5 56-60 SNR for Channel 4
5,5 61-65 - SNR for Channel §
82,5 66-70 SNR for Channel 6
81,5 71-75 SNR for Channel 7
9/4,4 76-79 Spare ‘

Table 53 Built-in Test (BIT) Packet Dat4 Block (Version, Type = 3)

¥ of bytes

Description

1

Tracker Software Major Release

Tracker Software Minor Release

Tracker Software Build

Tracker Hardware Mzjor Release

Tracker Hardware Minor Release.

MDT Software Major Release

MDT Software Minor Release

MDT Software Build

MDT Hardware Major Release

bt | s ] g [t ] gt | et et ] gt ] et

MDT Hardware Minor Release

Table 54 Built-in Test (BIT) Packet Data Block (Ready Mix, Type =4)

# of bytes .

Description

2

Number of times wash out hose was on for 15 minutes

continuously

Number of times water was turned on

' Number of times doar was opened

Number of times drum was charged

LSS R H A B

Number of times drum was discharged

PCT/US00/33272
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Zable 55: Pre-Detiined Message Oelinsdim

Byte/Bit,bit leggg Bit Number |Description

0/0,4 0-3 Packet ID Block (0x0A)
0/4,30 4-33 Bits 0-29: Tracker ID Number
442,30 34-63 gits 0-29: Tracker ID Number
8/0, 8 64-71 Pre-defined Message ID

9/0, 8 72-79 Pre-defined Message ID

10/0, 16 80-95 CRC 16

' Table 54.TPU Channels and Functions

PCT/US00/33272

chlnnol Signal ’ IputFrom | OupitTo | LinkedTo Briority
11: . PO et T2 t [Singis StoVLini(1) _|Stant TX serial clock at comact time
Xz AF Senial CK SCLK. 193 H oc {Continuous Pulss__{TX saria bh ciock 10 GSP
TP RESeislCK__|1P2 P2 H c Single 1) |Count transmitied tits
T4 AXDamA___[AovEM Data A M PFWA__{Pulss Accum/No Link {Dstect bit ak TP1Y
TPE RX 1 TP8 L OG ___ |Host intiated Pulse _[intiats FM data on
TP RX 2 IS TP7, P8 L TC 8 5 Stant AX sadal clocks at cofrect tme
TFT___|ShiitCik Sheit R 7] oc Continuous Puiss :;gm:uu: —
TT:: Latch CIx Shift ]|M BC Continuous Puise X by cock
TP10 | : may need for RAM
TF11_ |AXDatmB ___|Rcv FMDaaB ] PPWA Datect bi: at TPOA
TF12__ |Direction Extamal L e Detect direction
TP13__ (Whesi Sons A_|Extsmal L QDEC [Count whes! sensor
TP14__ [Whesl Sens B _|Extemal L QDEC Count wheel sansor
TP15___[Cnise Gens _|Extemal L e Shot/No Link _|Count sonsor
S =1 g = T
Table 57+ /Vo vigation Dato .
Word Description Type Units/ Range
Number LSB
1-5 Header
6 Status
7-8 Latitude Long 2*'semicircles 0.5
9-10 Longitude Long 2*'semicircles 1.0
11 Altitude Short 0.125m
12 North Velocity Short 2% misec
13 East Velocity Short  2®misec
14 Down Velocity Short 2% mi/sec
15 Year Ushort
16(Isb) Month Uchar 1-12
16(msb) Day Uchar 1-31
17(Isb) Hour Uchar 0-23
17(msb) Minute Uchar 0-59
18 Second Ushort 27 sec 0-7679
19 Data Checksum
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Table 58 Keceived Messaqe Dato (7102)
Word Number ‘Description Type Units/ Range
. . : LSB
1-5 Header
6(Isb) Message Type 1=canned, 2=full text  uchar
6(msb) Canned ID/Text Length(L) uchar
7(sb) IOD ' uchar 0-255
7(msb) User Response uchar 0-4
8 ‘ Year ushort
9(Isb) Month uchar 1-12
9(msb) Day = - uchar -1-31
10(1sb) Hour uchar 023
10(msb). = Minute , uchar” 0-59
11(Isb) Number of valid responses uchar 04
11(msb) Spare - ' uchar
12-16 Response 1 Text char
17-21 Response 2 Text char
22-26 Response 3 Text char
27-31 Response 4 Text char
next L/2 ~ Text if type=2, padded with O inlast  char
byte if L is odd -
Table 59 : Recerved (User Duta (7103)
Word Description Type - Units/ Range
Number " LSB
1-5 Header '
6 Data Type Identifier ushort 0-255
7-16 20 Data bytes uchar
Table (0:Available Message Data (7104)
Word Description Type Units/ Range
Number o , LSB
1-5 Header
6 Number of unread messages (X) ushort 0-255
7 Id of most recent unread message ushort 0-255
T+X-1 Id of oldest unread message ushort 0-255
7+X Number of saved messages (Y) ushort 0255
7+X+1  Id of most recent saved message “ushort 0-255
74+X+Y-1 Id of oldest saved message . ushort 0-255

7+X+Y  Data Checksum |

7
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Table ¢/:User Data Message List (7106)
Word Description Type Units/ Range
Number LSB .
1-5 Header
6 Number of messages in the list (IN) ushort 0-255
721 Message 1 char 0-255
(74-N* 15)- Message N char 6-.255 .
(21-+N*15)
T+N*15 Data Checksum
Table(2: Data Request (7201)
Word Description Type Units/ Range
Number . LSB
1-5 Header
6 Message ID ushort
7 On/Off ushort
8 Data Checksum
Table¢3: Text Message Response (7202)
Word Description Type Units/ Range
Number 1LSB
1-5 Header <
6(1sb) 10D uchar 0-255
6(msb) Response ushort 0-7
7 Data Checksum
Table t#:User Data Output (7203)
Word Description Type Units/ Range
Number LSB
1-5 Header
6(1sb) Number of Bytes uchar lor9
6(msb) Data Type Identifier uchar 0-255
7-11 10 Data bytes (1 or 9 will be used) uchar
12 Data Checksum .
Table ($:Request Available Message Data (7204)
Word Description - Type Units/ Range
Number LSB

1-5 Header
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Table 6b:  Request Meswqe (7205)
Word : Description Type Units/ Range
Number ‘ LSB -
1-5° Header ,
6 Message Identifier ushort 0-255
7 Data Checksum
'Tableé7: Request User Data Message List (7206)
Word Description Type Units/ Range
Number LSB
1-5 Header - -
Table6?: NTCC/SCC Message Summary
Message D ~Source Description Rate
1101 NTCC Timing Control 1H=z
1102 NTCC Transmit Data Frame (1 of N) N frames at 1Hz
1201 SCC SCC Status 1Hz '
Table /»: Timing Control (1101) ‘
“Word ~ Description Type Units Range
Number
1-5 Header
6(Isb) Timing Control Mode uchar 0-2
6(msb)  Control Type : uchar 0-2
7-8 Timer Control long 0.1 microsec 0.5 sec
9 Data Checksum
Table 7/: Transmit Data Frame (1102) ‘
Word Description Type Units ___ Range
Number '
1-5 Header ‘
6 Broadcast Frame ID short 0-188
7(Isb) Frame Number (77) uchar 0-?
7(msb) Total Number of Frames () uchar 0-?
8 Number of Bytes per Frame () short
9-84(J+1)/2 Frame Data Bytes ; uchar
294(J+1)/2  Data Checksum
Table 72: SCC Statns (1201)
Word Description “Type Units Range
Number . ' '
1-5 Header ' '
6-7 Current Nominal Timer long 0.1 microsec  0-1.0+sec
8 SCC Status coded !

9 Data Checksum
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Table 73:NTCC/Server Message Summary
Message ID Source Description Rate

2104 ~ Server Login Info Request At Initialization
2304 NTCC Login Info Response At Tnitialization
2105 Server NTCC Profile Request At Initialization
2305 NTCC NTCC Profile Response At Initialization
2103 NTCC Status 2 1Hz
2201 Server FMData At Connection
2202 Server Vehicle Packet High Rate
2203 Server Local Time Zone Offset At Initialization and
: once per Hour

Table 74* Login Info Request Message (2104)

#ofbytes | Description Valuc or Range |

10 Header

Table 75° _Login Info Response Message (2304)

#of bytes | Description Value or Range

10 Header

2 User ID Length 0x0000 — 0x0020

L| User ID )

2 Password Length 0x0000 — 0x0020

L, Password

Padding'

1 | Data Checksum |

¥ 0x00 will be used for padding if necessary to make entire body word aligned.

Table 76 NTCC Profile Request Message (4105) '

#of bytes | Description Value or Range |
10 Header
Table 77: NTCC Profile Response Message (4305)
#of bytes | Description Value or Range
10 Header
4 NTCC Serial Number
4 Roof Module Serial Number
2 , | Data Checksum

* 10x00 will be used for pédding if necessary to make entire body word aligned.
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Table 78: Status Message 2 (2103)
#ofbytes | Description Value or Range
10 Header
2 Timing Status 0=No Sync
1=1n Sync
2 Week Roll-over Count
2 Leap Seconds
2 GPS Week
4 GPS Second
2 Current Network Frame Number
1 System Status Mode 1=Init,
2=Sync,
3=Run
1 Bits 0-3: Timing Mode Bits 0-3: 0=Init, 1=Coarse Offset, 2=Coarse Rate, 3=Fine Ratg
Bits 4-7: Timing Sub Mode Bits 4-7: 0=Sample, 1=Wait, 2=Command, 3=Check
1 Bits 0-3: GPS Status Bits 0-3: 0=Waiting For GPS,1=GPS Initialized
Bits 4-7: System Time Status { Bits 4-7: 0=Invalid, 1=Valid
2 " | SCC Clock Rate - LSB=(0.1 PPM
1 Bits 0-3: SCC Port Stams Bits 0-3: O=Inactive, 1=Active
Bits 4-7: SCC Port Connection Status Bits 4-7: 0=Not Connected, 1=Connected
4 Sync Loss Events
Total Sync Loss Time
1 NDC Port O=Inactive,
1=Active
1 Bit 0: Roof Module Status Bit 0: 0 = Inactive, 1 = Active
Bits 1-2: Roof Module Channel Status | Bits 1-2: 0 = No Frequency Date, 1 = Not Locked, 2 = Locked
Bit 3: FM Sync Bit 3: 0 = Unreliable, 1 = Reliable
Bit 4: FM Sync Message Bit 4: 0 =Unreliable, 1 = Reliable
Bits 5-7: spare Bits 5-7: 0
1 FM Bit Sync Reliability LSB=1%
1 Sync Data Status 0=Unreliable, 1=Reliable, 2=Timed out
1 Sync Data Reliability =1%
1 Bits 0-3: GPS CDU Port Bits 0-3: 0=Inactive, 1=Active
Bits 4-7: PPS Bits 4-7: 0=Invalid, 1=Valid
1 GPS SVID Count (C)) '} 0-12
1 GPS SVID #0
1 GPS SVID #(C~1)
1 GPS CNO Count (C;) "0-12
1 GPS CNO #0
1 GPS CNO #C,-1)
1 Bits 0-3: RTCM Port Bits 0-3: 0=Inactive, I=Active
Bits 4.7: Data Bits 4-7: 0=Unavailable, 1=Available
1 RTCM T1 SVID Count (Cs) 0-12 ‘
2(GfCy> RTCM T1 Frame Number 0-3599
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Data Checksum
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Table 18 (cortmued) :

0) Note: T1 Frame Number not supplied if C = 0.

1 RTCM T1 SVID #0

1 RTCM T1 SVID #(Cs-1)

1 RTCM T2 SVID Count (C,) 0-12

2(ifCe> RTCM T2 Frame Number 0-3559

0) Note: T2 Frame Number not supplied if C, =0.

1 RTCM T2 SVID #0

AR RTCM T2 SVID #(Co-1)

2 FM Error Frame -

2 FM Error Count

2 ¥M Bit Count

4 FM Total Exror Count

4 FM Total Bit Count’

4 Bert PPM LSB=.001 PPM .

2 Total Bytes Sent on Last Frame short

2 Free Bytes After Last Frame short

2 Packets Received short

2 Packet Bytes Received short

2 Packets Sent short

2. Packet Bytes Sent short

2 Packets in Queue short

2 Packet Bytes in Queus short

Padding'

1 | Data Checksum

Table74:FM Data (2201)
Word “Description ~Type Units ~ Range
Number
1-5 Header i \ .
6 Frequency short ~ 0.1 MHz 875-1079
7 Subcarrier short kHz 67 or 92
8-9 Latitude long 2 semicircles -1tol
10-11 Longitude long 27 semicircles -0.5t00.5
12 Altitude short  meters
13-27 Telephone Number String char
28 Data Checksum
Table 80:Vehicle Packet (2202)

~ Word Description Type Units Range

* Number

15 Header

1 6 Vehicle Data Length (1) short  bytes

L TH(+1)2
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Table 8): Local Time Zone Offset (2203)
Word Description Type Range
Number .

1-5 Header
6 Time Zone Offset short LSB=15min -48t048
7 Data Checksum '

Table §2: NTCC/Roof Module Message Summary

Message ID Source . Description Rate
3101 NTCC Frequency Control At-Jmtialization
3102 NTCC Time/Status 1Hz - -
3201 RoofModule  Status . 1Hz
3202 -Roof Module  Received FM Data 1Hz
3203 RoofModule  Timing 1Hz
Table 83: Frequency Conirol (3101)
Word Description ~ Type Range
Number '
1-5 Header ,
6 Frequency short 0.1 MH=z 875-1079
7 Subcarrier short Kiz 67 or 92
8 Data Checksum
Table84* Time/Status (3102)
Word Description Type. Range
Number :
1-5 Header
6 Timing Status coded
7 GPS Week short 0-1023
8-9 GPS Second ~ long 0-604799
10 Current Network Frame Number short 0-188
11 Mode coded
12 System Status coded
13 Data Checksum .
Table 85: Status (3201)
~ Word Description Type Range
© Number
1-5 Header )
6 Frequency short 0.1 MHz 875-1079
7 Subcarrier short kHz 67 or92
8 Timing Status coded
9 System Status coded
10 FM Status coded
11 Data Checksnm




WO 01/46710 PCT/US00/33272

153
Table &4 Received FIM Data (3202)
Word Description Type Units Range
Number .
1-5 Header
6 Frame Number - short : 0-188
7 Number of Bytes (/) short
8-7+(l+1)/2 Data Bytes uchar
8+(/+1)/2 Data Checksum
Table 87: Timing (3203) ‘
Word Description Type Units Range
Number '
1-5 Header
6 - GPS Week short 0-1023
7-8 GPS Second long 0-604799
9-10 Delay to Sync long 0.1 microsec 0-1 sec
11 Data Checksum
Table 88: Standard Message Format
Message Section | #of words | Description ' | Value or Range |
Header 1 Message Start Word "0x81FF
1 Standard Message Type ID
1 Data Word Count (N)
1 Flags 0xXX00
1 Header Checksum
Data (Optional) 1 Data Word #1
1 Data Word #N
1 Data Checksum
Table 89: Standard Message Header Format
| Message Section | #of words | Description Value or Range |
Header 1 Message Start Word 0x81FF
1 - | Standard Message Type ID
1 Data Word Count ()
1 Flags/Message ID 0xXX00
1 Header Checksum
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Table 30 Message Type ID — NDC Server
Software Component withan | Direction/purpose Reserved Message ID Range
Interface to NDC Server
NTCC From NDC Server 2100~ 2199
To NDC Server 2200 - 2299
Response 1o NDC Server initiated message 2300-2399
Response to NTCC initiated message 2400 -~ 2499
Network Hub From NDC Server 4100-4199
To NDC Server 4200~ 4299
Response to NDC Server initiated message 43004399
Response Network Hub initiated message 4400 - 4499
NDC Command Station From NDC Server 51005199
To NDC Server . 52005299 "
Response to NDC Server initiated message 5300 - 5399
Response to NDC Command Station initisted ~ * | 5400~ 5499
_message .
DMCS From NDC Server 7100-~7199
To NDC Server 7200 — 7299
Response to NDC Server initiated message 7300 — 7399
Response to DMCS initiated message 7400 — 7499
Table 912 Message Type ID Range - DMCS
Softwars Component withan | Direction/purpose Reserved Message ID Range
| Interface to DMCS .
CCs From DMCS 6100 — 6199
To CCS 6200 — 6299
| Response to DMCS initiated message 6300 — 6399
Response to CCS initiated message 6400 — 6499

Table 32 _Standard Message Data Section

Message Section # of words | Description Value or Range
Optionsl data section | 1 Data Word #1 |
1 Data Word #N
1 Data Checksnm
Table 93¢ Login Info Request M 101
# of bytes | Description Vzlue or Range
10 Header
Tablé 94: Login Info Response Message (7301)
#ofbytes | Description Value or Range
10 Header )
2 User ID Length (L) | 0x0000 — 0x0010
| P User ID
2 Password Length (L,) | 0x0000 — 0x0010
(Lo Password )
Padding'

AN

2, I Data Checksam | o .
0x00 will be used for padding if necessary to make entire body word aligned.
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Table 75: Login Info Respionse Result M e (7501) |
#ofbytes | Description Value or Range » J _

155

10 Header
0x0000 = SUCCESS, .
0x0001 = Invalid User Name/Password,
2 Result 0x0002 = Add Connection Failure,
0x0003 = Database Access Error
2 Data Checksum
Table 9b: Message Timeout Message (7107)
| # of bytes Description Value or Range
|10 Header '
3 Message Sequence ID
2 Number of Trackers Ny' 0x0000 — 0x0800°
4 Tracker ID #1 0x00000000 — OxO3FEFFEE
4 Tracker ID #N, 0x00000000 — 0x03FFFFEF
1 Padding 0x00 :
2 Data Checksum

PCT/US00/33272

TThe number of tracker modules that failed to acknowledge the message before the timeout. If the message was
sent to all trackers associated with the customer, this number will indicate the trackers that have not yet responding
to the message.

Table 7 NDC Command Message (7102)

# of bytes | Description Value or Range
10 Header
2 NDC Command Station User Name Length (L) 0x0000 — 0x0020
Ly NDC Command Station User Name
2 Message Length (To) 0x0000 — 0x0100
L, Message '
2 NDCS Command Sequence ID! 0x0000 — OxFEEF
Paddini
2 | Data Checksum |

Response should use this ID value,

2 0x00 will be used for padding if necessary to make enlin.e body word aligned.

Table 98: NDC Command Response Message (7302)

#of bytes | Description Value or Range

10 Header

2 NDCS Command Sequence ID* 0x0000 — OXFFEF

2 Status 0x0000 = Success/Forwarded to Customer Command
Stations(s),
020001 = No Customer Command Stations connected.

2 Data Checksum

Response should use the same ID sent with the request méssage.
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Table 92 Real-time Tracking Data Message (7103)
#of bytes | Description Value or Range
10 Headér ‘ :
2 Year
1 Month? - 1-12
1 Day’ 1-31
1 Hour 0-23
1 Minute? ) 0-59
1 Second® 0-59
2 Tracking Sequence Value® 0x0000 — OxXFFEF
2 Type ID! 00000 - 0x0004
1 Tracker Low Power Mode Flag® 0 = not low power, 1 = low power
4 ‘Tracker ID 0x00000000 — 0x3FFFEEFR
Variable | Tracking Data Message'
Padding*
2 | Data Checksum |

! See Real-time Tracking Data Message Format table.

2 Date/Time values indicate when the NDC Server received the message and are specified using Greenwich Mean
Time (GMT). .

3 The NDC Server maintains a tracking sequence counter for each vehicle. This counter is used to assign tracking
sequence values to messages sent from a vehicle to the NDC Server. Message sequence values may be used by CCS
applications to determine if any messages are missing from a set of vehicle tracking messages.

NOTE: Tracking sequence values for each tracker rollover every 65536 updates.

4 0x00 will be nsed for padding if necessary to make entire body word aligned.

§ This flag indicates if the tracker is currently in low power mode. When trackers enter low power mode, they
request a low power update slot in the RF network. The low power update rate is Iess frequent (1 hour) than most
tracker update rates, As aresult, trackers may power down berwesn updates to conserve their vehicle’s battery.
Trackers in low power mode will not be able to provide immediate acknowledgement to messages. Messages sent
to trackers in this mode will be queued by the NDC Server until the message is acknowledged or the message
reaches its timeout.
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Table {00 ¢ Real-time Tracking Data Message Format
TypeID | Name #of | Description Value or Range
bytes
0x0001 | State 4 Latitude' -00° to +90° (LSB = 180° *2°))
4 Longitude' -180° to +180° (LSB = 180° * 2*)
1 Speed 0x00 - 0x7F
(LSB =0.5 m/s = 1.1 mph)
1 Heading -180° to +180°
: (LSB =360°* 27 =2.8125°)
3 User Data Block
1 Spare . 7 spare bits are available
0x0002 | Reliable User Data 9 User Data Block ;
1 Spare _
0x0003 | Short State 4 Latitude -90° to +90° (LSB = 180° *2°})
4 Longimde' -180° to +180° (LSB = 180° *2°*)
1 Speed 0x00 - 0x7F
(LSB = 0.5 m/s = 1.1 mph)
1 Heading -180° to +180°
(LSB =360° * 27 = 2.8125%)
1 Spare 1 spare bit is available
0x0004 Reliable Short User ] ‘User Data
. Data 1 Spare
0x0005 - | Reduced State and 4 Latitude® -90° to +90° (LSB = 180° * 2!
User Data 4 Longitude® -180° to +180° (LSB = 180° *2°")
1 User Data )
1 Spare 7 spare bits are available
0x0006 | Message Response and | 1 Ack/Response 0 = Acknowledge only, 1 = Responss
User Data 1 Response Key ID D= Acknowledgs oniy/Return Receipt®
1= Softkey #1,
2 = Softkey #2,
3 = Softkey #3,
4 = Sofikey #4
3 Message Sequence/
Sits ID®
| 2 _GMT Year’
B! GMT Month® 1-12
‘11 GMT Day* 1-31
1 GMT Hour’ 0-23
1 GMT Minute? 0-59 .
1 GMT Second’ 0—59
4 User Data
1 Spare 6 spare bits are available
0x0007 | Short Message 1 Ack/Response Flag 0 = Acknowledge only, 1 = Response
Response and User ’

Data
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Table 100 (continued)

1 Response Key ID 0 = Acknowledge only/Return Receipt’
1 =Softkey #1, | Co
2 = Softkey #2,
3 = Sofikey #3,
4 = Softkey #4

3 Message Sequence/

| site

2 GMT Year’

1 GMT Month® 1-12

1 ‘GMT Day’ 41-31

1 GMT Hour' 0-23

1 GMT Minute® 0-59 N

1 GMT Second® . 1 0=59 . -

1 User Data

0x0008 | Site Status 3 Site ID* *.

1 Status 0 = Argival, 1 = Departure

1 Status Source 1 = GPS, 2 = User, 3 = GPS and User

2 GMT Year'

1 GMT Month® 1-12

1 GMT Day’ 1-31

1 GMT How'' 0-23

1 GMT Minute® 0-59

1 GMT Second® 0-59

1 User Data

1 Spare

+ 4 meters of resolution
2 4 8 meters of resolution

3 Time of receipt for acknowledgements and timé. when Sofikey was pressed for a response.

4 Tpis Site ID is the same ID associated with the Site Dispatch message. Sec Send Site Dispatch for more
information.

$ Message sequence ID associated with a text or pre-defined message. Or, site ID associated with a site dispatch
message. See “Send Message Response Message”, “Send Pre-defined Message ID Response Message “, or “Send
Site Dispatch” for more information. .

§ f ackiresponse flag is 0, 0 indicates ack only. If ackiresponse flag is 1, 0 indicates that user read the message.

Table 101: Tracker Power Mode Message (710

# of bytes | Description : Value or Range

10 _Header

“Tracker Low Power Mode Flag' 0 = not low power, 1 = low power

Tracker ID . 0x00000000 - Ox3FFFFREF
Padding (=0x00) )

[N Bl N

Data Checksum .

This flag indicates if the tracker is currently in low power mode. When trackers enter low power mode, they
request a low power update slot in the RF network, The low power update rate is less frequent (1 hour) than most
tracker updats rates. As aresult, trackers may power down between updates to conserve their vehicle’s battery.
Trackers m low power mode will not be able to provide immediate acknowledgement to messages. Messages sent
to trackers in this mode will be guened by the NDC Server until the message is acknowledged or the message
reaches its timeout. i

Table 102 _Tracker Profile Update Message (7104)

# of bytes | Description Value or Range |
10 Header

8 Tracker Format!

Padding*

2 : | Data Checksum
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LAVIC /L7 ¢ ALALACL L L ULUL A'UL LMy
# of bytes | Description Value or Range
4 Tracker ID 0x00000000 — 0x3FEFEFEE
1 Tracking Service 0=LOT,

1= Continuous,

2=Manual _
2 Default Update Rate (in seconds) 0x0000 (0), 0x0005 (5), 0x000a (10),

0x001e (30), 0x003c (60),
0x0090 (144), 0x00e1 (225),
0x012¢ (300), 0x0258 (600),
0x0384 (900), 0x04b0 (1200),
0x0708 (1800), 0x0e10 (3600)

(0x0000 for manual tracking trackers)

Bit 0: Track History Service Flag
Bit 1: Message Service Flag
Bit 2: Modify Update Rate Service Flag

| Bit 3: Modify Ttacking Service Flag

Bit 0: 0= Not Availsble, 1=Available

Bit 1: 0= Not Availablc, 1= Available
Bit 2; 0 = Not Available, 1 = Available
Bit 3: 0 =Not Available, 1 = Available

Bits 4-7: spare
Table /04 Retrieve Tracker Installation History Message (7105)
#of bytes | Description Value or Range
10 Header '
2 Tostall StartYear® (0x0000 = All)
1 Install Start Month? - 1-12
1 Install Start Day* 1-31
1 Install Start Hour® 0-23
1 Install Start Minute? 0-~59
1 Install Start Second® 0-59
2 Install End Year” (0x0000 = All)
1 Install End Month* 1-12
1 Install End Day* 1-31
1 Install End Hour* 0-23
1 Install End Minute? 0-59
1 Instail End Second? 0-59
2 NDCS Command Sequence ID* 0x0000 — OxFFFF
2 Data Checksum ]
Response should use this ID value.
2 Date range used to indicate desired tracker install date/time, If start and/or end year is set to 0x0000, the

corresponding start and/or end date is NOT used to limit the result.

Table 165 Retrieve Tracker Installation History Response Message (7305)

# of bytes | Description " Value or Range

10 Header

2 NDCS Command Seguence ID' 0x0000 — OxFFFF

2 Status 0x0000 = Success,

. 0x0001 = Database Access Error

2 Total Response Count®

2 Response Number®

4 Tracker ID 0x00000000 — 0x3FFFFFFR
2 Tracker Installation Record Count (Cy) '
‘Varizble | Tracker Instailation Record #1

Variable Tracker Installation Record #C,

2 Data Checksum

Response should use the same ID sent with the request message.

PCT/US00/33272



WO 01/46710

160

PCT/US00/33272

2 For each tracker in the request date range, a separate response message is sent to the NDC Server. The Total
Response Count indicates the total number of response messages while the Response Number indicates the zero-

T'If VIN Count is 0x0000, all customer profiles are returned.
2Response shonld use this ID value.

Table /08 Retrieve Vehicle Profile List Response Message (7306)

# of bytes | Description Value or Range
10_- Header
2 NDCS Command Seguence ID! -} 0x0000 — OxFFFE
2 Status 0x0000 = Success,
0x0001 = Database Access Brror
2 Total Number of Profiles in Response
2 Vehicle Profile Number* (N)
Variable | Vehicle Profile Format® #1
Variable | Vehicie Profile Format® #N
2 Data Checksum

Response should use the same ID sent with the request message.
2 Profile number N out of the total number of profiles in the profile list being returned.
3 See Vehicle Profile Format below.

based response number.
Table /0¢ ¢ Tracker Installation Record
# of bytes | Description- ) Value or Range
2 VIN Length (L)) 0x0000 — 0x0020
L VIN
2 Install Year
1 Install Month 1-12
1 Install Day 1~31
1 Install Hour 0-23
1 Install Minute 0-59
1 Install Second 0-59 ”
2. Uninstall Year!
11 Uninstall Month' 1-12
1 Uninstall Day' 1-31
1 Uninstall Hour' 0-23
1 Uninstall Minute! 0-59
1 Uninstall Second’ 0-59
T3 uninstail date has not been set and/or wacker is still installed in vehicle, all uninstall date valucs shouild be setto
Table /07 Retrieve Vehicle Profile List Message (7106)
# of bytes | Description ) Value or Range
10 Header
2 VIN Count’ (C1)
2 VIN Length #1 (L))
| VIN #1
2 VIN Length #C1 (Ley)
Loy VIN #C1
2 NDCS Command Sequence ID? _0x0000 — OxFFFF
2 Data Checksum
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Table /0% : Vehicle Profile Format

2 VIN Length (Ly)

Ly VIN

2 Alias Length (L,)

L, Alias .

2 State Length (La)

I State

2 License Length (Ly)

Lu License

2 Make Length (Ls)

Ls Make

2 Model Length (Ls)

L Model o

2 Year

2 Data Checksum

Table //0 | Cancel Message (1215)

# of bytes | Description Value or Range

10 Header

3 Message Sequence ID

1 Padding 0x00

2 Data Checksum

Table.}l]: Cancel Message Response Message (7415)

# of bytes | Description Value or Range

10 Header .

1 Client Request ID° 0x00 - OxFF

2 Status 0x0000 = Success',
0x0001 = Invalid Message Sequence ID,
0x0002 = Message Ack Already Received

2 Data checksum

PCT/US00/33272

! Success indicates that no further attempt will be made to send the message. However, .it's still conceivable that the
message was sent. ‘

Table 112 Modify Account Password Message (7201)

#of bytes | Description Value or Range
10 Header

2 Current Password Length (Ly) | 0x0000-0x0020
Ly Current Password

2 New Pagsword Length (L,) 0x0000 — 0x0020
L, New Password

1 Client Request ID? 0x00 - 0xFF
Pading’ _

2 | Data Checksum |

1 0x00 will be used for padding if necessary;to make entire body word aligned. '
2The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.
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_Table {13® Modify Account Password Response Message (7401)

#of bytes | Description Value or Range

10 Header :

1 Client Request m' | 0x00-~ OxFF

2 Status 0x0000 = Success,
0x0001 = Success — NDC Server Password Only,
0x0002 = Incorrect Current Password,
0x0003 = Invalid New Password,
0x0004 = Database access error

1 Padding 0x00

2 Data checksum

!The ID associated with the reqﬁest sent by the DMCS.

Table [}4* Modify Tracking Service Message (7202)

# of bytes | Description Value or Range

10 Header

4 Tracker ID 0x00000000 - 0x3FFFFEFE

2 Tracking Service 0x0000=LOT,
0x0001= Continuous,
0x0002=Manual

2 Update Rate in Seconds | 0x0005 (5), 0x000a (10),
0x001e (30), 0x003c (60},
0x0090 (144), 0x00el (225),
0x012¢ (300), 0x0258 (600),
0x0384 (900), 0x04b0 (1200),
0x0708 (1800). 0x0e10 (3600)

1 Clicnt Request ID? 0x00 — OxEF ‘.

1 Padding 0x00

2 Data Checksum

PCT/US00/33272

!'The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message. .

Table {5 Modify Tracking Service Response Message (7402).

# of bytes | Description Value or Range

10 Header )

1 Client Request ID?. | 0x00 - OxFF

2 Status “ | 0x0000 = Success,
0x0001 = Service Not Available’,
0x0002 = Invalid Update Rate,
0x0003 = Invalid Tracking Service,
0x0004 = Invalid Tracker ID,
0x0005 = Requested Rate Not Currently Available

1 Padding 0x00 .

2 Data Checksum

! The ability to modify the tracking service is an optional service that is maintained on a per tracker basis, Trackers
without this service will receive this error message. :
Z'The ID associated with the request sent by the DMCS, -
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Table /!ko* Ping Request Message (7203)
r_a'#-;i.ﬁ)ytes Description Value or Range
10 Header
Table | /7¢ Ping Response Message (7403)
#of bytes | Description Value or Range
10 ) Header
Table /18: Resend Message (7216)
# of bytes Description Value or Range
10 Header
3 Message Sequence ID .
1 Timeout! (in minutes) 0x00 = No Timeout,
0x01- 0xFO = timeout value in minutes
2 Data Checksum

PCT/US00/33272

“Tindicates the maximum retry timeout value, A Message Timeout message will be sent to the CCS/DMCS if the
message is not acknowledged by the timeout vaiue. If 0x00 is specified for the timeout, the message is sent until the
PROTRAK system max timeout is reached.

Table {14: Resend Messaze Response Message (7416)

#of bytes | Description Value or Rangs

10 Header .

1 Client Request ID* 0x00 — OxEF

2 Stams 0x0000 = Success',
0x0001 = Invalid Message Sequence ID,
0x0002 = Message Ack Already Received

2 Data checksum '

1 Success indicates that no further attempt will be made to send the message. However, it’s still conceivable that the
message was sent.

Table | 20:

Retrieve Tracker Profile List Message (7204)

# of bytes | Description Value or Range

10 Header .

2 Number of Tracker ID's (N;)!

4 Tracker ID #1 0x00000000 — Ox3FFFFFFE
4 Tracker ID #N 0x00000000 — 0x3FEFFFFF
1 Client Request ID* 0x00 — OxEP

Padding?

2 | Data Checksum |

! Specifying 0x0000 for the number of Tracker ID’s will return all of the tracker profiles associated with the

customer’s login account profile.
2 0x00 will be used for padding if necessary to make entire body word aligned.
3 The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.
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Table {Z]: Retrieve Tracker Profile List Response Message (7404) -

# of bytes Description Value or Range
10 Header

1 Client Request ID’ 0x00 — OxEF

2 Statns 0x0000 = Success,

0x0001 = Database Access Error
0x0002 = Invalid Tracker ID*

2 Total Number of Profiles in Response List
2 Tracker Profile Number (N)*

Variable | Tracker Profile #N°

Padding*

B [ Data Checium [ R

! Profile number N out of the total number of profiles in the profile list being returned.
2 Invalid only applies to ID's that are not in the valid range and/or format. ID’s missing from the database (or
assocxated with other customer ID’s) will resuit in the profile not being returned without an error code.
3 See Tracker Profile Format table:
4 OxOO will be used for padding if necessary to make entire body word alxgned.
3 The ID associated with the request sent by ths DMCS.

Table {Z2: Send Message (7205)

# of bytes Description Value or Range
10 Beader .
2 Number of Trackers N, 0x0000 ~ 0x0800°
4 ‘Tracker ID #1 ) 0x00000000 ~ Ox03FFFEEF
4 Tracker ID #Ny 0200000000 — 0x03FFFFEF
2 Message Length (1)) 0x0000 - 0x0050-
L, Message .
1 Response Set ID? 0x0000 ~ 0x0007
1 Timeout® (in minutes) 0x00 = No. Timeout,
0x01- OxF0 = timeout value in minutes
1 Client Request ID* 0x00 — OxFF
Padding’
2 | Data Checksum |

! 1f the number of trackers is 0x0000, the Customer ID associated with the customer’s login account pmﬁlc is used.

D 2A pre-defined response-set (see Pre-defined Message Response Sets) may e selected. Trackers will respond using
aresponse ID that indicates the response selected from the pre-defined set. This response ID is returned to the
DMCS in 2 “Message Response and State” or a “Message Response and Reduced State” packet within a 'Rr.al
Tracking Data Message” that contains the same Message Sequence ID.

3 0x00 will be used for padding if necessary to maks entire body word aligned.

4 The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.

5Due to FM sub-carrier bandwidth limitations, messages sent o & large number of trackers may take several

seconds (or minutes) to be delivered. Groups are expected to be small (around 20 — 60 trackers). However, the NDC
~ Server uses an ID allocation scheme that allows it to communicate with a large number of trackers in its RF network

" if tracker group associations are known ahead of time. The DMCS is responsible to provide these tracker group
associations.
¢ Indicates the maximum retry timeout value. A Messags Timeout message will be sent to the CCS/DMCS if the
message is not acknowledged by the timeout value, If 0x00 is specified for the timeout, the message is sent until the
PROTRAK system max timeout is reached,
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Table /23 _Pre-defined Message Response Sets

Response SetID | MDT Softkey | | MDT Soffiey2 | MDT Softkey 3 ___ T MDT Softkey 4
0 {BLANK} {BLANK} {(BLANK] {BLANK])
1 Yes No Call (BLANK)
2 OK {BLANK} {BLANK} {BLANK}
3 OK Cancel Call {BLANK}
4 Accept Decline Call {BLANK}
3 {BLANK] {BLANK] {BLANK] {BLANK]
6 (BLANK]} {BLANK} {BLANK) {BLANK}
7 (BLANK]} {BLANK} (BLANK) (BLANK)

TResponse Set ID indicates that no pre-defined response is required. However, a custom response set may siill be
defined within the message. Custom response sets may be defined by appending response set values to the message
Response set values are delimited by a “I” (vertical bar) character.

Table {24 _Send Message Response Message (7405)

# of bytes

Description

10

Header

Value or Range

1

Client Request ID?

0x00 — OxFF

Status

0x0000 = Success!,

0x0001 = Service Not Availabie*,
0x0002 = Invalid message format,
0x0003 = Message too long,
0x0004 = Invalid Tracker ID,
0z0005 = Invalid Response Set,
0x0006 = Database Access Error,
0x0007 = Service Temporarily Not Available,
0x0008 = Null Message Exror,
0x0009 = Low Power Mode,
0x0010 = Out of Network

3

Message Sequence ID*

0000000 — OxFFFFFF

2

Data checksum

1 Success indicates that the message hes been successfully queved so that it may be sent to the specified tracker(s).

21D associated with the message being sent. When the tracker successfully aéknowledges and/or responds to this
message, the DMCS will receive a “Message Response and State” or 2 "Message Response and Reduced State”

;;acket within a “Real-time Tracking Data Message” that contains the same Message Sequence ID.

The ID associated with the request sent by the DMCS.
“1f message was sent to a Jist of trackers, all trackers in the list must have message service available or this error |

code will be returned.
Table |25 Send Pre-defined Message ID Message (7206)
# of bytes Description ' Value or Range
10 Header
2 Number of Trackers Ni' .| 0x0000 — 0x0800*
4 Tracker ID #1 _0x00000000 — 0x03FFFFFF
4 Tracker ID #N, 0x00000000 — 0x03FFFEER
1 Pre-defined Message ID 0x00 — OxFF
1 Response Set ID* 0x0000 — 0x07
1 Timeout® (in minutes) 0x00 = No Timeout,
0x01- 0xFD = timeout value in minutes
1 Client Reguest ID’ 0x00 - OxFF
2 Data Checksum
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1 1f the number of trackers is 0x0000, the Customer ID associated with the customer’s login eccount profile is used.

2 A pre-defined response set (see Pre-defined Message Response Sets) may be selected. Trackers will respond using

a response ID that indicates the response selected from the pre-defined set. This response ID is returned to the

DMCS in a “Message Response and State” or 2 “Message Response and Reduced State” packet within a “Real-time

Tracking Data Message” that contains the same Message Sequence ID. e

3 The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.

4 Due to EM sub-carrier bandwidth limitations, messages sent to a large number of trackers may take several

seconds (or minutes) to be delivered. Groups are expected to be small (around 20 — 60 trackers). However, the NDC
 Server uses an ID allocation scheme that allows it to communicate with a large number of trackers in its RF network

if tracker group associations arc known ahead of time. The DMCS is responsible to provide these tracker group

associations. ) :

5 Indicates the maximum retry timeout value. A Message Timeout message will be sent to the CCS/DMCS if the

message is not acknowledged by the timeout value. If 0x00 is specified for the timeout, the message is sent until the
- PROTRAK system max timeout is reached.

Table /76 Send Pre-defined Message ID Response Message (7406)

# of bytes | Description Value or Range

10 Header :

1 Client Request ID* - | 0x00 — 0xFF

2 States - - 0x0000 = Success’,
0x0001 = Service Not Available®,
0x0002 = Invalid message format,

0x0003 = Message too long,

0x0004 = Invalid Tracker ID,

0x0005 = Invalid Response Set,

0x0006 = Database Access Error,

0x0007 = Service Temporarily Not Available,
0x0009 = Low Power Mode, -

0x0010 = Out of Network

3 Message Sequence ID* . | 0x000000 — OxFFFFFF

2 Data checksum

! Success indicates that the message ID has been successfully quened so that it may be sent to the specified
tracker(s). : .
2 1) associated with the message being sent. When the tracker successfully acknowledges and/or responds to this
message, the DMCS will receive 2 “Message Response.and State” or 2 “Message Response and Reduced State”
gach:t within 2 “Real-time Tracking Data Message” that-contains the same Message Sequence ID.

The ID associated with the request sent by the DMCS. ’
41f pre-defined was sent to a list of trackers, all trackers in the list must have messsage service available or this error
code will be remrned.
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# of bytes | Description_ Value or Range
10 Header )
2 Number of Trackers N 0x0000 ~ 0x0800
4 Tracker ID #1 0x00000000 — 0x03FFEFEF
4 Tracker ID #N; 0x00000000 — 0x03FFFFEF
1 Site Expiration” . 0x00 (all trips), 0201 — Oxif
1 Response Set ID* 0x0000 — 0x07
4 Northeast Latitude
4 Northeast Longitude
4 Southwest Latitude
4 Southwest Longitude
1 Message Length (L) 0x00 - 0x64
L Message’
1 | Timeout® (in minutes) 0x00 = No Timeout,
' 0x01- 0XF0 = timeout value in minutes
1 Client Request ID? 0x00 - OxEF
Padding* )
2 I Data Checksum I

VI the number of trackers is 0x0000, the Customer ID associated with the customer’s login account profile is used.
2 A pre-defined response set (see Pre-defined Message Response Sets) may be selected. Trackers will respond using
a response ID that indicates the response selected from the pre-defined set. This response ID is returned to the
DMCS in a “Message Response and State” or a “Message Response and Reduced State” packet within a “Real-time
Tracking Data Message” that contains the same Message Sequence ID.

3 The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.

4 0x00 will be used for padding if necessary to make entire body word aligned.

5 Indicates the maximum retry timeout value. A Message Timeout message will be sent to the CCS/DMCS if the
message is not acknowiedged by the timeout value. If 0x00 is specified for the timeout, the message is sent until the
PROTRAK system max timeout is reached. .

6 Site duration indicates how long a specified site should be used. Single trip indicates that the tracker should retain
the site information until the tracker enters and leaves the specified site. Every trip indicates that the tracker should
indicate every time the tracker enters or leaves the specified site.
7 Indicates the number of hours that the site is valid. "

Table 128: Send Site Dispatch Response Message (7407)

# of bytes | Description ‘Value or Range

10 Header - ‘

1 Client Request ID? 0x00 — OxFF

2 Status 0x0000 = Suceess’,

0x0001 = Service Not Available,

0x0002 = Invalid message format,

0x0003 = Message too long,

0x0004 = Invalid Tracker ID,

0x0005 = Invalid Response Set,

0x0006 = Database Access Error,

0x0007 = Scrvice Temporarily Not Available,
0x0009 = Low Power Mode,

. 0x0010 = Out of Network

1 Site ID** 0x000000 - OXFFFFFF

2 “Data checksum

! Success indicates that the message ID has been successfully queued so that it may be sent to the specified
. tracker(s).
‘D assocjated with the message being sent. When the tracker successfully acknowledges and/or responds to this
message, the DMCS will receive a “Message Response and State™ or 2 “Message Response and Rednced State™
gacket within a “Real-time Tracking Data Message" that contains the same Site ID.
The ID associated with the request sent by the DMCS.
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Table 129: Send User Data Message (7208)
# of bytes | Description Value orRange -
10 Header
2 Number of Trackers Ni* | 0x0000 — 0x0800*
4 Tracker ID #1 0x00000000 — 0x03FEEFFF
4 Tracker ID #N, 0x00000000 ~ 0x03FFFEFE
1 User Data Type 0x00 — OxEF
2 User Data Length (L;) 0x0000 — 0x0050
L User Data
1 Timeout® (in minutes) 0x00 = No Timeout,
0x01- OxF0 = timeout value in
minutes
1 Client Request ID* : 0x00 — OxFF
Padding® : :
2 Data Checksum

1 ¥f the number of trackers is 0x0000, the Customer ID associated with the customer’s login account profile is used.
2 0x00 will be used for padding if necessary to make entire body word aligned,

3 The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.

* Due to FM sub-carrier bandwidth limitations, messages sent to a large number of trackers may take several
seconds (or minutes) to be delivered. Groups are expected to be smail (around 20 ~ 60 trackers). However, the NDC
Server uses an ID allocation scheme that allows it to communicate with a large number of trackers in its RF network
if tracker group associations are known ahead of time. The DMCS is responsible to provide these tracker group
associations.

5 Hdicates the maximum retry timeout value, A Message Timeout message will be sent to the CCS/DMCS if the
message is not acknowledged by the timeout value. If 0x00 is specified for the timeout, the message is sent until the
PROTRAK system max timeout is reached.

Table {30 ¢ Send User Data Response Message (7408)

# of bytes | Description Value or Range

10 - Header

1 Client Request ID* 0x00 — OxFF
Status 0x0000 = Success’,

0x0001 = Service Not Available®,

0x0002 = Invalid message format,

0x0003 = Message too long,

0x0004 = Invalid Tracker ID,

0x0006 = Database Access Error,

0x0007 = Service Temporarily Not Available,
0x0009 =Low Power Mode,

0x0010 = Out of Network

1 Message Sequence ID® | 0x000000 ~ 0xFFFFER
2 Data checksum

! Success indicates that the message has been successfully queued so that it may be sent to the specified }:rackqxj(s). i

2 ID associated with the message being sent. When the tracker successfully acknowledges and/or responds to this
message, the DMCS will receive a “Message Response and State” or 2 “Message Response.and Reduced State”
?acket within a “Real-time Tracking Data Message” that contains the same Message Sequence ID.

The ID associated with the request sent by the DMCS. .
4 I user data was sent 0 a fist of trackers, all trackers in the list must have message service available or this error
code will be returned.
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# of bytes | Description Value or Range

10 Header

4 Tracker ID' 0x00000000 — 0x03FFEFFEF
1 Client Request ID' | 0x00 — OxFF

1 Padding 0x00

2 Data Checksum

PCT/US00/33272

! The Client Request ID is assigned by the DMCS and is returned by the NDC Server in the response message.

Table /32: Send Tracking Request Response Message (7409)

# of bytes | Description Value or Range
10 Header
1 Client Request 0x00 - OxFF
D?
2 Status 0x0000 = Success’,

- 0x0001 = Service Not Available,
0x0002 = Invalid Tracker ID,
0x0003 = Database Access Error,
0x0004 = Service Temporarily Not Available

1 Padding 0x00

2 Data checksum

-

! Success indicates that the message has been successfully queued so that it may be sent to the specified tracker.

2'The ID associated with the request sent by the DMCS.

Table {33: Tracker Installation Update Message (7210)

# of bytes Description Value or Range
10 Header
4 Tracker ID
8 Tracker Installation Record'
Padding‘
2 | Data Checksum l
See Tracker Installation Record.
Table:)24 ! Vehicle Profile Update Message (7212)
# of bytes | Description Value or Range |
10 Header
8 Vehicle Profile Format!
Pad;ding‘
2 | Data Checksum

! See Vehicle Profile Format.
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What is claimed is:

1. A vehicle fleet management information system for fleet asset management
by enabling identification of location and direction of movement, if any, of each vehicle in
said fleet in real-time and to automatically communicate directly therewith for reporting of
vehicle location, direction and status of predetermined events in which the vehicle may
become engaged, said system comprising:

apparatus for broadcasting information to vehicles in the fleet over a
communications network in which each vehicle is a participant, with precise time
synchronization of the broadcast information according to timing employed in a navigation
system for said fleet relative to a stable reference point,

apparatus in each vehicle for detecting predetermined events of interest and
reporting information concerning vehicle location and said detected events to a fleet
management office over said communications network, and

said broadcast apparatus including apparatus for assigning each vehicle in the fleet
a unique time slot to transmit its reporting information without substantially interfering

with transmissions from other vehicles in their own respective time slots.

2. The fleet management information system of claim 1, wherein said

broadcast apparatus includes means for broadcasting via FM radio subcarrier.

3. The fleet management information system of claim 1, wherein said stable
navigation reference for position determination is a satellite Global Positioning System
(GPS).

4. The fleet management information system of claim 1, wherein at least some
of said owners have low update rate requirements, and including means for polling
vehicles associated with low update rate owner requests for information, without need for

entry of the polled vehicle reporting transmissions into specific predetermined time slots of

the network.
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5. The fleet management information system of claim 4, wherein said low
update rate requests for owners providing emergency response services include means for

varying their respective vehicle position update rates in times of emergency.

6. The fleet management information system of claim 1, including a network
distribution center including means for providing space diversity processing of said

received vehicle data packets for recovery of possibly corrupted data.

7. The fleet management information system of claim 1, including means for
dynamically allocating slots to accommodate update rates of information according to

different periodic reporting intervals by different vehicles in the network.

8. The fleet management information system of claim 1, including means for
dynamically allocating slots to allow higher priority data packets to be transmitted to or

from vehicles before lower priority packets that were queued first.

9. The fleet management information system of claim 8, including means for
increasing the priority of delayed lower priority packets according to a predetermined

maximum time of delay.

10.  The fleet management information system of claim 1, including means for
providing auxiliary reporting slots for vehicles to accommodate need for prompt reporting

of important information independent of slower periodic reporting intervals.

11.  The fleet management information system of claim 1, including means for
inferring the identity of a reporting vehicle to accommodate need for prompt reporting of

important information independent of slower periodic reporting intervals.

12.  The fleet management information system of claim 1, wherein said

communications network is a time division multiple access (TDMA) wireless network.
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13.  The fleet management information system of claim 12, wherein said
broadcast apparatus includes means for broadcasting via FM radio subcarrier, said stable
navigation reference for position determination is a satellite Global Positioning System
(GPS), and said FM radio subcarrier is used to broadcast synchronization data to all
TDMA network participants independent of separate delivery of time information from

said GPS navigation reference.

14. A management information system for a multiplicity of movable,
information communicating assets whether stationary or undergoing movement, to identify
the location of each asset in real-time and to communicate therewith, said system
comprising:

apparatus for transmitting information to each of said assets via a communications
network in which each of said assets is a participant,

apparatus for receiving information transmitted by each of said assets via said
communications network,

apparatus for detecting the location of each asset relative to an arbitrary stable
reference point in a navigation system,

apparatus for precise time synchronization of information transmitted to each of
said assets with timing information derived from said navigation system, and

apparatus for assigning each of said assets a unique time slot in which to transmit
information to said receiving apparatus over said communications network without
substantially interfering with information transmissions by others of said assets in their

respective time slots.

15. A time division multiple access (TDMA) wireless network for real time
reporting of fleet vehicle locations and other information in data packets in respective
assigned time slots to a central data processing location on a UHF band, with a minimum
of gaps between reporting transmissions, said network comprising

means for precise time synchronization of all elements of said TDMA wireless

network, including wireless phase lock loop (PLL) timing control loop means for
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distributing a single, remote global positioning satellite GPS based time reference
throughout said network.

16.  The TDMA wireless network of claim 15, including FM subcarrier
broadcast means having timing data referenced to a GPS based time source for broadcast

to the fleet vehicles.

17.  The TDMA wireless network of claim 16, including means for providing

navigation data for the fleet vehicles by other than GPS.

18. The TDMA wireless network of claim 16, including means on each of said
fleet vehicles for receiving data requests and messages from said central station and other

information to synchronize said network elements without a GPS receiver.

19.  The TDMA wireless network of claim 16, wherein said PLL timing control
loop means operates as an algorithm for synchronization of the different elements of the
network to a synchronization pattern, using said algorithm to eliminate variability in

synchronization.

20. The TDMA wireless network of claim 19, including means for processing
difference in time from said GPS time reference and received synchronization data on said

FM subcarrier using said PLL algorithm to generate a timing correction.

21. A fleet management system for tracking the locations and paths of vehicles
at rest and in transit for management of dispatch and operation of said vehicles,
comprising:

a radio frequency network,

a plurality of geographically disparate network hubs for communication with fleet
management offices and said vehicles over said network,

a tracking computer on each of said vehicles for developing and transmitting
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navigation and status messages to at least one of said network hubs for communication to
a fleet management office responsible for the respective transmitting vehicle,

apparatus for establishing a protocol for entry by said tracking computers into the
network in assigned time slots for periodic transmission of messages by the respective
tracking computers, and

apparatus fo(r providing space diversity of the messages received by said network
hubs from said tracking computers to avoid corruption of messages received from a single

tracking computer at more than one of said network hubs.

22.  The fleet management system of claim 21, wherein said network is a time

division multiple access (TDMA) network.

23.  The fleet management system of claim 21, wherein said protocol
establishing apparatus provides management of different periodic transmission intervals by
different vehicles in the network by dynamically allocating said slots for various update

rates.

24.  The fleet management system of claim 21, wherein said protocol
establishing apparatus provides auxiliary reporting slots to allow prompt reporting of
important data by the respective tracking computers independent of slower said periodic

transmission intervals.

25.  The fleet management system of claim 21, including apparatus for

supporting both guaranteed and non-guaranteed delivery of message data.

26.  The fleet management system of claim 21, wherein said network includes a
dual band full-duplex interface with TDMA on one-half of said interface and broadcast on
the other half of said interface.

27.  The fleet management system of claim 21, wherein said assigned slots are

unique to respective ones of said tracking computers, whereby to minimize bandwidth



O© 0 N O N s W N

T e e e =y
S OV L A WD = O

[V, TS S US T S R

BOOW N e

WO 01/46710

PCT/US00/33272
175

usage in said network by enabling identity of the vehicle whose tracking computer is

transmitting according to the time slot in which the transmission is received.

28. A fleet management system for tracking the locations and paths of vehicles
at rest and in transit for management of dispatch and operation of said vehicles,
comprising:

a wireless network,

apparatus for modulating broadcasts transmitted on said network with message
data including a synchronization pattern,

a plurality of geographically disparate network hubs for communication with fleet
management offices and said vehicles over said network,

a tracking computer on each of said vehicles for developing and transmitting
navigation and status messages to at least one of said network hubs for communication to
a fleet management office responsible for the respective transmitting vehicle, and

apparatus for synchronizing the timing of said tracking computers with each other
and with said network hubs by aligning respective internal clocks thereof to said
synchronization pattern pulses in received broadcasts of data on said network,

said synchronizing apparatus including a timing control for correcting drifts in the
timing to maintain synchronization between said tracking computers and said network
hubs.

29.  The fleet management system of claim 28, wherein said timing control
comprises a remote phase locked loop (PLL) that includes said apparatus for modulating
broadcasts and a network control center that receives broadcasts of data on said network
and computes and transmits a time correction to said apparatus for modulating broadcasts,

to maintain said synchronization.

30.  The fleet management system of claim 29, wherein said network control
center includes a receiver for receiving Global Positioning System (GPS) satellite signals
including a GPS time reference and means for obtaining the difference between the

average time of said received synchronization pattern and the time of said received GPS
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time reference from which to compute said time correction.

31.  The fleet management system of claim 30, wherein said network includes a
time division multiple access (TDMA) network, and said timing control PLL includes
means for maintaining said synchronization in said TDMA network to about three

microsecond accuracy.

32.  The fleet management system of claim 28, wherein said timing control

comprises an RF link phase lock loop to maintain clock synchronization to a reference.

33.  The fleet management system of claim 30, wherein said network includes a
dual band full-duplex interface with TDMA on one-half of said interface and broadcast on
the other half of said interface.

34.  The fleet management system of claim 33, including a remote reference
controlled through a wireless link for synchronizing the TDMA portion of said network to
GPS time.

35.  The fleet management system of claim 33, wherein each of said tracking
computers and said network hubs includes a central processing unit comprising a
microprocessor with a time processing unit for performing precise clock synchronization

within 10 microseconds for the TDMA portion of said network.

36.  The fleet management system of claim 28, including means for maintaining
synchronization between said tracking computers and said network hubs and to a
synchronization pattern, using the same algorithm to eliminate variability in

synchronization.

37.  An article management system for tracking the locations of articles at rest
and in transit for maintaining a desired flow of said articles, said system providing

bandwidth efficient wireless transceiver operation and comprising:
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a plurality of data transmitters and a plurality of data receivers for communication
via a wireless network with respect to location of said articles,

means in each of said transmitters for filtering baseband data to reduce the
occupied bandwidth of the channel on which data is transmitted, including removal of
synchronization data to minimize overhead of non-information bearing data,

said baseband filter being implemented by a digital microcontroller that replaces an
original square wave data stream of said baseband data with deterministic transitions that

reduce harmonic content and maintain bit widths, regardless of data input frequency.

38.  The article management system of claim 37, including
means in each of said receivers for applying processor intensive clock and data
recovery algorithms to facilitate said removal of synchronization data by said filter means

at said transmitters.

39.  The article management system of claim 38, wherein said transmitters and
receivers further employ forward error correction coding and space diversity processing to
increase the reliability of received data, whereby to further optimize bandwidth reduction

by eliminating bandwidth needed for retransmission of corrupted data.

40.  The article management system of claim 37, wherein said digital

microcontroller comprises a digital filter that uses sine wave segments for transitions.

41.  The article management system of claim 37, wherein each of said receivers
includes means to facilitate recovery of transmitted data without transmitted
synchronization information by locating the start of each transmitted data message within a

predetermined scant time window without aid from bit synchronization patterns.

42.  The article management system of claim 41, wherein said data recovery
means performs said start message start location within said predetermined scant time
window by an iterative search that sequentially clocks in the data at greater and greater

delays from the nominal message start time until a valid data packet is located.
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43.  The article management system of claim 37, wherein each of said
transmitters further includes means for performing a bit interleaving pattern on the data to
be transmitted to provide a randomization of the data bits to ensure that single bit shifts in

received data cause errors in all code words.

44.  The article management system of claim 43, wherein each of said receivers
further includes means for de-interleaving received data according to said bit interleaving

pattern introduced by said interleaving means at each of said transmitters.

45.  The article management system of claim 37, wherein said wireless network
includes a time division multiple access (TDMA) network, and each of said receivers
includes means for batch processing of received messages from said transmitters to

recover clock and data on a packet by packet basis in said TDMA: network.

46.  The article management system of claim 45, wherein said means for batch
processing of received messages includes means for delay decoding sampled bits of the
received data, with only predetermined allowable bit patterns present in the delay code,
whereby if a bit error causes an invalid pattern, the pattern is decoded to one of the
possible bits represented by the pattern, and if subsequent error detection processing on
the decoded data indicates an error, then, if only one ambiguous data pattern was
encountered in that particular code word during the delay decoding process, the other bit
value is used and the error detection is repeated, and, if successful, the second bit value is

retained.

47.  The article management system of claim 46, wherein said delay decoding
means retains the original value of said one of the possible bits if more than one bit is
ambiguous or the second bit also fails to result in valid data, and allows processing to
move forward on the premise that the bit error may be correctable at a later stage in the

data processing chain.
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48. The article management system of claim 47, wherein each of said receivers
further includes means for de-interleaving received data according to a bit interleaving
pattern introduced at each of said transmitters in which the transmitted data is jumbled

sufficiently that single bit shifts cause all code words to be in error.

49.  The article management system of claim 37, including further processing of

received data by diversity processing using a combination of error detection and voting.

50. A fleet management system for tracking the locations of vehicles in the fleet
and determining the status of events related to the usage or function of the vehicles,
comprising:

navigation apparatus on each vehicle for detecting the location of the vehicle
relative to a predetermined reference point,

a tracking computer on each of said vehicles for receiving inputs indicative of the
location of the vehicle and transmitting navigation and status messages to a fleet
management office responsible for the respective transmitting vehicle,

at least one non-human sensor on each vehicle for detecting one of said events and
supplying an input indicative of the detected event to said tracking computer, and

said tracking computer including apparatus for automatic reporting of the detected

events to said fleet management office.

51.. The fleet management system of claim 50, wherein said fleet vehicles and

said fleet management office are connected for communication by a wireless network.

52.  The fleet management system of claim 51, wherein each vehicle hasa
plurality of sensors for detecting or measuring various ones of said events and supplying
inputs indicative thereof to said tracking computer for prompt reporting of event data as it

happens over said wireless network.

53.  The fleet management system of claim 52, wherein at least some of said

plurality of sensors are selected from a group consisting of detectors of vehicle ignition,
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vehicle run time, headlights on, transmission in forward and reverse directions, wheel
speed, passenger or driver door open, four wheel drive engagement, vehicle emergency
lights or sirens operating, fuel level, coolant temperature, oil pressure, battery voltage,
engine warning indications, theft or tamper alarms, cargo door open, cargo temperature,
vehicle weight, power takeoff engagement for equipment including pumps, winches,
cranes, or augers, engine data bus parameters and tolerance checking, dump box up or
hatch open, ready mix drum rotation speed and direction, ready mix wash water usage,
ready mix fill water volume, distance traveled between predetermined zones, engine on
and off, excessive vehicle speed, driving at improper times, unauthorized stops of vehicle,

and arrival/departure times at specified locations.

54.  The fleet management system of claim 51, including apparatus at said fleet

management office for correlating a detected event to a vehicle Jocation or vehicle speed.

55.  The fleet management system of claim 54, wherein said vehicle location
correlation apparatus includes means for comparing the vehicle location detected by said

navigation apparatus to predetermined geographically mapped zones.

56.  The fleet management system of claim 51, including apparatus at said fleet
management office for defining map regions constituting zones in areas expected to be
traversed by said fleet vehicles, and wherein said apparatus for automatic reporting
includes using said navigation apparatus of the associated fleet vehicle to report one or
more of distance traveled by the vehicle between zones, vehicle engine on and off, vehicle
being driven at excessive speed, vehicle being driven at improper times, vehicle making

unauthorized stops, and times of arrival and departure at preselected locations.
57.  The fleet management system of claim 51, wherein said fleet vehicles are
ambulances and said automatic reporting reports trips, call times, pick up locations, and

hospitals to which deliveries are made to said fleet management office.

58.  The flect management system of claim 50, wherein said apparatus for
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automatic reporting of the detected events reports exceptions to routine operations of the

vehicle to said fleet management office.

59.  The fleet management system of claim 52, wherein said fleet vehicles are
ready mix concrete or other slurry material mixer trucks, and said plurality of sensors
detect or measure at least some of the events of truck fully loaded at plant site, truck
departure from plant site, truck arrival at job site, truck commencing pour, truck pour

ended, truck undergoing wash, truck departure from job site, truck arrival at plant site,

and deviations from a routine sequence of said events; and at least some of said events are

detected based on truck speed or time interval over which an event takes place.

60.  The fleet management system of claim 59, wherein at least some of said
mixer trucks of said fleet vehicles are equipped with hall effect sensors that measure both

speed and direction of rotation of the mixer drum of the truck.

61.  The fleet management system of claim 50, wherein said fleet vehicles are
bulk powdered material transport trucks in which air is pumped through pipes under the
bulk hopper of the truck for unloading the powdered material therefrom, and each of said
transport trucks includes a tachometer sensor for on/off detection of pumping to indicate
unloading and cessation of unloading of powdered material from the respective said

transport truck to report same to said fleet management office.

62.  The fleet management system of claim 50, wherein said fleet vehicles are
bulk aggregate material transport trucks each having a dumper for unloading the aggregate
material therefrom, and each of said transport trucks includes a sensor for detection of
dumper operation to indicate unloading and cessation of unloading of aggregate material

from the respective said transport truck to report same to said fleet management office.

63. A fleet management system for a fleet of vehicles, comprising transceivers
on said vehicles and in geographically disparate hubs for communication between a fleet

management office and said vehicles, a network for said communication, and a central
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processing unit in each of said transceivers comprising a microprocessor with a time
processing unit for performing precise clock synchronization of said transceivers

throughout said network.

64.  The fleet management system of claim 63, wherein said network is a

wireless network.

65.  The fleet management system of claim 64, wherein said wireless network is

a time division multiple access (TDMA) network.
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