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(57) ABSTRACT 

The digital file management and imaging System and 
method of the present invention record additional indepen 
dent data with each Stored image including: a “true date' 
which is gleaned from a Secure clock which is not Settable 
by the user (the Authentidate"M); a number derived from a 
cyclic redundancy code (CRC) algorithm against the image 
data; this number is called the “image CRC'; and a CRC 
derived from the “true date', called the “date CRC". This 
additional data is recorded within each digital file as Soon as 
possible after the file is acquired. If the file is altered in any 
way after the recording of the additional data, recalculation 
of the image CRC on the altered file will not match the 
original image CRC recorded within it. Thus, the fact that it 
has been altered can be detected. Likewise, if the true date 
is altered in any way, recalculation of the date CRC will 
similarly reveal this fact. The image and date CRCs can be 
checked and Verified at any time. If the recalculated value 
matches the recorded value, it can be Stated that the image 
presently recorded was recorded on the Specified date and 
has not been altered in any way Since then. 
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DIGITAL FILE MANAGEMENT AND IMAGING 
SYSTEMAND METHOD INCLUDING SECURE 

FILE MARKING 

FIELD OF THE INVENTION 

0001. This invention relates generally to digital imaging 
Systems and more particularly to digital file authentication. 

BACKGROUND OF THE INVENTION 

0002 Digital imaging is the representation, and Storage, 
of an image or object as a digital raster image. Digital 
imaging is increasingly used in many industries, partly 
because of the increased availability of enabling technology 
and partly due to the many advantages offered over conven 
tional Storage methods including: reduced Storage Space, 
increased access speed, focused retrievability (e.g., Search 
capabilities), the ability to conveniently make “multiple” 
and “backup' copies of documents, and the ability to trans 
fer or transmit documents quickly. 
0003. In the case of paper document originals, digital 
imaging Systems will typically Scan the paper document and 
Store a representation of the Scanned document as a digital 
raster image. An optical Scanning device is typically used to 
Scan images of the paper originals for Storing as a digital 
image. The Scanned images are exact representations of the 
original (limited only by the resolution limit of the Scanning 
device), and can include handwriting, signatures, photos, 
figures, etc. Alternatively, digital images originating from 
digital cameras, medical imaging devices, or other Sources 
may also be Stored in a digital imaging System. 

0004 One drawback of known imaging technology is the 
inherent ability of digital images to be altered, for example, 
with a purpose to defraud. For example, although an original 
paper document can be tampered with, Such tampering 
(erasure or additions) will typically leave telltale evidence, 
digital images of those documents, on the other hand, can be 
perfectly altered leaving no Such evidence. Thus, where the 
authenticity of an image is critical and may come into 
question (e.g., legal and medical fields), use of digital 
images is often not preferred, not acceptable or not admis 
sible and therefore often avoided. 

0005 While many different digital image formats are 
available, in each case, the data is potentially alterable. Even 
if the digital imaging System does not explicitly provide an 
editing function, the images can be edited with a third party 
tool. 

0006 A proposed solution is the use of Write-Once, 
Read-Many (“WORM”) optical media to store digital 
images. One advantage of WORM media storage is that the 
data it houses is inherently unalterable- data can be written 
only one time to the medium. However, this approach has 
Several disadvantages as well. For example, data recorded 
on WORM media can be copied from the WORM disk of 
original recording to re-writable media, altered, and then 
recorded on new WORM disk with no traceability of Such 
eVentS. 

0007 Additionally, although it can be stated with great 
confidence that data on any one particular WORM disk has 
not been altered since it was recorded on that disk, the date 
and time when the data was recorded or whether the data 
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matches an “original' of any kind cannot be determined with 
any certain or definitive means. 
0008. A known advance in file verification technology 
provides for registration of an “electronic Signature' of a 
digital file (image, word processor document, audio or video 
clip, etc.). It is known to allow a user to locally select a file 
and locally run a program provided by a Service provider to 
create an “electronic Signature' of the Selected digital file 
based Solely on file content. The Signature along with a 
user-provided file name and user-Selected keywords are 
uploaded to the provider's Site and Stored in a registration 
database maintained by the Service provider under an 
account established for the particular user. One particular 
provider generates a “certificate of registration' showing, 
inter alia, the Signature. 
0009 Verification of content and submittal date of the 
digital file at a later time requires going on-line to access the 
Service provider's Site and retrieving the prior registration 
record by file name or keywords. The retrieved database 
record shows the file Signature and the original date that the 
file Signature was registered. To complete verification, the 
user must run (locally again) the electronic signature pro 
gram on the file to be verified and compare the regenerated 
Signature to the retrieved registered Signature to determine 
whether the Signature of the digital file in question matches 
that of the originally registered file. 
0010 What the user now has is verification that the 
signature of the file in hand matches the signature of a file 
which was registered on a particular date. 

SUMMARY AND OBJECTS OF THE 
INVENTION 

0011. The foregoing and other problems and deficiencies 
in image authentication in known digital imaging Systems 
are Solved and a technical advance is achieved by the present 
invention for providing digital file authentication by Secure 
image marking. 
0012. In various aspects, it is among the objects of the 
present invention to provide a System and method for digital 
file management providing digital file authentication by 
Secure file marking. 
0013 A digital file management system in one embodi 
ment of the present invention comprises means for inputting 
a digital file and a Secure date and time reference providing 
date and time information. A date/time value is generated 
which is derived from the secure date and time information. 
An image value is derived from the digital file itself. The 
digital file is marked with the date and time information, the 
date/time value and the image value. The marked digital file 
is then Stored. 

0014. Alternative embodiments can include such features 
as generating the date/time value and image value by a 
cyclic redundancy code algorithm and transforming the 
date/time value and image value via a mathematical trans 
formation and marking the digital file with the transformed 
values. 

0015. In other embodiments, the secure date and time 
reference is a local Secure clock. 

0016. In various embodiments, the digital file can be an 
image file, a text file or any other file format. 



US 2006/0010501 A1 

0017 Alternative embodiments of the invention allow for 
inputting a digital image by way of an optical Scanner for 
Scanning an original image into a digital image or directly 
from digital cameras or medical imaging equipment. The 
marked digital file can also be Stored in optical Storage. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.018. The foregoing and other features and advantages of 
the present invention will become more apparent in light of 
the following detailed description of exemplary embodi 
ments thereof, as illustrated in the accompanying drawings, 
where 

0.019 FIG. 1 illustrates a system implementation of the 
DocSTAR embodiment of the present invention; 
0020 FIG. 2 is a flow chart illustrating the file marking 
according to one embodiment of the present invention; 
0021 FIG. 3 is a flow chart illustrating validation of the 
CRCs in a filed marked image according to one embodiment 
of the present invention; 
0022 FIG. 4 is a flow chart illustrating one embodiment 
for Setting the Secure clock of the present invention; 
0023 FIG. 5 is a flow chart illustrating calculation of the 
Image CRC for TIFF format images according to one 
embodiment of the present invention; 
0024 FIG. 6 is a flow chart illustrating calculation of the 
Date CRC for TIFF format images according to one embodi 
ment of the present invention; 
0025 FIG. 7 is a flow chart illustrating calculation of the 
Image CRC for JPEG format images according to one 
embodiment of the present invention; and 
0.026 FIG. 8 is a flow chart illustrating calculation of the 
Date CRC for JPEG format images according to one 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0027. The following description of the present invention 
uses for illustrative purposes the Authentidate TM image 
authentication System incorporated in the turn-key docu 
ment management and imaging System, DocSTAR", both 
of which are available from BitWise Designs, Inc, the 
assignee of the present invention. While the DocSTAR 
embodiment of the present invention is geared towards 
Storing, marking and authenticating paper document origi 
nals, any digital file can be processed by the method and 
system of the present invention as will be described. The 
following discussion with references to the DocSTAR 
embodiment are in no way intended to be limiting and are 
made for illustrative purposes only to facilitate explanation 
and understanding of the present invention. 
0028 FIG. 1 illustrates an exemplary embodiment of the 
DocSTAR document management and imaging System 
implementation of the present invention. 
0029) A DocSTAR system host 100 is configured in 
communication with an input device 110, storage device 120 
and a secure time and date reference 130. 

0030. In this embodiment, system host 100 is imple 
mented as a IBM PC or workstation, input device 110 is an 
optical Scanner, Storage device 120 is an optical Storage 
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device and the secure time and date reference 130 is pro 
Vided by a hardware key which incorporates a Secure clock. 
0031 Original images will be scanned by optical scanner 
110. The resulting digital image will be processed by system 
host 100 according to the method of the present invention 
which will be discussed in further detail herein, and then 
stored on optical storage device 120 from where it can be 
later retrieved. 

0032. The image authentication system of the present 
invention operates in one aspect by recording additional 
independent data with each Stored digital file. These addi 
tional data includes: a “true date' which is gleaned from a 
secure clock (described in further detail below) which is not 
settable by the user (the Authentidate"M); a number derived 
from a cyclic redundancy code (CRC) algorithm (described 
in further detail below) against the image data, this number 
is called the “image CRC'; and a CRC derived from the 
“true date', called the “date CRC'. 
0033. These additional data is preferably recorded within 
each digital file as Soon as possible after the image is 
acquired by the System (from, for example, Scanner 110 in 
the DocSTAR embodiment). As will be discussed in further 
detail, if the image is altered in any way after the recording 
of the additional data, recalculation of the image CRC on the 
altered image will not match the original image CRC 
recorded within it. Thus, the fact that the image has been 
altered or is otherwise compromised can be detected. Like 
wise, if the true date is altered in any way, recalculation of 
the date CRC will similarly reveal this fact. 
0034. The image and date CRCs can be checked and 
Verified at any time. If the recalculated value matches the 
recorded value, it can be Stated with extreme confidence that 
the image presently recorded was recorded on the Specified 
date and has not been altered in any way Since then. No other 
known System, including paper Storage, can offer Similar 
assurance as to the creation date or authenticity of a docu 
ment. 

0035). With reference to FIG. 2, the operation of the 
present invention will now be described. 
0036) Digital files are first acquired (either retrieved from 
storage or received from input device 110). (Step 200.) Date 
and time information is obtained from Secure clock 130. 
(Step 202.) Proper operation of the Secure clock is assessed. 
(Step 204.) If the secure clock is deemed functional, then the 
date and time data are accepted as read from the clock (in 
step 202). If a failure of the secure clock is determined, an 
error indication will be returned and the image processing is 
halted. (Step 206.) With the clock having been deemed 
functional (in Step 204), Special tags (as will be discussed 
infra) and the Authentidate information (including date and 
time) are added to the digital file and the CRC data fields are 
initialized to 0 (i.e., the data fields are filled with 0's). (Step 
208.) 
0037. Two computed values are then calculated, which 
are derived from the image content and Authentidate infor 
mation, respectively. The computed values can be computed 
in any fashion based on data contained within the digital file 
which will allow detection of data corruption, Such as for 
example, a Standard checksum. In this embodiment of the 
present invention, cyclic redundancy codes (“CRC), essen 
tially a more complex checkSum calculation, are used to 
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derive the computed values. Any calculation method, how 
ever, is acceptable which will provide a number which is 
derived from the document content data and is Suitable for 
detection of data corruption. 
0.038. In this embodiment, the computed values are gen 
erated by a known CRC algorithm (which will be discussed 
in further detail below) which is run on both the image 
content and the Authentidate, creating an Image CRC and an 
Authentidate CRC, respectively. (Steps 210, 212.) The 
Image CRC and Authentidate CRC are “transformed” by a 
proprietary mathematical transformation for added Security 
(as will be discussed infra) creating an Image CRC and an 
Authentidate CRC". (Step 214.) 
0039. The image file is then marked with the Image CRC 
and Authentidate CRC". (Step 216.) The marked digital files 
are Stored on optical media by optical Storage device 120. 
(Step 218.) 
0040. The authenticity of the image and the time and date 
Stamp can then Subsequently be determined by examining 
the computed values stored within the Digital Files as shown 
in FIG. 3 which depicts an exemplary flow chart describing 
one embodiment for validating CRCs in a filed image. 
0041. The first step in validating the CRCs in an digital 

file is to read the Special tag and date areas and retrieve the 
stored image CRC and date CRC values. (Step 300.) If the 
CRC values cannot be located or read in the digital file (step 
302), then, it is determined that either the image has not been 
properly filed or the image has been altered or is otherwise 
compromised, and an error is posted. (Step 304.) If the 
Special tags are found, the CRCs are recalculated for the 
digital file and the date string. (Step 306.) The same algo 
rithms used to calculate the CRCs initially are used to 
regenerate them at this point. The recalculated image CRC 
is transformed and compared to the image CRC read from 
the tag. (Step 308.) (Alternatively, the stored image CRC can 
be reverse transform prior to comparison to the recalculated 
value.) If the recalculated digital file CRC does not match 
the one Stored in the Special tag, the image is determined to 
have been altered or otherwise be corrupted and an error is 
indicated. (Step 310.) If the stored and recalculated image 
CRCs compare favorably (i.e., they match), the date CRCs 
are tested. The recalculated date CRC is transformed and 
compared to the date CRC read from the tag. (Step 3.12.) 
(Alternatively, the stored date CRC can be reverse trans 
formed prior to comparison with the recalculated value.) If 
the recalculated date CRC does not match the one stored in 
the Special tag, the date String is determined to have been 
altered or be otherwise corrupted and an error is indicated. 
(Step 314.) If the date CRCs match, at this point both image 
and date CRCs have compared favorably, the digital file is 
determined to be unaltered and thus authenticated. (Step 
316.) 
0042. As will be appreciated from the foregoing descrip 
tion, the use of a Secure, non-compromisable clock is 
fundamental to the present invention. It serves as a Secure 
time and date source which is not alterable by the user. The 
Secure clock maintains the time and date even when the 
computer is turned off with the aid of a battery backup. 
0043. One could use either custom designed hardware or 
a commercially available product that offers a Secure clock. 
In either case, a mechanism must be in place to prevent 
fraudulent or arbitrary date/time adjustment. 
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0044) In the DocSTAR embodiment, a commercially 
available product that incorporates a Secure clock into a 
physical hardware key is utilized (sometimes called a 
"dongle'). The hardware key connects to the computer's 
parallel port and can be accessed through an application 
programming interface (API) provided by the manufacturer. 
0045. The hardware key chosen for use in the DocSTAR 
embodiment of the present invention is the TIMEHASP-4 
available from Aladdin Knowledge Systems, LTD. The 
security of the hardware key is protected by a custom ASIC 
chip (Application Specific Integrated Circuit), a unique set 
of passwords used only by the System provider (for example, 
BitWise Designs, Inc. the assignee hereof and a “provider” 
of the DocSTAR system) and advanced protection algo 
rithms and anti-debugging technology in the manufacturer's 
programming interface and device drivers. This offers a high 
degree of Security for the Secure clock. 
0046) The current date and time are factory programmed 
into the Secure clock contained within the hardware key 
during assembly of the DocSTAR Host computer. While any 
time Setting may be used, the Secure clock in this embodi 
ment is set to Greenwich Mean Time (GMT) eliminating the 
need to adjust the clock for different local time Zones or for 
daylight Savings time. 

0047 A mechanism can be incorporated to make adjust 
ments in the clock to reset or correct the clock for slight 
inaccuracies that can develop over time. For example, in one 
embodiment as illustrated in FIG. 4, the date and time in the 
Secure clock can be changed by means of a special admin 
istration program resident on a user's System which will 
only allow changes to the Secure date and time when the user 
Supplies a proper authentication code Supplied by the System 
provider, Such as, for example, the Technical Support depart 
ment of BitWise Designs, Inc., the assignee hereof. The 
authentication code will only work to change the Secure 
clock date and time from its current date and time values to 
the current GMT maintained by the system provider. This 
prevents the user from altering the Secure clock arbitrarily 
and thereby Stamping images with an incorrect or fraudulent 
date and time. 

0048. In this embodiment, an authentication code is 
required to change the Secure clock. To obtain this code, a 
Support technician on the System provider System enters the 
Hardware Key Serial number and the current Secure clock 
date into a Secured custom program (the "Eagle Call Track 
ing System’’) maintained at BitWise Designs, Inc. (step 400) 
which will generate an authentication code (step 402). The 
authentication code will allow the field technician or end 
user to change the Secure clock only to the date and time 
established and maintained at BitWise Designs, Inc. 
0049. The authentication code in this embodiment is 
determined through a mathematical algorithm which yields 
one unique code given the current Secure clock date, the 
hardware key Serial number, and the desired change to date 
and time. This authentication code is of limited validity in 
that it will not work on another day in the future to reset the 
clock to the date and time on the day the authentication code 
was given. 

0050. The code is entered at the user end. (Step 404.) The 
desired clock setting is entered at the user end. (Step 406.) 
The administration program used on the client System allows 
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a small time window (20 minutes) for which any time 
entered will match the authentication code. Authentication 
codes are calculated internally for times 5 minutes before 
and 15 after the given change to time. If the given authen 
tication code matches any of the codes within the time 
window, the authentication code is deemed correct and 
implemented. This will allow a field technician to account 
for Several minutes delay while the authentication code is 
communicated. 

0051. Thus the desired setting is validated against the 
authentication code to determine whether the code will 
authenticate the date and time change requested. (Step 408.) 
If invalidity is determined, an error is returned and the clock 
is not updated. (Step 409.) With a valid request, the actual 
change to the Secure clock will not occur until the Update 
Clock command is entered at the user end. (Step 410.) This 
allows a field technician to accurately Synchronize the field 
clock with the clock maintained at BitWise Designs, Inc. 
After the Update Command is issued, the authentication 
code is re-validated against the clock information to ensure 
it is still valid. (Step 412.) If invalidity is determined, an 
error is returned and the clock is not updated. (Step 413.) 
The clock is updated. (Step 414). 
0.052 Alternatively, secure clocks can be reprogrammed 
by the Service provider at the provider's facility (e.g., 
BitWise Designs, Inc.) by attaching the hardware key 
directly to a designated Eagle System at BitWise Designs, 
Inc. and issuing the update Secure clock command. The 
hardware key Serial number is verified and the Secure clock 
date and time are updated to GMT date and time maintained 
at BitWise Designs, Inc. 

0053. In further alternative embodiments, clock adjust 
ments to correct for inaccuracies that can develop over time 
or to Set the clock can be implemented as an automated 
proceSS where a user can cause a clock update from a remote 
Secure clock but the user cannot himself actually Set the 
clock information. 

0.054 Either the manual or automated method of clock 
Setting and update described above will prevent the user 
from altering the Secure clock arbitrarily and thereby Stamp 
ing images with an incorrect or fraudulent date and time. 
0.055 As can be expected within the limits of current 
available technology, the battery in each clock will eventu 
ally fail, or the clock can otherwise become defective over 
time. These conditions are tested by Software prior to image 
processing to ensure that invalid dates from a defective 
clock (or dead battery) are not recorded in images, thus 
compromising the reliability of the image marking. In the 
event of a clock failure, image filing is disabled until the 
clock is repaired or replaced. 

0056. The computed values mentioned above with refer 
ence to FIG. 2, in the DocSTAR embodiment of the present 
invention are Cyclic Redundancy Codes (CRCs). The CRC 
is a 32 bit-integer value which represents the result of 
performing the known CRC-32 algorithm on a block of data. 
The CRC-32 algorithm is a common, public domain algo 
rithm for detecting even minute changes in data with a 
variety of applications. For example, CRCs are used in the 
communications field to Verify that data has been transmit 
ted correctly over transmission lines of unknown quality. It 
is also used to detect corruption of compressed data Such as 
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in the popular PKZIP utility. One of the strengths of CRCs 
is detecting changes to data which might otherwise go 
undetected. For example, if bit errors occur in a given block 
of data but their Sum is coincidentally the same as that of the 
original data, this error might go undetected if a Standard 
checksum were to be used. The CRC-32 algorithm would 
detect this type of change because the resulting code is not 
Simply a Sum of the component data as in a Standard 
checksum. 

0057. A technical discussion of the CRC-32 algorithm 
will not be presented here. There are many Sources of 
CRC-32 algorithms and source code in the public domain. 
Sample C++ Source code for a CRC32 algorithm which is 
implemented in the DocSTAR embodiment of the present 
invention, is attached as an appendix hereto. AS Stated 
earlier, use of the CRC is not required for the present 
invention per Se, and any calculation method is acceptable 
which will provide a number which is derived from the 
image data and is Suitable for detection of data corruption. 

0.058 While a CRC value alone may be used, a higher 
level of Security can be incorporated into the present inven 
tion to ensure the authenciticity of an image by addition of 
a mathematical transformation to the CRC value. As indi 
cated, a typical algorithm to calculate a CRC-32 is in the 
public domain and thus easily accessible. This fact, in 
conjunction with the details provided herein, would allow 
anyone to recalculate the CRC on an altered image, enabling 
them to counterfeit an "Authentidate' and falsely confirm 
the image as authentic and unaltered. In the present inven 
tion, the actual calculated (image or date) CRC is math 
ematically transformed to a new value prior to image 
marking. The functional requirements of the transformation 
are that the resultant value for any input value is consistent, 
and that the resultant value is unique for each unique input 
value. The transformation could, for example, be a permu 
tation of the bit-order of the input, an exclusive OR of the 
input value with a consistent, predetermined “magic' num 
ber, or a combination of these operations. 

0059 While the particular transformation technique 
implemented is not critical, it should be understood that the 
Specific technique used to accomplish the transformation in 
the practice of this invention should remain confidential to 
the provider, i.e., a “proprietary transformation technique', 
as any disclosure or dissemination of the method would 
likely compromise System Security and effectiveness. To 
give a simple parallel, failure to Safeguard the proprietary 
transformation technique would essentially be the equiva 
lent of password protecting a file and then distributing the 
password. 

0060 Recording information in tags within digital files 
requires knowledge of the individual digital file formats and 
the Standards governing the Structure of their formats. These 
standards dictate how information will be stored in the file, 
in what order, using what compression algorithm, etc. Most 
digital file formats have provisions for accommodating 
Storage of user data in the digital file in addition to the image 
data. The DocSTAR file management and imaging System 
embodiment of the present invention uses known TIFF 
(Tagged Image File) and JPEG (Joint Photographic Experts 
Group) file formats for Storage of (Scanned) bitonal and 
color images, respectively. The standards for TIFF and JPEG 
image file formats allow for inclusion of user data inside the 
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image file in a manner which does not affect the displayed 
image. AS will be readily understood, the present invention 
is equally applicable to other file formats which have a 
mechanism to Store user-defined data in the file or the file 
marked with the user-defined data can be Stored in an 
ancillary file or Separate database, for example, for word 
processing documents, spreadsheets, digitized audio or 
Video or any other digitized file. 

0061 The known TIFF format is a file format which 
allows image data to be Stored in a compressed manner 
along with information about the image (tags) Such as 
compression method used, resolution, Size, number of col 
ors, title, date, etc. 

0062) A written world-wide standard defines the TIFF file 
format, what tags must be present, what tags are optional and 
how Specific tags are used. The maintaining organization of 
the TIFF Standard, Adobe Corporation, accepts requests for 
custom tag numbers for companies developing applications 
which use tags within the TIFF image. Adobe will assign 
unique numbers to individual companies to prevent inter 
ference between vendors. For example, BitWise Designs, 
Inc., the assignee hereof, applied for and was assigned its 
own proprietary tags numbers, other vendors will likewise 
be assigned their own unique proprietary tag numbers. Use 
of a custom tag allows Storage of a custom data block. The 
TIFF specification calls for programs to ignore tags that they 
do not understand and which are not in the baseline Speci 
fication. This allows common image viewers to View, dis 
play and print imageS which have custom tags because the 
image files still fit the TIFF specification. 

0063. In the case of TIFF image files, the following TIFF 
image tags are used: 

Tag # Use 

1ODh Document Name 

1OEh Image Description 
132h Date Time 

9244h Bitwise DocSTAR Custom Tag 1 
custom data block contains proprietary information including: 
Image CRC 
Authentidate CRC 

0064 Illustrated in FIG. 5 is an exemplary flow chart 
demonstrating calculation of an image CRC for a TIFF 
image file. The calculation of the image CRC for the TIFF 
image file calls for calculating a CRC-32 on a given block 
of data using a given 32-bit Seed value. The initial Seed value 
is set to -1. (Step 500). The routine works through the 
format of the TIFF file based on the Image File Directory 
(IFD) for the file, calculating CRC-32 for each IFD entry 
and their associated data (step 502) passing results of the 
prior CRC-32 as the seed to the next (step 510) until all the 
IFD entries have been cycled through. (Step 506) 
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0065 All tags and data areas are processed except the 
following tags and data areas (step 508): 

Tag # Description 

OxO10d TIFFTAG DOCUMENTNAME 
OxO1Oe TIFFTAG IMAGEDESCRIPTION 
OxO132 TIFFTAG DATETIME 
Ox9244 TIFFTAG DOCSTARTAG1 

0066. After processing all IFD entries for the file (step 
506), the proprietary transformation method (as described 
above) is used to transform the resulting CRC value into a 
unique and secure value CRC". (Step 512.) The transformed 
image CRC value, CRC is then stored in the image file. 
(Step 514.) 
0067 Illustrated in FIG. 6 is an exemplary flow chart 
demonstrating calculation of a date CRC for a TIFF image 
file. The calculation of the date CRC for the TIFF image file 
requires a routine which can calculate a CRC-32 on a given 
block of data using a given 32bit Seed value. The initial Seed 
value is set to the image CRC value. (Step 600.) The routine 
reads the 0x0132 TIFFTAG DATETIME tag. (Step 602.) If 
the DATETIME tag cannot be found and read (step 604), an 
error is returned (step 605), otherwise, a CRC-32 is calcu 
lated for the data contained within the DATE TIME tag. 
(Step 606.) The resulting CRC is then transformed into CRC" 
by means of the proprietary transformation technique (Step 
608) and stored within the image file. (Step 610.) 
0068 The Joint Photographic Experts Group developed 
the namesake format and maintains the standard for JPEG 
and the JPG file format (sometimes also called JFIF-JPEG 
File Image Format). This format was developed for the 
Storage and transmission of photographic imageS. The com 
pression techniques used are ideally Suited to Storing Subtle 
differences between color changes, Such as a photograph. 
0069. As is known, a JPG file is interpreted as a stream 
of characters with Special identifiers called “markers' Sepa 
rating different elements of the image information and image 
data. The exact meaning of each marker is not important to 
this discussion except that the JPG standard defines a set of 
markers to be used by manufacturers for Special or propri 
etary features. These markers are named “APPx' where x is 
a digit between 0 and 9 inclusive. 
0070 The present invention adds a special marker and 
data block to JPG files when they are stored. In this 
embodiment, the “APP8' marker will be used for the simple 
reason that this marker is rarely used by other manufactur 
ers. This marker holds various proprietary information 
including the following: 

0071 Authentidate 
0072 Image CRC 
0073) Authentidate CRC 

0074 Illustrated in FIG. 7 is an exemplary flow chart 
demonstrating calculation of an image CRC for a JPEG 
image file. The calculation of the CRC for the JPEG image 
file requires a routine which can calculate a CRC-32 on a 
given block of data using a given 32-bit Seed value. The 
initial seed value is set to -1. (Step 700.) The image file data 
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is read sequentially and the position of the APP8 is deter 
mined and read. (Step 702.) If the APP8 marker cannot be 
found and read (step 704), an error is returned. (Step 705.) 
A CRC-32 is calculated for all data in the file from the 
beginning of the file up to but not including the APP8 
marker. (Step 706.) The result of this calculation is used as 
a seed to calculate a CRC-32 on the remainder of the file 
following the APP8 marker. (Step 708.) The resulting CRC 
is transformed into CRC" by means of the proprietary 
transformation technique. (Step 710.) The transformed 
image CRC is then stored within the image file. (Step 712.) 
0075 Illustrated in FIG. 8 is an exemplary flow chart 
demonstrating calculation of a date CRCs for a JPEG image 
file. The calculation of the CRC for the JPEG image file 
requires a routine which can calculate a CRC-32 on a given 
block of data using a given 32-bit Seed value. The initial Seed 
value is set to the image CRC value. (Step 800.) The file is 
read sequentially and the position of the APP8 is determined 
and read. (Step 802.) If the APP8 marker cannot be found 
and read (step 804), an error is returned. (Step 805.) A 
CRC-32 is calculated for the secure data string within the 
APP8 data area or block. (Step 806.) The resulting CRC is 
transformed into CRC" by means of the proprietary trans 
formation technique. (Step 808.) The transformed date CRC 
is stored within the image file. (Step 810.) 
0.076 The present invention has been illustrated and 
described with respect to specific embodiments thereof It is 
to be understood, however, that the above-described 
embodiments are merely illustrative of the principles of the 
invention and are not intended to be exclusive embodiments. 
To facilitate discussion of the present invention, paper 
document originals (e.g., paper, photos, etc.) which are 
Scanned into digital images are presumed in the DocSTAR 
embodiment of the present invention. However, it should be 
understood by one skilled in the art, that the present inven 
tion will be equally applicable to any digital file regardless 
of its Source or how it is generated, for example, digital 
images originating from digital cameras, medical imaging 
devices, word processing or spreadsheet applications or 
other Sources. 

0.077 Alternative embodiments capturing variations in 
the enumerated embodiments disclosed herein can be imple 
mented to achieve the benefits of the present invention. 
0078. It should further be understood that the foregoing 
and many various modifications, omissions and additions 
may be devised by one skilled in the art without departing 
from the Spirit and Scope of the invention. 
0079. It is therefore intended that the present invention is 
not limited to the disclosed embodiments but should be 
defined in accordance with the claims which follow. 

1-32. (canceled) 
33. A System for maintaining trust in the content of a 

digital data file, comprising: 

a trusted time Source to provide a certifiable time for an 
unalterable time Stamp, wherein Said certifiable time 
confirms at least one of Said file’s access creation, 
modification, receipt, or transmission; 

means for receiving a request to Save the file from a user; 

first means for Saving the file at a moment in time; 
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means for retrieving from Said trusted time Source a date 
and a time corresponding to Said moment in time, 
wherein Said moment in time is Substantially the cur 
rent time at Said trusted time Source corresponding to 
receipt of Said request; 

first means for appending Said date and Said time retrieved 
from Said trusted time Source to Said Saved file; 

first means for Signing Said Saved file with Said date and 
Said time retrieved from Said trusted time Source 
appended thereto; 

means for hashing Said signed file to produce a digest, 

Second means for Signing Said digest with a key to 
produce a certificate; 

Second means for appending Said certificate to Said Saved 
file; and 

Second means for Saving Said Saved file with Said certifi 
cate appended thereto. 

34. The system according to claim 33, wherein said first 
Signing means comprises means for Signing Said Saved file 
with said date and time retriever from said trusted time 
Source appended thereto with a user identifier. 

35. The system according to claim 33, wherein said first 
Signing means comprises means for Signing Said Saved file 
with Said date and Said time retrieved from Said trusted time 
Source appended thereto with a System identifier. 

36. The system according to claim 33, wherein said first 
Signing means comprises: 

first means for Signing Said Saved file with Said date and 
Said time retrieved from Said trusted time Source 
appended thereto with a user identifier; and 

Second means for Signing Said Saved file with Said date 
and Said time retrieved from Said trusted time Source 
appended thereto with a System identifier. 

37. The system according to claim 33, wherein said 
hashing function comprises a cryptographic key. 

38. A method of maintaining trust in the content of a 
digital data file, comprising: 

providing a trusted time Source to provide a certifiable 
time for an unalterable time Stamp, wherein Said cer 
tifiable time confirms at least one of Said file's access, 
creation, modification, receipt, or transmission; 

receiving a request to Save the file from a user; 

Saving the file at a moment in time; 

retrieving from Said trusted time Source a date and a time 
corresponding to Said moment in time, wherein Said 
moment in time is Substantially the current time at Said 
trusted time Source corresponding to receipt of Said 
request, 

appending Said date and Said time retrieved from Said 
trusted time Source to Said Saved file; 

Signing Said Saved file with Said date and Said time 
retrieved from Said trusted time Source appended 
thereto; 
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hashing Said signed file to produce a digest, Signing Said 
digest with a key to produce a certificate; 

appending Said certificate to Said Saved file, and 
Saving Said file with Said certificate appended thereto. 
39. The method according to claim 38, wherein said first 

Signing Step comprises signing Said Saved file with Said date 
and Said time retrieved from Said trusted time Source 
appended thereto with a user identifier. 

40. The method according to claim 38, wherein said first 
Signing Step comprises signing Said Saved file with Said date 
and Said time retrieved from Said trusted time Source 
appended thereto with a System identifier. 

41. The method according to claim 38, wherein said first 
Signing Step comprises: 

Signing Said Saved file with Said date and Said time 
retrieved from Said trusted time Source appended 
thereto with a user identifier; and 

Signing Said Saved file with Said date and Said time 
retrieved from Said trusted time Source appended 
thereto with a system identifier. 

42. The method according to claim 38, wherein said 
hashing function comprises a cryptographic key. 

43. Apparatus for maintaining trust in the content of a 
digital data file, comprising: 

computing means, including a central processing unit 
(CPU), means for storing an operating system that is 
adapted to control the CPU, the plurality of digital data 
files, one or more applications programs for accessing, 
creating, modifying, and transmitting the plurality of 
digital data files, and means for controlling Storage and 
retrieval of the plurality of digital data files to and from 
Said Storage means, and 

fraud prevention means, operatively coupled to Said com 
puting means, Said fraud prevention module including: 

a trusted time Source to provide a certifiable time for an 
unalterable time stam D wherein said certifiable time 
confirms at least one of Said file’s access, creation, 
modification, receipt, or transmission; 

means for receiving a request to Save the file from a user; 
first means for Saving the file at a moment in time; 
means for retrieving from Said trusted time Source a date 

and a time corresponding to Said moment in time, 
wherein Said moment in time is Substantially the cur 
rent time at Said trusted time Source corresponding to 
receipt of Said request; 

first means for appending Said date and Said time retrieved 
from Said trusted time Source to Said Saved file; 

first means for Signing Said Saved file with Said date and 
Said time retrieved from Said trusted time Source 
appended thereto; 

means for hashing Said signed file to produce a digest, 

Second means for Signing Said digest with a key to 
produce a certificate; 

Second means for appending Said certificate to Said Saved 
file; and 

Jan. 12, 2006 

Second means for Saving Said file with Said certificate 
appended thereto. 

44. The apparatus according to claim 43, wherein Said first 
Signing means comprises means for Signing Said Saved file 
with said date and said time retrieved from said trusted time 
Source appended thereto with a user identifier. 

45. The apparatus according to claim 43, wherein Said first 
Signing means comprises means for Signing Said Saved file 
with said date and said time retrieved from said trusted time 
Source appended thereto with a System identifier. 

46. The apparatus according to claim 43, wherein Said first 
Signing means comprises: 

first means for Signing Said Saved file with Said date and 
Said time retrieved from Said trusted time Source 
appended thereto with a user identifier; and 

Second means for Signing Said Saved file with Said date 
and Said time retrieved from Said trusted time Source 
appended thereto with a System identifier. 

47. A personal computer System for maintaining trust in 
content of a digital data file, comprising: 

a personal computer having installed therein a trusted 
time Source to provide a certifiable time for an unal 
terable time Stamp, wherein Said certifiable time con 
firms at least one of Said digital data file’s access, 
creation, modification, receipt, or transmission; 

means for receiving a request to Save Said digital data file 
from a user; 

first means for Saving Said digital data file at a moment in 
time; 

means for retrieving from Said trusted time Source a date 
and a time corresponding to Said moment in time, 
wherein Said moment in time is Substantially a current 
time of Said trusted time Source corresponding to 
receipt of Said request; 

first means for appending Said date and Said time retrieved 
from Said trusted time Source to Said digital data file; 

first means for signing Said digital data file with Said date 
and Said time retrieved from Said trusted time Source 
appended thereto; 

means for hashing Said digital data file to produce a 
digest, 

Second means for Signing Said digest with a key to 
produce a certificate; 

Second means for appending Said certificate to Said digital 
data file; 

Second means for Saving Said digital data file with Said 
certificate appended thereto, and 

means for verifying trust in the content of Said digital data 
file with Said certificate appended thereto. 

48. The personal computer System according to claim 47, 
wherein Said trusted time Source includes a tamper-evident 
CS. 

49. The personal computer System according to claim 47, 
wherein Said verification means includes a third means for 
Signing Said digital data file with Said date and Said time 
retrieved from Said trusted time Source appended thereto 
with an identifier. 
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50. The personal computer System according to claim 49, 
wherein Said identifier is Selected from the group consisting 
of an identifier corresponding to Said user, an identifier 
corresponding to a System used by Said user, and an iden 
tifier corresponding to an enterprise within which Said user 
uses the personal computer System. 

51. The personal computer System according to claim 50, 
wherein Said user identifier is Selected from the group 
consisting of a plurality of characters identifying Said user, 
first data representing an iris Scan of Said user, Second data 
representing a retina Scan of Said user, third data represent 
ing a finger Scan of Said user, fourth data representing Said 
user's hand geometry, fifth data representing Said user's 
Voice, Sixth data representing Said user's Signature, and 
combinations of Said plurality of characters, first, Second, 
third, fourth, fifth, and sixth data. 

52. The personal computer System according to claim 47, 
wherein Said trusted time Source comprises: 

a real time clock, and 
a battery coupled to and powering Said real time clock. 
53. The personal computer System according to claim 52, 

wherein Said real time clock and Said battery are installed on 
a motherboard of Said personal computer. 

54. The personal computer System according to claim 52, 
wherein Said real time clock and Said battery are installed on 
a baseboard of Said personal computer. 

55. The personal computer System according to claim 52, 
wherein Said real time clock and Said battery are installed on 
an expansion card adapted to be coupled to a motherboard 
of Said personal computer. 

56. The personal computer System according to claim 52, 
wherein Said real time clock and Said battery are installed on 
an expansion card adapted to be coupled to a baseboard of 
Said personal computer. 

57. The personal computer System according to claim 52, 
wherein Said real time clock and Said battery are installed on 
an external device adapted to be coupled to Said personal 
computer. 

58. The personal computer system according to claim 57, 
wherein Said external device comprises a dongle. 

59. The personal computer system according to claim 57, 
wherein said external device comprises a PCMCIA card. 

60. The personal computer System according to claim 57, 
wherein Said external device comprises a Smart card. 

61. The personal computer System according to claim 57, 
wherein Said external device comprises a removable com 
puter-readable medium. 

62. The personal computer System according to claim 61, 
wherein Said removable computer-readable medium is 
Selected from the group consisting of a magnetic hard disk, 
a floppy disk, an optical disk, a CD-ROM, a CD-R, a 
CD-RW, a disk compliant with DVD standards, a magneto 
optical disk, a magnetic tape, a memory chip, a carrier wave 
used to carry computer readable electronic data, Such as are 
used in transmitting and receiving an e-mail or in accessing 
a network, including the Internet, intranets, extranets, Virtual 
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private networks (VPN), local area networks (LAN), and 
wide area networks (WAN), and any other storage device 
used for Storing data accessible by a computer. 

63. A method of maintaining a digital data file in a 
personal computer, comprising: 

providing a trusted time Source in the personal computer, 
wherein Said trusted time Source provides a certifiable 
time for an unalterable time Stamp, wherein Said cer 
tifiable time confirms at least one of Said digital data 
file's access, creation, modification, receipt, or trans 
mission; 

receiving a request to Save Said digital data file from a 
uSer, 

Saving Said digital data file at a moment in time; 
retrieving from Said trusted time Source a date and a time 

corresponding to Said moment in time, wherein Said 
moment in time is Substantially a current time of Said 
trusted time Source corresponding to receipt of Said 
request, 

appending Said date and Said time retrieved from Said 
trusted time Source to Said digital data file; 

Signing Said digital data file with Said date and Said time 
retrieved from Said trusted time Source appended 
thereto; 

hashing Said digital data file to produce a digest; 
Signing Said digest with a key to produce a certificate; 
appending Said certificate to Said digital data file; 
Saving Said file with Said certificate appended thereto, and 
Verifying trust in the content of Said digital data file with 

Said certificate appended thereto. 
64. The method according to claim 63, further compris 

ing: 
providing tamper-evident means for labeling Said trusted 

time Source. 
65. The method according to claim 63, wherein said 

moment in time corresponds to an access of Said digital data 
file. 

66. The method according to claim 63, wherein said 
moment in time corresponds to a creation of Said digital data 
file. 

67. The method according to claim 63, wherein said 
moment in time corresponds to a modification of Said digital 
data file. 

68. The method according to claim 63, wherein said 
moment in time corresponds to a receipt of Said digital data 
file. 

69. The method according to claim 63, wherein said 
moment in time corresponds to a transmission of Said digital 
data file. 


