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A device may remotely immobilize a vehicle via peer - to 
peer device communication or network assisted communi 
cation . Initially , a request inputted by a user to initiate 
vehicle immobilization of a vehicle may be received at a 
master control device . The master control device may send 
an information query command to the vehicle communica 
tion device of the vehicle via proximity communication . 
Subsequently , the master control device may receive a 
device identifier from the vehicle communication device via 
the proximity communication . A vehicle immobilization 
request that includes the device identifier may be sent from 
the master control device to a wireless communication 
carrier . The request may prompt the wireless communication 
carrier to broadcast an immobilization command via a 
cellular communication network to the vehicle communica 
tion device of the vehicle that is identified by the device 
identifier . Alternatively , the master control device may 
directly send the immobilization command to the vehicle 
communication device . 
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REMOTE VEHICLE ENGINE 
IMMOBILIZATION 

BACKGROUND 
[ 0001 ] Modern vehicles are equipped with built - in com 
munication devices that enable the vehicles to remotely 
communicate with different service providers . The commu 
nication devices may include subscriber identity module 
( SIM ) - equipped network devices that enable the vehicles to 
use a cellular communication network to communicate with 
the service providers . Accordingly , the built - in communica 
tion devices may enable other devices in the vehicle to 
provide a multitude of services . These services may include 
in - vehicle security , trouble diagnostics , concierge , emer 
gency assistance , and / or global positioning system ( GPS ) 
navigation capabilities . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0002 ] The detailed description is described with refer 
ence to the accompanying figures , in which the left - most 
digit ( s ) of a reference number identifies the figure in which 
the reference number first appears . The use of the same 
reference numbers in different figures indicates similar or 
identical items . 
[ 0003 ] FIG . 1 illustrates an example environment for 
performing remote vehicle engine immobilization . 
[ 0004 ] FIG . 2 is a block diagram showing various com 
ponents of a master control device and a vehicle communi 
cation device . 
[ 0005 ] FIG . 3 is a block diagram showing various com 
ponents of an immobilizer device that performs remote 
vehicle engine immobilization via peer - to - peer communica 
tion . 
[ 0006 ] FIG . 4 is a flow diagram of an example process for 
a master control device to initiate a cellular network assisted 
vehicle immobilization of a vehicle . 
[ 0007 ] FIG . 5 is a flow diagram of an example process for 
a cellular communication carrier to initiate the broadcast of 
an immobilization command to a vehicle in response to the 
initiation of immobilization from the master control device . 
[ 0008 ] FIG . 6 is a flow diagram of an example process for 
a master control device to initiate a peer - to - peer vehicle 
immobilization of a vehicle . 
[ 0009 ] FIG . 7 is a flow diagram of an example process for 
a vehicle communication device on a vehicle to determine 
whether to disable the vehicle based on a received immo 
bilization command . 
[ 0010 ] FIG . 8 is a flow diagram of an example process for 
automatically initiating remote vehicle immobilization of a 
vehicle using an immobilizer device . 

tional vehicle . The vehicle communication device may be a 
subscriber identity module ( SIM ) - equipped communication 
device that is fitted with both a cellular communication radio 
and a wireless proximity communication transceiver . In turn , 
the vehicle communication device may trigger an engine 
disabler on the additional vehicle to immobilize the vehicle . 
[ 0012 ] In other instances , the master control device on the 
initial vehicle may trigger a wireless communication carrier 
to use cellular communication to send an immobilization 
command to the additional vehicle . In further instances , the 
immobilization command for the additional vehicle may be 
sent by an immobilizer device via proximity communication 
with the vehicle communication device of the additional 
vehicle . In various embodiments , the immobilizer device 
may be a stationary immobilizer device or a movable 
immobilizer device . The immobilizer device may send the 
immobilization command following the immobilizer device 
detecting a device identifier of the vehicle communication 
device , and receiving a vehicle immobilization request from 
a law enforcement server for the device identifier . 
[ 0013 ] The immobilization of the additional vehicle may 
involve the immediate disablement of an engine of the 
vehicle , a gradual diminishment of the power outputted by 
the engine of the vehicle until the engine is in a stopped 
state , or a configuration that blocks an engine restart once 
the engine is manually switched off by a user . In the case of 
the gradual power diminishment , the engine may also be 
further configured to block an engine restart after the engine 
is in a stopped state . 
[ 0014 ] . In at least one embodiment , a device may remotely 
immobilize a vehicle via peer - to - peer device communication 
or network assisted communication . Initially , a request 
inputted by a user to initiate vehicle immobilization of a 
vehicle may be received at a master control device . The 
master control device may send an information query com 
mand to the vehicle communication device of the vehicle via 
proximity communication . Subsequently , the master control 
device may receive a device identifier from the vehicle 
communication device via the proximity communication . A 
vehicle immobilization request that includes the device 
identifier may be sent from the master control device to a 
wireless communication carrier . The request may prompt the 
wireless communication carrier to broadcast an immobili 
zation command via a cellular communication network to 
the vehicle communication device of the vehicle that is 
identified by the device identifier . Alternatively , the master 
control device may directly send the immobilization com 
mand to the vehicle communication device . 
[ 0015 . The techniques may enable a mobile device or an 
immobilizer device to remotely immobilize a vehicle via 
peer - to - peer device communication with a vehicle commu 
nication device of the vehicle . Alternatively , the remote 
immobilization may be achieved by the user triggering a 
cellular communication carrier to send an immobilization 
command to the vehicle communication device via a cellular 
communication connection . In some instances , the peer - to 
peer communication may be initiated by a master control 
device in a law enforcement vehicle . The remote immobi 
lization of a vehicle may enable the vehicle to be safely 
brought to a stop without endangering the occupants of the 
vehicle or bystanders who are in the vicinity of the vehicle . 
In instances in which the occupants of the vehicle are fleeing 
suspects or felons , the remote immobilization of the vehicle 
may provide law enforcement officers with an opportunity to 

DETAILED DESCRIPTION 
[ 0011 ] This disclosure is directed to techniques for using 
a master control device on a particular vehicle to initiate 
remote immobilization of an additional vehicle . In various 
embodiments , the particular vehicle that is equipped with 
the master control device may be a law enforcement vehicle . 
In some instances , the master control device on the particu 
lar vehicle may remotely immobilize the additional vehicle 
by using proximity communication to directly send an 
immobilization command to the additional vehicle in a 
peer - to - peer manner . The immobilization command may be 
received by a vehicle communication device on the addi 
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detain the occupants without dangerous vehicle pursuits that 
can jeopardize public safety . Example implementations are 
provided below with reference to the following figures . 

Example Environment 
[ 0016 ] FIG . 1 illustrates an example environment 100 for 
performing remote vehicle engine immobilization . The envi 
ronment 100 may include multiple vehicles , such as the 
vehicles 102 - 106 . The vehicles 102 and 104 may be respec 
tively equipped with vehicle communication devices 108 
and 110 . Each vehicle communication device may enable a 
corresponding vehicle to remotely communicate with dif 
ferent service providers . In various embodiments , a vehicle 
communication device may be a subscriber identity module 
( SIM ) - equipped communication device that is fitted with 
both a cellular communication radio and a wireless prox 
imity communication transceiver . The cellular communica 
tion radio may enable the vehicle communication device to 
obtain cellular communication services from a cellular com 
munication network 112 of a cellular communication carrier 
that is identified in the SIM . The cellular communication 
network 112 may provide telecommunication and data com 
munication in accordance with one or more technical stan 
dards , such as such as Enhanced Data Rates for GSM 
Evolution ( EDGE ) , Wideband Code Division Multiple 
Access ( W - CDMA ) , High Speed Packed Access ( HSPA ) , 
Long Term Evolution ( LTE ) , CDMA - 2000 ( Code Division 
Multiple Access 2000 ) , and / or so forth . The cellular com 
munication network 112 may be operated by the wireless 
communication carrier 114 or another carrier that has a 
network interoperability agreement with the wireless com 
munication carrier 114 . 
[ 0017 ] The wireless proximity communication transceiver 
may enable the vehicle communication device to engage in 
short - range peer - to - peer communication with another 
device . For example , the wireless proximity communication 
transceiver may be a Near Field Communication ( NFC ) 
transceiver , a Bluetooth transceiver , Radio - frequency iden 
tification ( RFID ) , and / or so forth . The vehicle communica 
tion device of each vehicle may be equipped with a unique 
device identifier . Additionally , each vehicle communication 
device may be capable of sending an immobilization signal 
to an engine immobilization device on each vehicle . In turn , 
the engine immobilization device of a vehicle that receives 
the immobilization signal may disable the vehicle . 
[ 0018 ] The vehicle 106 may be equipped with a master 
control device 116 that is used to immobilize other vehicles , 
such as the vehicles 102 and 104 . The master control device 
116 may be equipped with a wireless proximity communi 
cation transceiver that interfaces with the wireless proximity 
communication transceivers of the vehicle communication 
devices 108 and 110 . In this way , the master control device 
116 may obtain the device identifiers of the vehicles com 
munication devices 108 and 110 , as well as broadcast 
immobilization commands to the vehicle communication 
devices 108 and 110 . The master control device 116 may be 
further equipped with a cellular communication radio that 
enables the master control device 116 to use the cellular 
communication network 112 . The master control device 116 
may be connected to an image sensor 118 . The image sensor 
118 may enable the master control device 116 to capture 
images of license plates , such as the license plate 120 of the 
vehicle 104 . 

[ 0019 ] During cellular network assisted immobilization , 
the master control device 116 may receive a request from a 
user , such as a law enforcement officer 122 , to remotely 
immobilize a vehicle . In turn , the master control device 116 
may establish proximity communication with the vehicle 
communication device of the vehicle to obtain a device 
identifier of the vehicle communication device . Subse 
quently , the master control device 116 may send a vehicle 
immobilization request that includes the device identifier to 
one or more servers 124 of the wireless communication 
carrier 114 . In turn , the servers 124 may execute software 
that cause the cellular communication network 112 to broad 
cast an immobilization command that includes the device 
identifier . The vehicle communication device of the vehicle 
may receive the immobilization command via the cellular 
communication network 112 and verify the device identifier 
in the command . Following verification of the device iden 
tifier , the vehicle communication device may command an 
engine immobilization device of the vehicle to immobilize 
the vehicle . 
[ 0020 ] In an alternative scenario of the cellular network 
assisted immobilization , the master control device 116 may 
fail to establish proximity communication with the vehicle 
communication device of the vehicle . For example , the 
failure may be due to signal interference or the vehicle being 
out of signal range . As a result , the master control device 116 
may be unable obtain a device identifier of the vehicle 
communication device within a predetermined amount of 
time . In such an event , the master control device 116 may 
automatically activate the image sensor 118 to capture a 
license plate number of the vehicle . Subsequently , the mas 
ter control device 116 may use the cellular communication 
network 112 to send the license plate number to one or more 
servers 126 of a government agency 128 . In turn , the servers 
126 may execute software that queries a vehicle database 
130 for a vehicle identifier that matches the license plate . 
The vehicle identifier of a vehicle may be a vehicle identi 
fication number ( VIN ) , a chassis number , or another iden 
tifier that uniquely identifies the vehicle . For example , the 
government agency 128 may be the Department of Motor 
Vehicles ( DMV ) or Department of Licensing ( DOL ) that 
administers the registration of motor vehicles in the juris 
diction . Accordingly , the vehicle database 130 may be a 
database that correlates license plate numbers of vehicles 
with vehicle identifiers of the vehicles . The servers 126 may 
return a vehicle identifier of the vehicle to the master control 
device 116 via the cellular communication network 112 . 
[ 0021 ] Subsequently , the master control device 116 may 
send a vehicle immobilization request that includes the 
vehicle identifier to one or more servers 124 of the wireless 
communication carrier 114 . In turn , the servers 124 may 
execute software that queries a carrier database 132 for a 
device identifier that matches the vehicle identifier . The 
carrier database 132 may be a database that correlates 
vehicle identifiers of vehicles with device identifiers of 
vehicle communication devices that are installed on the 
vehicles . Upon obtaining a device identifier , the software on 
the servers 124 may cause the cellular communication 
network 112 to broadcast an immobilization command to the 
vehicle communication device that is associated with the 
device identifier . 
[ 0022 ] However , in peer - to - peer immobilization , the mas 
ter control device 116 may receive a request from a user , 
such as a law enforcement officer 122 , to remotely immo 
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bilize a vehicle . In turn , the master control device 116 may 
establish proximity communications with the vehicle com 
munication device of the vehicle to obtain a device identifier 
of the vehicle communication device . At this point , instead 
of sending a vehicle immobilization request to the wireless 
communication carrier 114 , the master control device 116 
may directly broadcast an immobilization command that 
includes the device identifier to the vehicle via proximity 
communication . In some embodiments , the master control 
device 116 may initiate peer - to - peer immobilization in the 
event that access to the cellular communication network 112 
is unavailable . 
[ 0023 ] In an alternative scenario of the peer - to - peer immo 
bilization , the master control device 116 may be unable 
obtain a device identifier of the vehicle communication 
device within a predetermined amount of time . In such an 
event , the master control device 116 may once again auto 
matically activate the image sensor 118 to capture a license 
plate number of the vehicle . Subsequently , the master con 
trol device 116 may use the license plate number to obtain 
a corresponding vehicle identifier from the vehicle database 
130 of the government agency 128 . The vehicle identifier is 
further sent by the master control device 116 to the wireless 
communication carrier 114 for querying against the carrier 
database 132 , such that the master control device 116 may 
obtain a corresponding device identifier of the vehicle 
communication device in the vehicle . In such instances , the 
master control device may use the cellular communication 
network 112 to obtain access to the vehicle database 130 and 
the carrier database 132 . Subsequently , the master control 
device 116 may directly broadcast an immobilization com 
mand that includes the device identifier to the vehicle via 
proximity communication . 
[ 0024 ] In other embodiments , immobilizer devices 134 
( 1 ) - 134 ( N ) may be deployed at multiple locations in a 
geographical area . The immobilizer devices 134 ( 1 ) - 134 ( N ) 
may be configured to continuously scan for the device 
identifiers of vehicle communication device - equipped 
vehicles traveling in the geographical area in order to detect 
vehicles that are of interest to a law enforcement agency . For 
example , a vehicle may be subject to a stolen vehicle report , 
an all - points bulletin ( APB ) , an Amber alert , and / or another 
type of emergency broadcast alert . Each of the immobilizer 
devices 134 ( 1 ) - 134 ( N ) may be linked to the wireless com 
munication carrier 114 via a network 136 . The network 136 
may include a local area network ( “ LAN ” ) , a larger network 
such as a wide area network ( “ WAN ” ) , or a collection of 
networks , such as the Internet . Further , the network 136 may 
include wired and / or wireless link components . In various 
embodiments , an immobilizer device may be equipped with 
a cellular communication radio that enables the immobilizer 
device to communicate via the cellular communication 
network 112 , a wired network transceiver , and a wireless 
proximity communication transceiver that enables the 
immobilizer device to engage in communication with 
vehicle communication devices . In some instances , the 
immobilizer devices 134 ( 1 ) - 134 ( N ) may include immobi 
lizer devices that are deployed as standalone fixtures , fix 
tures on existing structures , or movable fixtures . For 
example , the existing structures may include toll booths , gas 
stations , traffic lights , light poles , traffic signs , and / or so 
forth . In another example , the immobilizer devices 134 ( 1 ) - 

134 ( N ) may include immobilizer devices that are mounted 
on wheeled dollies or trailers that can be moved and posi 
tioned at different locations . 
[ 0025 ] In operation , an immobilizer device may periodi 
cally broadcast information query commands . Alternatively , 
the immobilizer device may broadcast an information query 
command when an image sensor of the device detects a 
vehicle approaching within a predetermined distance of the 
device . The information query commands may result in a 
vehicle communication device of a vehicle responding with 
a vehicle identifier . For example , the immobilizer device 
may receive a vehicle identifier from the vehicle communi 
cation device 108 of the vehicle 102 . Subsequently , the 
immobilizer device may use the cellular communication 
network 112 or the network 136 to send the device identifier 
to the servers 124 of the wireless communication carrier 114 . 
In turn , the one or more servers 124 may execute software 
that queries the carrier database 132 for a vehicle identifier 
that matches the device identifier . The vehicle identifier may 
be sent by the wireless communication carrier 114 to the 
servers of a law enforcement agency . In response , the servers 
of the law enforcement agency may respond with a vehicle 
immobilization request if the law enforcement agency deter 
mines that the vehicle is subject to immobilization . For 
example , the servers of the law enforcement agency may 
include software that consult the vehicle database 130 to 
determine a license plate number that corresponds to the 
vehicle identifier . The software may further check whether 
the license plate number matches a flagged license plate 
number targeted for immobilization . Accordingly , if the 
immobilizer device receives a vehicle immobilization 
request for the vehicle , the immobilizer device may directly 
broadcast an immobilization command that includes the 
device identifier to the vehicle via proximity communica 
tion . 

Example Device Components 
[ 0026 ] FIG . 2 is a block diagram showing various com 
ponents of a master control device and a vehicle communi 
cation device . The master control device 116 may include a 
communication interface 202 , one or more processors 204 , 
memory 206 , and device hardware 208 . The communication 
interface 202 may include wireless and / or wired communi 
cation components that enable the master control device 116 
to transmit and receive data with other networked devices . 
In various embodiments , the communication interface 202 
may include a network transceiver and proximity commu 
nication transceiver . The device hardware 208 may include 
additional hardware that performs user interface , data dis 
play , data communication , data storage , and / or other server 
functions . In at least one embodiment , the device hardware 
208 may include a data output device ( e . g . , visual display , 
audio speakers ) , and one or more data input devices . The 
data input devices may include , but are not limited to , 
combinations of one or more of keypads , keyboards , mouse 
devices , touch screens that accept gestures , microphones , 
voice or speech recognition devices , and any other suitable 
devices or other electronic / software selection methods . 
[ 0027 ] The memory 206 may be implemented using com 
puter - readable media , such as computer storage media . 
Computer - readable media includes , at least , two types of 
computer - readable media , namely computer storage media 
and communications media . Computer storage media 
includes volatile and non - volatile , removable and non - re 
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movable media implemented in any method or technology 
for storage of information such as computer - readable 
instructions , data structures , program modules , or other data . 
Computer storage media includes , but is not limited to , 
RAM , ROM , EEPROM , flash memory or other memory 
technology , CD - ROM , digital versatile disks ( DVD ) or other 
optical storage , magnetic cassettes , magnetic tape , magnetic 
disk storage or other magnetic storage devices , or any other 
non - transmission medium that can be used to store infor 
mation for access by a computing device . In contrast , 
communication media may embody computer - readable 
instructions , data structures , program modules , or other data 
in a modulated data signal , such as a carrier wave , or other 
transmission mechanism . 
[ 0028 ] The processors 204 and the memory 206 of the 
master control device 116 may implement an operating 
system 210 . The operating system 210 may include com 
ponents that enable the master control device 116 to receive 
and transmit data via various interfaces ( e . g . , user controls , 
communication interface , and / or memory input / output 
devices ) , as well as process data using the processors 204 to 
generate output . The operating system 210 may include a 
presentation component that presents the output ( e . g . , dis - 
play the data on an electronic display , store the data in 
memory , transmit the data to another electronic device , etc . ) . 
Additionally , the operating system 210 may include other 
components that perform various additional functions gen 
erally associated with an operating system . The operating 
system 210 may be used to implement an authentication 
module 212 , an immobilization module 214 , an encryption 
module 216 , and a user interface module 218 . These mod 
ules may include routines , program instructions , objects , 
and / or data structures that perform particular tasks or imple 
ment particular abstract data types . 
[ 0029 ] The authentication module 212 may authenticate a 
user so that the user may create or log into a user account on 
the master control device 116 . In various embodiments , the 
authentication module 212 may prompt a user to enter an 
authentication credential for a corresponding user account . 
The authentication credential may include one or more of a 
user name , a password , an electronic identifier , a digital 
certificate , biometric characteristics , and / or the like . In 
instances in which the user is a law enforcement officer , the 
authentication credential may include a user identifier in the 
form of an officer identifier that is assigned to the law 
enforcement officer . 
[ 0030 ] The authentication module 212 may compare the 
inputted authentication credential to a list of authorize 
authentication credentials for user accounts stored on the 
master control device 116 . Alternatively , the authentication 
module 212 may send the authentication credential to an 
authentication server for authentication . For example , the 
authentication server may be operated by a law enforcement 
agency and stores authentication credentials of officers that 
are authorized to perform remote vehicle immobilization . 
Accordingly , the authentication module 212 may permit the 
user access to the functionalities of the master control device 
116 when the inputted authentication credential is found 
within a list of authorized authentication credentials or 
deemed by an authentication server as authorized . 
[ 0031 ] The immobilization module 214 may initiate the 
vehicle immobilization of a vehicle in the proximity of the 
master control device 116 based on a request inputted by a 
user . In response to the request , the immobilization module 

214 may use a proximity communication transceiver to send 
an information query command to a vehicle communication 
device of the vehicle . Subsequently , the immobilization 
module 214 may determine whether a device identifier and 
a vehicle description of the vehicle is received from the 
vehicle communication device within a predetermined 
amount of time . The vehicle description of the vehicle may 
include a make , a model , a vehicle color , a vehicle type , a 
model year , and / or other pertinent information that enables 
the user to identify the vehicle . 
[ 0032 ] The immobilization module 214 may display the 
vehicle description of the vehicle on a display of the master 
control device 116 with a request that the user confirm the 
vehicle description . The user may confirm the vehicle 
description by providing a specific user input to the immo 
bilization module 214 . The confirmation prompt may serve 
to ensure that the correct vehicle will be immobilized , as 
there may be multiple vehicles that are within proximity 
communication range of the master control device 116 . 
Following the confirmation of the vehicle description , the 
immobilization module 214 may initiate a peer - to - peer 
immobilization or a cellular network assisted immobiliza 
tion of the vehicle . The immobilization module 214 may 
initiate peer - to - peer immobilization based on a user con 
figuration setting , based on the vehicle being within prox 
imity communication range , and / or based on the lack of an 
adequate cellular communication network signal ( e . g . , sig 
nal strength below a strength threshold ) . The immobilization 
module 214 may initiate peer - to - peer immobilization by 
broadcasting an immobilization command that includes the 
device identifier of the vehicle via proximity communica 
tion . 
[ 0033 ) On the other hand , the immobilization module 214 
may initiate cellular network assisted immobilization when 
proximity communication is unreliable or when configured 
based on a user inputted configuration setting . For example , 
proximity communication with the vehicle communication 
device of the vehicle may be unreliable due to signal 
interference or the vehicle being out of proximity commu 
nication range . As a consequence , the immobilization mod 
ule 214 may be unable to receive the device identifier and 
the vehicle description of the vehicle in the predetermined 
amount of time . In such a scenario , the immobilization 
module 214 may activate the image sensor 118 to capture a 
license plate number of the vehicle . The immobilization 
module 214 may include a software algorithm for recogniz 
ing alphanumeric text from graphical images . The license 
plate number may then be used by the immobilization 
module 214 to obtain a corresponding vehicle identifier from 
the vehicle database 130 . Subsequently , the immobilization 
module 214 may send a vehicle immobilization request that 
includes the vehicle identifier to the wireless communication 
carrier 114 . In turn , the vehicle immobilization request may 
trigger the wireless communication carrier 114 to broadcast 
a corresponding immobilization command to the vehicle 
using the cellular communication network 112 . 
[ 0034 ] Alternatively , the proximity communication 
between the immobilization module 214 and the vehicle 
communication device of the vehicle may become disrupted 
after the immobilization module 214 has obtained the device 
identifier , resulting in the peer - to - peer broadcast of the 
immobilization request becoming ineffective . In such an 
instance , the immobilization module 214 may send a vehicle 
immobilization request that includes the device identifier to 
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the wireless communication carrier 114 . In turn , the vehicle 
immobilization request may trigger the wireless communi 
cation carrier 114 to broadcast a corresponding immobili 
zation command to the vehicle using the cellular commu 
nication network 112 . In some embodiments , the vehicle 
immobilization request may further include the user identi 
fier of the user that initiated the vehicle immobilization 
request . Accordingly , the servers 124 of the wireless com 
munication carrier 114 may execute a verification algorithm 
to ensure that the user identifier belongs to a user that is 
authorized to initiate vehicle immobilization . In an example 
in which the user identifier is an officer identifier , the 
verification algorithm may send the user identifier to a 
verification application at the law enforcement agency to 
verify that the corresponding law enforcement officer is 
authorized to initiate immobilization of vehicles . In another 
example , the verification algorithm may check the user 
identifier against an internal database of users who are 
authorized to initiate vehicle immobilizations . In at least one 
embodiment , the internal database may be periodically 
updated based on authorization data from various govern 
ment agencies , such as law enforcement agencies . 
[ 0035 ] Following the broadcast of an immobilization com 
mand , the immobilization module 214 may also receive 
notifications either directly from a vehicle communication 
device of a vehicle via proximity communication or from the 
wireless communication carrier 114 via the cellular com 
munication network 112 . The notifications may include a 
notification that the immobilization of a vehicle is in prog 
ress once a corresponding vehicle communication device 
has verified and implemented the immobilization command . 
The notifications may further include a notification that the 
vehicle is immobilized once the vehicle communication 
device receives an immobilization notification from an 
engine disabler of the vehicle . 
[ 0036 ] The encryption module 216 may work with the 
encryption modules that are on the vehicle communication 
devices , the servers 124 of the wireless communication 
carrier 114 , and the servers 126 of the government agency 
128 to ensure that the data exchanged between the different 
entities are encrypted . In various embodiments , the encryp 
tion module 216 may encrypt outgoing data and decrypted 
incoming data using various encryption schemes . For 
example , the encryption may be implemented using various 
asymmetric and symmetric encryption techniques such as 
public key infrastructure ( PKI ) key negotiation and encryp 
tion , Diffie - Hellman key exchange , and / or so forth . In some 
instances , the encryption module 216 may also implement 
hash - based techniques to specify and verify the authenticity 
of the data that are exchanged between the entities . For 
example , the hash - based techniques may include the use of 
MD5 hashing , SHA - 1 hashing , and / or so forth , to generate 
keyed - hash message authentication codes ( HMAC ) . 
[ 0037 ] The user interface module 218 may provide inter 
face options for the user to configure the functionalities of 
the master control device 116 . For instance , a configuration 
menu provided by the user interface module 218 may enable 
the user to configure the immobilization module 214 to 
initially default to either peer - to - peer vehicle immobilization 
or cellular network assisted immobilization . Another con 
figuration menu provided by the user interface module 218 
may enable the user to customize the amount of time the 
immobilization module 214 waits before activating the 
image sensor 118 to scan for a license plate number . 

[ 0038 ] The vehicle communication device 108 may 
include a communication interface 220 , one or more pro 
cessors 222 , device hardware 224 , and memory 226 . As an 
example , the vehicle communication device 108 may cor 
respond to vehicle communication device 110 . The commu 
nication interface 220 may include wireless and / or wired 
communication components that enable the vehicle commu 
nication device to transmit data to and receive data from 
other networked devices . In various embodiments , the com 
munication interface 220 may include a network transceiver 
and proximity communication transceiver . The device hard 
ware 224 may include additional hardware that performs 
user interface , data display , data communication , data stor 
age , and / or other server functions . In at least one embodi 
ment , the device hardware 224 may include a data output 
device ( e . g . , visual display , audio speakers ) , and one or more 
data input devices . The data input devices may include , but 
are not limited to , combinations of one or more of keypads , 
keyboards , mouse devices , touch screens that accept ges 
tures , microphones , voice or speech recognition devices , and 
any other suitable devices or other electronic / software selec 
tion methods . For example , the device hardware 224 may 
further include signal converters , antennas , modems , hard 
ware decoders and encoders , graphic processors , a SIM card 
slot , and / or the like that enable the vehicle communication 
device 108 to execute applications and provide telecommu 
nication and data communication functions . A SIM card may 
be inserted into the SIM card slot of the vehicle communi 
cation device 108 . Accordingly , the SIM card may enable the 
vehicle communication device 108 to obtain telecommuni 
cation and / or data communication services from the wireless 
communication carrier 114 or another carrier . 
[ 0039 ] The memory 226 may be implemented using com 
puter - readable media , such as computer storage media . 
Computer - readable media includes , at least , two types of 
computer - readable media , namely computer storage media 
and communications media . Computer storage media 
includes volatile and non - volatile , removable and non - re 
movable media implemented in any method or technology 
for storage of information such as computer - readable 
instructions , data structures , program modules , or other data . 
Computer storage media includes , but is not limited to , 
RAM , ROM , EEPROM , flash memory or other memory 
technology , CD - ROM , digital versatile disks ( DVD ) or other 
optical storage , magnetic cassettes , magnetic tape , magnetic 
disk storage or other magnetic storage devices , or any other 
non - transmission medium that can be used to store infor 
mation for access by a computing device . In contrast , 
communication media may embody computer - readable 
instructions , data structures , program modules , or other data 
in a modulated data signal , such as a carrier wave , or other 
transmission mechanism . 
[ 0040 ] The processors 222 and the memory 226 of the 
vehicle communication device may implement an operating 
system 228 . The operating system 228 may include com 
ponents that enable the master control device 116 to receive 
and transmit data via various interfaces ( e . g . , user controls , 
communication interface , and / or memory input / output 
devices ) , as well as process data using the processors 222 to 
generate output . The operating system 228 may include a 
presentation component that presents the output ( e . g . , dis 
play the data on an electronic display , store the data in 
memory , transmit the data to another electronic device , etc . ) . 
Additionally , the operating system 228 may include other 
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components that perform various additional functions gen 
erally associated with an operating system . The operating 
system 228 may implement applications 230 . The applica 
tions 230 may include software that enable other software on 
the device to exchange data with service providers . For 
example , the applications 230 may include data collection 
applications , vehicle diagnostic applications , navigation 
applications , autopilot applications , security applications , 
and / or so forth . The operating system 228 may be used to 
implement a control interface module 232 , an encryption 
module 234 , and trigger module 236 . These modules may 
include routines , program instructions , objects , and / or data 
structures that perform particular tasks or implement par 
ticular abstract data types . 
[ 0041 ] The control interface module 232 may continu 
ously listen for information query commands and immobi 
lization commands from another device . The information 
query commands may be received via proximity communi 
cation . In response to a query command , the control inter 
face module 232 may respond with a device identifier of the 
vehicle communication device as well as the vehicle 
description of the corresponding vehicle that is stored in the 
memory 226 . The control interface module 232 may receive 
immobilization commands via proximity communication or 
cellular communication . 
[ 0042 ] The encryption module 234 may work with the 
encryption modules on other devices to ensure that the 
exchange of data with the other devices are encrypted . The 
encryption module 234 may also verify the authenticity of 
the requests and commands that are received by the vehicle 
communication device . For example , the encryption module 
234 may use asymmetric or symmetric encryption to secure 
the data that is exchanged with the other devices . Further , the 
encryption module 234 may generate and use HMACs to 
guarantee that the requests and commands are authentic . 
Thus , the control interface module 232 may respond to 
information query commands that are authenticated by the 
encryption module 234 . 
[ 0043 ] The trigger module 236 may trigger an engine 
disabler to immobilize the vehicle based on an immobiliza 
tion command . The immobilization command may be veri 
fied by the encryption module 234 . In various embodiments , 
the trigger module 236 may extract a device identifier from 
the immobilization command . The extracted device identi 
fier may be compared to an embedded device identifier of 
the vehicle communication device 108 . Accordingly , if the 
extracted device identifier matches the embedded the device 
identifier , the trigger module 236 may send a signal to the 
engine disabler of the vehicle to immobilize the vehicle . The 
engine disabler of the vehicle may include software and / or 
hardware components that are configured to disable the 
engine the vehicle . Further , the trigger module 236 may 
generate a notification that the immobilization that the 
immobilization of the vehicle is in progress . Subsequently , 
when the engine disabler of the vehicle indicates to the 
trigger module 236 that the vehicle is immobilized , the 
trigger module 236 may generate a notification of vehicle 
immobilization . The trigger module 236 may send the 
notification back to the master control device 116 via one of 
the proximity communication or the cellular communication 
network 112 . 
[ 0044 ] FIG . 3 is a block diagram showing various com 
ponents of an immobilizer device 300 that performs remote 
vehicle engine immobilization via peer - to - peer communica 

tion . The immobilizer device 300 may include a communi 
cation interface 302 , one or more processors 304 , memory 
306 , and device hardware 308 . The communication interface 
302 may include wireless and / or wired communication 
components that enable the immobilizer device to transmit 
data to and receive data from other networked devices . In 
various embodiments , the communication interface 302 may 
include a proximity communication transceiver , as well as 
network transceivers that enable the immobilizer device 300 
to communicate with the wireless communication carrier 
114 and the government agency 128 via the network 136 . 
The network transceivers may include a wired transceiver 
and a wireless transceiver . The device hardware 308 may 
include additional hardware that performs user interface , 
data display , data communication , data storage , and / or other 
server functions . In at least one embodiment , the device 
hardware 308 may include a data output device ( e . g . , visual 
display , audio speakers ) , and one or more data input devices . 
The data input devices may include , but are not limited to , 
combinations of one or more of keypads , keyboards , mouse 
devices , touch screens that accept gestures , microphones , 
voice or speech recognition devices , and any other suitable 
devices or other electronic / software selection methods . 
[ 0045 ] The memory 306 may be implemented using com 
puter - readable media , such as computer storage media . 
Computer - readable media includes , at least , two types of 
computer - readable media , namely computer storage media 
and communications media . Computer storage media 
includes volatile and non - volatile , removable and non - re 
movable media implemented in any method or technology 
for storage of information such as computer - readable 
instructions , data structures , program modules , or other data . 
Computer storage media includes , but is not limited to , 
RAM , ROM , EEPROM , flash memory or other memory 
technology , CD - ROM , digital versatile disks ( DVD ) or other 
optical storage , magnetic cassettes , magnetic tape , magnetic 
disk storage or other magnetic storage devices , or any other 
non - transmission medium that can be used to store infor 
mation for access by a computing device . In contrast , 
communication media may embody computer - readable 
instructions , data structures , program modules , or other data 
in a modulated data signal , such as a carrier wave , or other 
transmission mechanism . 
[ 0046 ] The processors 304 and the memory 306 of the 
immobilizer device 300 may implement an operating system 
310 . The operating system 310 may include components that 
enable the immobilizer device 300 to receive and transmit 
data via various interfaces ( e . g . , user controls , communica 
tion interface , and / or memory input / output devices ) , as well 
as process data using the processors 304 to generate output . 
The operating system 310 may include a presentation com 
ponent that presents the output ( e . g . , display the data on an 
electronic display , store the data in memory , transmit the 
data to another electronic device , etc . ) . Additionally , the 
operating system 310 may include other components that 
perform various additional functions generally associated 
with an operating system . The operating system 310 may be 
used to implement a monitoring module 312 , a disablement 
module 314 , and an encryption module 316 . These modules 
may include routines , program instructions , objects , and / or 
data structures that perform particular tasks or implement 
particular abstract data types . 
[ 0047 ] The monitoring module 312 may send information 
query commands to vehicles that are in the vicinity of the 
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immobilizer device 300 . In some embodiments , the infor 
mation query commands may be sent on a periodic basis 
( e . g . , every second , every minute , etc . ) . In turn , vehicle 
communication devices of the vehicles that are in the 
vicinity of the immobilizer device 300 may respond by 
transmitting their device identifiers . In other embodiments , 
the immobilizer device 300 may be equipped with an image 
sensor . In such embodiments , the monitoring module 312 
may use an image analysis algorithm to detect the arrival of 
new vehicles in the vicinity of the immobilizer device 300 . 
Accordingly , the monitoring module 312 may send an 
information query command when a new vehicle arrives in 
the vicinity of the immobilizer device 300 . 
[ 0048 ] The disablement module 314 may use the network 
136 to send a device identifier to the servers 124 of the 
wireless communication carrier 114 to obtain a correspond 
ing vehicle identifier from the carrier database 132 . Follow 
ing the receipt of the device identifier , the disablement 
module 314 may send the vehicle identifier to the servers 
126 at the government agency 128 via the network 136 . The 
servers 126 may execute an application to determine 
whether the vehicle that is identified by the vehicle identifier 
is subject to immobilization . For example , the vehicle may 
be subject to immobilization if it is the object of an out 
standing APB , an Amber alert , a stolen vehicle report , and / or 
so forth . The servers 126 may make the determination using 
a vehicle immobilization request database . The vehicle 
immobilization request database may be a repository of 
pending vehicle immobilization requests that contains law 
ful requests inputted by authorized law enforcement officers 
of one or more law enforcement agencies . In some instances , 
the servers 126 may use the vehicle database 130 to deter 
mine a license plate number of the vehicle for the purpose 
of checking with the vehicle immobilization request data 
base . Thus , if the disablement module 314 receives a vehicle 
immobilization request for a vehicle from the government 
agency 128 , the disablement module 314 may broadcast an 
immobilization command that includes the device identifier 
of the vehicle via proximity communication for reception by 
the vehicle . 
[ 0049 ] In some instances , the disablement module 314 
may use an image sensor to capture the license plate number 
of a vehicle , rather than obtaining a device identifier of a 
vehicle communication device in the vehicle . In such 
instances , the disablement module 314 may send the license 
plate number to the servers 126 of the government agency 
128 . In turn , the servers 126 may execute an application to 
check the license plate number against the immobilization 
request database . 
[ 0050 ] The encryption module 234 may work with the 
encryption modules of the other devices to ensure that the 
exchange of data with other devices are encrypted , and to 
verify the authenticity of the requests and commands that are 
received by the vehicle communication device . For example , 
the encryption module 234 may use asymmetric or symmet 
ric encryption to secure the data that is exchanged with the 
other devices . Further , encryption module 234 may generate 
and use HMACs to guarantee that the requests and com 
mands are authentic . 

blocks in a logical flow chart , which represents a sequence 
of operations that can be implemented in hardware , soft 
ware , or a combination thereof . In the context of software , 
the blocks represent computer - executable instructions that , 
when executed by one or more processors , perform the 
recited operations . Generally , computer - executable instruc 
tions may include routines , programs , objects , components , 
data structures , and the like that perform particular functions 
or implement particular abstract data types . The order in 
which the operations are described is not intended to be 
construed as a limitation , and any number of the described 
blocks can be combined in any order and / or in parallel to 
implement the process . For discussion purposes , the pro 
cesses 400 - 800 are described with reference to the environ 
ment 100 of FIG . 1 . 
[ 0052 ] FIG . 4 is a flow diagram of an example process 400 
for a master control device 116 to initiate a cellular network 
assisted vehicle immobilization of a vehicle . At block 402 , 
the master control device 116 may receive a request inputted 
by a user to initiate vehicle immobilization of a vehicle at the 
master control device 116 . The master control device 116 
may be installed on a law enforcement vehicle , such as the 
vehicle 106 . In some instances , the user may be a law 
enforcement officer that is operating the vehicle 106 . 
[ 0053 ] . At block 404 , the master control device 116 may 
send an information query command to the vehicle via 
proximity communication . In various embodiments , the 
proximity communication may be in the form of NFC 
communication , Bluetooth communication , RFID commu 
nication , and / or so forth . The information query command 
may be received by a vehicle communication device of the 
vehicle . 
[ 0054 ] At block 406 , the master control device 116 may 
determine whether a device identifier and vehicle descrip 
tion of the vehicle is received from the vehicle communi 
cation device of the vehicle in a predetermined amount of 
time . The vehicle identifier of a vehicle may be a VIN , a 
chassis number , or another identifier that uniquely identifies 
the vehicle . The vehicle description of the vehicle may 
include a make , a model , a vehicle color , a vehicle type , a 
model year , and / or other pertinent information that enables 
the user to identify the vehicle . 
[ 0055 ] Thus , at decision block 408 , if the master control 
device 116 determines that device identifier and the vehicle 
description are received at the master control device 116 
within the predetermined amount of time , the process 400 
may proceed to block 410 . At block 410 , the master control 
device 116 may prompt the user to confirm the vehicle 
description of the vehicle . In various embodiments , the 
master control device 116 may display the vehicle descrip 
tion of the vehicle on a display with a request that the user 
confirm the vehicle description . In turn , the user may 
confirm the vehicle description by providing a specific user 
input to the master control device 116 . Accordingly , at 
decision block 412 , if the master control device 116 deter 
mines that a confirmation is received , the process 400 may 
proceed to block 414 . 
[ 0056 ] At block 414 , the master control device 116 may 
send a vehicle immobilization request that includes the 
device identifier and a user identifier of the user to the 
wireless communication carrier 114 . In some instances , the 
user identifier may be an officer identifier of a law enforce 
ment officer . Returning to decision block 412 , if the master 
control device 116 determines that no confirmation is 

Example Processes 
[ 0051 ] FIGS . 4 - 8 present illustrative processes 400 - 800 
for performing remote vehicle engine immobilization . Each 
of the processes 400 - 800 is illustrated as a collection of 
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received , the process 400 may proceed to block 416 . At 
block 416 , the master control device 116 may resend the 
information query command unless a cancellation request is 
inputted by the user . The user may decline to confirm the 
vehicle description if the device identifier acquired by the 
master control device 116 does not belong to the vehicle of 
interest . In such a case , the user may send such an indication 
to the master control device 116 via a user input . Subse 
quently , the resending of the information query command 
may enable the master control device 116 to acquire the 
device identifier from a vehicle communication device of 
another vehicle . 
[ 0057 ] Returning to decision block 408 , if the master 
control device 116 determines that device identifier and the 
vehicle description are not received within the predeter 
mined amount of time , the process 400 may proceed to block 
418 . At block 418 , the master control device 116 may obtain 
a license plate number of the vehicle via an image sensor , 
such as the image sensor 118 . In various embodiments , the 
master control device 116 may include a software algorithm 
for recognizing alphanumeric text from graphical images . 
[ 0058 ] At block 420 , the master control device 116 may 
use a cellular communication connection to obtain a vehicle 
identifier from a vehicle database that correlates the license 
plate numbers with vehicle identifiers . In various embodi 
ments , the vehicle database may be the vehicle database 130 
that is operated by the government agency 128 . At block 
422 , the master control device 116 may send a vehicle 
immobilization request that includes the vehicle identifier 
and the user identifier of the user to the wireless communi 
cation carrier . 
[ 0059 ] FIG . 5 is a flow diagram of an example process 500 
for a cellular communication carrier to initiate the broadcast 
of an immobilization command to a vehicle in response to 
the initiation of immobilization from the master control 
device . At block 502 , a server application executing on the 
servers 124 of the wireless communication carrier 114 may 
receive a vehicle immobilization request to remotely immo 
bilize a vehicle . The request may originate from a master 
control device , such as the master control device 116 that is 
on the vehicle 106 . At block 504 , the server application may 
extract a user identifier and one of a vehicle identifier or a 
device identifier of the vehicle communication device from 
the vehicle immobilization request . In some instances , the 
user identifier may be an office identifier of a law enforce 
ment officer . 
[ 0060 ] At block 506 , the server application may determine 
whether the user identified by the user identifier is autho 
rized to initiate the vehicle immobilization request . In some 
instances , the server application may verify the user iden 
tifier with a database of authorized users at a law enforce 
ment agency . In other instances , the server application may 
verify the user identifier with a database of authorized users 
that reside on the servers 124 of the wireless communication 
carrier 114 . 
[ 0061 ] Accordingly , at decision block 508 , if the server 
application determines that the user identifier is authorized , 
the process 500 may proceed to decision block 510 . At 
decision block 510 , the server application may determine 
whether a device identifier or a vehicle identifier is extracted 
from the vehicle immobilization request . Accordingly , if the 
vehicle identifier is extracted from the vehicle immobiliza 
tion request , the process 500 may proceed to block 512 . At 
block 512 , the server application may obtain the device 

identifier of the corresponding vehicle communication 
device from a database that correlates vehicle identifiers 
with device identifiers . In various embodiments , the data 
base may be the carrier database 132 of the wireless com 
munication carrier 114 . At block 512 , the server application 
may broadcast an immobilization command that includes the 
device identifier via a cellular communication network 112 
of the wireless communication carrier 114 . At block 514 , the 
server application may send a notification to the master 
control device ( e . g . , the master control device 116 ) via the 
cellular communication network 112 . The notification may 
indicate that the immobilization of the vehicle is initiated . 
[ 0062 ] Returning to the decision block 510 , if the device 
identifier is extracted from the vehicle immobilization 
request , the process 500 may proceed directly to block 514 . 
Returning to decision block 508 , if the server application 
determines that the user identifier is not authorized , the 
process 500 may proceed to block 518 . At block 518 , the 
server application may send a notification to the master 
control device ( e . g . , the master control device 116 ) via the 
cellular communication network 112 . The notification may 
indicate that the user is not authorized to initiate immobili 
zation . 
[ 0063 ] FIG . 6 is a flow diagram of an example process 600 
for a master control device to initiate a peer - to - peer vehicle 
immobilization of a vehicle . At block 602 , the master control 
device 116 may receive a request inputted by a user to 
initiate vehicle immobilization of a vehicle at the master 
control device 116 . The master control device 116 may be 
installed on a law enforcement vehicle , such as the vehicle 
106 . In some instances , the user may be a law enforcement 
officer that is operating the vehicle 106 . 
[ 0064 ] At block 604 , the master control device 116 may 
send an information query command to the vehicle via 
proximity communication . In various embodiments , the 
proximity communication may be in the form of NFC 
communication , Bluetooth communication , RFID commu 
nication , and / or so forth . The information query command 
may be received by a vehicle communication device of the 
vehicle . 
100651 At block 606 , the master control device 116 may 
determine whether a device identifier and vehicle descrip 
tion of the vehicle is received from the vehicle communi 
cation device of the vehicle in a predetermined amount of 
time . The vehicle identifier of a vehicle may be a VIN , a 
chassis number , or another identifier that uniquely identifies 
the vehicle . The vehicle description of the vehicle may 
include a make , a model , a vehicle color , a vehicle type , a 
model year , and / or other pertinent information that enables 
the user to identify the vehicle . 
10066 ] . Thus , at decision block 608 , if the master control 
device 116 determines that device identifier and the vehicle 
description are received at the master control device 116 
within the predetermined amount of time , the process 600 
may proceed to block 610 . At block 610 , the master control 
device 116 may prompt the law enforcement vehicle to 
confirm the vehicle description of the vehicle . In various 
embodiments , the master control device 116 may display the 
vehicle description of the vehicle on a display with a request 
that the user confirm the vehicle description . In turn , the user 
may confirm the vehicle description by providing a specific 
user input to the master control device 116 . Accordingly , at 
decision block 612 , if the master control device 116 deter 
mines that a confirmation is received , the process 600 may 
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proceed to block 614 . At block 614 , the master control 
device 116 may broadcast an immobilization command that 
includes the device identifier to the vehicle via proximity 
communication . 
[ 0067 ] Returning to decision block 612 , if the master 
control device 116 determines that no confirmation is 
received , the process 600 may proceed to block 616 . At 
block 416 , the master control device 116 may resend the 
information query command unless a cancellation request is 
inputted by the user . The user may decline to confirm the 
vehicle description if the device identifier acquired by the 
master control device 116 does not belong to the vehicle of 
interest . In such a case , the user may send such an indication 
to the master control device 116 via a user input . Subse 
quently , the resending of the information query command 
may enable the master control device 116 to acquire the 
device identifier from a vehicle communication device of 
another vehicle . Returning to decision block 608 , if the 
master control device 116 determines that device identifier 
and the vehicle description are not received within the 
predetermined amount of time , the process 600 may proceed 
to block 618 . 
[ 0068 ] At block 618 , the master control device 116 may 
obtain a license plate number of the vehicle via an image 
sensor , such as the image sensor 118 . In various embodi 
ments , the master control device 116 may include a software 
algorithm for recognizing alphanumeric text from graphical 
images . At block 620 , the master control device 116 may use 
a cellular communication connection to obtain a vehicle 
identifier from a vehicle database that correlates license 
plate numbers with vehicle identifiers . In various embodi - 
ments , the vehicle database may be the vehicle database 130 
that is operated by the government agency 128 . At block 
622 , master control device 116 may obtain the device 
identifier of the vehicle communication device from a carrier 
database that correlates vehicle identifiers to device identi 
fiers . In various embodiments , the carrier database may be 
the carrier database 132 of the wireless communication 
carrier 114 . The master control device 116 may access the 
carrier database 132 by communicating with the servers 124 
via the cellular communication network 112 . Subsequently , 
the process 600 may loop back to block 614 , such that the 
master control device 116 may broadcast an immobilization 
command that includes the device identifier to the vehicle 
via proximity communication . 
[ 0069 ] FIG . 7 is a flow diagram of an example process 700 
for a vehicle communication device on a vehicle to deter 
mine whether to disable the vehicle based on a received 
immobilization command . At block 702 , a vehicle commu 
nication device of a vehicle may receive an immobilization 
command that includes a device identifier . In various 
embodiments , the vehicle communication device may 
receive the immobilization command via proximity com 
munication or a cellular communication connection that is 
provided by the cellular communication network 112 . 
[ 0070 ] At block 704 , an application on the vehicle com 
munication device may extract the device identifier from the 
immobilization command . At block 706 , the application 
may compare the extracted device identifier to an embedded 
device identifier of the vehicle communication device . In 
some instances , the embedded device identifier may be 
stored in a protected memory space of the vehicle commu 
nication device . At decision block 708 , the application may 
determine whether the extracted device identifier matches 

the embedded device identifier of the vehicle communica 
tion device . Accordingly , if the application determines that 
the identifiers match , the process 700 may proceed to block 
710 . At block 710 , the application may send a signal from 
the vehicle communication device to an engine disabler of 
the vehicle to immobilize the vehicle . 
[ 0071 ] At block 712 , the application may send a notifica 
tion indicating that the immobilization of the vehicle is in 
progress . In instances in which the immobilization com 
mand is received from the wireless communication carrier 
114 , the application may cause the vehicle communication 
device to send the notification back to the wireless commu 
nication carrier 114 via the cellular communication network 
112 . In turn , the wireless communication carrier 114 may 
route the notification to a master control device that origi 
nated the immobilization command via the cellular commu 
nication network 112 . However , in instances in which the 
immobilization command is directly received from a master 
control device , the application may cause the vehicle com 
munication device to send the notification directly to the 
master control device via proximity communication . 
[ 0072 ] At block 714 , the application may send a notifica 
tion indicating that the vehicle is immobilized following 
receipt of an immobilized status from the engine disabler . 
The engine disabler may provide the immobilized status to 
the application when an engine check by the engine disabler 
indicates that the engine of the vehicle is stopped or 
switched off . In turn , the application may route the notifi 
cation either directly to a master control device that origi 
nated the immobilization command or to a wireless com 
munication carrier 114 that forwards the notification to the 
master control device . Returning to decision block 708 , if 
the application determines that the extracted device identi 
fier does not match the embedded device identifier , the 
process 700 may proceed to block 716 . At block 716 , the 
application may ignore the immobilization command . 
[ 0073 ] FIG . 8 is a flow diagram of an example process 800 
for automatically initiating remote vehicle immobilization 
of a vehicle using an immobilizer device . At block 802 , the 
immobilizer device may send an information query com 
mand to the vehicle via proximity communication . In vari 
ous embodiments , the proximity communication may be in 
the form of NFC communication , Bluetooth communica 
tion , RFID communication , and / or so forth . The information 
query command may be received by a vehicle communica 
tion device of the vehicle . 
[ 0074 ] At block 804 , the immobilizer device may receive 
a device identifier from a vehicle communication device of 
the vehicle via proximity communication . In some instances , 
the device identifier may be one of multiple identifiers that 
are received by the immobilizer device . In such instances , 
the immobilizer device may hold one or more of the device 
identifiers in a buffer until all of the device identifiers are 
processed . At block 806 , the immobilizer device may send 
the vehicle identifier to a database of a wireless communi 
cation carrier that correlates vehicle identifiers to device 
identifiers of vehicle communication devices . In various 
embodiments , the database may be the carrier database 132 
of the wireless communication carrier 114 . In such embodi 
ments , the vehicle identifier may be sent via a network 
communication connection . The network communication 
connection may be a connection that is provided by the 
cellular communication network 112 and / or the network 
136 . At block 808 , the immobilizer device may receive a 
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corresponding vehicle identifier for the device identifier 
from the wireless communication carrier via the network 
communication connection . 
[ 0075 ] At block 810 , the immobilizer device may use the 
network communication connection provided by the cellular 
communication network 112 to send the vehicle identifier to 
a server at a government agency . In various embodiments , 
the server may execute an application to determine whether 
the vehicle that is identified by the vehicle identifier is 
subject to immobilization . For example , the vehicle may be 
subject to immobilization if it is the target of an outstanding 
APB , an Amber alert , a stolen vehicle report , and / or so forth . 
[ 0076 ] At block 812 , the immobilizer device may deter 
mine whether a vehicle immobilization request for the 
vehicle identifier is received from the server at the govern 
ment agency via the network communication connection . 
Accordingly , at decision block 814 , if the immobilizer 
device determines that the vehicle immobilization request is 
received , the process 800 may proceed to block 816 . At 
block 816 , the immobilizer device may broadcast an immo 
bilization command that includes the device identifier to the 
vehicle via proximate communication . However , if the 
immobilizer device determines that no vehicle immobiliza 
tion request is received , the process 800 may loop back to 
block 802 . 
[ 0077 ] The techniques may enable a mobile device or an 
immobilizer device to remotely immobilize a vehicle via 
peer - to - peer device communication with a vehicle commu 
nication device of the vehicle . Alternatively , the remote 
immobilization may be achieved by the user triggering a 
cellular communication carrier to send an immobilization 
command to the vehicle communication device via a cellular 
communication connection . In some instances , the peer - to 
peer communication may be initiated by a master control 
device in a law enforcement vehicle . The remote immobi 
lization of a vehicle may enable the vehicle to be safely 
brought to a stop without endangering the occupants of the 
vehicle or bystanders who are in the vicinity of the vehicle . 
In instances in which the occupants of the vehicle are fleeing 
suspects or felons , the remote immobilization of the vehicle 
may provide law enforcement officers with an opportunity to 
detain the occupants without dangerous vehicle pursuits that 
can jeopardize public safety . 

receiving , at the master control device of the first vehicle , 
a device identifier from the vehicle communication 
device of the second vehicle via the proximity com 
munication in response to the information query com 
mand , the device identifier uniquely identifying the 
vehicle communication device ; and 

sending , from the master control device of the first 
vehicle , a vehicle immobilization request that includes 
the device identifier of the vehicle communication 
device to a wireless communication carrier prompting 
the wireless communication carrier to broadcast an 
immobilization command via a cellular communication 
network to the vehicle communication device of the 
second vehicle that is identified by the device identifier . 

2 . The computer - implemented method of claim 1 , 
wherein the proximity communication is one of near field 
communication ( NFC ) , Bluetooth communication , or radio 
frequency identification ( RFID ) communication . 

3 . The computer - implemented method of claim 1 , 
wherein the receiving the device identifier further includes 
receiving a vehicle description of the second vehicle along 
with the device identifier , and wherein the sending the 
vehicle immobilization request includes sending the vehicle 
immobilization request in response to a user input that 
confirms the vehicle description . 

4 . The computer - implemented method of claim 1 , 
wherein the sending the immobilization command includes 
sending a user identifier of the user along with the device 
identifier to the wireless communication carrier , such that 
the wireless communication carrier sends the immobiliza 
tion command in response to the user identified by user 
identifier being authorized to initiate the request . 

5 . The computer - implemented method of claim 1 , 
wherein the broadcast of the immobilization command 
causes the second vehicle to perform one of an immediate 
disablement of an engine of the second vehicle , a gradual 
diminishment of power outputted by the engine of the 
second vehicle until the engine is in a stopped state , or a 
configuration of the engine to refuse to restart once the 
engine is manually switched off . 

6 . The computer - implemented method of claim 1 , further 
comprising receiving , via the cellular communication net 
work , at least one of : 

a notification from the wireless communication carrier 
indicating that immobilization of the second vehicle is 
initiated following the broadcast of the immobilization 
command by the cellular communication network ; 

a notification from the vehicle communication device that 
immobilization of the second vehicle is in progress 
following the vehicle communication device sending a 
signal to an engine disabler of the second vehicle ; or 

a notification from the vehicle communication device that 
the second vehicle is immobilized following the vehicle 
communication device receiving a vehicle immobilized 
status from the engine disabler . 

7 . The computer - implemented method of claim 1 , further 
comprising : 

receiving , at the master control device of the first vehicle , 
an additional request to initiate vehicle immobilization 
of a third vehicle ; 

obtaining a license plate number of the third vehicle via 
an image sensor following the additional request ; 

CONCLUSION 
[ 0078 ] Although the subject matter has been described in 
language specific to structural features and / or methodologi 
cal acts , it is to be understood that the subject matter defined 
in the appended claims is not necessarily limited to the 
specific features or acts described . Rather , the specific 
features and acts are disclosed as exemplary forms of 
implementing the claims . 

1 . A computer - implemented method , comprising : 
receiving , at a master control device of a first vehicle , a 

request inputted by a user to initiate vehicle immobi 
lization of a second vehicle ; 

sending an information query command from the master 
control device of the first vehicle to a vehicle commu 
nication device of the second vehicle via proximity 
communication directly between the master control 
device on the first vehicle and the vehicle communi 
cation device on the second vehicle in response to the 
request ; 
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obtaining a license plate number of the third vehicle via 
an image sensor of the first vehicle following the 
additional request ; 

obtaining a vehicle identifier for the license plate number 
from a vehicle database of a government agency that 
correlates license plate numbers with vehicle identifi 
ers ; 

obtaining a vehicle identifier for the license plate number 
from a vehicle database of a government agency that 
correlates license plate numbers with vehicle identifi 
ers ; and 

sending an additional vehicle immobilization request that 
includes the vehicle identifier to the wireless commu 
nication carrier prompting the wireless communication 
carrier to obtain an additional device identifier of an 
additional vehicle communication device on the third 
vehicle that corresponds to the vehicle identifier , and to 
broadcast an additional immobilization command via a 
cellular communication network to the additional 
vehicle communication device of the third vehicle that 
is identified by the additional device identifier . 

8 . The computer - implemented method of claim 7 , further 
comprising sending an additional information query com 
mand from the master control device of the first vehicle to 
the additional vehicle communication device of the third 
vehicle via proximity communication between the master 
control device on the first vehicle and the additional vehicle 
communication device on the third vehicle in response to the 
additional request , wherein the obtaining the license plate 
number includes obtaining the license plate number of the 
third vehicle in response to the additional vehicle commu 
nication device of the third vehicle failing to respond to the 
additional information query command within a predeter 
mine amount of time . 

9 . The computer - implemented method of claim 1 , further 
comprising : 

receiving , at the master control device of the first vehicle , 
an additional request inputted by the user to initiate 
vehicle immobilization of a third additional vehicle ; 

sending an additional information query command from 
the master control device of the first vehicle to an 
additional vehicle communication device of the third 
vehicle via proximity communication in response to the 
additional request ; 

receiving , at the master control device of the first vehicle , 
an additional device identifier from the additional 
vehicle communication device of the third additional 
vehicle via the proximity communication between the 
master control device on the first vehicle and the 
additional vehicle communication device on the third 
vehicle in response to the additional information query 
command ; and 

broadcasting , via the master control device of the first 
vehicle , an additional immobilization command to the 
additional vehicle communication device with the addi 
tional device identifier via the proximity communica 
tion , the additional immobilization command causing 
the additional vehicle communication device to send a 
signal to an engine disabler of the third vehicle . 

10 . The computer - implemented method of claim 9 , 
wherein the additional immobilization command includes 
the additional device identifier , and wherein the additional 
vehicle communication device sends the signal in response 
to the additional device identifier matching an embedded 
device identifier stored in the additional vehicle communi 
cation device . 

11 . The computer - implemented method of claim 1 , further 
comprising : 

receiving , at a master control device of the first vehicle , an 
additional request to initiate vehicle immobilization of 
a third vehicle ; 

obtaining an additional device identifier of an additional 
vehicle communication device on the third vehicle that 
is associated with the vehicle identifier from a carrier 
database of the wireless communication carrier that 
correlates vehicle identifiers to device identifiers , the 
additional device identifier uniquely identifying the 
additional vehicle communication device ; and 

broadcasting , via the master control device of the first 
vehicle , an additional immobilization command to the 
additional vehicle communication device with the addi 
tional device identifier via proximity communication , 
the additional immobilization command causing the 
additional vehicle communication device to send a 
signal to an engine disabler of the third vehicle to 
immobilize the third vehicle . 

12 . The computer - implemented method of claim 11 , 
wherein the additional immobilization command includes 
the additional device identifier , and wherein the additional 
vehicle communication device sends the signal in response 
to the additional device identifier matching an embedded 
device identifier stored in the additional vehicle communi 
cation device . 

13 . One or more non - transitory computer - readable media 
storing computer - executable instructions that upon execu 
tion cause one or more processors to perform acts compris 
ing : 

receiving a vehicle immobilization request to remotely 
immobilize a vehicle from a master control device , the 
vehicle immobilization request being initiated in 
response to a user input of a user ; 

extracting a vehicle identifier or a device identifier from 
the vehicle immobilization request , the device identifier 
being obtained by the master control device from a 
vehicle communication device of the vehicle via prox 
imity communication directly between the master con 
trol device and the vehicle communication device of 
the vehicle , the device identifier uniquely identifying 
the vehicle communication device ; 

broadcasting an immobilization command that includes 
the device identifier via a cellular communication net 
work to the vehicle to immobilize the vehicle , when the 
device identifier is extracted from the vehicle immobi 
lization request ; and 

obtaining the device identifier for the vehicle identifier 
from a carrier database of a wireless communication 
carrier , the carrier database correlating vehicle identi 
fiers with device identifiers , and broadcasting the 
immobilization command that includes the device iden 
tifier via the cellular communication network to the 
vehicle , when the vehicle identifier is extracted from 
the vehicle immobilization request . 

14 . The one or more non - transitory computer - readable 
media of claim 13 , wherein the proximity communication is 
one of near field communication ( NFC ) , Bluetooth commu 
nication , or Radio - frequency identification ( RFID ) commu 
nication , and wherein the acts further comprise extracting a 
user identifier from the vehicle immobilization request , and 
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wherein the broadcasting includes broadcasting the immo 
bilization command in response to the user identified by user 
identifier being authorized to initiate the request . 

15 . The one or more non - transitory computer - readable 
media of claim 13 , wherein the broadcasting of the immo 
bilization command causes the vehicle to perform one of an 
immediate disablement of an engine of the vehicle , a gradual 
diminishment of power outputted by the engine of the 
vehicle until the engine is in a stopped state , or a configu 
ration of the engine to refuse to restart once the engine is 
manually switched off . 

16 . The one or more non - transitory computer - readable 
media of claim 13 , wherein the acts further comprise send 
ing at least one of following notifications to the master 
control device : 

a notification indicating that immobilization of the vehicle 
is initiated following the broadcast of the immobiliza 
tion command by the cellular communication network ; 

a notification from the vehicle communication device that 
immobilization of the vehicle is in progress following 
the vehicle communication device sending a signal to 
an engine disabler of the vehicle ; or 

a notification from the vehicle communication device that 
the vehicle is immobilized following the vehicle com 
munication device receiving a vehicle immobilized 
status from the engine disabler . 

17 . A device , comprising : 
one or more processors ; and 
memory having instructions stored therein , the instruc 

tions , when executed by the one or more processors , 
cause the one or more processors to perform acts 
comprising : 
sending an information query command to a vehicle 
communication device of a vehicle via proximity 
communication ; 

receiving a device identifier from the vehicle commu 
nication device of the vehicle via the proximity 

communication in response to the information query 
command , the device identifier uniquely identifying 
the vehicle communication device of the vehicle ; and 

broadcasting an immobilization command that includes 
the device identifier to the vehicle via the proximity 
communication , the immobilization command caus 
ing the vehicle communication device to send a 
signal to an engine disabler of the vehicle in response 
to the device identifier included in the immobiliza 
tion command matches an embedded device identi 
fier stored in the vehicle communication device . 

18 . The device of claim 17 , wherein the acts further 
comprise receiving a request inputted by a user to initiate 
vehicle immobilization of a vehicle , and wherein the send 
ing includes sending the information query command to the 
vehicle communication device of the vehicle via proximity 
communication in response to the request . 

19 . The device of claim 17 , wherein the acts further 
comprise : 

receiving a corresponding vehicle identifier for the device 
identifier from a wireless communication carrier via a 
wired or wireless network communication connection ; 
and 

sending the vehicle identifier to a server at a government 
agency via the wired or wireless network communica 
tion connection , wherein the broadcasting includes 
broadcasting the immobilization command in response 
to receiving a vehicle immobilization request from the 
server of the government agency . 

20 . The device of claim 17 , wherein one or more of the 
device identifier and the immobilization command as 
exchanged between multiple devices are protected by asym 
metric or symmetric encryption , or authenticated by the 
multiple devices via hash authentication codes . 

* * * * * 


