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This invention relates to security systems and more par-
ticularly to coded combination generators for use with
security systems.

The integrity of the security system is frequently a
function of the ease or difficulty with which an unauthor-
ized person may gain access to the material protected by
the security system. = Combination locks, of the type in
which a number of digits must be arranged in a particular
sequence to release the lock, are commonly used. The
information about the digits and their sequence must be
carefully guarded to protect the integrity of the system
and the sequence of digits that will release the “lock”
should be capable of change in case the digit sequence is
lost or otherwise compromised. In certain systems it may
be desired to change the digit sequence at frequent inter-
vals. Such a system is useful in connection with the dis-
tribution of fungible commodities, such as electricity or
fuel. For example, in the operation of retail gasoline
stations, the wholesaler frequently wishes to control the
amount of gasoline to which the retail station operator has
access from a bulk storage tank. This control may be
used for accounting purposes or for maintaining credit
supervision on the retail station operator. The amount of
gasoline that the wholesaler is willing to allow the station
operator to withdraw from the bulk storage tank is a
function of the credit position of that operator. Such
control, however, is complex in that the retail station
operator cannot have free access to the “key” that will
release the “lock” on the bulk storage tank. A repre-
sentative of the wholesaler could be sent out each time
a retail station operator requested additional supplies of
gasoline. However, such a system would substantially
delay the availability of gasoline to the operator and entail
substantially increased cost to the wholesaler. Alterna-
tively, the retail station operator may merely call the
wholesaler, and if his credit rating is satisfactory, the
wholesaler will furnish him a “combination” or “key” for
releasing a predetermined amount of gasoline. The refail
station operator then utilizes that “combination” to obtain
the additional quantity of gasoline. This “combination”
should be capable of being revised automatically so that
the operator must request a new combination to obtain
an additional quantity of gasoline. The control apparatus
for such a security system should be reliable, easy to
operate, difficult to break (for example, the next com-
bination should be difficult to predict), and not be subject
to error, for example, due to temporary loss of control
power.

Accordingly, it is an object of the invention to provide
a novel and improved combination generator for a security
system.

Another object of the invention is to provide a simple,
reliable, and inexpensive apparatus capable of auto-
matically changing a combination.

Another object of the invention is to provide a novel
and improved system for control of fungible commodities.

In accordance with the invention there is provided in a
security system a combination generator that includes a
control register for storing signals representative of a
number and a code generator. The control register has
a plurality of outputs representative of the digits in that
number, and the code generator includes a plurality of
logic units corresponding in number to the outputs from
the control register. Each logic unit has two inputs and
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an output and the logic units are connected in cascade.
One logic unit input is connected to receive a signal from
the corresponding output of the control register, and each
output is connected to the second input of the succeeding
logic unit in the cascaded sequence (with the exception
of the logic unit at the end of the cascaded sequence).
A signal is applied to the second input of the logic unit
at the beginning of the sequence from a suitable source
such as the least significant stage of the control register.
In response to each change in the setting of the control
register, a different combination is generated from the
outputs of the code generator. In the particular embodi-
ment described hereinafter, the output of each logic unit
is available in normal and complement form and switches
are associated with each logic unit to individually select
either the normal or complement output signal for appli-
cation on the code generator output line and also for
application to the subsequent logic unit in the cascaded
sequence. By means of these switches, the number and
variety of combinations that can be generated by this
apparatus is significantly increased.

In this apparatus, it is preferable that the control regis-
ter utilize mechanical register devices which remain in
position when the combination generator is de-energized.
The apparatus is packaged so that the setting of the con-
trol register and the switches cannot be determined exter-
nally of the package. An input register which has man-
ually settable controls may be employed with the com-
bination generator. The outputs of the input register are
applied to a compare circuit, and the outputs of the code
generator likewise are applied to the compare circuit.
If the setting of the input register matches the output of
the code generator, the compare circuit generates an out-
put signal which releases the “lock™ or takes other appro-
priate action. This generated output signal may be used
to change the setting of the control register. The appara-
tus of the invention is simple and reliable and yet versatile
in that a large number of different combinations may be
generated, which combinations are difficult to predict.
Thus, the apparatus provides a high degree of security for
the system it supervises.

Other objects, features and advantages of the invention
will be seen as the following description of a particular
embodiment thereof progresses, in conjunction with the
drawing, in which:

FIG. 1 is a block diagram of a security system, con-
structed in accordance with the invention, for control of
the distribution of a fungible commodity;

FIG. 2 is a block diagram of the combination generator
circuitry employed in the system shown in FIG. 1;

FIGS. 3a—c are a series of diagrams indicating different
settings of the logic units of a combination generator of
the type shown in FIG. 2, and

FIG. 4 is a schematic diagram of a logic unit component
used in the combination generator shown in FIG. 2.

The system shown in FIG. 1 is a security system for
control of distribution of gasoline from bulk storage tank
10 to a distribution storage tank 12. A gate or lock 14
is connected between the bulk tank 10 and the distribution
tank 12 and an accumulator meter 16 may also be con-
nected in the condnit between the two tanks, The gate
14 controls the transfer of a predetermined quantity of
gasoline from tank 10 to tank 12, and the station operator
may distribute the gasoline for sale from the distribution
tank 12,

A security system in the form of a “combination lock”
controls the operation of gate 14. This security system
includes an input register 20 having four manually con-
trollable settable knobs 22-1—22-4 and a release control
24. Coupled to this input register is compare circuitry
26 and combination generator circuitry 28. The input
register applies signals over lines 30 to the compare cir-
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cuitry 26 and the combination generator circuitry applies
signals over corresponding lines 32 to that circuitry. In
response to operation of control 24, a signal is generated
on line 34 and applied to the compare circuitry. If the
signals on lines 30 and 32 compare identically, the com-
pare circuitry generates an output signal on line 36 which
is applied to the gate 14 to release the lock and permit
the transfer of a predetermined amount of gasoline (e.g.
five hundred gallons) from bulk storage 1¢ to distribution
storage 12.

The release signal on line 36 may also be applied over
line 38 to the combination generator 28 to revise the
combination. In addition, the release signal is also applied
over line 40 to a security interlock 42 in the form of a
stepping register to which an input signal is applied over
line 44 each time release control 24 is operated. Inter-
lock register 42 may be set to produce an output signal
on line 46 after it has been stepped three times, for ex-
ample, and the output on line 46 will prevent further
transfer of gasoline from distribution storage 12 (lockout),
for example, or provide a signal at a remote location that
attempts are being made to release the “lock.” Each sig-
nal on line 40 resets the interlock register 42. Thus,
the interlock register provides a control on the number
of times the input register controls 22 may be set and
the release control 24 operated. This interlock permits
the station operator, for example, to make one or two
errors in setting the input register dials 22, but if repeated
attempts to match the combination generated by the com-
bination generator are unsuccessful, the system is auto-
matically locked out. This interlock thus increases the
security of the control system. It also may be used to
detect endeavors to compromise the security system for
obtaining unauthorized access to the supervised com-
ponent.

A block diagram of the combination generator is shown
in FIG. 2. This combination generator includes a con-
trol register 50 that has a plurality of stages 52-1—52-N,
This combination generator in this embodiment is a step-
ping register which, in response to each signal applied
on line 38, is advanced one count. In the particular em-
bodiment, the stepping register includes mechanical de-
vices which are stepped in response to the input signal
and which remain in position when the control generator
is de-energized.

The control register outputs on lines 54 are binary out-
puts and correspond to each order of a binary word repre-
sentative of the number stored in the control register.
The output on line 54-N is representative of the least
significant order of the binary number and the output on
line 54-1 is representative of the most significant order
of that binary number.

These signals are applied to a code generator 56 which
includes a plurality of exclusive OR circuits 58 that cor-
respond in number to the orders of the binary word gen-
erated by the control register 50. Each exclusive OR
circuit has inputs 60 and 62 and normal and complement
outputs 64, 66, respectively. Two selection switches are
associated with each logic unit (with the exception of the
last logic unit 58-N which has only one selection switch
associated with it), Selection switch 68 controls the
application of a signal over output line 70 to a binary
to digital converter 72 and selection switch 74 controls
the application of the normal or complement output signal
over line 76 to the second input of the next exclusive
OR logic unit in sequence. Thus, the first inputs of the
logic units are connected in parallel to the outputs of the
control register 50, and they are connected in cascaded
sequence and by means of their second inputs,

This combination generator provides a scrambled out-
put on lines 32 as a function of the setting of the control
register 50. In response to each different setting of the
control register, a unique output of the command gen-
erator is produced with the connection shown in FIG. 2.
Should other connections be utilized, as hereinafter de-
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scribed, the number of different combinations available
is modified. The combinations may be changed by virtue
of changing the position of any one of the switches 68
or 74. .

The operation of the command generator may be better
understood with reference to FIGS. 3a—3c and the associ-
ated tables, which indicate the sequence of outputs for
various switch settings. In FIGS. 3a and 3b the inputs
to the three binary logic units are as indicated in FIG. 2,
while in FIG. 3¢ the input to the logic unit is from the
output signals applied on line 32. In other words, in the
FIG. 3c arrangement, the control register is set to the
setting of the scrambler output generated by the previous
setting of the control register,

In the switch setting shown in FIG. 34, switch 68-1 is
set to connect line 70-1 to the complement output 66,
while switch 74-1 is set to connect the sequence coupling
line 76 to the normal output 64-1. Switch 68-2 is set
to connect normal output 64-2 to output line 70 and
switch 74-2 is set to connect normal output 64-2 to the
third stage. Finally, the last stage, which is indicated as
stage 58-3, has its normal output 64-3 connected to out-
put line 70-3. This setting of the switches produces
the following scrambled sequence combinations as indi-
cated in the following table:

O

abc

e e QOO O
_HOOR RO
OCROR OO

OR R OOHARO >

RPOOROREFRO w

RO QOO MO

11
In FIG. 3b the switches are set so that each normal
output (line 64) is connected both to output line 70 and

to the sequence coupling line 76 for each logic unit. This
switch setting produces the sequence combinations indi-

cated in the following table:
abc ABC
000 000
001 111
010 110
011 001
100 011
101 100
110 101
111 010

In FIG. 3¢ the inputs as indicated above are revised
and it is not a stepping register input but rather a feed-
back arrangement in which each input is revised as a
function of preceding combination. In addition, the set-
tings of switches 68 and 74 have been changed as indi-
cated. This re-arrangement of the control register and
the switch settings produces the following sequence indi-
cated in the following table:

ABC A'B' C’
000 10

100 111
111 110
110 001
001 011
011 101
101 000

(It will be noted that the sequence does not produce a
sequence of eight different combination output numbers,
but rather repeats after seven.)

A circuit diagram of a suitable logic unit 58 is shown
in FIG. 4. That circuit has signals representative of the
first and second inputs applied to inputs 80 and 82 and
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complements of those signals applied to inputs 84 and
86. The normal inputs on lines 8¢ and 82 are connected
through a first diode OR circuit 88 and the complement
inputs on lines 84 and 86 are applied through a second
diode OR circuit 90. The outputs of these two OR. cir-
cuits are applied to a diode AND circuit 92 and the out-
put of that AND circuit is applied to control the conduc-
tion of two transistors 94 and 96. When transistor 94
is conducting, the potential at terminal 98 is substantially
ground (zero), and transistor 96 is not conducting, so that
the potential at terminal 160 is substantially at —12 volts.
Conversely, when transistor 94 is not conducting, the
potential at terminal 98 is substantially at —12 volts and
transistor 96 is then conducting so that the potential at
terminal 160 is substantially at ground. The output signals
at the terminals 98 and 100 correspond to the signals
applied on lines 64 and 66 in the block diagram shown
in FIG. 2.

While the security system of the invention has been
disclosed as utilizing logic units of a particular form of
binary exclusive OR circuits connected in a cascaded ar-
rangement, which arrangement has distinct advantages
from the standpoints of economy, reliability, and sim-
plicity and the further advantage of facilitating the revi-
sion of the combination sequences, it will be understood
that other logic arrangements may be utilized. There-
fore, while a particular embodiment of the invention has
been shown and described, it is recognized that further
modifications thereof will be obvious to those of ordinary
skill in the art, and therefore it is not intended that the
invention be limited to the disclosed embodiment or to
details thereof and departures may be made therefrom
within the spirit and scope of the invention as defined in
the claims,

What is claimed is:

1. A security system comprising an input register con-
trollable by a subscriber to provide a first combination of
digit signals,

a signal generator for generating a second combina-

tion of digit signals, said signal generator including
a plurality of logic units connected in cascade, each
said logic unit producing an output in response to an
input signal and the output from the preceding logic
unit in the cascaded series,

a comparator for providing an output signal upon actu-
ation by the subscriber in response to a satisfactory
comparison between said first and second combina-
tions of digit signals groups to provide a lock re-
lease signal, and

means to apply said release signal to said signal gen-
erator to revise said second combination of digit
signals.

2. The system as claimed in claim 1 further including
means associated with each logic unit to optionally revise
the value of the output from that unit. :

3. The system as claimed in claim 1 wherein each logic
unit includes an exclusive OR circuit.

4. The system as claimed in claim 1 wherein said
combinaiton generator includes a stepping register hav-
ing a stage corresponding to each logic unit and wherein
each said stage provides said input signal to its corre-
sponding logic unit.

5. A security system comprising an input register con-
trollable by a subscriber to provide a first combination of
digit signals,

a signal generator for generating a second combination
of digit signals, said signal generator including a shift
register having a plurality of stages,

a plurality of exclusive OR logic units corresponding
in number to the stages of said shift register,

each said logic unit having two inputs and an output,

said logic units being connected in cascade to apply
the output from each logic unit to the input of the
next logic unit in the cascaded series and the other
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of said inputs being connected to the output of the
corresponding stage of said shift register so that the
outputs of said logic units provide said second com-
bination of digit signals,

a comparator for providing an output signal upon actu-
ation by the subscriber in response to a satisfactory
comparison between said first and second combina-
tions of digit signals groups to provide a lock release
signal, and

means to apply said release signal to said signal gen-
erator to revise said second combination of digit
signals.

6. The system as claimed in claim 5 further including
means associated with each logic unit to optionally revise
the value of the output from that unit.

7. The system as claimed in claim 5 wherein said logic
units operate in the binary mode and each said logic unit
provides a normal output signal and a complement output
signal and further including a switch connected to said
logic unit to select either said complement output signal
or said normal output signal for application to the suc-
ceeding logic unit in the cascaded series.

8. The system as claimed in claim 7 wherein said signal
generator further includes a binary to digital converter
coupled to the outputs of said logic units and further in-
cluding switch means connected between said logic units
and said converter to select complement output signals
or normal output signals of said logic units for applica-
tion to said converter.

9. A security system for controlling the availability of
a bulk fungible commeodity to a subscriber comprising

commodity storage means,

commodity distribution means,

a conduit connecting said storage means and said dis-
tribution. means for transferring said commodity
from said storage means to said distribution means,

a gate control in said conduit for preventing transfer
of said commodity to said distribution means,

an input register controllable by said subscriber to pro-
vide a first combination of digit signals,

a signal generator for generating a second combination
of digit signals, said signal generator including a
plurality of logic units connected in cascade, each
said logic unit producing an output in response to an
input signal and the output from the preceding logic
unit in the cascaded series,

a comparator for providing an output signal upon actu-
ation by the subscriber in response to a satisfactory
comparison between said first and second combina-
tions of digit signals groups to provide a gate release
signal, and -

means to apply said release signal to said signal gen-
erator to revise said second combination of digit sig-
nals, and to said gate control to allow transfer of
said commodity from said storage means to said dis-
tribution means.

10. A security system for controlling the availability

of a bulk fungible commeodity to a subscriber comprising
commodity storage means,

commodity distribution means,

a conduit connecting said storage means and said dis-
tribution means for transferring said commodity
from said storage means to said distribution means,

a gate control in said conduit for preventing transfer of
said commodity to said distribution means,

an input register controllable by a subscriber to pro-
vide a first combination of digit signals,

a signal generator for generating a second combination
of digit signals, said signal generator including a shift
register having a plurality of stages,

a plurality of exclusive OR logic units corresponding in
number to the stages of said shift register,

each said logic unit having two inputs and an output,

said logic units being connected in cascade to apply the
output from each logic unit to the input of the next
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logic unit in the cascaded series and the other of said
inputs being connected to the output of the corre-
sponding stage of said shift register so that the out-
puts of said logic units provide said second combina-
tion of digit signals,

a comparator for providing an output signal upon actu-
ation by the subscriber in response to a satisfactory
comparison between said first and second combina-
tions of digit signals groups to provide a lock release
signal, and

means to apply said release signal to said signal gen-
erator to revise said second combination of digit
signals.

11. The system as claimed in claim 10 wherein said
logic units operate in the binary mode and each said logic
unit provides a normal output signal and a complement
output signal and further including a switch connected to
said logic unit to select either said complement output sig-
nal or said normal output signal for application to the
succeeding logic unit in the cascaded series.

12. The system as claimed in claim 11 wherein said
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signal generator further includes a binary to digital con-
verter coupled to the outputs of said logic units and fur-
ther including switch means connected between said logic
units and said converter to select complement output sig-
nals or normal output signals of said logic units for ap-
plication to said converter.
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