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NETWORK ACTIVITY VALIDATION
CROSS-REFERENCE TO RELATED APPLICATION

{0001] This application claims the benefit of US Application 62/689,431, filed June

25, 2018, the contents of which are incorporated by reference.
FIELD
{0002} This disclosure generally relates {0 moniloring systems.
BACKGROUND

{0003] Some people participate in network activilies each day. Forinstance, a
person may post an article online, write an electronic note {o a friend, or update
firewall settings for their computer. in some instances, a person may watch a movie
online, e.g., a free or rented movie, download a song, or download and install an

application on their computer.

[0004] Various computer devices provide network security. For instance, a
network may include a firewall, an intrusion detection system, or an antivirus, e.g.,

executing on a network device.
SUMMARY

00051 In general, one innovative aspect of the subject matier described in this
specification can be embodied in methods that include the actions of receiving data
identifying network activity for an online account; determining one or more users
associated with the online account; determining, for each of the one or more users, a
current physical aclivity in which the user is participating,; determining, for each of
the current physical activilies, a likelihood that the corresponding user initiated the
network aclivity while participating in the current physical activity, determining, for
each of the current physical activities, whether the corresponding likelihood satisfies

a threshold likelihood; and in response {0 determining that at least one of the
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corresponding likelihoods satisfies the threshold likelihood, providing an alert about
the network activity {o one of the one or more users associated with the online
account. Other embodiments of this aspect include corresponding computer
systems, apparaius, and computer programs recorded on one or more computer
storage devices, each configured {o perform the actions of the methods. A system
of one or more computers can be configured to perform particular operations or
actions by virtue of having software, firmware, hardware, or a combination of them
instalied on the system that in operation causes or cause the system to perform the
actions. One or more computer programs can be configured to perform particular
operations or actions by virtue of including instructions that, when executed by dala

processing apparatus, cause the apparatus to perform the actions.

{0008] The foregoing and other embaodiments can each optionally include one or
more of the following features, alone or in combination. Determining, for each of the
current physical aclivities, the likelihood may include determining, for each of the
current physical activities, a low likelihood that the corresponding user initialed the
network aclivity while sleeping, driving, or participating in a sport. The method may
include in response {0 determining that at least one of the corresponding likelihoods
satisfies the threshold likelihood, blocking completion of the network activity for the
online account. Blocking completion of the network aclivity for the online account
may include notifying a third party system {o cause the third party system {o block

completion of the network aclivity for the online account.

(00077 [In some implementations, the method may include in response {0
determining that at least one of the corresponding likelihoods satisfies the threshold
likelihood, removing the network aclivity for the online account from a network.
Removing the network aclivity for the online account from the network may include
removing identification of the network activily from a iog. The network aclivity for the
online account may include adjusting a security setting. Adjusting the security
setling may include adjusting a firewall security setling. Determining, for each of the
one or more users, the current physical activity in which the user is participating may

include receiving, from one or more smart devices, data that indicales at least one of
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a property of a physical environment in which the smart device is located or a
physical use of the smart device. Determining, for each of the one or more users,
the current physical activity in which the user is participating may include analyzing
the data received from the one or more smart devices to predict the current physical
activity in which the user is participating. The data may indicate the property of the
physical environment. The property of the physical environment may be a

temperature or a humidity of the environment in which the smart device is localed.

00081 In some implementations, determining, for each of the one or more users,
the current physical activity in which the user is participating may include for at least
one of the one or more users: determining a physical location of an asset associated
with the user; and determining the current physical activity for the user using the
physical location of the asset. Determining the physical location of the asset
associated with the user may include determining a physical location of a vehicle for
the user. Determining the current physical activity for the user using the physical
location of the asset may include determining whether the user is operating the
vehicle using the physical location of the vehicle. Determining the physical location
of the asset associated with the user may include determining a physical location of
a mobile device for the user. Determining the current physical aclivity for the user
using the physical location of the asset may include determining whether the user

likely initiated the network activity given the physical iocation of the mobile device.

{0008 In some implementations, the method may include determining a type of the
network activity for the online account. Delermining, for each of the current physical
aclivities, the likelihood that the corresponding user initiated the network activity
while participating in the current physical activity may include determining, for each
of the current physical aclivities, the likelihood that the corresponding user initiated
the type of the netwaork activity while participating in the current physical activity.

The method may include determining, for each of the one or more users, a physical
tocation of the user. Determining, for each of the current physical aclivilies, the
likelihood that the corresponding user initiated the network activity while participating

in the current physical activity may include determining, for each of the current
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physical activities, the likelihood that the corresponding user initiated the network

activity while participating in the current physical aclivity at the physical location.

f0010] According to another innovative aspect of the subject matier described in
this specification, a monitoring system is configured to monitor a property. The
monitoring system includes a sensor that is located at the property and that is
configured to generate sensor data that reflects an atiribule of the property; and a
monitor control unit that is configured to: receive data identifying network aclivity for
an online account; determine a user associated with the online account; based on
the sensor data, determine a current physical activity in which the user is
participating, determine a likelihood that the user initiated the network activity while
participating in the current physical activity, determine whether the likelihood
satisfies a threshold likelihood; and, in response {o determining that the
corresponding likelihood satisfies the threshoid likelihood, provide an alert about the

network actlivity to user associated with the online account.

{0011} This implementation and other implementations may include one or more of
the following optional features. The monitor control unit is configured to determine
the current physical activily in which the user is participating by determining that the
user is sleeping, driving, or participating in a sport; and determine whether the
likelihood satisfies a threshold likelihood by determining that the likelihood does not
satisfy the threshold. The monitor control unit is configured to determine whether
the likelihood satisfies a threshold likelihood by determining that the likelihood doss
not satisfy the threshold, and prevent completion of the netwaork activity for the online
account. The monitor control unit is configurad to prevent completion of the network
activity for the onling account by instructing a third party system to prevent
completion of the network aclivity for the online account. The monitor control unit is
configured to determine whether an arming status of the monitoring system is armed
stay, armed away, or unarmed; and determine the current physical activity in which
the user is participating based on whether the arming status of the monitoring
system is armed stay, armed away, or unarmed. The network activity for the online

account comprises adjusting a security setling.
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f0012] The action of adjusting the security setting comprises adjusting a firewall
security setting. The monitoring system includes an electronic device that is
associated with the user and that generates location data or motion data for the
user. The monitor control unit is configured o determine a current physical activity
in which the user is participating by determining a physical location of the electronic
device based on the location data or the motion data; and determining the current
physical activity of the user based on the physical location of the electronic device.
The monitor control unit is configured to determine a physical location of a vehicle of
the user based on the physical location of the electronic device; and determine the
current physical aclivity of the user by determining whether the user is operating the
vehicie based on the physical location of the vehicle. The monitor control unit is
configured to determine a physical location of the user based on the physical
location of the electronic device, and determine the current physical activity of the
user by determining the current physical activity of the user based on the physical
location of the user. The monitor control unit is configured to determine the
threshold likelihood based on the network activity. The monitor control unit is
configured to determine the current physical aclivity in which the user is participating

bhased on a location of the sensor.

{0013] The subject matter described in this specification can be implemented in
various embodiments and may resull in one or more of the following advantages. In
some implementations, the methods and systems described below may improve
network security by alerting a user of suspicious network activity, blocking
suspicious network activity, removing suspicious network activily, performing
another action in response to detection of suspicious network activity, or a
combination of two or more of these. In some implementations, the methods and
sysiems described below may automatically prevent network aclivity, e.g., particular
types of network aclivity, when a person s performing specific aclivities, improving

network security.

f0014] The details of one or more implementations of the subject matter described

in this specification are set forth in the accompanying drawings and the description
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below. Other features, aspects, and advantages of the subject matter will become

apparent from the description, the drawings, and the claims.
BRIEF DESCRIPTION OF THE DRAWINGS

f0018] FIG. 1 i3 an example of an environment in which a network-activity

validation system analyzes network activity.

f0018] FIGS. 2A-C are examples of other environments in which a network-activity

validation system analyzes network activity.

{00177 FIG. 3 is a flow diagram of a process for determining whether to take action

based on network activity.
{0018] FIG. 4 is a diagram illustrating an example of a home monitoring system.

[0019] Like reference numbers and designations in the various drawings indicate

like elaments.
DETAILED DESCRIPTION

{00207 A network-aclivity validation system may receive and analyze data from
muiltiple devices, e.g., including smart devices, 1o ensure that detected network
activity was initiated by a user. When the network-aclivity validation system
determines that a user likely did not initiate a network activity, e.g., achangeto a
firewall or a network account, the network-activity validation system may generate
an alert notifving the user of the detected network aclivity. instead of or in addition
{0 generating the alert, the network-activity validation system may perform one or
more automated actions in response {0 detecting the network activity. For example,
the network-activity validation system may block completion of the network activity,
remove identification of the network activity from a corresponding account, cause a
system to adjust one or more settings for an account associated with the network
activity, or a combination of two or more of these.

6
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00217 When the network-activity validation system detects network aclivity that
indicates the initiation of a process that includes other activity, such as the beginning
of a malicious computer attack or installation of a malicious software program over a
network, the network-activity validation system can block completion of the network
activity. For instance, the network-activity validation system may detect an unknown
computer system gaining access (o a home network, gather smart device data,
determine a likely current activity of a user based on the smart device data, and
determine whether the user likely participated in the unknown computer system
gaining access {0 the home network. When the network-activity validation system
determines that the user likely participated in the network activity, e.g., the useris
working ai home and allowed a remote helpdesk application access to their home
network, the network-activity validation system may determine to take no further
action. But when the network-aclivity validation system determines that the user did
not likely participate in the network aclivity, e.g., the user is cooking dinner, the
network-activity validation system may take further action, such as an automated

action to block the network activity, providing a notification {o the user, or both.

{00227 When the network-activity validation system determines o remove
identification of the network aclivity from a corresponding account, the network-
activity validation system may remove data from a log, or another database, that
identifies the network aclivity. For instance, the network-activity validation system
may identify an access log for a computer on the home network, locate an entry in
the log that indicates access o the computer by the unknown computer system, and
remove the entry from the log. The network-activily validation system may perform
one or more actions based on user configuration of the network-activity validation
system. For example, the network-activity validation system would not remove an
entry from a log without prior user authorization of a setting that indicates that the

network-activity validation system should perform such removal.

f0023] The network-activily validation system may determine an account
associated with the network activity. Some examples of accounts may include an

antivirus account, e.g., with an antivirus service provider, a firewall account, a
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computer account, e.q., for the user's home computer or a network security device,
or another appropriate type of account. The network-activity validation system may
automatically update one or more setlings for the account based on the detecied
network activity. The automatic update may be based on configuration settings for
the network-activity validation system. In some examples, the network-aclivity
validation system may update a firewall setling to block an internet protocol (IP)
address of the unknown computer system from gaining access o the home networl
In some exampies, the network-aclivity validation system may temporarily disable
account use for a predetermined period of time, e.g., may block all home network

access for the predetermined period of time.

[0024] FiG. 1 is an example of an environment 100 in which a network-activity
validation system analyzes network aclivity. Forinstance, the nefwork-activity
validation system monitors network activity and delermines whether to perform an
action in response to some of the network activity using sensor data received from

sensors 102a-e in the environment 100.

[0025] The environment 100 includes mulliple sensors 102a-e. The sensors 102a-
e may be sensors in a person’s home. Some of the sensors may be included in
other devices, e.g., in a smart device. Some of the sensors may be their own
device. Forinstance, the sensor 102a may be a motion sensor, a smoke detector,
or a carbon monoxide detector, to name a few examples. When the sensor 102ais
a smoke detecior or a carbon monoxide detector, the sensor 102a may include a
thermometer (o determine a temperature of a room in the person’s home, e.¢., the

temperature of a kitchen.

{00267 The network-activily validation system may use the motion sensor or the
thermometer {0 determine a physical activity of a person. For example, the network-
activity validation system can receive motion data from a motion sensor and
determine, using the motion data, a likelihood that a person is in the rocom using the
motion data. When the motion data indicates no movement in the room, the

network-activity validation system may determine that there is a low likelihood that
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the person is in the room. Depending on the type and amount of motion represented
by the motion data, the network-activily validation system may determine a higher

likelihood that the person is in the room.

00271 The nelwork-activity validation system can use temperature data to
determine a likelinood that a person is in the room, performing an activily in the
room, or both. For instance, the network-activity validation system may determine a
likelihood that a person is cooking in the kitchen although the person might not
currently be in the kitchen at the time sensor data, analyzed by the network-activity
validation system, was captured, .g., the person may have gone into the dining
room {0 set the table. The network-activity validation system may determine that a
person has a higher likelihood of performing an aclivity in a room when the
temperature is different than a predetermined temperature for the room. When the
room is a kilchen, the network-activity validation system may determine that there is
a higher likelihood when a current iemperature is higher than a normal kitchen room

temperature, e.g., caused by use of the stove or oven.

[0028] The neiwork-activity validation system may delermine ifemperature trends
for any particular rcom in a home and use the temperature trends when determining
whether a person is likely performing an aclivity in the room. For instance, when the
temperature trends indicate that a room, &.¢., a sun room, is normally cool at night
and warm during the day and the network-activity validation system detects a cooler
than normal day-time temperature, the network-activity validation system may
determine that there is a higher likelihood that a person is performing an activily in

the room, e.g., because the person turned on the air conditioning in the room.

{00297 The sensor 102b can be part of a fridge. The fridge may include a door
sensor that detects opening of a fridge door, a light sensor that delects when the
fridge light turns on, or another sensor that detects user interaction with the fridge.
For example, ancther sensor may be a touch sensor 104 on the fridge door that
receives input requesting water or a fridge setting adjustment. The network-activity

validation system may use data from one or more fridge sensors to determine
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whether a person recently interacted with the fridge, e.g., when the door recently
opened, the light recently turned on, or the touch sensor 104 recently received user

input.

{00301 Similarly, an oven sensor 102c¢ or a stove sensor 102d can detect user
interaction with the corresponding device. The sensors 102c¢-d may provide user
safely features, e.g., to make sure that the oven or stove is not left on, to allow
remote deactivation of the corresponding device, or both. The sensors 102¢-d can
also provide the network-activity validation system with output data to allow the
network-activity validation system to determine a likely physical activily of a person,
e.q., when the person configures the oven, the stove, or both, to provide such data.
Some examples of data generated by the oven sensor 102¢, the stove sensor 1024,
or both, include whether the corresponding device is on, whether the device recently
received user input, e.q., adjusting the device’s lemperature, or other appropriate
sensor data.

f0031] A stove hood, that vents air from the kitchen, may include the sensor 102e
that detects use of the stove hood, that enables automated activation of the stove
hood, e.g., automaticaily when the stove is turned on, or both. The network-activity
validation system may use data from the stove hood sensor 102e to determine a
likely physical aclivity for a person. For example, when the network-activity
validation system receives data from the stove sensors 102d and the stove hood
sensor 102e that indicate use of the corresponding device, the network-activity
validation system may determine that there is a higher ikelihood that a person is

cooking in the kitchen.

00327 The environment 100 may include more or fewer sensors depending on the
configuration of the devices connected o the network-activily validation system.
Other example environments are described with reference o FIGS. 2A-C below.
Some examples of additional sensors may include cameras, noise sensors, light
controls, thermostats, televisions, radios, or security controls, to name a few

examples. Types of sensors may vary depending on the room or other location in

10



WO 2020/005919 PCT/US2019/038954

which the sensors 102a-¢ are positioned. Forinstance, a garden may include

motion sensors, a camers, and a pressure sensor.

f0033] The network-activity validation system may analyze data from multiple
sensors when determining a likely physical activity of a person. For instance, the
network-activity validation system may include one or more modaels that correlate
types of sensor data with likely physical activities. In one example, when the
network-activity validation system receives sensor data indicating the kitchen lights
are on and brief access to the fridge, the network-activity validation system may
determine that there is a low likelihood that a person is cooking (although the
network-activity validation system might not know an actual physical activity the user
is participating in based on this sensor data aloneg). When the network-activity
validation sysiem receives sensor data indicating that the kitchen lights, the stove,
and stove hood are on, an elevated kitchen temperature, e.g., because of siove use,
and recent access to the fridge and sink use, e.g., from a sink sensor, the network-
activity validation system may determine that a person is likely cooking in the

kitchen.

f0034] Forinstance, during a time period from Te to T2, the sensors 102a-e may
capture data for the environment 100, When a person is cooking in a kitchen, the
fridge sensor 102b may detfect the user opening and closing the fridge to get
ingredients for a meal. The stove sensor 102d and the stove hood sensor 102e may
detect user interaction with the stove, e.g., the user turning the stove and the stove
hood on. The thermometer 102a may detect an increased kifchen room temperature
because the stove is turned on. A faucet sensor may detect a user turning the
faucet in a sink on and off, e.g., using an electronic faucet. A garbage disposal

sensor may detect a user turning a garbage disposal in a sink on.

[0038] Altime T4, during the time period from To to T2, the network-activity
validation system may detect network aclivity, e.g., a firewall application 106 setling
change. The setlling change may be, for example, a change to a list of permitied

applications 108 installed on a device that are allowed access o a network, e.g., the

11
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Internet, access to a particular computer directory, or both. The setling change may
be the addition of an “ElK Cloner” gpplication to the firewall’s whitelist of authorized
applications. The device on which the firewall application 106 is installed may be a

dedicated firewall or ancther computer on which the firewall application executes.

f0038] The network-activily validation system analyzes sensor daia, received from
one or more of the sensors 102a-e, {o determine whether to perform an action in
response to the detected network activity, e.q., the firewall application 106 setting
change. Forinstance, the network-activity validation system analyzes the sensor
data to determine a physical activity the person is likely performing. The network-
activity validation system may determineg that the person is likely cooking because of
the increased kitchen temperature and the user interaction with the fridge, the stove,

and the stove hood.

{00371 Given the physical activity the person is likely performing, the network-
activity validation system determines a likelinood that the person initiated the
network activity, e.g., the setling change. For example, the network-activity
validation system may determine that there is a low likelihood that the person
initiated the firewall application 106 setling change because the person is likely
cooking. The network-activity validation system may use a model of expected
activities that indicates aclivities that can be or are generally performed together to
determine the likelihood that the person initiated the network activity. For instance,
the model may indicate that there is a low likelihood of a user changing a firewall
application 106 setling while cocking. The model may be specific {o the person,
e.g., based on historical data, for a group of people, or both, &.¢., when a historical

model based on mullipie people is customized for a particular person.

{00387 When the network-activity validation system determines that there is a low
likelihood that the person initiated the network activity, e.g., because the useris
likely cooking in the kitchen, the network-activily validation system determines an
action to perform. For instance, the network-activity validation system may

determine to alert the person about the firewall application 106 setling change. In

12
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response, the network-activity validation system may generate a message for the
person, which can be presented on a mobile device 110 at time T3, e.g., in the user
interface 112. The message identifies the suspicious network aclivity detected by
the network-activity validation system. The user interface 112 may include one or
more options that request user input. For example, the user interface 112 may
include a “yves” authorization button that indicates that the network activity is
authorized by the person or a “no” authorization button that indicates that the

network activity is not authorized by the person.

f0039] Receipt of data indicating user selection of one of the oplions may cause
the network-activity validation system to perform a corrective action. For example,
when the network-aclivity validation system receives daia indicaling selection of the
“no” authorization bution, the network-activity validation sysiem may revert the
firewall application 106 back to the settings prior {0 the detected setting change, may
remove the setting change from the firewall application 106, e.g., remove the
whitelist entry for the “Elk Cloner” application, block further changes to the firewall
application 106 for a predetermined period of time, may perform another appropriate

action, or perform a combination of two or more of these.

{00407 In some implementations, the neiwork-activity validation system may
perform a corrective action automatically, e.q., without receiving user input for the
corresponding network activity. For instance, the network-activity validation system
may automatically prevent further setting changes to the firewall application 106
while providing the message for the person. The network-activity validation system
may then perform additional aclions automatically, based on user input responsive

to the message, or both.

{00417 The network-activity validation system may receive the data from the
sensors 102a-e in response {o detecting the network activity, .¢., the firewall
application 106 setling change, continuously, or both. For example, the network-
activity validation system may continucusly receive sensor data from the sensors

102a-2. When the network-aclivity validation system detects the network activity,

13
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the network-activity validation system analyzes the sensor data, e.g., the most
recently received sensor data from each of the sensors, {0 determine whether the
person likely initiated the network activily or the network aclivity is potentially
malicicus. The network-activity validation system may then perform an action or not

based on the detarmination.

00421 In some examples, the network-activity validation system may request
sensor data from one or more of the sensors 102a-g in response to detection of the
network activity. The network-aclivity validation system may request sensor data
from all of the sensors 102a-e. The network-activity validation system may request
sensor data from only some of the sensors 102a-e. For instance, the network-
activity validation system may request sensor data from sensors for which data
frequently changes, such as a temperature, and determine not to request sensor
data from sensors for which data does not frequently change, such as a security
control that indicates whether a front door security alarm is on. When the network-
activity validation system only requests some sensor data, the network-activity
validation system may use previously received sensor data for the sensors for which

updated sensor data was not requested.

00431 In some implementations, the neiwork-activity validation system may
provide data that indicates whether the person likely initialed the neifwork aclivity to
another system, e.g., a third party system. The network-actlivity validation system
may provide the data {o the other system instead of or in addition {o performing other
actions based on detection of the network activity. For example, the network-activity
validation system may determine an account associated with the network activity.
When the network aclivity relates {o a setling change for the firewall application 108,
the account may be an account for the firewall application 106, e.g., with the firewall
provider. The network-activity validation system may provide data about the network
aclivity {o the other system to enable the other system to perform corrective action.
For instance, providing the data {o the other system may cause the other sysiem o
remove a log eniry that identifies the network activily, update the account for the

person, .¢., reset the account password, or perform another action.
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00441 In some examples, the other system may prevent completion of the network
activity. For instance, the other system may use data received from the network-
activity validation system to deiermine whether to allow the network aclivity, e.g., to

allow the change fo the firewall application 106, or to prevent the network activity.

f0045] The network-activily validation system is an example of a system
implemented as computer programs on one or more computers in one or more
locations, in which the systems, components, and technigues described in this
document are impiemented. Smart devices, €.¢., that include the sensors 102a-g,
may include personal computers, mobile communication devices, and other devices
that can receive user input and send and receive data over a network, such as the
exampie devices described above. The network (not shown), such as a local area
network (LAN), wide area network (WAN), the internet, or a combination thereof,
connects two or more of the network-activity validation system, the sensors 102a-¢,
or a third party system. The networl-activity validation system may use a single
server computer or multiple server computers operating in conjunction with one
another, including, for example, a set of remote computers deployed as a cloud

compiing service.

{00468] FIGS. 2A-C are examples of other environments 200a-c in which a network-
activity validation system analyzes network activity. The network-activity validation
system may be the same network-activity validation system as described with
reference above {0 FIG. 1, as described below with reference to FIG. 4, or both. In
some implementations, one or more of the environments 200a-¢ or the environment
100 may be part of another environment. Forinstance, the environments 100, 200a,

and 200c may be part of a single environment, e.g., different parts of a home.

{00477 InFIG. 2A, the environment 200a includes a lamp 202, a clock 204, and a
bed 206. The lamp 202 includes one or more sensors to detect whether the lamp
202 isinuse. Forinstance, the lamp 202 may include a sensor that determines
whether the lamp is on. The lamp 202 may include a motion sensor that detects

movement in a room in which a lamp is located.
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00481 The clock 204 includes one or more sensors. For example, a first sensor
may detect an alarm setting. A second sensor may detect whether the clock is in
use, e.¢g., presenting content from a radio station or streaming music, and whether a
sieep setting, that automatically stops content presentation, is enabled. The clock

may alsc include a motion sensor.

00491 The bed 206 can include one or more sensors that detect bed use. In some
examples, some of the sensors are inlegrated into a mattress of the bed 206. in
some examples, some of the sensors are attached to the bed 206, e.q., placed
between the sheets on the bed 206. The bed sensors may detect user positon on
the bed 200, e.g., whether a person is sitting or lying on the bed 206, user
movement, or both. For instance, the bed sensors may detect data that allows a
determination whether the person is asleep, determination of a person’s sieep

pattern, or both.

00501 The network-activity validation system can use data from the sensors
included in the lamp 202, the clock 204, the bed 206, or a combination of two or
more of these, to determine a current physical activity in which a person is
participating. For example, the network-aclivity validation system can use the

sensor data to determine whether a person is reading in bed or sleeping.

{0051] When the network-activity validation system receives transaction data for
the person, the network-activity validation system may use the sensor daia (o
determine whether the fransaction is valid. Forinstance, when the network-activity
validation system receives data that identifies a credit card or debit card purchase,
the network-activity validation system may analyze the sensor data to determine
whether to authorize the transaction. If the network-activity validation system
determines that the person is not sleeping or reading in bed, the network-activity
validation system may use data from other sensors to determing a likely aclivity in
which the person is participating. For example, the network-aclivity validation

system may determine that the person is likely walching television in their living
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room based on data received from other sensors, 2.g., in the living room, and that

the transaction was likely authorized.

f0052] VWhen the network-activity validation system determines that the person is
likely reading in bed or sleeping, the nelwork-activity validation system may
determine that the transaction is likely invalid, to not authorize the transaction, or
both. The network-activity validation system may perform one or more actions in
response to the determination. For instance, the network-activity validation system
may send an error message (o another sysiem, e.q., associated with the card, to
stop the transaction, may send an alert 208 to an account for the person, e.g., an
email or texi-message alert, or perform another appropriate action. in some
exampies, the network-activity validation system may determine that the person
likely did not authorize the transaction made at 1:15 AM when, around 11PM prior to
going to bed, the person ran a sleep scene which armed her home security system,
set her thermostat {0 sleep mode, and turned off all her lights. The network-aclivity
validation system may delermine that the person likely did not authorize the
transaction when the network-activity validation system receives sensor daia
indicating that no one left the bed from a bed sensor, a motion sensor, or a video
camera. The network-aclivity validation system may determine that the person likely
did not authorize the transaction when the network-activity validation system
determines that the person did not use her phone after 11PM, prior to waking up at
BAM, or both.

00531 [n some implementations, the network-activily validation system determines
that there is a low likelihood of a person initiating network activity when the personis
likely participating in certain aclivities. For example, when the network-activity
validation system determines that the person is likely sleeping, driving, or
participating in a sport, e.¢., walking, hiking, jogging, or playing soccer, the network-
aclivity validation system determines that there is g low likelihood that the person
initiated the network activity, .9., because of the amournt of interaction required to
sleep, drive a vehicle, or play a sport. The network-aclivity validation system may

have a threshoid likelinood below which a person is not likely 1o have iniliated a
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network activity. The threshold likelihood may be 40%, 30%, or ancther threshold

valus.

f0054] In some examples, the network-activity validation system may use multipie
different threshold values. For instance, the different thresholds may relale to a

corresponding action the network-activity validation system performs.

{0088] FIG. 2B is an example of the environment 200b that includes a car 210 and
a swimming pool 212. In the environment 2000, the network-activity validation
system includes multiple thresholds that define different actions for the network-

activity validation system to perform.

f0088] For example, when the network-activity validation system receives sensor
data from the car 210, the network-aclivity vaiidation system may delermine that a
first likelihood that a person driving the car initiated first network activity satisfies a
first threshold, e.g., is less than the first threshold. But when the network-activity
validation system receives sensor data from the car 210, parked by the swimming
pool 212, and one or more sensors near the swimming pool 212, e.g., cameras or
motion sensors or thermometers that detect a person in a pool, the network-activity
validation system may determine that a second likelihood that the person initiaied
second network activity does not satisfy the first threshold and instead satisfies a
second threshold, e.g., the second likelihood is between the first threshold and the

second threshold.

f005871 If the network-activily validation system determines that the first likelihood
satisfies the first threshold, the network-activity validation system may block 214
completion of the first network aclivity, e.q., stop the network activity, or perform
another appropriate action. I the network-activity validation system determines that
the second likelihood satisfies the second threshold but does not satisfy the first
threshold, the network-activity validation system may send a message 214 about the
second network aclivity for viewing by the person. For instance, the network-activity

validation system performs a different action for the second network activity than the
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action performed for the first network aclivity based on the likelihoods that the

person may have initiated the network activity.

{0088] FiG. 2C is an example of the environment 200c that includes a treadmill
216, a humidity sensor, a temperature sensor, a noise sensor, a motion sensor, or a
combination of two or more of these. The network-gctivity validation system may
receive data from one or more of these devices, €.g., sensors, and use the data to
determine whether a person is exercising, €.qg., using the treadmill 216. For
instance, the network-activity validation system may determine that a person is
exercising when the treadmill 216 is on, a room has an increased humidity level or
increased temperature than normal, there is noise from the user jogging or listening
to music or both, there is motion around the treadmill area, or a combination of
these. When the network-activity validation system determines that a person is
likely exercising and an account for the user is accessed, .¢., an online firewaill
settings account, the network-activity validation system may determine that the
account access is likely not authorized and notify the user about the access, prevent
account access 218 for a predetermined period of time, or perform another

appropriate action.

{00591 In some implementations, when an account is associated with mulliple
users, the network-aclivity validation system may perform the analysis for each of
the users. For example, when an oniine firewall account has two users, e.g., for
roommates that use the same home network, the network-activity validation system
may perform the physical aclivity analysis for each of the users and determine
corresponding likelihoods that the users initiated network activily based on the

physical activity analysis.

{0060} In some implementations, the network-activity validation system may
determine a persor’s likely current iocation for use during aclivity analysis. For
instance, the network-activity validation system may use a location of a person’s
phone, car, keys, wallel, or purse, {0 name a few exampies, while determining a

likely current physical activity in which the person is participating and whether the
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person likely initiated network activily given the location of these items. For
example, when a person’s wallet is in a gym locker room, the network-activily
analysis system may determine that there is a low likelihood that the person initiated
any network activity.  In some examples, when the person’s likely current location is
their home and the network-aclivity validation system determines that network
activity was initiated cutside the home, &.9., at an airport, the network-activity
validation system may delermine that there is a low likelihood that the person

initiated the network activily.

00611 In some implementations, when the network-activily validation sysiem
performs an action based on network activily, the network-aclivity validation system
may generaie a message requesting that a user perform a specific action o verify
the user's location. For insiance, when the network-activity validation system
determines that a person is likely cooking in their kitchen, the network-activity
validation sysiem may send a message, e.¢., a text or email message, Tor viewing
by the person that requests that the person turn their kitchen lights on and off. This
may increase security during the validation analysis since i is less likely that a

malicious actor has access to the lights.

[00682] The nelwork-activity validation system may use a speed at which a person
IS moving, a type of movement, or both to determine whether the person authorized
network activity. For instance, when the network-activily validation system
determines that a person is likely on the treadmill 216 but is likely walking, the
network-activity validation system may determine that the network activity is likely
authorized. The network-activity validation system may use data from mullipie
sensors to determine whether the network activity is likely authorized. For example,
the network-activily validation system may use a location of the persons mobile
phone, e.¢., in a workout room, data indicating that the person recently accessed
their mobiie phone, sensors that detect the person, and the movement speed of the
person, e.g., that the person is likely walking, to determine that the network activity is
likely authorized. The network-aclivity validation system may determine that the

network activity is likely authorized because a user may be more likely to access
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their account, e.g., firewall account, while walking than if the person were running.
The network-activity validation system may determine a likely speed of the person
based on global positioning sateliite (GPS) data, an activity tracker, e.g., that
indicates whether a person is walking or running, or another type of monitoring
device.

00831 The network-activity validation system may determine a type of physical
movement of a person for use during network activity validation. For example, the
network-activity validation system may determine whether a person is jumping or
jogging based on an amount and speed of vertical movement of the person, e.g.,
using an activity tracker. The network-activity validation system may determineg that
a person is more likely to authorize network activity when the person is walking,
sitting, or laying down compared to when the person is running, jumping, or climbing.
In some exampiles, when the network-activily validation system determines that a
person is likely watching television while sitting on their couch, e.g., using motion
sensors in their iving room, aclivity trackers, other sensors, or a combination of
these, the network-activily validation system may determine that the person likely

authorized network activity.

[0084] In some implementations, a network-aclivity validation system may prevent
certain network activity when a person is performing specific activities. For instance,
the network-activity validation system may actively monitor a person’s actions,
based on user configuration of the network-aclivity validation system, {o determine
an aclivity the person is performing. When the network-aclivity validation system
determines that the aclivity is one of a predetermined list of activiliesg, the network-
activity validation system can prevent initiation of certain network aclivity, e.q., block
the network aclivity from occurring. For example, upon detection of a person
performing one of the predetermined list of aclivities, the network-activity validation
system may determine a list of network activity that should not be allowed during the
detected aclivity or any of the predetermined aclivities. The network-activity
validation system may then send a message (o one or more corresponding systems

o cause those systems to block the certain network aclivity.
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{00651 In some examples, the network-activity validation system may disable use
of one or more software applications depending on the person’s aclivity. For
instance, the network-activity validation system may send a message to a user
device disabling one or more software applications upon detection that the person is
driving. The user device may be the person’s, &.¢., their smart phone, or ancther
person's, e.g., their child’s tablet as part of parental control seitings.

f0066] In some examples, the network-activity validation system may disable use
of one or more software applications depending on the type of device, e.g., in
addition to the person’s activity. For example, a business owned or controlled
device may include settings that indicate certain scfiware applications that should be
disabled during work hours, e.g., {0 increase data security at the business. When
the network-activity validation system determines that a person who uses the
business owned or controlied device is working, €.¢., based on a badge swipe, PIN
code entry, visual verification, or two or more of these, the network-activity validation
sysiem can send a message to the business owned or controlied device, or {0
another sysiem, to cause the receiving device or system to disable the certain

sofiware application.

006871 In some implementations, the neiwork-activity validation system may
enable certain software applications when a person is performing certain aclivities,
e.q., o improve security. For example, the network-activity validation system may
automatically enable a home security system when the network-activity validation
sysiem determines that a person is jogging, e.g., and when the person forgot to
enable their home security system. The network-activity validation system may
enable one or more computer security applications depending on the person’s
activity. For instance, the network-aclivity validation system may enable real-time
tocation tracking of the person during particular activilies, e.g., to improve security
and upon user configuration of the appropriate setlings. The network-activity
validation system may disable the location traction when the person completes the
aclivity, e.g., 1o conserve battery life of the device providing the location tracking.

The network-activity validation system may enable a firewall application, an antivirus
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application, or both, depending on the person’s activity. In some examples, the
enabled application may reside on a network gateway, .q., a modem, router, or
ancther network device that can monitor traffic ingress and egress on a network.
The network-activity validation system may enable the applications by sending

messages to a device on which the application executes.

{0068] FIG. 3 is a flow diagram of a process 300 for determining whether {o take
action based on network aclivity. For example, the process 300 can be used by the
network-activity validation system described with reference to the environments 100
or 200a-c.

00891 A network-activily validation system receives data identifying network
activity for an online account (302). For instance, the network-activity validation
system receives data for 3 network security account, such as a firewall or antivirus
account. The network-activity validation system may receive the data from another
system, from a computer, or from another device. The network aclivity may be a
change to a firewall, access to a network resource, or other network aclivity.

00701 The network-activity validation system delermines a user associated with
the online account {304). For instance, the received data may identify the user. In
some examples, the received data identifies a user without identifying the online
account. In some implementations, the network-activity validation system
determines the user based on the network activity, e.q., by determining an account
associated with a system, such as a firewall, for which the network activity occurred
or by determining an account associated with a network on which the network
activity occurred. For example, the network-activity validation system may
determine that the network activity occurred in a particular home and determine an

account for that particular home.

00711 The network-activity validation system receives, from one or more devices,
data that indicates at least one of a property of a physical environment in which the
device is located or a physical use of the device (308). Some of the devices may be
smart devices. The network-activity validation system may receive some of the data
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from a sensor as a device. Properties of the physical environment may include a
temperature, a humidity level, or a sound level for the physical environment.
Properties of the physical use of a device may include when the device was used; a
type of use, e.g., opening a door or setting an oven to 500°F,; or whether the device
is currently in use. In some implementations, the data may indicate a location of the
device. In some impiementations, the data may indicate data received from a

sensor included in the device, e.g., without including location data.

00721 The network-activity validation system analyzes the data received from the
one or more devices to predict a current physical aclivity in which the useris
participating (308). The network-activity validation system may analyze data from
each device separately to predict the current physical aclivity. In some examples,
the networlk-activity validation system may analyze the data from two or more
devices together to predict the current physical activity. When the network-activity
validation system determines two physical aclivities, both of which have at least a
threshold likelihood of a user participating in the corresponding activity, the nefwork-
activity validation system may request dala from additional sensors, discard data
from some of the sensors for which there is a discrepancy, or perform other analysis
on sensor data o predict a single current physical aclivity for the user which has the

highest likelihcod that the user is participating in the aclivity.

0073} The network-activity validation system determines a likelihood that the user
initiated the network activity while participating in the current physical aclivity (310).
For example, when the network-activity validation system determines that the useris
likely sleeping, driving a vehicle, or participating a sport, the network-achivity
validation system may determine that there is a low likelihood that the user initiated
the network actlivity, e.g., that the likelihood is less than a lowsst threshold likelihood.
The low likelihood indicates that the user probably did not initiate the network

aclivity, e.g., probably did not change the firewall application setling.

[0074] When the network-activity validation system determines two polential

physical activities for the person, the network-aclivity validation system may
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determine a likelinood that the user initiated the network activity for each of the
activities. The network-activity validation system may continue the process 300 for

gach of the likelihcods, e.q., separately.

00751 The nelwork-activity validation system determines whether the likelihood
satisfies a threshold likelihood (312). When the likelihood is less than, equal to, or
either, the threshold likelihood, the network-activity validation system may determine
that the likelihood satisfies the threshold likelihood. The network-activily validation
system may determine that the likelihood does not satisfy the threshold likelihood

when the likelihood is greater than, equal {o, or either, the threshold likelihood.

00761 [n response to determining that the likelinood satisfies the threshold
likelihood, the network-activity validation system provides an alert about the network
activity fo the user associated with the online account (314). Forinstance, the
network-activity validation system may generate a message for presentation o a
user. The message may identify information about the network aclivity. In some
examples, the message may identify correclive action o take based on the network

activity.

00771 Inresponse to determining that the likelinood does not satisfy the threshold
likelihood, the network-activity validation system determines {o skip taking further
action based on the network activity (318). For example, the network-activity
validation system discards the received data for the network activity and does not

{ake any addilional action based on the network activily.

[0078] When the network-activily validation system determines multiple likelihoods
that the person initiated the network activity based on different potential physical
activities, the network-activity validation system may perform an aclion when at least
one of the likelihoods satisfies the threshold likelihood. In these implementations,
the network-activity validation system may determine {o skip taking further action

when none of the likelihoods satisfies the threshold likelihood.
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f00791 The order of steps in the process 300 described above is illustrative only,
and the determination whether to {ake action based on network aclivity can be
performed in different orders. For example, the network-activity validation system
may receive data from the one or more devices before or concurrently with the
determination of the user associated with the online account. In some examples, the
network-activity validation system may receive data from the devices before or

concurrently with receipt of the data identifying the network activity.

00801 [n some implementations, the process 300 can include additional steps,
fewer steps, or some of the steps can be divided into multiple steps. For example,
the network-activity validation system may perform steps 302 through 312 without
performing either step 314 or 318, Instead, when the network-activity validation
system determines that the likelihood satisfies the threshold likelihood, the network-
activity validation system may perform one or more automated actions based on the
network activity without requesting or receiving input from a user. In some
implementations, the network-activity validation system might not receive data from
a device, e.q., might not perform step 306. Forinstance, the network-aclivity
validation system can retrieve sensor data from a database, e.q., that was previously
received from a device, such as a smart sensor, and analyze the retrieved data, e.q.,

perform step 308 using the refrieved data.

00817 [n some implementations, the network-activily validation system may
request data from other systems as part of an activity validation process. For
exampie, the network-activity validation system may request data from a drone, e.q.,
an aerial or land based drone, for use when validating network activity. The
network-activity validation system can request that the drone capture one or more
images of a person, when the system has appropriate user authorization to capture
such images, and use the images to determine the person’s current activily and
whether {0 authorize the network activity.

[0082] The network-activily validation system may send a data request o another

system when the network-activity validation system determines that the network-
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activity validation system does not have at least a threshold cerfainty of what activity
the person is performing. For instance, the network-activity validation system may
determine that a person might be cooking in his kitchen but alternatively might be
watching television in his kitchen while eating a snack, both with a similar degree of
certainty. Since, in this example, the network aclivity would not be authorized if the
person was cooking but might be authorized if the person is walching ielevision {or a
different action would be performed depending on the person’s activilty), the network-
activity validation system does not have at ieast the threshold certainty of the
person’'s aclivity. The network-activity validation system can then send a message
to a drone that causes the drone o caplure an image of the person. The network-
activity validation system can analyze the image of the person {o determine which
activity the person is performing and whether {o validate the network aclivity. When
the image analysis resulls in a determination that the person is cooking, the network-
activity validation system may block the network activity. VWhen the image analysis
resulls in a determination that the person is watching television, the network-activity
validation system may aliow the network activily, e.g., determing not to perform an
action, or generate an alert about the network activity.

{0083] FiIG. 4 is a diagram illustrating an example of a home monitoring system
400. The home monitoring system 400 includes a network 408, a control unit 410,
one or more user devices 440 and 450, a moniloring server 460, and a central alarm
station server 470. In some examples, the network 405 facilitates communications
ketween the control unit 410, the one or more user devices 440 and 450, the
monitoring server 480, and the central alarm station server 470

[0084] The network 405 is configured {o enable exchange of electronic
communications between devices connected {0 the network 405, For example, the
network 405 may be configured to enable exchange of electronic communications
between the control unit 410, the one or more user devices 440 and 450, the
monitoring server 460, and the central alarm station server 470, The network 405
may include, for example, one or more of the internet, Wide Area Networks (WANS),

Local Area Networks (LANS), analog or digital wired and wireless telephone
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networks (e.g., a public switched telephone network (PSTN), Integrated Services
Digital Network (ISDN), a cellular network, and Digital Subscriber Ling (DSL)), radio,
television, cable, satellite, or any other delivery or tunneling mechanism for carrying
data. Network 405 may include mulliple networks or subnetworks, each of which
may include, for example, a wired or wireless data pathway. The network 405 may
include a circuit-switched network, a packet-switched data network, or any other
network able to carry electronic communications (e.g., data or voice
communications). For example, the networlk 405 may include networks based on
the Internet protocol (IP), asynchronous transfer mode (ATM), the PSTN, packet-
switched networks based on 1P, X.25, or Frame Relay, or other comparable
technologies and may support voice using, for example, VolP, or other comparable
protocols used for voice communications. The network 405 may include one or
more networks that include wireless data channels and wireless voice channels.
The network 405 may be a wireless network, a broadband network, or a combination

of networks including a wireless network and a broadband network.

f0085] The conirol unit 410 includes a controller 412 and a network moduie 414,
The coniroller 412 is configured to control a control unit moniioring system {(e.g., a
controb unit system) that includes the control unit 416, In some examples, the
controlier 412 may include a processor or other controf circuitry configured to
execute instructions of a program that controls operation of a control unit system. in
these examples, the controller 412 may be configured {o receive input from sensors,
flow meters, or other devices included in the control unit system and control
operations of devices included in the household {(e.¢., speakers, lights, doors, etc.).
For example, the controller 412 may be configured to control operation of the

network module 414 included in the control unit 410.

[0086] The network module 414 is a communication device configured to
exchange communications over the network 405, The network module 414 may be
a wireless communication module configured {0 exchange wireless communications
over the network 405, For example, the network module 414 may be a wireless

communication device configured to exchange communications over a wireless data
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channel and a wireless voice channel. In this example, the network module 414
may transmit alarm data over a wireless data channel and establish a two-way voice
communication session over a wireless voice channel. The wireless communication
device may include one or more of a LTE module, a GSM module, a radio modem, a
cellular fransmission module, or any type of module configured to exchange
communications in one of the following formats: LTE, GSM or GPRS, CDMA, EDGE
or EGPRS, EV-DO or EVDO, UMTS, or 1P,

00871 The network module 414 also may be a wired communication module
configured to exchange communications over the network 405 using a wired
connection. For instance, the network moduie 414 may be a modem, a network
interface card, or another type of network interface device. The network module 414
may be an Ethernet network card configured to enable the control unit 410 to
communicate over a local area network and/or the Internet. The network module
414 also may be a voice band modem configured (o enable the alarm panel {0

communicate over the telephone lines of Plain Old Telephone Systems (POTS).

[0088] The control unit system that includes the control unit 410 includes one or
more sensors. For example, the monitoring system 400 may include multipie
sensors 420, The sensors 420 may include a lock sensor, a contact sensor, a
motion sensor, or any other type of sensor included in a control unit system. The
sensors 420 also may include an environmental sensor, such as a temperature
sensor, a water sensor, a rain sensor, a wind sensor, a light sensor, a smoke
detector, a carbon monoxide detector, an air quality sensaor, etc. The sensors 420
further may include a health monitoring sensor, such as a prescription botlle sensor
that monitors {aking of prescriplions, a blood pressure sensaor, a blood sugar sensor,
a bed mat configurad to sense presence of liquid (e.g., bodily fluids) on the bed mat,
etc. In some examples, the health monitoring sensor can be a wearable sensor that
attaches o a user in the home. The health monitoring sensor can collect various
hesgith data, including pulse, heart-rate, respiration rate, sugar or glucose level,

bodily temperature, or motion data. The sensors 420 can also include a radio-
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frequency identification (RFID) sensor that identifies a particular article that includes

a pre-assigned RFID tag.

{00897 The control unit 410 communicates with the home automation controls 422
and a camera 430 {o perform monitoring. The home automation controls 422 are
connected {o one or more devices that enable automation of actions in the home.
For instance, the home automation controls 422 may be connecied {C one or more
ighting systems and may be configured to control operation of the one or more
ighting systems. Also, the home automation controis 422 may be connected o one
or more electronic locks at the home and may be configured to control operation of
the one or more electronic locks (e.qg., control Z-Wave locks using wireless
communications in the Z-Wave protocol). Further, the home automation controls
422 may be connected {o one or more appliances at the home and may be
configured o control operation of the one or more appliances. The home
automation conirols 422 may include multiple modules that are each specific to the
type of device being controlled in an automated manner. The home automation
controls 422 may control the one or more devices based on commands received
from the control unit 410. For instance, the home automation conirols 422 may
cause a lighting system to illuminate an area to provide a betler image of the area
when capiured by a camera 430,

{00807 The camera 430 may be a video/photographic camera or other type of
optical sensing device configured to capture images. For instance, the camera 430
may be configured {0 capture images of an area within a building or home monitored
by the conirol unit 410, The camera 430 may be configured {o capture single, stalic
images of the area or vides images of the area in which mulliple images of the area
are captured at a relatively high frequency (e.¢., thirty images per second) or both.
The camera 430 may be controlied based on commands received from the control
unit 410,

{00817 The camera 430 may be triggered by several different types of techniques.

For instance, a Passive Infra-Red (PIR) motion sensor may be built into the camera
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430 and used to trigger the camera 430 to capture one or more images when motion
is detected. The camera 430 also may include a microwave motion sensor built into
the camera and used fo trigger the camera 430 to capture one or more images when
motion is detected. The camera 430 may have a "normally open” or “normaily
closed” digital input that can irigger capture of one or more images when exiernal
sensors (e.q., the sensors 420, PIR, doorfwindow, eic.) detect motion or other
everts. In some implementations, the camera 430 receives a command {o capture
an image when external devices detect motion or another potential alarm event.

The camera 430 may receive the command from the controller 412 or directly from

one of the sensors 420.

{00821 In some examples, the camera 430 triggers infegrated or external
Hiuminators (e.g., Infra-Red, Z-wave controlled “white” lighis, lights conirolled by the
home automation controls 422, etc.) to improve image quality when the scene is
dark. An integraied or separate light sensor may be used o determine if ilumination

is desired and may resull in increased image quality.

{0083] The camera 430 may be programmed with any combination of time/day
schedules, system “arming staie”, or other variables {o determine whether images
should be captured or not when triggers occur. The camera 430 may enter a low-
power mode when not capturing images. in this case, the camera 430 may wake
periodically to check for inbound messages from the controlier 412, The camera
430 may be powered by internal, repiaceable batleries, e.g., if located remotely from
the control unit 410, The camera 430 may employ a small solar cell {o recharge the
battery when light is available. The camera 430 may be powered by the controller's

412 power supply if the camera 430 is co-located with the controller 412.

{0084] In some implementations, the camera 430 communicates directly with the
monitoring server 460 over the Internet. In these implementations, image data
captured by the camera 430 does not pass through the control unit 410 and the
camera 430 receives commands related {o operation from the monitoring server
460,
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f00851 The sysiem 400 also includes thermostat 434 to perform dynamic
environmental control at the home. The thermostat 434 is configured to monitor
temperature andfor energy consumption of an HVAC system associated with the
thermostat 434, and is further configured to provide control of environmental (e.g,,
temperature) settings. in some implementations, the thermostat 434 can additionally
or alternatively receive data relating o aclivity at a home and/or environmental data
at a home, e.qg., at various locations indoors and outdoors at the home. The
thermostat 434 can directly measure energy consumption of the HVAC system
associated with the thermostat, or can estimate energy consumption of the HVAC
system associated with the thermostat 424, for example, based on detected usage
of one or more components of the HVAC system associated with the thermostat
434. The thermostat 434 can communicate temperature and/or energy monitoring
information to or from the control unit 410 and can control the environmental (e.q.,

temperature) settings based on commands received from the control unit 410,

f0086] In some implementations, the thermostat 434 is a dynamically
programmable thermostat and can be integrated with the control unit 410. For
exampie, the dynamically programmabile thermostat 434 can inciude the control unit
410, e.qg., as an internal compaonent {o the dynamically programmable thermostat
434, In addition, the control unit 410 can be a gateway device that communicates
with the dynamically programmable thermostat 434, in some implementations, the

thermostat 434 is controlled via one or more home automation controls 422,

{00871 A module 437 is connected {o one or more components of an HVAC system
associated with a home, and is configured to control operation of the one or more
components of the HVAC system. In some implementations, the module 437 is also
configured to monitor enargy consumption of the HVAC system components, for
example, by directly measuring the energy consumption of the HVAC system
components or by estimating the energy usage of the one or more HVAC system
components based on detecting usage of components of the HVAC system. The
module 437 can communicate energy moritoring information and the state of the

HVAC system components to the thermostat 434 and can control the one or more
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components of the HVAC system based on commands received from the thermostat
434,

{00881 The sysiem 400 includes a network-activity validation system 457. The
network-activity validation system 457 can be computing devices {e.g., a computer,
microcontrolier, FPGA, ASIC, or other device capable of electronic computation)
capable of receiving data related to the network-activily validation system and
communicating electronically with the monitoring system control unit 410, In some
examples, the network-activity validation system 457 may be part of the control unit
410, the monitoring server 460, the central alarm station server 470, or another
device in the system 400. The network-activity validation system 457 may perform
one or more operations described above with reference to FIGS. 1, 2A-C, and 3.
For instance, the network-activity validation system 457 may receive data from the
sensors 420 and separate data that identifies network aclivity. The network-activity
validation system 457 may use the data from the sensors 420 {o determine whether
an authorized person, e.g., a8 person associated with the system 400, initiated the
network activity. When the network-activity validation system 457 determines that
an authorized person, e.q., an owner of the house that includes some of the sensors
420, did not initiate the network activity, the network-activity validation system 457

may perform one or more actions based on the network aclivity.

[0089] [n some examples, the system 400 further includes one or more robotic
devices 490. The robotic devices 480 may be any type of robots that are capabie of
moving and taking actions that assist in home monitoring. For example, the robotic
devices 490 may include drones that are capable of moving throughout a home
based on automated control technology and/or user input control provided by a user.
in this exampie, the drones may be able to fly, roll, walk, or otherwise move about
the home. The drones may include helicopter type devices (e.q., quad coplers),
rolling helicopter type devices (e.qg., rolier copter devices that can fly and also roll
along the ground, walls, or ceiling) and land vehicle type devices (e.¢., automated
cars that drive around a home). In some cases, the robolic devices 490 may be

robotic devices 490 that are intended for other purposes and merely associated with
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the system 400 for use in appropriate circumstances. For instance, a robotic
vacuum cleaner device may be associated with the monitoring system 400 as one of
the robotic devices 490 and may be controlled to take action responsive to

monitoring system events.

01001 In some exampies, the robotic devices 490 automatically navigate within a
home. Inthese examples, the robotic devices 490 include sensors and control
processors that guide movement of the robotic devices 490 within the home. For
instance, the robotic devices 490 may navigate within the home using one or more
cameras, one Of More proximity sensors, one or more gyroscopes, one or more
accelerometers, one or more magnetometers, a global positioning system (GPS)
unit, an altimeter, one or more sonar or [aser sensors, and/or any other types of
sensors that aid in navigation about a space. The robotic devices 480 may include
control processors that process output from the various sensors and control the
robotic devices 480 to move along a path that reaches the desired destination and
avoids obsiacles. In this regard, the control processors detect walis or other
obstacles in the home and guide movement of the robotic devices 480 in a manner

that avoids the walls and other gbstacies.

01011 In addition, the robolic devices 490 may store data thai describes atiribuies
of the home. Forinstance, the robotic devices 490 may store a floorplan and/or a
three-dimensional model of the home that enables the robotic devices 490 to
navigate the home. During initial configuration, the robotic devices 480 may receive
the data describing atiributes of the home, determine a frame of reference to the
data {e.g., a home or reference location in the home), and navigate the home based
on the frame of reference and the datla describing atiributes of the home. Further,
initial configuration of the robotic devices 480 also may include learning of one or
more navigation pattems in which a user provides input to control the robotic devices
450 to perform a specific navigation action (e.q., fiy to an upstairs bedroom and spin
around while capturing video and then refurn {0 a home charging base). In this

regard, the robotic devices 490 may learn and store the navigation patierns such
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that the robotic devices 490 may automatically repeat the specific navigation actions

upon a later request.

0102} In some examples, the robotic devices 480 may include data capture and
recording devices. In these examples, the robotic devices 490 may include ong or
more cameras, one or more motion sensors, one or more microphones, one or more
biomeiric data collection tools, one or more femperature sensors, ong or more
humidity sensors, one or more air flow sensors, and/or any other types of sensor
that may be useful in capturing monitoring data related to the home and users in the
home. The one or more biometric data collection tools may be configured {o coliect
biometric samples of a person in the home with or without contact of the person. For
instance, the biometric data collection tools may include a fingerprint scanner, a hair
sample coliection todl, a skin cell coliection tool, and/or any other tool that aliows the
robolic devices 490 io take and store a biometric sample that can be used to identify

the person {e.g., a biomeiric sample with DNA that can be used for DNA {esting).

{01031 In some implementations, the robotic devices 480 may inciude cutput
devices. In these implementations, the robotic devices 490 may include one or more
displays, one or more speakers, and/or any type of ouiput devices that allow the

robotic devices 490 to communicate information to a nearby user.

f0104] The robotic devices 490 also may include a communication module that
anables the robotic devices 480 to communicate with the control unit 410, sach
other, and/or other devices. The communication module may be a wireless
communication module that allows the robotic devices 490 to communicate
wirglessly. Forinstance, the communication module may be a Wi-Fi module that
enables the robotic devices 480 to communicate over a local wireless network at the
home. The communication module further may be a 800 MHz wireless
communication module that enables the robotic devices 4980 o communicate directly
with the control unit 410, Other types of short-range wireless communication
protocols, such as Biuetooth, Bluetooth LE, Z-wave, Zigbee, efc,, may be used o

allow the robotic devices 490 to communicate with other devices in the home. In

(V]
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some implementations, the robotic devices 480 may communicate with each other or
with other devices of the system 400 through the network 405.

f0105] The robotlic devices 490 further may include processor and storage
capabilities. The robotic devices 490 may include any suitable processing devices
that enable the robotic devices 490 {o operate applications and perform the actions
described throughout this disclosure. in addition, the robotic devices 480 may
include solid-state electronic storage that enables the robotic devices 490 to store
applications, configuration data, collected sensor data, and/or any cother type of

information available to the robotic devicas 480.

01061 The robotic devices 480 are associated with one or more charging stations.
The charging stations may be located at predefined home base or reference
locations in the home. The robotic devices 490 may be configured {0 navigate to the
charging stations after completion of tasks needed to be performed for the home
monitoring system 400. For instance, after completion of a monitoring operation or
upon instruction by the control unit 410, the robotic devices 490 may be configured
to automatically Tly 1o and land on one of the charging stations. In this regard, the
robolic devices 490 may automatically maintain a fully charged battery in a state in

which the robotic devices 490 are ready Tor use by the home monitoring system 400.

{01077 The charging stations may be contact based charging stations and/or
wireless charging stations. For contact based charging stations, the robotic devices
490 may have readily accessible poinis of contact that the robotic devices 480 are
capable of positioning and mating with a corresponding contact on the charging
station. Forinstance, a helicopter type robotic device may have an electronic
contact on a portion of its landing gear that resis on and mates with an elecironic
pad of a charging station when the helicopter type robotic device lands on the
charging station. The electronic coniact on the robotic device may include a cover
that opens {o expose the electronic contact when the robotic device is charging and
closes o cover and insuiate the electronic contact when the robotic device isin

operation.
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01081 Forwireless charging stations, the robotic devices 480 may charge through
a wireless exchange of power. In these cases, the robotic devices 480 need only
locate themselves closely enough to the wireless charging stations for the wireless
exchange of power to occur. In this regard, the positioning needed to land at a
predefined home base or reference iocation in the home may be less precise than
with a contact based charging station. Based on the robolic devices 400 landing at
a wireless charging station, the wireless charging station ouiputs a wireless signal
that the robotic devices 490 receive and convert {o a power signal that charges a

battery maintained on the robotic devices 490,

01091 In some implementations, each of the robotic devices 490 has a
corresponding and assigned charging station such that the number of robotic
devices 490 eguals the number of charging stations. In these implemeniations, the
robolic devices 490 always navigale 10 the specific charging station assigned to that
robotic device. Forinstance, a first robotic device may always use a first charging

station and a second robotic device may always use a second charging station.

01101 In some examples, the robotic devices 490 may share charging stations.
For instance, the robotic devices 490 may use one or more community charging
stations that are capable of charging multiple robotic devices 420, The community
charging station may be configured to charge muitiple robotic devices 490 in parallel
The community charging station may be configured to charge multiple robotic
devices 490 in serial such that the muitiple robotic devices 490 take furns charging
and, when fully charged, return to a predefined home base or reference location in
the home that is not associated with a charger. The number of community charging

stations may be less than the number of robotic devices 490.

{0111} Also, the charging stations may not be assigned to specific robotic devices
490 and may be capable of charging any of the robotic devices 480, In this regard,
the robotic devices 480 may use any suitable, unoccupied charging station when not
in use. Forinstance, when one of the robotic devices 490 has completed an

operation or is in need of battery charge, the control unit 410 references a stored
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table of the occupancy status of each charging station and instructs the robotic

device to navigate o the nearest charging station that is unoccupied.

f0112] The sysiem 400 further includes one or more integrated security devices
480. The one or more integrated security devices may include any type of device
used {o provide alerts based on received sensor data. For instance, the one or more
control units 410 may provide one or more alerts to the one or more integrated
security input/foutput devices 480. Additionally, the one or more control units 410
may receive sensor data from the sensors 420 and determine whether {0 provide an

alert to the one or more integrated security input/output devices 480,

04131 The sensors 420, the home automation controls 422, the camera 430, the
thermostat 434, and the integrated security devices 480 may communicate with the
controller 412 over communication links 424, 426, 428, 432, 438, and 484. The
communication links 424, 426, 428, 432, 438, and 484 may be a wired or wireless
data pathway configured to transmit signals from the sensors 420, the home
automation controls 422, the camera 430, the thermostai 434, and the integrated
security devices 480 {o the controller 412, The sensors 420, the home automation
controls 422, the camera 430, the thermostat 434, and the integrated securily
devices 480 may continuously transmit sensed values {0 the controller 412,
periodically transmit sensed values o the controller 412, or fransmit sensed values
o the controlier 412 in response to a change in a sensed value.

{0114] The communication links 424, 426, 428, 432, 438, and 484 may include a
local network. The sensors 420, the home automation controls 422, the camera
430, the thermostat 434, and the integraled security devices 480, and the controller
412 may exchange data and commands over the local network. The iocal network
may include 802.11 "Wi-Fi” wireless Ethernet {e.q., using low-power Wi-Fi chipsets),
Z-Wave, Zighee, Bluelooth, "Homeplug” or other “Powerling” networks that operate
over AC wiring, and a Category &5 (CATS) or Category 6 (CATE) wired Ethemet
network. The local network may be a mesh network constructed based on the
devices connectad {o the mesh network.
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01151 The monitoring server 450 is an electronic device configured {o provide
monitoring services by exchanging electronic communications with the control unit
410, the one or more user devices 440 and 450, and the central alarm station server
470 over the network 405, For example, the monitoring server 460 may be
configured to moniior events (e.g., alarm events) generated by the control unit 410,
In this exampie, the moniloring server 460 may exchange electronic communications
with the network module 414 included in the control unit 410 {o receive information
regarding eventis (e.q., alerts) detected by the control unit 410, The monitoring
server 460 also may receive information regarding evenis (e.q., aleris) from the one

or more user devices 440 and 450.

f0116] In some examples, the monitoring server 460 may route alert data received
from the network module 414 or the one or more user devices 440 and 450 to the
central alarm station server 470, For exampie, the monitoring server 460 may

transmit the alert data to the central alarm station server 470 over the network 405.

01177 The monitoring server 460 may store sensor and image data received from
the monitoring system 400 and perform analysis of sensor and image dala received
from the monitoring system 400, Based on the analysis, the monitoring server 460
may communicate with and control aspects of the conirol unit 410 orthe one or

more user devices 440 and 450.

[0118] The monitoring server 460 may provide various monitoring services to the
system 400. For example, the monitoring server 460 may analyze the sensor,
image, and other data to determine an activity patiern of a resident of the home
monifored by the system 400, In some implementations, the monitoring server 460
may analyze the data for alarm conditions or may determine and perform actions at
the home by issuing commands to one or more of the controls 422, possibly through

the control unit 410,

{0118] The central alarm station server 470 is an electronic device configured to
provide alarm monitoring service by exchanging communications with the control
unit 410, the one or more mobile devices 440 and 450, and the monitoring server
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460 over the network 405, For example, the central alarm station server 470 may be
corfigured to monitor alerting evenis generated by the control unit 410. in this
exampie, the central alarm station server 470 may exchange communications with
the network module 414 included in the control unit 410 to receive information
regarding alerting events detected by the control unit 410. The central alarm station
server 470 also may receive information regarding alerting evenis from the one or

more mobile devices 440 and 450 and/or the monitoring server 460,

01201 The central alarm station server 470 is connected {0 muitiple terminais 472
and 474, The terminals 472 and 474 may be used by operaiors to process alerting
events. For example, the central alarm station server 470 may route alerting data to
the ferminals 472 and 474 {0 enable an operator to process the alerting data. The
terminals 472 and 474 may include general-purpose computers (e.qg., deskiop
personal computers, workstations, or laptop computers) that are configured {o
receive alerting data from a server in the central alarm station server 470 and render
a display of information based on the alerting data. For instance, the controlier 412
may control the network module 414 {o transmit, (o the central alarm station server
470, alerting data indicating that a sensor 420 detected motion from a motion sensor
via the sensors 420, The central alarm stalion server 470 may receive the alerting
data and route the alerling data to the terminal 472 for processing by an operator
associated with the terminal 472, The terminal 472 may render a display to the
operator that includes information associated with the alerting event (e.q., the lock
sensor data, the motion sensor data, the contact sensor data, etc.) and the operator
may handie the alerting event based on the displayed information.

{0121} In some implementations, the terminals 472 and 474 may be maobile
devices or devices designad for a specific function. Although FIG. 4 illustrates two
terminals for brevity, actual implementations may incilude more (and, perhaps, many
more) terminals.

{01227 The one or more authorized user devices 440 and 450 are devices that host

and display user interfaces. For instance, the user device 440 is a mobile device
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that hosts or runs one or more native applications (e.g., the smart home application
4423, The user device 440 may be 3 cellular phone or a non-cellular locally
networked device with a display. The user device 440 may include a cell phone, a
smari phoneg, a tablet PC, a personal digital assistant ("FDA”), or any cther portable
device configured to communicate over a network and display information. For
example, implementations may also include Blackberry-type devices (e.g., as
provided by Research in Motion), electronic organizers, iPhone-type devices (e.qg.,
as provided by Apple), iPod devices (e.¢., as provided by Apple) or other portable
music players, other communication devices, and handheld or portable electronic
devices for gaming, communications, and/or data organization. The user device 440
may perform functions unrelated (o the monitoring system, such as placing personal
telephone calls, playing music, playing video, displaying pictures, browsing the
Internet, maintaining an electronic calendar, elc.

{01231 The user device 440 includes a smart home application 442, The smart
home application 442 refers o a softwareffirmware program running on the
corresponding mobile device that enables the user interface and features described
throughout. The user device 440 may load or install the smart home application 442
based on data received over a network or data received from local media. The
smart home application 442 runs on mobile devices platforms, such as iPhone, iPod
touch, Blackberry, Google Android, Windows Mobile, etc. The smart home
application 442 enables the user device 440 {0 receive and process image and
sensor data from the monitoring system.

{0124] The user device 450 may be a general-purpose computer {e.g., a deskiop
personal computer, a workstation, or a laptop computer) that is configured to
communicate with the monitoring server 460 and/or the control unit 410 over the
network 405. The user device 450 may be configured to display a smart home user
interface 452 that is generated by the user device 450 or generated by the
monitoring server 460. For example, the user device 450 may be configured to
display a user interface {e.g., a web page) provided by the monitoring server 460

that enables a user to perceive images captured by the camera 430 andfor reports
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related to the monitoring system. Although FIG. 4 illusirates two user devices for
brevity, actual implementations may include more {(and, perhaps, many more) or

fewer user devices.

01251 In some implementations, the one or more user devices 440 and 450
communicate with and receive monitoring system data from the control unit 410
using the communication link 438. For instance, the one or more user devices 440
and 450 may communicate with the conirol unit 410 using various local wireless
protocols such as Wi-Fi, Bluetooth, Z-wave, Zigbee, HomePiug (ethernet over power
ling), or wired protocols such as Ethernet and USE, to connect the one or more user
devices 440 and 450 to local security and automation equipment. The one or more
user devices 440 and 450 may connect locally 1o the monitoring system and iis
sensors and other devices. The local connection may improve the speed of status
and control communications because communicating through the network 405 with a

remote server {&.¢., the monitoring server 460} may be significantly slower.

f0126] Although the one or more user devices 440 and 450 are shown as
communicating with the control unit 410, the one or more user devices 440 and 450
may communicate directly with the sensors and other devices conirolled by the
controt unit 410. In some implementations, the one or more user devices 440 and
450 replace the control unit 410 and perform the funclions of the control unit 410 for
tocal monitoring and long range/offsite communication.

{01271 In other implementations, the one or more user devices 440 and 450
receive monitoring system data captured by the control unit 410 through the network
405, The one or more user devices 440, 450 may receive the data from the conirol
unit 410 through the network 406 or the monitoring server 460 may relay data
received from the control unit 410 to the one or maore user devices 440 and 450
through the network 405, In this regard, the moniforing server 460 may facilitate
communication between the one or more user devices 440 and 450 and the

monitoring system.

42



WO 2020/005919 PCT/US2019/038954

01281 In some implementations, the one or more user devices 440 and 450 may
be configured {0 switch whether the one or more user devices 440 and 450
communicate with the control unit 410 directly {e.q., through link 438) or through the
monitoring server 460 (e.g., through network 405) based on a location of the one or
more user devices 440 and 450. For instance, when the one or more user devices
440 and 450 are located close {o the control unit 410 and in range o communicate
directly with the control unit 410, the one or more user devices 440 and 450 use
direct communication. When the one or more user devices 440 and 450 are located
far from the control unit 410 and not in range to communicate directly with the
control unit 410, the one or more user devices 440 and 450 use communication

through the monitoring server 460,

[01298] Although the one or more user devices 440 and 450 are shown as being
connected o the network 405, in some implementations, the one or more user
devices 440 and 450 are not connected to the network 405, In these
implementations, the one or more user devices 440 and 450 communicate directly
with one or more of the monitoring system components and no network (e.g.,

Internet) connection or reliance on remote servers is needed.

01301 In some implementations, the one or more user devices 440 and 450 are
used in conjunction with only local sensors and/or local devices in a house. In these
implementations, the system 400 includes the one or more user devices 440 and
450, the sensors 420, the home automation controls 422, the camera 430, the
robotic devices 490, and the network-activily validation system 457, The one or
more user devices 440 and 450 receive data directly from the sensors 420, the
home automation controls 422, the camera 430, the robotic devices 480, and the
network-activity validation system 457 and sends data directly to the sensors 420,
the home automation controls 422, the camera 430, the robotic devices 490, and the
network-activity validation system 457. The one or more user devices 440, 450
provide the appropriate interfaces/processing to provide visual surveillance and

reporting.
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0131} In other implementations, the system 400 further includes network 405 and
the sensors 420, the home aufomation controls 422, the camera 430, the thermosiat
434 the robotic devices 480, and the network-activity validation system 457 are
configured to communicate sensor and image data to the one or more user devices
440 and 450 over network 405 (e.g., the internet, celiular network, etc.). inyst
another implementation, the sensors 420, the home automation controls 422, the
camera 430, the thermostat 434, the robotic devices 480, and the network-aclivity
validation system 457 (or a component, such as a bridge/router) are intelligent
enough to change the communication pathway from a direct local pathway when the
one or more user devices 440 and 450 are in close physical proximity to the sensors
420, the home automation controls 422, the camera 430, the thermostat 434, the
robotic devices 480, and the network-activity validation system 457 10 a pathway
over network 405 when the one or more user devices 440 and 450 are farther from
the sensors 420, the home autormation controls 422, the camera 430, the thermostat
434 the robotic devices 490, and the network-activity validation system 457, In
some examples, the system leverages GPS information from the one or more user
devices 440 and 450 to determine whether the one or more user devices 440 and
450 are close enough to the sensors 420, the home automation controls 422, the
camera 430, the thermostat 434, the robotic devices 490, and the network-activity
validation system 457 {0 use the direct local pathway or whether the one or more
user devices 440 and 450 are far enough from the sensors 420, the home
automation controls 422, the camera 430, the thermostat 434, the robotic devices
450, and the network-activily validation system 457 that the pathway over network
405 is required. In other examples, the system leverages status communications
{(e.g., pinging) between the one or more user devices 440 and 450 and the sensors
420, the home automation conirols 422, the camera 430, the thermostat 434, the
robotic devices 490, and the neftwork-activity validation system 457 to determine
whether communication using the direct local pathway is possible. If communication
using the direct local pathway is possible, the one or more user devices 440 and 450
communicate with the sensors 420, the home automation controls 422, the camera

430, the thermostat 434, the robotic devices 490, and the network-activity validation
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system 457 using the direct local pathway. If communication using the direct local
pathway is not possible, the one or more user devices 440 and 450 communicate
with the sensors 420, the home automation controls 422, the camera 430, the
thermostat 434, the robotic devices 490, and the network-activity validation system

457 using the pathway over network 405,

01321 In some implementations, the system 400 provides end users with access
o images captured by the camera 430 to aid in decision-making. The system 400
may transmit the images captured by the camera 430 over a wireless WAN network
o the user devices 440 and 450. Because transmission over a wireless WAN
network may be relalively expensive, the system 400 can use several techniques to
reduce costs while providing access to significant levels of useful visual information
{2.q., compressing data, down-sampling data, sending data only over inexpensive

LAN connections, or other fechnigues).

01331 In some implementations, a state of the monitoring system 400 and other
everits sensed by the monitoring system 400 may be used o enable/disable
video/image recording devices (e.g., the camera 430). In these implementations,
the camera 430 may be set {0 capture images on a pericdic basis when the alarm
system is armed in an “away” siate, but set not {o capture images when the alarm
system is armed in a *home” state or disarmed. In addition, the camera 430 may be
friggered {o begin capluring images when the alarm system detecis an event, such
as an alarm event, a door-opening event for a door that leads o an area within a
field of view of the camera 430, or motion in the area within the field of view of the
camera 430. In other implementations, the camera 430 may capture images
continuously, but the caplured images may be stored or transmitied over a network

when nesded.

{0134] The described systems, methods, and technigques may be implemented in
digital electronic circuitry, computer hardware, firmware, software, or in combinations
of these elements. Apparatus implementing these technigues may include

appropriate input and output devices, a computer processor, and a computer

N
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program product tangibly embodied in a machine-readable siorage device for
execution by a programmable processor. A process implementing these technigues
may be performed by a programmable processor executing a program of
nstructions to perform desired functions by operating on input data and generating
appropriate output. The techniques may be implemented in one or more computer
programs that are executable on a programmabile system including at least one
programmable processor coupled o receive data and instructions from, and o
transmit data and insiructions o, a data storage system, at least one input device,
and at least one ocutput device. Each computer program may be implemenied in a
high-level procedural or object-oriented programming language, or in assembly or
machine language if desired; and in any case, the language may be a compiled or
interpreted language. Suitable processors include, by way of example, both general
and special purpose microprocessors. Generally, a processor will receive
instructions and data from a read-only memory andfor a random access memory.
Storage devices suitable for tangibly embodying computer program instructions and
data include all forms of non-volatile memory, including by way of example
semiconductor memaory devices, such as Erasable Programmable Read-Only
Memory (EPROM), Electrically Erasable Programmable Read-Only Memory
(EEPROM), and flash memory devices; magnetic disks such as internal hard disks
and removable disks; magneto-optical disks; and Compact Disc Read-Only Memory
(CD-ROM). Any of the foregoing may be supplemented by, or incorporated in,

specially designed ASICs (application-specific integrated circuits).

f0135] It will be understood that various modifications may be made. For example,
other useful implementations couid be achieved if steps of the disclosed technigues
were performed in a different order and/or if components in the disclosed systems
were combined in a different manner and/or replaced or supplemented by other
components. Accordingly, other implementations are within the scope of the

disclosurs.
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CLAIMS

1. A monitoring system that is configured to monitor a property, the monitoring
system comprising:
a sensor that is located at the property and that is configured {o generate
sensor data that reflects an attribute of the property; and
a monitor conirol unit that is configured {o:
receive daia identifying network aclivity for an online account;
determine a user associated with the online account;
based on the sensor data, determine a current physical activity in
which the user is participating;
determine a likelihcod that the user initiated the network activity while
participating in the current physical aclivity;
determine whather the likslinood salisfias a threshold likelihood, and
in response o determining that the corresponding likelinood satisfies
the threshold likelihood, provide an alert about the network activity to user

associated with tha online account.

2. The monitoring system of claim 1, wherein the monitor control unit is
configured to:
determine the current physical activity in which the user is parlicipating by
determining that the user is sleeping, driving, or participating in a sport, and
determine whether the likelihood satisfies a threshold likelihood by

determining that the likelihood does not satisfy the threshold.

3. The monitoring system of claim 1, wherein the monitor control unit is
configured to:

determine whether the likelihood satisfies g threshold likelihcod by
determining that the likelihood does not satisfy the threshold; and

prevent compiletion of the network activity for the online account.
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4. The monitoring system of claim 3, wherein the monitor control unit is
configured to:

prevent compietion of the network activity for the onlineg account by instructing
a third party system to prevent compietion of the network activity for the online

account.

5. The monitoring system of claim 1, wherein the monitor control unit is
configured to:

determine whether an arming status of the monitoring system is armed stay,
armed away, or unarmed; and

determine the current physical activily in which the user is participating based
on whether the arming status of the monitoring system is armed stay, armed away,
or unarmed.

6. The monitoring system of claim 1, wherein the network activity for the online
account comprises adjusting a security setling.

7. The monitoring system of claim 8, wherein adjusting the security selting
comprises adjusting a firewall security setting.

8. The monitoring system of claim 1, comprising:
an electronic device that is associated with the user and that generates
location data or motion data for the user,
wherein the monitor control unit is configured to determine a current physical
activity in which the user is participating by:
determining a physical location of the electronic device based on the
location data or the motion data; and
determining the current physical activity of the user based on the

physical location of the electronic device.
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9. The monitoring system of claim 8, wherein the monitor control unit is
configured to:

determine a physical location of a vehicle of the user based on the physical
location of the electronic device; and

determine the current physical activity of the user by determining whether the
user is operating the vehicle based on the physical location of the vehicle.

10.  The monitoring system of claim 8, wherein the monitor control unit is
configured o

determine a physical location of the user based on the physical location of the
glectronic device; and

determine the current physical activity of the user by determining the current
physical activity of the user based on the physical location of the user.

11, The monitoring system of claim 1, wherein the monitor control unit is
configured o

determine the threshold likelihood based on the network activity.

12.  The monitoring system of claim 1, wherein the monitor control unit is
configured to:
determine the current physical activity in which the user is parlicipating based

on a location of the sensor.

13. A computer-implemented method, comprising:

receiving, by a monitoring system that is configured to monitor a property,
data identifying network activity for an online account;

determining, by the monitoring system, a user associated with the online
account;

based on the sensor data that is from a sensor that is located at the property
and that reflects an attribute of the property, determining, by the monitoring system,

a current physical aclivity in which the user is participating;

49



WO 2020/005919 PCT/US2019/038954

determining, by the monitoring system, a likelihood that the user initiated the
network activity while participating in the current physical activity;

determining, by the monitoring system, whether the likelihcod satisfies a
threshold likelihood; and

in response to determining that the corresponding likelihood satisfies the
threshold likelihood, providing, by the monitoring system, an alert about the network

activity to user associated with the online account.

14.  The method of claim 13, wherein:

determining the current physical aclivity in which the user is participating
comprises determining that the user is sleeping, driving, or participating in a sport;
and

determining whether the likelihood satisfies a threshold likelihood comprises

determining that the likelihood does not salisfy the threshold.

16, The method of claim 13, comprising:
determining whether the likelihood satisfies a threshold likelihood by
determining that the likelihood does not salisfy the threshold, and
preventing completion of the network aclivity for the online account.

16. The method of claim 13, comprising:

determining whether an arming status of the monitoring system is armed stay,
armed away, or unarmed,

wherein determining the current physical activity in which the user is
participating based on whether the arming status of the monitoring system is armed

stay, armed away, or unarmed.

17.  The method of claim 13, wherein the network activity for the online account

comprises adjusting a security setting.

LA
>



WO 2020/005919 PCT/US2019/038954

18. The method of claim 13, comprising:

receiving, from an electronic device that is associated with the user, location
data or motion data of the user;

determining a physical location of the electronic device based on the location
data or the molion data; and

determining the current physical aclivity of the user based on the physical
location of the electronic device.

19, The method of claim 13, comprising:

determining the threshold likelihood based on the network activity.

20, The method of claim 13, wherein determining the current physical activity in
which the user is participating based on a location of the sensor.

LA
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