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first transceiver, a first signal; and to cause, in response to the first signal, data received and transmitted as part of a communication
session by the first transceiver (106, 110) on the first communication medium (114) instead to be received and transmitted by the
second transceiver (108, 112) on the second communication medium (116).
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DYNAMIC IMPROVEMENT OF LINK SYMMETRY
IN CO-LOCATED PLC AND RF NETWORKS
[0001] This relates to electronic communication apparatus and methods especially useful

for bi-directional communication using power line communication and radio frequency

transceivers.
BACKGROUND
[0002] Narrow-band power line communication (PLC) transceivers and low-power radio

frequency (RF) transceivers may be used in sensor networks and smart grid networks.
Transceivers are able to transmit and receive data; thus, they may be referred to as bi-directional
communication devices. Bi-directional communication devices may be said to exhibit symmetry
when the packet delivery ratios are equivalent or substantially equivalent in the transmitting and
receiving directions. On the other hand, asymmetry may occur when the packet delivery ratios are
not substantially equivalent. Asymmetric communication may occur due to noise and may limit
network throughput. Noise such as wireless local area network (WLAN) transmissions may
interfere with RF transmissions, and impulsive noises from appliances such as washing machines
may interfere with PLC transmissions. Some protocols such as media access control (MAC) using
Automatic Repeat-reQuest (ARQ) may choose not to employ media, or links, exhibiting
asymmetry. As PLC, RF, and other technologies proliferate, embedded devices may incorporate a
combination of PLC, RF, and other technologies to improve network connectivity. For example,
some smart meters may incorporate an 802.15.4 RF transceiver and a PLC transceiver. Because
such devices operate on multiple types of networks, they may be referred to as hybrid devices.
SUMMARY

[0003] In some embodiments, an clectronic communication device is disclosed as
comprising a first transceiver capable of a bi-directional communication session on a first
communication medium; a second transceiver capable of a bi-directional communication session
on a second communication medium; and a control logic coupled to the first transceiver and the

second transceiver, wherein the control logic is configured to receive, from the first transceiver, a
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first signal, and cause, in response to the first signal, data transmitted by the first transceiver on the
first communication medium as part of a communication session to be transmitted instead by the
second transceiver on the second communication medium while the first transceiver continues to
receive data as part of the communication session.

[0004] In other embodiments, a method for clectronic communication is disclosed as
comprising providing a first transceiver capable of a bi-directional communication session on a
first communication medium, a second transceiver capable of a bi-directional communication
session on a second communication medium, and a control logic coupled to the first transceiver
and the second transceiver; receiving, by the control logic from the first transceiver, a first signal;
and causing, by the control logic in response to the first signal, data transmitted by the first
transceiver on the first communication medium as part of a communication session to be
transmitted instead by the second transceiver on the second communication medium while the first
transceiver continues to receive data as part of the communication session.

[0005] In yet other embodiments, an electronic communication device is disclosed as
comprising a first transceiver capable of a bi-directional communication session on a first
communication medium; a second transceiver capable of a bi-directional communication session
on a second communication medium; and a control logic coupled to the first transceiver and the
second transceiver, wherein the control logic is configured to receive, from the first transceiver, a
first signal, determine an existence of asymmetric communication in the first communication
medium, broadcast, to neighboring nodes, information related to the first signal and information
related to the existence of asymmetric communication in the first communication medium, and
couple, in response to at least one of the first signal and the existence of asymmetric
communication in the first communication medium, the first communication medium and the
second communication medium.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Example embodiments are described with reference to accompanying drawings,
wherein:
[0007] FIG. 1 shows a system of communication between two electronic communication

devices according to an embodiment of the disclosure;
[0008] FIG. 2 shows a system of communication between two electronic communication

devices according to another embodiment of the disclosure; and
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[0009] FIG. 3 shows a method for electronic communication according to an embodiment
of the disclosure.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

[0010] PLC generally refers to communication of data on a conductor that is also used to
carry alternating current (AC) electrical power, for example, power lines delivering electrical
power at about 110 VAC at 60 Hz or about 220 VAC at 50 Hz. PLC communication may be on a
power line that is distributing power at a stepped down voltage to residential buildings or within a
building such as an office building. In some cases, PLC may not propagate across distribution
transformers, for example across step-down transformers, without some form of signal processing
to bridge across the two sides or windings of the subject transformer. PLC technologies include
PoweRline Intelligent Metering Evolution (PRIME), G3, and Institute of Electrical and Electronics
Engineers (IEEE) 1901.2. RF communication generally refers to communication of data on radio
waves in the frequency range of 3 kHz to 300 GHz. RF technologies include Zigbee, WLAN, Wi-
Fi, and Bluetooth.

[0011] FIG. 1 shows a system of communication 100 between a first electronic
communication device 102 and a second electronic communication device 104 according to an
embodiment of the disclosure. The first device 102 may comprise a first PLC transceiver 106, a
first RF transceiver 108, and a first control module 118. The second device may comprise a
second PLC transceiver 110, a second RF transceiver 112, and a second control module 120. The
first PLC transceiver 106, the first RF transceiver 108, and the first control module 118 may be
implemented as a single integrated circuit or as a system on a chip (SOC). Likewise, the second
PLC transceiver 110, the second RF transceiver 112, and the second control module 120 may be
implemented as a single integrated circuit or as an SOC. Alternatively, the control modules 118,
120 may be implemented separately from the transceivers 106, 108, 110, 112.

[0012] The devices 102, 104 may be referred to as hybrid devices. In an embodiment, the
devices 102, 104 may be smart meters where the first PLC transceiver 106 and the second PLC
transceiver 110 are narrow-band PLC transceivers and the first RF transceiver 108 and the second
RF transceiver 112 are 802.15.4 RF transceivers. Alternatively, the first device 102 may be a
smart meter, and the second device 104 may be a monitor or data gathering device that promotes
collecting usage reports from a plurality of smart meters and forwarding them to a centralized

processing point of a power distribution company. Smart meters typically refer to electrical meters
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that record information related to consumption of electric energy. Smart meters typically comprise
real-time or near real-time sensors and provide power outage notification and power quality
monitoring. Smart meters may provide that information to a central system associated with a
power provider. Smart meters may also communicate with each other in high-density population
areas or otherwise using collaborative network technology. The devices 102, 104 may comprise
transceivers employing other technologies as well. In other embodiment, the devices 102, 104 may
not be smart meters and instead may be other devices.

[0013] The first PLC transceiver 106 and the second PLC transceiver 110 may
communicate with each other over a PLC link 114 in a first direction 114a and a second direction
114b. A PLC link may refer to the power line or conductor itself that provides communication of
data along with AC electrical power. The first RF transceiver 108 and the second RF transceiver
112 may communicate with each other over an RF link 116 in a first direction 116a and a second
direction 116Db.

[0014] The control modules 118, 120 may communicative with their respective
transceivers 106, 108, 110, 112. The control modules 118, 120 may each be executed by a
separate processor associated with their respective devices 102, 104. The control modules 118,
120 may each monitor, receive, process, and distribute data from their respective transceivers 106,
108, 110, 112 and links 114, 116 and may do so through at least one sub-module. The data may
relate to communication quality, which is described further below. When the devices 102, 104 are
described below as monitoring, receiving, processing, distributing, or performing similar functions,
it may be understood that they are doing so through their respective control modules 118, 120. The
control modules 118, 120 may also each cause changes in communication behavior among their
respective transceivers 106, 108, 110, 112 and links 114, 116 and may do so through at least one
other sub-module. When the devices 102, 104 are described below as causing changes in
communication behavior or performing similar functions, it may be understood that they are doing
so through their respective control modules 118, 120. In some contexts, the control modules 118,
120 may be referred to as control logic.

[0015] In an embodiment, the system 100 may initiate a communication session across the
PLC link 114 in both directions 114a, 114b, but preferably not across the RF link 116. Under
some conditions, the PLC link 114 may support higher throughput and/or a higher communication
rate than the RF link 116. The PLC link 114, when the transceivers 106, 110 communicate in both
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directions 114a, 114b, may be referred to as operating in a full duplex mode of operation. The
terms “‘communication session” and “‘communication sessions” may be understood broadly to refer
to any ongoing communication between two devices. A communication session need not be
associated with any particular communication layer, but may instead refer to a communication
activity that has duration in time and comprises a plurality of packets that are abstracted as parts of
the communication or communication session. A communication session may comprise, for
example, a smart meter transmitting a monthly power usage report in response to a request. The
monthly usage report may comprise usage data and metrics on service quality.

[0016] Electrical or electromagnetic noise 122 may occur near the system 100. For
example, the noise 122 may occur near the device 102 and affect nearby packet reception, but not
nearby packet transmission. Furthermore, as mentioned above, if the noise 122 is an impulsive
noise from an appliance such as a washing machine, then the noise 122 may affect PLC
communication, but not RF communication. In short, the noise 122 may affect only PLC
communication in the direction 114b from the second device 104 to the first device 102. The PLC
link 114 may therefore be said to be asymmetric due to the reduced packet delivery ratio, or
degraded communication quality, of the communication in the direction 114b relative to the
direction 114a. Sources other than noise, including network deployment, obstacles, and traffic
load, may also cause such asymmetry. In addition to packet delivery ratio, communication quality
may be measured in terms of throughput, signal to noise ratio, packet data rate, packet delivery
latency, energy per bit, expected transmission count, a number of probing packets received in a
given window, and other quality metrics.

[0017] If the RF link 116 is available, then the system 100 may choose to discontinue PLC
communication in the direction 114b and initiate communication in the RF link 116 in the direction
116b. The communication in the system 100 may therefore exhibit improved symmetry by
coupling the PLC link 114 with the RF link 116, in other words, by communicating across the PLC
link 114 in the direction 114a and across the RF link 116 in the direction 116b. In this
configuration, the PLC link 114 may be said to operate in a half duplex mode of operation (e.g., in
the direction 114a and not in the direction 114b), and the RF link 116 may be said to operate in a
half duplex mode of operation (e.g., in the direction 116b and not in the direction 116a). The
words “couple” and “coupling” do not necessarily imply a physical coupling, but may also include

a virtual coupling in the sense that two media each provide a link for a single communication
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session at the same time; one medium provides a link for one direction of communication in the
communication session, and the other medium provides a link for the opposite direction of
communication in the same communication session. The system 100 may choose to couple the
links after first comparing the ability to improve symmetry, the cost associated with coupling, and
other possible performance gains as improving symmetry does not necessarily improve throughput.
The system 100 may employ a handshake process in order to transition the communication from
the PLC link 114 in the direction 114b to the RF link 116 in the direction 116b.

[0018] If the communication quality improves in the PLC link 114 in the direction 114b
and the PLC link 114 therefore again exhibits a substantially symmetrical communication quality,
then the system 100 may choose to discontinue the communication session in the RF link 116 in
the direction 116b and re-initiate that communication session in the PLC link 114 in the direction
114b. Thus, the transceivers 106, 110 may return to a full duplex mode of operation of the PLC
link 114. Once again, the system 100 may employ a handshake process, this time to transition the
communication session from the RF link 116 to the PLC link 214. The system 100 may prefer to
return to the PLC link 114 communication due to, for example, a higher throughput provided by
the PLC link 114 as compared to the throughput provided by the RF link 116.

[0019] While a switch from the PLC link 114 in the direction 114b to the RF link 116 in
the direction 114b is described above, the system 100 may instead choose to switch from the RF
link 116 to the PLC link 114, or the system 100 may choose to switch from other directions in the
PLC link 114 and the RF link 116, depending on link conditions and other factors. The
subsequently described embodiments may also permit such link flexibility.

[0020] In an embodiment, the system 100 may broadcast to neighboring nodes the
communication quality and the existence of asymmetric communication related to the devices 102,
104 and the links 114, 116. Those nodes may, in turn, broadcast the same information to their
neighboring nodes and so on. In that respect, the system 100 may be said to be distributed.

[0021] FIG. 2 shows a system of communication 200 substantially similar to the system
100 in FIG. 1. As in FIG. 1, if there is a reduced packet delivery ratio of the communication in the
direction 114b relative to the direction 114a due to the noise 122, then the system 200 may choose
to employ RF communication. In the system 200, however, the first RF transceiver 108 and the
second RF transceiver 112 may not be able to directly communicate with each other. This could

be due, for example, to the distance between the first RF transceiver 108 and the second RF
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transceiver 112. The distance could be an issue for the RF communication because RF is a
wireless technology, but it could be a non-issue for the PLC communication because PLC is a
wired technology.

[0022] Accordingly, the system 200 may communicate on a new RF link 202 in a direction
202b through a first node 204 and a second node 206. The nodes 204, 206 may be hybrid devices
similar to the first device 102 and the second device 104. Alternatively, the nodes 204, 206 may
not be hybrid devices and may only communicate via RF links. The communication in the system
200 may therefore exhibit improved symmetry by communicating across the PLC link 114 in the
direction 114a and across the RF link 202 in the direction 202b. As in FIG. 1, if the
communication quality improves in the PLC link 114 in the direction 114b and the PLC link 114
therefore again exhibits a substantially symmetrical communication quality, then the system 200
may choose to discontinue the communication session in the RF link 202 in the direction 202b and
re-initiate that communication session in the PLC link 114 in the direction 114b.

[0023] While employing the RF link 202, the acknowledgment process may take longer
than typically expected because the acknowledgments may route through a plurality of nodes, for
example the first node 204 and the second node 206, in other words, through two additional nodes
compared to a direct route across the PLC link 114 in the direction 114a as in FIG. 1. As a result,
it may be desirable to modify the media access control (MAC) protocol in the devices 102, 104 in
order to allow delayed acknowledgments. Alternatively, even if the PLC link 114 is exhibiting
poorer quality in the direction 114b relative to the direction 114a, the system 200 may still send
acknowledgments in the direction 114b because acknowledgments represent relatively small
amounts of data and are thus less likely to be affected by the noise 122.

[0024] While a communication session where the first RF transceiver 108 and the second
RF transceiver 112 may not be able to directly communicate with each other is described above,
other embodiments may provide for instances when the first PLC transceiver 106 and the second
PLC transceiver 110 are not able to directly communicate with each other. Such an inability could
be due, for example, to link noise along the PLC link 114. Accordingly, the system 200 may
communicate on a new PLC link through multiple nodes while simultaneously communicating on
the RF link 116 directly from the first RF transceiver 108 to the second RF transceiver 112.

[0025] In an embodiment, the PLC link 114 that couples the devices 102, 104 may pass
through a plurality of other nodes (not shown). For example, PLC repeater nodes and/or PLC

7
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bridging nodes may be positioned in the PLC link 114 to promote PLC communications over
longer distances. When crossing step down transformers, a PLC bridging node may demodulate
the PLC transmission on one winding side of the step down transformer, modulate the PLC
transmission, and retransmit the PLC transmission on a second winding side of the step down
transformer. In an embodiment, the PLC bridging nodes and/or PLC repeater nodes may not be
hybrid devices or may not carry bearer traffic over RF links.

[0026] FIG. 3 shows a method 300 according to an embodiment of the disclosure. Some
actions may be performed in a different order from that shown in FIG. 3, and two or more actions
may be performed in parallel rather than serially. At block 302, a system may provide a first
transceiver capable of a bi-directional communication session on a first communication medium.
The system may be the system 100, the first transceiver may be the first PLC transceiver 106, and
the first communication medium may be the PLC link 114.

[0027] At block 304, the system may provide a second transceiver capable of a bi-
directional communication session on a second communication medium. The second transceiver
may be the first RF transceiver 108, and the second communication medium may be the RF link
116.

[0028] At block 306, the system may provide a control logic coupled to the first transceiver
and the second transceiver. The control logic may be the first control logic 118.

[0029] At block 308, the control logic 118 may receive, from the first transceiver, a first
signal. The first signal may be related to the presence of the noise 122.

[0030] At block 310, the control logic 118 may cause, in response to the first signal, data
transmitted by the first transceiver on the first communication medium as part of a communication
session to be transmitted instead by the second transceiver on the second communication medium
while the first transceiver continues to receive data as part of the communication session.

[0031] At block 312, the control logic 118 may receive, from the first transceiver, a second
signal. The second signal may be related to the absence of the noise 122.

[0032] At block 314, the control logic 118 may cause, in response to the second signal,
data transmitted by the second transceiver on the second communication medium to be transmitted
instead by the first transceiver on the first communication medium while the first transceiver

continues to receive data as part of the communication session.
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[0033] Those skilled in the art will appreciate that modifications may be made to the
described embodiments, and also that many other embodiments are possible, within the scope of

the claimed invention.
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CLAIMS

What is claimed is:

1. An electronic communication device comprising;:
a first transceiver capable of a bi-directional communication session on a first
communication medium,;
a second transceiver capable of a bi-directional communication session on a second
communication medium; and
a control logic coupled to the first transceiver and the second transceiver, wherein the
control logic is configured to
receive, from the first transceiver, a first signal, and
cause, in response to the first signal, data transmitted by the first transceiver on the
first communication medium as part of a communication session to be transmitted instead by the
second transceiver on the second communication medium while the first transceiver continues to

receive data as part of the communication session.

2. The device of claim 1, wherein the control logic is further configured to

receive a second signal from the first transceiver, and

cause, in response to the second signal, data transmitted by the second transceiver on the
second communication medium to be transmitted instead by the first transceiver on the first
communication medium while the first transceiver continues to receive data as part of the

communication session.

3. The device of claim 2, each of the first and second signal is related to at least one of a)
throughput, b) signal to noise ratio, ¢) packet delivery ratio, d) packet data rate, ¢) packet delivery
latency, f) energy per bit, g) expected transmission count, and f) number of probing packets

received in a given time window.

4. The device of claim 1, wherein the first communication medium and the second
communication medium are different ones of radio frequency link and a power line

communication link.

10
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5. The device of claim 1, further comprising an extended acknowledgment timeout parameter.

6. The device of claim 1, wherein the data transmitted by the second transceiver on the second

communication medium is transmitted through at least one relay node.

7. The device of claim 6, wherein acknowledgments transmitted on the second

communication medium are not sent or received through a relay node.

8. A method for electronic communication comprising:

providing a first transceiver capable of a bi-directional communication session on a first
communication medium, a second transceiver capable of a bi-directional communication session
on a second communication medium, and a control logic coupled to the first transceiver and the
second transceiver;

receiving, by the control logic from the first transceiver, a first signal; and

causing, by the control logic in response to the first signal, data transmitted by the first
transceiver on the first communication medium as part of a communication session to be
transmitted instead by the second transceiver on the second communication medium while the first

transceiver continues to receive data as part of the communication session.

9. The method of claim 8, further comprising:

receiving, by the control logic from the first transceiver, a second signal; and

causing, by the control logic in response to the second signal, data transmitted by the
second transceiver on the second communication medium to be transmitted instead by the first
transceiver on the first communication medium while the first transceiver continues to receive data

as part of the communication session.

10. The method of claim 8, each of the first and second signal is related to at least one of a)
throughput, b) signal to noise ratio, ¢) packet delivery ratio, d) packet data rate, e) packet delivery
latency, f) energy per bit, g) expected transmission count, and f) number of probing packets

received in a given time window.

11
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11. The method of claim &, wherein the first communication medium and the second
communication medium are different ones of radio frequency link and a power line

communication link.

12. The method of claim &, wherein the first communication medium and the second

communication medium are accessed in a single device.

13.  The method of claim 12, wherein the single device is configured with an extended

acknowledgment timeout parameter.

14. The method of claim 8, wherein the data transmitted by the second transceiver on the

second communication medium is transmitted through at least one relay node.

15.  An electronic communication device comprising;:
a first transceiver capable of a bi-directional communication session on a first
communication medium,;
a second transceiver capable of a bi-directional communication session on a second
communication medium; and
a control logic coupled to the first transceiver and the second transceiver, wherein the
control logic is configured to
receive, from the first transceiver, a first signal,
determine an existence of asymmetric communication in the first communication
medium,
broadcast, to neighboring nodes, information related to the first signal and
information related to the existence of asymmetric communication in the first communication
medium, and
couple, in response to at least one of the first signal and the existence of asymmetric
communication in the first communication medium, the first communication medium and the

second communication medium.
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"\ transmitted  instead by the first
transceiver on the first communication
medium while the first transceiver
continues to receive data as part of the
communication session

Figure 3
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