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(57) ABSTRACT 

A method of communications over a network is specially 
adapted for improved transmission performance with 
reduced bandwidth requirements in communications net 
WorkS which are low quality or have widely varied physical 
channel performance, for example, wireleSS networks. The 
method includes Steps of packetizing a payload into a Series 
of data packets, inserting header packets at the beginning, 
middle, and towards the end of the Series, transmitting the 
Series, together with the header packets, receiving at least 
Some of the data packets of the Series and at least one of the 
header packets, and Sending an acknowledgement. The 
acknowledgement is either that all data packets and at least 
one header packet were received; that not all data packets 
were received and at least one header packet was received; 
or that Some data packets were received, but no header 
packet was received. Re-transmissions of data packets and 
the header packet, when Such packets are not received, is 
minimized in order to limit the number of communications 
necessary to deliver an entire data payload. 
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WIRELESS NETWORKSYSTEMAND METHOD 

BACKGROUND OF THE INVENTION 

0001. The present invention is related generally to digital 
data transmission protocols in communications networks 
and, more particularly, is related to efficient, reliable pack 
etized digital data transmission protocols for improved 
transmission performance with reduced bandwidth require 
ments in networks which are low quality or have widely 
varying physical channel performance, Such as, for example, 
wireleSS network environments. 

0002 In a typical Open Systems Interconnection (OSI) 
reference model network protocol, Several layers are defined 
and dictate the protocol Stack. A particular OSI model 
protocol that is commonly used for communications net 
works, including the Internet, is the Internet Protocol (IP), 
and particularly the Supplement IP known as the Transmis 
sion Control Protocol (TCP/IP). In all OSI model protocols, 
including IP and TCP/IP, a higher level layer, e.g., a trans 
port protocol layer, communicates packetized data to an 
underlying level layer, e.g., an Internet protocol layer. Sub 
Sequently, the underlying level layer, e.g., the Internet pro 
tocol layer, eventually relays the data to a data link layer, 
which in turn relays the data to a physical layer, which then 
directs the physical transmission of the data. 
0.003 For example, in such communications, first, data 
meant for transport by a network device is formatted accord 
ing to the OSI model data protocol, containing Several 
defined layers, Such as physical layer, data link layer, 
network layer, transport layer, and So forth. An illustration of 
such an OSI model protocol is given in FIG.1. In the model 
of FIG. 1, data for transmission by the device is first 
processed by a transport layer; this transport layer can be 
overlain by an application layer, Specific to the particular 
application. Typically in the transport layer, the transport 
mechanisms are defined Such that the data is partitioned into 
data packets for later physical transport. 
0004. The data from the transport layer is then processed 
by an interconnected network layer. An example of this 
network layer is the conventional Internet Protocol (IP) 
layer, as widely implemented today in TCP/IP networks, 
Such as the Internet. The interconnected network layer 
prepares the packets from the transport protocol layer for 
transport acroSS interconnected networks. 
0005 Next, the data link layer prepares the data for 
physical transport acroSS a defined network physical chan 
nel, Such as an Ethernet link or other type of local area 
network. 

0006 Finally, a physical layer performs the actual trans 
mission of the processed data to and acroSS the network 
operating under the particular OSI model implementation. 
0007 Presently, one of the most common implementa 
tions of the OSI model in network communications is 
TCP/IP. For example, Internet communications are typically 
conducted according to TCP/IP, and this is considered the 
standard for the Internet. In TCP/IP, the physical layer 
remains a constant and is independent of the devices or 
network, So long as the devices and network are capable of 
using the OSI model layers in accordance with TCP/IP. 
0008. In TCP/IP, the network layer is IP and the transport 
layer is TCP IP and TCP are each well known and defined 

Jun. 19, 2003 

as standards. Under the standards, the IP portion of the 
protocol takes care of routing data packets to the intended 
destination. The TCP part performs integrity checks on the 
data and enhances reconstruction of the packets into the 
original message or file at the destination end. 
0009. Although TCP is presently widely used in data 
communications, including over the Internet, the protocol 
was designed primarily for use over reliable and non 
variable channels and bandwidth, i.e., primarily wired con 
nections. The shift in direction of communications to mobile 
and wireleSS devices and communications, thus, was not a 
premise on which the TCP protocol was defined. The 
premises and assumptions on which TCP was designed no 
longer have the same application in the wireleSS World and 
as other and newer lower quality and variable channel 
networks evolve. 

0010. There is, therefore, a need for improved protocols 
and methods that account for the characteristics of wireleSS 
and other newer physical channels and applications. A 
number of protocols and methods have been designed to 
account for and operate in particular applications, for 
example, Voice-Over IP, multimedia transport, Satellite pro 
tocols, multicast protocols, and others. Although these vari 
ous designs may provide certain advantages in particular 
applications, there continues a need for improved protocols 
and methods that account for wireleSS and Similar networks 
that exhibit variable bandwidth and channel performance 
characteristics. 

0011 Particularly with wireless communications, con 
ventional systems and methods, such as TCP/IP protocols, 
have Several disadvantages. These disadvantages include 
high round trip times (RTT) of communications, variance in 
measurements in RTT because of channel characteristic 
variation, Substantial packet loss, high bit error rates, false 
assumption that data loSS because of congestion verSuS Slow 
rate of Sending, multi-channel possibilities not anticipated, 
and ARQ techniques are often prohibitively expensive. 
Moreover, certain recent advances in technology, Such as 
computer Speeds and error correction techniques, can pro 
vide improvements, however, these advances have not pre 
viously been exploited to their potential. 
0012. In sum, there is a need for improvement in the art 
and technology of communications over low bandwidth, 
poor quality channels, Such as wireleSS networks. 

SUMMARY OF THE INVENTION 

0013 An embodiment of the invention is a method of 
communications over a network. The method includes the 
Steps of packetizing a payload into a Series of data packets, 
inserting header packets at the beginning, middle, and 
towards the end of the Series, transmitting the Series, 
together with the header packets, receiving at least Some of 
the data packets of the Series and at least one of the header 
packets, and Sending an acknowledgement Selected from the 
group consisting of: all data packets and at least one header 
packet received; not all data packets received and at least 
one header packet received; and Some data packets received, 
but no header packet received. 
0014. In a further aspect, the method further includes the 
Step of terminating the method if the acknowledgement is 
that all data packets and at least one header packet are 
received. 
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0.015. In another aspect, the method further includes the 
Step of identifying the data packets not received if at least 
one header packet is received but not all data packets 
received. The acknowledgement of the Step of Sending 
includes identifiers of the data packets not received. The 
method also includes the Step of re-transmitting only the 
data packets not received. 

0016. In a further aspect, the method includes the step of 
identifying that Some data packets, but not any header 
packet, is received. The acknowledgement of the Step of 
Sending includes identifiers of the data packets received. The 
method also includes the Steps of determining which data 
packets were not received, based on the identifiers in the 
acknowledgement and re-transmitting only the header 
packet and the data packets not received. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a prior art OSI model protocol stack. 
0.018 FIG. 2 is an interconnected network, including 
various wired and wireleSS connections. 

0.019 FIG. 3 is a protocol stack, according to embodi 
ments of the present invention. 
0020 FIG. 4 is a data payload for transmission according 
to the protocols of embodiments of the present invention. 
0021 FIG. 5 is a data packet for transmission according 
to the protocols of embodiments of the present invention. 
0022 FIG. 6 is an acknowledgement message for send 
ing by a receiving device when a header packet has been 
received, according to the protocols of embodiments of the 
present invention. 

0023 FIG. 7 is an acknowledgement message for send 
ing by a receiving device when data packets have been 
received but a header packet has not been received, accord 
ing to the protocols of embodiments of the present invention. 

0024 FIG. 8 is a wireless resource manager that operates 
in conjunction with the protocol stack of FIG. 3. 

0.025 FIG. 9 is a flow diagram of a transmission proce 
dure according to the protocols of embodiments of the 
present invention. 

0.026 FIG. 10 is a block diagram of an exemplary 
physical connection between the transport layer and the 
physical layer of the protocol stack of FIG. 3, according to 
embodiments of the present invention. 
0027 FIG. 11 is a flow diagram of the procedure of FIG. 
9, further detailing the possible Scenarios of operation in 
conjunction with a receiving protocol, according to embodi 
ments of the present invention. 

0028 FIG. 12 is a timing diagram of a channel occur 
rence and operations of the embodiments of the present 
invention. 

0029 FIG. 13 is a flow diagram of the operations occur 
ring in FIG. 12. 
0030 FIG. 14 is a flow diagram of a reception procedure 
according to the protocols of embodiments of the present 
invention. 
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0031 FIG. 15 is a timing diagram of a transmission and 
reception Scenario, according to embodiments of the present 
invention. 

0032 FIG. 16 is a timing diagram of another transmis 
Sion and reception Scenario, according to embodiments of 
the present invention. 
0033 FIG. 17 is yet another timing diagram of another 
transmission and reception Scenario, according to embodi 
ments of the present invention. 
0034 FIGS. 18a-c are block diagrams of an exemplary 
interaction between a transport mechanism and a data heu 
ristic mechanism according to embodiments of the present 
invention. 

0035 FIG. 19 is a timing diagram of an exemplary 
interplay between a data heuristic mechanism, a transport 
mechanism and the wireless resource manage of FIG. 8, 
according to embodiments of the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0036 FIG. 2 is a communications network 2 comprised 
of wireless devices 4, 6 and wired devices 8, 10. The 
network 2 includes interconnecting communication links 12 
among the various devices 4, 6, 8, 10 and other devices and 
communications links (not shown). An example of the 
network 2 is the Internet, although other communications 
networks such as intranets, LANS, WANs, and others are 
also included as possibilities. 
0037. In the network 2, the device 8 is a network device 
and the device 10 is a display device. Each of these devices 
is connected by wire to the communication linkS 12 and, 
thus, the entire network 2. The device 4 is a mobile wireless 
device. The device 6 is a stationary wireless device that is 
connected by wire to the communication links 12. The 
mobile wireless device 4 and the stationary wireless device 
6 are capable of wireleSS communications, for example, by 
cellular wireleSS transmissions and receptions via one or 
more cell towers 14. The mode of wireless communications 
is, for example, cellular digital packet data (CDPD) in a 
cellular wireleSS environment, although it could alterna 
tively or additionally be any other wireleSS mode, Such as 
analog or digital cellular, radio frequency (RF), microwave, 
or other. 

0038. In communications over the network 2, the mobile 
wireleSS device 4 and the Stationary wireleSS device 6 are 
each capable of communicating according to specialized 
packetized data protocols, as follows: 

0039) Packetized Data Communications Protocols 
0040. Referring to FIG. 3, the wireless devices 4, 6 
(shown in FIG. 2) communicate according to an Image 
Transport Protocol (ITP) 20. The ITP protocol 20 conforms 
to the OSI model (shown in FIG. 1), but is improved for 
wireleSS and Similar lower quality networks of reduced 
bandwidth and variable channel characteristics. The ITP 
protocol 20 includes various layers. 
0041. A data layer 22 provides for the transport of digital 
data. A transport layer 24 Serves for partitioning data into 
desired packets. A network layer 26 prepares the packets 
from the transport layer 24 for transport acroSS the particular 
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network 2 according to its particular characteristics, for 
example, the particular protocol Suite characteristics of the 
Internet or another Standardized or proprietary network. A 
datalink layer 28 prepares the packets for physical transport 
acroSS particularly defined network physical channels, i.e., 
dictates physical port for transport. Finally, a physical layer 
30 performs the actual transmission of the packets over the 
particular communications channel, Such as a wireleSS chan 
nel, of the network 2. 

0.042 Although the ITP protocol 20 is, from this gener 
alized viewpoint, somewhat similar to other OSI model 
protocols, certain features of the transport layer 24 and the 
physical layer 30 are unique. Furthermore, the ITP protocol 
20 provides a wireless resource manager 32. The wireless 
resource manager 32 provides interaction, interconnectivity, 
and communication between the transport layer 24 and the 
physical layer 30 of the ITP protocol 20. These features, as 
well as data and packet formats, are now described. 

0.043 Transmitted Data and Data Packet Formats: 
0044) Referring to FIG. 4, an entire data payload 30 is 
split, or “packetized”, into series of data packets 40. This 
packetization is performed in accordance with the process of 
the transport layer 24 of the ITP protocol 20. The transport 
layer 24 packetizes data in the data packets 40 having 
particular format. A first “in sequence” data packet 40 of the 
payload 30 is a header packet 41. The header packet 41 
always contains a particular identifier, So-called a "payload 
header” or “header packet', for the payload 30 of interest. 
The header packet 41 is contained in the payload 30, in 
Sequence, at the beginning of the payload 30 and also is 
duplicated generally in the middle of the payload 30 and 
within one of the last several data packets 40 at the end of 
the payload 30. The particular format of the data packets 40 
of the payload 30 is hereafter described. 
0045 Referring to FIG. 5, in the ITP protocol 20, the data 
packet 40 for transmission includes a transmission header 
50. The transmission header 50 comprises an 8-bit packet 
type 42, a 16-bit sequence ID 44, and a 32-bit payload ID 46. 
The transmission header 50 is the first sequence of infor 
mation of each data packet 40 in communications according 
to the ITP protocol 20. The packet type 42 is employed in 
data type determination. The Sequence ID 44 indicates the 
Sequential location for the data packet 40 in relation to other 
data packets 40 (shown in FIG. 4) sent in communication of 
the entire payload 30 (shown in FIG. 4). The payload ID 46 
serves to identify the particular payload 30 of which the 
particular data packet 40 is part. 

0046) Moreover, in the particular case of the header 
packet 41 (i.e., payload header) of the particular payload 30, 
the payload ID 46 identifies the header packet 41 to the 
particular payload 30 sent according to the ITP protocol 20. 
Thus, the payload ID 46 is a field that particularly identifies 
each certain data packet 40 with the particular payload 30. 
The payload ID 46, moreover, uniquely identifies the certain 
packet 40 when it is the header packet 41, as containing the 
header for the particular payload 30. The number of packets 
40 in the particular payload 30 depends upon the size of the 
payload 30 and the size of the data packets 40. 
0047. If a packetizer breaks apart the data in a payload 
buffer into N packets, this number N is represented in the 
data field 48 of the data packet 40 which is the header packet 
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41 for the payload 30. Thus, the number N represented in the 
data field 48 of the unique header packet 41 for the payload 
30 identifies the number of data packets 41 in the particular 
payload 30. AS Such, when a receiving device receives a 
header packet 41, the receiving device is able to determine 
how many packetS 41 to expect from the transmission and in 
the particular payload 30. The header packet 41 may also 
contain other information, including data directly from the 
payload buffer and other data. 
0048 Received Data and Data Packet Formats: 
0049 FIG. 6 is a block diagram of a retransmit request 
message packet 50 Sent by a receiving device 52 in response 
to an incomplete payload 30 (shown in FIG. 4) reception, 
when the header packet 41 of the particular payload 30 has 
been received by the receiving device 52 but other data 
packets 40 have not been so received. The packet 50 
contains a payload identification 54, identifying the payload 
30 in question. The packet 50 additionally uses a sequence 
ID 55 and packet type 56 identification. A message field 58 
of the packet 50 identifies that the header packet 41 of the 
received transmission was received by the receiving device 
52. Another set of data identifies the packets 40 that the 
receiving device 52 did not receive and was unable to 
rebuild through forward error correction, or data heuristics, 
or Similar process. 
0050 FIG. 7 is a block diagram of a resend packet 60 
Sent by a receiving device 62 in response to an incomplete 
payload 30 reception in which the header packet 41 of the 
particular payload 30 has not been received. The packet 60 
contains a payload identification 64, identifying the payload 
30 in question. The packet 62 also includes a sequence ID 63 
and packet type identifier 65. A message field 66 of the 
packet 62 identifies that the receiving device 62 does not 
know how many packets 40 are in the payload 30, since the 
receiving device 62 did not receive the header packet 41. 
The resend packet 60 is sent by the receiving device 62 when 
a timeout is reached, after the receiving device 62 has begun 
to receive some data packets 40. Another block of data in the 
message field 62 identifies the packets 40 that the receiving 
device did receive, So the next transmission does not repeat 
those packets 40 that were received. The next transmission 
then resends only the header packet 41 and those packets 40 
not previously received. 
0051 Wireless Resource Manager: 
0052 FIG. 8 is a functional block diagram of the wireless 
resource manager 32 of FIG. 3. The wireless resource 
manager 32 contains a transport layer interface 505, a 
physical layer interface 510, a channel characteristics data 
base 520, and a wireless unit characteristics database 530. 
The transport layer interface 505 communicates through a 
well-defined application programming interface (API) of a 
transport mechanism of the transport layer 24 (shown in 
FIG. 3) of the ITP protocol. The interface 505 also com 
municates with the physical layer interface 510 according to 
the ITP protocol. The physical layer interface 510 allows the 
wireleSS resource manager 32 to actually communicate with 
a wireless network device (not shown) via a radio resource 
manager (RRM) within a wireless modem of such device. 
This communication also occurs through a well-defined API 
of the wireless network device to which the physical layer 30 
can interact. The physical layer interface 510 allows the 
wireleSS resource manager 32 to request data from the 
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wireleSS network device, Such as, for example, channel 
Status, channel characteristics, and other characteristics. 
This information may be relayed (see FIG. 3) to the trans 
port layer 24 to allow the transport layer 24 to adapt to 
changing conditions in the wireleSS environment, as noted 
before. 

0053) The physical layer interface 510 also allows the 
wireleSS resource manager 32 to request that the wireleSS 
unit change its characteristics. For example, the wireleSS 
resource manager 32 may request that the attached wireleSS 
unit change the channel testing regime in the wireleSS 
device, So as to minimize the impact to the testing regime on 
the transmission of data. Or, the wireleSS resource manager 
may specifically request that the wireleSS device change 
channels. Of course, numerous other control and informa 
tion mechanics are possible, as those skilled in the art will 
know and appreciate. 

0054) In addition to the interfaces 505, 510, the wireless 
resource manager 500 further includes the channel charac 
teristics database 520. This channel characteristics database 
520 is a database containing information on wireleSS receiv 
ers, the channels associated with them, and other informa 
tion Such as historical error rates, power characteristics, and 
other relevant information to the operation of the protocol in 
a wireleSS environment. The channel characteristics data 
base 520 may also be adapted to contain information on cell 
phone relays, the facings of the relays, the channels asso 
ciated with them, and other relevant information as noted 
above. 

0.055 The wireless recourse manager 32 also includes the 
wireless unit characteristics database 530. The wireless unit 
characteristics database 530 is a database that contains 
information on the present operational characteristics of the 
wireleSS device employed in the transmission of the data. 
This can include Such matters as the channel testing Sched 
ules, the allowable channels, the power associated with 
those channels, and other wireleSS device Specific informa 
tion aiding in the data protocol. 

0056. The usage of databases within the wireless resource 
manager 32 allows for monitoring of error Statistics on an 
ongoing basis to develop "noise profiles' that allow the 
wireleSS resource manager 32 to make educated guesses 
about the duration and frequency of high error rate periods 
for a given RF channel. Each RF channel will exhibit its own 
noise profile, and the record of this profile is accumulated 
and stored by the IP protocol. 

0057 The wireless resource manager 32 utilizes the noise 
profile information to direct the transport layer 24 when the 
physical layer 30 has been acting unstable or unexpected. 
The information can also be requested by the transport layer 
24 in order to determine the operational characteristics of the 
protocol, Such as the proper FEC parameters or the proper 
timeouts to use. Unplanned channel events, Such as channel 
changes generated external to the protocol, may also be 
communicated to the transport layer 24 in Similar manner. 

0.058 It should be noted that the wireless resource man 
ager 32 may be implemented as an independent resource, or 
may exist in whole or in part within either the transport layer 
24 or the physical layer 30 of a protocol stack. 
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0059 Compression: 
0060 Referring back to FIG. 3, in the ITP protocol, the 
transport protocol layer 24 contains a number of functional 
units, including a transport mechanism 122, a compression 
mechanism 124, a forward error correction (FEC) mecha 
nism 126, a physical layer manager 128, and a data heuristic 
manager 129. 
0061 The compression mechanism 124 takes the data 
generated by the network device and compresses it. This 
compression mechanism 124 can utilize interchangeable 
compression techniques, adaptable to the actual data 
received. For example, the data may comprise graphical 
data. The transport layer 24 can recognize the data as 
graphical data, and implement a wavelet transformation on 
that graphical data. Or, the transport layer 24 may have a 
priori knowledge of the type of graphical data, and adap 
tively implement a wavelet transformation on the data with 
a set of basis functions that minimize the amount of data to 
be transported. 
0062) Forward Error Correction: 
0063. The FEC mechanism 126 takes the compressed 
data, and adds an amount of extra data allowing the receiv 
ing mechanism to reconstruct the arriving data even in the 
case of a loss of the original data. The FEC mechanism 126 
is adaptable to current conditions existing in its connection 
to and across the interconnected network 140. 

0064. In a typical FEC system, based upon a known error 
rate, a certain amount of extra data is generated and added 
to the transmission. For an amount of data K, an added 
amount of data L is generated Such that the total data amount 
of K+L=N is actually sent. The retrieval of any amount K of 
the data at the receiver device is Sufficient for the receiver 
device to recreate the data Sent by the transmitting device. 
AS the error rate of transmission rises and falls, the amount 
of data L may be dynamically altered to reflect the expected 
transmission loSS. 

0065 Transport Mechanism: 
0066. The transport mechanism 122 of the transport layer 
24 directs the bundling or packetizing, and the rebuilding, of 
the original payload of digital data on the receiving end. The 
transport mechanism 122 also controls the computation of 
timeouts on the receiving end of the transmission. Addition 
ally the transport mechanism 122 directs the flow of infor 
mation between the receiving and transmitting ends through 
the use of control protocols. These control protocols include 
the indication of a payload received, the indication of an 
incomplete transmission of a payload, and other handshak 
ing types of control mechanisms between the receiving and 
transmitting Sides over the interconnected network 12. 
0067. The transport protocol on the receiving end can 
keep track of the amount of data not received. This data, 
when returned to the transmitting protocol, can enable the 
transmitting protocol to adapt to changing network environ 
ments, as noted further in the Specification. 
0068 Additionally, in the case of a multi-path link to the 
interconnected network, the packets can be reorganized and 
prioritized. If, for example, the link to the interconnected 
network is acroSS a wireleSS link, the high priority packets 
can be sent on a channel having a greater probability of 
getting through the link. Lower priority packets can be 
delayed, or Sent over noisier channels. 
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0069. Physical Layer Management: 
0070 The physical layer manager mechanism 128 allows 
the transport layer 24 the ability to finetune the transmission 
and reception of data acroSS the interconnected network 12 
(shown in FIG.2). The physical layer manager 128 monitors 
the physical layer 30, and provides the transport layer 24 
knowledge of the State of the actual transmission of the 
payload or payloads in the physical layer 30. 
0071 Based upon the state of the physical layer 30, the 
transport layer 30 can slow transmission, cease transmission, 
alter correction parameters in the FEC mechanism 126, or 
other Such actions. In the case of a wireleSS link, the 
interplay between the physical layer manager mechanism 
128 and the transport mechanism 122, for example, allows 
the IP protocol 20 to send high priority packets over a more 
robust channel. 

0.072 The ability to cease operations in the transport 
layer 24 is especially important, Since the transport layer 24, 
when the physical layer is overloaded, can simply Stop data 
from flowing through the protocol 20. The conventional 
protocols, in the case of physical delay, do not and cannot 
communicate this up the protocol Stack. This makes buffer 
overruns in the upper levels of the conventional Stack more 
prevalent, and can lead to drastic downturns in the Speeds 
and efficiency of operation of the conventional protocols. AS 
Such, the physical layer manager mechanism 128 of the 
present embodiments allows for the minimization of buffer 
overruns and allows the protocol 20 to resume operation 
without a snowball delay through the protocol 20. 
0073. The physical layer manager mechanism 128 can 
also keep track of certain data pertaining to the transmission 
characteristics of the physical layer 30. In particular, the 
physical layer manager mechanism 128 allows for the 
keeping of error rates in the transmission based on receipts 
of transmissions from receiving protocols indicating the 
amount of data not received. 

0074 Data Heuristics: 
0075) The data heuristic mechanism 129 of the ITP 
protocol 20 allows for the reconstruction of data on the 
receiving end, even when the minimal amount of data 
necessary in the FEC is not present. For example, in graphics 
data, the data may be representative of high energy and low 
energy portions. Should related high-energy data be recov 
ered, a low energy data lost portion may be reconstructed in 
its absence Solely from the high energy data. AS noted, the 
data heuristic mechanism 129 is highly specific to the data 
Sent. 

0.076 AS Such, depending upon the particular data and, 
possibly the compression used on the data, the data heuristic 
mechanism 12a allows the transport layer 24 to assign 
priorities to individual packets. This, in turn, allows the 
transport mechanism 122 and the physical layer manager 
mechanism 128 to Send high priority packets on more robust 
channels or paths. 
0.077 More detailed description of data heuristics is 
provided after discussion of the general transmission and 
reception Scheme, as follows. 
0078 Transmission Process: 
007.9 FIG. 9 is a flow diagram of an exemplary trans 
mission of the payload 30 (shown in FIG. 4) of digital data 
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that may be implemented in the ITP protocol 20 of FIG. 3. 
In a step 210, the data is compressed in an appropriate 
format. The compression Scheme and characteristics are 
adaptable based on the data itself, as those skilled in the art 
will know and appreciate. For example, with image data, 
compression is best achieved in certain ways, whereas 
textured information data may best be compressed in other 
manners, and So forth. In a step 220, the data is packetized 
as the packets 40 (shown in FIG.5) and readied for transport 
across an interconnected network 12 (shown in FIG. 2). In 
a step 230, the packets 40 are sequenced in priority. FEC 
coding is performed in a step 235. 

0080. In a step 240, the packets are sent by a transmitting 
device, Such as, for example, the mobile wireleSS device 4 
(shown in FIG.2). Additionally, in the step 240, the protocol 
20 monitors the physical link, that is, the particular wireleSS 
(or wired, as the case may be) communications channel of 
the transmission is monitored. The transmission of the 
packets 40 may then be delayed, or reordered, depending 
upon the parameters of the link as monitored, in order to 
optimize or assure Satisfactory transmission results. 

0081 FIG. 10 is a block diagram of an example of a 
possible physical connection transport layer 24 and the 
physical layer 30 for performing the protocol 20 of FIG. 1. 
In the example, a protocol stack 600, according to the ITP 
protocol 20 (shown in FIG. 3), includes a physical layer 30 
and a transport layer 24. The communication between the 
transport layer 24 and the physical layer 30 is achieved, for 
example, by means of a pair of sockets 630 and 640. The 
socket 630 is opened to the transport layer 24. The socket 
630 connects with an application layer 632, as is conven 
tional. The socket 640 is opened to a stack 642, which stack 
642 communicates with the physical layer 30. Also as is 
conventional, the Socket 640 connects with an application 
layer 644. The sockets 630, 640 are in direct communication 
and can thereby allow coordination between the transport 
layer 24 and the physical layer 30 for occurrences and 
conditions in operations of the ITP protocol 20. 

0082) Upon initiation of the protocol 20, sockets 630, 
640, respectively, are created in each of the transport layer 
610 and the physical layer 620. Information about the 
physical layer 30, Such as channel characteristics in the case 
of a wireleSS physical link, are communicated to the trans 
port layer 24 via the sockets 630, 640 connection. Addition 
ally, requests to alter the action of the physical layer 30, or 
requests about the physical layer 30, are communicated by 
the same sockets 630, 640 mechanism. In operation, if for 
Some reason the physical layer 30 cannot keep up with the 
data throughput through the protocol stack 600, the physical 
layer 30 communicates this condition to the transport layer 
24 through the communication set up by the sockets 630, 
640 pair. The transport layer 24 may either maintain active 
communications with the physical layer 30, or a polling 
mechanism may be employed. 

0083 Conditions that the physical layer 30 may commu 
nicate to the transport layer 24 include (but are not limited 
to) Such information as channel conditions, channel Switches 
or hops, and other relevant information regarding the com 
munication link between the wireleSS physical device 4 
(shown in FIG. 2) and the interconnected network 12. Thus 
the transport layer 214 can use this information in managing 
data communications through the protocol stack 600. For 
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example, should channel characteristics determine that a 
new channel is needed in a link between a wireleSS physical 
device 4 in the interconnected network 12, the physical layer 
30 will communicate this action to the transport layer 24 
through the sockets 630 and 640. In response, the transport 
layer 24 will slow data communication through the protocol 
stack 600 in order not to create an overflow condition in any 
of the input buffers contained in the other layers of the 
protocol stack 600. 
0084. Upon an improvement in the channel characteris 
tics of the physical device, or upon completion of the 
channel Switch, this event is communicated to the wireleSS 
protocol layer 610 via the same socket pair 630 and 640. 
Upon notification of this event, the transport protocol layer 
610 re-enables or Speeds up data transmission through the 
protocol stack 600. 
0085. As such, the present invention envisions a dynamic 
communication protocol Stack. The transport protocol layer 
610 responds to changing characteristics in the protocol 
Stack 600 and in the physical transmission characteristics. 
As such, data thrashing within the protocol stack 600 can be 
minimized. AS envisioned, the topmost layer in an intercon 
nected network protocol Stack will act as a transmission 
manager for the communication System. 
0086) Referring to FIG. 11, the method 200 of FIG. 9 of 
transmission according to the protocol 23 is further detailed 
and described in various alternative Scenarios. In particular, 
the method 200 commences with the step 210 of compress 
ing data to be transmitted. Compressed data is then pack 
etized in the step 220. The step 220 includes several Substeps 
as follows. 

0087. In a step 222, the method 200 waits to receive the 
data payload. The method 200 receives the data payload in 
a step 224. The data of the payload is then packetized into 
N packets in a step 226. Thereafter, a header packet is 
created in a step 228. The header packet is then duplicated 
in a step 230 and inserted at the beginning, middle and 
towards the end of the Series of packets of the payload. 
0088. Once the data is packetized in the step 220, and the 
packets are Sequenced in the Step 230, FEC coding is 
performed on the payload in a Step 235. The packets are now 
ready for transmission, and a Step 240 of transmitting the 
packets follows. A step 240 of the transmission includes 
various StepS and, depending on the efficiency and comple 
tion of transmission, can proceed along three possible 
rOuteS. 

0089. In each of the routes, the payload, having been 
packetized with header packets inserted, is transmitted in a 
Step 241. After transmission in the Step 241, a waiting period 
occurs at the transmitting device in a step 242. In the waiting 
period of the Step 242, the transmitting device will conclude 
or be notified that the payload was either received or not. 
0090. If the receiving device received all packets of the 
payload, including at least one header packet, then the 
receiving device Sends to the transmitting device in a step 
248 an acknowledgement (ACK) that the payload was 
received. Thereafter, the method 200 returns to the step 220 
and, particularly, the Step 222 of waiting for the next 
payload. 
0091) If, on the other hand, the receiving device only 
received Some of the packets transmitted in the Step 241, and 
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also at least one header packet, then a step 243 follows. In 
the step 243, the receiver device sends to the transmitter 
device a message designating which packets were received 
Successfully. In a neXt Step 244, the transmitting device, 
based on knowledge of the particular packets that have been 
received by the receiving device from the message of the 
Step 243, determines which packets of the payload were not 
received. The transmitting device then prepares the packets 
that were not received for re-transmission in a step 246. In 
a step 247, the transmission device retransmits the packets 
not received by the receiving device. The method 200 then 
returns to the Step 242 and waits to again conclude or learn 
by receipt message whether all packets have or have not 
been received Successfully. 

0092. If the receiving device does not receive any header 
packet in the original transmission in the Step 241 during the 
waiting period of the Step 242, then a timeout occurs with the 
transmitting device not receiving any acknowledgement or 
other message from the receiving device. The timeout occurs 
in a step 245. After the timeout in the step 245, the 
transmitting device retransmits the entire payload, including 
the header packets, in the Step 246 of preparing the packets 
for transmission. The entire payload and header packets are 
then retransmitted in the step 247. After the step 247, the 
transmitting device returns to the Step 242 of waiting for 
acknowledgement or timeout. 

0093. As those skilled in the art will know and appreciate, 
the method 200 continues until the transmitting device 
concludes or learns by return message from the receiving 
device that the payload, together with at least one header 
packet, has been received by the receiving device. Even if 
the receiving device does not receive certain packets, the 
FEC coding of the packets in the step 235 can allow the 
receiving device, under certain circumstances, to reconstruct 
missing packets. In Such instance, the receiving device can 
treat the situation as though the reconstructed packets were 
originally received, and thus notify the transmitting device 
with a message indicating the packages were received, 
although in fact reconstructed by FEC decoding. 

0094) Referring to FIG. 12, in conjunction with FIG. 3, 
the Situation of an unplanned network event, Such as, for 
example, a communications channel interruption, is illus 
trated with a timing diagram of the unplanned event. The 
unplanned event in this example requires a channel change 
for the communication. First, at a time T1, the channel 
change takes place, interrupting the transmission of the data 
packets P on channel 1. This event is detected by the wireless 
resource manager 32 (shown in FIG. 3) of the protocol 20 
(or, alternatively, by Some other physical layer mechanism 
that performs similar function). The wireless resource man 
ager 32 communicates to the transport layer 24 of the 
protocol 20 that the event has occurred. The channel change 
takes a time t1 to occur. Instead of continuing to transmit 
according to the protocol 20, which would possibly overflow 
underlying buffers in the protocol 20, the transport layer 24 
of the protocol 20 ceases the transmission of data until 
notified by the wireleSS resource manager 32 of a Successful 
channel change. 

0095 Only after the period t1, and once a new channel is 
implemented, does the transport layer 24 of the protocol 20 
continue the process to Send data to be transmitted. Channel 
changes are noted at times T2 and T3. In particular in the 
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protocol 20, only after the Successful channel change does 
the transport layer 24 again proceed to relay data for 
physical transport. Thus, via the protocol 20 and wireleSS 
resource manager 32 operation, avalanche failure of the 
entire protocol 20 is avoided, as well as the otherwise 
required reset time that would be associated with that failure. 
0096 Referring to FIG. 13, a method 800 is performed 
in the circumstance of the unplanned event of FIG. 12. In a 
step 805, the transport layer of the protocol 20, in operation 
prior to the unplanned event, continues to relay the data 
packets transmission. In a step 810, the unplanned event, for 
example, requiring a channel change, takes place. Upon 
detection of this event, the transport layer 24 in a step 820 
delays the Subsequent transmission of any data, until the 
unplanned event is cleared in the Step 820. Upon the clearing 
of the unplanned event, the normal transmission through 
operation of the protocol 20 resumes in the block 805. 
0097. Receiving Process: 
0.098 Referring to FIG. 14, a method 1400 of receiving 
transmitted information conforms to the protocol 20 (shown 
in FIG. 3). In a step 1410, the receiving device operating 
according to the protocol 20 waits for arrival of an initial 
packet of a payload transmitted to the receiving device. In a 
Step 1412, a transmitted packet has arrived and is received 
by the receiving device. In a Step 1414, a determination is 
made regarding the received packet of whether the payload 
ID of the packet is active. If the payload ID is active, i.e., a 
particular payload is indicated by the payload ID, then the 
received packet is accumulated with other arriving packets 
in a step 1416. If, on the other hand, the payload ID of the 
packet is not active, a step 1418 starts payload assembly for 
the payload ID. 
0099 Next, in a step 1420, a received packet list is 
created. The Step 1416 of adding the packet to the payload 
received packet list then follows the step 1420. 
0100. In a step 1422, the method 1400 determines 
whether the payload received is complete. If it is not 
complete, then a step 1424 follows in which a payload 
packet count is incremented. Thereafter, a payload timeout 
is recalculated based on the total packets expected in the 
payload and the timeout is reset for payload assembly in a 
step 1426. The method 1400 then returns to the step 1410 of 
awaiting packet arrival. 
0101 If the payload is complete in the step 1422, a next 
Step 1428 transmits a payload acknowledgement (ACK) to 
the transmitting device. In a Step 1430, the payload assem 
bler operation is terminated. If in the transmission proceSS 
according to the method 200 (shown in FIGS. 9 and 11) the 
packets are FEC encoded, a step 1440 decodes the packets 
into the appropriate number of Source packets. In a step 
1442, the payload, as assembled and decoded, is passed to 
a file aggregator for reassembly. The reception method 1400 
is completed with a step 1444 of ending the task. 

0102 Once a first packet has been received in the await 
ing packet arrival step 1410, a step 1450 is commenced in 
which a timeout begins. The timeout in the step 1450 occurs 
as the method 1400 anticipates receipt of additional packets. 
If the step 1450 of timeout extends for the entire timeout 
period, then the method 1400 performs data heuristic analy 
sis in a Step 1452 to attempt to construct the nonreceived 
packets. 
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0103) In a step 1454, the method 1400 determines 
whether the packets that were not received can be restored 
from the existing packets that were received. If the packets 
can be restored, then data heuristic Synthesis is performed in 
a step 1456. Thereafter, the payload is marked complete in 
a step 1458. The method 1400 then proceeds to the step 1422 
of determining whether the payload is complete. If in the 
step 1454 determination is made that the nonreceived pack 
ets cannot be restored by data heuristics, the method 1400 
proceeds to a step 1460. In the step 1460, a determination is 
made whether a Set maximum number of retries has been 
reached. If the maximum number of retries for receiving 
packets to complete the payload has been reached, a Step 
1462 follows in which a log is made that the payload 
reception has failed. In Such instance, the incomplete pay 
load is passed to the file aggregator for reassembly in the 
step 1442 and the method 1400 proceeds to end the task in 
the step 1444. 

0.104) If, on the other hand, the maximum number of 
retries has not occurred as determined in the step 1460, a 
Step 1464 determines whether any payload header packet 
has been received. If a payload header packet has been 
received, then a step 1466 Sends requests to the transmitting 
device to resend the missing packets. If no header packet has 
been received, then, instead, a step 1468 follows in which 
the receiving device Sends a message to the transmitting 
device indicating which packets were received. In each 
instance, the steps 1466 and 1468 are followed by a step 
1426, in which the payload receipt timeout is recalculated 
and the timeout is reset in the payload assembler. The 
method 1400 returns to the step 1410 of awaiting packet 
arrival. 

0105. It should be noted that the receiving protocol could 
keep track of packets not physically received and commu 
nicate this back to the transmitting protocol as well. This 
would enhance the ability of the physical layer manager of 
the transmitting protocol to adapt to changing circumstances 
in the network. Thus, while the protocol could minimize 
retransmits by rebuilding a packet or approximating one, it 
would be useful to communicate the numbers of packets not 
received back to the originating protocol in order to fully 
allow the adaptive characteristics of the protocol to effec 
tively operate. 

0106 FIGS. 15-17 are timing diagrams detailing exem 
plary interplay between transmitting and receiving accord 
ing to the protocol 20 of FIG. 13. Referring to FIG. 15, a 
timeline shows one possible outcome of the communication 
transaction between the transmitting and receiving devices 
according to the protocol 20. At a time t1, the transmitting 
device, via the protocol 20, packetizes the payload buffer 
and Sends the resulting packets through the interconnected 
network to the receiving device operating according to the 
protocol 20. In the time between tl and t2, the receiving 
protocol receives a number of packets directed to it. At a 
time t2, the receiving protocol receives all the packets. At 
this time, the receiving protocol acknowledges the delivery 
of the payload. 

0107 Referring to FIG. 16, a timeline shows another 
possible outcome of a communication transaction between 
the transmitting and receiving devices employing the pro 
tocol 20. At a time t1, the transmitting device, via the 
protocol 20, packetizes the payload buffer and sends the 
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resulting packets through the interconnected network to the 
receiving device operating according to the protocol 20. In 
the time between tl and t2, the receiving protocol receives 
a number of packets directed to it by the transmitting device. 
However, in this case, the receiving protocol receives at least 
one header packet, but not all the packets of the payload Sent 
by the transmitting protocol. 
0108. Upon arrival of a first packet of the payload, the 
receiving protocol initiates a timeout period. At the end of 
this timeout, time t3 in the diagram, if another packet has not 
been received, the receiving protocol sends a request for 
re-transmittal of only the missing packets. The protocol 20 
determines which packets are missing based on knowledge 
of the packets actually received and based on the header 
packet which contains information detailing the contents of 
the payload and the packets which are being Sent. At time t3, 
the header packet has been received by the receiving pro 
tocol. The information in the header packet contains the 
number of packets sent (and to be expected by the receiving 
protocol) in that particular payload. 
0109 The receiving protocol then determines the packets 
that have not arrived and need to be retransmitted by the 
Sending protocol. The receiving protocol formulates a 
request for these missing packets and Sends the request for 
retransmission of the Specific missing packets to the trans 
mitting device at the time t3. The request for retransmission 
of the missing packets is received by the Sending protocol at 
a time ta. At time t5, the transmitting protocol retransmits 
the requested missing packets as requested by the receiving 
protocol. 
0110. At time té, the receiving protocol has received at 
least Some of the missing packets, but not all of them. At the 
receipt of any first ones of the missing packets, the receiving 
device initiates a timeout, as above. At time t7, the timeout 
period initiated by the receiving protocol has expired with 
out all the missing packets having arrived. The receiving 
protocol then requests another retransmittal of the Still 
missing packets at this time. 
0111. The re-transmission request is received by the 
transmitting protocol at time t3. The transmitting protocol 
then resends the requested missing packets at time t9. These 
missing packets are received at receiving protocol at a time 
t10. 

0112 The receiving protocol then sends an acknowledg 
ment (ACK) of receipt of the complete payload at the time 
t10. This cycle of Sending packets, the receiving protocol 
initiating a timeout on the arrival of a first of the packets, at 
the termination of the time out period, if a header packet has 
arrived, the receiving machine requesting a retransmission 
of the only the particular missing packets, and the resending 
of only the missing packets, is repeated until the entire data 
payload is delivered to the receiving device. Thus, the 
receiving device uses the information contained in the 
packet header to actively request the retransmission of only 
all the packets it has not received. 
0113. It should be noted that the receiving protocol can 
also attempt to rebuild the missing packets via the FEC 
implemented in the protocol. Or, the protocol can attempt to 
reconstruct certain data, Such as graphical data, through the 
use of data heuristics. 

0114) Referring to FIG. 17, another timeline example is 
provided of a circumstance of operation of the protocol 20 
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of FIG. 3. At a time t1, the transmitting protocol has 
formatted and packetized the payload data for communica 
tion over the interconnected network to receiving protocol. 
The packets are Sent by time t1 to the receiving protocol. 

0.115. When the receiving protocol receives a first of the 
packets of the payload, the receiving protocol initiates a 
timeout period. If another packet arrives within in this 
timeout period of time, the receiving protocol reinitiates the 
timeout period. Once a timeout has expired without an 
incoming packet being received, the receiving protocol 
attempts to determine if the entire data payload has been 
received. 

0116. At time t2, the receiving protocol has received a 
packet and initiated a timeout period. At time t3, the receiv 
ing protocol has timed out without receiving a header 
packet. AS Such, the receiving protocol can not determine the 
number of packets to expect for the particular payload and 
can not know which packets were not received in order to 
request retransmittal of the missing packets from the trans 
mitting protocol. However, the receiving protocol initiates a 
request to the transmitting protocol indicating that it has not 
received a packet header for the particular payload, and 
Sends along with the request identifying information on the 
packets that it has received. 
0117. At time tak, the transmitting protocol has received 
the request from the receiving protocol indicating it has not 
received all the packets for the particular payload and that 
the receiving protocol did not receive the packet header for 
that payload. The transmitting protocol uses the identifying 
information regarding the packets received by the receiving 
protocol, and determines which packets to resend to the 
receiving protocol. The transmitting protocol then proceeds 
to again Send the missing packets to the receiving protocol 
in the period between ta and t5. 
0118. As shown in FIGS. 15-17, the reception of at least 
one packet by the receiving protocol initiates a timeout 
period. If the receiving protocol determines that it is missing 
packets, it then requests that the transmitting protocol 
retransmit those missing packets. If the receiving protocol 
has received a packet header, it can use the information 
contained in the packet header to specifically request 
retransmission of only the missing packets. If the receiving 
protocol has not received a packet header, it determines that 
it has not received all the pertinent data and the receiving 
protocol then requests a retransmittal of the packet header. 
Within the request, the receiving protocol also lists the 
packets it has received, So that the transmitting protocol may 
retransmit only those data packets, together with the header 
packet, that have not been received. 
0119) It should be noted that, unlike previous data pro 
tocols, the timeout values in the present invention are 
dynamic in nature. The communication between the trans 
port protocol layer and the physical layer allows the protocol 
to dynamically deduce a proper timeout based on a history 
of the transmission of the data. In the case of a wireleSS link, 
the characteristics of the channel, the characteristics of the 
receiving and the transmitting device, and the actual times of 
previous, but close in time, transmissions of data, allow the 
protocol to Set efficient timeouts. 
0.120. An exemplary timeout of the receiving protocol is 
dynamic in nature, especially in the case where the link to 
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the interconnected network is wireleSS. In this case, a more 
efficient timeout based on the wireleSS link characteristics 
can be computed. Again, the interplay of the physical layer 
manager and the transport mechanism in the protocol allow 
this to operate in an efficient manner. The transport mecha 
nism contains a timeout, allowing a receiving protocol to 
efficiently determine when to Send a message to a transmit 
ting protocol requesting a retransmittal of data. 
0121 The timeout metric is computed and monitored by 
a receiving protocol, and tells the receiving protocol how 
long to wait for all the packets in a payload to arrive before 
assuming that any are lost and requesting a retransmission. 
The metric can be thought of as the weighted sum of the 
average or Steady State network performance delay and the 
instantaneous delay effects caused by the current condition 
of a wireless link. 

0122). As such, in this exemplary embodiment, the tim 
eout for a payload can be expressed in an environment as 
follows: 

Tburstimeoui-Wstatic Thurstimeout Waynamic?(x, . . . ). 
0123 where Tinsul-Static burst delay calcula 
tion, and 

0.124 f(x, . . . )=Instantaneous transmission delay 
effects, and 

0.125 W =Weighting of static delay approxima 
tion effects, and 

(0.126 W =Weighting of instantaneous delay 
effects, and 

0127 W+W 1. dynamic 

0128. Since the total transmission time of a payload is 
contingent upon the Size of a payload, and the header packet 
is not guaranteed to be the first one received, when a 
non-header packet arrives, the size of the current payload is 
assumed to be the Size of the last Successfully transmitted 
payload. Upon the receipt of a header packet, and thus 
information regarding the Size of the payload, the timing 
metric can be recalculated more closely. When no payload 
has previously been received, a bootstrap default value can 
be used. 

0129. In a dynamic environment, the variances of the 
average transmission delay may be thought of as related to 
the weights W above. The greater the variance in a dynamic 
environment, the greater the instantaneous effects to the 
overall packet delay. In a wireline environment, Wanate is 
close to Zero. 

0130 
based on 

In this exemplary embodiment, T, urst timeout S 

Thurstime out-Epp () N.pkist-2 VNipks'Oppr(x), 

0131) where E(x)=expected or average value of 
per packet transmission delay, and 

0.132. O., (x)=standard deviation of per packet pptt per p 
transmission delay, and 

0133) N=Total number of packets expected in 
the next burst of packets. 

0134) Eu(x) and O,t(x) are computed from past pay 
load receive performance. 

Jun. 19, 2003 

0.135 For each payload that is received, and for each 
aborted payload, the total experienced accumulation time is 
divided by the number of receive packets in the payload to 
arrive at a delay per packet Statistic for the payload. The 
Standard deviation is also computed accordingly. These 
figures are recorded as part of the transport protocol. The 
average per packet transmission time is computed as the 
moving average over the actual last M delay per packet 
Statistics experienced and Stored again as part of the trans 
port protocol. 

0.136 Instantaneous wireless effects include many things, 
including geography, cell to cell variations in a cell phone 
network, and others. AS Such, the function f(x, . . . ) is 
network specific and is different on all network links. The 
function is a weighted Sum of delay contributions from the 
various Sources of instantaneous delay. One or more persis 
tent mechanisms are typically embedded within the transport 
protocol to monitor the delays of each of these Sources. The 
individual functions can be hardcoded based on empirical 
evidence with a specific network, but they can alternatively 
be tuned or derived in an automated fashion, in real time or 
otherwise. 

0137 Referring to FIGS. 180a-c, block diagrams show 
an exemplary result of the interaction between the transport 
mechanism and the data heuristic mechanism. FIG. 18a 
shows a payload in its constituent packets. The packets are 
numbered in FIG. 18a according to the order in which the 
payload would typically be split via the transport mechanism 
of the protocol 20 (shown in FIG. 3). The packets are 
prioritized by the heuristic mechanism based upon the 
relative importance of the data carried by the packet. 
0.138. In a typical compression, especially of graphical 
data, the lower frequencies or lower energies may be recon 
Structed from related, higher energy coefficients. Thus dur 
ing the compression, the coefficients of the data are assigned 
a relative priority, based upon the content of the data. The 
more easily approximated or reproduced data is assigned a 
lower grade than the harder to reproduce data. 
013:9) Thus, in FIG. 18a, the more important or higher 
weighted packets are packet 0 and packet N-1. The next 
most important is packet N, and So on until the least 
important data packet, packet 2. The data heuristic codes the 
packets in a manner consistent with the importance of the 
data contained therein. 

0140. In FIG. 18b, the transport mechanism has reor 
dered the packets according to the relative weights of the 
data contained in them. Thus, the packet N-1 has been 
moved into the Second slot. A renumbering of the packets 
may also occur, in order to allow the receiving protocol to 
more fully assess the importance of the information. Also, 
the original numbering order of the packets may be retained. 

0141. In FIG. 18b, the contents of packet N-1 have been 
interchanged with the contents of packet 1. Thus, the new 
packet 1 is equal to or leSS important to the packet 0, and is 
equal to or more important than packet 2. However, an 
internal field of packet 1 signifies that the natural ordering of 
the packet is still in the N-1th place. This allows the first 
ordering of packets to be preserved, if necessary. 

0.142 Referring to FIG. 18c, the block diagram indicates 
ordering of the packets of FIGS. 18a-b as received at the 
receiving protocol. During the course of attempting to 
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reconstruct the payload, the receiving protocol has correctly 
deduced that packet N-3 as Sent, originally packet 1, is 
missing. The protocol uses the reordering of the packets to 
determine that the packet N-3, as Sent, is no better than a 
“D’ importance in the reconstruction of the payload. Thus, 
the protocol easily determines that the loss of the packet N-3 
is acceptable to the reconstruction of the final payload. 
Notice also that the payload may also be assembled in the 
original order of FIG. 18a, since the original payload 
indices are Still present in the data. 
0143. This ordering of the importance of the data con 
tained in the packet also aids the efficiency of the physical 
transmission of the packets. The transport protocol can 
contain a means to prioritize the Sending of important 
packets over transmission channels having good character 
istics. Thus, if during the course of transmitting the packets 
a Sudden condition causes the transmission channel to 
degrade, the transport protocol layer can redirect the leSS 
important packets to be transmitted, thus waiting for a clear 
channel to transmit the more important data. 
0144. Referring to FIG. 19, a timing diagram shows an 
exemplary interplay between the data heuristic, the transport 
mechanism, and the physical layer manager of the protocol 
20 (shown in FIG. 3). First, a transmission A is enabled at 
a time t1, and has good transmission characteristics, as 
indicated by the high level in FIG. 19. As such, the transport 
mechanism directs that the higher priority packets, as deter 
mined by the data heuristic mechanism, be sent during this 
time. Accordingly the highest priority packets, the packets 1 
and 2, are sent in this time. 
0145 Suddenly, at a time t2, the channel characteristics 
for the transmission change to a low quality, as indicated by 
the low level in FIG. 19. The physical layer manager 
indicates this change to the transport mechanism. The trans 
port mechanism then disables the transmission of any more 
high priority packets over the channel. This is because one 
would want the high priority packets to enjoy a greater 
probability of being received by the receiving protocol. AS 
Such, based on the low transmission quality, the transport 
mechanism directs that the lowest importance packets are to 
be sent at this time. Thus, the packet N is Sent in this period. 
0146). At a time t3, the channel characteristics clear, but 
not to the best as at time t1. This change is indicated to the 
transport mechanism by the physical layer manager in the 
protocol 20. Since the transport characteristics have 
improved, the transport protocol enables the Sending of the 
higher importance packets. Alternatively, the transport pro 
tocol can wait until the optimum conditions are met, like at 
t1. Then the transport mechanism can direct the transmission 
of intermediate importance packets, Such as packet 5. Many 
different Schemes can be envisioned for the interplay 
between the prioritization of packets and the transmission of 
them based upon the existence of good channel character 
istics. 

0147 The current scheme can easily be extended to a 
plurality of channels. Since the physical layer manager 
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contains a database of the different channel characteristics, 
the Sending of priority packets may be delayed while the 
transport protocol waits for a better channel, rather than 
better channel conditions. Of course, other alternatives are 
possible. Although illustrative embodiments of the invention 
have been shown and described, a wide range of modifica 
tion, change, and Substitution is contemplated in the fore 
going disclosure and in Some instances, Some features of the 
present invention may be employed without a corresponding 
use of the other features. Accordingly, it is appropriate that 
the appended claims be construed broadly and in a manner 
consistent with the Scope of the invention. 
What is claimed is: 

1. A method of communications over a network, com 
prising the Steps of 

packetizing a payload into a Series of data packets, 
inserting header packets at the beginning, middle, and 

towards the end of the series; 
transmitting the Series, together with the header packets, 
receiving at least Some of the data packets of the Series 

and at least one of the header packets, and 
Sending an acknowledgement Selected from the group 

consisting of all data packets and at least one header 
packet received; not all data packets received and at 
least one header packet received; and Some data pack 
ets received, but no header packet received. 

2. The method of claim 1, wherein the method further 
comprises the step of: 

terminating the method if the acknowledgement is that all 
data packets and at least one header packet are 
received. 

3. The method of claim 1, wherein the method further 
comprises the Steps of: 

identifying the data packets not received if at least one 
header packet is received but not all data packets 
received; 

wherein the acknowledgement of the Step of Sending 
includes identifiers of the data packets not received; 
and 

re-transmitting only the data packets not received. 
4. The method of claim 1, wherein the method further 

comprises the Steps of: 
identifying that Some data packets, but not any header 

packet, is received; 
wherein the acknowledgement of the Step of Sending 

includes identifiers of the data packets received; 
determining which data packets were not received, based 

on the identifiers in the acknowledgement; 
re-transmitting only the header packet and the data pack 

ets not received. 


