
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2013/091806 Al
27 June 2013 (27.06.2013) W P O P C T

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
G06Q 10/10 (2012.01) G06F 21/62 (2013.01) kind of national protection available): AE, AG, AL, AM,
G06Q 50/22 (2012.01) AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(21) International Application Number: DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

PCT/EP2012/005 185 HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
(22) International Filing Date: KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,

17 December 2012 (17. 12.2012) ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,

(25) Filing Language: English RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,

(26) Publication Language: English TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
ZM, ZW.

(30) Priority Data:
61/579,190 22 December 201 1 (22. 12.201 1) US (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,
(71) Applicant (for DE only): ROCHE DIAGNOSTICS GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

GMBH [DE/DE]; Sandhofer Strasse 116, 68305 Man UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
nheim (DE). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,(71) Applicant (for all designated States except DE): F.
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,HOFFMANN-LA ROCHE AG [CH/CH]; Grenzacher-
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,

strasse 124, CH-4070 Basel (CH).
ML, MR, NE, SN, TD, TG).

(72) Inventors: BIRTWHISTLE, Daniel, P.; 9680 Conifer
Declarations under Rule 4.17 :

Court, Fishers, IN 46037 (US). REINKE, Robert, E.;
12340 Buck C , Indianapolis, IN 46236 (US). — as to the applicant's entitlement to claim the priority of the

earlier application (Rule 4.1 7(in))
(74) Common Representative: ROCHE DIAGNOSTICS

GMBH; Sandhofer Strasse 116, 68305 Mannheim (DE). Published:

— with international search report (Art. 21(3))

(54) Title: CUSTOMER ERROR SCREEN CAPTURE

102 too

-150

-

- 70

-(06

o
00 Support

Fig-1

©

(57) Abstract: A method for capturing a user's view of an electronic screen having an error message in a health management applic -
o ation without showing private information of the user includes receiving an error message from a web service responding to a re -

quest for a web page by the user. The method includes receiving an electronic file of the web page with the error message, redactingo private information of the user from the electronic file to create a redacted electronic file, and storing the redacted electronic file in a
support log module.



CUSTOMER ERROR SCREEN CAPTURE

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Provisional Application No. 61/579,190, filed

on December 22, 201 1. The entire disclosure of the above application is incorporated herein by

reference.

FIELD

[0002] The present disclosure relates to a system for providing customer support by accessing a

user's web browser session that has been redacted to restrict access to private data of the user.

BACKGROUND

[0003] Title Π of the Health Insurance Portability and Accountability Act (HIPAA) includes a

Privacy Rule. The HIPAA Privacy Rule regulates the use and disclosure of certain information

held by "covered entities" including health insurers, medical service providers and others that

engage in certain transactions. The Privacy Rule establishes regulations for the use and

disclosure of Protected Health Information (PHI) regarding health status, provision of health

care, or payment for health care associated with an individual or patient. PHI covers, among

other information, any part of an individual's medical record or payment history. A covered

entity may disclose PHI to facilitate treatment, payment, or health care operation or if the

covered entity has obtained authorization from the individual.

[0004] Additionally, when a covered entity discloses any PHI, it must make a reasonable effort

to disclose only the minimum necessary information required to achieve its purpose.

Increasingly, many patients, especially patients with chronic conditions that require daily

management, such as diabetes, participate in health care management plans that include using

software to manage, monitor, log, update and transfer data to a health management service or a

participating health provider. Typically, a user (patient or health professional) interacts with

software provided by the health management service or other health professional. The software



can be in the form of an application or program which resides in a computer device (PC, laptop,

tablet, smartphone or other handheld device) of the user or communicates with a web service of a

health management service or provider by means of a web browser of the user. When an error

occurs during the use of the application, the user can communicate by telephone or e-mail, or

other digital communication with a support service. The support person that receives the call

may not, however, be able to reproduce the error to determine the cause of the problem without

seeing what the user sees and without tracing the user's actions. Permission to see private

information of the user must be sought and saved in an audit log according to the PHI rule of

HIPAA. Even when such permission is received, the experience may not be comfortable for the

user and support member.

[0005] In the exemplary case of patients with diabetes, for example, diabetes is managed

primarily by controlling the level of glucose in the bloodstream (bG). This level is dynamic and

complex, and is affected by multiple factors including the amount and type of food consumed,

and the amount of insulin (which mediates transport of glucose across cell membranes) in the

blood. Blood glucose levels are also sensitive to exercise, sleep, stress, smoking, travel, illness,

menses, and other psychological and lifestyle factors unique to individual patients. The dynamic

nature of blood glucose and insulin, and all other factors affecting blood glucose, often require a

person with diabetes to forecast blood glucose levels. Therefore, therapy in the form of insulin

or oral medications, or both, can be timed to maintain blood glucose levels in an appropriate

range.

[0006] Generally, management of diabetes is time-consuming for patients because of the need to

consistently obtain reliable diagnostic information, follow prescribed therapy, and manage

lifestyle on a daily basis. Diagnostic information, such blood glucose, is typically obtained from

a capillary blood sample with a lancing device and is then measured with a handheld blood

glucose meter. Interstitial glucose levels can be obtained from a continuous glucose sensor worn

on the body. Prescribed therapies can include insulin, oral medications, or both. Insulin can be

delivered with a syringe, an ambulatory infusion pump, an insulin patch or combinations thereof.

With insulin therapy, determining the amount of insulin to be injected can require forecasting

meal composition of fat, carbohydrates and proteins along with effects of exercise or other



physiologic states. The management of lifestyle factors such as body weight, diet, and exercise

can significantly influence the type and effectiveness of a therapy.

[0007] Management of diabetes involves large amounts of diagnostic data and prescriptive data

acquired in a variety of ways: from medical devices, from personal healthcare devices, from

patient recorded logs, from laboratory tests, and from healthcare professional recommendations.

Medical devices include bG meters, continuous glucose monitors, ambulatory insulin infusion

pumps, diabetes analysis software, and diabetes device configuration software. Each of these

systems generates and/or manages large amounts of diagnostic and prescriptive data. Personal

healthcare devices include weight scales, and blood pressure cuffs, exercise machines,

thermometers, and weight management software. Patient recorded logs include information

relating to meals, exercise and lifestyle. Lab test results include HbAlC, cholesterol,

triglycerides, and glucose tolerance. Recommendations by healthcare professionals may include

prescriptions, diets, test plans, and other information relating to the patient's treatment.

[0008] At the interaction of a patient or health professional with software used by the patient and

health professional in the management of diabetes as describe above, software or other

application errors can be encountered in association with files, forms or screen views that also

include personal, medical and other health information of the patient that is protected by the

Privacy Rule of ΗΓ ΑΑ (private information).

[0009] The present teachings are directed to addressing this problem by accessing a user's web

browser session that has been redacted to restrict access to private data of the user, including

personal, medical or other protected information of the user.

SUMMARY

[0010] This section provides a general summary of the disclosure, and is not a comprehensive

disclosure of its full scope or all of its features.

[0011] The present teachings provide a method for capturing a user's view of an electronic

screen having an error message in a health management application without showing private

information of the user. The method includes receiving an error message from a web service

responding to a request for a web page by the user, receiving an electronic file of the web page



with the error message, redacting private information of the user from the electronic file to create

a redacted electronic file and storing the redacted electronic file in a support log module.

[0012] In some embodiments, the method includes receiving an error message from a web

service responding to a request for a web page by the user and receiving an electronic file of the

web page with the error message to a logging service communicating with the web service. The

method also includes identifying fields pre-tagged as private information in the electronic file

and redacting values associated with the pre-tagged fields to create a redacted electronic file,

rendering the redacted electronic file to an image file, and storing the image file in a support log

module.

[0013] The present teachings also include a system for capturing a user's view of an electronic

screen having an error message associated with a health management application without

showing private information of the user. The system includes a logging service programmed to

receive an electronic file with an error message from a user's electronic screen and transfer the

electronic file for sanitization. The system includes a sanitization module programmed to

receive the electronic file with the error message, redact private information of the user and

create a redacted electronic file. The system includes a support log for receiving and storing the

redacted electronic file, and a support application communicating with the support log and

programmed to retrieve the redacted electronic file for delivery to a support person's processing

device.

[0014] Further areas of applicability will become apparent from the description provided herein.

The description and specific examples in this summary are intended for purposes of illustration

only and are not intended to limit the scope of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] The drawings described herein are for illustrative purposes only of selected embodiments

and not all possible implementations, and are not intended to limit the scope of the present

disclosure.



[0016] FIG. 1 illustrates an exemplary diagram of a system according to the present teachings;

[0017] FIG. 2 is an exemplary sequence diagram of a method according to the present teachings;

[0018] FIG. 3 is an exemplary block diagram of a system according to the present teachings;

[0019] FIG. 4 is an exemplary flowchart of a method according to the present teachings;

[0020] FIG. 5 is an illustration of an exemplary screen of a user session; and

[0021] FIG. 6 is an illustration of a redacted screen corresponding to FIG. 5 according to the

present teachings.

[0022] Corresponding reference numerals indicate corresponding parts throughout the several

views of the drawings.

DETAILED DESCRIPTION

[0023] The following description is merely illustrative in nature and is in no way intended to

limit the disclosure, its application, or uses. For purposes of clarity, the same reference numbers

will be used in the drawings to identify similar elements.

[0024] FIG. 1 shows a diagram for a system 100 for capturing a user's electronic screen having

an error message and providing a redacted version to a customer support service after removing

sensitive or protected personal and medical data of the user (private information), according to

the present teachings. For clarity, the system 100 is described in the context of health

management, such as diabetes, but the present teachings are applicable to any other systems in

which a user needs customer support for a computer-implemented application from a provider of

the service for the application without having to share certain private information or other

confidential information.

[0025] Briefly, and referring to FIGS. 1 and 3, the system 100 includes a web service 102

associated with a health management application (software program or module) 104, a logging

service (or logging module) 150, a sanitization module (software) 160, a support log or support



database 170 and a support application (software) 106. The sanitization module 160 can include

a redaction module 162 and an image rendering module 164. The logging service 150 and the

sanitization module 160 can be included in a logging application 151. The logging application

151 may optionally include the support log 170 and/or the support application 106. A user 10

can communicate with the web service 102 and/or the health management module 104 via a

communication network 40. A support person 52 at a customer support service 50 can

communicate with the support application 106 via a communications network 40a. The support

person 52 can also communicate with the web service 102 and/or health management application

104 directly or indirectly, although direct link is not shown in FIG. 1. The communication

networks 40 and 40a can be public or private networks and can be separate and/or linked.

[0026] The user 10 can be either a patient, such as a person with diabetes, or a health care

provider that can interact with the web service 102 to access an application, such as the health

management application 104. Generally, persons with diabetes include persons with metabolic

syndrome, pre-diabetes, type 1 diabetes, type 2 diabetes, gestational diabetes, and other types of

diabetes and are collectively referred to as the patient herein. Healthcare providers for diabetes

are diverse and include nurses, nurse practitioners, physicians, and endocrinologists and are

collectively referred to as the clinician herein. Accordingly, the user 10 can be a patient or a

clinician using the web service 102 and the health management application 104 for different

purposes. For example, during a healthcare consultation, a patient typically shares with a

clinician a variety of patient data including blood glucose measurements, continuous glucose

monitor data, insulin infused, food and beverages consumption, exercise, and other lifestyle

information. This patient data can be recorded manually on a patient diary or other tools such as

an Accu-Chek® 360 View Blood Glucose Analysis System form or electronically on a handheld

diabetes manager, such as the handheld diabetes manager 12, or electronically on a personal

computer (PC) 14 using diabetes analysis software, or electronically on a web-based diabetes

analysis site or web service 102, or a combination of these means. The personal computer or

computer processing device 14, as used herein, can be a desktop, laptop, tablet, smart phone or

handheld processing device having any operating system, including operating systems by

Microsoft Corporation (Windows and successors), by Apple Corporation (IOS and successors),

by Linux or other operating systems, such as Android, webOS, etc. The personal computer 14

can include an electronic screen or display 20. The clinician will often obtain additional patient



biomarker data such as measurements of HbAlC, cholesterol levels, triglycerides, blood

pressure, and weight. The clinician can analyze the patient data using manual techniques,

electronically using diabetes analysis software, or a web-based diabetes analysis site, such as the

web service 102, the health management application 104 or a combination of these means. After

analyzing the patient data along with the patient's adherence to the previously prescribed

therapy, the clinician can decide whether to modify the therapy for the patient. In considering

whether to modify the therapy, the clinician may need to balance the interests of the patient, the

payer (not shown), and the clinician. Healthcare records systems such as Microsoft®

HealthVault™ can be used by the patient and clinician to exchange information via a

communications network 40, such as the internet or web, communicating with the web service

102.

[0027] Accordingly, the user 10 (patient or clinician) may interact with a health management

software (program or code) in the form of the health management application (HMA) 104 that

may reside in the user's PC or other computer processing device 14 or in the web service 102, as

shown in the exemplary illustration of FIG. 1, or both, or that may have sub-modules in both the

PC and web service 102 that can be in communication (wired or wirelessly) via the internet or

web or cellular network or other communications network 40. The user 10 may also connect the

diabetes manager (or other portable device) 12 to the PC 14, wirelessly, by using a device reader

or device dock or by USB connection for exchanging data, updating or installing software or

other digital record management and transfer with either the same Health Management

Application 104 or another local health management application (module or software) residing in

the user's PC 14. The diabetes manager 12 can include an electronic screen or display 24. In

other embodiments, the diabetes manager 12 can communicate directly with the web service 102

for data transfer and use the health management application 104 at the web service 102 or locally

with a corresponding software module or health management application. The diabetes manger

12 can be a handheld device that can include a blood glucose (bG) meter and/or an insulin pump

control device for a user 10 who is a patient. The diabetes manager 12 can also be a portable or

handheld device used by a clinician to communicate with the patient, with the patient's diabetes

manager, with clinical records of the patient's in the clinician's office and with the web service

102.



[0028] Referring to FIGS 1-6, the user 10 can access the web service 102 and the health

management application 104 using a personal user account and login or authentication

credentials via the communications network 40. During an interactive session between the user

10 and the health management application 104, an error message 320 (see FIG. 5) may be

displayed on the electronic screen 20 or 24 of the user 10. For example, the error message 320

may appear in the context of an electronic file or form that is displayed on a web page 300 of the

user's web browsing application while accessing the web service 102 or the health management

application 104, as shown in FIG. 5. The web page 300 may include various private data 302

associated with the user (Customer A at 304), such as, for example, bG values or other personal

health values or medical history, social security number, health insurance information and

identification or contract number, list of medications, various medical conditions, or other

personal information, generally referenced herein as private information.

[0029] The error message 320 may relate to a failure to load a portion or the entire web page

300, formatting errors in a table or text or image associated with an electronic form of the health

management application 104 displayed in the web page 300 or errors in tools or functions or

other options associated with the web page 300 in the context of the health management

application 104.

[0030] Referring to the system diagram of FIG. 1 and the sequence diagram of FIG. 2, when the

user 10 attempts to access the web service 102 and/or the health management application 104

using a web browser from the user's processing device 14 or 12 (such as a client browser 19 in

FIG. 2) with a "get url" request at block 130, an error may occur during the creation of the

corresponding web page (block 132) for the user 10. The web service 102 can send a web page

with an error message (block 134) to be displayed in the electronic screen 20 or 24 of the user

10, such as the page shown in FIG. 5, and additionally send the web page with the error message

in the form of an electronic file (block 136) to a logging service 150. From the logging service

150 the electronic file of the web page with the error can be transferred for redaction to a

sanitization module 160 (FIG. 1). The sanitization module 160 can create a redacted error page

(block 138), which can be logged (block 140) and stored in a support log 170 for access by a

support person 52 at a later time.



[0031] As used above, a web browser is a software application or program designed to enable

users to view, retrieve or generally access web pages, documents, images, video or other

resources from the worldwide web, the internet or from web servers in private networks.

Common web browsers include Internet Explorer, Safari, Firefox, Google Chrome, Opera and

others. The web browser retrieves information identified by a "url", or Uniform Resource

Information. The present teachings can also be extended to other applications.

[0032] More specifically, and referring to FIG. 3, the sanitization module 160 can include a

redaction module 162 and an image rendering or image converting module 164. The electronic

file of the web page with the error message can be received by the logging application 151 from

the web service 102 in html (Hypertext Markup Language) or other hypertext language or any

other language that can be read by a web browser and converted to visible or audible content in a

web page. In other embodiments, the electronic file can be associated with a particular web-

implemented application, such as the health management application 104, and can be in any

other language associated with the application, including languages used in mobile devices, such

as smartphones and tablets, such as Objective-C, C, C++, JavaScript, Adobe Flash Builder, etc.

[0033] With continued reference to FIG. 3, the redaction module 162 can identify and redact

private information according to instructions and rules programmed in the redaction module 162.

For example, in one embodiment, fields 302 in a form or web page 300 (shown in FIG. 5)

created by the health management application 104 and corresponding to private or otherwise

protected information can be pre-tagged in the software of the health management application

104. The redaction module 162 is programmed to search for these pre-tagged fields and null or

block their content or values to create a redacted electronic file. The redacted electronic file can

be optionally processed in the image rendering module 164 to create an image of the redacted

web page in image format, such as jpg, png, tiff or other image format, using a printer driver or

other conversion software, as discussed below. Alternatively, areas known to contain private

data can be pre-tagged in a profile of a health management form and these entire areas can be

obscured by overlaying opaque geometric blocks or other image objects that obscure the

underlying information. The redacted web page, either in electronic file form, such as html, or in

image form can be delivered to the logging service 150 and/or to the support log 170. A support

person 52 at the customer support service 50 can retrieve the redacted error page directly as an



image from the support log 170. Additionally or alternatively, the redacted error page can be

retrieved as a redacted html file that can be displayed on the electronic screen 56 of the

processing device 54 of the support person 52 using a web browser of the support person 52.

The support person 52 can communicate with the support application via communications

network 40a, as shown in FIG. 1. A web page 300 with an error and private information is

illustrated in FIG. 5 and a corresponding redacted page 300A is illustrated in FIG. 6, as discussed

below.

[0034] An exemplary method for sanitizing a screen view or web page of the user 10 is

summarized briefly in the flowchart of FIG. 4 . An error message or other notification that an

error occurred while processing a request by a user 10 of the web service 102 is received in the

logging service at block 200. An electronic file of the web page with the error (300 in FIG. 5) is

also sent to and received by the logging service 150 in html or other form (block 202). The

electronic file is sent to the redaction module 162 at block 204 and is processed at the redaction

module 162 to redact private information at block 206 to create a redacted electronic file. The

redacted electronic file can be rendered or converted to an image file (block 208) in the image

rendering module 164 to an image file. The image file with all the private data removed can be

sent to and stored in a support log 170 (block 210). The rendering module 164 can include, for

example, a printer driver module or other format converting module that can generate an image

independent of the format of the original web page. The rendered redacted image can be

retrieved by a support person 52 at a later time in response to a request for help from the user 10

or for a routine, scheduled or other error analysis, for update or upgrade of the web service 102

and health management application 104 or for other software or programming housekeeping or

evaluation tasks.

[0035] As discussed above, the web page with the error message 300 can be retrieved and

redacted in html form. The redacted page 300A can also be saved in html form to be viewed as a

web page in the support person's browser or as an image file (jpg, png, tiff, etc.) to be viewed as

an image in electronic screen 56 of the support person's processing device 54. FIG. 5 illustrates

an exemplary web page 300 with an error message represented at 320 and including values in

personal or private data fields 302 of a user 10, who is identified as customer A at 304. FIG. 6 is



an exemplary corresponding redacted web page 300A, in which the values of the private data

have been removed or otherwise blocked from fields 302.

[0036] It is appreciated that when an error message 320 is received by the web service 102, a

history of requests to the web service 102 from the user's browser during the user's session

associated with and prior to the error message 320 can also be sent to the logging service 150 for

sanitization. Therefore, an entire history of the user's session can be archived in redacted

electronic files (redacted html or image files) in the support log module 170.

[0037] Summarizing, according to the preset teachings, the user's screen view (such as a web

page) associated with an error message or a sequence of screen views (a user's session) can be

retrieved in real time, i.e., as the user 10 sees these views on the electronic display 20 (or 24).

The corresponding electronic files of these screen views can be redacted by the sanitization

module 160 and saved in the support log 170 for access at any time by a support person 52 of the

customer support service 50. The support person 52 does not need to access the user's account

and will not see any private information of the user 10, because such private information is

already redacted. Any privacy regulations, such as HIPAA or other governmental regulations,

are automatically respected. Additional mitigation efforts to ensure regulatory compliance

regarding private information can be reduced or avoided.

[0038] When the user 10 contacts the customer support service 50 by telephone, cellular or

network communication, the support person 52 can simply access the redacted web page 300A

or an entire history of preceding redacted pages, without requesting access or having any access

to the user's account and the user's protected private information.

[0039] As used herein, the phrase at least one of A, B, and C should be construed to mean a

logical (A or B or C), using a non-exclusive logical or. It should be understood that steps within

a method may be executed in different order without altering the principles of the present

disclosure.

[0040] As used herein, the term module may refer to, be part of, or include an Application

Specific Integrated Circuit (ASIC); an electronic circuit; a combinational logic circuit; a field

programmable gate array (FPGA); a processor (shared, dedicated, or group) that executes code;



other suitable components that provide the described functionality; or a combination of some or

all of the above, such as in a system-on-chip. The term module may include memory (shared,

dedicated, or group) that stores code executed by the processor.

[0041] The term code, as used above, may include software, firmware, and/or microcode, and

may refer to programs, routines, functions, classes, and/or objects. The term shared, as used

above, means that some or all code from multiple modules may be executed using a single

(shared) processor. In addition, some or all code from multiple modules may be stored by a

single (shared) memory. The term group, as used above, means that some or all code from a

single module may be executed using a group of processors. In addition, some or all code from a

single module may be stored using a group of memories.

[0042] The apparatuses and methods described herein may be implemented by one or more

computer programs executed by one or more processors. The computer programs include

processor-executable instructions that are stored on a non-transitory tangible computer-readable

medium. The computer programs may also include stored data. Non-limiting examples of the

non-transitory tangible computer readable medium are nonvolatile memory, magnetic storage,

and optical storage.

[0043] The broad teachings of the disclosure can be implemented in a variety of forms.

Therefore, while this disclosure includes particular examples, the scope of the disclosure should

not be so limited since other modifications will become apparent to the skilled practitioner upon

a study of the drawings, the specification, and the following claims.

There is disclosed a method for capturing a user's view of an electronic screen having an error

message in a health management application without showing private information of the user, the

method comprising: receiving an error message from a web service responding to a request for a

web page by the user; receiving an electronic file of the web page with the error message;

redacting private information of the user from the electronic file to create a redacted electronic

file; and storing the redacted electronic file in a support log module.



In a development, the step of redacting private information includes identifying fields pre-tagged

as private information in the electronic file and redacting values associated with the pre- tagged

fields.

In a development, the step of redacting private information includes identifying areas pre-tagged

as private information in the electronic file and redacting the pre-tagged areas.

In a development, the method further comprises the step of converting the redacted electronic

file to an image file.

In a development, the method further comprises the step of retrieving the redacted electronic file

from the support log module by a support person.

In a development, the health management application is a diabetes management application.

In a development, the method further comprises the steps of retrieving a history session of the

user associated with and prior to the error message; redacting from each electronic file in the

history session the private information of the user to create corresponding redacted electronic

files of the history session; and storing the redacted electronic files of the history session in the

support log module.

In a development, the electronic file and the redacted electronic file are in hypertext markup

language.

There is disclosed a method for capturing a user's view of an electronic screen having an error

message in a health management application without showing private information of the user, the

method comprising: receiving an error message from a web service responding to a request for a

web page by the user; receiving an electronic file of the web page with the error message;

identifying fields pre-tagged as private information in the electronic file and redacting values

associated with the pre- tagged fields to create a redacted electronic file; converting the redacted

electronic file to an image file; and storing the image file in a support log module.



In a development, the method further comprises the step of retrieving the redacted electronic file

from the support log module by a support person.

In a development, the health management application is a diabetes management application.

In a development, the electronic file and the redacted electronic file are in hypertext markup

language.

In a development, the method further comprises the steps ofretrieving a history session of the

user associated with and prior to the error message; redacting from each electronic file in the

history session the private information of the user to create corresponding redacted electronic

files of the history session; and storing the redacted electronic files of the history session to the

support log module.

There is disclosed a system for capturing a user's view of an electronic screen having an error

message associated with a health management application without showing private information

of the user, the system comprising: a logging service programmed to receive an electronic file

with an error message from a user's electronic screen and transfer the electronic file for

sanitization; a sanitization module programmed to receive the electronic file with the error

message, redact private information of the user and create a redacted electronic file; a support

log for receiving and storing the redacted electronic file; and a support application

communicating with the support log and programmed to retrieve the redacted electronic file for

delivery to a support person's processing device.

In a development, the sanitization module includes a redaction module programmed to create the

redacted electronic file by identifying fields pre-tagged as private information in the electronic

file and redacting values associated with the pre-tagged fields.

In a development, the sanitization module includes an image rendering module programmed to

convert the redacted electronic file to an image file.



In a development, the system further comprises a web service communicating with a browser of

the user in association with a health management application;

In a development, the electronic file and the redacted electronic file are in hypertext markup

language.

In a development, the logging service is programmed to retrieve a history session of the user

associated with and prior to the error message and transfer each electronic file to the redaction

module.

In a development, the redaction module is programmed to redact from each electronic file of the

history session the private information of the user to create corresponding redacted electronic

files of the history session.

There is disclosed a computer program comprising instructions for carrying out one or more

steps of the method when said computer program is executed on a suitable computer or medical

device. There is disclosed a computer readable medium having encoded thereon such a computer

program. There is also disclosed a system comprising means or computer devices and/or medical

devices and/or servers adapted to carry out the steps of the method.

The invention can take form of an entirely hardware embodiment, an entirely software

embodiment or an embodiment containing both hardware and software elements. Software,

includes but is not limited to firmware, resident software, microcode, etc. A computer readable

medium may be a computer readable signal medium or a computer readable storage medium. A

storage medium may be, for example, but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, or device, or any suitable

combination thereof. A computer readable signal medium may include a propagated data signal

with computer readable program code embodied therein. A computer readable signal medium

can communicate, propagate, or transport a program for use by or in connection with an

instruction execution system, apparatus, or device. The computer program may execute entirely



on the user's or patient's computer device, partly on the user's or patient's computer device, as a

stand-alone software package, partly on the user's computer and partly on a remote computer or

entirely on the remote computer or server via a network such as the Internet.



CLAIMS

What is claimed is:

1. A method for capturing a user's view of an electronic screen having an error

message in a health management application without showing private information of the user, the

method comprising:

receiving an error message from a web service responding to a request for a web

page by the user;

receiving an electronic file of the web page with the error message;

redacting private information of the user from the electronic file to create a

redacted electronic file; and

storing the redacted electronic file in a support log module.

2. The method of claim 1, wherein redacting private information includes

identifying fields pre-tagged as private information in the electronic file and redacting values

associated with the pre- tagged fields.

3. The method of claim 1, wherein redacting private information includes

identifying areas pre-tagged as private information in the electronic file and redacting the pre-

tagged areas.

4. The method of claim 1, further comprising converting the redacted electronic file

to an image file.

5. The method of claim 1, further comprising retrieving the redacted electronic file

from the support log module by a support person.

6. The method of claim 1, wherein the health management application is a diabetes

management application.

7. The method of claim 1, further comprising:



retrieving a history session of the user associated with and prior to the error

message;

redacting from each electronic file in the history session the private information of

the user to create corresponding redacted electronic files of the history session; and

storing the redacted electronic files of the history session in the support log

module.

8. The method of claim 1, wherein the electronic file and the redacted electronic file

are in hypertext markup language.

9. A system for capturing a user's view of an electronic screen having an error

message associated with a health management application without showing private information

of the user, the system comprising:

a logging service programmed to receive an electronic file with an error message

from a user's electronic screen and transfer the electronic file for sanitization;

a sanitization module programmed to receive the electronic file with the error

message, redact private information of the user and create a redacted electronic file;

a support log for receiving and storing the redacted electronic file; and

a support application communicating with the support log and programmed to

retrieve the redacted electronic file for delivery to a support person's processing device.

10. The system of claim 9, wherein the sanitization module includes a redaction

module programmed to create the redacted electronic file by identifying fields pre-tagged as

private information in the electronic file and redacting values associated with the pre-tagged

fields.

11. The system of claim 9, wherein the sanitization module includes an image

rendering module programmed to convert the redacted electronic file to an image file.



12. The system of claim 9, further comprising a web service communicating with a

browser of the user in association with a health management application;

13. The system of claim 9, wherein the electronic file and the redacted electronic file

are in hypertext markup language.

14. The system of claim 10, wherein the logging service is programmed to retrieve a

history session of the user associated with and prior to the error message and transfer each

electronic file to the redaction module.

15. The system of claim 14, wherein the redaction module is programmed to redact

from each electronic file of the history session the private information of the user to create

corresponding redacted electronic files of the history session.

16. A computer program comprising instructions for carrying out the steps of the

method according to any one of claim 1 to 8 when said computer program is executed on a

suitable computer or medical device.

17. A computer readable medium having encoded thereon a computer program

according to claim 16.
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