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ABSTRACT

Embodiments of techniques and systems for out-of-band
verification of host OS components are described. In embodi
ments, a out-of-band host OS boot sequence verification sys
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tem (“BSVS) may access system his without action
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by a host OS process, or “out of band.” The BSVS may access
host OS components in the system memory and may generate
signatures from memory footprints of the host OS compo
nents. These signatures may then be compared to trusted
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signatures to verify integrity of the host OS components. In
embodiments, this verification may be performed during a

boot of a host OS or on demand. In embodiments, the trusted

signatures may be pre-stored by the BSVS before a boot; in
Some embodiments, the trusted signatures may be previously
computed and then stored by the BSVS. Other embodiments
may be described and claimed.
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OUT OF-BAND HOST OS BOOT SEQUENCE
VERIFICATION
BACKGROUND

0001 Viruses, worms, and other malware continue to cre
ate problems for users of computing devices. Various systems
and devices may utilize anti-virus Software to protect against
infection by identifying and removing viruses. However,
many viruses may thwart this protection by modifying files in
a host operating system (“host OS) to prevent detection by
the anti-virus software. For example, a virus may infect a boot
manager for the host OS. The virus, either by itselforthrough
the infected boot manager, may modify other host OS files
that are utilized during detection of viruses. If the virus modi
fies the host OS files to intercept requests that are used by
anti-virus Software, the virus may then modify these requests
and thus prevent the detection.
BRIEF DESCRIPTION OF THE DRAWINGS

0002 Embodiments will be readily understood by the fol
lowing detailed description in conjunction with the accom
panying drawings. To facilitate this description, like refer
ence numerals designate like structural elements.
Embodiments are illustrated by way of example, and not by
way of limitation, in the figures of the accompanying draw
1ngS.

0003 FIG. 1 is a block diagram illustrating an example
out-of-band host OS boot sequence verification system, in
accordance with various embodiments.

0004 FIG. 2 illustrates example components of the out
of-band host OS boot sequence verification system, in accor
dance with various embodiments.

0005 FIG. 3 illustrates an example out-of-band host OS
boot sequence verification process of the host OS boot
sequence verification system, in accordance with various
embodiments.

0006 FIG. 4 illustrates an example out-of-band host OS
component verification process of the out-of-band host OS
boot sequence verification system, in accordance with vari
ous embodiments.

0007 FIG. 5 illustrates an example time-based out-of
band host OS boot sequence verification process of the host
OS boot sequence verification system, in accordance with
various embodiments.

0008 FIG. 6 illustrates an example on-demand out-of
band OS boot sequence verification process of the out-of
band host OS boot sequence verification system, in accor
dance with various embodiments.

0009 FIG. 7 illustrates an example computing environ
ment Suitable for practicing the disclosed embodiments, in
accordance with various embodiments.
DETAILED DESCRIPTION

0010. In the following detailed description, reference is
made to the accompanying drawings which form a parthereof
wherein like numerals designate like parts throughout, and in
which is shown by way of illustration embodiments that may
be practiced. It is to be understood that other embodiments
may be utilized and structural or logical changes may be made
without departing from the scope of the present disclosure.
Therefore, the following detailed description is not to be
taken in a limiting sense, and the scope of embodiments is
defined by the appended claims and their equivalents.

0011 Various operations may be described as multiple
discrete actions or operations in turn, in a manner that is most
helpful in understanding the claimed subject matter. How
ever, the order of description should not be construed as to
imply that these operations are necessarily order dependent.
In particular, these operations may not be performed in the
order of presentation. Operations described may be per
formed in a different order than the described embodiment.

Various additional operations may be performed and/or
described operations may be omitted in additional embodi
mentS.

0012 For the purposes of the present disclosure, the
phrase “A and/or B' means (A), (B), or (A and B). For the
purposes of the present disclosure, the phrase "A, B, and/or
C’ means (A), (B), (C), (A and B), (A and C), (B and C), or
(A, B and C).
0013 The description may use the phrases “in an embodi
ment,” or “in embodiments, which may each refer to one or
more of the same or different embodiments. Furthermore, the

terms "comprising.” “including "having, and the like, as
used with respect to embodiments of the present disclosure,
are synonymous.

0014. As may be used herein, the term “module' may refer
to, be part of, or include an Application Specific Integrated
Circuit (ASIC), an electronic circuit, a processor (shared,
dedicated, or group) and/or memory (shared, dedicated, or
group) that execute one or more Software or firmware pro
grams, a combinational logic circuit, and/or other Suitable
components that provide the described functionality.
(0015 Referring now to FIG. 1, an out-of-band host OS
boot sequence verification system 100 (“BSVS 100') is illus
trated. In various embodiments, the BSVS 100 may be con
figured to access and verify the integrity of one or more
components of a host OS executing on a computing device.
For example, and as illustrated in the example of FIG. 1, the
BSVS100 may be configured to access and verify integrity of
a BIOS 130, a boot manager 140, and/or one or more OS
drivers 160. In various embodiments, the BSVS 100 may
perform Such verification during, for example, a boot of the
host OS; in other embodiments, the verification may be per
formed on demand. In various embodiments, the BSVS 100

may be configured to access the components directly in a
system memory without intervention by, or even knowledge
of the host OS or any host processors the hostOS is executing
on. This action outside of the attention of the host OS and host

processors may be referred to as acting “out of band.”
(0016. In various embodiments, the BSVS 100 may be
configured to generate an alert 170 if a component of the host
OS is found to be compromised. Thus, in the example illus
trated in FIG. 1, where the boot manager 140 has been com
promised by a virus 150, the BSVS 100 may generate an alert
170 that the boot manager is compromised. In various
embodiments, the BSVS 100 may be configured to display
the alert 170 to a user of the computing device. In other
embodiments, the BSVS 100 may be configured to send an
alert 170 remotely, such as, for example, to a user on a remote
computing device. In various embodiments, in addition to
sending the alert 170, the BSVS 100 may be configured to
perform other actions in response to determining that a host
OS component is corrupt. For example, in various embodi
ments, the BSVS 100 may be configured to interrupt a boot
process of the host OS and/or begin a cleaning process. Such
as using an anti-virus application.

US 2016/0283721 A1

0017. In various embodiments, the BSVS 100 may inter
act with various components and actions during a boot pro
cess of the host OS. Thus the BSVS 100 may receive a
command to be activated during a boot process. For example,
and as illustrated in FIG.1, during a power on self text process
of a central processing unit (“CPU-POST), a CPU may send
a command to the BSVS 100 to activate verification of host

OS components. Next, a start block 120 of the boot process
may be loaded by an OS loader. In various embodiments, the
start block 120 may determine settings prior to BIOS start and
may send anotification to the BSVS 100 that the host OS boot
process has started. The BSVS 100 may then be configured to
access various components of the host OS during the boot
process. Thus, for example, the BSVS 100 may access the
BIOS 130, the boot manager 140 and/or the OS drivers 160.
In various embodiments, the BSVS 100 may be configured to
perform this access by accessing the components in memory
once they are loaded during the boot of the host OS. Thus, the
BSVS 100 may obtain a memory footprint for one or more of
the BIOS 130, the boot manager 140 and/or the OS drivers
160. The BSVS 100 may then generate signatures, or other
identifiers, from the memory footprint, and may compare
these to trusted signatures. This comparison may, in various
embodiments, allow the BSVS 100 to determine if the com

ponents are compromised or not, and thus whether to generate
an alert.

0018 FIG. 2 illustrates example components of the BSVS
100, in accordance with various embodiments. FIG. 2 illus

trates various components included in and/or executing on a
host processor 200 and an embedded processor 250. In vari
ous embodiments, the host processor 200 may include a CPU.
As FIG. 2 illustrates, in various embodiments, one or more

components may be executed in Software on the host proces
sor 200 or embedded processor 250. Additionally, one or
more hardware components may be found eitherin or coupled
to the host processor 200 or embedded processor 250, while
Some components may be accessible to both. In various
embodiments, illustrated components may include compo
nents of the BSVS 100, such as the embedded signature
verifier 270 and/or embedded signature generation engine
280, as described herein. In various embodiments, the host

processor 200 and embedded processor 250 may be in sepa
rate packages or may be contained in a single package. In
Some embodiments, the embedded processor may be located
on a card on a PCI express bus; in other embodiments, the
embedded processor may be located on another hardware
device coupled to a motherboard that can allow for direct
memory access. Such as, for example, a network device. In
various embodiments, the embedded processor 250 may be
resident in a platform control hub, a system on a chip, a
multi-chip package, and/or a chipset that manages I/O inter
faces for the host processor.
0019. In various embodiments, the embedded processor
250 may be associated with embedded memory 225 which
may not be accessible to the host processor 200. Additionally,
in various embodiments, a system memory 240 may be acces
sible by both the host processor 200 and the embedded pro
cessor 250. In various embodiments, the embedded processor
250 may be configured to access system memory 240 without
detection of the host processor 200 or host OS 210, such as
through the chipset hardware routing and direct memory
access logic 230.
0020. In various embodiments, each of the host processor
200 and the embedded processor 250 may execute operating
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systems in software (e.g. the host OS 210 and the embedded
OS 260, respectively). In various embodiments, the host OS
210 may include one or more of components that may be
loaded during a boot of the host OS 210, such as the BIOS
130, the boot manager 140 and/or the OS drivers 160.
0021. In various embodiments, anti-virus software, such
as host anti-virus software 215 and/or embedded anti-virus

software 265, may execute on one of the host OS 210 or
embedded OS 260. In various embodiments, the BSVS 100

may, after detection of a compromised host OS component,

interact with one of the host anti-virus software 215 and/or

embedded anti-virus software 265 to clean or quarantine the
component. In various embodiments, the embedded anti-vi
rus software 265 may be utilized for this cleaning purpose if
it is believed that the host OS 210 (and therefore the host
anti-virus software 215) is too compromised to trust that the
cleaning/quarantining can be effective.
0022. In various embodiments, both the host processor
and the embedded processor may have one or more drivers to
allow for communication outside of the processor. For
example, the host processor may execute to host memory
driver 220 to provide for communication with system
memory 240. In various embodiments, however, the host
memory driver 220 may be compromised by a virus 228. As
described above, the virus 228 may, through compromising
the host memory driver 220, intercept and control accesses to
the system memory 240. This may prevent Software. Such as
the host anti-virus Software 215, from properly recognizing
the presence of a virus in the system memory. Thus, if the boot
manager 140 is compromised with the virus, the host anti
virus software 215 may be unable to detect the virus and may
not identify the compromised nature of the boot manager 140.
In various embodiments, the host processor 200 and embed
ded processor 250 may also execute communication drivers
for communication with each other. For example, the host
processor 200 may execute an embedded communication
driver 225 and the embedded processor 250 may execute a
host communication driver 275. In various embodiments,

communications between the host processor 200 and embed
ded processor 250 may be facilitated through chipset hard
ware routing and direct memory access logic 230.
0023. In some embodiments, the embedded processor 250
may access one or more components in the system memory
240 using the embedded signature verifier 270. In various
embodiments, the embedded signature verifier 270 may com
municate with an hardware-based embedded signature gen
eration engine 280 accessible by the embedded processor
250. In various embodiments, the embedded signature veri
fier 270 may be configured to execute to cause the embedded
signature generation engine 280 to access one or more host
OS components in the system memory 240. In some embodi
ments, the embedded signature generation engine 280 may be
configured to access a memory footprint of one or more
components. In various embodiments, the embedded signa
ture generation engine 280 may be configured to access the
memory out-of-band, as described herein.
(0024. The embedded signature verifier 270 may be further
configured to cause the embedded signature generation
engine 280 to generate a signature from the accessed compo
nents and to return that generated signature to the embedded
signature verifier 270. In various embodiments, the embed
ded signature generation engine 280 may be configured to
perform one or more cryptographic hashes to generate the
signature Such as, but not limited to, for example, the SHA
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256 hash function. The embedded signature verifier 270 may
then compare the generated signatures to trusted signatures
for the components in order to determine if the components
may have been compromised.
0025 FIG. 3 illustrates an example out-of-band host OS
boot verification process 300 of the host OS boot sequence
Verification system, in accordance with various embodi
ments. It may be recognized that, while the operations of
process 300 are arranged in a particular order and illustrated
once each, in various embodiments, one or more of the opera
tions may be repeated, omitted, or performed out of order. The
process may begin at operation 310, where the host OS 210
may begin a boot process. Next, at operation320, the embed
ded signature verifier 270 of the embedded processor 250
may compare one or more signatures from host OS compo
nents to trusted signatures. Particular embodiments of opera
tion320 are described below with reference to process 400 of
FIG. 4. Next, at operation 330, if an alert is received based on
the comparing, the OS boot process may be stopped. The
process may then end.
0026 FIG. 4 illustrates an example out-of-band host OS
component verification process of the out-of-band host OS
boot sequence verification system, in accordance with vari
ous embodiments. In various embodiments, process 400 may
include one or more embodiments of operation320 of process
300. It may be recognized that, while the operations of pro
cess 400 are arranged in aparticular order and illustrated once
each, in various embodiments, one or more of the operations
may be repeated, omitted, or performed out of order. The
process may begin at operation 410, where the embedded
signature verifier 270 may send an instruction to generate a
signature to the embedded signature generation engine 280.
In various embodiments, the instruction may include an indi
cation of a component for which the embedded signature
generation engine 280 should generate a signature.
0027 Next, at operation 420, the embedded signature gen
eration engine 280 may obtain a memory footprint for the host
OS component for which it will generate the signature. Then
at operation 430, the embedded signature generation engine
280 may generate a signature from the memory footprint of
the component to the embedded signature verifier 270. At
operation 430 the embedded signature generation engine 280
may also provide the generated signature to the embedded
signature verifier 270. In various embodiments, the embed
ded signature generation engine 280 may generate the signa
ture by performing a cryptographic hash function on all or
part of the memory footprint.
0028 Next, at operation 440, the embedded signature
verifier 270 may obtain a trusted signature. As discussed
herein, in various embodiments, the embedded signature veri
fier 270 may obtain the trusted signature as a pre-stored
trusted signature. For example, in Some embodiments, the
embedded signature verifier 270 may obtain the trusted sig
nature from a trusted signature stored on the computing
device before any boot of the host OS, such as in the embed
ded memory 255. Thus, in some such embodiments, the com
puting device may be pre-loaded with one or more trusted
signatures for comparison, each of which is assumed to rep
resent the memory footprint of a host OS component in an
uncompromised State. By checking against these known
trusted signatures, the embedded signature verifier 270 may
be able to verify the integrity of the host OS components
during boot (or at another time).
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0029. In other embodiments, the embedded signature veri
fier 270 may obtain the trusted signature from a signature
previously stored on the device by the embedded signature
verifier 270 during operation of the computing device. Thus,
in some embodiments, the embedded signature verifier 270
may utilize previously-generated signatures to compare
against, allowing the embedded signature verifier 270 to con
firm that host OS components have not been modified since a
previous point in time when the previously-generated signa
tures were generated. Particular examples of these embodi
ments are described below. In other implementations, the
obtained trusted signatures may be obtained from other
Sources, such as from other computing devices. In some Such
embodiments, the trusted signatures may be sent to the com
puting device before or along with an instruction to perform a
host OS boot sequence verification as described herein.
0030. Next, at decision operation 445, the embedded sig
nature verifier 270 may determine if the signature generated
at operation 430 matches the signature obtained at operation
440. If not, then at operation 450 the embedded signature
verifier 270 may generate an alert, such as alert 170. In some
embodiments, release of the alert may lead to cessation of a
host OS boot process, as described above. If, however, the
signatures match, then if additional components may be veri
fied, the process may repeat at operation 410. If, however, no
additional host OS components may be verified, then the
process may end.
0031 FIG. 5 illustrates an example time-based out-of
band host OS boot sequence verification process 500 of the
host OS boot sequence verification system, in accordance
with various embodiments. It may be recognized that, while
the operations of process 500 are arranged in a particular
order and illustrated once each, in various embodiments, one

or more of the operations may be repeated, omitted, or per
formed out of order. It may be recognized that aspects of
process 500 may be similar to aspects of process 300 of FIG.
3. However, in various embodiments, process 500 may be
performed to verify one or more host OS components against
prior-generated and -stored host OS component signatures.
By comparing signatures against previously-generated signa
tures, the embedded signature verifier 270 may be able to
determine if any of the host OS components have been modi
fied and/or compromised since the last signature generation.
0032. The process may begin at operation 510, where the
host OS 210 may begin a boot process. Next, at operation 520,
the embedded signature verifier 270 may obtain stored pre
viously-generated signatures. In various embodiments, these
signatures may be obtained from signatures stored by the
embedded processor 250, such as in the embedded processor
memory 255. In other embodiments, the signatures may be
stored elsewhere, such as on a storage device.
0033. Next, at operation 530, the embedded signature
verifier 270 of the embedded processor 250 may compare one
or more signatures from host OS components to trusted sig
natures. Particular embodiments of operation 530 are
described above with reference to process 400 of FIG. 4. Then
at operation 540, the embedded signature verifier 270 may
store the generated signatures for use in later verification of
host OS components. Next, at operation 550, if an alert is
received based on the comparing, the OS boot process may be
stopped. The process may then end.
0034 FIG. 6 illustrates an example out-of-band on-de
mand OS boot sequence verification process 600 of the out
of-band host OS boot sequence verification system, in accor
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dance with various embodiments. It may be recognized that,
while the operations of process 600 are arranged in a particu
lar order and illustrated once each, in various embodiments,

one or more of the operations may be repeated, omitted, or
performed out of order. It may be recognized that aspects of
process 600 may be similar to aspects of process 300 of FIG.
3. However, in various embodiments, process 600 may be
performed to perform verification of host OS components on
demand, rather than only at boot time. The process may begin
at operation 610, where the embedded signature verifier 270
may receive a command to verify host OS components. In
various embodiments, the command may be received from a
trusted agent operating in the host OS Such as, for example,
the host OSanti-virus software 215. In other embodiments, a

user, either located locally or remotely from the computing
device, may initiate the command. Thus, in Some embodi
ments, the command may be received over a network. In
various embodiments the embedded processor 250 may be
configured to receive one or more network commands to
perform the host OS boot sequence verification techniques
described herein. In various embodiments, the embedded

processor 250 may be configured to receive the one or more
network commands out-of-band of the host processor 200.
0035) Next, at operation 620, the embedded signature
verifier 270 of the embedded processor 250 may compare one
or more signatures from host OS components to trusted sig
natures. Particular embodiments of operation 620 are
described above with reference to process 400 of FIG. 4.
Next, at operation 630, if an alert is received based on the
comparing, the alert may be sent to the initiator of the com
mand received at operation 610. Thus, in some embodiments,
the alert may be sent to a trusted agent operating in the host
OS. In other embodiments, an alert message may be sent over
a network to a user initiating the command. The process may
then end.

0036 FIG. 7 illustrates, for one embodiment, an example
computer system 700 suitable for practicing embodiments of
the present disclosure. As illustrated, example computer sys
tem 700 may include control logic 708 coupled to at least one
of the processor(s) 704, system memory 712 coupled to sys
tem control logic 708, non-volatile memory (NVM)/storage
716 coupled to system control logic 708, and one or more
communications interface(s) 720 coupled to system control
logic 708. In various embodiments, the one or more proces
sors 704 may be a processor core.
0037) System control logic 708 for one embodiment may
include any suitable interface controllers to provide for any
suitable interface to at least one of the processor(s) 704 and/or
to any Suitable device or component in communication with
system control logic 708. System control logic 708 may also
interoperate with a display 706 for display of information,
Such as to as user. In various embodiments, the display may
include one of various display formats and forms, such as, for
example, liquid-crystal displays, cathode-ray tube displays,
and e-ink displays. In various embodiments, the display may
include a touch screen.

0038 System control logic 708 for one embodiment may
include one or more memory controller(s) to provide an inter
face to system memory 712. System memory 712 may be
used to load and store data and/or instructions, for example,
for system 700. In one embodiment, system memory 712 may
include any suitable Volatile memory, Such as Suitable
dynamic random access memory (“DRAM), for example.

0039 System control logic 708, in one embodiment, may
include one or more input/output (“I/O”) controller(s) to pro
vide an interface to NVM/storage 716 and communications
interface(s) 720.
0040 NVM/storage 716 may be used to store data and/or
instructions, for example. NVM/storage 716 may include any
Suitable non-volatile memory, such as flash memory, for
example, and/or may include any Suitable non-volatile Stor
age device(s), such as one or more hard disk drive(s) (“HDD
(s)'), one or more Solid-state drive(s), one or more compact
disc (“CD) drive(s), and/or one or more digital versatile disc
(“DVD) drive(s), for example.
0041. The NVM/storage 716 may include a storage
resource physically part of a device on which the system 700
is installed or it may be accessible by, but not necessarily a
part of the device. For example, the NVM/storage 716 may
be accessed over a network via the communications interface

(s) 720.
0042 System memory 712, NVM/storage 716, and sys
tem control logic 708 may include, in particular, temporal and
persistent copies of host OS boot sequence verification logic
724. The host OS boot sequence verification logic 724 may
include instructions that when executed by at least one of the
processor(s) 704 result in the system 700 practicing one or
more of the protected memory management operations
described above.

0043 Communications interface(s) 720 may provide an
interface for system 700 to communicate over one or more
network(s) and/or with any other suitable device. Communi
cations interface(s) 720 may include any suitable hardware
and/or firmware. Such as a network adapter, one or more
antennas, a wireless interface 722, and so forth. In various

embodiments, communication interface(s) 720 may include
an interface for system 700 to use NFC, optical communica
tions (e.g., barcodes), BlueTooth or other similar technolo
gies to communicate directly (e.g., without an intermediary)
with another device. In various embodiments, the wireless

interface 722 may interoperate with radio communications
technologies such as, for example, WCDMA, GSM, LTE, and
the like.

0044) For one embodiment, at least one of the processor(s)
704 may be packaged together with system control logic 708
and/or host OS boot sequence verification logic 724. For one
embodiment, at least one of the processor(s) 704 may be
packaged together with system control logic 708 and/or host
OS boot sequence verification logic 724 to form a System in
Package (“SiP). For one embodiment, at least one of the
processor(s) 704 may be integrated on the same die with
system control logic 708 and/or host OS boot sequence veri
fication logic 724. For one embodiment, at least one of the
processor(s) 704 may be integrated on the same die with
system control logic 708 and/or host OS boot sequence veri
fication logic 724 to form a System on Chip (“SoC).
0045 Computer-readable media (including non-transi
tory computer-readable media), methods, systems and
devices for performing the above-described techniques are
illustrative examples of embodiments disclosed herein. Addi
tionally, other devices in the above-described interactions
may be configured to perform various disclosed techniques.
0046 Although certain embodiments have been illus
trated and described herein for purposes of description, a
wide variety of alternate and/or equivalent embodiments or
implementations calculated to achieve the same purposes
may be substituted for the embodiments shown and described
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without departing from the scope of the present disclosure.
This application is intended to cover any adaptations or varia
tions of the embodiments discussed herein. Therefore, it is

manifestly intended that embodiments described herein be
limited only by the claims.
0047. Where the disclosure recites “a” or “a first element
or the equivalent thereof. Such disclosure includes one or
more Such elements, neither requiring nor excluding two or
more Such elements. Further, ordinal indicators (e.g., first,
second or third) for identified elements are used to distinguish
between the elements, and do not indicate or imply a required
or limited number of such elements, nor do they indicate a
particular position or order of such elements unless otherwise
specifically stated.
1.-30. (canceled)
31. A system for verifying a host operating system, the
system comprising:
computer system memory;

a first computer processor, separate but coupled with the
computer system memory to operate out-of-band of the
host operating system, which is to be executed on a
second computer processor, wherein the first computer
processor is an embedded processor co-located with the
second computer processor on a computing platform,
and the first computer processor is to:
access one or more components of the host operating
system in the computer system memory; and
verify the one or more components.
32. The system of claim 31, wherein the first computer
processor is to access the computer system memory without
detection by the second computer processor.
33. The system of claim 31, wherein the first computer
processor is to access the one or more components during a
boot of the host operating system.
34. The system of claim 31, wherein the first computer
processor comprises a signature generation engine to access
the one or more components and generate one or more sig
natures for the accessed one or more components.
35. The system of claim 34, wherein the signature genera
tion engine executes in hardware.
36. The system of claim 34, wherein the first computer
processor is to execute a signature verifier in Software to
compare the one or more generated signatures to one or more
trusted signatures.
37. The system of claim 36, wherein the one or more
trusted signatures comprise first one or more trusted signa
tures, and the first computer processor is to store the one or
more generated signatures as second one or more trusted
signatures.
38. The system of claim 37, wherein the first computer
processor is further, during a Subsequent boot of the host
operating system, to repeat the access, generate, and compare
with respect to the second one or more trusted signatures.
39. The system of claim 31, wherein the first computer
processor is further to receive a command to perform the
verify.
40. The system of claim 39, wherein the first computer
processor is to receive the command from a trusted agent
executing in the host operating system.
41. The system of claim 39, wherein the first computer
processor is to receive the command via a network connec
tion.

42. The system of claim 31, wherein the first computer
processor is further to generate an alert if one or more of the
components is not successfully verified.
43. The system of claim 31, further comprising the second
computer processor.

44. A computer-implemented method for verifying a host
operating system operating on a first computer processor, the
method comprising:
accessing, by a second computer processor, one or more
components of the host operating system in a computer
system memory, separate from at least the second com
puter processor, without detection by the host operating
system; and
verifying, by the second computer processor, the one or
more components, wherein the second computer proces
sor is an embedded processor co-located with the first
computer processor on a computing platform.
45. The method of claim 44, wherein verifying the one or
more components includes generating one or more signatures
by a signature generation engine of the second computer
processor.

46. The method of claim 44, wherein accessing the one or
more components includes accessing the one or more com
ponents during a boot of the host operating system.
47. The method of claim 44, wherein verifying the one or
more components is based at least in part on one or more
trusted signatures known to the second computer processor
prior to a first boot of the host operating system on the first
computer processor.
48. The method of claim 47, wherein:

the one or more trusted signatures include first one or more
trusted signatures, and
the method further comprises generating one or more sig
natures and storing the one or more generated signatures
as second one or more trusted signatures.
49. The method of claim 48, wherein the method further

comprise repeating the verifying, during a Subsequent boot of
the host operating system, with respect to the second one or
more trusted signatures.
50. The method of claim 44, further comprising receiving
a command to perform the verifying.
51. The method of claim 44, further comprising generating
an alert if one or more of the one or more components is not
successfully verified.
52. An embedded processor circuitry to verify a host oper
ating system operating on a host central processing unit
executing a host operating system, the embedded processor
circuitry to operate to:
access one or more components of the host operating sys
tem in a computer system memory, separate from the
embedded processor circuitry, without detection by any
processes executing on the host central processing unit;
and

verify the one or more components,
wherein the embedded processor circuitry is to be co
located with the host central processing unit on a com
puting platform.
53. The embedded processor circuitry of claim 52, wherein
the embedded processor circuitry is to access the one or more
components during a boot of the host operating system.
54. The embedded processor circuitry of claim 52, wherein
the embedded processor circuitry is to verify the one or more
components based at least in part on one or more trusted
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signatures knownto the embedded processor circuitry prior to
a first boot of the host operating system.
55. The embedded processor circuitry of claim 54,
wherein:

the one or more trusted signatures comprise first one or
more trusted signatures, and
the embedded processor circuitry is further to generate one
or more signatures and store the one or more generated
signatures as second one or more trusted signatures.
56. The embedded processor circuitry of claim 52, wherein
the embedded processor circuitry is further to receive a com
mand to perform the verify.
57. The embedded processor circuitry of claim 52, wherein
the embedded processor circuitry is further to generate an
alert if one or more of the one or more components is not
successfully verified.
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