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CREDENTIAL DRIVING AN AUTOMATIC LOCK UPDATE

TECHNICAL FIELD

[0001] The present application generally relates to an access control device, and more
particularly but not exclusively relates to an access control device which automatically updates

when a user presents a new authorized electronic credential to the device.

BACKGROUND

[0002] Present access control devices suffer from a variety of drawbacks, limitations,
disadvantages and problems including high power consumption and system update logistical
requirements. For example, certain battery powered access control devices query a central server
each time an unrecognized credential is presented. Each query requires activation of a network
communicator which consumes power. In another example, certain access control systems
require an administrator to visit the access control devices in an access control system to update
the authorized credential data associated with each device being accessed, including a lock.
Therefore, a need exists for further technological developments in the area of access control

devices.
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SUMMARY

[0003] One exemplary embodiment is an access control system including a data storage device
configured to store a master credential database including a plurality of master identifiers and
master status codes, an access control device having a local credential database including a
plurality of local identifiers, and an electronic credential including a credential identifier. The
access control device is configured to receive the credential identifier from the electronic
credential, to determine whether to perform an update based upon the local status code
associated with the local identifier of the credential identifier, and to update data in the local
credential database with data in the master credential database by way of communication with
the data storage device in response to the determining. Further embodiments, forms, features,
and aspects of the present application will become apparent from the description and figures

provided herewith.
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BRIEF DESCRIPTION OF THE FIGURES

[0004] FIG. 1 is a schematic block diagram of an access control system according to an
embodiment of the invention.
[0005] FIG. 2 is a schematic flow diagram of a process of operating an access control system.

[0006] FIG. 3 is a schematic flow diagram of a process of operating an access control system.
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DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0007] For the purposes of promoting an understanding of the principles of the invention,
reference will now be made to the embodiments illustrated in the drawings and specific language
will be used to describe the same. It will nevertheless be understood that no limitation of the
scope of the invention is thereby intended. Any alterations and further modifications in the
described embodiments, and any further applications of the principles of the invention as
described herein are contemplated as would normally occur to one skilled in the art to which the
invention relates.

[0008] Referring to FIG. 1, there is illustrated a block diagram depicting an exemplary access
control system 100 configured to grant or deny access to a secured area such as an event ground,
a building, or a portion of a building. The system 100 includes a data storage device 110, an
electronic credential 120, and an access control device 130.

[0009] The storage device 110 includes a memory device 112, a master database 111, and a
transceiver 113. The memory device holds the master database 111 having a plurality of master
identifiers 118 and a plurality of master status codes 119. Each master status code 119 is
associated with one identifier 118. The master database 111, in different embodiments, includes
additional information related to each master identifier 118. The master identifier1 18 includes
one or more a unique identifiers having a numeric, alphanumeric, or alphabetic character string
associated with an electronic credential 120, as will be discussed in further detail below. The
master status code 119 associated with each master identifier 118 indicates to an access control
device 130 whether to grant access, deny access, perform a database update, and/or carry out
another command. In one embodiment, the storage device 110 is a server. In other
embodiments, the storage device 110 is a part of a network such as, for example, a cloud
computing network. In other embodiments, the system 100 may include more than one storage
device 110.

[0010] In the illustrated form, the transceiver 113 is a bidirectional communication device
operable to send data from the master database 111 to the access control device 130, and to
receive data from the access control device 130. The transceiver 113 is also capable of
transferring data to other devices and receiving data from other devices such as, for example, a
computer. In one embodiment, the transceiver 113 communicates with other devices via a

wireless connection such as WiFi, Bluetooth, BLE, Zigbee, or Z-Wave. In one embodiment, the
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transceiver 113 communicates with another device via a wired connection. In other
embodiments, the transceiver 113 may be configured as a transceiver, a network adapter, a
network card, an interface, or a port (e.g., a USB port, serial port, parallel port, and analog port,
digital port, VGA, DVI, HDM]I, FireWire, CAT 5, or any other suitable type of port or interface).
The transceiver 113 includes hardware, software, and/or firmware which enables the transfer of
data between the data storage device 110 and other devices such as, for example, the access
control device 130. It is contemplated that the transceiver 113 may include more than one of the
adapters, cards, or ports.

[0011] The storage device 110 is operable to store the master database 111 in the memory device
112. The storage device 110 responds to a request for a database update transmitted by the
access control device 130 to the storage device 110. In response, data is transmitted from the
master database 111 to the access control device 130. The storage device 110 is operable to
receive data from the transceiver 113, and to modify the master database 111 using the received
data. From time to time, a site administrator 102 (FIG. 2) modifies the master database 111 by
transmitting data to the transceiver 113 so as to change permissions of an existing user 104 (FIG.
2) or to add or remove an identifier 118.

[0012] The electronic credential 120 includes a transceiver 121, a memory device 123 and a
credential identifier 123. The electronic credential 120 is associated with a unique credential
identifier 128, and is operable to transmit the credential identifier 128 to the access control
device 130. In one or more embodiments, the credential identifier 128 is displayed on the
electronic credential 120 and/or is stored in the memory device 123 within the electronic
credential 120. In one embodiment, the electronic credential 120 is a contactless smartcard. In
another embodiment, the electronic credential 120 is a mobile device. In one embodiment, the
credential identifier 128 and the transceiver 121 are provided as a barcode printed on the
electronic credential 120. In another embodiment, the access control system 100 includes a
plurality of electronic credentials.

[0013] The transceiver 121 is operable to transmit the credential identifier 128. In one
embodiment, the transceiver 121 is self-powered. For example, the transceiver 121 is powered
by a battery located within the electronic credential 120. In another embodiment, the access
control device 130 powers the transceiver 121 before the transceiver 121 provides an identifier to

the access control device 130. For example, the access control device 130 may inductively
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transfer power to the transceiver 121. In other embodiments, the electronic credential 120 does
not necessarily need to be powered.

[0014] The access control device 130 includes a reader device 131, a network communicator
133, a local database 135, and a processing device 137. In one embodiment, the access control
system 100 includes more than one access control device 130. In another embodiment, the
access control device 130 is affixed to a permanent structure near a point of ingress to the
secured area. In a further embodiment, the access control device 130 is a handheld electronic
device. In other embodiments, the access control device 130 may be powered by a battery or
other means of providing power, as is known in the art.

[0015] The reader device 131 is operable to detect the electronic credential 120, and to receive
the credential identifier 128 from the electronic credential 120. The reader device 131, in
different embodiments includes, for example, a barcode scanner, a QR (quick response) code
scanner, a magnetic strip reader, or any other device configured to read a code physically
imprinted on the electronic credential 120. In one embodiment, the reader 131 receives the
credential identifier 128 from the electronic credential 120 via a wireless connection, such as
RFID, WiFi, Bluetooth, BLE, Zigbee, or Z-Wave.

[0016] The network communicator 133 is operable to send a database update request to the data
storage device 110, and to receive data from the data storage device 110. In other embodiments,
the network communicator 133 is configured as a gateway or a router. The network
communicator 133 may be configured as a transceiver, a network adapter, a network card, am
interface, or a port (e.g., a USB port, serial port, parallel port, and analog port, digital port, VGA,
DVI, HDMI, FireWire, CAT 5, or any other suitable type of port or interface). The network
communicator 133 includes hardware, software, and/or firmware which allows data to be
transferred between the access control device 130 and other devices such as, for example, the
data storage device 110. It is contemplated that the network communicator 133 may include
more than one of the adapters, cards, or ports. It is further contemplated that the network
communicator 133 includes other features and functionalities not previously discussed.

[0017] The circuitry of the electronic credential 120, the data storage device 110, and/or the
network communicator 133 is configured to provide appropriate signal conditioning to transmit

and receive data, and correspondingly may include filters, amplifiers, limiters, modulators,
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demodulators, CODECs, digital signal processing, and/or different circuity or functional
components as would occur to those skilled in the art to perform the desired communications.

[0018] The local database 135, similar to the master database 111, includes a plurality of local
identifiers 138 and local status codes 139. Each local status code 139 is associated with one
identifier. The local database 135 may be a prior or current version of the master database 111.

[0019] The access control device 130 also includes a processing device 137 operable to receive
data from and transmit data to the reader device 131, the network communicator 133, and/or the
local database 135. When the electronic credential 120 is presented to the reader device 131 for
the first time, the processing device 137 receives the credential identifier 128 by way of the
reader device 131, reviews the local status code 139 associated with the matching local identifier
138, and replaces data in the local database 135 with data in the master database 111. In one
embodiment, the entire local database 135 may be replaced by the current version of the master
database 111. In another embodiment, the local status codes 139 of the local database 135 may
be replaced by data in the current version of the master database 111. In still another
embodiment, only the local status code 139 which is associated with the local identifier 138 and
which matches the credential identifier 128 presented to the access control device 130 is replaced
by data from the master database 111.

[0020] In one embodiment, the processing device is a microcontroller which includes one or
more individual controllers or microprocessors, each of which includes at least one processor
coupled to a memory such as, for example, memory used to store the local database 135. The
memory may include random access memory (RAM) devices comprising the main memory
storage of the microcontroller, as well as any supplemental levels of memory (e.g., cache
memories), non-volatile or backup memories (e.g., programmable or flash memories), or read-
only memories (ROM). The processing device is configured to execute stored program
instructions and store, transmit, receive and manipulate the data. The program instructions may
be embodied as program code in software and/or as firmware resident in the processing device or
in memory.

[0021] The processing device 137 makes a determination of whether to grant or deny access to
the secured area as a function of a comparison of the credential identifier 128 with one of the
status codes 139. If the comparison indicates that access should be granted, the access control

device generates an output signal to an electronic device 140. The electronic device 140 may be
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any type of input component or output component that allows data to be inputted to or outputted
from the access control device 130. In one embodiment, the electronic device 140 is a locking
mechanism having an unlocked state and a locked state. When the locking mechanism (the
electronic device 140) receives an output signal to grant access, the locking mechanism 140
transitions to or remains in the unlocked state. When the locking mechanism receives an output
signal configured to deny access, the locking mechanism 140 transitions to or remains in the
locked state.

[0022] In another embodiment, the electronic device 140 is one or more of a switch, a router, a
firewall, a server, a database, a mobile device, a networking device, a controller, a computer, a
processing system, a printer, a display, an alarm, an illuminated indicate such as a status
indicator, a keyboard, a mouse, and a touch screen display. In another form, the electronic
device 140 is incorporated into the access control device 130 to provide a single unit having the
functions of both the access control device 130 and the electronic device 140. It is further
contemplated that in other embodiments, more than one electronic device is in communication
with the access control device 130.

[0023] A schematic flow diagram and related description provides an illustrative embodiment of
performing procedures of controlling an access control system, such as the system 100 illustrated
in FIG. 1 and described above. The described operations and functions are understood to be
exemplary only, and in different embodiments, the operations and functions are combined in
whole or in part, divided, added or removed, as well as re-ordered in whole or in part. It is
contemplated that the various aspects, features, processing devices, processes, and operations
from the various embodiments may be used in association with any of the other embodiments. It
should be understood that certain operations may be implemented by a computer executing a
computer program product on a non-transient computer readable storage medium, where the
computer program product includes instructions causing the computer to execute one or more of
the operations, or to issue commands to other devices to execute one or more operations.

[0024] While the embodiments described hereinafter may not specifically describe features
analogous to those described above, such features may nonetheless be utilized in connection with
the described systems.

[0025] Referring to FIG. 2, shown therein is a flow diagram illustrating one embodiment of a

process 200 for controlling an access control system, such as the system 100 illustrated in FIG. 1.
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The process 200 begins with an operation 201 which includes uploading master identifiers 118
and associated status codes 119 to the master database 111. The operation 201 is, for example,
performed by a site administrator 102 or other authorized personnel. The master identifiers 118
correspond to each authorized electronic credential 120 intended to be used with the access
control system 100, even if they are not initially assigned to a user 104. A status code 119
indicating that access should be granted is associated with the credential 120 given to existing
users 104. Once the association of the status code 119 to the credential has been completed, the
electronic credential 120 of the authorized existing user 104, if presented to the reader 131,
grants immediate access to the secure area. The status code 119 associated with electronic
credentials 120 which are not associated with existing users 104 initially indicate that a database
update should be initiated.

[0026] After the identifiers and status codes have been uploaded to the master database 111, the
process 200 proceeds to a load database operation 203 in which the master database 111 is
transferred to the local database 135 of the access control device 130. The process 200 proceeds
to an assign new card operation 205 in which the site administrator 102 assigns the electronic
credential 120 to a new user 104. The site administrator 102 updates the master database 111
such that the status code 119, associated with the credential identifier 128 of the electronic
credential 120 assigned to the new user 104, indicates access should be granted to the new user
104. The process 200 proceeds to a provide new card to user operation 207 in which the new
user 104 receives a new electronic credential 120 from the site administrator 102.

[0027] After the master database 111 has been updated with the identifier 118 associated with
the electronic credential 120 and the new user 104 has received the credential 120, the process
200 proceeds to a user presents the credential 120 operation 209. This operation begins when the
new user 104 presents the electronic credential 120 to the access control device 130 for the first
time. In the operation 209, the access control device 130 accesses the local database 135 and
reads the local status code 139 associated with electronic credential 120. The process 200 then
proceeds to a card requests update operation 211. In this operation 211, the local status code 139
provides an instruction indicating that a database update is required. Upon receipt of the
instruction, the access control device 130 requests data from master database 111. The process
200 proceeds to a receive new door file operation 213 in which the data storage device 110

transmits data from master database 111 to the access control device 130. The transmitted data
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includes the local status code associated with the electronic credential 120 which is assigned to a
particular user. The local database 135 of the access control device 130 is updated by the newly
received data from the storage device 110. After the local database 135 is updated with the
newly received data, the process 200 proceeds to a user re-presents card operation 215 in which
the new user 104 presents the electronic credential 120 to the access control device 130 a
subsequent time. The access control device 130 reads the local status code 139 associated with
the electronic credential 120 and generates a signal to grant access to the user 104.

[0028] Referring to FIG. 3, shown therein is a flowchart illustrating one embodiment of a
process 300 for controlling an access control system, such as the system 100 illustrated in FIG. 1.
The exemplary process 300 begins with a load all cards operation 301 in which a site
administrator 102 loads the master database 111 into the data storage device 110. Each master
status code 119 associated with electronic credentials 120 not given to existing users 104 initially
indicates a database update should be initiated and access should be granted. The process 300
proceeds to a database loaded operation 303 in which the master database 111 is transferred to
the local database 135 of the access control device 130.

[0029] The process 300 proceeds to an assigns card to new user operation 305 in which the site
administrator 102 assigns an electronic credential 120 to a new user 104, and updates the master
database 111 in the data storage device 110. The assignment of the master status code 119
associates the new user 104 with the credential identifier 128 of the electronic credential 120
which indicates that access should be granted to the new user 104. The process 300 proceeds to
a gives new card to user operation 307 in which the new user 104 receives the electronic
credential 120. The process 300 then proceeds to a user presents card operation 309 in which the
new user 104 presents the electronic credential 120 to the access control device 130 for the first
time. The access control device 130 accesses the local database 135 and reads the local status
code 139 associated with the credential identifier 128. Process 300 then proceeds to a lock
allows user entry operation 311 where the access control device 130 grants access to the new
user 104. Process 300 proceeds to a card requests update operation 313 where the access control
device 130 requests a new door file from the master database 111, and then proceeds to a receive
new door file operation 315 where the data storage device 110 transmits the current version of

the master database 111 to the access control device 130, and the local database 135 of the access

10
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control device is replaced by the newly received version of the master database 111. In one
embodiment, only the local status code 139 of the one local identifier 138 in question is updated.

[0030] While the invention has been illustrated and described in detail in the drawings and
foregoing description, the same is to be considered as illustrative and not restrictive in character,
it being understood that only the preferred embodiments have been shown and described and that
all changes and modifications that come within the spirit of the inventions are desired to be
protected.

[0031] It should be understood that while the use of words such as preferable, preferably,
preferred or more preferred utilized in the description above indicate that the feature so described
may be more desirable, it nonetheless may not be necessary and embodiments lacking the same
may be contemplated as within the scope of the invention, the scope being defined by the claims
that follow. In reading the claims, it is intended that when words such as “a,” “an,” “at least
one,” or “at least one portion” are used there is no intention to limit the claim to only one item
unless specifically stated to the contrary in the claim. When the language “at least a portion”
and/or “a portion” is used the item can include a portion and/or the entire item unless specifically

stated to the contrary.
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WHAT IS CLAIMED IS:

1. An access control system, comprising;

a data storage device configured to store a master credential database including a
plurality of master identifiers and master status codes, wherein each of the master identifiers is
associated with one of a plurality of local status codes;

an access control device having a local credential database including a plurality of local
identifiers, wherein each of the plurality of local identifiers is associated with one of the plurality
of local status codes, and each of the plurality of local identifiers is associated with one of
plurality of the master identifiers; and

an electronic credential including a credential identifier, wherein the credential identifier
is associated with one of the plurality of the master identifiers and one of the plurality of the
local identifiers,

wherein the access control device is configured to receive the credential identifier from
the electronic credential, to determine whether to perform an update based upon the local status
code associated with the local identifier of the credential identifier, and to update data in the
local credential database with data in the master credential database by way of communication

with the data storage device in response to the determining,

2. The system of claim 1, wherein the data storage device comprises a server.

3. The system of claim 1, further comprising a plurality of the electronic credentials,

wherein each of the electronic credentials includes a unique credential identifier.

4. The system of claim 1, wherein the electronic credential is configured to receive

power from the access control device.

5. The system of claim 1, wherein the electronic credential is a contactless
smartcard.
6. The system of claim 1, wherein the electronic credential is a mobile device.

12
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7. The system of claim 1, further comprising a plurality of access control devices.

8. The system of claim 1, wherein the access control device and the data storage

device are in communication via a wireless connection.

0. The system of claim 8, wherein the wireless connection comprises a WiFi
connection.
10. An access control device, comprising:

a reader device configured to receive a credential identifier from an electronic credential,

a network communicator configured to transmit and receive data over a network;

a memory device configured to store a credential database including a list of local
identifiers, wherein each of the local identifiers has an associated status code; and

a processing device configured to receive the credential identifier from the reader device,
determine the credential identifier corresponds to a matching one of the local identifiers, transmit
a credential database update request to the network by way of the network communicator in
response to the status code associated with the matching the local identifier indicating a
credential database update is needed, replace data of the credential database with data received

from the network, and output a control signal to an electronic device.
11.  The device of claim 10, wherein the electronic device comprises a locking
mechanism having a locked state and an unlocked state, and wherein the locking mechanism is

configured to transition between the locked and unlocked states based on the control signal.

12. The device of claim 10, wherein the electronic device comprises an output

component configured to display access request results.

13. The device of claim 10, wherein the electronic device is configured to selectively

grant and deny access to a secured area in response to the control signal.

14. The device of claim 13, wherein the access control device is further configured to

13
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deny access to the secured area if the credential identifier does not correspond to any of the local

identifiers.

15. The device of claim 13, wherein the access control device is further configured to
selectively grant access to the secured area in response to receiving a local identifier with a status

code indicating a database update is required.

16. The device of claim 15, wherein the access control device is further configured to
selectively grant access to the secured area in response to the local credential database including

the matching local identifier after the credential database update is complete.

17. A method for updating a credential database associated with an access control
device, the method comprising:

receiving a presented identifier;

comparing the presented identifier to a first credential database including a plurality of
potential identifiers, each with an associated status code;

identifying one of the plurality of potential identifiers that matches the received presented
identifier; and

reviewing the status code associated with the matched one of the plurality of potential
identifiers,

wherein in response to the status code associated with the matched one of the plurality of
potential identifiers, updating the first credential database with data from a second credential

database including identifiers, each with an associated status code.

18. The method of claim 17, further comprising receiving the presented identifier at
the access control device a second time, and granting access to a secured area if the status code
associated with the user identifier in an updated first credential database indicates access should

be granted.

19. The method of claim 17, further comprising granting access to a secured area.

14
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20. The method of claim 17, wherein updating the first credential database includes
replacing at least the status code associated with the presented identifier with data from the

second credential database.

15
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