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BROWSER-BASED DATABASE-ACCESS ENGINE 
APPARATUS AND METHOD 

RELATED APPLICATIONS 

0001. This application is a continuation of and claims 
priority to provisional application Ser. No. 60/199.850, filed 
on Apr. 26, 2000, directed to a BROWSER-BASED, DATA 
BASE-ACCESS ENGINE APPARATUS AND METHOD, 
which is incorporated herein by reference. 

BACKGROUND 

0002) 1. The Field of the Invention 
0003. This invention relates to computer software and, 
more particularly, to novel Systems and methods for acceSS 
ing databases through computer networks including without 
limitation local area networks, wide area networks, and 
global networks. 
0004 2. The Background Art 
0005 Databases are very useful and powerfull. Likewise, 
database management Systems and engines for accessing 
databases abound. Unfortunately, many database manage 
ment Systems require a cadre of management information 
Systems perSonnel and often programmerS and computer 
gurus to make the data useful and available to users. Of 
course, these human resources do not come without a cost. 
In Some cases, users may need training to work with 
database query languages or graphical user interfaces. In 
effect, without the correct skilled perSonnel or necessary 
expertise, data becomes virtually useless to the users thereof. 
0006 Moreover, coordination and synchronization of 
data often keep data physically close to one or Several homes 
or repositories. This necessitates the often undesirable con 
dition that database experts be located physically near these 
few homes or repositories in order to perform maintenance 
and troubleshooting. This reality alone can cause a certain 
degree of inflexibility and inconvenience. 
0007 Online databases, such as those that are accessible 
in a wide variety over the Internet, are becoming increas 
ingly common. With a few short keystrokes, immense 
amounts of information from all over the globe are acces 
Sible by the common individual. The emerging Internet is 
resulting in many time-Saving advances making data avail 
able from virtually anywhere. However, while access to the 
data in these databases may be common, the ability to 
actually manage and manipulate the Schema of Such data 
bases over networks, Such as the Internet, is not. At present, 
the ability to manage and manipulate the data of a database, 
including the end user data and the Schema of a database, 
through a network, Such as the Internet, is very limited. 
0008 What is needed is a way for users to have access 
and control of the data, including the end user data and the 
Schema of a database, irrespective of the type or origin of the 
database, through a network, Such as the Internet. 
0009 What is further needed is a seamless and transpar 
ent way for users to manipulate the data, and even the 
Schema of a database in a System that does not require a high 
level of expertise or training. 
0010. It would be an advance in the art to enable users to 
perform the foregoing functions remotely, Such as through 
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the Internet, with a common Software package, Such as a 
Standard browser application. Such a System would allows 
users to View and modify the data and Schema of a database 
on opposite ends of the globe if desired or needed. In 
addition, Such a System would eliminate the necessity to load 
Specialized database management Software onto the com 
puter or terminal of a user. 

0011 Moreover, it would be a further advance in the art 
to provide a System capable of recognizing and functioning 
with a wide variety of different databases in a manner that 
would be transparent to a user. 

BRIEF SUMMARY AND OBJECTS OF THE 
INVENTION 

0012. In view of the foregoing, it is a primary object of 
the present invention to provide an apparatus and method to 
remotely access and modify the data and Schema of a 
database, through a network Such as the Internet, using 
nothing more than a simple browser application. 

0013. It is an object of the invention to provide a method 
whereby embedded coding within HTML web pages may be 
interpreted into SQL commands for communicating with 
any SQL compliant database. 

0014. It is a further object to provide all the utility of a 
typical database through a web-based interface. 

0015. It is a further object of the invention to provide an 
efficient method for maintaining and updating web sites 
using the utility of a database. 

0016. It is yet a further object of the invention to enable 
programming logic to be actually embedded within the code 
of a web page. 

0017. It is also an object to provide a manner whereby 
information is dynamically updated on a web page corre 
sponding to changes in data in a database. 

0018. It is a further object to increase the flexibility of a 
database by allowing a browser, web-Server, and database to 
be located on a Single computer or on computers at opposite 
ends of the globe, if needed or desired. 
0019 Consistent with the foregoing objects, and in accor 
dance with the invention as embodied and broadly described 
herein, a method and apparatus are disclosed in one embodi 
ment of the present invention as including a computer 
having a browser, having a communication link established 
with a web server, and making a request thereto. The web 
Server, upon receiving the request, may then forward the 
request to the Service module of the present invention. The 
Service module may be located on the Same computer as the 
Web Server, or be hosted by an application Server, in certain 
embodiments. 

0020. According to the level of access afforded to a user, 
a user may have the ability to view data from the database 
or, if more authority is granted, a user may actually have the 
ability to modify the data or schema of a database. In effect, 
a user may be able to manage a database remotely, using 
nothing more than a simple browser application. The data 
base may be located on a Server located remotely from the 
Web Server, connected by the Internet, or may be located on 
the Same computer as the Web Server. In another embodi 
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ment, a browser, Web Server, Service module, and database 
may all be hosted on the same computer. 
0021. The service module of the present invention may 
be configured to translate requests made to a web server into 
a database language necessary for communication with a 
database. In certain embodiments, the Service module may 
be configured to communicate with any SQL compliant 
database. 

0022. Once a request is made to the service module and 
authority is granted to a user, the Service module may then 
retrieve or change information contained within a database. 
Such information may include data, tables, forms, queries, 
reports, web pages, user profiles, or other data. In certain 
embodiments, web pages may be Stored at one location in a 
database while data Stored at another location may Supply 
content to the web pages. Thus, the present invention 
provides an efficient apparatus and method for maintaining 
and updating web sites by dynamically retrieving data each 
time a web page is called by a browser. 
0023. In addition to retrieving data, the service module 
may also parse any data retrieved from the database and 
execute any logic found therein. Special tags may be 
included within the HTML coding of web pages, which may 
not be recognized by a typical browser, but may be under 
stood by the Service module of the present invention and 
may be used to execute instructions. For example, condi 
tional Statements may be included to forward a user to 
distinct web pages depending on the input entered by a user. 
Alternatively, an instruction programmed within the Source 
code of a web page may be executed to actually retrieve data 
from a database to be inserted into the web page. 
0024. Once the data is retrieved and any logic found 
therein is executed, the result may be Subsequently for 
warded to the web server and on to the browser for viewing 
by a user. Thus, the Service module may effectively act as an 
interface between a web server and a database. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.025 The foregoing and other objects and features of the 
present invention will become more fully apparent from the 
following description and appended claims, taken in con 
junction with the accompanying drawings. Understanding 
that these drawings depict only typical embodiments of the 
invention and are, therefore, not to be considered limiting of 
its scope, the invention will be described with additional 
Specificity and detail through use of the accompanying 
drawings in which: 
0.026 FIG. 1 is a schematic block diagram of one archi 
tecture for a hardware Suite Suitable for implementing an 
apparatus in accordance with the present invention; 
0.027 FIG. 2 is a schematic block diagram illustrating 
various possible implementations of the present invention; 
0028 FIG. 3 is a schematic block diagram of the service 
module, Startup configuration data, and database records 
contained within memory in accordance with the invention; 
0029 FIG. 4 is a schematic block diagram of various 
functions performed by the Service module of the present 
invention; 
0030 FIG. 5 is a schematic block diagram of one 
embodiment of database records accessed by the Service 
module of the present invention; 
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0031 FIG. 6 is a schematic block diagram illustrating the 
flow of communication performed by the present invention; 
0032 FIG. 7 is flow chart showing the sequence of steps 
performed by the present invention when an anonymous 
request is made; and 
0033 FIG. 8 is flow chart showing the sequence of steps 
performed by the present invention when a Secure request is 
made. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0034. It will be readily understood that the components of 
the present invention, as generally described and illustrated 
in the Figures herein, could be arranged and designed in a 
wide variety of different configurations. Thus, the following 
more detailed description of the embodiments of the system 
and method of the present invention, as represented in 
FIGS. 1 through 8, is not intended to limit the scope of the 
invention, as claimed, but it is merely representative of the 
presently preferred embodiments of the invention. 
0035. The presently preferred embodiments of the inven 
tion will be best understood by reference to the drawings, 
wherein like parts are designated by like numerals through 
Out. 

0036 Those of ordinary skill in the art will, of course, 
appreciate that various modifications to the details illustrated 
in the schematic diagrams of FIGS. 1-8 may easily be made 
without departing from the essential characteristics of the 
invention. Thus, the following description is intended only 
as an example, and Simply illustrates one presently preferred 
embodiment consistent with the invention as claimed herein. 

0037 Referring now to FIG. 1, an apparatus 10 may 
include a node 11 (client 11, computer 11) containing a 
processor 12 or CPU 12. The CPU 12 may be operably 
connected to a memory device 14. A memory device 14 may 
include one or more devices Such as a hard drive 16 or 
non-volatile Storage device 16, a read-only memory 18 
(ROM), and a random-access (and usually volatile) memory 
20 (RAM). 
0038. The apparatus 10 may include an input device 22 
for receiving inputs from a user or another device. Similarly, 
an output device 24 may be provided within the node 11, or 
accessible within the apparatus 10. A network card 26 
(interface card) or port 28 may be provided for connecting 
to outside devices, such as the network 30. 
0039 Internally, a bus 32 (system bus 32) may operably 
interconnect the processor 12, memory devices 14, input 
devices 22, output devices 24, network card 26 and port 28. 
The buS 32 may be thought of as a data carrier. AS Such, the 
bus 32 may be embodied in numerous configurations. Wire, 
fiber optic line, wireless electromagnetic communications 
by visible light, infrared, and radio frequencies may likewise 
be implemented as appropriate for the bus 32 and the 
network 30. 

004.0 Input devices 22 may include one or more physical 
embodiments. For example, a keyboard 34 may be used for 
interaction with the user, as may a mouse 36. A touch Screen 
38, a telephone 39, or simply a telephone line 39, may be 
used for communication with other devices, with a user, or 
the like. 
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0041 Similarly, a scanner 40 may be used to receive 
graphical inputs which may or may not be translated to other 
character formats. A hard drive 41 or other memory device 
14 may be used as an input device whether resident within 
the node 11 or some other node 52 (e.g., 52a, 52b, etc.) on 
the network 30, or from another network 50. 
0042. Output devices 24 may likewise include one or 
more physical hardware units. For example, in general, the 
port 28 may be used to accept inputs and Send outputs from 
the node 11. Nevertheless, a monitor 42 may provide outputs 
to a user for feedback during a process, or for assisting 
two-way communication between the processor 12 and a 
user. A printer 44 or a hard drive 46 may be used for 
outputting information as output devices 24. 
0043. In general, a network 30 to which a node 11 
connects may, in turn, be connected through a router 48 to 
another network 50. In general, two nodes 11, 52 may be on 
a network 30, adjoining networks 30, 50, or may be sepa 
rated by multiple routers 48 and multiple networks 50 as 
individual nodes 1152 on an internetwork. The individual 
nodes 52 may have various communication capabilities. 
0044) In certain embodiments, a minimum of logical 
capability may be available in any node 52. Note that any of 
the individual nodes 52 may be referred to, as may all 
together, as a node 52 or nodes 52. 
0.045. A network 30 may include one or more servers 54. 
Servers may be used to manage, Store, communicate, trans 
fer, acceSS, update, and the like, any number of files for a 
network 30. Typically, a server 54 may be accessed by all 
nodes 11, 52 on a network 30. Nevertheless, other special 
functions, including communications, applications, and the 
like may be implemented by an individual server 54 or 
multiple servers 54. 
0046. In general, a node 11 may need to communicate 
over a network 30 with a server 54, a router 48, or nodes 52. 
Similarly, a node 11 may need to communicate over another 
network (50) in an internetwork connection with some 
remote node 52. Likewise, individual components of the 
apparatus 10 may need to communicate data with one 
another. A communication link may exist, in general, 
between any pair of devices or components. 
0047. By the expression “nodes’52 is meant any one or 
all of the nodes 48, 52, 54,56,58, 60, 62, 11. Thus, any one 
of the nodes 52 may include any or all of the component 
parts illustrated in the node 11. The node 60 hosts the 
Software and data structures required for providing directory 
services to the nodes 52 in the network 30 and may do so for 
other nodes 52 in other networks 50. The node 60 may 
typically be a server 54 in a network. However, it may be 
installed in any node 52. A node 52 may typically include a 
network card 26 for connecting to the network 30, a pro 
ceSSor 12 for processing Software commands, a memory 
device 20 for operational memory as well as a non-volatile 
Storage device 16 Such as a hard drive 16. Typically, an input 
device 22 and an output device 24 are provided for user 
interaction with the node 60. 

0.048 Referring to FIG. 2, while continuing to refer to 
FIG. 1, in general, any number of workstation nodes 58, 62 
may exist in a network 30, within Some practical limit. Any 
network 30, 50 may be part of, and connect to the Internet 
76. In certain embodiments a user may be connected to the 
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Internet 76 through an Internet service provider 74a. The 
user 72 may be any computer System, Such as System 11 in 
FIG. 1, having a browser 86a. The user 72 may be config 
ured to communicate with a web server 68a that is config 
ured to provide web pages that are Stored in the memory of 
the web server 68a and are viewable by a user 72. A service 
module 64a may also be located in the memory of the web 
Server by 68a and may comprise executable and operational 
data Structures configured to be processed in the processor of 
the web server 68a. 

0049. When a request for a web page is made by a 
browser 86a to a web server 68a, the service module 64a 
may be configured to retrieve the web page data from a 
location in a database 80a on a remotely located database 
server, Such as server 78a. 
0050. In addition, the service module 64a may actually 
process programming embedded within the HTML coding 
of web pages located on the database server 78a. The 
programming may comprise executable logic that may 
dynamically retrieve data within another location in the 
database 80a to provide content to the web page. Such 
executable logic may be coded in a language understandable 
by the service module 64a of the present invention. The 
logic may be embedded within Special tags contained in the 
HTML-encoded page. These special tags are typically con 
figured to be ignored by the typical browser, but these 
Special tags configured to be understood and executed by the 
service module 64a of the present invention. 
0051. In certain instances, the executable logic may com 
prise conditional Statements that may be executed in 
response to user input. For example, coding may be included 
within a web page to process conditional "if Statements, 
Such as when receiving a password from a user. In this 
example, if a user types the incorrect password, the coding 
within the web page may be configured to deny a user acceSS 
and/or may forward the user to another Specific web page. 
Additionally, input by a user through the browser 86a may 
be processed by the service module 64a to modify the data 
and/or even the schema of the database 80a. 

0052 Thus, in the depicted configuration, a user 72, web 
server 68a, and database server 78a, may be connected to the 
Internet 76 to function in accordance with the invention 
while being physically located at geographically distant 
locations around the Earth. 

0053. In reality, a user need not be a single user 72, but 
may actually be any user connected to the Internet 76, Such 
as a plurality of users 70a-C connected by a local area 
network (LAN) 86. Any user 70c, such as users 70a, 70b, 
70c, and 72, having a browser 86b, such as browsers 86a, 
86b, and 86c, with Internet access may access the web server 
68a and the database 80a. 

0054. In another embodiment, the service module 64b 
may actually be located on an ASP (application Service 
provider) server 66. Therefore, a web server 68b may 
forward a request to a service module 64b located on ASP 
server 66. In turn, the service module 64b may retrieve or 
modify data and/or schema in a database 80a on a server 
78a. In the depicted embodiment, the application server 66 
may be configured to provide to a plurality of businesses or 
individuals the services of the service module 64b. Thus, in 
the depicted configuration, any need to install the Service 
module 64b on one or more web server(s) may be avoided. 
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0055. In certain embodiments, the service module 64c, 
database 80b, and browser 86c may all be located on a 
computer of a single user 70d. 

0056. In another embodiment, a service module 64d and 
database 80c may both be located on the web server 68c and 
may be accessed by any user 72 and/or group of users 70a-c 
connected to the Internet. 

0057. In yet another embodiment, a service module 64e 
may be located on an enterprise Server 84 connected to a 
database server 78b. A plurality of workstations 82a, 82b, 
each having thereon a browser 84d and each in operable 
communication with the enterprise Server 84, may access the 
database server 78b through the server 84. 
0.058 Thus, the foregoing descriptions illustrate the ver 
Satility of the present invention and the various embodi 
ments in which it may be implemented. The present inven 
tion as illustrated may be employed according to needs of a 
particular user or users. Hence, the data, including end user 
data and Schema, of a remotely located database may be 
modified with the only client software being a simple 
browser application. 
0059 Referring to FIG.3, in one embodiment, a memory 
device 14 in a computer 11, which computer 11 may be 
disposed in any of the configurations discussed in connec 
tion with FIG. 2, may include a service module 64 com 
prising a table management module 90, a forms manage 
ment module 92, a query management module 94, a report 
management module 96, a web management module 98, a 
user management module 99, and other modules 100. A 
memory device 14 may also Store Startup and configuration 
data 102 used to initiate the service module 64. Additionally, 
a memory device 14 may actually store a database 80, which 
may comprise records or tables populated with data. 

0060 Typically, a database stores information within 
Some type of a Schema, Such as records or tables. A table 
management module 90, therefore, may be used in accor 
dance with the present invention to manage the Schema, 
typically embodied as tables, of one or more databases(s). 
Such tables will be explained in further detail in the descrip 
tion of FIG. 4. The table management module 90 may 
enable a user and/or Several users to alter the Schema or 
Structure of a database, if desired. 

0061 Forms provide a convenient and graphical way for 
a user to populate a database with data. Data entry may be 
Simplified by providing a user with graphical boxes or areas 
where data may be input. Consequently, a forms manage 
ment module 92 may be included with the present invention 
to design and manage forms to be used for data input. 
0.062 One of the major advantages of databases is the 
ability to Search the data contained therein according to 
Specific criteria. Such Searches may also be called queries 
and represent the communication that occurs between a 
database engine and a database. Most databases typically 
use a Standard query language. The present invention may 
include a query management module 94 to manage any 
queries of a database. 

0.063. It also may be useful for a user of a database to be 
able to process reports of the data contained within a 
database. Such reports may allow a user to compare, View, 
and analyze Specific data within the database. Consequently, 
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a report management module 98 may be included in the 
Service module 64 to manage Such database reports. 

0064. With the continued growth of the Internet, the 
ability to access the data, including without limitation end 
user data and database Schema, of a database through the 
Internet is becoming an important feature to many users. A 
web management module 98 may be included with the 
present invention wherein web pages may be more easily 
managed. The web management module 98 may be used to 
create web pages whose content may be dynamically 
updated as data in the database changes. This ability to 
dynamically update the content of web pages may provide a 
tremendous time Savings by eliminating much of the pro 
gramming required to update content in Static web pages. 

0065. A user management module 99 may also be 
included with the present invention to control users’ access 
to a database and to control the level of access granted 
thereto. For example, Some users may be granted access 
only to view data, whereas other users may be granted 
privileges to access and modify not only the data of a 
database, but also the Schema. The level of access and 
privileges may be customized according to the individual 
user. Such a feature may provide a needed level of Security 
to control access to a database granted to Some users while 
Still providing an increased level of access to other users. 

0066. In addition, other modules 100 may be included in 
the service module 64 as needed to provide additional 
functions. 

0067 Referring to FIG. 4, A service module 64 of the 
present invention may include a table management module 
90 providing the ability to alter the schema or structure of a 
database. For example, a user may be able to add 104, edit 
106, or delete 108 tables according to the configuration 
required of a database. Likewise, a user may be able to list 
110 existing tables within a database or view 112 the data 
contents of a table. Accordingly, other functions 114 or tools 
114 that may provide a user the ability to modify, view, or 
work with tables in a database may be provided in the table 
management module 90 of the present invention. 

0068. In addition, the table management module 90 may 
allow a user to populate a table with data. For example, a 
user may add 116, edit 118, or delete 120 fields within each 
table. Likewise a user may list 122, search 126, or view 124 
data within a table. Other tools 126 or functions 126 may 
also be provided as needed to work with the data in a 
database. 

0069. The forms management module 92 may be 
included within the service module 64 of the present inven 
tion to enable a user to design and work with forms. A user 
may choose to design a form or actually use the form to input 
data to a database. For example, a user may choose to add 
128, edit 130, or delete 132 a form. In addition, a user may 
choose to list 134 existing forms or view 136 a particular 
form. Once a form is created, it may then be used 138 to add 
120, edit 118, or delete 116 data. 

0070) Likewise, a query management module 94 may be 
included with the present invention to create and execute 
queries. A query may be added 128, edited 130, or deleted 
132. Likewise a query management module 94 may be used 
to list 146 queries or view a particular query 148. Once a 
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query is created, it may be executed 150 in order to search 
a database based on chosen criteria. 

0071. A report management module 96 may also be 
included in the service module 64 of the present invention to 
create and run reports. Like the previous modules discussed, 
reports may be added 152, edited 154, or deleted 156. In 
addition, reports that have been created may be listed 158 or 
a particular report may be viewed 160. Once a report has 
been created, it may be run 162 whereby the data is actually 
retrieved from a database to populate the report with data. 
0.072 A web management module 98 may be included in 
the present invention to allow a user to create web pages. 
The present invention offers the advantage of allowing the 
design of web pages that may be dynamically updated, thus 
Saving time that might be lost reprogramming Static pages. 
Logic may be added within an HTML encoded web page 
that is understandable by the service module 64 that will 
actually retrieve the current data contents of a location in a 
database to provide content to a web page. Thus, a web page 
may be updated Simply by changing the data in the database 
to which it refers. In addition programming logic may be 
embedded in the HTML coding that may be executed in 
accordance with the present invention. 
0073. The web management module 98 may provide a 
user the ability to add 164, edit 166, or delete 168 web pages. 
In addition a user may be able to list 170 existing web pages 
or view 172 a particular web page. Once a web page is 
created, it may be processed, upon viewing by a user, 
wherein data is retrieved from a database to provide web 
page content and any logic contained therein is executed. 
0.074 The service module 64 may also include a user 
management module 99 provided to manage levels of acceSS 
granted to users registered therein. In certain embodiments, 
any anonymous user may be allowed to view data, while 
only certain users may be granted the authority to actually 
alter the data or Schema of a database. The user management 
module 99 may allow the adding 176 or deleting 180 of a 
user by a user with administrative authority. Likewise, a user 
profile may be edited 178 such as when changing the level 
of acceSS or authority of a particular user. Additionally the 
module 99 may allow a user or administrator to view a list 
of registered users or view the profile of a particular user. 

0075. In certain embodiments, once a user is added, a 
user may actually gain access to a database by entering a 
particular user ID and password. 

0.076. In addition to the modules illustrated in the fore 
going description, the present invention may make use of 
other modules as additional functions are needed. Like the 
other modules, the criteria may be added, edited, deleted, 
listed, viewed, or processed in accordance with the inven 
tion. 

0077 Referring to FIG. 5, in one embodiment, a data 
base 80 contained in memory 14 may be comprised of a 
plurality of tables 190, 192, 194. Some of the tables may 
contain data while other tables may contain schema 200 
information or indices 202 of the other tables 190,192,194. 

0078 For example, in one embodiment, a table 190 may 
contain web page templates 196, while another table 192 
may contain the content 198 or data 198 used in the web 
page templates 196. Upon viewing a web page 196 con 
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tained within the table 190, coding embedded with the web 
pages 196 may contain instructions to pull data 198 or 
content 198 from the table 192. In HTML web page source 
code, which is typically coded with “Special tags.” Such 
Special tags may be used in accordance with the present 
invention to interact with executable and often embedded 
logic. Such logic may either be instructions to retrieve data 
as previously Stated or may contain other executable instruc 
tions. 

0079 Users with proper authority may be able to alter the 
Schema 200 of the database 80. Such alteration of the Schema 
200 may include adding, editing, or deleting any of the 
tables 190, 192, 194 or any other function that may alter the 
Structure or architecture of the database. Since it may not be 
desirable that arbitrary users have access to alter the Schema 
of the database, this privilege may be reserved for authorized 
users only. 
0080. In general, typical database systems that are pres 
ently accessible over the Internet may allow access to the 
data in a database 80, but such database systems have no 
mechanism for allowing the modification of the schema 200 
of a database 80 across the Internet using only a browser 
application. The ability to modify the schema 200 of a 
database 80 across the Internet using only a browser appli 
cation is an advantage that is provided by the present 
invention. 

0081 Referring to FIG. 6, a flow chart showing the flow 
of communication in accordance with the present invention 
is illustrated. A browser 86, having a communication link 
established with a web server 68, may make a request 
therefrom. This request may Subsequently be forwarded to 
the Service module 64 of the present invention. According to 
the level of access afforded to a user, a user may be granted 
the ability to view 206 or use 206 data from the database 80 
or, if more authority is granted, a user may actually have the 
ability to design 204 or change 204 the data or schema of a 
database 80. The service module 64 may translate the 
request from the Web Server 68 into any database language 
necessary for communication with the database. In certain 
embodiments, the Service module 64 may be configured to 
communicate with any SQL compliant database. 

0082 Once the request is made to the service module 64 
and authority is granted to a user, the Service module 64 may 
then retrieve or change information contained within the 
database 80. Such information may include data, tables, 
forms, queries, reports, web pages, user profiles, or other 
data. In addition to retrieving data, the Service module 64 
may also parse any data from the database 80 and execute 
any logic found therein. 
0083) Once the data is retrieved and any logic found 
therein is executed, a result may be Subsequently determined 
by the Service module 64. Accordingly, the result may then 
be forwarded to the web server 68 and on to the browser 86 
for viewing by a user. Thus, the service module 64 effec 
tively acts as an interface between a web server 68 and a 
database 80. 

0084. Referring to FIG. 7, a process is illustrated 
whereby an anonymous request 210 is received by a browser 
in accordance with the present invention. Upon receiving the 
request 210, a browser and Server establish a communication 
link 212. Once the communication link is established, the 
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server then forwards the request 214 to the service module 
64 or application 64 of the present invention. 
0085. The application 64 or service module 64 may then 
process the request and return the result to the Server 216. 
Processing the request includes receiving a request to acceSS 
data in a database from the Server. Once the request is 
received, the requested data is then retrieved from the 
database. The service module 64 or application 64 may then 
parse any data retrieved and execute any logic found therein 
222, creating a result. The result is Subsequently forwarded 
to the server. 

0.086 Once the result is received by the server, the result 
may then be forwarded to the browser 226 where it may be 
displayed to a user 228. 
0087. Referring to FIG. 8, a flow chart is illustrated 
wherein a Secure connection is requested by a client through 
a browser. As described in FIG. 7, a browser and server 
must first establish a communication link 212. Once the 
communication link is established, the Server may then 
forward the request 214 to the service module 64 or appli 
cation 64. 

0088. The application may then process the request and 
return the result to the Server 216. The Steps for processing 
a Secure request by the application 216 include, first, receiv 
ing the request to establish a Secure connection 232. The 
service module 64 or application 64 may then verify authen 
tication information and Send an authentication token to the 
browser 234. The browser may then store the authentication 
token for later use 236. Once the token is received, the 
Service module 64 may then process the request by retriev 
ing the data 220, parsing the retrieved data and executing 
any logic in the data 222, and forwarding the result to the 
server 224. 

0089. Once the server receives the result, the result may 
then be forwarded to the browser 226 where the it may be 
displayed for a user 228. In certain embodiments, once a 
Secure connection is established, the browser may send the 
authentication token to the Server with each following 
request. In certain embodiments, the authentication token 
may be a cookie placed on a user's computer. 
0090. From the above discussion, it will be appreciated 
that the present invention provides an effective browser 
based database acceSS engine that may be used across the 
Internet. 

0.091 The present invention may be embodied in other 
Specific forms without departing from its Spirit or essential 
characteristics. The described embodiments are to be con 
sidered in all respects only as illustrative, and not restrictive. 
The scope of the invention is, therefore, indicated by the 
appended claims, rather than by the foregoing description. 
All changes which come within the meaning and range of 
equivalency of the claims are to be embraced within their 
Scope. 

What is claimed and desired to be secured by United States 
Letters Patent is: 
1. An apparatus for using a database through a web-based 

interface, the apparatus comprising 

a processor configured to execute executable data Struc 
tures, 
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a memory device connected to the processor for Storing 
the executable data Structures and associated opera 
tional data Structures, the executable and operational 
data Structures comprising: 
a database Server configured to host a database having 

both data and Schema, 
a web server configured to receive requests from and 

publish responses to a browser, the browser being in 
operable communication with the Web Server; and 

a Service module configured to Store and retrieve web 
pages located in the database. 

2. The apparatus of claim 1, wherein the Service module 
is further configured to interpret requests received by the 
Web Server from the browser into a database language for 
communicating with the database, thereby allowing a user to 
View and modify the data and Schema of the database. 

3. The apparatus of claim 2, wherein the Service module 
is further configured to provide user management of a 
plurality of users, thereby providing each user an arbitrary 
level of acceSS and control of the database data and Schema. 

4. The apparatus of claim 3, wherein the Service module 
further comprises a web management module configured to 
allow a user to embed logic within the Source code of web 
pages, the embedded logic allowing the web pages to be 
dynamically updated by data in the database. 

5. The apparatus of claim 4, wherein the service module 
interprets the embedded logic in the web pages into the 
database language. 

6. The apparatus of claim 5, wherein the embedded logic 
further includes instructions executable by the processor. 

7. The apparatus of claim 6, wherein the database lan 
guage is SQL. 

8. The apparatus of claim 7, wherein the service module 
further comprises a table management module configured to 
design and populate tables within the database. 

9. The apparatus of claim 1, wherein the service module 
is further configured to interpret requests received by the 
Web Server from the browser into a database language for 
communicating with the database, thereby allowing a user to 
View and modify the data and Schema of the database. 

10. The apparatus of claim 1, wherein the service module 
is further configured to provide user management of a 
plurality of users, thereby providing each user an arbitrary 
level of acceSS and control of the database data and Schema. 

11. The apparatus of claim 1, wherein the Service module 
further comprises a web management module configured to 
allow a user to embed logic within the Source code of web 
pages, the embedded logic allowing the web pages to be 
dynamically updated by data in the database. 

12. The apparatus of claim 1, wherein the Service module 
is further configured to allow a user to embed logic within 
the Source code of web pages and interpret the embedded 
logic into the database language. 

13. The apparatus of claim 1, wherein the service module 
is further configured to allow a user to embed logic within 
the Source code of web pages, the embedded logic compris 
ing instructions executable by the processor. 

14. The apparatus of claim 9, wherein the database 
language is SQL. 

15. The apparatus of claim 1, wherein the service module 
further comprises a table management module configured to 
design and populate tables within the database. 



US 2001/0037331 A1 

16. A method for viewing web pages Stored in a database, 
the method comprising: 

establishing a communication link between a browser and 
a web server, wherein a user makes a request through 
the browser to the web server to view web pages in a 
database; 

forwarding the request from the Web Server for processing 
by a Service module, wherein processing by the Service 
module comprises: 
receiving the request from the Web Server; and 
executing the request, thereby providing a result, 

wherein executing the request comprises: 
retrieving the web page from the database corre 

sponding to the request; 
parsing the web page and executing any logic found 

therein; and 
forwarding the result to the web server; and forward 

ing the result from the web server to the browser. 
17. The method of claim 18, wherein the service module 

interprets requests made by the Web Server into a language 
necessary to communicate with the database. 

18. A method for manipulating the data and Schema of a 
database through a web-based interface, the method com 
prising: 
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establishing a communication link between a browser and 
a Web Server, wherein a user makes a request through 
the browser to the web server to manipulate the data 
and Schema of a database; 

forwarding the request from the Web Server for processing 
by a Service module, wherein processing by the Service 
module comprises: 
determining the level of access granted to the user; 
permitting the user to modify the data of the database 

corresponding to the level of acceSS granted thereto; 
receiving the request from the Web Server; and 
executing the request, thereby providing a result, 

wherein executing the request comprises: 
manipulating the data and Schema of the database 

corresponding to the request; 
parsing the data and executing any logic found 

therein; and 
forwarding the result to the web server; and forward 

ing the result from the web server to the browser. 
19. The method of claim 18, wherein manipulating is 

Selected from the group consisting of viewing and modify 
Ing. 

20. The method of claim 19, wherein the data is web 
pageS. 


