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AUDIO ACCESSORY STORING A POLICY FOR GENERATING AUDIO
OUTPUT

BACKGROUND

[0001] Audio accessories, such as headphone devices and portable speakers, have
become ubiquitous in modern society. An audio accessory typically is connected to a device
that provides an audio signal, such as music, so that a user of the audio accessory is able to
listen to the audio signal. The device typically is a computer or a dedicated audio device.
Audio accessories often are constructed to be portable and, as a result, they can be
indiscriminately connected to any suitable device, such as a cellular phone, personal digital
assistant, desktop computer, tablet computer, stereo system, or MP3 player. The
indiscriminate connectivity of the audio accessories may expose the user to audio signals
presenting undesirable attributes, such as undesirable content, and the audio accessories to
undesirable commands or executables, such as malware.
SUMMARY

[0002] Various approaches are described herein for, among other things, providing
an audio accessory configured to store and enforce a policy, such as by enforcing rule(s) of
the policy, to generate an audio output signal. An audio accessory is an audio-producing
apparatus that includes a housing that contains, or supports, a sound production means, such
as atransducer. The audio accessory can be a self-contained audio accessory or a peripheral
audio accessory. A self-contained audio accessory is an audio accessory that is configured
1o receive content, to generate an audio signal based at least in part on the content, and to
convert the audio signal into an audible signal. A peripheral audio accessory is an audio
accessory that is capable of processing audio input signals that are received from any of a
variety of source devices, and that requires a source device because the peripheral audio
accessory is dependent on the source device for providing the audio input signal to the
peripheral audio accessory. The audio input signal supplied to the peripheral audio
accessory can be based on content that is accessible to the source device but not the
peripheral audio accessory. The peripheral audio accessory may not be configured to access
content directly or to generate an audio signal directly from content. The peripheral audio
accessory may store and enforce the policy so that the peripheral audio accessory can be
utilized with any separate, external device while protecting the user and/or the peripheral
audio accessory by consistently enforcing the policy. The policy can include an audio rule

that is used to regulate an audio output signal and/or an administrative rule that is used to
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control software and/or hardware of the audio accessory.

[0003] An example peripheral audio accessory comprises a receiver, a memory, and
processor(s). The receiver is configured to receive an audio input signal from a separate
source device. The audio input signal is based at least in part on content processed by the
separate source device. The memory is configured to store a policy that includes rule(s).
The processor(s) are coupled to the memory and configured to monitor a received audio
input signal to determine whether the received audio input signal complies with the rule(s)
of the policy, enforce the rule(s) of the policy, and generate an audio output signal based at
least in part on the enforcement of the rule(s). The rule(s) define a volume control, a feature
ON/OFF control, and/or a content filter.

[0004] A second example peripheral audio accessory comprises a receiver, a
memory, and processor(s). The receiver is configured to receive a communication from a
separate source device and an audio input signal. The memory is configured to store a policy
comprising administrative rule(s) and audio rule(s). The processor(s) are coupled to the
memory and configured to monitor a received communication to determine whether the
received communication complies with the administrative rule(s) of the policy, enforce the
administrative rule(s) of the policy and the audio rule(s) of the policy, and generate an audio
output signal based at least in part on the enforcement of the audio rule(s).

[0005] A third example peripheral audio accessory comprises a receiver, a memory,
processor(s), and a speaker. The receiver is configured to receive an audio input signal from
a separate source device. The audio input signal is based at least in part on content processed
by the separate source device. The memory is configured to store a policy that includes
rule(s). The processor(s) are coupled to the memory and configured to monitor a received
audio input signal to determine whether the received audio input signal complies with the
rule(s) of the policy, enforce the rule(s) of the policy, and generate an audio output signal.
The rule(s) define a volume control and/or a content filter. The speaker is configured to
generate an audible signal based at least in part on the audio output signal.

[0006] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter. Moreover, it is noted
that the invention is not limited to the specific embodiments described in the Detailed
Description and/or other sections of this document. Such embodiments are presented herein

for illustrative purposes only. Additional embodiments will be apparent to persons skilled
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in the relevant art(s) based on the teachings contained herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The accompanying drawings, which are incorporated herein and form part of
the specification, illustrate embodiments of the present invention and, together with the
description, further serve to explain the principles involved and to enable a person skilled
in the relevant art(s) to make and use the disclosed technologies.
[0008] FIG. 1 is a block diagram of an accessory-based policy system in accordance
with an embodiment.
[0009] FIGS. 2 and 3 depict flowcharts of example methods for storing and
enforcing a policy by an audio accessory in accordance with embodiments.
[0010] FIGS. 4 and 5 illustrate example peripheral audio accessories in accordance
with embodiments.
[0011] The features and advantages of the disclosed technologies will become more
apparent from the detailed description set forth below when taken in conjunction with the
drawings, in which like reference characters identify corresponding elements throughout. In
the drawings, like reference numbers generally indicate identical, functionally similar,
and/or structurally similar elements. The drawing in which an element first appears is
indicated by the leftmost digit(s) in the corresponding reference number.

DETAILED DESCRIPTION
L Introduction
[0012] The following detailed description refers to the accompanying drawings that
illustrate example embodiments of the present invention. However, the scope of the present
invention is not limited to these embodiments, but is instead defined by the appended claims.
Thus, embodiments beyond those shown in the accompanying drawings, such as modified
versions of the illustrated embodiments, may nevertheless be encompassed by the present
invention.

2 ¢

[0013] References in the specification to “one embodiment,” “an embodiment,” “an
example embodiment,” or the like, indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not necessarily
include the particular feature, structure, or characteristic. Moreover, such phrases are not
necessarily referring to the same embodiment. Furthermore, when a particular feature,
structure, or characteristic is described in connection with an embodiment, it is submitted

that it is within the knowledge of one skilled in the relevant art(s) to implement such feature,

structure, or characteristic in connection with other embodiments whether or not explicitly



10

15

20

25

30

WO 2020/247113 PCT/US2020/030170

described.
II. Example Embodiments
[0014] Example embodiments described herein are capable of providing an audio

accessory configured to store a policy and enforce the policy, such as by enforcing rule(s)
of the policy, to generate an audio output signal. An audio accessory is an audio-producing
apparatus that includes a housing that contains, or supports, a sound production means, such
as atransducer. The audio accessory can be a self-contained audio accessory or a peripheral
audio accessory. A self-contained audio accessory is an audio accessory that is configured
1o receive content, to generate an audio signal based at least in part from the content, and to
convert the audio signal into an audible signal. A peripheral audio accessory is an audio
accessory that is capable of processing audio input signals that are received from any of a
variety of source devices, and that requires a source device because the peripheral audio
accessory is dependent on the source device for providing the audio input signal to the
peripheral audio accessory. The audio input signal supplied to the peripheral audio
accessory can be based on content that is accessible to the source device but not the
peripheral audio accessory, and the peripheral audio accessory is not configured to access
content directly or to generate an audio signal directly from content. For instance, the
peripheral audio accessory may be coupled (e.g., wirelessly coupled) to a separate source
device and enforce the policy against an audio input signal received from the separate source
device. The peripheral audio accessory may generate the audio output signal to comply
with the policy regardless of the source of the audio input signal. For instance, the peripheral
audio accessory may store and enforce the policy so that the peripheral audio accessory can
be utilized with any separate, external source device while protecting the user and/or the
peripheral audio accessory by consistently enforcing the policy. The policy can comprise
an audio rule that is used to regulate the audio output signal and/or an administrative rule
that is used to control software and/or hardware of the audio accessory.

[0015] FIG. 1 is a block diagram of an example accessory-based policy system 100
in accordance with an embodiment. Generally speaking, the accessory-based policy system
100 operates to enable a peripheral audio accessory 101 to store a policy 103 and to enforce
rule(s) of the policy 103 against audio input signals that are received from any of a variety
of source devices.

[0016] The accessory-based policy system 100 includes the peripheral audio
accessory 101 and a separate source device 102. The peripheral audio accessory 101 is

dependent on the separate source device 102 to provide an audio input signal 109, rather
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than being configured to harvest media content and to convert the content into an audio
signal. For example, the peripheral audio accessory 101 is configured to receive a
communication 104 from the separate source device 102. The communication 104 may
include the audio input signal 109. The peripheral audio accessory 101 may be configured
to apply alocal policy to any communication 104 received by the peripheral audio accessory
101.

[0017] The peripheral audio accessory 101 is a processing system that is capable of
processing audio input signals (e.g., audio input signal 109) that are received from any of a
variety of source devices, such as the separate source device 102. An example of a
processing system is a system that includes at least one processor that is capable of
manipulating data in accordance with a set of instructions. The peripheral audio accessory
101 may be configured to connect to any of a variety of source devices based on the user’s
preference.

[0018] The peripheral audio accessory 101 comprises areceiver 112, amemory 114,
a processor 116, and a transducer such as a speaker 118. The receiver 112 is configured to
carry out communication 104 between the peripheral audio accessory 101 and the separate
source device 102 over a communication link 105. The communication link 105 may be a
wired communication link or a wireless communication link. The receiver 112 includes a
signal input interface that can be configured to receive a digital signal and/or an analog
signal. The interface can include a wired connector 120 in the form of a connector port,
such as for a 3.5 mm plug, cinch connectors (e.g., RCA connectors), a universal serial bus
(USB) connector, or any other wired data transmission connector. For instance, the
connector port can include a cable with a male connector for plugging into a female
connector of a source device, such as the separate source device 102. As an alternative, or
in addition, to a wired connection, the interface can include a wireless connection. For
instance, the wireless communication link may be established in accordance with certain
RF-based (e.g., short-range) communication technologies such as Bluetooth® (developed
by the Bluetooth Special Interest Group), technologies such as ZigBee® (developed by the
Zigbee Alliance) that are based on the IEEE 802.15.4 standard for wireless personal area
networks, or technologies that are based on the IEEE 802.11 standard for wireless local area
networks. These examples are not intended to be limiting, and the wireless communication
link may be established using any of a variety of other standard or propriety communication
protocols. In an example embodiment, the receiver 112 can be configured as an input/output

device (e.g., a transceiver) so that the receiver 112 is also configured to transmit an output
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signal via the communication link 105 to the separate source device 102.

[0019] The memory 114 is configured to store the policy 103 locally in the
peripheral audio accessory 101. The policy 103 includes at least one rule that is enforced
on any communication 104 received by the peripheral audio accessory 101. The rule can
be an audio rule or an administrative rule. The memory 114 can comprise any type of
memory device, such as random access memory (RAM), a hard drive, memory cards,
memory sticks, or combinations thereof.

[0020] The processor 116 is coupled to the memory 114. The processor 116
monitors the communication 104 that is received from the separate source device 102 and
enforces the policy 103 that is stored in the memory 114. In an example embodiment, the
processor 116 is configured to monitor an audio input signal 109 included in the
communication 104 to determine whether the audio input signal 109 complies with an audio
rule of the policy 103. In accordance with this embodiment, the processor 116 is further
configured to enforce the audio rule (e.g., against the audio input signal 109) and to generate
an audio output signal based on the enforcement of the audio rule. In another example
embodiment, the processor 116 is configured to monitor a command included in the
communication 104 to determine whether the command complies with an administrative
rule. In accordance with this embodiment, the processor 116 is further configured to enforce
the administrative rule. The processor 116 can be a digital signal processor (DSP)
incorporated into the peripheral audio accessory 101, though the scope of the example
embodiments is not limited in this respect. It will be recognized that the processor 116 can
include a single processor or multiple processors.

[0021] The speaker 118 is configured to generate an audible signal 122 based at least
in part on the audio output signal generated by the processor 116. The speaker 118 is a
transducer that converts the audio output signal from the processor 116 into sound. The
speaker 118 can be incorporated into any device construction, such as a headphone device
400 (shown in FIG. 4) or a portable speaker 500 (shown in FIG. 5). The speaker 118 can
be configured as a digital or analog transducer.

[0022] The peripheral audio accessory 101 can further comprise a microphone 128.
Similar to the speaker 118, the microphone 128 is also a transducer, but the microphone 128
is configured to convert sound received by the microphone 128 into an electrical signal. In
an example embodiment, the policy 103 can include a rule that defines a feature ON/OFF
control that toggles the operation of the microphone 128 between an on state and an off state

so that the microphone 128 can be selectively enabled (in the on state) or disabled (in the
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off state). The operation of the microphone 128 can be controlled through software such as
by preventing the signal generated by the microphone 128 from being included in the output
audio signal generated by the processor 116. As an alternative, the operation of the
microphone 128 can be controlled through hardware, such as by operating a switch 130
using a command provided in the communication 104. In an example embodiment, the
switch 130 is configured as a fuse, such as a silicon fuse, or an antifuse.

[0023] The peripheral audio accessory 101 can further comprise an amplifier 132.
The amplifier 132 can be coupled to the speaker 118 and configured to amplify the audio
output signal generated by the processor 116. The impedance of the amplifier 132 can be
altered to control the volume of the audible signal 122 generated by the speaker 118. For
example, the policy 103 may include a rule that specifies a volume threshold, and the
processor 116 may control the impedance of the amplifier 132 to maintain the output volume
of the audible signal 122 generated by the speaker 118 to be less than or equal to the volume
threshold.

[0024] The separate source device 102 is a processing system that is capable of
generating the audio input signal 109 to be processed by the peripheral audio accessory 101.
For instance, the separate source device 104 may be configured to execute a computer
program that generates the audio input signal 109 for consumption by a user via the
peripheral audio accessory 101 in response to receiving a request from the user. The
separate source device 102 is separate from the peripheral audio accessory 101 and supplies
the audio input signal 109 to the peripheral audio accessory 101. For example, the separate
source device 102 can be configured as a computing device, such as a computer 106, a
cellular phone 108, or a portable media player 110. Examples of a computer that may be
used as the separate source device 102 include a desktop computer, a laptop computer, a
smart phone, a personal digital assistant, and a tablet computer. Examples of a portable
media player that may be used as the separate source device 102 include a MP3 player, a
CD player, and a voice recorder.

[0025] In an example embodiment, the separate source device 102 is the computer
106, and the computer 106 can be designated as a primary device (a.k.a. control device).
The primary device can be configured to have permission to perform administrative
operations with regard to the peripheral audio accessory 101. The administrative operations
may include loading and/or changing the policy 103, software, and/or firmware stored in
the peripheral audio accessory 101. For example, a parent may use the computer 106 to

perform such administrative operations on the peripheral audio accessory 101 that is used
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by a child of the parent. The computer 106 can be used to set and/or alter the policy 103
stored in the peripheral audio accessory 101, and the policy 103 can include a rule that is
applied to an audio input signal portion of a communication 104 sent by any separate source
device 102 to filter content, to set volume limits, and/or to set usage time limits. Because
the policy 103 is stored, and enforced, locally by the peripheral audio accessory 101, the
policy 103 can be applied to any communication 104 that is received by the peripheral audio
accessory 101 regardless of the separate source device 102 providing the communication
104. In another example, the policy 103 can include a rule used by the peripheral audio
accessory 101 for security, such as by specifying an authentication protocol that is to be
applied to the communication 104 that includes a command to make a change to the
peripheral audio accessory 101.

[0026] FIGS. 2 and 3 depict flowcharts 200 and 300 of example methods for storing
and enforcing a policy by an audio accessory in accordance with embodiments. Flowcharts
200 and 300 can be performed using (e.g., by) the peripheral audio accessory 101 of FIG.
1, for example. Further structural and operational embodiments will be apparent to persons
skilled in the relevant art(s) based on the discussion regarding the flowcharts 200 and 300.
[0027] As shown in FIG. 2, the method of flowchart 200 begins at step 202. In step
202, a policy is stored in a peripheral audio accessory. In an example implementation, the
memory 114 of the peripheral audio accessory 101 receives and stores the policy 103.
[0028] At step 204, a communication is received by the peripheral audio accessory.
In an example implementation, the receiver 112 of the peripheral audio accessory 101
receives the communication 104. For example, the communication 104 may include an
audio input signal 109.

[0029] At step 206, an audio input signal is monitored by the peripheral audio
accessory. In an example implementation, the processor 116 of the peripheral audio
accessory 101 monitors the audio input signal 109 . For example, the processor 116 of the
peripheral audio accessory 101 may monitor the audio input signal 109 to determine whether
the audio input signal 109 complies with the rule(s) of the policy 103. In accordance with
this example, the rule(s) can be directed to an audio attribute and can define a volume control
214, a feature ON/OFF control 216, or a content filter 218.

[0030] At step 208, the policy is enforced by the peripheral audio accessory. In an
example implementation, the processor 116 enforces the policy 103 that is stored locally in
the memory 114 of the peripheral audio accessory 101. For example, the processor 116 may

enforce the policy 103 by applying the rule(s) of the policy 103 to the audio input signal
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109.

[0031] At step 210, an audio output signal is generated by the peripheral audio
accessory. In an example implementation, the processor 116 generates an audio output
signal from the audio input signal 109. For example, the processor 116 may enforce the
policy 103 and alter the audio input signal 109 to generate the audio output signal that
complies with the rule(s) of the policy 103.

[0032] Atstep 212, an audible signal is generated by the peripheral audio accessory.
In an example implementation, the speaker 118 of the peripheral audio accessory 101 is
used to generate the audible signal 122 based at least in part on the audio output signal
generated by the processor 116 in compliance with the policy 103.

[0033] In an example embodiment, the rule(s) define the volume control 214. For
example, the rule(s) can define a maximum volume threshold, and the processor 116 can be
configured so that it enforces the rule(s) by limiting the volume of the audio output signal
generated by the processor 116 to be less than or equal to the maximum volume threshold.
In an example embodiment, the rule(s) are configured to truncate, or “chop off”, peaks of
the audio input signal to reduce the maximum amplitude of the audio input signal, and the
processor 116 is configured to generate an audio output signal based on the truncated audio
input signal. In another example embodiment, the rule(s) include equalization (“EQ™)
parameters, and the processor 116 is configured to apply the EQ parameters to the audio
input signal to limit (e.g., prevent) audio quality degradation of the audio output signal while
limiting the volume of the audio output signal.

[0034] In another example embodiment, the rule(s) define a feature ON/OFF
control, and the feature ON/OFF control can be used to control the operation of features
included in the peripheral audio accessory 101. For example, the feature ON/OFF control
can be configured to provide an ON/OFF toggle functionality. The features can be
incorporated as software, firmware and/or hardware features. In an example embodiment,
output from the microphone 128 can be excluded from the audio output signal generated by
the processor 116 in compliance with the rule(s). The microphone 128 can be controlled by
using the ON/OFF toggle functionality to regulate power being delivered to the microphone
128. Control of the microphone 128 can be incorporated to avoid situations in which the
microphone 128 is inadvertently functional and captures undesirable speech by selectively
disabling the functionality of the microphone 128.

[0035] In another example embodiment, the rule(s) include a content filter that

defines selected content, and the processor 116 is configured to monitor the received audio
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input signal to determine whether the audio input signal includes the selected content. In
such an embodiment, the processor 116 is configured to enforce the policy by filtering the
audio content of the communication 104 to exclude the selected content. The selected
content can include words, phrases, and/or subject matter, and the audio accessory may be
configured to censor the selected content. The content filter can be tailored based on a
selected audience. The selected content can be censored by muting or replacing the selected
content with more desirable content. In an example embodiment, the content filter is applied
in a real-time implementation, such as one using an artificial intelligence system (e.g., a
Cortana®-based system), to perform real-time content filtering,

[0036] The audio input signal can be an analog audio input signal or a digital audio
input signal. The content filter can be configured to operate on both analog and digital
signals. In an example embodiment, the audio input signal is an analog audio input signal,
and the processor 116 is configured to determine whether the analog audio input signal
comprises a predefined signal pattern (e.g., by using keyword mapping). For example, the
predefined signal pattern can correspond to the selected content, such as a predetermined
word, phrase, or other sound, to be censored from the audio input signal.

[0037] In another example embodiment, the audio input signal is a digital audio
input signal, and the processor 116 is configured to determine whether the digital audio
input signal includes metadata that is related to the selected content to be censored from the
audio input signal. The metadata can include offsets indicating the timing of profanity or
mature content throughout the audio input signal and the duration of the selected content.
Still further, the metadata can indicate the rating (e.g., predetermined rating) of portions,
such as by utilizing Recording Industry Association of America (RIAA) ratings. In
instances in which there is no metadata associated with the digital audio input signal, the
processor 116 can convert the digital audio input signal into an analog audio input signal
and apply the content filter as described above.

[0038] In another example embodiment, the rule(s) are directed to limiting a
duration of audio output of the peripheral audio accessory 101. For example, the duration
of audio output can be used to limit the duration for which the audio accessory is allowed
to be used so that, for example, a parent can control the use of the audio accessory by a
child.

[0039] As shown in FIG. 3, the method of flowchart 300 begins at step 302. In step
302, a policy is stored in a peripheral audio accessory. In an example implementation, the

memory 114 of the peripheral audio accessory 101 receives and stores the policy 103.
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[0040] At step 304, a communication is received by the peripheral audio accessory
from a computing device. In an example implementation, the receiver 112 of the peripheral
audio accessory 101 receives the communication 104 from the computer 106. The
communication 104 may include an audio input signal 109, though the example
embodiments are not limited in this respect.

[0041] At step 306, the communication is analyzed to determine whether the
communication includes a command. In an example implementation, the communication
104 received by the peripheral audio accessory 101 is analyzed (e.g., by the processor 116)
to determine whether the communication 104 includes the command. For example, the
command can include a request to upgrade software, to alter the policy 103 stored in the
peripheral audio accessory 101, or to alter the functionality of a feature of the peripheral
audio accessory 101 (e.g., enabling or disabling the microphone 128). In an example
embodiment, the communication 104 sent from the computer 106 includes a command to
alter the policy 103 to change restrictions on a rule defining a content filter, such as to
change the selected content designated to be censored. The communication 104 can include
a feature ON/OFF control command. For example, the communication 104 can include a
command to disable a feature. As an example, the command can be a signal that is used to
trigger operation of the switch 130, which may be a software switch, a hardware switch, a
fuse or an antifuse. For instance, the fuse can be a silicon fuse that is used to permanently
switch functionality of a feature, such as the microphone 128, in response to the command.
If the communication includes a command, flow continues to step 308. Otherwise, flow
continues to step 318.

[0042] At step 308, the policy is enforced by the peripheral audio accessory, and in
particular, an administrative rule of the policy is enforced. In an example implementation,
the processor 116 enforces the policy 103 (e.g., based at least in part on a determination that
the communication 104 includes a command). In an example embodiment, the policy 103
includes an administrative rule, and the processor 116 determines whether the administrative
rule is applicable to the command. The administrative rule can define an authentication
protocol, for example.

[0043] At step 310, a determination is made whether the computing device is
successfully authenticated. In an example implementation, the processor 116 determines
whether the computer 106 is successfully authenticated. For example, the processor 116
can execute the authentication protocol and determine whether the computer 106 possesses

appropriate credentials in compliance with the authentication protocol for the peripheral
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audio accessory 101 to execute the command. If the computing device is successfully
authenticated, flow continues to step 314. Otherwise, flow continues to step 312.

[0044] At step 312, the command is denied (e.g., based at least in part on the
computing device not being successfully authenticated. In an example implementation, the
processor 116 denies the command (i.e., does not execute the command).

[0045] At step 314, the command is executed (e.g., based at least in part on the
computing device being successfully authenticated. In an example implementation, the
processor 116 executes the command. For example, the software and/or firmware, including
the policy 103, stored in the memory 114 of the peripheral audio accessory 101 can be
uploaded or updated, and the peripheral audio accessory 101 can be reset, in accordance
with the command. It should be appreciated that the policy 103 can be distributed to the
peripheral audio accessory 101 through the computer 106 or another source device, or
through a server, such as a cloud server. In another embodiment, the policy 103 can be
loaded onto the peripheral audio accessory 101 during product registration.

[0046] At step 316, the communication is analyzed to determine whether the
communication includes an audio input signal. In an example implementation, the processor
116 analyzes the communication 104 to determine whether the communication 104 includes
an audio input signal 109. Step 316 can be performed after the command is denied at step
312. Alteratively, step 316 can be performed after the command is executed at step 314.
[0047] At step 318, the audio input signal is monitored by the peripheral audio
accessory. In an example implementation, the processor 116 monitors the audio input signal
109 to determine whether the audio input signal 109 complies with an audio rule of the
policy 103.

[0048] At step 320, the policy is enforced by the peripheral audio accessory, and in
particular, an audio rule of the policy is enforced. In an example implementation, the
processor 116 enforces the policy 103 that is stored locally in the memory 114 of the
peripheral audio accessory 101. For example, the processor 116 may enforce the policy 103
by applying the audio rule of the policy 103 to the audio input signal 109.

[0049] At step 322, an audio output signal is generated by the peripheral audio
accessory. In an example implementation, the processor 116 generates an audio output
signal from the audio input signal 109. For example, the processor 116 may enforce the
policy 103 and alter the audio input signal 109 to generate the audio output signal that
complies with the audio rule of the policy 103.

[0050] FIG. 4 shows an audio accessory (e.g., peripheral audio accessory 101)
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constructed as a headphone device 400 in accordance with an embodiment. The headphone
device 400 can be configured to connect to a separate source device using a wired or a
wireless connection. The headphone device 400 comprises a headband 440, a first earcup
442 and a second earcup 444. The first earcup 442 and the second earcup 444 include
speakers that generate an audible signal. The headband 440 and/or earcups 442 and 444 can
be configured to house the components of the audio accessory such as areceiver, a memory,
and one or more processors (e.g., receiver 112, memory 114, and processor 116). A policy
403 is stored on the headphone device 400 that includes at least one rule, and the rule is
enforced by the processor included in the headphone device 400. The policy 403 can be
stored in any portion of the headphone device 400, and a plurality of policies 403, having
different rules, can be stored in the headphone device together or separately. In an example
embodiment, the headphone device 400 can be used by a child, and a parent is able to control
the headphone device 400, such as by setting the policy 403 stored in the headphone device
400 using a control device (e.g., computer 106). The parent can define the parameters of
the policy 403 such as by defining a rule included in the policy 403 as previously described,
such as a rule defining a content filter. In another example embodiment, the headphone
device 400 comprises a plurality of policies 403, including a first policy stored in the first
earcup 442 and a second policy stored in the second earcup 444, and the first and second
policies include different rules that are directed to different users. As an example, the first
policy can include rule(s) that apply to the use of the headphone device 400 by an adult,
while the second policy includes rule(s) that apply to the use of the headphone device 400
by a child.

[0051] The headphone device 400 is illustrated having an on-ear construction, but it
should be appreciated that the headphone device 400 can be constructed having an in-ear
construction. For example, instead of having first and second earcups, the in-ear
construction includes first and second earbuds and can be configured to connect to a separate
source device using a wired or a wireless connection. The features described above with
regard to the on-ear construction of the headphone device 400 apply equally to an in-ear
construction. For example, a headphone device having an in-ear construction comprises
components such as a receiver, a memory, and one or more processors (e.g., receiver 112,
memory 114, and processor 116). The components can be incorporated into the first earbud
and/or the second earbud, and/or any structure (such as a cable) extending between the first
earbud and the second earbud. Additionally, the headphone device having the in-ear

construction includes one or more policies, which can be stored in a memory incorporated
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into any portion of the headphone device. Still further, the headphone device having the in-
ear construction can include a plurality of policies directed to different users and those
policies can be stored together or separately.

[0052] FIG. 5 shows an audio accessory (e.g., peripheral audio accessory 101)
constructed as a portable speaker 500 in accordance with an embodiment. The portable
speaker 500 comprises a housing 546 that stores a speaker and speaker circuitry (not shown).
The housing 546 can be configured to house the components of the audio accessory such as
a receiver, a memory, and one or more processors (e.g., receiver 112, memory 114, and
processor 116). A policy 503 is stored on the portable speaker 500 that includes at least one
rule, and the rule is enforced by the processor(s) included in the portable speaker 500. The
processor(s) generate an audio output signal that is converted into an audible signal by the
speaker. It should be appreciated that a control device can be used to load the policy 503
into the portable speaker 500. For example, the rule can correspond to an environment, or
audience, that will be exposed to the audible signal generated by the portable speaker 500.
In an example embodiment, the portable speaker 500 may be located in a place of business,
and the policy 503 can be directed to limit the content and/or volume of an output audio
signal produced by the portable speaker 500.

I11. Further Discussion of Some Example Embodiments

[0053] A first example peripheral audio accessory comprises a receiver, a memory,
and one or more processors. The receiver is configured to receive an audio input signal
from a separate source device. The audio input signal is based at least in part on content
processed by the separate source device. The peripheral audio accessory is dependent on
the separate source device for providing the audio input signal. The memory is configured
to store a policy that includes at least one rule. The one or more processors are coupled to
the memory. The one or more processors are configured to monitor a received audio input
signal to determine whether the received audio input signal complies with the at least one
rule of the policy. The at least one rule defines at least one of a volume control, a feature
ON/OFF control, or a content filter. The one or more processors are further configured to
enforce the at least one rule of the policy. The one or more processors are further configured
to generate an audio output signal based at least in part on the enforcement of the at least
one rule.

[0054] In a first aspect of the first example peripheral audio accessory, the at least
one rule defines the content filter, the received audio input signal comprises audio content,

and the content filter defines selected content to be censored by the peripheral audio
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accessory.
[0055] In a first implementation of the first aspect of the first example peripheral
audio accessory, the one or more processors are configured to monitor the received audio
input signal to determine whether the received audio input signal includes the selected
content, and to enforce the at least one rule of the policy by filtering the audio content of the
received audio input signal to exclude the selected content.

[0056] In a second implementation of the first aspect of the first example peripheral
audio accessory, the received audio input signal is an analog audio input signal, and the one
or more processors are configured to monitor the analog audio input signal to determine
whether the analog audio input signal comprises a predefined signal pattern. The predefined
signal pattern defines at least one of a predetermined phrase or a predetermined word.
[0057] In a third implementation of the first aspect of the first example peripheral
audio accessory, the received audio input signal is a digital audio input signal, and the one
or more processors are configured to monitor the digital audio input signal to determine
whether the digital audio input signal comprises metadata related to the selected content.
The metadata defines at least one of a predetermined phrase, a predetermined word, or a
predetermined rating.

[0058] In a second aspect of the first example peripheral audio accessory, the at least
one rule defines the feature ON/OFF control, and the feature ON/OFF control is a
microphone control that is configured to control the operation of a microphone of the audio
accessory. The second aspect of the first example peripheral audio accessory can be
implemented in combination with the first aspect of the first example peripheral audio
accessory, though the example embodiments are not limited in this respect.

[0059] A second example peripheral audio accessory comprises a receiver, a
memory, and one or more processors. The receiver is configured to receive a command
from a separate source device and an audio input signal. The peripheral audio accessory is
dependent on the separate source device for providing the audio input signal. The memory
is configured to store a policy comprising at least one administrative rule and at least one
audio rule. The one or more processors are coupled to the memory. The one or more
processors are configured to monitor a received command to determine whether the received
command complies with the at least one administrative rule of the policy. The one or more
processors are further configured to monitor a received audio input signal to determine
whether the received audio input signal complies with the at least one audio rule of the

policy. The one or more processors are further configured to enforce the at least one
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administrative rule of the policy and the at least one audio rule of the policy. The one or
more processors are further configured to generate an audio output signal based at least in
part on the enforcement of the at least one audio rule.

[0060] In a first aspect of the second example peripheral audio accessory, the at least
one audio rule defines a content filter, the received audio input signal comprises audio
content, and the content filter defines selected content to be censored by the audio accessory.
[0061] In a first implementation of the first aspect of the second example peripheral
audio accessory, the one or more processors are configured to monitor the received audio
input signal to determine whether the received audio input signal includes the selected
content, and the one or more processors are configured to enforce the audio policy by
filtering the audio input signal to exclude the selected content.

[0062] In a second implementation of the first aspect of the second example
peripheral audio accessory, the received audio input signal is an analog audio input signal.
[0063] In an example of the second implementation, the one or more processors are
configured to monitor the analog audio input signal to determine whether the analog audio
input signal comprises a predefined signal pattern.

[0064] In a third implementation of the first aspect of the second example peripheral
audio accessory, the received audio input signal is a digital audio input signal.

[0065] In an example of the third implementation, the one or more processors are
configured to monitor the digital audio input signal to determine whether the digital audio
input signal comprises metadata related to the selected content.

[0066] In a second aspect of the second example peripheral audio accessory, the at
least one administrative rule defines an authentication protocol, the separate source device
is a control device that is configured to administratively control the peripheral audio
accessory, and the one or more processors are configured to authenticate the control device
based at least in part on the authentication protocol. The second aspect of the second
example peripheral audio accessory can be implemented in combination with the first aspect
of the second example peripheral audio accessory, though the example embodiments are not
limited in this respect.

[0067] In a third aspect of the second example peripheral audio accessory, the at
least one administrative rule comprises a software update rule. The third aspect of the
second example peripheral audio accessory can be implemented in combination with the
first and/or second aspect of the second example peripheral audio accessory, though the

example embodiments are not limited in this respect.
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[0068] In a fourth aspect of the second example peripheral audio accessory, the at
least one audio rule defines at least one of a volume control, a feature ON/OFF control, or
a content filter. The fourth aspect of the second example peripheral audio accessory can be
implemented in combination with the first, second and/or third aspect of the second example
peripheral audio accessory, though the example embodiments are not limited in this respect.
[0069] In a fifth aspect of the second example peripheral audio accessory, the at
least one audio rule defines the feature ON/OFF control, and the feature ON/OFF control is
a microphone control that is configured to control the operation of a microphone of the
peripheral audio accessory. The fifth aspect of the second example peripheral audio
accessory can be implemented in combination with the first, second, third and/or fourth
aspect of the second example peripheral audio accessory, though the example embodiments
are not limited in this respect.

[0070] A third example peripheral audio accessory comprises a receiver, a memory,
one or more processors, and a speaker. The receiver is configured to receive an audio input
signal from a separate source device. The audio input signal is based at least in part on
content processed by the separate source device. The peripheral audio accessory is
dependent on the separate source device for providing the audio input signal. The memory
is configured to store a policy that includes at least one rule. The one or more processors
are coupled to the memory. The one or more processors are configured to monitor a
received audio input signal to determine whether the received audio input signal complies
with the at least one rule of the policy. The at least one rule defines at least one of a volume
control or a content filter. The one or more processors are further configured to enforce the
at least one rule of the policy. The one or more processors are further configured to generate
an audio output signal. The speaker is configured to generate an audible signal based at
least in part on the audio output signal.

[0071] In a first aspect of the third example peripheral audio accessory, the speaker
is configured as a headphone.

[0072] In a second aspect of the third example peripheral audio accessory, the at
least one rule defines a content filter, and the received audio input signal is a digital audio
input signal that comprises audio content. The one or more processors are configured to
monitor the digital audio input signal to determine whether the digital audio input signal
comprises metadata related to selected content, and the metadata defines at least one of a
predetermined phrase, a predetermined word, or a predetermined rating. The content filter

defines the selected content to be censored by the peripheral audio accessory based at least
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in part on the metadata. The second aspect of the third example peripheral audio accessory
can be implemented in combination with the first aspect of the third example peripheral
audio accessory, though the example embodiments are not limited in this respect.

[0073] An example method of enforcing a policy using a peripheral audio accessory
comprises receiving an audio input signal by the peripheral audio accessory, storing the
policy in a memory of the peripheral audio accessory, monitoring the received audio input
signal, enforcing at least one rule of the policy, and generating an audio output signal. The
audio input signal is received by the peripheral audio accessory from a separate source
device and based at least in part on content processed by the separate source device. The
peripheral audio accessory is dependent on the separate source device for providing the
audio input signal. The policy includes the at least one rule. The received audio input signal
is monitored by one or more processors of the peripheral audio accessory to determine
whether the received audio input signal complies with the at least one rule of the policy.
The at least one rule defines at least one of a volume control, a feature ON/OFF control, or
a content filter. The at least one rule of the policy is enforced by the one or more processors
of the peripheral audio accessory. The audio output signal is generated by the one or more
processors of the peripheral audio accessory based at least in part on the enforcement of the
at least one rule.

[0074] In a first aspect of the example method, the at least one rule defines the
content filter, the received audio input signal comprises audio content, and the content filter
defines selected content to be censored by the peripheral audio accessory.

[0075] In a first implementation of the first aspect of the example method,
monitoring the received audio input signal comprises determining whether the received
audio input signal includes the selected content, and enforcing the at least one rule of the
policy comprises filtering the audio content of the received audio input signal to exclude the
selected content.

[0076] In a second implementation of the first aspect of the example method, the
received audio input signal is an analog audio input signal. Monitoring the analog audio
input signal comprises determining whether the analog audio input signal comprises a
predefined signal pattern and the predefined signal pattern defines at least one of a
predetermined phrase or a predetermined word.

[0077] In a third implementation of the first aspect of the example method, the
received audio input signal is a digital audio input signal. Monitoring the digital audio input

signal comprises determining whether the digital audio input signal comprises metadata
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related to the selected content and the metadata defines at least one of a predetermined
phrase, a predetermined word, or a predetermined rating.

[0078] In a second aspect of the example method, the at least one rule defines the
feature ON/OFF control, and the feature ON/OFF control is a microphone control that is
configured to control the operation of a microphone of the peripheral audio accessory. The
second aspect of the example method can be implemented in combination with the first
aspect of the example method, though the example methods are not limited in this respect.
Iv. Conclusion

[0079] Although the subject matter has been described in language specific to
structural features and/or acts, it is to be understood that the subject matter defined in the
appended claims is not necessarily limited to the specific features or acts described above.
Rather, the specific features and acts described above are disclosed as examples of
implementing the claims, and other equivalent features and acts are intended to be within

the scope of the claims.
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CLAIMS
1. A peripheral audio accessory, comprising:

a receiver configured to receive a command from a separate source device
and an audio input signal, wherein the peripheral audio accessory is dependent on
the separate source device for providing the audio input signal;

a memory configured to store a policy comprising at least one
administrative rule and at least one audio rule; and

one or more processors coupled to the memory, the one or more processors
configured to:

monitor a received command to determine whether the received
command complies with the at least one administrative rule of the policy;
monitor areceived audio input signal to determine whether the
received audio input signal complies with the at least one audio rule of the
policy;
enforce the at least one administrative rule of the policy and the at
least one audio rule of the policy; and
generate an audio output signal based at least in part on the
enforcement of the at least one audio rule.
2. The peripheral audio accessory of claim 1, wherein the at least one audio
rule defines a content filter, wherein the received audio input signal comprises
audio content, and wherein the content filter defines selected content to be
censored by the peripheral audio accessory.
3. The peripheral audio accessory of claim 2, wherein the one or more
processors are configured to monitor the received audio input signal to determine
whether the received audio input signal includes the selected content, and wherein
the one or more processors are configured to enforce the audio rule by filtering the
audio input signal to exclude the selected content.
4. The peripheral audio accessory of claim 2, wherein the received audio input
signal is an analog audio input signal, and wherein the one or more processors are
configured to monitor the analog audio input signal to determine whether the
analog audio input signal comprises a predefined signal pattern.
5. The peripheral audio accessory of claim 2, wherein the received audio input
signal is a digital audio input signal, and wherein the one or more processors are

configured to monitor the digital audio input signal to determine whether the

20



WO 2020/247113 PCT/US2020/030170

digital audio input signal comprises metadata related to the selected content.
6. The peripheral audio accessory of claim 1, wherein the at least one
administrative rule defines an authentication protocol, wherein the separate source
device is a control device that is configured to administratively control the
peripheral audio accessory, and wherein the one or more processors are configured
to authenticate the control device based at least in part on the authentication
protocol.
7. The peripheral audio accessory of claim 1, wherein the at least one
administrative rule comprises a software update rule.
8. The peripheral audio accessory of claim 1, wherein the at least one audio
rule defines at least one of a volume control, a feature ON/OFF control, or a
content filter.
9. The peripheral audio accessory of claim 1, wherein the at least one audio
rule defines the feature ON/OFF control, and wherein the feature ON/OFF control
is a microphone control that is configured to control the operation of a microphone
of the peripheral audio accessory.
10. A method of enforcing a policy using a peripheral audio accessory,
comprising:

receiving an audio input signal by the peripheral audio accessory from a
separate source device, the audio input signal based at least in part on content
processed by the separate source device, wherein the peripheral audio accessory is
dependent on the separate source device for providing the audio input signal;

storing the policy in a memory of the peripheral audio accessory, wherein
the policy includes at least one rule;

monitoring the received audio input signal by one or more processors of the
peripheral audio accessory to determine whether the received audio input signal
complies with the at least one rule of the policy, wherein the at least one rule
defines at least one of a volume control, a feature ON/OFF control, or a content
filter;

enforcing the at least one rule of the policy by the one or more processors
of the peripheral audio accessory; and

generating an audio output signal by the one or more processors of the
peripheral audio accessory based at least in part on the enforcement of the at least

one rule.
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11. The method of claim 10, wherein the at least one rule defines the content
filter, wherein the received audio input signal comprises audio content, and
wherein the content filter defines selected content to be censored by the peripheral
audio accessory.

12. The method of claim 11, wherein monitoring the received audio input
signal comprises determining whether the received audio input signal includes the
selected content, and wherein enforcing the at least one rule of the policy
comprises filtering the audio content of the received audio input signal to exclude
the selected content.

13. The method of claim 11, wherein the received audio input signal is an
analog audio input signal, wherein monitoring the analog audio input signal
comprises determining whether the analog audio input signal comprises a
predefined signal pattern, and wherein the predefined signal pattern defines at least
one of a predetermined phrase or a predetermined word.

14. The method of claim 11, wherein the received audio input signal is a digital
audio input signal, wherein monitoring the digital audio input signal comprises
determining whether the digital audio input signal comprises metadata related to
the selected content, and wherein the metadata defines at least one of a
predetermined phrase, a predetermined word, or a predetermined rating.

15. The method of claim 10, wherein the at least one rule defines the feature
ON/OFF control, and wherein the feature ON/OFF control is a microphone control
that is configured to control the operation of a microphone of the peripheral audio

acCessory.
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