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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] This invention relates to computing systems,
and more particularly, to reliably using data storage me-
dia.

Description of the Relevant Art

[0002] A variety of products utilize both general-pur-
pose processors and application-specific processors.
Examples of these products include desktop computers,
servers, cell phones or smart phones, tablet computers,
personal digital assistant (PDA) devices, equipment and
devices that may include embedded processors for med-
ical applications, automobile applications, home theater
applications, and so forth. General-purpose processors
access a main memory for data and instructions during
the processing of algorithms and methods comprised
within software applications. Similarly, application-spe-
cific processors access a main memory. The application-
specific processors may include single-instruction-multi-
ple-data (SIMD) processors, application-specific inte-
grated circuits (ASICs), digital signal processing chips
(DSPs), and so forth.
[0003] The main memory may be accessible to one or
more processors. Data may be stored in a persistent
manner. When power is removed, the persistent data
remains stored. When the power is restored, the persist-
ent data may be accessed by the one or more processors
and used again. However, data stored in a non-persistent
manner is lost when the power is removed and unavail-
able when the power is restored.
[0004] The data stored in a persistent manner is stored
on a non-volatile data storage medium, such as hard disk
drives (HDDs), solid-state drives (SSDs), and flash mem-
ory. These types of storage media utilize large, slow data
transfers, which increase access times and reduce per-
formance. Therefore, a memory hierarchy is used to tem-
porarily buffer data in multiple levels of volatile memory,
which utilizes relatively smaller and faster data transfers
than non-volatile memory. The types of volatile memory
include one or more levels of caches and dynamic ran-
dom access memory (DRAM).
[0005] Other types of non-volatile data storage media
to use as persistent memory include phase change mem-
ory (PCM), spin torque transfer RAM, and memristors.
These types of data storage media also utilize relatively
smaller and faster data transfers than HDDs, SDDs and
flash non-volatile memory. This type of persistent mem-
ory may be placed side-by-side with DRAM on a printed
circuit board, a printed circuit card, or a silicon die. This
type of persistent memory may be available to one or
more processors, each processor executing one or more
threads.

[0006] Store data for a first store (write) operation from
a first thread to persistent memory, such as PCM, is ob-
servable by other threads. The other threads may be on
the same processor and on any other processors. It is
possible for a second thread on a same processor or on
a different processor to read the store data, update an-
other variable based on the store data, and force the
updated variable to be persistent by sending a second
store operation to persistent memory. The second store
operation may complete prior to completion of the first
store operation and cause the updated variable to be
made persistent prior to the store data from the first
thread is made persistent. Afterward, with the store data
from the first thread still not persistent, a power failure or
a system reset would cause data corruption since incon-
sistent data is stored in the persistent memory. US
2013/0086330 A1 discloses a storage device which uses
non-volatile memory devices for caching. The storage
device operates in a write-back mode. In write-back
mode, a storage device responds to a request to write
data by persistently writing the data to a cache in a non-
volatile memory device and acknowledges to the reques-
tor that the data is written persistently in the storage de-
vice. The acknowledgement is sent without necessarily
having written the data that was requested to be written
to primary storage. Instead, the data is written to primary
storage later.
[0007] US 2006/224834 A1 discloses a computing sys-
tem comprising: a plurality of processors; a cache con-
figured to be accessed by at least two of the plurality of
processors; a cache controller coupled to the cache; a
memory coupled to the cache controller; wherein a first
processor of the plurality of processors is configured to
send a given data block to the memory for storage via
the cache and the cache controller;
[0008] In view of the above, methods and mechanisms
for reliably using data storage media are desired.

SUMMARY OF THE INVENTION

[0009] The invention is set out in the appended set of
claims. The dependent claims set out particular embod-
iments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

FIG. 1 is a generalized block diagram illustrating one
embodiment of accesses to persistent memory.
FIG. 2 is a generalized block diagram illustrating an-
other embodiment of accesses to persistent memo-
ry.
FIG. 3 is a generalized block diagram illustrating yet
another embodiment of accesses to persistent mem-
ory.
FIG. 4 is a generalized flow diagram illustrating yet
another embodiment of accesses to persistent mem-
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ory.
FIG. 5 is a generalized flow diagram illustrating one
embodiment of a method for reliably utilizing persist-
ent data.
FIG. 6 is a generalized block diagram illustrating one
embodiment of an exemplary node.
FIG. 7 is a generalized block diagram of one embod-
iment of an exemplary cache.
FIG. 8 is a generalized flow diagram illustrating one
embodiment of a method for reliably processing per-
sistent store instructions.

[0011] While the invention is susceptible to various
modifications and alternative forms, specific embodi-
ments are shown by way of example in the drawings and
are herein described in detail. It should be understood,
however, that drawings and detailed description thereto
are not intended to limit the invention to the particular
form disclosed, but on the contrary, the invention is to
cover all modifications, equivalents and alternatives fall-
ing within the scope of the present invention as defined
by the appended claims.

DETAILED DESCRIPTION

[0012] In the following description, numerous specific
details are set forth to provide a thorough understanding
of the present invention. However, one having ordinary
skill in the art should recognize that the invention may be
practiced without these specific details. In some instanc-
es, well-known circuits, structures, signals, computer
program instruction, and techniques have not been
shown in detail to avoid obscuring the present invention.
[0013] Referring to FIG. 1, a generalized block diagram
illustrating one embodiment of accesses to persistent
memory is shown. A series of sequences 1-11 is shown.
Two requestors 110-112 generate read and write access
requests for both local (cached) data in the other reques-
tor and for persistent data in the persistent memory 130.
Some of these access requests are sent to the persistent
memory 130. When power is removed, the persistent da-
ta remains stored in the persistent memory. When the
power is restored, the persistent data may be accessed
by the requestors 110-112 and used again.
[0014] The requestor 110 produces or creates data
corresponding to Record A to be stored in the entry 0 of
the queue 120. For example, the requestor 110 may per-
form an arithmetic operation with the data corresponding
to Record A as the result. The requestor 110 may be
referred to as the producer 110. Similarly, the requestor
112 may be referred to as the consumer 112. The queue
120 may be a data structure, such as a circular buffer,
used to asynchronously communicate between two dif-
ferent requestors, such as two different threads of exe-
cution or two different processors or two different proc-
essor cores. Each of the multiple entries 0-N in the queue
120 may store a record of data.
[0015] The pointers 122-124 may be used to indicate

the beginning and the end of the circular buffer. For ex-
ample, the IN pointer 122 may indicate a next available
entry to use for storing a record. The OUT pointer 124
may indicate a next entry to deallocate and have a record
removed. The producer 110 may store records into the
queue 120 and advance the IN pointer 122 after a record
is stored. The consumer 112 may fetch records from the
queue 120 and advance the OUT pointer 124 after a
record is processed. When the IN pointer 122 and the
OUT pointer 124 store a same value, the queue 120 may
be considered to be empty. Entries before an entry point-
ed to by the IN pointer 122 and after an entry pointed to
by the OUT pointer 124 may be considered to be waiting
in the queue 120.
[0016] The persistent memory 130 may be a data stor-
age medium utilizing data storage technology such as
phase change memory (PCM), spin torque transfer RAM,
memristors, and so forth. These types of data storage
media utilize relatively smaller and faster data transfers
than hard disk drives (HDDs), solid-state drives (SSDs),
and flash non-volatile memory. For example, the above
examples of persistent memory are byte addressable
and perform data transfers several orders of magnitude
faster than HDDs and flash memory.
[0017] In some embodiments, the requestors 110-112
include multiple threads on a processor. Alternatively,
the requestors 110-112 include multiple processor cores
in a microprocessor. In other embodiments, the reques-
tors 110-112 include multiple processors in a node of a
multi-node system. Although two requestors are shown,
any number of requestors may be used in a computing
system. Each one of the requestors 110-112 in a com-
puting system may be coupled to a respective off-die
memory. The respective off-die memory may include a
dynamic random access memory (DRAM), which is not
shown for ease of illustration.
[0018] Through the use of coherence links, each proc-
essor is connected to one or more other processors in
the computing system, and has access to on-die caches
and a respective off-die memory of the one or more other
processors. Whether socket or surface mount technolo-
gy is used, a processor and its respective off-die memory
may be referred to as a node. A processor within a given
node may have access to a most recently updated copy
of data in the on-die caches and off-die memory of other
nodes through one or more coherence links.
[0019] Generally, a processor includes one or more
general-purpose processor cores and one or more on-
die caches arranged in a cache hierarchical subsystem.
The general-purpose processor cores may execute in-
structions according to a given general-purpose instruc-
tion set. Alternatively, a processor may include hetero-
geneous cores, such as one or more general-purpose
cores and one or more application specific cores. The
application specific cores may include a graphics
processing unit (GPU), a digital signal processor (DSP),
one of a variety of single-instruction-multiple-data (SIMD)
chips, and so forth.
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[0020] The numbered sequences 1 to 11 illustrate a
condition when inconsistent data may be stored in the
persistent memory. For example, the requestor 110, or
producer 110, produces a value scheduled to be stored
as persistent data that is observed by the requestor 112,
or consumer 112, prior to the value is stored as persistent
data. The consumer 112 may observe or read the value,
modify a copy of the value, and schedule the modified
copy of the value to be stored as persistent data in per-
sistent memory. The modified copy of the value may be
stored as persistent data prior to the original value is
stored as persistent data. Should a power failure occur,
the persistent memory stores inconsistent data.
[0021] Similarly, the consumer 112 may read a first
value produced by the producer 110, take steps accord-
ing to an algorithm based on a copy of the first value, and
modify a different second value. The consumer 112 may
schedule the modified second value to be stored as per-
sistent data in persistent memory 130. The modified sec-
ond value may be stored as persistent data prior to the
original first value is stored as persistent data. Again,
should a power failure occur, the persistent memory 130
contains inconsistent data.
[0022] Before continuing with the illustrated example
with sequences 1-11, an example of sharing data without
persistent memory is briefly described. A store (write)
request from a first processor to memory is sent to the
first processor’s cache. Eventually the modified cache
line may get flushed from the first processor’s cache to
DRAM. If a second processor sends a load (read) oper-
ation for the modified cache line before the modified
cache line is sent to the DRAM, then the second proces-
sor obtains the modified cache line from the first proces-
sor’s cache. Therefore, the modified cache line is ob-
served or read prior to the modified cache line is stored
in the DRAM. Should a power failure occur, the modified
cache line is lost as well as all content stored in the
DRAM. Accordingly, inconsistent data is not retained in
the DRAM when power is restored. However, with per-
sistent memory, inconsistent data may be observed after
power is restored due to the events prior to the power
failure.
[0023] Returning to the sequences 1 to 11, in sequence
1, the producer 110 may execute a store (write) instruc-
tion that sends data corresponding to Record A to per-
sistent memory 130 for storage. A cache controller, a
memory controller, or both may include logic that deter-
mines a respective address space for each of DRAM and
the persistent memory 130. The two address spaces may
be programmed and loaded upon a startup sequence.
Therefore, it is known which memory, the DRAM or the
persistent memory 130, is targeted by a given store in-
struction. The store instruction may be sent to several
hardware units before completing its operation and have
Record A actually stored in the persistent memory 130.
Examples of these units and the steps used to send and
process the store instruction are further described in a
later example.

[0024] Each thread of multiple threads may be capable
of executing a synchronization instruction, such as a per-
sistent memory barrier instruction. The persistent mem-
ory barrier instruction may force all previous store instruc-
tions to persistent memory 130 to commit data to the
persistent memory 130 and perform an acknowledgment
of the commit prior to any commit is allowed of instruc-
tions after the persistent memory barrier instruction. In
various embodiments, a software programmer may in-
clude persistent memory barrier instructions in a compu-
ter program after updates to records in a circular buffer
and prior to corresponding updates to the pointers. Sim-
ilarly, the software programmer may include persistent
memory barrier instructions in the computer program af-
ter updates to pointers and prior to subsequent updates
to the records in the circular buffer.
[0025] In sequence 2, the producer 110 may perform
a force, such as executing a persistent memory barrier
instruction, to make Record A persistent. In the illustrated
example, the Record A is shown stored in persistent
memory 130 in sequence 2. Again, the several hardware
units and steps used to make Record A persistent are
later described. For ease of illustration, the units and
steps are not shown or described here.
[0026] In sequence 3, the producer 110 may update a
local copy of the IN pointer 122. In some embodiments,
the update of the local copy of the IN pointer 122 may
occur in response to receiving the acknowledgment that
the Record A is stored in the persistent memory 130. In
some embodiments, the update of the local copy of the
IN pointer 122 may be an increment operation. For ex-
ample, the local copy of the IN pointer 122 may have a
value of 0 and it is incremented to a value of 1. An arith-
metic operation may be used to increment the copy of
the IN pointer 122 and update an architectural register
in a processor. The updated (incremented) copy of the
IN pointer 122 may be sent to a local cache with a store
(write) instruction. However, the updated (incremented)
copy of the IN pointer 122 may not yet be sent to the
persistent memory 130 let alone stored in the persistent
memory 130.
[0027] In sequence 4, the producer 110 may handle
an interrupt. The interrupt handling may delay the
processing to make the local updated copy of the IN point-
er 122 persistent. The interrupt delays the process to
make the local copy of the IN pointer 122 persistent. In
other cases, an interrupt may not occur, but there may
still be a delay in the process to make the local updated
copy of the IN pointer 122 persistent. The delay may
cause the local updated copy of the IN pointer 122 to not
be persistent before the local updated copy of the OUT
pointer 124 in the consumer 112 is made to be persistent.
[0028] In sequence 5, the consumer 112 reads the lo-
cal copy or cached copy of the IN pointer 122 from the
producer 110. Now, the consumer 112 has a local
(cached) copy of the IN pointer 122 with a value of 1 prior
to the updated IN pointer 122 being stored in the persist-
ent memory 130. The persistent memory 130 still con-
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tains an initial value of 0 for the IN pointer 122.
[0029] In sequence 6, the consumer 112 may read the
updated Record A from either the producer 110 or the
persistent memory 130. The consumer 112 stores a local
copy or cached copy of the Record A. The consumer 112
processes the local copy or cached copy of the Record
A. In sequence 7, the consumer 112 may update a local
copy of the OUT pointer 124. In some embodiments, the
update of the local copy of the OUT pointer 124 may be
an increment operation. For example, the local copy of
the OUT pointer 124 may have a value of 0 and it is
incremented to a value of 1. An arithmetic operation may
be used to increment the copy of the OUT pointer 124
and update an architectural register in a processor.
[0030] In sequence 8, the consumer begins execution
to make the updated local copy of the OUT pointer 124
persistent. The consumer 112 may execute a store
(write) instruction that sends modified data correspond-
ing to the OUT pointer 124 to persistent memory 130 for
storage. The updated (incremented) copy of the OUT
pointer 124 may be sent to a local cache due to the store
(write) instruction. A cache controller, a memory control-
ler, or both may include logic that determines from the
address of the store instruction whether the modified data
corresponding to the OUT pointer 124 is to be stored in
DRAM or the persistent memory 130. The producer may
perform a force, such as executing a persistent memory
barrier instruction, to make the OUT pointer 124 persist-
ent. In the illustrated example, the OUT pointer 124 is
shown stored in persistent memory 130 in sequence 8.
Again, the several hardware units and steps used to
make OUT pointer 124 persistent are later described.
For ease of illustration, the units and steps are not shown
or described here.
[0031] An acknowledgment of the completed persist-
ent store operation for the OUT pointer 124 may be sent
to the consumer 112. Alternatively, an acknowledgment
may be sent to a cache controller or a memory controller
associated with the consumer 112. The updated value
of the OUT pointer 124 is stored in the persistent memory
130 prior to the updated value of the IN pointer 122 is
stored in the persistent memory 130. The producer 110
may still be performing the interrupt handling or some
other delay may be still occurring. Accordingly, a race
condition occurred and the update of the OUT pointer
124 in the persistent memory 130 completed before an
update of the IN pointer 122 in the persistent memory
130. The persistent memory 130 now contains inconsist-
ent data. The persistent memory 130 contains an initial
value of 0 for the IN pointer 122 and an updated value
of 1 for the OUT pointer 124. According to the stored data
in the persistent memory 130, control logic may errone-
ously determine the queue 120 is full.
[0032] In sequence 9, a power failure, reboot, or sys-
tem reset occurs. Data stored in volatile memory is lost.
Again, the types of volatile memory may include one or
more levels of caches and dynamic random access mem-
ory (DRAM). Data stored in non-volatile memory, such

as the persistent memory 130, remains stored. In se-
quence 10, the power may be restored. Alternatively, the
reboot or reset completes. In sequence 11, the consumer
112 reads values from the persistent memory 130 for
each of the IN pointer 122 and the OUT pointer 124.
Control logic for the consumer 112 may erroneously de-
termine the queue 120 is full based on the inconsistent
values contained in the persistent memory 130. Similarly,
the producer 110 may read the inconsistent data con-
tained in the persistent memory 130 and erroneously de-
termine the queue 120 is full.
[0033] After power is restored or the system is reboot-
ed, the queue 120 is not considered empty as it should
be based on the persistent stored values for the IN pointer
122 and the OUT pointer 124. Rather, as described
above, the queue 120 may be erroneously considered
to be full. When the queue 120 stores fixed-size records,
the queue 120 includes old records that were already
processed when the system completes a reboot or the
power is restored. When the queue 120 stores variable-
sized records, the OUT pointer 124 may store a value
that points to a middle of an old record and data may be
invalid.
[0034] A similar inconsistent stored data problem may
occur when the queue 120 is actually full. An updated
value for the IN pointer 122 may be stored in persistent
memory prior to an updated value for the OUT pointer
124 that is used to compute the updated value for the IN
pointer 122. Control logic may later erroneously deter-
mine the queue 120 is empty.
[0035] Turning now to FIG. 2, a generalized block di-
agram illustrating another embodiment of accesses to
persistent memory is shown. The circuitry and logic de-
scribed earlier is numbered identically. A series of se-
quences numbered 1 to 14 is shown. The numbered se-
quences 1 to 14 illustrate a condition when consistent
data storage is maintained in the persistent memory de-
spite unscheduled delays in storing data in the persistent
memory.
[0036] Sequences 1 to 4 are the same as described
earlier for FIG. 1. However, in sequence 1, produced data
for Record A may have an associated coherence state
transition to a state that indicates the cache line storing
the produced data is both dirty and inaccessible for read
accesses. An example of such a coherence state is the
Persistent Dirty (PD) state. In some embodiments, the
local copy of the Record A is stored in a given cache
associated with the producer 110. A corresponding
cache controller may prevent any read access of the local
copy of Record A in the given cache responsive to de-
tecting the local copy has not yet been stored in the per-
sistent memory 130. Again, the cache controller may pre-
vent a transition to a cache coherence state indicating
the local copy is both dirty and is read accessible.
[0037] The cache controller for a given cache for the
producer 110 may invalidate any copy of the Record A
in any cache level below the given cache. In other words,
the cache controller for the given cache for the producer
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110 may invalidate any copy of the Record A in any cache
levels between the producer 110 and the level of the giv-
en cache. Further, in response to detecting the local copy
has not yet been received by the persistent memory 130
for storage, the cache controller may allow write access
of the local copy of the Record A in the given cache only
for a thread in the producer 110 that originated the store
instruction for Record A.
[0038] Sequences 3-4 are the same as described ear-
lier for FIG. 1. As described earlier, in some examples,
prior to the generation of the interrupt, the producer 110
may have sent a store instruction for the IN pointer 122
to the persistent memory 130. However, a subsequent
persistent memory barrier instruction may not have been
sent yet. In other examples, the store instruction for the
IN pointer 122 to the persistent memory 130 may not yet
have been sent prior to the generation of the interrupt.
In either case, the interrupt delays the process to make
the local copy of the IN pointer 122 persistent. In other
cases an interrupt may not occur, but there may still be
a delay in the process to make the local updated copy of
the IN pointer 122 persistent.
[0039] Additionally, if a store instruction for the IN point-
er 122 is sent to the persistent memory 130, the cache
controller for a given cache may invalidate any copy of
the IN pointer 122 in any cache level below the given
cache. In other words, the cache controller for the given
cache may invalidate any copy of the IN pointer 122 in
any cache levels between the producer 110 and the level
of the given cache. Additionally, a corresponding cache
controller may prevent any read access of the local copy
of the IN pointer 122 in the given cache responsive to
detecting the local copy has not yet been stored in the
persistent memory 130. The cache controller may pre-
vent a transition to a cache coherence state indicating
the local copy is both dirty and is read accessible. Rather,
the cache controller may transition an associated coher-
ence state to a state that indicates the cache line storing
the IN pointer 122 is both dirty and inaccessible for read
accesses. An example of such a coherence state is the
Persistent Dirty (PD) state. Further, in response to de-
tecting the local copy has not yet been sent to the per-
sistent memory 130 for storage, the cache controller may
allow write access of the local copy of the IN pointer 122
in the given cache only for a thread in the producer 110
that originated the store instruction to persistent memory
130.
[0040] In sequence 5, the consumer 112 is unable to
load (read) an updated copy of the IN pointer 122 from
the producer 110. The received read request from the
consumer 112 may be queued in the cache controller
associated with the given cache for the producer 110.
The read request may remain queued in the cache con-
troller until the cache controller receives the acknowledg-
ment that the local copy of the IN pointer 122 is stored
in the persistent memory 130.
[0041] In sequence 6, a power failure, reboot, or sys-
tem reset occurs prior to the IN pointer is made persistent

in the persistent memory 130. Data stored in volatile
memory is lost. Data stored in non-volatile memory, such
as the persistent memory 130, remains stored. In se-
quence 7, the power may be restored. Alternatively, the
reboot or reset completes. Since read access for the up-
dated local copy of the IN pointer 122 in the producer
110 was blocked earlier, the persistent memory 130 still
stores consistent data.
[0042] In sequence 8, the consumer 112 reads values
from the persistent memory 130 for each of the IN pointer
122 and the OUT pointer 124. The read values include
the initial values for the IN pointer 122 and the OUT point-
er 124. Similarly, the producer 110 reads the stored initial
values from the persistent memory 130 for each of the
IN pointer 122 and the OUT pointer 124.
[0043] Each of the producer 110 and the consumer
112 may re-execute instructions corresponding to a lo-
cation in program code associated with the initial values
for the IN pointer 122 and the OUT pointer 124. For ex-
ample, in sequence 9, the producer 110 may re-execute
code that includes updating and storing Record A in entry
0 of the queue 120 as performed earlier.
[0044] Again, produced data for Record A may have
an associated coherence state transition to a state that
indicates the cache line storing the produced data is both
dirty and inaccessible for read accesses until an acknowl-
edgment is received that Record A is stored in the per-
sistent memory 130. An example of such a coherence
state is the Persistent Dirty (PD) state. In sequence 9,
the Record A may be stored in the persistent memory
130. An acknowledgment of the completed persistent
store operation may be sent to the producer 110. Alter-
natively, an acknowledgment may be sent to a cache
controller or a memory controller associated with the pro-
ducer 110. The producer 110 may again update a local
copy of the IN pointer 122 as performed earlier. For ex-
ample, the local copy of the IN pointer 122 may have a
value of 0 and it is incremented to a value of 1.
[0045] In sequence 10, the producer 110 begins exe-
cution to make the local updated copy of the IN pointer
122 persistent. For example, the producer 110 may ex-
ecute a store instruction to persistent memory. Modified
data for the IN pointer 122 may have an associated co-
herence state transition to a state that indicates the cache
line storing the modified data is both dirty and inacces-
sible for read accesses. An example of such a coherence
state is the Persistent Dirty (PD) state.
[0046] Continuing with sequence 10, the producer may
also perform a force, such as executing a persistent
memory barrier instruction, to make Record A persistent.
In the illustrated example, the Record A is shown stored
in persistent memory 130 in the same sequence 10 rather
than a subsequent sequence. Again, the several hard-
ware units and steps used to make Record A persistent
are later described. For ease of illustration, the units and
steps are not shown or described here. An acknowledg-
ment of the completed persistent storage may be sent to
the producer 110. Alternatively, an acknowledgment may
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be sent to a cache controller or a memory controller as-
sociated with the producer 110. The received acknowl-
edgment may cause the cache controller to again allow
read and write access of the local copy of the IN pointer
122 in the given cache associated with the producer 110.
For example, the cache controller may transition a cor-
responding cache coherence state for the cache line
holding the local copy of the IN pointer 122 to an Exclusive
(E) clean state.
[0047] In sequence 11, the consumer 112 reads the
local copy of the IN pointer 122 from the producer 110.
Now, the consumer 112 has a local copy of the IN pointer
122 with a value of 1, which is the same value of the IN
pointer stored in the persistent memory 130. In sequence
12, the consumer 112 reads and processes a copy of the
Record A. In sequence 13, the consumer 112 may update
a local copy of the OUT pointer 124. For example, the
local copy of the OUT pointer 124 may have a value of
0 and it is incremented to a value of 1.
[0048] In sequence 14, the consumer begins execution
to make the updated local copy of the OUT pointer 124
persistent. For example, the consumer 112 may execute
a persistent store instruction to persistent memory 130.
In some embodiments, the local copy of the OUT pointer
124 is stored in a given cache associated with the con-
sumer 124. A corresponding cache controller may pre-
vent any read access of the local copy in the given cache
responsive to detecting an acknowledgment that the local
copy is stored in the persistent memory 130 is not yet
received. The cache controller may prevent a transition
to a cache coherence state indicating the local copy is
both dirty and is read accessible.
[0049] Additionally, the cache controller may invalidate
any copy of the OUT pointer 124 in any cache level below
the given cache. In other words, the cache controller for
the given cache may invalidate any copy of the OUT
pointer 124 in any cache levels between the consumer
112 and the level of the given cache. Further, in response
to detecting the local copy has not yet been sent to the
persistent memory 130 for storage, the cache controller
may allow write access of the local copy of the OUT point-
er 124 in the given cache only for a thread in the consumer
124 that originated the instruction to persistent memory.
[0050] The consumer 112 may also perform a force,
such as executing a persistent memory barrier instruc-
tion, to make the OUT pointer 124 persistent. In the illus-
trated example, the OUT pointer 124 is shown stored in
persistent memory 130 in sequence 14. Again, the sev-
eral hardware units and steps used to make the OUT
pointer 124 persistent are later described. For ease of
illustration, the units and steps are not shown or de-
scribed here. An acknowledgment of the completed per-
sistent storage may be sent to the consumer 112. Alter-
natively, an acknowledgment may be sent to a cache
controller or a memory controller associated with the con-
sumer 112. The received acknowledgment may cause
the cache controller to again allow read and write access
of the local copy of the OUT pointer 124 in the given

cache associated with the consumer 112. For example,
the cache controller may transition a corresponding
cache coherence state for the cache line holding the local
copy of the OUT pointer 124 to an Exclusive (E) state.
[0051] Turning now to FIG. 3, a generalized block di-
agram illustrating yet another embodiment of accesses
to persistent memory is shown. The circuitry and logic
described earlier is numbered identically. A series of se-
quences numbered 1 to 15 is shown. In this example,
the effect of intermediate hardware units and steps for
processing memory access requests is included in the
sequences 1-15.

In sequence 1, the requestor 110 produces or cre-
ates data corresponding to Record A to be stored in
the entry 0 of the queue 120. For example, the re-
questor 110 may perform an arithmetic operation
with the data corresponding to Record A as the re-
sult. In sequence 2, the producer 110 begins execu-
tion to make Record A persistent. For example, the
producer 110 may execute a store (write) instruction
that sends data corresponding to Record A to per-
sistent memory 130 for storage. A cache controller,
a memory controller, or both may include logic that
determines a respective address space for each of
DRAM and the persistent memory 130. The two ad-
dress spaces may be programmed and loaded upon
a startup sequence. Therefore, it is known which
memory, the DRAM or the persistent memory 130,
is targeted by a given store instruction.
The store instruction for Record A may be sent to a
load-store unit (LSU) within the processor and
stored. Later, the store instruction may be sent to a
cache controller of a given level of caches or a mem-
ory controller and stored. The store instruction for
Record A may eventually be sent to the persistent
memory 130. When the updated data for Record A
is stored in the persistent memory 130, an acknowl-
edgment from the permanent memory 130 may be
returned to the cache controller or the memory con-
troller and sent again to the processor. Therefore,
there may be multiple steps and queuing and
processing from the time the processor begins to
make particular data persistent and the data actually
becomes persistent.
In addition, each thread of multiple threads may be
capable of executing a synchronization instruction,
such as a persistent memory barrier instruction. As
previously described, the persistent memory barrier
instruction may force all previous store instructions
to persistent memory 130 to commit data to the per-
sistent memory 130 and perform an acknowledg-
ment of the commit prior to any commit is allowed of
instructions after the persistent memory barrier in-
struction. In some embodiments, a persistent mem-
ory barrier instruction may follow the store instruction
to persistent memory 130 for Record A. In other em-
bodiments, a persistent memory barrier instruction
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may be used later in the computer program or not
used at all.
In sequence 3, the Record A may be stored in the
persistent memory 130. An acknowledgment of the
completed persistent store operation may be sent to
the producer 110. Alternatively, an acknowledgment
may be sent to a cache controller or a memory con-
troller associated with the producer 110. In sequence
4, the producer 110 may update a local copy of the
IN pointer 122. In some embodiments, the update of
the local copy of the IN pointer 122 may occur in
response to receiving the acknowledgment that the
Record A is stored in the persistent memory 130. In
some embodiments, the update of the local copy of
the IN pointer 122 may be an increment operation.
For example, the local copy of the IN pointer 122
may have a value of 0 and it is incremented to a
value of 1. An arithmetic operation may be used to
increment the copy of the IN pointer 122 and update
an architectural register in a processor. The updated
(incremented) copy of the IN pointer 122 may be sent
to a local cache with a store (write) instruction.
In sequence 5, the producer 110 begins execution
to make the updated copy of the IN pointer 122 per-
sistent. In some examples, the producer 110 may
execute a store (write) instruction that sends modi-
fied data corresponding to the IN pointer 122 to per-
sistent memory 130 for storage. A cache controller,
a memory controller, or both may include logic that
determines from the address of the store instruction
whether the modified data corresponding to the IN
pointer 122 is to be stored in DRAM or the persistent
memory 130. In some embodiments, no persistent
memory barrier instruction is sent at this time accord-
ing to code in a computer program. In other embod-
iments, the computer program includes a persistent
memory barrier instruction, but an interrupt or other
delay occurs before the persistent memory barrier
instruction is processed.
In sequence 6, the producer 110 may handle an in-
terrupt. The interrupt handling may delay processing
to make the local updated copy of the IN pointer 122
persistent. A persistent memory barrier instruction
may not have been sent yet. The interrupt delays the
process to make the local copy of the IN pointer 122
persistent. In other cases, an interrupt may not occur,
but there may still be a delay in the process to make
the local updated copy of the IN pointer 122 persist-
ent.
In sequence 7, the consumer 112 reads the local
copy or cached copy of the IN pointer 122 from the
producer 110. Now, the consumer 112 has a local
copy of the IN pointer 122 with a value of 1 prior to
the updated IN pointer 122 being stored in the per-
sistent memory 130. The persistent memory 130 still
stores an initial value of 0 for the IN pointer 122.
In sequence 8, the consumer 112 may read the up-
dated Record A from either the producer 110 or the

persistent memory 130. The consumer 112 stores a
local copy or cached copy of the updated Record A.
The consumer 112 processes the local copy or
cached copy of the Record A. In sequence 9, the
consumer 112 may update a local copy of the OUT
pointer 124. In some embodiments, the update of
the local copy of the OUT pointer 124 may be an
increment operation.
In sequence 10, the consumer begins execution to
make the updated local copy of the OUT pointer 124
persistent. For example, the consumer 112 may ex-
ecute a store (write) instruction that sends modified
data corresponding to the OUT pointer 124 to per-
sistent memory 130 for storage. A cache controller,
a memory controller, or both may include logic that
determines from the address of the store instruction
whether the modified data corresponding to the OUT
pointer 124 is to be stored in DRAM or the persistent
memory 130. In some embodiments, no persistent
memory barrier instruction is sent at this time accord-
ing to code in a computer program. In other embod-
iments, the computer program includes a persistent
memory barrier instruction and this instruction may
be processed shortly after the store (write) instruc-
tion for the OUT pointer 124..
In sequence 11, the updated OUT pointer 124 may
be stored in the persistent memory 130. An acknowl-
edgment of the completed persistent store operation
may be sent to the consumer 112. Alternatively, an
acknowledgment may be sent to a cache controller
or a memory controller associated with the consumer
112. The updated value of the OUT pointer 124 is
stored in the persistent memory 130 prior to the up-
dated value of the IN pointer 122 is stored in the
persistent memory 130. The producer 110 may still
be performing the interrupt handling or some other
delay may be still occurring. Accordingly, a race con-
dition occurred and the update of the OUT pointer
124 in the persistent memory 130 completed before
an update of the IN pointer 122 in the persistent
memory 130. The persistent memory 130 now con-
tains inconsistent data.
In sequence 12, in some examples, the producer
110 may complete the interrupt handling. In other
examples, the producer 110 may not yet complete
interrupt handling. In sequence 13, a power failure,
reboot, or system reset occurs. Data stored in volatile
memory is lost. Again, the types of volatile memory
may include one or more levels of caches and dy-
namic random access memory (DRAM). Data stored
in non-volatile memory, such as the persistent mem-
ory 130, remains stored. In sequence 14, the power
may be restored. Alternatively, the reboot or reset
completes. In sequence 15, the consumer 112 reads
values from the persistent memory 130 for each of
the IN pointer 122 and the OUT pointer 124. Control
logic for the consumer 112 may erroneously deter-
mine the queue 120 is full based on the inconsistent
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values stored in the persistent memory 130. Similar-
ly, the producer 110 may read the inconsistent data
stored in the persistent memory 130 and erroneously
determine the queue 120 is full.

[0052] After power is restored or the system is reboot-
ed, the queue 120 is not considered empty as it should
be based on the persistent stored values for the IN pointer
122 and the OUT pointer 124. Rather, as described
above, the queue 120 may be erroneously considered
to be full. When the queue 120 stores fixed-size records,
the queue 120 includes old records that were already
processed when the system completes a reboot or the
power is restored. When the queue 120 stores variable-
sized records, the OUT pointer 124 may store a value
that points to a middle of an old record and data may be
invalid.
[0053] A similar inconsistent stored data problem may
occur when the queue 120 is actually full. An updated
value for the IN pointer 122 may be stored in persistent
memory prior to an updated value for the OUT pointer
124 that is used to compute the updated value for the IN
pointer 122. Control logic may later erroneously deter-
mine the queue 120 is empty.
[0054] Turning now to FIG. 4, a generalized block di-
agram illustrating yet another embodiment of accesses
to persistent memory is shown. The circuitry and logic
described earlier is numbered identically. A series of se-
quences numbered 1 to 21 is shown. The numbered se-
quences 1 to 21 illustrate a condition when consistent
data storage is maintained in the persistent memory de-
spite unscheduled delays in storing data in the persistent
memory. Similar to the sequences in FIG. 2, the sequenc-
es 1 to 21 in FIG. 3 are shown in sequential order. How-
ever, some sequences may occur in a different order
than shown and some sequences may be performed con-
currently.
[0055] Sequences 1 to 5 are the same as described
earlier for FIG. 2. However, in sequence 1, produced data
for Record A may have an associated coherence state
transition to a state that indicates the cache line storing
the produced data is both dirty and inaccessible for read
accesses. An example of such a coherence state is the
Persistent Dirty (PD) state. In some embodiments, the
local copy of the Record A is stored in a given cache
associated with the producer 110. A corresponding
cache controller may prevent any read access of the local
copy of Record A in the given cache responsive to de-
tecting the local copy has not yet been stored in the per-
sistent memory 130. Again, the cache controller may pre-
vent a transition to a cache coherence state indicating
the local copy is both dirty and is read accessible.
[0056] In sequence 2, the producer 110 may execute
a store (write) instruction that sends modified data cor-
responding to Record A to persistent memory 130 as
described earlier. In addition, a subsequent persistent
memory barrier instruction may or may not be sent to the
persistent memory 130 according to the instruction in a

corresponding computer program. Additionally, the
cache controller for a given cache for the producer 110
may invalidate any copy of the Record A in any cache
level below the given cache as described earlier. Further,
in response to detecting the local copy has not yet been
received by the persistent memory 130 for storage, the
cache controller may allow write access of the local copy
of the Record A in the given cache only for a thread in
the producer 110 that originated the store instruction for
Record A.
[0057] Sequences 3-5 are the same as described ear-
lier for FIG. 3. As described earlier, in some examples,
prior to the generation of the interrupt, the producer 110
may have sent a store instruction for the IN pointer 122
to the persistent memory 130. However, a subsequent
persistent memory barrier instruction may not have been
sent yet. In other examples, the store instruction for the
IN pointer 122 to the persistent memory 130 may not yet
have been sent prior to the generation of the interrupt.
In either case, the interrupt delays the process to make
the local copy of the IN pointer 122 persistent. In other
cases an interrupt may not occur, but there may still be
a delay in the process to make the local updated copy of
the IN pointer 122 persistent.
[0058] Additionally, if a store instruction for the IN point-
er 122 is sent to the persistent memory 130, the cache
controller for a given cache may invalidate any copy of
the IN pointer 122 in any cache level below the given
cache as described earlier. Additionally, a corresponding
cache controller may prevent any read access of the local
copy of the IN pointer 122 in the given cache responsive
to detecting the local copy has not yet been stored in the
persistent memory 130. The cache controller may pre-
vent a transition to a cache coherence state indicating
the local copy is both dirty and is read accessible. Rather,
the cache controller may transition an associated coher-
ence state to a state that indicates the cache line storing
the IN pointer 122 is both dirty and inaccessible for read
accesses. An example of such a coherence state is the
Persistent Dirty (PD) state. Further, in response to de-
tecting the local copy has not yet been sent to the per-
sistent memory 130 for storage, the cache controller may
allow write access of the local copy of the IN pointer 122
in the given cache only for a thread in the producer 110
that originated the store instruction to persistent memory
130.
[0059] In sequence 6, the consumer 112 is unable to
load (read) an updated copy of the IN pointer 122 from
the producer 110. The read request from the consumer
112 may be queued in the cache controller associated
with the given cache for the producer 110. The read re-
quest may remain queued in the cache controller until
the cache controller receives the acknowledgment that
the local copy of the IN pointer 122 is stored in the per-
sistent memory 130. In sequence 7, the producer 110
completes handling of the interrupt that occurred.
[0060] In sequence 8, the producer 110 begins execu-
tion to make the local updated copy of the IN pointer 122
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persistent. In some examples, the producer 110 may ex-
ecute a store (write) instruction that sends modified data
corresponding to the IN pointer 122 to persistent memory
130 for storage. A cache controller, a memory controller,
or both may include logic that determines from the ad-
dress of the store instruction whether the modified data
corresponding to the IN pointer 122 is to be stored in
DRAM or the persistent memory 130. In addition, a sub-
sequent persistent memory barrier instruction may be
sent to the persistent memory 130. In other examples,
the producer 110 may have already sent the store in-
struction to persistent memory 130, which was delayed
in one or more queues by the interrupt handling. The
producer 110 may now send the persistent memory bar-
rier instruction to ensure the store instruction to persistent
memory 130 is completed prior to completing any instruc-
tions after the store instruction.
[0061] In sequence 9, a power failure, reboot, or sys-
tem reset occurs prior to the IN pointer is made persistent
in the persistent memory 130. Data stored in volatile
memory is lost. Data stored in non-volatile memory, such
as the persistent memory 130, remains stored. In se-
quence 10, the power may be restored. Alternatively, the
reboot or reset completes. Since read access for the up-
dated local copy of the IN pointer 122 in the producer
110 was blocked earlier, the persistent memory 130 still
stores consistent data.
[0062] In sequence 11, the consumer 112 reads values
from the persistent memory 130 for each of the IN pointer
122 and the OUT pointer 124. The read values include
the initial values for the IN pointer 122 and the OUT point-
er 124. Similarly, the producer 110 reads the stored initial
values from the persistent memory 130 for each of the
IN pointer 122 and the OUT pointer 124.
[0063] Each of the producer 110 and the consumer
112 may re-execute instructions corresponding to a lo-
cation in program code associated with the initial values
for the IN pointer 122 and the OUT pointer 124. For ex-
ample, in sequence 12, the producer 110 may re-execute
code that includes updating and storing Record A in entry
0 of the queue 120 as performed earlier. Again, produced
data for Record A may have an associated coherence
state transition to a state that indicates the cache line
storing the produced data is both dirty and inaccessible
for read accesses until an acknowledgment is received
that Record A is stored in the persistent memory 130. An
example of such a coherence state is the Persistent Dirty
(PD) state. In sequence 13, the Record A may be stored
in the persistent memory 130. An acknowledgment of the
completed persistent store operation may be sent to the
producer 110. Alternatively, an acknowledgment may be
sent to a cache controller or a memory controller asso-
ciated with the producer 110. In sequence 14, the pro-
ducer 110 may again update a local copy of the IN pointer
122 as performed earlier. For example, the local copy of
the IN pointer 122 may have a value of 0 and it is incre-
mented to a value of 1.
[0064] In sequence 15, the producer 110 begins exe-

cution to make the local updated copy of the IN pointer
122 persistent. For example, the producer 110 may ex-
ecute a persistent store instruction to persistent memory.
Modified data for the IN pointer 122 may have an asso-
ciated coherence state transition to a state that indicates
the cache line storing the modified data is both dirty and
inaccessible for read accesses. An example of such a
coherence state is the Persistent Dirty (PD) state.
[0065] In sequence 16, the updated copy of the IN
pointer 122 may be stored in the persistent memory 130.
An acknowledgment of the completed persistent storage
may be sent to the producer 110. Alternatively, an ac-
knowledgment may be sent to a cache controller or a
memory controller associated with the producer 110. The
received acknowledgment may cause the cache control-
ler to again allow read and write access of the local copy
of the IN pointer 122 in the given cache associated with
the producer 110. For example, the cache controller may
transition a corresponding cache coherence state for the
cache line holding the local copy of the IN pointer 122 to
an Exclusive (E) clean state.
[0066] In sequence 17, the consumer 112 reads the
local copy of the IN pointer 122 from the producer 110.
Now, the consumer 112 has a local copy of the IN pointer
122 with a value of 1, which is the same value of the IN
pointer stored in the persistent memory 130. In sequence
18, the consumer 112 reads and processes a copy of the
Record A. In sequence 19, the consumer 112 may update
a local copy of the OUT pointer 124. For example, the
local copy of the OUT pointer 124 may have a value of
0 and it is incremented to a value of 1.
[0067] In sequence 20, the consumer begins execution
to make the updated local copy of the OUT pointer 124
persistent. For example, the consumer 112 may execute
a persistent store instruction to persistent memory 130.
In some embodiments, the local copy of the OUT pointer
124 is stored in a given cache associated with the con-
sumer 124. A corresponding cache controller may pre-
vent any read access of the local copy in the given cache
responsive to detecting an acknowledgment that the local
copy is stored in the persistent memory 130 is not yet
received. The cache controller may prevent a transition
to a cache coherence state indicating the local copy is
both dirty and is read accessible.
[0068] Additionally, the cache controller may invalidate
any copy of the OUT pointer 124 in any cache level below
the given cache as described earlier. Further, in response
to detecting the local copy has not yet been sent to the
persistent memory 130 for storage, the cache controller
may allow write access of the local copy of the OUT point-
er 124 in the given cache only for a thread in the consumer
124 that originated the instruction to persistent memory.
[0069] In sequence 21, the updated copy of the OUT
pointer 124 may be stored in the persistent memory 130.
An acknowledgment of the completed persistent storage
may be sent to the consumer 112. Alternatively, an ac-
knowledgment may be sent to a cache controller or a
memory controller associated with the consumer 112.
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The received acknowledgment may cause the cache
controller to again allow read and write access of the
local copy of the OUT pointer 124 in the given cache
associated with the consumer 112. For example, the
cache controller may transition a corresponding cache
coherence state for the cache line holding the local copy
of the OUT pointer 124 to an Exclusive (E) state.
[0070] Referring now to FIG. 5, a generalized flow di-
agram of one embodiment of a method 300 for reliably
utilizing persistent data is illustrated. For purposes of dis-
cussion, the steps in this embodiment are shown in se-
quential order. However, some steps may occur in a dif-
ferent order than shown, some steps may be performed
concurrently, some steps may be combined with other
steps, and some steps may be absent in another embod-
iment.
[0071] In block 302, program instructions are proc-
essed. The program instructions may correspond to one
or more software applications. During processing, a giv-
en processor within the system may access data located
in on-die caches and off-die memory in the system. In
general, program instructions may be fetched, decoded,
executed and committed. One or more processors may
be used in a computing system to process the program
instructions. Each processor may execute multiple
threads. Each thread among the one or more processors
may be a requestor that generates read and write access
requests for persistent data.
[0072] In block 304, a first requestor updates a local
copy of variable A. The updated local copy of variable A
may be stored in a cache line in a given cache associated
with the first requestor. In block 306, the first requestor
may request to make variable A persistent. For example,
the first requestor may execute a store (write) instruction
that sends modified data corresponding to variable A to
persistent memory. A cache controller, a memory con-
troller, or both may include logic that determines a re-
spective address space of two address spaces for each
of DRAM and the persistent memory. Therefore, it is
known which memory, the DRAM or the persistent mem-
ory, is targeted by a given store instruction.
[0073] In block 308, access of the variable A may be
blocked for a second requestor. The local copy of the
variable A is stored in a given cache associated with the
first requestor. A corresponding cache controller may
prevent any read access of the local copy of variable A
in the given cache responsive to detecting the local copy
has not yet been stored in the persistent memory. For
example, an acknowledgment from the persistent mem-
ory may not yet have been received. The cache controller
may prevent a transition to a cache coherence state in-
dicating the local copy is both dirty and is read accessible.
Rather, the cache controller may transition the cache co-
herence state for the local copy of variable A to a state
that indicates the cache line storing the modified data is
both dirty and inaccessible for read accesses. An exam-
ple of such a coherence state is the Persistent Dirty (PD)
state. The cache controller may allow write access of the

variable A in the given cache only for a thread that orig-
inally modified the variable A.
[0074] If the first requestor has not yet received ac-
knowledgment of persistent storage of variable A (con-
ditional block 310), then in block 312, other instructions
not dependent on variable A are processed. Both the first
requestor and other requestors process respective inde-
pendent instructions although a commit pipeline stage
may be stalled to maintain in-order retirement.
[0075] The local copy of variable A in the given cache
may still have an associated coherence state that indi-
cates variable A is dirty, but does not have read access.
The coherence state, however, may allow write access
to variable A in the given cache only for the first requestor
that originated the store instruction to persistent memory.
For example, a given thread of multiple threads executing
in a first processor of one or more processors may have
originated the store instruction to persistent memory for
variable A. Therefore, the given thread has write access
to variable A, but no other thread or processor has write
access. Allowing write access to variable A in the given
cache for the given thread may reduce a total number of
write accesses to the persistent memory for the cache
line holding variable A. For example, the cache line may
store 64 bytes. The original store instruction to persistent
memory and following store instructions to persistent
memory from the given thread may modify a byte, 4 bytes,
8 bytes, or some other amount smaller than the total 64
bytes. The original store instruction and following store
instructions to persistent memory from the given thread
may modify non-overlapping data within the 64-byte
cache line.
[0076] If the first requestor has received acknowledg-
ment of persistent storage of variable A (conditional block
310), or acknowledgment of persistent storage of the
cache line holding variable A, then in block 314, the local
copy of variable A in the given cache, which now matches
the persistently stored value of variable A is once again
made available to any requestor. For example, the co-
herence state associated with variable A may be transi-
tioned to an Exclusive (E) coherence state.
[0077] Referring now to FIG. 6, a generalized block
diagram of one embodiment of an exemplary node 400
is shown. As shown in the illustrated embodiment, the
node 400 includes at least processor cores 402a-402d
and persistent memory 440. The node 400 may execute
multiple threads on the processor cores 402a-402d,
wherein the threads may execute store instructions to
persistent memory in order to store data in the persistent
memory 440. The microprocessor 400 may also include
memory controller 410, interface logic 414, and one or
more cache memory subsystems 404a-404d corre-
sponding to the processor cores 402a-402d. In addition,
the node 400 may include a crossbar switch 406 and a
shared cache memory subsystem 408. In various em-
bodiments, the illustrated functionality of processing
node 400 is incorporated upon a single integrated circuit.
[0078] In various embodiments, each of the processor
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cores 402a-402d includes circuitry for executing instruc-
tions according to a given general-purpose instruction
set. For example, the SPARC® instruction set architec-
ture (ISA) may be selected. Alternatively, the x86®,
x86-64®, Alpha®, PowerPC®, MIPS®, PA-RISC®, or
any other instruction set architecture may be selected.
Each of the processor cores 402a-402d may include a
superscalar microarchitecture with one or more multi-
stage pipelines. Also, each of the processor cores 402a-
402d may be designed to execute multiple threads. A
multi-thread software application may have each of its
software threads processed on a separate pipeline within
a core, or alternatively, a pipeline may process multiple
threads via control at certain function units.
[0079] Generally, each of the processor cores 402a-
402d accesses an on-die level-one (LI) cache within a
cache memory subsystem for data and instructions.
There may be multiple on-die levels (L2, L3 and so forth)
of caches. In some embodiments, the processor cores
402a-402d share a cache memory subsystem 408. If a
requested block is not found in the caches, then a read
request for the missing block may be generated and
transmitted to the memory controller 410. Interfaces be-
tween the different levels of caches may comprise any
suitable technology.
[0080] Using the interface logic 414, the node 400 may
communicate with input/output (I/O) devices. The I/O de-
vices may include various computer peripheral devices.
Alternatively, the node 400 may communicate with an
I/O bridge, which is coupled to an I/O bus. Additionally,
the interface logic 414 may generate control and re-
sponse packets in response to transactions sourced from
processor cores and cache memory subsystems located
both within the processing node 400 and in other nodes.
The interface logic 414 may include logic to receive pack-
ets and synchronize the packets to an internal clock. The
interface logic 414 may include one or more coherence
units. Alternatively, the coherence units may be located
in the memory controller 410. The coherence units may
perform cache coherency actions for packets accessing
memory according to a given protocol. The coherence
units may include a directory for a directory-based co-
herency protocol.
[0081] In various embodiments, the node 400 may in-
clude link units 412 connected to coherence links. In var-
ious embodiments, the interface logic 414 is located out-
side of the memory controller 410 as shown. In other
embodiments, particular components of the logic and
functionality within the interface logic 414 may be incor-
porated in the memory controller 410.
[0082] The memory controller 410 may include control
circuitry for interfacing to memories. Additionally, the
memory controllers may include request queues for
queuing memory requests. In one embodiment, the co-
herency point for addresses is the memory controller 410
within the node 400 connected to the off-die memory stor-
ing bytes corresponding to the addresses. In other em-
bodiments, the cache coherency scheme may be direc-

tory based, and the coherency point is the respective
directory within the node 400. In a directory-based cache
coherence scheme, the coherence units may store a re-
spective directory.
[0083] The off-die memory may include dynamic ran-
dom access memory (DRAM) 430, a Buffer on Board
(BoB) interface chip between the node 400 and DRAM
430, persistent memory 440, and so forth. The off-die
memory may be connected to the memory controller 410.
In the illustrated embodiment, the node 400 is connected
to DRAM 430 and persistent memory 440.
[0084] The memory controller 410 may include logic
that determines a respective address space for each of
the DRAM 430 and the persistent memory 440. The ad-
dress spaces may be programmed and loaded upon a
startup sequence. The DRAM 430 may include one or
more dual in-line memory module (DIMM) slots. The
DRAM may be further connected to lower levels of a
memory hierarchy, such as a disk memory and offline
archive memory. The persistent memory may include
non-volatile data storage media. Examples of non-vola-
tile data storage media may include phase change mem-
ory (PCM), spin torque transfer RAM, and memristors.
[0085] In some embodiments, the cache memory sub-
systems 404a-404d include a L1 cache and a L2 cache.
Additionally, the shared cache memory subsystem 408
includes a L3 cache. The L2 cache may be selected as
a given cache level to handle accesses to persistent data
prior to the data is actually stored in the persistent mem-
ory 440. The L2 cache controller may perform particular
steps to ensure consistent data is stored in the persistent
memory 440. For example, the L2 cache controller may
perform particular steps described earlier corresponding
to the sequences described earlier in FIG. 2 and FIG. 4.
Next, further details of these steps are provided.
[0086] Turning now to FIG. 7, a generalized block di-
agram of one embodiment of an exemplary cache 500
is shown. As shown in the illustrated embodiment, the
cache 500 includes a cache array 510 and a cache con-
troller 540. Generally, the cache array 510 may store one
or more blocks, each of which is a copy of data stored at
a corresponding address in the system memory. As used
herein, a "block" is a set of bytes stored in contiguous
memory locations, which are treated as a unit for coher-
ency purposes. As used herein, the terms "cache block",
"block", "cache line", and "line" are interchangeable. In
some embodiments, a block may also be the unit of al-
location and deallocation in a cache. The number of bytes
in a block may be varied according to design choice, and
may be of any size. As an example, 32 byte and 64 byte
blocks are often used.
[0087] The cache array 510 may store data in various
manners. For example, data may be stored in the cache
array 510 using a set-associative cache organization. An
M-way set associativity is shown in the illustrated em-
bodiment, wherein M is an integer. Each one of the cache
sets 520a-520n includes cache ways 530a-530m. A dif-
ferent number of ways, such as 4-way, 8-way, 16-way,
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or other, within the set-associative cache array 510 may
be chosen. In various embodiments, each one of the
cache sets 520a-520n utilizes the chosen storage man-
ner, such as set associativity.
[0088] Each one of the cache ways 530a-530m may
include a block state 532, a block tag 534, and block data
536. Although block state 532 and block tag 534 may be
stored in contiguous bits with block data 536 within each
one of the cache ways 530a-530m, in other embodi-
ments, the block state 532 and the block tag 534 may be
stored in a separate array, rather than in a same array
as block data 536. The block state 532 may comprise at
least one or more of the following: a valid bit, a cache
block owner encoding that indicates the source which
owns the corresponding cache block, Least Recently
Used (LRU) eviction information used in association with
a cache replacement algorithm employed by the cache
controller 540, an indication that designates a cache co-
herency state, and so forth. Other included state infor-
mation is possible and contemplated.
[0089] The block state 532 may support storing an in-
dication of a first set of cache coherency states for data
to be stored in volatile memory, such as a DRAM. The
first set of supported cache coherency states may include
Modified (M), Owned (O), Exclusive (E), Shared (S),
Invalid (I), or other. The block state 532 may support stor-
ing an indication of a second set of cache coherency
states for data to be stored in non-volatile memory, such
as persistent memory. The second set of supported
cache coherency states for data to be stored in persistent
memory may include Modified (M) with write only access,
Exclusive (E), Shared (S), and Invalid (I). The Modified
state may also be referred to as a Persistent Dirty (PD)
state. The PD state may only allow write access for a
thread that originally sent a store instruction for persistent
memory to the cache 500 for the corresponding data.
Control logic 542 in the cache controller 540 may set and
transition coherence states to store in the block state 532
and manage access to the block data 536.
[0090] A block index portion of an address used to ac-
cess the cache 500 may be used to determine which of
the cache blocks are being accessed within a chosen
one of the cache sets 520a-520n. In addition, an offset
in the address of the access request may be used to
indicate a specific byte or word within a cache block. A
given one of the cache sets 520a-520n may be selected
from other sets by a block index portion of an address
used to access the cache 500. A cache block hit may
occur when a portion of the block state 532, such as at
least a valid field, and a block tag 534 match values from
an access request.
[0091] The cache controller 540 may include control
logic 542, access request queues 546, a PD buffer 550
and per-thread PD line counters 560. Memory access
requests may be stored in the access request queues
546. Generally, the control logic 542 may determine a
manner used to order accesses of the cache array 510
and perform updates to state, address and data stored

in the cache array 510. In various embodiments, a given
thread executed on an associated processor may exe-
cute a persistent store instruction to persistent memory
for a given data block. The store instruction may be sent
from the processor to the cache 500. In some embodi-
ments, the cache 500 is selected as a cache at a given
level for handling accesses to data scheduled to be
stored as persistent memory. For example, the cache
500 may be an L2 cache for the processor. A L3 cache
may be a last level of cache before the memory controller.
[0092] The store instruction to persistent memory may
be stored in the access request queues 546. When the
control logic 542 determines to process the store instruc-
tion to persistent memory, a selected cache way is up-
dated with the store data corresponding to the store in-
struction to persistent memory and a PD coherence state.
The PD state may indicate the store data is dirty, but not
read accessible. The control logic 542 may prevent read
access of the selected cache way until an acknowledg-
ment is received indicating the store data is written into
the persistent memory. Additionally, the control logic 542
may send control signals to the L1 cache to invalidate a
copy in the L1 cache of the cache way corresponding to
the store instruction to persistent memory. Further, con-
trol logic within the processor may prevent any bypass
forwarding of data corresponding to the store instruction
to persistent memory within the load-store unit (LSU).
[0093] Until an indication is received indicating the
store data is sent to the persistent memory to be written
into the persistent memory, the control logic 542 may
allow write access of the selected cache way in the cache
array 510 only for the given thread that executed the store
instruction to persistent memory. The control logic 542
may update the block status of the selected cache way
with an identifier of the given thread (given thread ID).
Each of the threads may execute a synchronization in-
struction, such as a persistent memory barrier instruction,
that forces all previous store instructions to persistent
memory to commit data to the persistent memory and
perform an acknowledgment of the commit prior to exe-
cuting any instructions after the synchronization instruc-
tion. Identifying the thread ID in the block state in the
cache array 510 with the store data may allow the given
thread to continue processing past the synchronization
instruction once all cache lines for the given thread with
a PD state have committed to the persistent memory.
The given thread would not have to wait for cache lines
with a PD state corresponding to other threads to have
data committed to persistent memory.
[0094] The cache controller 540 also may allocate an
entry in the PD buffer 550 for the store instruction to per-
sistent memory. The allocated entry may store portions
of an address used for the store instruction to persistent
memory, such as an index. An indication of the selected
way, such as the block tag or an identifier of the selected
way, may also be stored in the allocated entry. A thread
ID and a processor ID may also be stored in the allocated
entry. In various embodiments, the PD buffer 550 may
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be implemented as a first-in-first-out (FIFO). In other em-
bodiments, another type of data structure may be used.
The per-thread PD counters 560 maintain a count of
cache lines with a PD state for a given thread that have
yet to commit to persistent memory. A corresponding
counter is incremented in the counters 560 for the store
instruction to persistent memory that caused a coherence
state transition to the PD state from the given thread. For
example, a first store instruction to persistent memory
may update a first byte within a given cache line. The
first store instruction to persistent memory may cause a
corresponding counter in the counters 560 to increment.
A second store instruction to persistent memory may up-
date a second byte within the given cache line before the
modified first byte is written to persistent memory. How-
ever, the given cache line already has a corresponding
coherence state equal to the PD state. Therefore, the
second store instruction to persistent memory may not
cause the corresponding counter in the counters 560 to
increment. The counters 560 may maintain a count of
cache lines to send to persistent memory, which may
generally be a fewer number of transactions than the
number of store instructions to the cache lines.
[0095] The control logic 542 may determine when to
deallocate an entry from the PD buffer 550. Deallocation
from the PD buffer 550 may cause a request to be sent
to a higher-level cache to commit the store data to per-
sistent memory. For example, the cache 500 may be a
L2 cache and the cache controller 540 deallocates an
entry from the PD buffer 550 and sends a corresponding
request to a L3 cache. The L3 cache may lock a corre-
sponding cache line to prevent any further consumption
or modification of the cache line associated with the store
instruction to persistent memory. Alternatively, the cache
500 may be directly connected to a memory controller,
which is connected to the persistent memory.
[0096] The control logic 542 may utilize many algo-
rithms to determine when to deallocate entries from the
PD buffer 550. For example, the control logic 542 may
use particular criteria for the determination, wherein the
criteria may include a timer or count value since a tran-
sition to the PD coherence state, a filled capacity thresh-
old for the entire buffer, a filled capacity threshold on a
thread basis, a priority value associated with the store
instruction to persistent memory, execution of a synchro-
nization instruction, such as the member persist instruc-
tion; and so forth. A number of entries to allocate and
deallocate simultaneously may be configurable and may
be based on buses to other components. When an entry
in the PD buffer 550 is selected for deallocation, a cor-
responding counter in the per-thread PD line counters
560 is decremented. When the cache controller 540 re-
ceives an acknowledgment that the cache line has been
committed to persistent memory, the control logic 542
may transition the coherence state for the selected cache
way in the cache array 510 from PD to Invalid (I).
[0097] Regarding executing a synchronization instruc-
tion, the synchronization instruction for a given thread

may not commit until all prior store instructions to per-
sistent memory for the given thread have corresponding
data stored in persistent memory. The processor execut-
ing the given thread may indicate that on-die store queue
and/or store buffer has no store instructions to persistent
memory allocated. Similarly, the selected cache, such
as a L2 cache, may indicate no storage of cache lines
for the given thread with a PD coherence state.
[0098] Alternatively, the synchronization instruction for
the given thread may retire in the processor and an indi-
cation is sent to the cache 500. If the control logic 542
detects a counter in the per-thread PD line counters 560
stores a zero or other value indicating no cache lines with
a PD state are stored in the cache array 510 for the given
thread, then the control logic 542 may determine the syn-
chronization instruction has completed. If the counter
stores a non-zero value or other value that indicates
caches lines with a PD state are stored in the cache array
510 for the given thread, then the synchronization instruc-
tion may be stored. For example, the synchronization
instruction may be stored in the access request queues
546. The synchronization instruction completes when pri-
or store instructions (in program order) to persistent
memory commit to persistent memory. Later store in-
structions to persistent memory are not allowed to com-
mit to persistent memory until the synchronization in-
struction completes.
[0099] Referring now to FIG. 8, a generalized flow di-
agram of one embodiment of a method 600 for reliably
processing persistent store instructions is illustrated. For
purposes of discussion, the steps in this embodiment are
shown in sequential order. However, some steps may
occur in a different order than shown, some steps may
be performed concurrently, some steps may be com-
bined with other steps, and some steps may be absent
in another embodiment.
[0100] In block 602, program instructions are proc-
essed for one or more software applications. If a given
processor retires a store instruction to persistent memory
(conditional block 604), then in block 606, a copy of a
given cache line corresponding to the retired store is up-
dated with the store data. The given cache line may be
in a given cache at a given level of a cache hierarchy. In
block 608, a cache coherency state of the given cache
line may transition to a persistent dirty (PD) coherence
state. The PD state may indicate the cache line is dirty
and is not read accessible.
[0101] In block 610, a cache controller in the given
cache may block read access of any cache lines with a
PD state. In block 612, for caches below the given level,
any cache line copies corresponding to the retired store
may be invalidated. The caches below the given level
may be located between a corresponding processor and
the given level. For example, the L1 cache is below the
L2 cache. In block 614, a count of a number of cache
lines with a PD coherence state for the corresponding
thread is incremented. Additionally, an entry for the re-
tired store request is allocated in a buffer. The buffer may
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store corresponding information for store instructions to
persistent memory that have been sent to the given
cache, but have not yet been committed to the persistent
memory. The buffer may be used to send requests later
to the persistent memory for storage. Although further
store instructions to persistent memory may update the
cache line with a PD state before the cache line is written
to persistent memory, the count of the number of cache
lines with a PD coherence state for the corresponding
thread may not be incremented since the subsequent
store instructions to persistent memory did not cause a
coherence state transition to the PD state. The cache
line already had an associated PD coherence state.
[0102] One of many qualifying conditions may be used
to determine when and how many requests to send to
the persistent memory for storage of data associated with
buffered store instructions. As described earlier, control
logic may use particular criteria for the determination,
wherein the criteria may include a timer or count value
since a transition to the PD coherence state, a filled ca-
pacity threshold for the entire buffer, a filled capacity
threshold on a thread basis, a priority value associated
with the store instruction, execution of a synchronization
instruction, such as the member persist instruction; and
so forth.
[0103] If a qualified condition to empty the buffer of
store requests to persistent memory is detected (condi-
tional block 616), then in block 618, requests are sent to
store the cache line copies in persistent memory that are
currently stored in the given cache. If an acknowledgment
is received indicating the given cache line copy is stored
in persistent memory (conditional block 620), then in
block 622, a coherency state of the given cache line copy
in the given cache is transitioned from PD to Exclusive
(E). The given cache line is made read accessible again.
In block 624, the PD count for the corresponding thread
is decremented. Additionally, the entry in the buffer for
the retired store request is deallocated.
[0104] It is noted that the above-described embodi-
ments may comprise software. In such an embodiment,
the program instructions that implement the methods
and/or mechanisms may be conveyed or stored on a
computer readable medium. Numerous types of media
which are configured to store program instructions are
available and include hard disks, floppy disks, CD-ROM,
DVD, flash memory, Programmable ROMs (PROM), ran-
dom access memory (RAM), and various other forms of
volatile or non-volatile storage.
[0105] Although the embodiments above have been
described in considerable detail, numerous variations
and modifications will become apparent to those skilled
in the art once the above disclosure is fully appreciated.
It is intended that the following claims be interpreted to
embrace all such variations and modifications.

Claims

1. A computing system comprising:

a plurality of processors;
a cache (500) configured to be accessed by at
least two of the plurality of processors;
a cache controller (540) coupled to the cache;
a persistent memory (130) coupled to the cache
controller;
wherein a first thread of a plurality of threads
executed by a first processor of the plurality of
processors is configured to send a given data
block to the persistent memory for storage via
the cache controller; and
wherein the cache controller is configured to:

in response to receiving the given data block
and determining a coherence state corre-
sponding to the given data block does not
already prevent read access, increment a
respective per-thread count for the first
thread;
prevent any read access of the copy of the
given data block in said cache, in response
to detecting the given data block is to be
sent to be stored in the persistent memory;
and
in response to receiving a corresponding
acknowledgment that the given data block
is stored in the persistent memory, decre-
ment the respective per-thread count for the
first thread.

2. The computing system as recited in claim 1, wherein
the cache controller is further configured to allow
read and write access of said copy of the given data
block in said cache, in response to receiving an ac-
knowledgment that the given data block is stored in
the persistent memory.

3. The computing system as recited in claim 2, wherein
in response to determining the given data block is to
be stored in the persistent memory, the cache con-
troller is further configured to invalidate any copy of
the given data block in any cache levels between the
first processor and said cache.

4. The computing system as recited in claim 2 or claim
3, wherein in response to detecting the data is to be
stored in the persistent memory, the cache controller
is further configured to allow write access of said
copy of the given data block in said cache only for
the first thread of the plurality of threads executed
by the first processor.

5. The computing system as recited in claim 4, wherein
in response to executing a given instruction in the
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first thread, the first processor is configured to:

select the given data block to send to the per-
sistent memory for storage with a corresponding
acknowledgment; and
send both an indication and the given data block
to the cache controller, wherein the indication
indicates storing the given data block in the per-
sistent memory with acknowledgment.

6. The computing system as recited in claim 5, wherein
the given instruction is a persistent store instruction
and the persistent memory utilizes a storage medium
comprising one of phase change memory (PCM),
spin torque transfer RAM, and memristors.

7. The computing system as recited in claim 5 or claim
6, wherein at least one of:

the first processor is further configured to pre-
vent bypassing of a data block corresponding to
a persistent store instruction to a load instruction
dependent upon the persistent store instruction;
the cache controller is further configured to send
an indication to the first processor indicating to
commit a synchronization instruction executed
by the first thread in response to determining a
respective acknowledgment has been received
for each data block corresponding to the first
thread to be sent to the persistent memory for
storage.

8. The computing system as recited in any one of claims
5-7, wherein in response to detecting a respective
data block is to be stored in the persistent memory,
the cache controller is further configured to prevent
any coherence state transition to a coherence state
indicating the respective data block is both dirty and
is read accessible.

9. The computing system as recited in any one of claims
5-8, wherein the cache controller is further config-
ured to:

receive from the first processor a first indication
a synchronization instruction executed by the
first thread is committed; and
store a second indication indicating the synchro-
nization instruction is not yet completed respon-
sive to determining at least one respective ac-
knowledgment has not been received for a data
block corresponding to the first thread to be sent
to the persistent memory for storage.

10. The computing system as recited in claim 9, wherein
the cache controller is further configured to at least
one of:

store a third indication indicating the synchroni-
zation instruction is completed responsive to de-
termining a respective acknowledgment has
been received for each data block correspond-
ing to the first thread to be sent to the persistent
memory for storage;
prevent any data block from the first thread in
the first processor received after the first indica-
tion to be sent to the persistent memory for stor-
age responsive to determining at least one re-
spective acknowledgment has not been re-
ceived for a data block received prior to the first
indication.

11. A method to be used in a computing system, the
method comprising:

accessing a cache by at least two processors of
a plurality of processors;
in response to receiving a given data block from
a first thread of a plurality of threads executed
by a first processor of the plurality of processors,
wherein the given data block is to be sent to a
persistent memory, and determining a coher-
ence state corresponding to the given data block
does not already prevent read access, incre-
ment a respective per-thread count for the first
thread;
sending the given data block to the persistent
memory for storage;
preventing any read access of the copy of the
given data block in the cache, in response to
detecting the given data block is to be sent to
be stored in the persistent memory; and
in response to receiving a corresponding ac-
knowledgment that the given data block is stored
in the persistent memory, decrement the re-
spective per-thread count for the first thread.

12. The method as recited in claim 11, further comprising
allowing read and write access of said copy of the
given data block in said cache, in response to re-
ceiving an acknowledgment that the given data block
is stored in the persistent memory.

13. The method as recited in claim 12, wherein the per-
sistent memory utilizes a storage medium compris-
ing one of phase change memory (PCM), spin torque
transfer RAM, and memristors.

14. The method as recited in claim 12 or 13, further com-
prising preventing any coherence state transition to
a coherence state indicating a respective data block
is both dirty and is read accessible.
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Patentansprüche

1. Rechensystem, umfassend:

eine Vielzahl von Prozessoren;
einen Cache (500), der dazu ausgelegt ist, dass
zumindest zwei der Vielzahl von Prozessoren
auf ihn zugreifen;
einen Cache-Controller (540), der an den Cache
gekoppelt ist;
einen persistenten Speicher (130), der an den
Cache-Controller gekoppelt ist;
wobei ein erster Thread einer Vielzahl von
Threads, die durch einen ersten Prozessor der
Vielzahl von Prozessoren ausgeführt werden,
dazu ausgelegt ist,
einen gegebenen Datenblock zur Speicherung
über den Cache-Controller zu dem persistenten
Speicher zu senden; und
wobei der Cache-Controller ausgelegt ist zum:

als Reaktion auf ein Empfangen des gege-
benen Datenblocks und ein Bestimmen,
dass ein Kohärenzzustand entsprechend
dem gegebenen Datenblock nicht bereits
einen Lesezugriff verhindert, Erhöhen ei-
nes jeweiligen Thread-spezifischen Zähl-
werts für den ersten Thread;
Verhindern jedes Lesezugriffs der Kopie
des gegebenen Datenblocks in dem Cache,
als Reaktion auf ein Erfassen, dass der ge-
gebene Datenblock gesendet werden
muss, um in dem persistenten Speicher ge-
speichert zu werden; und
als Reaktion auf ein Empfangen einer ent-
sprechenden Bestätigung, dass der gege-
bene Datenblock in dem persistenten Spei-
cher gespeichert ist, Verringern des jewei-
ligen Thread-spezifischen Zählwerts für
den ersten Thread.

2. Rechensystem nach Anspruch 1, wobei der Cache-
Controller ferner dazu ausgelegt ist, als Reaktion auf
ein Empfangen einer Bestätigung, dass der gege-
bene Datenblock in dem persistenten Speicher ge-
speichert ist, einen Lese- und Schreibzugriff der Ko-
pie des gegebenen Datenblocks in dem Cache zu
erlauben.

3. Rechensystem nach Anspruch 2, wobei, als Reak-
tion auf ein Bestimmen, dass der gegebene Daten-
block in dem persistenten Speicher gespeichert wer-
den muss, der Cache-Controller ferner dazu ausge-
legt ist, jede Kopie des gegebenen Datenblocks auf
allen Cache-Ebenen zwischen dem ersten Prozes-
sor und dem Cache ungültig zu machen.

4. Rechensystem nach Anspruch 2 oder Anspruch 3,

wobei, als Reaktion auf ein Erfassen, dass die Daten
in dem persistenten Speicher gespeichert werden
müssen, der Cache-Controller ferner dazu ausge-
legt ist, einen Schreibzugriff der Kopie des gegebe-
nen Datenblocks in dem Cache nur für den ersten
Thread der Vielzahl von Threads, die durch den ers-
ten Prozessor ausgeführt werden, zu erlauben.

5. Rechensystem nach Anspruch 4, wobei, als Reak-
tion auf ein Ausführen eines gegebenen Befehls in
dem ersten Thread, der erste Prozessor ausgelegt
ist zum:

Auswählen des gegebenen Datenblocks zum
Senden zu dem persistenten Speicher zur Spei-
cherung mit einer entsprechenden Bestätigung;
und
Senden sowohl einer Angabe als auch des ge-
gebenen Datenblocks zu dem Cache-Control-
ler, wobei die Angabe ein Speichern des gege-
benen Datenblocks in dem persistenten Spei-
cher mit Bestätigung angibt.

6. Rechensystem nach Anspruch 5, wobei der gege-
bene Befehl ein persistenter Speicherbefehl ist und
der persistente Speicher ein Speichermedium, um-
fassend einen Phasenwechselspeicher (Phase
Change Memory, PCM), einen Spin-Torque-Trans-
fer-RAM und Memristoren, nutzt.

7. Rechensystem nach Anspruch 5 oder Anspruch 6,
wobei zumindest eines von Folgendem gilt:

der erste Prozessor ist ferner dazu ausgelegt,
ein Umgehen eines Datenblocks entsprechend
einem persistenten Speicherbefehl zu einem
Ladebefehl, der von dem persistenten Speicher-
befehl abhängt, zu verhindern;
der Cache-Controller ist ferner dazu ausgelegt,
eine Angabe zu dem ersten Prozessor zu sen-
den, die angibt, einen Synchronisierungsbefehl
anzuwenden, der durch den ersten Thread als
Reaktion auf ein Bestimmen ausgeführt wird,
dass eine jeweilige Bestätigung für jeden Da-
tenblock entsprechend dem ersten Thread, der
zur Speicherung zu dem persistenten Speicher
gesendet werden muss, empfangen wurde.

8. Rechensystem nach einem der Ansprüche 5-7, wo-
bei, als Reaktion auf ein Erfassen, dass ein jeweiliger
Datenblock in dem persistenten Speicher gespei-
chert werden muss, der Cache-Controller ferner da-
zu ausgelegt ist, jeden Kohärenzzustandsübergang
zu einem Kohärenzzustand, der angibt, dass der je-
weilige Datenblock sowohl geändert (dirty) als auch
per Lesezugriff zugänglich ist, zu verhindern.

9. Rechensystem nach einem der Ansprüche 5-8, wo-
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bei der Cache-Controller ferner ausgelegt ist zum:
Empfangen, von dem ersten Prozessor, einer ersten
Angabe, dass ein Synchronisierungsbefehl, der
durch den ersten Thread ausgeführt wird, angewen-
det wird; und Speichern einer zweiten Angabe, die
angibt, dass der Synchronisierungsbefehl noch nicht
abgeschlossen ist, als Reaktion auf ein Bestimmen,
dass zumindest eine jeweilige Bestätigung für einen
Datenblock entsprechend dem ersten Thread, der
zur Speicherung zu dem persistenten Speicher ge-
sendet werden muss, nicht empfangen wurde.

10. Rechensystem nach Anspruch 9, wobei der Cache-
Controller ferner ausgelegt ist zu zumindest einem
von:

Speichern einer dritten Angabe, die angibt, dass
der Synchronisierungsbefehl abgeschlossen
ist, als Reaktion auf ein Bestimmen, dass eine
jeweilige Bestätigung für jeden Datenblock ent-
sprechend dem ersten Thread, der zur Speiche-
rung zu dem persistenten Speicher gesendet
werden muss, empfangen wurde;
Verhindern, dass ein Datenblock von dem ers-
ten Thread in dem ersten Prozessor, der nach
der ersten Angabe empfangen wird, zur Spei-
cherung zu dem persistenten Speicher gesen-
det wird, als Reaktion auf ein Bestimmen, dass
zumindest eine jeweilige Bestätigung für einen
Datenblock, der vor der ersten Angabe empfan-
gen wird, nicht empfangen wurde.

11. Verfahren zur Verwendung in einem Rechensystem,
das Verfahren umfassend:

Zugreifen auf einen Cache durch zumindest
zwei Prozessoren einer Vielzahl von Prozesso-
ren;
als Reaktion auf ein Empfangen eines gegebe-
nen Datenblocks von einem ersten Thread einer
Vielzahl von Threads, die durch einen ersten
Prozessor der Vielzahl von Prozessoren ausge-
führt werden, wobei der gegebene Datenblock
zu einem persistenten Speicher gesendet wer-
den muss, und ein Bestimmen, dass ein Kohä-
renzzustand entsprechend dem gegebenen Da-
tenblock nicht bereits einen Lesezugriff verhin-
dert, Erhöhen eines jeweiligen Thread-spezifi-
schen Zählwerts für den ersten Thread;
Senden des gegebenen Datenblocks zur Spei-
cherung zu dem persistenten Speicher;
Verhindern jedes Lesezugriffs der Kopie des ge-
gebenen Datenblocks in dem Cache, als Reak-
tion auf ein Erfassen, dass der gegebene Da-
tenblock gesendet werden muss, um in dem per-
sistenten Speicher gespeichert zu werden; und
als Reaktion auf ein Empfangen einer entspre-
chenden Bestätigung, dass der gegebene Da-

tenblock in dem persistenten Speicher gespei-
chert ist, Verringern des jeweiligen Thread-spe-
zifischen Zählwerts für den ersten Thread.

12. Verfahren nach Anspruch 11, ferner umfassend ein
Erlauben, als Reaktion auf ein Empfangen einer Be-
stätigung, dass der gegebene Datenblock in dem
persistenten Speicher gespeichert ist, eines Lese-
und Schreibzugriffs der Kopie des gegebenen Da-
tenblocks in dem Cache.

13. Verfahren nach Anspruch 12, wobei der persistente
Speicher ein Speichermedium, umfassend einen
Phasenwechselspeicher (Phase Change Memory,
PCM), einen Spin-Torque-Transfer-RAM und Mem-
ristoren, nutzt.

14. Verfahren nach Anspruch 12 oder 13, ferner umfas-
send ein Verhindern jedes Kohärenzzustandsüber-
gangs zu einem Kohärenzzustand, der angibt, dass
ein jeweiliger Datenblock sowohl geändert (dirty) als
auch per Lesezugriff zugänglich ist.

Revendications

1. Système informatique comprenant :

une pluralité de processeurs ;
un cache (500) configuré pour être accessible
par au moins deux de la pluralité de
processeurs ;
un contrôleur de cache (540) couplé au cache ;
une mémoire permanente (130) couplée au con-
trôleur de cache ;
où un premier fil d’exécution d’une pluralité de
fils d’exécution exécutés par un premier proces-
seur de la pluralité de processeurs est configuré
pour envoyer un bloc de données donné à la
mémoire permanente pour un stockage par l’in-
termédiaire du contrôleur de cache ;
et
où le contrôleur de cache est configuré pour :

en réponse à la réception du bloc de don-
nées donné et à la détermination qu’un état
de cohérence correspondant au bloc de
données donné n’empêche pas déjà l’accès
en lecture, incrémenter un compte par fil
d’exécution respectif pour le premier fil
d’exécution ;
empêcher tout accès en lecture de la copie
du bloc de données donné dans ledit cache,
en réponse à la détection que le bloc de
données donné doit être envoyé pour être
stocké dans la mémoire permanente ; et
en réponse à la réception d’un accusé de
réception correspondant indiquant que le

33 34 



EP 3 008 603 B1

19

5

10

15

20

25

30

35

40

45

50

55

bloc de données donné est stocké dans la
mémoire permanente, décrémenter le
compte par fil d’exécution respectif pour le
premier fil d’exécution.

2. Système informatique tel que décrit dans la reven-
dication 1, dans lequel le contrôleur de cache est en
outre configuré pour permettre l’accès en lecture et
en écriture de ladite copie du bloc de données donné
dans ledit cache, en réponse à la réception d’un ac-
cusé de réception indiquant que le bloc de données
donné est stocké dans la mémoire permanente.

3. Système informatique tel que décrit dans la reven-
dication 2, dans lequel, en réponse à la détermina-
tion que le bloc de données donné doit être stocké
dans la mémoire permanente, le contrôleur de cache
est en outre configuré pour invalider toute copie du
bloc de données donné dans les niveaux de cache,
quels qu’ils soient, entre le premier processeur et
ledit cache.

4. Système informatique tel que décrit dans la reven-
dication 2 ou la revendication 3, dans lequel, en ré-
ponse à la détection que les données doivent être
stockées dans la mémoire permanente, le contrôleur
de cache est en outre configuré pour permettre l’ac-
cès en écriture de ladite copie du bloc de données
donné dans ledit cache uniquement pour le premier
fil d’exécution de la pluralité de fils d’exécution exé-
cutés par le premier processeur.

5. Système informatique tel que décrit dans la reven-
dication 4, dans lequel, en réponse à l’exécution
d’une instruction donnée dans le premier fil d’exé-
cution, le premier processeur est configuré pour :

sélectionner le bloc de données donné à en-
voyer à la mémoire permanente pour un stoc-
kage avec un accusé de réception
correspondant ; et
envoyer à la fois une indication et le bloc de don-
nées donné au contrôleur de cache, où l’indica-
tion indique le stockage du bloc de données don-
né dans la mémoire permanente avec un accusé
de réception.

6. Système informatique tel que décrit dans la reven-
dication 5, dans lequel l’instruction donnée est une
instruction de stockage permanent et la mémoire
permanente utilise un support de stockage compre-
nant une mémoire parmi les suivantes : une mémoi-
re à changement de phase (PCM), une RAM à trans-
fert de couple de rotation et des résistances mémoi-
res.

7. Système informatique tel que décrit dans la reven-
dication 5 ou la revendication 6, dans lequel au moins

l’un des énoncés suivants est satisfait :

le premier processeur est en outre configuré
pour empêcher le contournement d’un bloc de
données correspondant à une instruction de
mémoire permanente vers une instruction de
chargement qui dépend de l’instruction de stoc-
kage permanent ;
le contrôleur de cache est en outre configuré
pour envoyer une indication au premier proces-
seur indiquant de soumettre une instruction de
synchronisation exécutée par le premier fil
d’exécution en réponse à la détermination qu’un
accusé de réception respectif a été reçu pour
chaque bloc de données correspondant au pre-
mier fil d’exécution devant être envoyé à la mé-
moire permanente pour stockage.

8. Système informatique tel que décrit dans l’une quel-
conque des revendications 5 à 7, dans lequel, en
réponse à la détection qu’un bloc de données res-
pectif doit être stocké dans la mémoire permanente,
le contrôleur de cache est en outre configuré pour
empêcher toute transition d’état de cohérence vers
un état de cohérence indiquant que le bloc de don-
nées respectif est à la fois corrompu et accessible
en lecture.

9. Système informatique tel que décrit dans l’une quel-
conque des revendications 5 à 8, dans lequel le con-
trôleur de cache est en outre configuré pour :

recevoir du premier processeur une première
indication qu’une instruction de synchronisation
exécutée par le premier fil d’exécution est
engagée ; et
stocker une deuxième indication indiquant que
l’instruction de synchronisation n’est pas encore
terminée, en réponse à la détermination qu’au
moins un accusé de réception respectif n’a pas
été reçu pour un bloc de données correspondant
au premier fil d’exécution à envoyer dans la mé-
moire permanente pour stockage.

10. Système informatique tel que décrit dans la reven-
dication 9, dans lequel le contrôleur de cache est en
outre configuré pour exécuter au moins l’une des
étapes suivantes :

stocker une troisième indication indiquant que
l’instruction de synchronisation est terminée en
réponse à la détermination qu’un accusé de ré-
ception respectif a été reçu pour chaque bloc de
données correspondant au premier fil d’exécu-
tion à envoyer dans la mémoire permanente
pour stockage ;
empêcher tout bloc de données du premier fil
d’exécution dans le premier processeur reçu
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après la première indication d’être envoyé à la
mémoire permanente pour stockage en réponse
à la détermination qu’au moins un accusé de
réception respectif n’a pas été reçu pour un bloc
de données reçu avant la première indication.

11. Procédé destiné à être utilisé dans un système in-
formatique, le procédé comprenant les étapes
suivantes :

accéder à un cache par au moins deux proces-
seurs d’une pluralité de processeurs ;
en réponse à la réception d’un bloc de données
donné provenant d’un premier fil d’exécution
d’une pluralité de fils d’exécution exécutés par
un premier processeur de la pluralité de proces-
seurs, où le bloc de données donné doit être
envoyé à une mémoire permanente, et à la dé-
termination qu’un état de cohérence correspon-
dant au bloc de données donné n’empêche pas
déjà l’accès en lecture, incrémenter un compte
par fil d’exécution respectif pour le premier fil
d’exécution ;
envoyer le bloc de données donné à la mémoire
permanente pour stockage ;
empêcher tout accès en lecture de la copie du
bloc de données donné dans le cache, en ré-
ponse à la détection que le bloc de données
donné doit être envoyé pour être stocké dans la
mémoire permanente ; et
en réponse à la réception d’un accusé de récep-
tion correspondant indiquant que le bloc de don-
nées donné est stocké dans la mémoire perma-
nente, décrémenter le compte par fil d’exécution
respectif pour le premier fil d’exécution.

12. Procédé tel que décrit dans la revendication 11, com-
prenant en outre de permettre l’accès en lecture et
en écriture de ladite copie du bloc de données donné
dans ledit cache, en réponse à la réception d’un ac-
cusé de réception indiquant que le bloc de données
donné est stocké dans la mémoire permanente.

13. Procédé tel que décrit dans la revendication 12, dans
lequel la mémoire permanente utilise un support de
stockage comprenant une mémoire parmi les
suivantes : une mémoire à changement de phase
(PCM), une RAM à transfert de couple de rotation
et des résistances mémoires.

14. Procédé tel que décrit dans la revendication 12 ou
la revendication 13, comprenant en outre d’empê-
cher toute transition d’état de cohérence vers un état
de cohérence indiquant qu’un bloc de données res-
pectif est à la fois corrompu et accessible en lecture.
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