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When a first operation on a first security-level file is received,
acquire a facial image of a user performing the first operation on
the first security-level file

When itis recognized that the facial image is a facial image in a
preset white list, display a password input box corresponding to
the facial image

When itis detected that the password input box receives a
password, determine whether the password matches a preset
password of the first security-level file

When itis determined that the password matches the password of
the first security-level file, open the first security-level file, wherein
the first security-level file comprises a second security-level file,
and an encryption identifier is displayed on the second
security-level file

When a second operation on the second security-level file is
received, a question dialog box randammly pops Up

When itis detected that the question dialog box receives an
answer to be verified, determine whether the answer to be verified
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(57) Abstract: Provided is a shared file security management method. The method compris-
es: acquiring a facial image of a user performing a first operation on a first security-level file;
when the facial image is a facial image in a preset white list, displaying a password input
box; when it is determined that a password in the password input box matches a password
corresponding to a preset first security-level file, opening the first security-level file, wherein
the first security-level file comprises a second security-level file; when a second operation
on the second security-level file is received, a question dialog box randomly popping up;
and when it is determined that an answer to be verified in the question dialog box matches
a standard answer to a question, executing the second operation on the second security-lev-
el file. Further provided are a shared file security management apparatus, a terminal and a
non-volatile computer-readable storage medium. According to the method, the security of
the first security-level file in a shared disk is ensured by means of determining the facial
image of the user, and at the same time, if the second security-level file in the first securi-
ty-level file is operated, the security of the second security-level file is ensured by randomly
displaying the question dialog box.
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