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ABSTRACT
A system includes one or more memory devices storing instructions, and one or more
processors configured to execute the instructions to perform steps of a method providing biometric
detection of coercion of a user. The system may detect a trigger event associated with a potential
transfer of funds and may receive user biometric data. The system may determine, based on stored
user biometric data and the detected user biometric data, a confidence level that the stored user
biometric data is indicative of biological information representative of a user being in a stressed

state. The system may initiate one or more precautionary safety measures.
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SYSTEMS FOR DETECTING BIOMETRIC RESPONSE TO ATTEMPTS AT
COERCION

FIELD OF INVENTION

[0001] The present disclosure relates generally to biometric sensor-based detection of a
stressed state of a user, and more particularly providing systems and methods for determining that

a user is being coerced to transfer funds.

BACKGROUND

[0002] Mobile applications for banking, cryptocurrencies, and other technologies have
become increasingly popular. Such technologies generally provide digital interfaces through
which funds can be quickly and easily transferred between parties. Certain technologies, such as
some cryptocurrency exchanges, may provide an environment in which funds can be easily
transferred but cannot be easily tracked or refunded. In some such environments, it may be
impossible to track or refund a transaction. Thus, some environments may permit a recipient of

transferred funds to enjoy complete anonymity.

[0003] The availability of anonymity when receiving funds may provide certain persons a
means by which those persons can coerce others into transferring funds. For example, a bad actor
may forcibly coerce a person into transferring funds to a financial account accessible by the
contemptible person, such as by forcing a person to transfer funds via a banking application
installed on a mobile device. As another example, a bad actor may nonviolently coerce a person
into transferring funds to another financial account, such as by blackmail. While the above

examples include illegal acts of coercion, not all acts of coercion are so limited.

[0004] Accordingly, there is a need for improved devices, systems, and methods that can detect
a trigger event and determine whether biometric data associated with a user is indicative of the
user being in a stressed state. Such indication of a stressed state may suggest that the user is being
coerced and may provide an opportunity to take precautionary safety measures, which may prevent

or correct completion of a coerced transfer of funds and/or facilitate physical security of the user.
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SUMMARY

[0005] Disclosed embodiments provide systems and methods for determining that a customer

is being coerced to transfer funds.

[0006] Consistent with the disclosed embodiments, the system may include one or more
memory devices storing instructions and one or more processors configured to execute the
instructions to perform steps of determining an indication that a customer is being coerced to
transfer funds. The system may execute the instructions to receive, from one or more sensors,
biometric sensor data, the biometric sensor data being biological information representative of a
user being in a stressed state and store the biometric sensor data via memory associated with the
one or more processors. The system may detect, by the one or more processors, a trigger event
that is associated with a potential transfer of funds, and responsive to detecting the trigger event,
the system may receive, from the one or more sensors, situational data that includes biological
information associated with the user. The system can determine, by the one or more processors,
that the received situational data is above a predetermined level of similarity to the first biometric

sensor data, and the system can initiate one or more precautionary safety measures.

[0007] Consistent with the disclosed embodiments, methods for detecting that a user is being

coerced to transfer funds are also disclosed.

[0008] Further features of the disclosed design, and the advantages offered thereby, are
explained in greater detail hereinafter with reference to specific embodiments illustrated in the

accompanying drawings, wherein like elements are indicated be like reference designators.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Reference will now be made to the accompanying drawings, which are not necessarily
drawn to scale, and which are incorporated into and constitute a portion of this disclosure, illustrate
various implementations and aspects of the disclosed technology and, together with the
description, serve to explain the principles of the disclosed technology. In the drawings:

[0010] FIG. 1 is a diagram of an example coercion detection system, in accordance with some
embodiments;

[0011] FIG. 2 is a component diagram of an example wearable user device, in accordance with

some embodiments;
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[0012] FIG. 3 is a component diagram of an example user computing device, in accordance
with some embodiments;

[0013] FIG. 4 is a component diagram of an example biometrics authentication device, in
accordance with some embodiments;

[0014] FIG. 5 is a flowchart showing operation of an example coercion detection system, in
accordance with some embodiments;

[0015] FIG. 6 is a flowchart showing operation of an example coercion detection system, in
accordance with some embodiments; and

[0016] FIG. 7 is a flowchart showing operation of an example coercion detection system, in

accordance with some embodiments.

DETAILED DESCRIPTION

[0017] Throughout this disclosure, certain example embodiments are described in relation to
systems and methods for determining that a customer is being coerced to transfer funds.
embodiments of the disclosed technology are not so limited. In some embodiments, the disclosed
technology may be effective in determining that a user is being coerced to perform any of a number
of actions, such as transmitting a message, approving certain actions, or signing a contract. Those
having skill in the art will recognize that the disclosed technology can be applicable to multiple

scenarios and applications.

[0018] Some implementations of the disclosed technology will be described more fully with
reference to the accompanying drawings. This disclosed technology may, however, be embodied
in many different forms and should not be construed as limited to the implementations set forth
herein. The components described hereinafter as making up various elements of the disclosed
technology are intended to be illustrative and not restrictive. Many suitable components that would
perform the same or similar functions as components described herein are intended to be embraced
within the scope of the disclosed electronic devices and methods. Such other components not
described herein may include, but are not limited to, for example, components developed after

development of the disclosed technology.

[0019] It is also to be understood that the mention of one or more method steps does not
preclude the presence of additional method steps or intervening method steps between those steps

expressly identified. Similarly, it is also to be understood that the mention of one or more
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components in a device or system does not preclude the presence of additional components or

intervening components between those components expressly identified.

[0020] The disclosed embodiments are directed to systems and methods for determining that
a user is being coerced to transfer funds. In some embodiments, the system may include one or
more memory devices storing instructions and one or more processors configured to execute the
instructions to perform steps of a method. Specifically, in some embodiments, the system may
execute the instructions to receive, from one or more sensors, biometric sensor data. The biometric
sensor data may include biological information representative of a user being in a stressed state.
They system may store the biometric sensor data via memory associated with the one or more
processors. The system may determine, by the one or more processors, that the received situational
data is above a predetermined level of similarity to the first biometric sensor data, and the system
may initiate one or more precautionary safety measures. In some embodiments, the system may
initiate the one or more precautionary safety measures responsive to determining that the received

situational data is above the predetermined level of similarity to the first biometric sensor data.

[0021] In some embodiments, a system for determining that a user is being coerced to transfer
funds may include a non-transitory computer-readable medium storing instructions that, when
executed by one or more processors, cause a system to perform steps of a method. Specifically,
in some embodiments, the one or more processors may execute the instructions to receive first
biometric sensor data from one or more sensors and may store the first biometric sensor data via
memory associated with the one or more processors. The first biometric sensor data may be
biological information representative of a user being in a stressed state. The one or more
processors may also detect a trigger event; in some embodiments, the one or more processors may
detect the trigger event by the one or more processors. The trigger event may be associated with
a potential transfer of funds. Responsive to detecting the trigger event, the one or more processors
may receive situational data from the one or more sensors. The situational data may include
biological information associated with the user. The one or more processors may determine that
the recetved situational data is above a predetermined level of similarity to the first biometric

sensor data, and the system may initiate one or more precautionary safety measures.

[0022] In some embodiments, a method for determining that a user is being coerced to transfer

funds is disclosed. The method may include detecting a trigger event. The trigger event may be
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associated with a potential transfer of funds. The method may include, responsive to detecting the
trigger event, requesting user biometric data. The user biometric data may be indicative of
biological information associated with the user. The method may include receiving the user
biometric data and determining, based on a determination that the user biometric data is within a
predetermined confidence threshold of similarity to stored user biometric data, that the stored user
biometric data is indicative of biological information representative of the user being in a stressed
state. The method may include receiving a request to transfer funds. The method may include
transmitting, to a financial service provider, a notification that the requested transfer of funds was
potentially coerced. The financial service provider may be associated with a recipient account
associated with the rested transfer of funds. The method may include, subsequent to transmitting
the notification, receiving a verification that the requested transfer of funds is a coerced transfer of
funds. The method may include transmitting, to the financial service provider, a request to stop,

cancel, and/or refund to a financial account associated with the user, the transfer of funds.

[0023] Although the above embodiments are described with respect to a system, a non-
transitory computer-readable medium, and a method, it is contemplated that embodiments with
identical or substantially similar features may alternatively be implemented as methods, systems,

and/or non-transitory computer-readable media.

[0024] Reference will now be made in detail to exemplary embodiments of the disclosed
technology, examples of which are illustrated in the accompanying drawings and disclosed herein.
Wherever convenient, the same references numbers will be used throughout the drawings to refer

to the same or like parts.

[0025] FIG. 1 is a diagram of an example system 100 that may be configured to perform one
or more processes that may determine whether a user is being coerced to transfer funds. The
components and arrangements shown in FIG. 1 are not intended to limit the disclosed embodiments
as the components used to implement the disclosed processes and features may vary. As shown,
system 100 may include a wearable user device 102 and/or a user computing device 104, either of
which may be connected to an organization 108 via a network 106. Organization 108 may include,
for example, a web server 110, a transaction server 112, biometrics authentication device 114, a
biometrics database 116, and a local network 118. In some embodiments, system 100 may include

a third-party server 120, which may be connected to network 106.
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[0026] According to some embodiments, organization 108 may be associated with an entity
such as a business, corporation, individual, partnership, or any entity that may provide financial
services or processing of financial transactions such as a bank, a credit card company, or the like.
According to some embodiments, organization 108 may be associated with an entity that provides
goods and services. According to some embodiments, third-party server 120 may be associated
with an entity such as a business, corporation, individual, partnership, or any entity that may
provide financial services or processing of financial transactions such as a bank, a credit card
company, or the like. In some embodiments, merchant 107 and organization 108 may be
associated with the same or related entities. Accordingly, although organization 108 and third-
party server 120 are shown as being separate in FIG. 1, it should be understood that in some
embodiments, some or all of the elements of organization 108 and third-party server 120 may be

combined together into a single organization and/or into one or more components.

[0027] In some embodiments, a customer may operate wearable user device 102. User device
102 can include one or more of a wearable device such as a smart ring, a smart watch, a smart
bracelet, smart glasses, smart clothing (e.g., a jacket or shirt having at least some of the electronics
and/or operability discussed herein), or the like. In certain embodiments, the customer may operate
a user computing device 104. User computing device may include one or more of a mobile device,
smart phone, general purpose computer, tablet computer, laptop computer, telephone, a public
switched telephone network (PSTN) landline, smart wearable device, voice command device,
other mobile computing device, or any other device capable of communicating with network 106
and/or with one or more components of organization 108. According to some embodiments, some
or all of the components and/or functionalities of user device 102 may be included in user
computing device 104, and in some embodiments, some or all of the components and/or
functionalities of computing device 104 may be included in user device 102. In certain
embodiments, user device 102 and user computing device 104 may refer to the same device. User
device 102 may belong to or be provided by the customer, or may be borrowed, rented, or shared.
Users 101 may include individuals such as, for example, subscribers, clients, prospective clients,
or customers of an entity associated with organization 108 and/or a third party, such as a third
party associated with third-party server 120. According to some embodiments and as described
more fully below, user device 102 and/or user computing device 104 may include one or more of:

an environmental sensor for obtaining audio or visual data (e.g., a microphone and/or digital
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camera), one or more biometric sensors for obtaining biometric data from a user (e.g., heartrate
data, blood pressure data, hormonal data, body temperature data, retinal data, iris data, voice data,
respiratory data, brainwave data, olfactory data, sweat data), a geographic location sensor for
determining the location of the device, an input/output device such as a transceiver for sending
and receiving data (e.g., via Wi-Fi, cellular communications, near-filed communications,
Bluetooth™, and the like), a display for displaying digital images, one or more processors, and a

memory in communication with the one or more processors.

[0028] An example embodiment of wearable user device 102 is shown in more detail in FIG.
2. Wearable user device 102 may have a similar structure and components that are similar to those
described with respect to user computing device 104. As shown, wearable user device 102 may
include a processor 210; an input/output (I/O) device 220; a memory 230, which may contain an
operating system (OS) 232, a storage device 234, which may be any suitable repository of data
and may include a gesture database including data corresponding to one or more predetermined
spatial gestures, and a program 236; a communication interface 240; and a biometrics sensor 250.
In some embodiments, communication interface 240 may include a transceiver. In some
embodiments, payor computing device 110 may further include a peripheral interface, a mobile
network interface in communication with processor 210, a bus configured to facilitate
communication between the various components of wearable user device 102, and/or a power
source configured to power one or more components of wearable user device 102. In certain
embodiments, wearable user device 102 may include a geographic location sensor (GLS) for
determining the geographic location of wearable user device 102. In certain embodiments,
wearable user device 102 may include a user interface (U/I) device 260 for receiving user input
data, such as data representative of a click, a scroll, a tap, a press, a spatial gesture (e.g., as detected
by one or more accelerometers and/or gyroscopes), or typing on an input device that can detect
tactile inputs. In some embodiments, biometric sensor 250 may be one or more biometric sensors
that are configured to detect and/or measure one or types of biological information. For example,
biometric sensor 250 may be configured to measure one or more of a user’s heartrate, blood
pressure, hormone levels, body temperature, ocular characteristics (e.g., size, shape, color, and/or
other characteristics associated with a user’s retina, iris, and/or pupil), voice, respiratory rate (e.g.,
breathing rate), brainwaves, odor (i.e., olfactory data), and sweat (e.g., amount produced, rate of

production, molecular composition). Those having skill in the art will understand that the
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disclosed technology contemplates any and all sensors configured to measure biological
information, including those not yet created, and is not restricted to those types of biological
information expressly recited herein. In some embodiments, wearable user device 102 may
include a microphone and/or an image capture device, such as a digital camera. In certain
embodiments, wearable user device 104 may include one or more sensors configured to measure
environmental data, such as ambient temperature (e.g., by a thermometer or thermocouple),
ambient humidity (e.g., by a hygrometer), local wind speed (e.g., by an anemometer, manometer,
or pressure transducer), or any other environmental data that may be useful for the methods and

techniques disclosed herein.

[0029] In some embodiments, wearable user device 102 may include a peripheral interface,
which may include the hardware, firmware, and/or software that enables communication with
various peripheral devices, such as media drives (e.g., magnetic disk, solid state, or optical disk
drives), other processing devices, or any other input source used in connection with the instant
techniques. In some embodiments, a peripheral interface may include a serial port, a parallel port,
a general-purpose input and output (GPIO) port, a game port, a universal serial bus (USB), a micro-
USB port, a high definition multimedia (HDMI) port, a video port, an audio port, a Bluetooth™
port, a near-field communication (NFC) port, another like communication interface, or any

combination thereof.

[0030] In some embodiments, a transceiver may be configured to communicate with
compatible devices and ID tags when they are within a predetermined range. A transceiver may
be compatible with one or more of: radio-frequency identification (RFID), near-field
communication (NFC), Bluetooth™, Bluetooth™ low-energy (BLE) (e.g., BLE mesh and/or
thread), Wi-Fi™, ZigBee™, ambient backscatter communications (ABC) protocols or similar

technologies.

[0031] A mobile network interface may provide access to a cellular network, the Internet, or
another wide-area network. In some embodiments, a mobile network interface may include
hardware, firmware, and/or software that allows processor(s) 210 to communicate with other
devices via wired or wireless networks, whether local or wide area, private or public. A power
source may be configured to provide an appropriate alternating current (AC) or direct current (DC)

to power components.
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[0032] As described above, wearable user device 102 may be configured to remotely
communicate with one or more other devices, such as user computing device 104, organization
108, and/or third-party server 120. In some embodiments, wearable user device 102 may be
configured to communication with one or more devices via network 106. According to some
embodiments, wearable user device 102 may be configured to detect and transmit biometric data

indicative of biological information associated with a user.

[0033] Processor 210 may include one or more of an application specific integrated circuit
(ASIC), programmable logic device, microprocessor, microcontroller, digital signal processor, co-
processor or the like or combinations thereof capable of executing stored instructions and operating
upon stored data. Memory 230 may include, in some implementations, one or more suitable types
of memory (e.g., volatile or non-volatile memory, random access memory (RAM), read only
memory (ROM), programmable read-only memory (PROM), erasable programmable read-only
memory (EPROM), electrically erasable programmable read-only memory (EEPROM), magnetic
disks, optical disks, floppy disks, hard disks, removable cartridges, flash memory, a redundant
array of independent disks (RAID), and the like) for storing files including operating system 232,
application programs 236 (including, for example, a web browser application, a widget or gadget
engine, and or other applications, as necessary), executable instructions and data. In some
embodiments, processor 210 may include a secure microcontroller, which may be configured to
transmit and/or facilitate payment transactions and/or cryptography. In some embodiments,
processor 210 may comprise a single secure microcontroller configured to transmit and/or
facilitate payment, encrypt and/or decrypt data, and/or process any other program instructions. In
some embodiments, processor 210 may include one or more secure microcontrollers and/or other
processing devices such that one or more secure microcontroller is configured to transmit and/or
facilitate payment and/or encrypt and/or decrypt data, while one or more other processing device
is configured to process any other program instructions. In some embodiments, some or all of the
processing techniques described herein can be implemented as a combination of executable

instructions and data within memory 230.

[0034] Processor 210 may be one or more known processing devices, such as a microprocessor
from the Pentium™ family manufactured by Intel™, the Turion™ family manufactured by
AMD™, or the Cortex™ family or SecurCore™ manufactured by ARM™. Processor 210 may

constitute a single-core or multiple-core processor that executes parallel processes simultaneously.
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For example, processor 210 may be a single core processor that is configured with virtual
processing technologies. In certain embodiments, processor 210 may use logical processors to
simultaneously execute and control multiple processes. Processor 210 may implement virtual
machine technologies, or other similar known technologies to provide the ability to execute,
control, run, manipulate, store, etc. multiple software processes, applications, programs, etc. One
of ordinary skill in the art would understand that other types of processor arrangements could be

implemented that provide for the capabilities disclosed herein.

[0035] Wearable user device 102 may include one or more storage devices 234 configured to
store information used by processor 210 (or other components) to perform certain functions related
to the disclosed embodiments. As an example, wearable user device 102 may include memory
230 that includes instructions to enable processor 210 to execute one or more applications, network
communication processes, and any other type of application or software known to be available on
computer systems. Alternatively, the instructions, application programs, etc. may be stored in an
external storage or available from a memory over a network. The one or more storage devices
may be a volatile or non-volatile, magnetic, semiconductor, tape,> optical, removable, non-

removable, or other type of storage device or tangible computer-readable medium.

[0036] In some embodiments, wearable user device 102 may include memory 230 that
includes instructions that, when executed by processor 210, perform one or more processes
consistent with the functionalities disclosed herein. Methods, systems, and articles of manufacture
consistent with disclosed embodiments are not limited to separate programs or computers
configured to perform dedicated tasks. For example, wearable user device 102 may include
memory 230 that may include one or more programs 236 to perform one or more functions of the
disclosed embodiments. Moreover, processor 210 may execute one or more programs 236 located
remotely from, for example and not limitation, web server 110, transaction server 112, or
biometrics authentication device 114. For example, wearable user device 102 may access one or
more remote programs 236, that, when executed, perform functions related to one or more
disclosed embodiments. In some embodiments, one or more programs 236 may be configured to
detect and/or measure biological information associated with a user, which may include, but is not
limited to, a user’s heartrate, blood pressure, hormone levels, body temperature, retina, iris, pupil,
voice, respiratory rate (e.g., breathing rate), brainwaves, odor, and/or sweat. In some

embodiments, the program(s) 236 may be configured to determine that the obtained biological
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information associated with the user is representative of the user being in a calm state or that the

obtained biological information is representative of the user being in a stressed stated.

[0037] According to some embodiments, program(s) 236 may be configured to detect and/or
obtain baseline biometric information associated with a user. In some embodiments, the baseline
biometric data may include data representative of the user being in a calm state. In some
embodiments, the baseline biometric data may include data representative of the user being in a
stressed state. In some embodiments, the baseline biometric data may include a combination of
data representative of the user being in a calm state (e.g., baseline calm biometric data) and data
representative of the user being in a stressed state (e.g., baseline stressed biometric data). In some
embodiments, the baseline calm biometric data and the baseline stressed biometric data may
include the same types of biometric data (e.g., both include blood pressure data), and in some
embodiments, the baseline calm biometric data and the baseline stressed biometric data may
include different types of biometric data (e.g., the baseline calm biometric data includes blood
pressure data but not heartrate data and the baseline stressed biometric data includes heartrate data
but not blood pressure data). In certain embodiments, program(s) 236 may be configured to
provide a request (e.g., audibly or via a display associated with wearable user device 102) for a
user to provide baseline biometric data. In some embodiments, program(s) 236 may be configured
to receive an indication from the user to begin recording biometric data that can be used as baseline
biometric data. In some embodiments, program(s) 236 may request a certain type of baseline
biometric data (e.g., calm or stressed), and in some embodiments, program(s) 236 may be
configured to receive an indication from the user as to whether the biometric data being recorded
is representative of the user being in a calm state or in a stressed state. According to some
embodiments, program(s) 236 may be configured to record biometric data that can be used as
baseline biometric data for a predetermined amount of time. For example, program(s) 236 may be
configured to record biometric data for 1 minute, 5 minutes, 30 minutes, 1 hour, 2 hours, 1 day, or
any amount of time desired, required, or deemed necessary to provide a sufficient amount of
baseline data. In certain embodiments, program(s) 236 may be configured to record biometric data
that can be used as baseline biometric data until indication from the user to stop recording has been

received.

[0038] In some embodiments, program(s) 236 may be configured to determine, based on the

recorded biometric data, a range of biometric data representative of the user being in a stressed
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state. In some embodiments, program(s) 236 may be configured to determine, based on the
recorded biometric data, a range of biometric data representative of the user being in a calm state.
In some embodiments, the range of stressed biometric data and/or the range of calm biometric data
may be stored in storage device 234 or some other memory location (e.g., a memory location

associated with user computing device 104 or in biometrics database 116).

[0039] In certain embodiments, program(s) 236 may be configured to update baseline
biometric data on a regular or semi-regular basis. For example, program(s) 236 may be configured
to measure, record, or otherwise obtain biometric data associated with the user on a daily, semi-
daily, bi-daily, weekly, semi-weekly, bi-weekly, monthly, semi-monthly, bi-monthly, annual, or
some other predetermined basis. As another example, program(s) 236 may be configured to
measure, record, or otherwise obtain biometric data associated with the user whenever a certain
event occurs, such as the user opening or logging into an application associated with program(s)
236 (such as an application associated with wearable user device 102 and/or user computing device
104).

[0040] In some embodiments, wearable user device 102 may determine one or more ranges of
baseline biometric data (e.g., a range of baseline calm biometric data and/or a range of baseline
stressed biometric data), which may be based at least in part on the obtained baseline biometric
data. In some embodiments, wearable user device 102 may store the baseline biometric data and/or
the one or more ranges of baseline biometric data locally. In some embodiments, wearable user
device 102 may transmit the baseline biometric data such that it can be stored at memory associated
with user computing device (e.g., storage location 334), at memory associated with organization
108 (e.g., biometrics database 116), or some other memory location. In some embodiments,
wearable user device 102 may transmit the baseline biometric data such that user computing device
102, biometrics authentication device 114, or some other device or component can determine one
or more ranges of baseline biometric data, which may be based at least in part on the obtained
baseline biometric data. In certain embodiments, the baseline biometric data and/or ranges of
baseline biometric data may be stored at multiple locations (e.g., multiple memory locations may

store redundant copies of the baseline biometric data and/or ranges of baseline biometric data).

[0041] According to some embodiments, program(s) 236 may be configured to detect a trigger

event. Program(s) 236 may be configured to detect a trigger event by receiving data indicative of
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one or more of the trigger events discussed herein. Such data may be received from one or more
sensors or may be received within the program(s) 236 itself (e.g., by detecting that the user has
opened the program(s) 236, such as a mobile banking application, and/or by detecting that the user
has performed one or more certain actions within the program(s) 236). The trigger event may be
any predetermined event or set of predetermined events. In some embodiments, the trigger event
may be an event that must occur prior to a user transferring funds via one or more devices. For
example, a user may desire to transfer funds via wearable user device 102 or user computing device
104, and to do so, a user is typically required to open or log into an application associated with
wearable user device 102 or user computing device 104. Thus, in some embodiments, the trigger
event may be a user opening or logging into an application, website, or other interface that can be
used to transfer funds. In some embodiments, the trigger event may be opening or selecting a
“transfer funds” function, tool, or window within the application or other interface (e.g., the user
is already logged into an application or website associated with a financial service provider and a
trigger event occurs when the user selects a “transfer funds” tool within the application or website).
In certain embodiments, a trigger event may occur when the user attempts to access a financial
service account associated with the user via an ATM or at a physical location or storefront. In
some embodiments, a trigger event may occur when the user attempts to transfer money over a
predetermined amount. In some embodiments, the predetermined amount may be configurable
and/or customizable by a user, a financial service provider, or some other entity. In certain
embodiments, a trigger event may be associated with a potential transfer of funds. In certain
embodiments, a trigger event may occur if the user attempts to transfer funds to a financial account
associated with a person or entity other than the user. In some embodiments, a trigger event may
occur if the user attempts to transfer funds to a person or entity to whom the user has never before
transferred funds or to whom the user has transferred funds below a predetermined number of
times. In some embodiments, a trigger event may occur if the user attempts to transfer funds to a
person or entity who is not associated with a “white list” of acceptable transfer recipients. In some
embodiments, the “white list” may include accounts and/or persons or entities with whom the user
has previously transferred funds. In some embodiments, a trigger event may occur if the user
attempts to transfer funds to a person or entity who associated with a “black list” of acceptable
transfer recipients. In some embodiments, a trigger event may occur if the user attempts to transfer

funds to a person or entity who is a known criminal and/or has committed one or more
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predetermined actions. For example, in some embodiments, a trigger event may occur if the user
attempts to transfer funds to a person or entity who has committed fraud, larceny, robbery, or any
other predetermined crime or action. In some embodiments, a list of persons and/or entities who
are criminals or have committed certain actions may be generated and maintained by organization
108 and may be saved in a database associated with organization 108. In certain embodiments, a
list of persons and/or entities who are criminals or have committed certain actions may be
generated and maintained by one or more third parties (e.g., one or more law enforcement agencies,

one or more private entities) and may be accessible by organization 108.

[0042] In some embodiments, a trigger event may be based at least in part on a geographic
location of wearable user device 102. For example, certain locations and/or certain area (e.g.,
geofenced areas) may be predetermined to be high-risk locations such that a trigger event may
occur if the user opens a particular application or selects a certain tool while wearable user device
102 is located at a high-risk location or within a high-risk area. In certain embodiments, one or
more high-risk locations may be based at least in part on publicly or commercially available
information, such as overall crime rates, robbery rates, or other pertinent information. In some
embodiments, one or more high-risk locations may be based on a history of locations visited by
the user (e.g., as determined by a GLS associated with wearable user device 102 and/or user
computing device 104). For example, in some embodiments, a trigger event may occur if the user
opens a particular application or selects a certain tool while wearable user device 102 and/or user
computing device 104 is located at a location or within an area that the wearable user device 102
has never before visited. In some embodiments, a trigger event may occur if the user opens a
particular application or selects a certain tool while wearable user device 102 and/or user
computing device 104 is located at a location or within an area that the wearable user device 102

does not regularly visit.

[0043] In some embodiments, certain locations and/or certain areas (e.g., geofenced areas)
may be predetermined to be low-risk locations such that a trigger event will not occur if the user
opens a particular application or selects a certain tool while wearable user device 102 is located at
a low-risk location or within a low-risk area. In some embodiments, a trigger event may occur if
the user opens a particular application or selects a certain tool while wearable user device 102 is

not located at a low-risk location or is not within a low-risk area.
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[0044] According to some embodiments, a trigger event may be based on a time of the day,
day of the week, some other temporal characteristic, or any range or ranges thereof. In certain
embodiments, this time or range of times may be configurable or customizable by the user,
organization 108, or some other person or entity. In some embodiments, the time or range of times
may be indicative of a time or range of times during which the user is unlikely to transfer funds.
For example, in some embodiments, a trigger event may occur if the user opens a particular
application, selects a certain tool, or performs some other predetermined action during a range of
time, such as between 11pm and 6am. In some embodiments, a trigger event may occur based on
a combination of one or more of the above discussed facts. For example, in some embodiments,
a trigger event may not occur if the user opens a particular application at 2am while wearable user
device 102 is located at a location identified as the user’s home, but a trigger event may occur if
the user opens the application at 2am while wearable user device is located at a location identified
as an alley in a neighborhood with a crime rate above a predetermined threshold. As another
example, a trigger event may not occur if the user attempts to transfer less than $500 while
wearable user device 102 is located at a location identified as a workplace of the user, but a trigger
event may occur if the user attempts to transfer more than $50 while wearable user device 102 is

located at a location identified as a bar.

[0045] In some embodiments, wearable user device 102 (or user computing device 104,
biometrics authentication device 114, or some other device or component) may be configured to
request confirmation as to whether a trigger event was associated with a coerced transfer of funds

(or an attempted coerced transfer of funds.

[0046] According to some embodiments, upon detecting a trigger event, program(s) 236 may
be configured to detect and/or record biometric information associated with the user. In some
embodiments, the detected and/or recorded biometric information may be referred to as situational
biometric data. In some embodiments, the situational biometric data may include one or more of
the types of biometric data included in the baseline biometric data. For example, situational
biometric data may include one or more of images of the user (e.g., facial and/or body images),
height, weight, heartrate data, blood pressure data, hormone level data, body temperature data,
retina data, iris data, pupil data, voice data (e.g., tone, pitch, rate of speech, accent, etc.), respiratory
rate data (e.g., breathing rate data), brainwave data, odor/scent data (i.e., olfactory data), and sweat

data (e.g., amount produced, rate of production, molecular composition). In some embodiments,
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program(s) 236 may be configured to compare the situational biometric data to the baseline
biometric data. In some embodiments, program(s) 236 may be configured to, based on the
comparison, determine whether the situational biometric data is representative of the user being in
a calm state or in a stressed state. For example, in some embodiments, if a comparison of the
situational biometric data and the baseline biometric data representative of the user being in a calm
state is above a predetermined threshold of similarity, program(s) 236 may determine that the
situational biometric data is representative of the user being in a calm state. In some embodiments,
if a comparison of the situational biometric data and the baseline biometric data representative of
the user being in a calm state is below a predetermined threshold of similarity, program(s) 236
may determine that the situational biometric data is representative of the user being in a stressed
state. In some embodiments, if a comparison of the situational biometric data and the baseline
biometric data representative of the user being in a stressed state is above a predetermined
threshold of similarity, program(s) 236 may determine that the situational biometric data is
representative of the user being in a stressed state. In some embodiments, if a comparison of the
situational biometric data and the baseline biometric data representative of the user being in a
stressed state is below a predetermined threshold of similarity, program(s) 236 may determine that
the situational biometric data is representative of the user being in a calm state. In some
embodiments, program(s) 236 may be configured to transmit, to user computing device 104 or
organization 108 (e.g., to biometrics authentication device 114), an indication that the situational

biometric data is representative of the user being in a calm state or a stressed state.

[0047] As described above, situational biometric data may include one or several types of
biometric data associated with the user (e.g., one or more of images of the user, heartrate data,
blood pressure data, hormone level data, body temperature data, retina data, iris data, pupil data,
various types of voice data (tone, pitch, rate of speech, accent, etc.), respiratory rate data,
brainwave data, odor/scent data, and various types of sweat data (amount produced, rate of
production, molecular composition, etc.). In some embodiments, program(s) 236 may be
configured to determine whether one, some, or all of the measured types of biometric data is
indicative of the user being in a stressed state. In some embodiments, program(s) 236 may be
configured to require that two, three, four, five, six, seven, eight, nine, ten, or more of the measured
types of biometric data is indicative of the user being in a stressed state in order for program(s)

236 to determine that the user is in a stressed state.
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[0048] In some embodiments, program(s) 236 may be configured to determine whether a
majority of the various types of biometric data measured support a determination of the user being
in a stressed state. For example, if three types of biometric data are measured, program(s) may be
configured to determine that a user is in a stressed state if two or more of the types of biometric
data support this conclusion. As a more detailed example, program(s) 236 may be configured to
compare situational biometric data A to baseline biometric data A (which is indicative of the user
being in a stressed state), situational biometric data B to baseline biometric data B (which is
indicative of the user being in a stressed state), and situational biometric data C to baseline
biometric data C (which is indicative of the user being in a stressed state). If situational biometric
data A is sufficiently similar to baseline biometric data A, but situational biometric data B and C
are not sufficiently similar to baseline biometric data B and C, respectively, program(s) 236 may
be configured to determine that the user is not in a stressed state. Conversely, if situational
biometric data A is not sufficiently similar to baseline biometric data A, but situational biometric
data B and C are sufficiently similar to baseline biometric data B and C, respectively, program(s)
236 may be configured to determine that the user is in a stressed state. Similarly, program(s) 236
may be configured to determine that a user is in a stressed state if a predetermined threshold
percentage of types of measured biometric data is exceed. For example, in order for program(s)
236 to determine that the user is in a stressed state, some embodiments may require 40%, 50%,
67%, 75%, 80%, 90%, or 100% of the measured types of biometric data to be indicative (based on
a comparison to corresponding types of baseline biometric data) of the user being in a stressed

state.

[0049] According to some embodiments, program(s) 236 may be configured to compare one
or more types of situational biometric data to one or more types of baseline biometric data. In
certain embodiments, each of the various types of biometric data may be given an accuracy factor.
That is, some types of biometric data may be deemed to more accurately indicate whether a user
is undergoing stress, and an accuracy factor may permit program(s) 236 to more accurately
determine whether a user is undergoing stress. For example, in some embodiments, four types of
biometric data may be stored, and four respective types of situational biometric data (situational
biometric data A-D). Program(s) 236 may determine that three of the four types of biometric data
(situational biometric data A—C) are indicative of the user being in a calm state (or, minimally, not

being in a stressed state), and program(s) 236 may determine that the remaining type of biometric
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data (situational biometric data D) is indicative of the user being in a stressed state. Nonetheless,
program(s) 236 may determine that the user is in a stressed state if situational biometric data D has
an accuracy factor that sufficiently outweighs the corresponding accuracy factors of situational
biometric data A—C. That is, if the type of biometric data associated with situational biometric
data D is deemed to closely and accurately correlate to a user’s stressed state and the types of
biometric data associated with situational biometric data A—C do not accurately correlate to a
user’s stressed state, program(s) 236 may be configured to more strongly weigh the situational

biometric D when determining whether the user is in a stressed state.

[0050] In some embodiments, program(s) 236 may be configured to determine, based on the
comparison, a stress value associated with the situational biometric data. For example, in some
embodiments, program(s) 236 may be configured to determine a user’s stress on a scale of 0 to
100, where O represents total calmness (i.e., no stress) and 100 represents total stress (i.e., no
calmness). In some embodiments, program(s) 236 may be configured to determine if the
situational biometric data has a stress value that is above a predetermined threshold (e.g., above
65 on a scale of 0 to 100). In certain embodiments, program(s) 236 may be configured to aggregate
the stress value for all types of measured biometric data and determine if the aggregated stress
value is above a predetermined threshold. In some embodiments, program(s) 236 may be
configured to aggregate the stress value for all types of measured biometric data, divide the
aggregated stress value by the number of types of measured biometric data to determine an average
stress value, and determine if the average stress value is above a predetermined threshold.
According to some embodiments, program(s) 236 may be configured to determine whether a user
is in a stressed state using a weighted stress value (according to any of the methods described
herein), where the stress value of each type of measured biometric data is multiplied by the

corresponding accuracy factor for each type of measured biometric data.

[0051] In certain embodiments, program(s) 236 may not be configured to compare the
situational biometric data to the baseline biometric data but may instead be configured to transmit
the situational biometric data to user computing device 104 or organization 108 (e.g., to biometrics
authentication device 114). In certain embodiments, program(s) 236 may be configured to transmit
a location of the wearable user device 102 to user computing device 104 or organization 108 (e.g.,
to biometrics authentication device 114). In some embodiments, program(s) 236 may be

configured to determine whether communication is established with user computing device 104 or
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organization 108 (e.g., to biometrics authentication device 114). In some embodiments, if
communication is not established, program(s) 236 may be configured to save obtained situational
biometric data on local memory (e.g., storage location 234). In some embodiments, program(s)
236 may be configured to determine that communication with user computing device 104 or
organization 108 (e.g., to biometrics authentication device 114) has subsequently been established
or re-established. In some embodiments, program(s) 236 may be configured to transmit the saved
situational biometric data to user computing device 104 or organization 108 (e.g., to biometrics

authentication device 114).

[0052] In certain embodiments, the program(s) 236 may be configured to detect and/or
measure environmental data, which may include, but is not limited to, ambient temperature,
ambient humidity, and/or local wind speed. In some embodiments, the program(s) 236 may be
configured to determine whether the obtained biological information is representative of the user
being in a calm state or a stressed stated based at least in part the obtained environmental data. For
example, wearable user device 102 may determine that a user’s body temperature is elevated and
may also determine that the ambient temperature is 90°F; accordingly, the program(s) 236 may
determine that the elevated body temperature has little to no correlation to the user being in a
stressed state. As an alternate example, wearable user device 102 may determine that a user’s
body temperature is elevated and may also determine that the ambient temperature is 40°F;
accordingly, the program(s) 236 may determine that the elevated body temperature has some level
of correlation to the user being in a stressed state. In certain embodiments, wearable user device
102 may incorporate environmental data without measuring the data itself. For example, in some
embodiments, wearable user device 102 may obtain local weather data or other environmental data
from a publicly available or commercially available source of such information. While this may
provide comparatively generalized or approximated information (as compared to information
measured by wearable user device 102), this may also permit wearable user device 102 to require

fewer components, which may provide a smaller, sleeker, and/or lighter wearable user device.

[0053] In some embodiments, wearable user device 102 may be configured to transmit
situational biometric data, obtained environmental data, and/or data indicative of a determination
that the user is in a calm state or a stressed state directly to the intended recipient, and in some
embodiments wearable user device 102 may be configured to transmit situational biometric data,

obtained environmental data, and/or data indicative of a determination that the user is in a calm
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state or a stressed state via one or more components, such as by user computing device 104 and/or

network 106.

[0054] In some embodiments, responsive to a determination (by wearable user device 102,
user computing device 104, or some other device or system, such as biometrics authentication
device 114) that situational biometric data is indicative of the user being in a stressed state,
program(s) 236 of wearable user device 102 (or program(s) 336 of user computing device or some
other device or system, such as biometrics authentication device 114) may be configured to
transmit a notification to the user. For example, the notification may include one or more of a
phone call, an SMS message, and MMS message, an email, a voicemail, or any other type of
message. In some embodiments, the notification may request confirmation that the user is
physically unharmed and/or that the trigger event was associated with a coerced transfer of funds.
In some embodiments, the notification may send to one or more third parties informing the third
party that the user may be involved in a coerced transfer of funds. In certain embodiments, a third
party may be a predetermined contact input by the user (e.g., an emergency contact). In some
embodiments, the third party may be a law enforcement organization. In some embodiments,
program(s) 236 (or some other device or system) may transmit instructions to a camera and/or a
microphone (e.g., of wearable user device 102 or user computing device 104) to engage such that
environmental data may be recorded. In some embodiments, program(s) 236 (or some other device
or system) may be configured to determine from the recorded environmental data whether the user
is in a potentially dangerous situation or is becoming victim to a coerced transfer of funds. In
some embodiments, program(s) 236 (or some other device or system) may be configured to
transmit the recorded environmental data to one or more security personnel who may review the
recorded environmental data to determine whether the user is in a potentially dangerous situation
or is becoming victim to a coerced transfer of funds. In some embodiments, responsive to
determining that the situational data is above a predetermined level of stress for a predetermined
amount of time, program(s) 236 (or some other device or system) may be configured to transmit a
notification to one or more law enforcement organizations, and the notification may include a last-

known location of the wearable user device 102 (and/or the user computing device 104).

[0055] In some embodiments, responsive to a determination that situational biometric data is
indicative of the user being in a stressed state, program(s) 236 (or some other device or system)

may be configured to request that the user look at the camera and/or recite a safe word or safe
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phrase. In some embodiments, the display of the wearable user device 102 or user computing
device 104 may be configured to display a phrase, and the user may be requested to recite the
displayed phrase. In certain embodiments, program(s) 236 (or some other device or system) may
be configured to determine a secondary confirmation, based on a biometric analysis of the
recording of the user’s face and/or the recording of the user’s voice, whether the situational data

represents the user being in a stressed state.

[0056] In some embodiments, program(s) 236 (or some other device or system) may wait a
predetermined amount of time to transmit a request to the user asking for confirmation as to
whether the user has undergone a dangerous situation or has become victim to a coerced transfer
of funds. This may permit a dangerous situation to conclude to avoid the transmission to the user
unnecessarily escalating the dangerousness of the situation. In some embodiments, program(s)
236 (or some other device or system) may be configured to wait to contact the user until after
biometric data of the user returns to a below a predetermined threshold stress or until the biometric
of the user is within a predetermined degree of similarity to baseline biometric data that is
indicative of the user being in a calm state. In some embodiments, program(s) 236 (or some other
device or system) may be configured to determine that, upon detecting that a stress value associated
with the user quickly decreases to zero (e.g., low stress value or no new biometric data of the user),
the user is still in a stressed state, as the wearable user device 102 may have been removed from

the user.

[0057] In some embodiments, program(s) 236 (or some other device or system) may be
configured to determine may be configured to measure a body temperature data of the user. In
some embodiments, body temperature data that is above or below a predetermined threshold may
be indicative that the user is in a stressed state and/or is injured. For example, body temperature
data below a predetermined threshold may be indicative of the user being injured, and body
temperature data above a predetermined threshold may be indicative of the user being in a stressed

state, or vice versa.

[0058] In certain embodiments, wearable user device 102 (or user computing device 104,
biometrics authentication device 114, or some other device or component) may track past trigger
events and whether those trigger events were confirmed by the user to be associated with a coerced

transfer of funds or whether those trigger events were dismissed by the user as being a false
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positive and/or not associated with a coerced transfer of funds. In some embodiments, wearable
user device 102 may update the “sensitivity” of future trigger events depending on the outcome of
one or more past trigger events. For example, wearable user device 102 may dynamically change
ranges of times associated with trigger events if a predetermined numbered of trigger events
occurring within a certain time period have resulted in false positives. As another example,
wearable user device 102 may add a new transfer recipient to the “white list” of approved recipients
if a predetermined number of trigger events associated with a transfer of funds to that recipient
have been dismissed by the user as a false positive. Those having skill in the art will recognize
that other embodiments of machine learning and/or dynamically updating trigger events is herein

contemplated.

[0059] Memory 230 may include one or more memory devices that store data and instructions
used to perform one or more features of the disclosed embodiments. Memory 230 may also include
any combination of one or more databases controlled by memory controller devices (e.g., one or
more servers, etc.) or software, such as document management systems, Microsoft™ SQL

t™ databases, Oracle™ databases, Sybase™ databases, or other relational

databases, SharePoin
databases. Memory 230 may include software components that, when executed by processor 210,
perform one or more processes consistent with the disclosed embodiments. In some embodiments,
memory 230 may include a baseline biometrics database including data for storing related data to
wearable user device 102 to perform one or more of the processes and functionalities associated
with the disclosed embodiments. The baseline biometrics database may include data
corresponding to one or more types of biological information associated with the user that is
representative of the user being in a calm state and/or one or more types of biological information
associated with the user that is representative of the user being in a stressed state. In some
embodiments, the baseline biometrics database may include default biometrics data that may be
representative information that typically representative of a person being in calm state or a stressed
state. While the use of default biometric data may permit the wearable user device to perform
various operations and functionalities without requiring the user to provide baseline biometric data,
determinations that the user is in a calm state or a stressed state that are based on the default
biometric data may not be as accurate as determinations that are based on baseline biometric data

specific to an individual user as biological responses to stress may vary from person to person.
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[0060] In some embodiments, wearable user device 102 may be configured to determine
whether wearable user device 102 is in communication range with (or that wearable user device
does not have an established line of communication with) user computing device 104, network
106, or any other device or component. In some embodiments, upon determining that wearable
user device 102 is not in communication range with, or does not have an established line of
communication with, a particular device or component, wearable user device may be configured
to save situational biometric data, obtained environmental data, and/or data indicative of a
determination that the user is in a calm state or a stressed state in memory 230 (e.g., storage
location 234) or some other storage location. In some embodiments, upon determining that
wearable user device 102 has reestablished communication with the particular device or
component, wearable user device 102 may be configured to transmit the stored biometric data,
environmental data, and/or data indicative of a determination that the user is in a calm state or a

stressed state.

[0061] Wearable user device 102 may also be communicatively connected to one or more
memory devices (e.g., databases (not shown)) locally or through a network. The remote memory
devices may be configured to store information and may be accessed and/or managed by wearable
user device 102. By way of example, the remote memory devices may be document management
systems, Microsoft™ SQL database, SharePoint™ databases, Oracle™ databases, Sybase™
databases, or other relational databases. Systems and methods consistent with disclosed

embodiments, however, are not limited to separate databases or even to the use of a database.

[0062] In example embodiments of the disclosed technology, wearable user device 102 may
include any number of hardware and/or software applications that are executed to facilitate any of
the operations. The one or more I/O interfaces may be utilized to receive or collect data and/or
user instructions from a wide variety of input devices. Received data may be processed by one or
more computer processors as desired in various implementations of the disclosed technology

and/or stored in one or more memory devices.

[0063] While wearable user device 102 has been described as one form for implementing the
techniques described herein, those having ordinary skill in the art will appreciate that other
functionally equivalent techniques may be employed. For example, as known in the art, some or

all of the functionality implemented via executable instructions may also be implemented using

23
CA 3059487 2019-10-21



firmware and/or hardware devices such as application specific integrated circuits (ASICs),
programmable logic arrays, state machines, etc. Furthermore, other implementations of the
wearable’ user device 102 may include a greater or lesser number of components than those
illustrated. Some embodiments may exclude certain components discussed herein. For example,
in certain embodiments, wearable user device 102 may not include an OS, depending on the
complexity of the program instructions. Embodiments not including an OS may have comparative
limited functionality but may also decrease power consumption of wearable user device 102. The
various components of wearable user device 102 may include the same or similar attributes or
capabilities of the same or similar components discussed with respect to user computing device

104.

[0064] An example embodiment of user computing device 104 is shown in more detail in FIG.
3. User computing device 104 may have a similar structure and components that are similar to
those described with respect to wearable user device 102. As shown, user computing device 104
may include a processor 310; an I/O device 320; a memory 330 containing an OS 332, a storage
device 334, which may be any suitable repository of data and may include a gesture database
including data corresponding to one or more predetermined spatial gestures, and/or a program 336;
and a communication interface 340. In some embodiments, user computing device 104 may
include components such as an accelerometer; a gyroscope; a GLS for determining the geographic
location of user computing device 104; a U/I device for receiving user input data; such as data
representative of a click, a scroll, a tap, a press, or typing on an input device that can detect tactile
inputs; a display; a microphone and/or an image capture device, such as a digital camera; one or
more biometric sensors configured to measure biological information associated with a user such
as one or more of a user’s heartrate, blood pressure, hormone levels, body temperature, retina, iris,
pupil, voice, respiratory rate (e.g., breathing rate), brainwaves, odor (i.e., olfactory data), and sweat
(e.g., amount produced, rate of production, molecular composition); and/or one or more sensors
configured to measure environmental data, such as ambient temperature (e.g., by a thermometer
or thermocouple), ambient humidity (e.g., by a hygrometer), local wind speed (e.g., by an
anemometer, manometer, or pressure transducer), or any other environmental data that may be
useful for the methods and techniques disclosed herein. In some embodiments, communication
interface 340 may include a transceiver. In some embodiments, user computing device 104 may

further include a peripheral interface, a mobile network interface in communication with processor
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310, a bus configured to facilitate communication between the various components of user
computing device 104, and/or a power source configured to power one or more components of
user computing device 104. The various components of user computing device 104 may include
the same or similar attributes or capabilities of the same or similar components discussed with
respect to wearable user device 102. In some embodiments, some or all of the functionalities
discussed with respect to wearable user device 102 may be performed or accomplished by user
computing device 104. For example, in some embodiments, storage device 334 may include some
or all (or a copy of) baseline biometric data. As another example, in some embodiments,
program(s) 336 of user computing device 104 may be configured to receive situational biometric
data from wearable user device 102 and may be configured to determine, based on a comparison
of the situational biometric data and the baseline biometric data, a stress value associated with the
situational biometric data or that the situational biometric data is representative of the user being
in a calm state or a stressed state. In some embodiments, user computing device 104 may serve as
a communication relay. For example, in some embodiments, program(s) 336 may be configured
to receive situational data from wearable user device 102 and may be configured to transmit the
situational biometric data to organization 108 (e.g., biometrics authentication device 114) via

network 106 or some other communication method.

[0065] In some embodiments, responsive to a determination that situational biometric data is
sufficiently indicative of the user being in a stressed state, program(s) 336 of user computing

device 104 may be configured to

[0066] Network 106 may be of any suitable type, including individual connections via the
internet such as cellular or Wi-Fi networks. In some embodiments, network 106 may connect
terminals, services, and mobile devices using direct connections such as RFID, NFC, Bluetooth™,
BLE, Wi-Fi™, ZigBee™, ABC protocols, USB, WAN, or LAN. Because the information
transmitted may be personal or confidential, security concerns may dictate one or more of these
types of connections be encrypted or otherwise secured. In some embodiments, however, the
information being transmitted may be less personal, and therefore the network connections may

be selected for convenience over security.

[0067] Network 106 may comprise any type of computer networking arrangement used to

exchange data. For example, network 106 may be the Internet, a private data network, virtual
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private network using a public network, and/or other suitable connection(s) that enables
components in system environment 100 to send and receive information between the components

of system 100. Network 106 may also include a PSTN and/or a wireless network.

[0068] Organization 108 may include one or more servers, devices, and computer systems for
performing one or more functions associated with products and/or services that organization 108
provides. Such servers, devices, and computer systems may include, for example, web server 110,
transaction server 112, biometrics authentication device 114, biometrics database 116, as well as
any other computer systems necessary to accomplish tasks associated with organization 108 or the

needs of customers (which may be customers of an entity associated with organization 108).

[0069] Transaction server 114 may include a computer system configured to process one or
more transactions involving an account associated with a customer or user, or a request received
from third party (e.g., an entity associated with third-party server 120) on behalf of a customer or
user who is attempting to make a purchase. In some embodiments, transactions can include, for
example, a product/service purchase, product/service return, financial transfer, financial deposit,
financial withdrawal, financial credit, financial debit, dispute request, warranty coverage request,
and any other type of transaction associated with the products and/or services that an entity
associated with third-party server 120 and/or organization 108 provides to individuals such as
customers. Transaction server 114 may have one or more processors 142 and one or more
transaction server databases 144, which may be any suitable repository of transaction data.
Information stored in transaction server 114 may be accessed (e.g., retrieved, updated, and added

to) via local network 118 and/or network 106 by one or more devices.

[0070] In some embodiments, transaction server 114 tracks and stores event data regarding
interactions between a third party, such as third-party server 120, with organization 108, on behalf
of the individual (e.g., a customer or user). For example, transaction server 114 may track third-
party interactions such as purchase requests, refund requests, warranty claims, account
withdrawals and deposits, and any other type of interaction that third-party server 120 may conduct

with organization 108 on behalf of an individual such as customer or user.

[0071] Local network 118 may comprise any type of computer networking arrangement used

hTM

to exchange data in a localized area, such as Wi-Fi, Bluetoot Ethernet, and other suitable

network connections that enable components of organization 108 to interact with one another and
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to connect to network 106 for interacting with components in system environment 100. In some
embodiments, local network 118 may comprise an interface for communicating with or linking to
network 106. In other embodiments, components of a third party (e.g., an entity associated with
third-party server 120) and/or organization 108 may communicate via network 106, without a

separate local network 118.

[0072] An example embodiment of biometrics authentication device 114 is shown in more
detail in FIG. 4. Biometrics authentication device 114 may have a similar structure and
components that are similar to those described with respect to user computing device 104. As
shown, biometrics authentication device 114 may include a processor 410; an I/O device 420; and
a memory 430 containing an OS 432, a storage device 434, which may be any suitable repository
of data and may include a gesture database including data corresponding to one or more
predetermined spatial gestures, and/or a program 436. In some embodiments, biometrics
authentication device 114 may include more or fewer components (e.g., the components described
herein with respect to user computing device 104), and the various components of biometrics
authentication device 114 may include the same or similar attributes or capabilities of the same or
similar components discussed with respect to user computing device 104 and/or wearable user

device 102.

[0073] Biometrics authentication device 114 may include a computer system configured to
store, maintain, and update user biometric information. In some embodiments, biometrics
authentication device 114 may store and/or maintain user biometric information in biometrics
database 116. According to some embodiments, user biometric information may include
biological information that may be representative of a particular user being in a calm state. In
some embodiments, user biometric information may include biological information that may be
representative of a particular user being in a stressed state. In some embodiments, biometrics
authentication device 114 may include default biometric information, which may be based on an
aggregation of all user biometric information stored in biometrics database 116 (i.e., biological
information associated with a plurality of users) or a subset of the user biometric information stored

in biometrics database 116.

[0074] In some embodiments, biometrics database 116 may include a user biometric profile,

which may include biological information such as one or more of images of the user (e.g., facial
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and/or body images), height, weight, heartrate data, blood pressure data, hormone level data, body
temperature data, retina data, iris data, pupil data, voice data (e.g., tone, pitch, rate of speech,
accent, etc.), respiratory rate data (e.g., breathing rate data), brainwave data, odor/scent data (i.e.,
olfactory data), and sweat data (e.g., amount produced, rate of production, molecular composition).
In certain embodiments, the user profile may include baseline biometric data representative of the
user being in a calm state. In some embodiments, biometrics authentication device 114 may be
configured to receive situational biometric data which may include biological information
associated with the user. In certain embodiments, biometrics authentication device 114 may be
configured to receive situational biometric data from wearable user device 102 and/or user
computing device 104. In some embodiments, programs(s) 436 of biometrics authentication
device 114 may be configured to compare situational biometric data (e.g., data obtained by
wearable user device 102) to the user profile and may be configured to determine whether the
situational biometric data is representative of the user being in a calm state or a stressed state and/or
to determine whether a stress value is above a predetermined threshold. For example, if a
comparison of the situational biometric data and the baseline biometric data (i.e., data
representative of the user being in a calm state) is above a predetermined threshold of similarity,
the biometrics authentication device 114 may determine that the situational biometric data is
representative of the user being in a calm state (or a likelihood of coercion is below a
predetermined threshold or a likelihood of coercion is below a predetermined threshold).
Alternately, if a comparison of the situational biometric data and the baseline biometric data (i.e.,
data representative of the user being in a calm state) is below a predetermined threshold of
similarity, the biometrics authentication device 114 may determine that the situational biometric
data is representative of the user being in a stressed state (or a stress value is above a predetermined

threshold or a likelihood of coercion is above a predetermined threshold).

[0075] In certain embodiments, the user biometric profile may include baseline biometric data
representative of the user being in a stressed state. In some embodiments, if a comparison of the
situational biometric data and the baseline biometric data (i.c., data representative of the user being
in a stressed state) is above a predetermined threshold of similarity, the biometrics authentication
device 114 may determine that the situational biometric data is representative of the user being in
a stressed state (or a stress value is above a predetermined threshold or a likelihood of coercion is

above a predetermined threshold). Alternately, in some embodiments, if a comparison of the
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situational biometric data and the baseline biometric data (i.e., data representative of the user being
in a stressed state) is below a predetermined threshold of similarity, the biometrics authentication
device 114 may determine that the situational biometric data is representative of the user being in
a calm state (or a stress value is below a predetermined threshold or a likelihood of coercion is

below a predetermined threshold).

[0076] In some embodiments, the user biometric profile may include baseline calm biometric
data (i.e., data representative of the user being in a calm state) and baseline stressed biometric data
(i.e., data representative of the user being in a stressed state). In some embodiments, the baseline
calm biometric data and the baseline stressed biometric data may include the same types of
biometric data (e.g., both include blood pressure data), and in some embodiments, the baseline
calm biometric data and the baseline stressed biometric data may include different types of
biometric data (e.g., the baseline calm biometric data includes blood pressure data but not heartrate

data and the baseline stressed biometric data includes heartrate data but not blood pressure data).

[0077] In some embodiments, biometrics authentication device 114 may determine that the
situational biometric data is representative of the user being in a calm state if a comparison of the
situational biometric data and the baseline calm biometric data is above a predetermined threshold
of similarity and/or if a comparison of the situational biometric data and the baseline stressed
biometric data is below a predetermined threshold of similarity. In some embodiments, the
biometrics authentication device 114 may determine that the situational biometric data is
representative of the user being in a stressed state if a comparison of the situational biometric data
and the baseline stressed biometric data is above a predetermined threshold of similarity and/or if
a comparison of the situational biometric data and the baseline calm biometric data is below a

predetermined threshold of similarity.

[0078] In some embodiments, biometrics authentication device 114 may receive an indication
that the user has initiated a transfer of funds or requested a transfer or funds (e.g., via wearable
user device 102, user computing device 104, or some other device or component). In some
embodiments, biometrics authentication device 104 may initiate one or more safety measures. In
some embodiments, the safety measures include a request for the user to confirm the status of the
request to transfer funds (e.g., indicate whether the transfer of funds was coerced or whether the

user requested the transfer of funds under the user’s own volition). In certain embodiments, the
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request for the user to confirm the status of the request to transfer funds may include one or more
of a phone call, an SMS message, and MMS message, an email, a voicemail, or any other type of
message. In some embodiments, the notification may request confirmation that the user is
physically unharmed and/or that the trigger event was associated with a coerced transfer of funds.
In some embodiments, the notification may send to one or more third parties (e.g., an emergency
contact) informing the third party that the user may be involved in a coerced transfer of funds. In
some embodiments, the third party may be a law enforcement organization, and in some
embodiments, the notification may include a last-known location of the wearable user device 102
(and/or the user computing device 104). In some embodiments, biometrics authentication device
114 may transmit instructions to a camera and/or a microphone (e.g., of wearable user device 102
or user computing device 104) to engage such that environmental data may be recorded. In some
embodiments, biometrics authentication device 114 may be configured to determine from the
recorded environmental data whether the user is in a potentially dangerous situation or is becoming
victim to a coerced transfer of funds. In some embodiments, biometrics authentication device 114
may be configured to transmit the recorded environmental data to one or more security personnel
who may review the recorded environmental data to determine whether the user is in a potentially

dangerous situation or is becoming victim to a coerced transfer of funds.

[0079] In some embodiments, biometrics authentication device 114 may be configured to
transmit an artificial confirmation notification to a financial service provider or other third party
associated with a receiving account that is associated with a potentially coerced transfer of funds.
In some embodiments, the artificial confirmation notification may indicate that the transfer of
funds has successfully deposited funds into the receiving account. In some embodiments, if the
user indicates that the transfer of funds was not coerced, biometrics authentication device 114 may
be configured to deposit the funds into the receiving account. In certain embodiments, if the user
indicates that the transfer of funds was coerced, biometrics authentication device 114 may be
configured to cancel the transfer of funds such that the funds are not deposited into the receiving
account. According to some embodiments, biometrics authentication device 114 may also notify
a law enforcement organization and/or the financial service provider or third party associated with
the receiving account such that the holder of receiving account may be identified as being accused
of coercing a transfer of funds. In certain embodiments, biometrics authentication device 114 may

be configured to complete a transfer of funds to the financial service provider associated with the
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receiving party such that the funds are temporarily held by the financial service provider in a
holding account. Upon confirmation that the transfer of funds was not coerced, biometrics
authentication device 114 may instruct the financial service provider to complete the transfer by
transferring the funds from the holding account to the receiving account. Upon confirmation that
the transfer of funds was coerced, biometrics authentication device 114 may instruct the financial
service provider to cancel the transfer and refunds the transferred funds to an account associated
with the user. In some embodiments, upon confirmation that the transfer of funds was coerced,
biometrics authentication device 114 may instruct the financial service provider to freeze the

receiving account.

[0080] According to some embodiments, the system (e.g., wearable user device 102, user
computing device 104, or biometrics authentication device 114) may be configured to determine
one or more safety measures dependent on a risk rating associated with a trigger event. For
example, some embodiments may include a first tier of precautionary safety measures, which
corresponds to a low risk rating associated with the trigger event, and some embodiments may
include a second tier of precautionary safety measures, which corresponds to a high risk rating
associated with the trigger event. In some embodiments, biometrics authentication device 114
may determine that a risk rating associated with the trigger event and/or situational data. The risk
rating may be based at least in part on level of stress indicated by the situational data (e.g., how
extreme the level of stress or level of calmness is). In some embodiments, the risk rating may be
determined according to particular areas, the various crime rates associated with those particular
areas, and whether the user or other users have been coerced to transfer funds in that area. The
risk rating may also be based at least in part on time of day or other factors discussed herein with
respect to detection of a trigger event. In some embodiments, the first tier (i.e., low risk tier) may
correspond to less severe safety measures as compared to safety measures corresponding to the
second tier (i.e., high risk tier). For example, in some embodiments, the first tier may comprise
sending a push notification requesting that the user indicate whether a transfer is being coerced,
and in some embodiments, the second tier may comprise recording environmental data without

providing a notification to the user.

[0081] Although the preceding description describes various functions of wearable user device
102, user computing device 104, web server 110, transaction server 112, biometrics authentication

device 114, biometrics database 116, and third-party server 120, in some embodiments, some or
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all of these functions may be carried out by a single computing device. For example, although
FIG. 1 depicts authentication device 120 as being present in organization 108, in some
embodiments, some or all of the functionalities of authentication device 120 may be carried out by

wearable user device 102 and/or user computing device 104.

[0082] FIG. 5 shows a flowchart of a method 500 for determining whether a user is being
coerced to transfer funds. Method 500 may be performed by some or all of wearable user device
102, user computing device 104, web server 110, transaction server 112, biometrics authentication

device 114, biometrics database 116, and third-party server 120, or any useful combination thereof.

[0083] In block 505, method 500 (e.g., wearable user device 102, user computing device 104,
and/or biometrics authentication device 114) may include receiving first user data and second user
data. The user data may comprise biometric data, and in some embodiments, the first user data
may be indicative of biological information representative of the user being in a calm state, and
the second user data may be indicative of biological information representative of the user being
in a stressed state. In block 510, method 500 may include determining a first range of biometric
data based on the first user data and/or the second user data, and method 500 may include
determining a second range of biometric data based on the first user data and/or the second user
data. In some embodiments, the first user data may include a range of values indicative of a
predetermined confidence level that biometric data falling within that range of values is indicative
of the user being in a calm state. In some embodiments, the second user data may include a range
of values indicative of a predetermined confidence level that biometric data falling within that
range of values is indicative of the user being in a stressed state. In block 515, method 500 may
include storing the first and second ranges of biometric data in memory (e.g., one or more of

storage device 234, storage device 334, or storage device 434).

[0084] In block 520, method 500 may include receiving an indication of a trigger event, as
discussed above. The trigger event may be associated with a potential transfer of funds (e.g., the
opening of a mobile banking application on user computing device 104). In block 525, method
500 may include receiving situational data. In some embodiments, the situational data may include
biological information (e.g., biometric information) associated with the user. In some
embodiments, the situational data may be a stream of biological information associated with the

user. In certain embodiments, the situational data may include current (e.g., real-time or near real-
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time) biological information associated with the user. In certain embodiments, the situational data
may be a continuous stream of data, and in some embodiments, the situational data may include

transmissions of data that occur at a predetermined interval.

[0085] In block 530, method 500 may include determining, based at least in part on a
comparison of the situational data to the first range of biometric data and/or the second range of
biometric data, a likelihood of coercion associated with the potential transfer of funds. In certain
embodiments, the likelihood of coercion may correspond to a stress value, a stress value, or similar
data. In block 535, method 500 may include receiving, from the user (e.g., via wearable user
device 102 or user computing device 104), a request to transfer funds, and in block 540, the system
may be configured to determine that the likelihood of coercion is above a predetermined threshold.
In certain embodiments, the predetermined threshold may be selected by the user, by an entity
associated with the system, or dynamically (e.g., autonomously by the system). In some
embodiments, method 500 may include dynamically selecting the predetermined threshold, which
may be based on various types of historical data, such as previous instances of the user being
coerced to transfer funds, information associated with the circumstances surrounding previous
instances of the user being coerced to transfer funds (e.g., location, time, crime rate of location),

and/or false positives.

[0086] In block 540, method 500 may include transmitting an artificial notification to a third
party (e.g., the party potentially coercing the transfer of funds) associated with a receiving account
of the requested transfer of funds. According to some embodiments, this may include transmitting
a temporary transfer of funds to a financial service provider associated with the receiving account
such that the financial service provider is enabled to transmit, to the third party, an indication of a
completed transfer of funds without the funds having been actually transferred into the receiving
account. In some embodiments, method 500 may alternately include transmitting a flagged
transfer of funds such that the financial service provider associated with the transfer of funds may
track, investigate, or otherwise be apprised of the fact that the corresponding transfer of funds may
have been coerced by the third party associated with the receiving account. According to various
embodiments described herein, this may lead the third party to believe that the coerced transfer of
funds has been successfully completed such that the third party leaves the user without further

incident. Thus, method 500 may facilitate a safe resolution to a situation in which the third party
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attempts to coerce a transfer of funds from an account associated with the user to the receiving

account associated with the third party.

[0087] In block 550, method 500 may include receiving (e.g., from the user via wearable user
device 102 or via user computing device 104) confirmation that the requested transfer of funds is
a coerced transfer of funds. In block 555, method 500 may include canceling the coerced transfer
of funds. In some embodiments, method 500 may include transmitting, to the financial service
provider associated with the receiving account, instructions to stop, cancel, and/or refund the
transfer of funds. In some embodiments, the refunded funds may be transferred back to the

financial account associated with the user.

[0088] FIG. 6 shows a flowchart of a method 600 for determining whether a user is being
coerced to transfer funds. Method 600 may be performed by some or all of wearable user device
102, user computing device 104, web server 110, transaction server 112, biometrics authentication

device 114, biometrics database 116, and third-party server 120, or any useful combination thereof.

[0089] In block 610, method 600 may include receiving (e.g., by wearable user device 102 or
user computing device 104) first biometric sensor data, and in block 620, method 600 may include
storing the first biometric sensor data in memory (e.g., storage device 234, storage device 334,
storage device 434). In block 630, method 600 may include detecting a trigger event, as described
herein. In block 640, method 600 may include receiving situational data, and in some
embodiments, the situational data may include biological information associated with the user. As
discussed with respect to block 525 of method 500, receipt of the situational data may be
continuous (e.g., a stream of data) for a duration of time following the trigger event, and in some
embodiments, receipt of the situational data may occur at predetermined intervals. In some
embodiments, method 600 may include receiving the situational data until the situational data is
indicative of a stress value of the user falling below a predetermined level. In some embodiments,

method 600 may include receiving situational data in response to detecting a trigger event.

[0090] In block 650, method 600 may include determining that the received situational data is
above a predetermined level of similarity to the first biometric sensor data. That is, method 600
may include determining that the received situational data is representative of the user being in a
stressed state or corresponds to a stress value that is above a predetermined threshold or

corresponds to a likelihood of coercion that is above a predetermined threshold. In some
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embodiments, method 600 may include initiating one or more precautionary safety measures, as
described herein. In certain embodiments, method 600 may include initiating one or more
precautionary safety measures in response to determining that the received situational data is above

a predetermined level of similarity to the first biometric sensor data.

[0091] FIG. 7 shows a flowchart of a method 600 for determining whether a user is being
coerced to transfer funds. Method 700 may be performed by some or all of wearable user device
102, user computing device 104, web server 110, transaction server 112, biometrics authentication

device 114, biometrics database 116, and third-party server 120, or any useful combination thereof.

[0092] In block 710, method 700 may include detecting a trigger event. In some embodiments,
a trigger event may include any event or action as described herein. In block 720, method 700
may include requesting user biometric data. In some embodiments, requesting user biometric data
may include transmitting a request for user biometric data to a device, such as wearable user device
102 and/or user computing device 104. In some embodiments, requesting user biometric data may
include transmitting a request for user biometric data to a first device such that user biometric data
may be measured or otherwise gathered by a second device. For example, in some embodiments,
method 700 may include transmitting, to user computing device 104, a response to for user
biometric data, such that user computing device 104 can forward the request to wearable user
computing device 102. In block 730, method 700 may include receiving the requested user
biometric data. In certain embodiments, the requested user biometric data may be received from
the same device to which the request was transmitted, and in some embodiments, the requested
biometric data may be received from a different that is different than the device to which the

request was transmitted.

[0093] In block 740, method 700 may include determining that the received user biometric
data is within a predetermined confidence threshold of similarity to stored user biometric data. In
some embodiments, the stored user biometric data may be indicative of a user being in a stressed
state. In some embodiments, the stored user biometric data may be indicative of the user being in
a calm state. In certain embodiments, the stored user biometric data may include data that is
indicative of the user being in a stressed state and other data that is indicative of the user being in
acalm state. In some embodiments, determining whether the received user biometric data is within

a predetermined confidence threshold of similarity to stored biometric data may include comparing
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the received user biometric data to the stored user biometric data, and based on that comparison,
method 700 may include determining a level of similarity. In some embodiments, determining a
level of similarity may include determining whether a stress value associated with the received
user biometric data is within a range of stress values that are derived from the stored user biometric
data. In some embodiments, determining a level of similarity may include determining a stress
value associated with the received user biometric data, comparing that stress value to a stress value
associated with the stored user biometric data, and determining whether the stress value associated
with the received user biometric data is within a predetermined range of the stress value associated
with the stored user biometric data. For example, method 700 may include determining whether
the whether the stress value associated with the received user biometric data is in a range of values
that are between 80% and 120% of the stress value associated with the stored user biometric data.
In block 750, method 700 may include determining, based on the determination that the user
biometric data is within a predetermined confidence threshold of similarity to stored user biometric
data, that the stored user biometric data is indicative of biological information representative of

the user being in a stressed state.

[0094] In block 760, method 700 may include receiving a request to transfer funds. For
example, in some embodiments, method 700 may include receiving, from a user and via wearable
user device 102 or user computing device 104, a request to transfer funds from a financial account
associated with the user to another financial account. In block 770, method 700 may include
transmitting, to a financial service provider, a notification that the requested transfer of funds was
potentially coerced. In some embodiments, the financial service provider may be associated with
a recipient account associated with the requested transfer of funds. In certain embodiments, the
notification that the requested transfer of funds was potentially coerced may be transmitted

integrally with, simultaneously with, or separate from the request to transfer funds.

[0095] In block 770, method 700 may include receiving a verification that the requested
transfer of funds is a coerced transfer of funds. In some embodiments, the verification is received
from the user, such as from the user and via wearable user device 102 or user computing device
104. In certain embodiments, receiving the verification may occur subsequent to transmitting the
notification to the financial service provider. In some embodiments, prior to receiving the
verification, method 700 may include transmitting a request for verification that the that the

requested transfer of funds is a coerced transfer of funds, and in some embodiments, the request
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for verification may be sent to wearable user device 102, user computing device 104, or some other

device.

[0096] In block 780, method 700 may include transmitting, to the financial service provider, a
request to stop, cancel, and/or refund, to a financial account associated with the user, the transfer
of funds. In certain embodiments, method 700 may include determining whether the received
verification indicates that the requested transfer is a coerced transfer of funds or whether the
received verification indicates that the requested transfer is not a coerced transfer of funds. In
some embodiments, responsive to determining that the requested transfer is not a coerced transfer
of funds, method 700 may include no further action. In some embodiments, responsive to
determining that the requested transfer is not a coerced transfer of funds, method 700 may include
transmitting, to the financial service provider, a second notification indicating that the requested
transfer of funds is not a coerced transfer of funds. In certain embodiments, method 700 may
include transmitting, to the financial service provider, the request to stop, cancel, and/or refund the
transfer of funds in response to determining that the requested transfer is a coerced transfer of

funds.

b IN<3 9% kAN 14

[0097] As used in this application, the terms “component,” “module,” “system,” “server,”

9% 4

“processor,” “memory,” and the like are intended to include one or more computer-related units,
such as but not limited to hardware, firmware, a combination of hardware and software, software,
or software in execution. For example, a component may be, but is not limited to being, a process
running on a processor, an object, an executable, a thread of execution, a program, and/or a
computer. By way of illustration, both an application running on a computing device and the
computing device can be a component. One or more components can reside within a process and/or
thread of execution and a component may be localized on one computer and/or distributed between
two or more computers. In addition, these components can execute from various computer readable
media having various data structures stored thereon. The components may communicate by way
of local and/or remote processes such as in accordance with a signal having one or more data
packets, such as data from one component interacting with another component in a local system,

distributed system, and/or across a network such as the Internet with other systems by way of the

signal.
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[0098] Certain embodiments and implementations of the disclosed technology are described
above with reference to block and flow diagrams of systems and methods and/or computer
program products according to example embodiments or implementations of the disclosed
technology. It will be understood that one or more blocks of the block diagrams and flow
diagrams, and combinations of blocks in the block diagrams and flow diagrams, respectively, can
be implemented by computer-executable program instructions. Likewise, some blocks of the
block diagrams and flow diagrams may not necessarily need to be performed in the order
presented, may be repeated, or may not necessarily need to be performed at all, according to some

embodiments or implementations of the disclosed technology.

[0099] These computer-executable program instructions may be loaded onto a general-
purpose computer, a special-purpose computer, a processor, or other programmable data
processing apparatus to produce a particular machine, such that the instructions that execute on the
computer, processor, or other programmable data processing apparatus create means for
implementing one or more functions specified in the flow diagram block or blocks. These
computer program instructions may also be stored in a computer-readable memory that can direct
a computer or other programmable data processing apparatus to function in a particular manner,
such that the instructions stored in the computer-readable memory produce an article of
manufacture including instruction means that implement one or more functions specified in the

flow diagram block or blocks.

[00100] As an example, embodiments or implementations of the disclosed technology may
provide for a computer program product, including a computer-usable medium having a computer-
readable program code or program instructions embodied therein, said computer-readable program
code adapted to be executed to implement one or more functions specified in the flow diagram
block or blocks. Likewise, the computer program instructions may be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational elements or steps
to be performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions that execute on the computer or other
programmable apparatus provide elements or steps for implementing the functions specified in the

flow diagram block or blocks.
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[00101]  Accordingly, blocks of the block diagrams and flow diagrams support combinations of
means for performing the specified functions, combinations of elements or steps for performing
the specified functions, and program instruction means for performing the specified functions. It
will also be understood that each block of the block diagrams and flow diagrams, and combinations
of blocks in the block diagrams and flow diagrams, can be implemented by special-purpose,
hardware-based computer systems that perform the specified functions, elements or steps, or

combinations of special-purpose hardware and computer instructions.

[00102] Certain implementations of the disclosed technology are described above with.
reference to user devices may include mobile computing devices. Those skilled in the art recognize
that there are several categories of mobile devices, generally known as portable computing devices
that can run on batteries but are not usually classified as laptops. For example, mobile devices can
include, but are not limited to portable computers, tablet PCs, internet tablets, PDAs, ultra-mobile
PCs (UMPCs), wearable devices, and smart phones. Additionally, implementations of the
disclosed technology can be utilized with internet of things (IoT) devices, smart televisions and
media devices, appliances, automobiles, toys, and voice command devices, along with peripherals

that interface with these devices.

[00103] In this description, numerous specific details have been set forth. It is to be understood,
however, that implementations of the disclosed technology may be practiced without these specific
details. In other instances, well-known methods, structures and techniques have not been shown

in detail in order not to obscure an understanding of this description. References to “one
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embodiment,” “an embodiment,” “some embodiments,” “example embodiment,” ‘“various
embodiments,” “one implementation,” “an implementation,” “example implementation,” “various
implementations,” “some implementations,” etc., indicate that the implementation(s) of the

disclosed technology so described may include a particular feature, structure, or characteristic, but
not every implementation necessarily includes the particular feature, structure, or characteristic.
Further, repeated use of the phrase “in one implementation” does not necessarily refer to the same

implementation, although it may.

[00104] Throughout the specification and the claims, the following terms take at least the
meanings explicitly associated herein, unless the context clearly dictates otherwise. The term

“connected” means that one function, feature, structure, or characteristic is directly joined to or in
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communication with another function, feature, structure, or characteristic. The term “coupled”
means that one function, feature, structure, or characteristic is directly or indirectly joined to or in
communication with another function, feature, structure, or characteristic. The term “or” is
intended to mean an inclusive “or.” Further, the terms “a,” “an,” and “the” are intended to mean
one or more unless specified otherwise or clear from the context to be directed to a singular form.
By “comprising” or “containing” or “including” is meant that at least the named element, or
method step is present in article or method, but does not exclude the presence of other elements or
method steps, even if the other such elements or method steps have the same function as what is

named.

[00105] While certain embodiments of this disclosure have been described in connection with
what is presently considered to be the most practical and various embodiments, it is to be
understood that this disclosure is not to be limited to the disclosed embodiments, but on the
contrary, is intended to cover various modifications and equivalent arrangements included within
the scope of the appended claims. Although specific terms are employed herein, they are used in

a generic and descriptive sense only and not for purposes of limitation.

[00106] This written description uses examples to disclose certain embodiments of the
technology and also to enable any person skilled in the art to practice certain embodiments of this
technology, including making and using any apparatuses or systems and performing any
incorporated methods. The patentable scope of certain embodiments of the technology is defined
in the claims, and may include other examples that occur to those skilled in the art. Such other
examples are intended to be within the scope of the claims if they have structural elements that do
not differ from the literal language of the claims, or if they include equivalent structural elements

with insubstantial differences from the literal language of the claims.

Exemplary Use Cases

[00107] The following exemplary use cases describe examples of a typical user flow pattern.
They are intended solely for explanatory purposes and not in limitation. As digital transfers of
funds become increasingly ubiquitous, there may be a corresponding decrease usage of physical
currency and thus a decrease in the likelihood that a given person will be carrying physical
currency. In light of this, a first person (e.g., a mugger) attempting to coerce, steal, or otherwise

take money from a second person may force or coerce the second person to digitally transfer funds
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from an account associated with the second person to an account associated with, or accessible by,
the first person, for example, under threat of physical force or nonphysical threats such as
blackmail. Thus, it may be useful to institute measures to identify situations in which a coerced
transfer of funds is occurring or about to occur, as well as measures to rectify or correct such a

coerced transfer of funds that has already occurred.

[00108] The system (e.g., system 100) can measure biometric data associated with a user and
stores that biometric data as stored user biometric data. The stored user biometric data can include
biometric data indicative of the user being in a stressed state, biometric data indicative of the user

being in a calm state, or some combination of the two.

[00109] A user may use a banking application on a mobile device (e.g., user computing device
104) to transfer funds, and a trigger event can occur when a user opens the banking application.
Alternately or in addition, a trigger event can occur when a user enters a particular area, enters a
particular area during a particular range of time, initiates a transfer of funds within the banking
application, initiates a transfer of funds (regardless of the device being used or whether a device is
used at all), or initiates a transfer of funds above a threshold amount of funds. One or more devices
(e.g., wearable user device 102, user computing device 104, transaction server 112, biometrics
authentication device 114) can detect a trigger event by receiving data from one or more sensors
(e.g., location data received from a GLS of wearable user device 102 or user computing device
104), by receiving certain input from a user (e.g., receiving instructions to open a mobile banking
application installed on wearable user device 102 or user computing device 104). In response to
detecting a trigger event, the system—whether by some mobile device (e.g., user computing device
104), wearable device (e.g., wearable user device 102), or some backend computing device (e.g.,
transaction server 112, biometrics authentication device 114)—can request user biometric data,
which may be measured by one or more sensors of a device (e.g., user computing device 104) or
wearable device (e.g., wearable user device 102) associated with the user. The user biometric data
may be transmitted from the device measuring the biometric data (e.g., wearable user device 102,
user computing device 104) to another device for evaluation (e.g., user computing device 104,
biometrics authentication device 114). As the user biometric data is measured, it may be compared
in real-time or near real-time to the stored user biometric data. The user biometric data can be
compared to the stored user biometric data (by any capable device, such as wearable user device

102, user computing device 104, and/or biometrics authentication device 114) to determine a level
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of similarity of the user biometric data to the stored user biometric data. Depending on this
comparison, the system can determine if the user biometric data is indicative of the user being in
a stressed state. If the system determines that the user biometric data is not indicative of the user
being in a stressed state, the system may perform no further action. If the system determines that
the user biometric data is indicative of the user being in a stressed state, the system may perform

additional actions, such as those detailed below.

[00110] The system can receive a request to transfer funds, and if the system determined that
the user biometric data is indicative of the user being in a stressed state, the system can transmit,
to a financial service provider associated with the receiving account of the transfer of funds, a
notification indicating that the requested transfer of funds was potentially coerced. The system
can receive confirmation regarding whether the transfer of funds was coerced or not. If the transfer
of funds was not coerced, the system can transmit a notification to the financial service provider
indicating that the transfer of funds was not coerced. If the transfer of funds was coerced, the
system can transmit, to the financial service provider, a request to stop, cancel, and/or refund the
transfer of funds. Alternately or in addition, if the transfer of funds was coerced, the system can
transmit, to a law enforcement organization, a notification indicating that a transfer of funds has
been coerced and a last-known location of the user. Alternately or in addition, the system may
transmit, to the law enforcement organization, a location of the user when the coerced transfer of
funds transpired, a time or range of time during which the coerced transfer of funds transpired, and
information regarding the receiving account of the coerced transfer of funds. Alternately or in
addition, the system may perform other precautionary safety measures, such as those described

herein.

[00111] Certain implementations of the disclosed technology are described above with
reference to block and flow diagrams of systems and methods and/or computer program products
according to example implementations of the disclosed technology. It will be understood that one
or more blocks of the block diagrams and flow diagrams, and combinations of blocks in the block
diagrams and flow diagrams, respectively, can be implemented by computer-executable program
instructions. Likewise, some blocks of the block diagrams and flow diagrams may not necessarily
need to be performed in the order presented, may be repeated, or may not necessarily need to be

performed at all, according to some implementations of the disclosed technology.
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[00112] These computer-executable program instructions may be loaded onto a general-
purpose computer, a special-purpose computer, a processor, or other programmable data
processing apparatus to produce a particular machine, such that the instructions that execute on the
computer, processor, or other programmable data processing apparatus create means for
implementing one or more functions specified in the flow diagram block or blocks. These
computer program instructions may also be stored in a computer-readable memory that can direct
a computer or other programmable data processing apparatus to function in a particular manner,
such that the instructions stored in the computer-readable memory produce an article of
manufacture including instruction means that implement one or more functions specified in the
flow diagram block or blocks. As an example, implementations of the disclosed technology may
provide for a computer program product, including a computer-usable medium having a computer-
readable program code or program instructions embodied therein, said computer-readable program
code adapted to be executed to implement one or more functions specified in the flow diagram
block or blocks. Likewise, the computer program instructions may be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational elements or steps
to be performed on the computer or other programmable apparatus to produce a computer-
implemented process such that the instructions that execute on the computer or other
programmable apparatus provide elements or steps for implementing the functions specified in the

flow diagram block or blocks.

[00113]  As used herein, unless otherwise specified the use of the ordinal adjectives “first,”
“second,” “third,” etc., to describe a common object, merely indicate that different instances of
like objects are being referred to, and are not intended to imply that the objects so described must

be in a given sequence, either temporally, spatially, in ranking, or in any other manner.
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CLAIMS
We claim:
1. A system comprising non-transitory computer-readable medium storing instructions that,
when executed by one or more processors, cause the system to:
receive, from one or more biometric sensors of a user device, user-specific baseline stress
data and user-specific baseline calm data, the user-specific baseline stress data being
representative of biological information of a user being in a stressed state and the user-specific
baseline calm data being representative of biological information of the user being in a calm
state;
store, via memory associated with the one or more processors, the user-specific baseline
stress data and the user-specific baseline calm data;
detect a trigger event, the trigger event associated with a potential transfer of funds;
responsive to detecting the trigger event, receive, from the one or more biometric sensors,
situational data, the received situational data including biological information associated with the
user;
determine that a suspicious transaction is occurring by determining that the received
situational data is above a predetermined level of similarity to the user-specific baseline stress
data; and
initiate one or more precautionary safety measures, the one or more precautionary safety
measures comprising transmitting, to at least one of a camera and a microphone, instructions to
begin recording; and
confirm whether the suspicious transaction was a coerced transaction by:
determining that a stress event associated with the suspicious transaction has
ended by determining that subsequently received situational data is above a
predetermined level of similarity to the user-specific baseline calm data;
responsive to determining that the stress event associated with the suspicious
transaction has ended, transmitting a request for a confirmation of safety of the user for
verification of whether a requested transfer of funds was coerced, the verification
comprising user recitation of a security phrase;
receiving a received security phrase provided by the user and recorded by the

microphone;
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saving, via the memory, the received security phrase as recorded security data;

responsive to the recorded security data being determined to be within a
predetermined level of similarity to stored voice data associated with a predetermined
security phrase, determining that the requested transfer of funds is a voluntary transfer of
funds; and

responsive to the recorded security data being determined to be outside the
predetermined level of similarity to the stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

2. The system of claim 1, wherein initiating the one or more precautionary safety measures
comprises at least one of:

responsive to determining that the received situational data is above a predetermined
level of similarity to the user-specific baseline stress data, determining that subsequently
received situational data is above a predetermined level of similarity to of the user-specific
baseline calm data; and

responsive to determining that the subsequently received situational data is above a
predetermined level of similarity to the user-specific baseline stress data for a predetermined
amount of time, transmit, to a law enforcement organization, a notification including a last-

known location of the user.
3. The system of claim 1, wherein at least one of the user-specific baseline stress data and the
user-specific baseline calm data comprises at least one of heart rate data, blood pressure data,

brainwave signal data, respiratory rate data, and body temperature data.

4. The system of claim 1, wherein the trigger event comprises a request from the user to transfer

funds above a predetermined threshold.

5. The system of claim 1, wherein the trigger event comprises a request from the user to transfer

funds to a new recipient.
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6. The system of claim 1, wherein the instructions, when executed by the one or more processors,
further cause the system to:

determine, by the one or more processors and via a geolocational sensor of the system, a
current location of the user; and

determine whether the current location of the user is associated with an area having a
crime rate that is above a predetermined threshold,

wherein the trigger event is based at least in part on a determination that the current
location of the user is associated with the area having the crime rate that is above the

predetermined threshold.

7. The system of claim 1, wherein the trigger event comprises a request from the user to transfer
funds during a high-risk time, the high-risk time being a predetermined time of day that is

indicative of a time at which the user is unlikely to transfer funds.

8. The system of claim 1, wherein the trigger event comprises a request from the user to transfer

funds to an account associated with a known criminal.

9. The system of claim 1, wherein the one or more precautionary safety measures includes at
least one of

denying a requested transfer of funds;

transmitting, to a financial service provider server, instructions to deny the requested
transfer of funds; and

transmitting, to a financial service provider server, instructions to freeze a financial

account associated with the user.

10. The system of claim 1, wherein the one or more precautionary safety measures includes
transmitting, to an emergency contact, a notification indicating that the user is involved in a

potentially dangerous situation.

11. The system of claim 1, wherein the one or more precautionary safety measures comprises a

first tier of precautionary safety measures and a second tier of precautionary safety measures, the
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first tier of precautionary safety measures corresponding to a low risk rating associated with the
trigger event and the second tier of precautionary safety measures corresponding to a high risk
rating associated with the trigger event;
wherein the instructions, when executed by the one or more processors, further cause the
system to determine a risk rating associated with the trigger event;
wherein initiating one or more precautionary safety measures includes:
responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the first tier of precautionary safety measures, initiating one or more
precautionary safety measures of the first tier of precautionary safety measures; and
responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the second tier of precautionary safety measures, initiating one or

more precautionary safety measures of the second tier of precautionary safety measures.

12. The system of claim 7, wherein the high-risk time is configurable by the user.

13. The system of claim 1, wherein:

the user-specific baseline stress data comprises a plurality of types of biometric data,

the situational data comprises a plurality of types of biometric data, each type of the
plurality of types biometric data of the situational data corresponding to a respective type of the
plurality of types biometric data of the user-specific baseline stress data, and

determining that the received situational data is above a predetermined level of similarity
to the user-specific baseline stress data comprises determining that a majority of the plurality of
types of biometric data of the situational data is above a predetermined level of similarity to the
corresponding types of the plurality of types of biometric data of the user-specific baseline stress

data.
14. The system of claim 1, wherein the instructions, when executed by the one or more
processors, further cause the system to:

responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific baseline stress data, transmit, to a user device associated with the
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user, instructions to engage at least one of a camera and a microphone associated with the user
device to record environmental data;

receiving, from the user device, recorded environmental data; and

analyzing the recorded environmental data to verify that the trigger event corresponds to

a coerced transfer of funds.

15. The system of claim 14, wherein the instructions, when executed by the one or more
processors, further cause the system to:

responsive to verifying that the trigger event corresponds to a coerced transfer of funds,
transmit the recorded environmental data to a security personnel device for confirming the user is

in a potentially dangerous situation or is being coerced to transfer funds.

16. The system of claim 1, wherein initiating the one or more precautionary safety measures
comprises transmitting, responsive to determining that the received situational data is above the
predetermined level of similarity to the user-specific baseline stress data, an artificial
confirmation notification indicating that the requested transfer of funds has successfully resulted
in funds deposited in a receiving account associated with the requested transfer of funds, wherein
the system has not initiated the requested transfer of funds when the artificial confirmation
notification is transmitted;

wherein the instructions, when executed by the one or more processors, further cause the
system to:

responsive to receiving verification that the requested transfer of funds was not

coerced, initiating the requested transfer of funds.

17. A system comprising non-transitory computer-readable medium storing instructions that,
when executed by one or more processors, cause the system to:

receive user-specific stress data and user-specific calm data from one or more biometric
sensors, the user-specific stress data including individualized biological information of a specific
user being in a stressed state and the user-specific calm data including individualized biological

information of the specific user being in a calm state;
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store the user-specific stress data and the user-specific calm data at memory in
communication with the one or more processors;
detect a trigger event associated with a potential transfer of funds;
receive situational data from the one or more biometric sensors subsequent to the trigger
event, the situational data including biological information associated with the specific user and
obtained by the one or more biometric sensors after detection of the trigger event;
determine that a suspicious transaction is occurring by determining that the situational
data is above a predetermined level of similarity to the user-specific stress data; and
confirm whether the suspicious transaction was a coerced transaction by:
determining that a stress event associated with the suspicious transaction has
ended by determining that subsequently received situational data is above a
predetermined level of similarity to the user-specific calm data;
responsive to determining that the stress event associated with the suspicious
transaction has ended, transmit a request to a device associated with the specific user, the
request asking the user to recite a security phrase;
receiving, from the device, a received security phrase provided by the user and
recorded by a microphone of the device;
saving, via the memory, the received security phrase as recorded security data;
responsive to the recorded security data being determined to be within a
predetermined level of similarity to stored voice data associated with a predetermined
security phrase, determinining that the requested transfer of funds is a voluntary transfer of
funds; and
responsive to the recorded security data being determined to be outside the
predetermined level of similarity to the stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

18. A method comprising:

receiving user-specific stress data and user-specific calm data from one or more biometric
sensors, the user-specific stress data including individualized biological information of a specific
user being in a stressed state and the user-specific calm data including individualized biological

information of the specific user being in a calm state;

49

Date Recue/Date Received 2022-09-15



storing the user-specific stress data and the user-specific calm data at memory in
communication with one or more processors;
detecting a trigger event associated with a potential transfer of funds;
receiving situational data from the one or more biometric sensors subsequent to the
trigger event, the situational data including biological information associated with the specific
user and obtained by the one or more biometric sensors after detection of the trigger event;
determining that a suspicious transaction is occurring by determining that the situational
data is above a predetermined level of similarity to the user-specific stress data; and
confirming whether the suspicious transaction was a coerced transaction by:
determining that a stress event associated with the suspicious transaction has
ended by determining that subsequently received situational data is above a
predetermined level of similarity to the user-specific calm data;
responsive to determining that the stress event associated with the suspicious
transaction has ended, transmit a request to a device associated with the specific user, the
request asking the user to recite a security phrase;
receiving, from the device, a received security phrase provided by the user and
recorded by a microphone of the device;
saving, via the memory, the received security phrase as recorded security data;
responsive to the recorded security data being determined to be within a
predetermined level of similarity to stored voice data associated with a predetermined
security phrase, determinining that the requested transfer of funds is a voluntary transfer
of funds; and
responsive to the recorded security data being determined to be outside the
predetermined level of similarity to the stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

19. A system comprising non-transitory computer-readable medium storing instructions that,
when executed by one or more processors, cause the system to:

receive, from one or more biometric sensors of a user device, user-specific baseline stress
data and user-specific baseline calm data, the user-specific baseline stress data being

representative of biological information of a user being in a stressed state and the user-specific
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baseline calm data being representative of biological information of the user being in a calm
state;
receive situational data from one or more biometric sensors including biological
information associated with the user in response to detecting a trigger event associated with a
potential transfer of funds;
responsive to determining that the received situational data is above a predetermined
level of similarity to the user-specific baseline stress data, determine that a suspicious transaction
is occurring; and
initiate one or more precautionary safety measures, the one or more precautionary safety
measures comprising transmitting, to at least one of a camera and a microphone, instructions to
begin recording; and
confirm whether the suspicious transaction was a coerced transaction by:
transmitting a request for a confirmation of safety of the user for verification of
whether a requested transfer of funds was coerced, the verification comprising user
recitation of a security phrase;
receiving a received security phrase provided by the user and recorded by a
microphone;
saving, via memory associated with the one or more processors, the received
security phrase as recorded security data;
responsive to the recorded security data being determined to be within a
predetermined level of similarity to stored voice data associated with a predetermined
security phrase, determining that the requested transfer of funds is a voluntary transfer of
funds, and
responsive to the recorded security data being determined to be outside the
predetermined level of similarity to the stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.
20. The system of claim 19, wherein initiating the one or more precautionary safety measures

comprises, responsive to determining that the received situational data is above a predetermined

level of similarity to the user-specific baseline stress data, determining that subsequently
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received situational data is above a predetermined level of similarity to of the user-specific

baseline calm data.

21. The system of claim 19, wherein initiating the one or more precautionary safety measures
further comprises, responsive to determining that the subsequently received situational data is
above a predetermined level of similarity to the user-specific baseline stress data for a
predetermined amount of time, transmit, to a law enforcement organization, a notification

including a last-known location of the user.

22. The system of claim 19, wherein the user-specific baseline stress data, the user-specific
baseline calm data, or both, comprises heart rate data, blood pressure data, brainwave signal data,

respiratory rate data, orbody temperature data, or combinations thereof.

23. The system of claim 19, wherein the trigger event comprises a request from the user to

transfer funds above a predetermined threshold.

24. The system of claim 19, wherein the trigger event comprises a request from the user to

transfer funds to a new recipient.

25. The system of claim 19, wherein the instructions, when executed by the one or more
processors, further cause the system to:

determine, by the one or more processors and via a geolocational sensor of the system, a
current location of the user; and

determine whether the current location of the user is associated with an area having a
crime rate that is above a predetermined threshold,

wherein the trigger event is based at least in part on a determination that the current
location of the user is associated with the area having the crime rate that is above the

predetermined threshold.
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26. The system of claim 19, wherein the trigger event comprises a request from the user to
transfer funds during a high-risk time, the high-risk time being a predetermined time of day that

is indicative of a time at which the user is unlikely to transfer funds.

27. The system of claim 19, wherein the trigger event comprises a request from the user to

transfer funds to an account associated with a known criminal.

28. The system of claim 19, wherein the one or more precautionary safety measures comprises
an action selected from:

denying a requested transfer of funds;

transmitting, to a financial service provider server, instructions to deny the requested
transfer of funds; or

transmitting, to a financial service provider server, instructions to freeze a financial

account associated with the user.

29. The system of claim 19, wherein the one or more precautionary safety measures includes
transmitting, to an emergency contact, a notification indicating that the user is involved in a

potentially dangerous situation.

30. The system of claim 19, wherein the one or more precautionary safety measures comprises a
first tier of precautionary safety measures and a second tier of precautionary safety measures, the
first tier of precautionary safety measures corresponding to a low risk rating associated with the
trigger event and the second tier of precautionary safety measures corresponding to a high risk
rating associated with the trigger event;

wherein the instructions, when executed by the one or more processors, further cause the
system to determine a risk rating associated with the trigger event;

wherein initiating one or more precautionary safety measures includes:

responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the first tier of precautionary safety measures, initiating one or more

precautionary safety measures of the first tier of precautionary safety measures; and
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responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the second tier of precautionary safety measures, initiating one or

more precautionary safety measures of the second tier of precautionary safety measures.

31. The system of claim 26, wherein the high-risk time is configurable by the user.

32. The system of claim 19, wherein:

the user-specific baseline stress data comprises a plurality of types of biometric data,

the situational data comprises a plurality of types of biometric data, each type of the
plurality of types biometric data of the situational data corresponding to a respective type of the
plurality of types biometric data of the user-specific baseline stress data, and

determining that the received situational data is above a predetermined level of similarity
to the user-specific baseline stress data comprises determining that a majority of the plurality of
types of biometric data of the situational data is above a predetermined level of similarity to the
corresponding types of the plurality of types of biometric data of the user-specific baseline stress
data.

33. The system of claim 19, wherein the instructions, when executed by the one or more
processors, further cause the system to:

responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific baseline stress data, transmit, to a user device associated with the
user, instructions to engage at least one component selected from a camera and a microphone
associated with the user device to record environmental data;

receiving, from the user device, recorded environmental data; and

analyzing the recorded environmental data to verify that the trigger event corresponds to

a coerced transfer of funds.

34. The system of claim 32, wherein the instructions, when executed by the one or more

processors, further cause the system to:
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responsive to verifying that the trigger event corresponds to a coerced transfer of funds,
transmit the recorded environmental data to a security personnel device for confirming the user is

in a potentially dangerous situation or is being coerced to transfer funds.

35. The system of claim 19, wherein initiating the one or more precautionary safety measures
comprises transmitting, responsive to determining that the received situational data is above the
predetermined level of similarity to the user-specific baseline stress data, an artificial
confirmation notification indicating that the requested transfer of funds has successfully resulted
in funds deposited in a receiving account associated with the requested transfer of funds, wherein
the system has not initiated the requested transfer of funds when the artificial confirmation
notification is transmitted;

wherein the instructions, when executed by the one or more processors, further cause the
system to:

responsive to receiving verification that the requested transfer of funds was not

coerced, initiating the requested transfer of funds.

36. A system comprising non-transitory computer-readable medium storing instructions that,
when executed by one or more processors, cause the system to:

receive user-specific stress data and user-specific calm data from one or more biometric
sensors, the user-specific stress data including individualized biological information of a specific
user being in a stressed state and the user-specific calm data including individualized biological
information of the specific user being in a calm state;

receive situational data from the one or more biometric sensors in response to detecting a
trigger event associated with a potential transfer of funds, the situational data including
biological information associated with the specific user and obtained by the one or more
biometric sensors after detection of the trigger event;

responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific stress data, determine that a suspicious transaction is occurring;

initiate one or more precautionary safety measures, the one or more precautionary safety
measures comprising transmitting, to at least one of a camera and a microphone, instructions to

begin recording; and
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confirm whether the suspicious transaction was a coerced transaction by:

transmitting a request for confirmation of safety of the specific user to a device
associated with the specific user, the request asking the user to recite a security phrase to
verify whether a requested transfer of funds was coerced,

receiving, from the device, a received security phrase provided by the user and
recorded by a microphone of the device;

saving, via memory associated with the one or more processors, the received
security phrase as recorded security data; and

responsive to the recorded security data being determined to be outside the
predetermined level of similarity to stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

37. A method comprising:

receiving user-specific stress data and user-specific calm data from one or more biometric
sensors, the user-specific stress data including individualized biological information of a specific
user being in a stressed state and the user-specific calm data including individualized biological
information of the specific user being in a calm state;

receiving situational data from the one or more biometric sensors in response to detecting
a trigger event associated with a potential transfer of funds, the situational data including
biological information associated with the specific user and obtained by the one or more
biometric sensors after detection of the trigger event;

responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific stress data, determine that a suspicious transaction is occurring;
initiating one or more precautionary safety measures, the one or more precautionary safety
measures comprising transmitting, to at least one of a camera and a microphone, instructions to
begin recording; and

confirming whether the suspicious transaction was a coerced transaction by:

transmitting a request for confirmation of safety of the specific user to a device
associated with the specific user, the request asking the user to recite a security phrase to

verify whether a requested transfer of funds was coerced,
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38.

receiving, from the device, a received security phrase provided by the user and
recorded by a microphone of the device;

saving the received security phrase as recorded security data; and

responsive to the recorded security data being determined to be outside the
predetermined level of similarity to stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

A user device comprising:
one or More Processors;

a memory in communication with the one or more processors and storing instructions,

that when executed by one or more processors, cause the device to:

record, by one or more biometric sensors, user-specific baseline stress data and
user-specific baseline calm data, the user-specific baseline stress data being
representative of biological information of a user being in a stressed state and the user-
specific baseline calm data being representative of biological information of the user in a
calm state;

identify a trigger event associated with a potential transfer of funds;

record situational data including biological information associated with a user in
response to the identified trigger event;

responsive to determining that the situational data is above a predetermined level
of similarity to the user-specific baseline stress data, determine that a suspicious
transaction is occurring;

initiate one or more precautionary safety measures, the one or more precautionary
safety measures comprising causing at least one of a camera and a microphone associated
with the user device to begin recording; and

confirm whether the suspicious transaction was a coerced transaction by:

generating a request for a confirmation of safety of the user for
verification of whether a requested transfer of funds was coerced, the verification
comprising user recitation of a security phrase;

recording, via the microphone a security phrase provided by the user;

57

Date Recue/Date Received 2022-09-15



saving the security phrase as recorded security data; and
responsive to the recorded security data being determined to be outside the
predetermined level of similarity to stored voice data, determining that the

requested transfer of funds is a coerced transfer of funds.

39. The device of claim 38, wherein responsive to the recorded security data being
determined to be within a predetermined level of similarity to the stored voice data associated
with a predetermined security phrase, determining that the requested transfer of funds is a

voluntary transfer of funds.

40.  The device of claim 38, wherein initiating the one or more precautionary safety measures
comprises, responsive to a determination that the recorded situational data is above a
predetermined level of similarity to the user-specific baseline stress data, determining that
subsequently recorded situational data is above a predetermined level of similarity to of the user-

specific baseline calm data.

41.  The device of claim 38, wherein initiating the one or more precautionary safety measures
further comprises, responsive to determining that the recorded situational data is above a
predetermined level of similarity to the user-specific baseline stress data for a predetermined
amount of time, transmit, to a law enforcement organization, a notification including a last-

known location of the user device.

42.  The device of claim 38, wherein the user-specific baseline stress data, the user-specific
baseline calm data, or both, comprises heart rate data, blood pressure data, brainwave signal data,

respiratory rate data, orbody temperature data, or combinations thereof.

43.  The device of claim 38, wherein the trigger event comprises a request from the user to

transfer funds above a predetermined threshold.

44.  The device of claim 38, wherein the trigger event comprises a request from the user to

transfer funds to a new recipient.
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45.  The device of claim 38, wherein the instructions, when executed by the one or more
processors, further cause the device to:
determine, by the one or more processors and via a geolocational sensor of the
user device, a current location of the user; and
determine whether the current location of the user is associated with an area
having a crime rate that is above a predetermined threshold,
wherein the trigger event is based at least in part on a determination that
the current location of the user is associated with the area having the crime rate

that is above the predetermined threshold.

46.  The device of claim 38, wherein the trigger event comprises a request from the user to
transfer funds during a high-risk time, the high-risk time being a predetermined time of day that

is indicative of a time at which the user is unlikely to transfer funds.

47.  The device of claim 38, wherein the trigger event comprises a request from the user to

transfer funds to an account associated with a known criminal.

48.  The device of claim 38, wherein the one or more precautionary safety measures
comprises an action selected from:

denying a requested transfer of funds;

transmitting, to a financial service provider server, instructions to deny the requested
transfer of funds; or

transmitting, to a financial service provider server, instructions to freeze a financial

account associated with the user.

49.  The device of claim 38, wherein the one or more precautionary safety measures includes
transmitting, to an emergency contact, a notification indicating that the user is involved in a

potentially dangerous situation.

50.  The device of claim 38, wherein the one or more precautionary safety measures
comprises a first tier of precautionary safety measures and a second tier of precautionary safety

measures, the first tier of precautionary safety measures corresponding to a low risk rating
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associated with the trigger event and the second tier of precautionary safety measures
corresponding to a high risk rating associated with the trigger event;
wherein the instructions, when executed by the one or more processors, further cause the
device to determine a risk rating associated with the trigger event;
wherein initiating one or more precautionary safety measures includes:
responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the first tier of precautionary safety measures, initiating one or more
precautionary safety measures of the first tier of precautionary safety measures; and
responsive to determining, based at least in part on the risk rating, that the trigger
event corresponds to the second tier of precautionary safety measures, initiating one or

more precautionary safety measures of the second tier of precautionary safety measures.

51.  The device of claim 46, wherein the high-risk time is configurable by the user.

52. The device of claim 38, wherein:

the user-specific baseline stress data comprises a plurality of types of biometric data,

the situational data comprises a plurality of types of biometric data, each type of the
plurality of types biometric data of the situational data corresponding to a respective type of the
plurality of types biometric data of the user-specific baseline stress data, and

determining that the recorded situational data is above a predetermined level of similarity
to the user-specific baseline stress data comprises determining that a majority of the plurality of
types of biometric data of the situational data is above a predetermined level of similarity to the
corresponding types of the plurality of types of biometric data of the user-specific baseline stress
data.

53.  The device of claim 38, wherein the instructions, when executed by the one or more
processors, further cause the device to:
responsive to determining that the situational data is above a predetermined level
of similarity to the user-specific baseline stress data, cause at least one component
selected from a camera and a microphone associated with the user device to record

environmental data; and
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analyze the recorded environmental data to verify that the trigger event

corresponds to a coerced transfer of funds.

54.  The device of claim 53, wherein the instructions, when executed by the one or more
processors, further cause the device to:
responsive to verifying that the trigger event corresponds to a coerced transfer of
funds, transmit the recorded environmental data to a security personnel device for
confirming the user is in a potentially dangerous situation or is being coerced to transfer

funds.

55.  The device of claim 38, wherein initiating the one or more precautionary safety measures
comprises generating, responsive to determining that the recorded situational data is above the
predetermined level of similarity to the user-specific baseline stress data, an artificial
confirmation notification indicating that the requested transfer of funds has successfully resulted
in funds deposited in a receiving account associated with the requested transfer of funds, wherein
the user device has not initiated the requested transfer of funds when the artificial confirmation
notification is transmitted;

wherein the instructions, when executed by the one or more processors, further cause the
device to:

responsive to verifying that the requested transfer of funds was not coerced,

initiate the requested transfer of funds.

56. A non-transitory computer readable medium storing program instructions, that when
executed by one or more processors of a user device cause the user device to perform the steps
of:

recording, by one or more biometric sensors, user-specific baseline stress data and user-
specific baseline calm data, the user-specific baseline stress data being representative of
biological information of a user being in a stressed state and the user-specific baseline calm data
being representative of biological information of the user in a calm state;

identifying a trigger event associated with a potential transfer of funds;

recording situational data including biological information associated with a user in

response to the identified trigger event;
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responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific baseline stress data, determining that a suspicious transaction is
occurring;
initiating one or more precautionary safety measures, the one or more precautionary
safety measures comprising causing at least one of a camera and a microphone associated with
the user device to begin recording; and
confirming whether the suspicious transaction was a coerced transaction by:
generating a request for confirmation of safety of the user, the request asking the
user to recite a security phrase to verify whether a requested transfer of funds was
coerced;
recording, via the microphone a security phrase provided by the user and recorded
by the microphone;
saving the security phrase as recorded security data; and
responsive to the recorded security data being determined to be outside the
predetermined level of similarity to stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.

57. A method comprising:

recording, by one or more biometric sensors, user-specific baseline stress data and user-
specific baseline calm data, the user-specific baseline stress data being representative of
biological information of a user being in a stressed state and the user-specific baseline calm data
being representative of biological information of the user in a calm state;

identifying a trigger event associated with a potential transfer of funds;

recording situational data including biological information associated with a user in
response to the identified trigger event;

responsive to determining that the situational data is above a predetermined level of
similarity to the user-specific baseline stress data, determining that a suspicious transaction is
occurring;

initiating one or more precautionary safety measures, the one or more precautionary
safety measures comprising causing at least one of a camera and a microphone associated with a

user device to begin recording; and
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confirming whether the suspicious transaction was a coerced transaction by:

generating a request for confirmation of safety of the user, the request asking the
user to recite a security phrase to verify whether a requested transfer of funds was
coerced;

recording, via the microphone a security phrase provided by the user;

saving the security phrase as recorded security data; and

responsive to the recorded security data being determined to be outside the
predetermined level of similarity to stored voice data, determining that the requested

transfer of funds is a coerced transfer of funds.
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