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METHODS AND SYSTEMS FOR ASSESSING
AND ADVISING ON ELECTRONIC COMPLIANCE

FIELD OF THE INVENTION

[0001] The present invention relates to methods and systems of assessing electronic
compliance with various standards, and specifically to methods and systems of assessing
electronic }compliance with regulatory or security standards using a computer system, and
more specifically to methods and systems of assessing electronic compliance with regulatory
or security standards via a graphical user interface. The present invention also relates to
methods and systems of evaluating compliance with regulatory or security standards in a
graphical user interface using a question and answer prompt in conjunction with a scanning

engine, to provide a user with their individual level of compliance.

BACKGROUND OF THE INVENTION

[0002] Individuals with responsibility for securing information often deploy measures
that are solution-centric, such as firewalls, encryption software and password tokens, without
fully understanding how these measures affect the overall security posture of their
organization. The lack of documented security standards and regulations addressing
information security issues has created an environment in which security solutions and
architecture are driven by "industry-best standards" and may even consist of ad-hoc patches

to solve specific security problems.
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_[0001] Iﬁdividuals with responsibility for securing informatioﬁ often depioy rﬁeasures
that are solution—centric, such ‘as‘ﬁrewalls, encryption software, and password tokens, withdqt
fully understanding how these measures affect the overall security posture of théir organizaﬁ(m.
The lack of documented security standards and regulations addressing informétion sécurity :
issues has created an environment where security solutions or cémputer system architecture are
driven by “industry-best standards.” In some instances the solutions may even be ad-hop patches -
desi gnéd to solve individual or specific security problems. |

[0002] Recently, a number of initiatives have been proposed to addrqss the laék of
standards for information assurance (IA). These reguiatory initiatives include the Gramm-
Leach-Bliley (GLB) Act and the Health Insurance Portability and Accountability Aét (HIPAA) -
which set forth requirements for protecting personal financial and medical information. In
addition, standards for corporate security are constantly being rewritten, resulting in private
organizations having no operational requirements with which to implement robust security
practices. Moreover, the fact that a corporation’s information assets and critical business
functions are increasingly reliant upon an electronic infrastructure, means that every organization
must answer to regulators, stockholders, customers and partners when formulating and
implementing an Information Assurance and Security Strategy and Program to séfeguard'such‘
assets and functions.

[0003] To accémmodate both internal and external standards and security requirements,
as well as applicable laws, organizations. must go through a process of translating their business
needs in regard to addressing the IA standards, into a security policy statement detailing how that -
company will meet and éomply with ihose standards. Then that same company fnust implement |

a security program that actually complies with its security policies. Moreover, the company
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must routinely monitor and validate that its implemented security program is effectiv‘e and
continues to comply with the goals of its sécurity policy as the requirements for IA chénge, and
its computer network information infrastructure evolve.

[0004] There afe vérioﬁs ways a corporation can attempt to assess its compliance with
Tegulatory standards aﬁd/or seéurity policies. For example, a consultant can question a
corporation’s information officer to determine what measures that corporation has in place to
safeguard its electronic information assets. Or the corporation can employ automated tools to
perform certain aspects of the assessment. Some commercially available automated tqo]s
include CyberCop Scanner, the Security Administrator Tool for Analyzing Networks (SATAN
Suite), and Internet Security Systems’ ISS Scanner. Although these automated products can scan
computer infrastructures for vulnerabilities by activély probing particular aspects of the user’s
-computer network, these public domain applications do not provide an analysishthat is related to
specific regulatory standards or specific security policies or requirements. Moreover, the
existing automated tools lack an analytical mechanism to rﬁanage the results of such computer
infrastructure scans. Another shortcoming of commercial, as well as open-source scanners, is
that the reporting capabilities of these products are immature and require highly technical
personnel to analyze and make sense out of the results.

[OOOS]V Therefore, it would be advantageous if a system and method existed which
provided for the automated prompting for and collection of policy and admjnistraﬁve
information via an automated questionnaire. It would also be advantageous if the questionnaire
was created specifically for the type of regulation or security policy employed by the user. It
would also be advantageous if the questionnaire could be stored in a database and used with

'similarly situated users. It would also be advantageous if a system and method existed which
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contained ‘an anaiytical mechapism that (ieyised assessinénts of a user’s computér net;vork ba’sed‘
on that input data. As a corollary to the Policy Questionhai;‘e, it would also be advantageous if a
system and method existed whic;h performed a supplemental assessment by remotely scannipg
the user’s network, thereby generating data which not only validates the‘ Queétionnaire input, but
also provides additional assessment of the user’s network in terms of vulnerabilities, or in terms
of compliance with certain regulatory standards and security policies or operating criteria. It
would‘ also be advantageous if the generated data could be presented to the user in various

formats.

SUMMARY OF THE INVENTION

[0006] In conjunction with the filing of this application, there is simultaneously filed a
co-pending application entitled “Apparatus and Method For Network Vulnerability Detection
and Compliance Asseésment,” (Attorney Docket No. 01619.0001) which the U.S. Patent Office
assigned Serial No. 10/___, -, and which is expressly incorporated herein in its entirety. The |
present invention may help to alleviate the problems discussed above and ma‘y ‘provide a cost-
effective and orderly method for assessing a user’s network and compliance with any number of
regulations, policies or standards. In particular, the present invention may aid in providip.g a
means for assessing a user’s compliance with either any type of regulatory standard, security
policy or operating criteria. For example, the present invention may permit a security manager -
to ascertain vulnefabilities in an existing network. The security manager may be able to
accomplish this by performing the steps associated with the method of the present iﬁvention, or
by using the system and apparatus of the present invention. Such a system and apparatus may,

for example, be a computer system.
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[0007] In a specific embodiment, the présent invention may inpludé a system‘ aﬁd method
for aésessing or evaluating a computer systém’s compliance with a régulatofy scheme, such as
HIPAA, by obtaining that desired regulatory scheme,rdeveloping inquiﬁes based on that
regulatory scheme, and difectin;g those inquiries to the user so as to elicit responses from the
‘user. Importantly, the inquirieé directed at the user can be derived from any source. For
example, the inquiries can be formatted and structured so as to determine whether a certain
, coinpany’s computer system complies with thé Credit Card Association’s security requifemenfs :
reg‘arding hardware and software used in credit car& tfansactionsover the Internet, as well as
storing credit card holder’s information. Or the inciuiries could be formatted and structured so
that they determine whether or not the user’s computer system complies with the security policy
of the GLB Act, which requires for example, that financial institutions ensure the security and
-confidentiality of customer records and information.

[0008] Similarly, the inquiries could be formatted and structured to determine the
compliance of a user’s computer system with the regulatioﬁs required by HIPAA on dealing with
patient privacy. Once a set of questions is structured and formatted for any given type of
industry, i.e., financial, healthcare, utiliiies, U.S Government , etc.,,‘it could be stored in a
‘database for use with future users dealing with similar industries. Once formatted and structured,
the questionnaire for a given user can be pfovided on-line, with thc:responses to each question
being stored in a database.

[0009] An apparatus according to the present inve;ntion may be described as a network
and application assessor. However, the actual functions performed by the network 2ssessor may
include scanning the network, as well as assessing the network and assopiated applications for

compliance with certain operational frameworks. The questions directed to the user can also be
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used to aici in thét scan, or the input may be éutomated; Such input includes the .type :of
operational framework the user’s network is operating under. These operational frameworks_

include' regulatory standards, security policies or operating criteria. Other input that the nethork
assessor will accept consists of information relating to .the IP (Internet P‘rotoc.ol) addresses of
various servers, routers, gateways, or other hardware devices on the user’s network.
Additionally, the inputs to the ne£work assessor may include information relating to the types of -
poli'cyAand adnlinistratiire issues that the user wishes to have investigated, including, for exa&nple,
poliéy éhdrtcomings, operationél procedure‘shortcomings, operating system vulnerabilities,
network communication vulnerabilities, and denial of service vulnerabilities

[0010] Similarly, the input tb the network scanner may include information relating to
custom software applications and their associated vulnerabilities that the user wants the
apparatus of the present invention to address during the scan, as well as the frequency with
which the user would like the scan to be performed. Other input information may include the |
time of day at which the user would like the scan to occur or not occur (as in the case of peak
business hours or business periods like the holidays). The timing of the scaﬁ méy be of
paﬁicular importance if the network scanner is testing the user’s network’s vulnerabilities to
denial of service attacks. |

[0011] Operating system vulnerabilities that the network scanner can test fdr may also
include providing too much information, or allowing too high a level of privileges to users, in
particular to unauthenticated users. Network communication vulnerabilities which the network
scanner can test for may include susceptibility' to sniffing, spoofing, or probing. benial of

service vulnerabilities which the network scanner can test for may include vulnerabilities to
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specific forms of denial of service, and als:o to the ability of empioying denial of ser\;ice attacks
fo disable interrelated security software or hardware. |

[0012] One way that c‘lata‘ may be input in;co'a network assessor. may be through the use of
a customized questionﬁaire. Sﬁch a questionnaire may be provided on a traditional paper
medium, or may be provided 1n an electronic format, for example, through an HTML interface. -
Once sufficient data has been gathered and vgriﬁed, the data input into the network assessor may
be provided to a network scanner module. This network scanner module then begins its |
‘ assessment and analysis of the user’s network. Thié rﬁay include a wide variety of tasks. For
example, the network scanner module may attempt‘ to perform a port scan of an Intemet;visible
~ system, or it may listen to packets on a local network in order to attempt to detect passwords or
other sensitive data being passed over the user’s network. Similarly, the network scanner
module may attempt to authenticate itself to the user’s system using that system’s anticipated |
default settings, or it may atterﬁpt to read the media stored on the accessible systems, and it may
attempt to communicate with the user’s system that are not‘ visible by using a spooﬁng technique,
such as forging header information.

| [0013] In order to accomplish one or more of these assessment or scanning tasks, the

network scanner module may interface with or incorporate a number of network security tools.
Once the nétwork scanning is complete and the data characterizing the operating environment of
the user’s network is stored in the assessment module’s database, the inventive system may
perform a preliminary analysis based on that data as well as on the information input by the user.

[0014] When the inventive system has completed its assessment, or even while it is
completing its assessment, the inventive system may employ a report generator to genérate a

report that identifies the results of the inventive system’s investigation. This generated report
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may include, fof example, the direct outpﬁt ﬂom each tool used, or thé generated report may .’
' preferably provide the output in a manner that is uniform and easy to understand.

[0015] For example, the program may classify and briefly list each of the potential ‘
vulnerabilities identified by the inventive system, and may associate an intuitivg descriptor such
as “low risk,” “medium risk,” “high risk,” “informational risk,” or “administrative.risk” with
each identified vulnerability. Severity of these risk levels may be further defined. For example,
“high ﬁsk” may refer to vulnerabilities that could result in the user’s system being immediafely
compromised, which, therefore, shéuld be addressed immediately by the user. “Medium risk”
may refer to vulnerabilities that could potentiaﬁy result in information or system compromise,
but which do not warrant immediate attention. “Informational risk” may be a'spe¢iﬁc category
of “medium risk” relating to‘ vulnerabilities that could potentially result in information
compromise. “Low risk” (which may be synonymous with administrative risk) may refer to
problems or warnings, such as a system conﬁgurétion that might reveal information that mighi
aid an attacker in their attempt to compromise the user’s system or that would otherwise be of
reconnaissance interest.

[0016] The report may also include, for example, suggestions on how to solve the
identified vulnerabilities. If the report is provided as an HTML page, the page rﬁay contain links
to security patches for the operating systems and/or other software identified either by the user or
by the network security testing procedure. In addition, the report may be provided as an e-mail
alert, particularly if the user has selected a periodic assessment of network secuﬁty. '

[0017] An object of the present invention is to pfovide an a method of détemﬂning .
compliance with an operating framework, such as a regulatory policy or security. scheme or

published scheme including, for example, obtaining a regulatory scheme for a given transaction;
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- developing inquiries to elicit a user’s response based upon the regulatqry scheme; geﬁerating
scan parameters based upon the responses to the inquiries; scanning‘an electronic system using
the scan parameters; and providing an assessmen‘f regarding éompliancé with the regulatory
scheme. o

[0018] Another object 6f the present invention includes a computer system for providing -
users with the ability to determiﬁe compliance with an operating framework, including, for
: exémple, a set regulatory or security écheme; a means for providing inquiries to a user; a means
A.for‘crea'ting a decision tree architecture; a means for séanning another coniputer system for
s;@tem vulnerabilities; at least one scanning tool; é database for recording data generated by the

means for scanning; and an interface for displaying the data contained in the database.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] FIG. 1 illustrates a diagram dcp?ctiné a general-purpose computer system that
may be used in conjunction with the present invention;

[0004] FIG. 2 illustrates a schematic diagram of a complete assessmént according to one
embodiment of the present invention;

[0005] FIGS. 3 illustrate a representation of a security standard for a financial institution;

[0006] FIG. 4A illustrates a representation of a graphical user interface for an online
questionnaire according to one erﬁbodimént of the present invention;

[0007] FIG. 4B illustrates an exemplary questionnaire within a HIPAA operating

framework;
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[0008] FIG. 5 illustrates the weighting of the various responses in a self assessment o
questionnaire;
[0009] FIG. 6 illustrates the types of tables in the system’s database; and

[0010] FIG. 7 illustrates a representation of a graphical analysis generated by a scan.

DETAILED DESCRIPTION OF THE INVENTION

[0011] It is to be understood that the terminology used herein is for the purpose of
describing particular embodimepts only, and i; not intended to limit the scopé of the present
invention which will be limited only by the appended claims.

[0012] It must be noted that as used herein and in the appended claims, the singular
forms “a,” “an,” and “fhe” include plural references unless the context clearly dictates otherwise.
Thus, for example, reference to “a tool” is a reference to one or more tools and includes
equivalents thereof known to those skilled in the art.

[001.3] Unless defined otherwise, all technical and scientific terms used h@rein have the
same meaning as commonly understood to one of ordinary skill in the art to which this invention
belongs. Although any methods, devices, and materials similar or equivalent to those described
herein can be used in the practice or testing of the invention, preferred methods,‘devic'es and

materials are now described.
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[0014] All publications, patent appljéatidns and patents mentioned herein arc:hércby
incorporated herein by reference fof the purpose of ‘d‘evscrlibing and disqlosing, for exémple, the
systems and methodolqgies that are described in 4th‘e publicétions which might be used in
connection with the present invention. Publications discussed throughoﬁt the text are provided
solely for their disclosure prior to the filing date of the present application. Nothiﬁg herein is to
be construed as an adrrﬁssion that the inventors are not entitled to antedate such disclosure by
virtue of prior invention.

[0015] Refereﬁce will now be made in detail to implementations of the present inventipn
as illustrated in the accompanying drawings. Wherever possible, the same reference numbers
‘will be used throughout the drawings and the 'fdllowing description to refer to the same or like
parts.

[0016] Asused herein, the Internet refers at least to a collection of networks and
gateways that use the transmission control protocol (TCP) or Internet protocol (IP) suite of
protocols to communicate with one another. The World Wide Web (WWW) refers at least to a
set of inter-linked hypertext documents residing on hypertext transport protocol (HTTP) servers. -
As used herein, WWW also refers at least to documents accessed on securé servers, such as
HTTP servers (HTTPS), which provide for encryption and transmission through a secure port.

WWW documents, which may be referred to herein as web pagés can, for example, be written in
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hypertext markup language (HTML). As> uséd herein, the term “web site” refers at least to one
or more HTML documents and associated files, scripts, and databases that may be presentéd -By
an HTTP or HTTPS server on the WWW. The term “web browser” refers at least to software
and hardware that lets a user view HTML documents and access fileé and softwar¢ related tc;
those documents.

[0017] Systems and methods in accordance with the invention can be implemented using
any type of general purpose computer systém, such as a personal computer (PC), laptop
computer, server, workstation, personal digital assistant (PDA), mobile and/or wireless |
communications device, interconnected group of general purpose computers and the like,
running any one of a variety of operating systems. An example of a general-purpose computer
system usable with at least one embodiment of the present inventioﬁ is illust;ated in FIG 1.

[0018] Referring briefly to FIG. 1, the general purpose computer systerﬁ 10, on which the
aséessment system disclosed herein is run, includes a central processor 12, a main memory unit
14 for storing programs and/or data, an input/output controller 16, a network interface 18., a
display device 20, one or more input devices 22, a fixed or hard disk drive unit 24, a removable -
media storage drive (i.e., ﬂoppy disk drive or compact disk (CD) drive) 26, a tape drivé unit 28,
and a data bus 30 which couples these cc;mpoﬁents so as to allow communicatioﬁ there between

as well as communication with other computer systems. Such communication occurs either via
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direct connection, via the world wide web, or via other means of communication sucil as cable,
phone lines, microwave and Wireless communication.

[0019] The central processor lé used in tiae compufer system 10 can be any type of -
.Imicroprocessor, such as a PENTIUM™ processor, made i)y Intel of Santa Claré, Calit;ornia. The
display device 20 can be any type of display, such as a printer, or a liquid crystal display (LCD),
| cat.ho‘de ray tube display (CRT), light emitting diode (LED), plasma gas (PG), and the like
‘capable‘of disp}aying, in whole or in pgrt, the outputs geqerated in accordance with the systems
* and methods (;f the invention. The input device 22 can be any type of device capable of
providing the inputs de;scribed herein, such as keyboards, numeric keypads, touch screens,
‘pointing devices, switches, stquses, and light péns. The network interface 18 can be any type of
a device, card, adapter, or connector that provides the computer system 10 with network access
toa c;omputcr or other device, such as a printer. In one émbodiment of the present invention, the
network interface 18 enables the computer system 10 to connect to a computer network such as
Athe Internet and/or connect with another computer system upon Whiph the systems and methods
of the inventions disclosed herein can be practiced.

[0020] Those skilled in the art will apprecigte that computer systerﬂs 10 embodyiﬁg the
présent invention need not include every element shown in FIG. 1, and that equivalents to each

of the elements are intended to be included within the spirit and scope of the invention. For
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. example, the computer system 10 need not include the'teipe drive 28, and may iﬁcludé bther types
of drives, such as CD or Digital Video Disk (DVD) drives. CD drives can, for example, bé‘ :
W'ritten' to and read from,' thereby storing some or all of the data in the databases described |

“herein.

[0021] In at least one embodiment of the present invention, one or more computer
programs define the operational capabilities of the assessment system. These programs can be
loaded into the compﬁtei* system 10 in many ways, such as via the hard disk drive 24, the media
storage drive 26, the tape drive 28, or the network interface 18. Altemativcly,.the programs c?.n :
reside in a permanent memory portion (i.¢., a read-only-memory (ROM) chip) of the main
memory 14. In apother embodiment, the computer system 10 can include specially designed,
dedicated, hard-wired electronic circuits that perform all functions described herein without the
need for instructions from computer programs.

[0022] In at least one embodiment of the present invention, the assessment system is part
of a client-server system, in which a client sends requests to a server and a server responds to -
requests from a client. | Of course, a “client” can be broadly construed to mean one who requests
or gets the file, and “servér” qaﬁ be broadly construed to be the entity that downloads the file..

Basically, the assessment system can be either a client system or a server system. In one
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émbodiment, the invention is imp]ementéd at the server side and recei:ves ahd respoﬂds to
requests from a client, such as a reader application running on a user computer.
[0023] Thé client can be any entity, such as the corﬁputer sjrstem 10, or specifié :

. components thereof (e.g., terminal, personal computer, mainframe computer, workstation, a
wireless hand-held device, electronic book, personal digital assistant, peripheral, etc.), ora
software program rﬁnning on a computer dire;:tly or indirectly connecteq or connectable in any
known or ]aterf‘developed manner to any type of computer network, such as the Internet. For
example, a representative client is a personal computer that is x86-, PowerPC.RTM,, PENTIUM—
based, or RISC-based, that includes an operating system such as IBM.RTM, LINUX,

" OS/2.RTM, or MICROSOFT WINDOWS (made by Microsoft Corporation of Redmond,
Washington) and that includes a Web browser, such as MICROSOFT INTERNET EXPLORER,
NETSCAPE NAVIGATOR (made by Netscape Corporﬁtion, Mountain View, Califomia),
having a Java Virtual Machine (JVM) aﬁd support for appiication piug-ins or helper applications.
A client may also be a'notebook computer, a handheld computing device (i.e., a PDA), an
Internet appliance, a telephone, an electronic reader deyice, or any other such device connectable
to the computer network.

[0024] The server can be any entity, such as computer system 10, a computer platform,

an adjunct to a computer or platform, or any component thereof, such as a program that can
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respond to requests from a cli@nt. The:server also may include a display supporting a;gr.aphi,c':al
user interface (GUI) for management and administration, and an Application Programming '-
Interface (API) that plfoyides extensions to eﬁable application developers to extend and/or
customize the core functionality thereof through software programs including Common Gateway
Interface (CGI) programs, plug-iﬁs, servlets, active server pages (ASP), server side include (SSI) .
functions and the like.

[0025] Embodiments of the invention can be implementedl using computer technologies
such as software applications, computer-readable brogram media, data structu;es, carrier wavg
signals, user interfaces, and épplication program interfaces. For example, software embodying
the present invention in one embodiment, resides in at least one application running on the
computer system 10. In at least one embodiment, the present invention is embodied ina
computer-readable program medium usable with the compﬁtcr system 10. In at least one
embodiment, the present invention is embodied in a data structure stored on a computer or a
computer-readable program medium. In addition, in one embodiment, the present invention is
embodied in a transmission medium, such as one or more carrier wave signals transmitted
between the computer system iO and another entity,‘such as another computer system, a server, a

wireless network, etc. One embodiment of the present invention also can be embodied in an
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application programming interface (API) or a user interface. In additi:on, the present'invention, ‘
in one embodiment, is embodied in a data structure.

[0026] In one embodiment, the present iﬂvention iﬂcludes systems andrmethod.s that
.assess a user’s level of compliance with certain standards and translate that asséssment into-a
report detailing the user’s specific level of compliance. The report is generated by the
‘asses'sment system in réqunse to the user answering qertain questions which are focused 'on, for
example, a regqlatory r,eciuirement, or focused on a required level of security in a computer
A system. The report cén also be generated by the assessment system after the results of a séan pf
the user’s computer system are known. Or the assessment system could generate a report by
‘incorporating both sets of results. The process inay operate in tﬁree distinct steps: an initial input
phase, a scan phase, and an output phase.

[0027] In the initial input phase of an assessment determination, an operating framework
is established. .As illustrated in FIG. 2, t'he initial input phase of the compliance assessment
‘system 200 can be characterized as selecting at least one compliance standard from within the
operating frameWofk 202 specific to the user being assessed. More particularly, the operating
framework 202 selected determines the type of stapdard on which the comi)liance assessmgnt
system 200 will base its evaluation. For example, the operating framework 202 could Be

structured according to a certain type of regulatory standard 204. For example, HIPAA 206 is a
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specific type of ‘regulatory stapdard thaf can bé found at Title 45 of the Code of Fedefal

| Regulations, seétions 160, 162, and 164 (45 CFR‘§ 160, 162, and 164). Sirrﬁlarly, how
corporations handle a ‘consumer’s private information is also closely regulated by the strictures
of the GLB Act 208 that can be found at Title 15 of the United States Code, Subcl%apter 1,
 Sections 6801-6809. Other types of regulatory standards may also include credit card
aSséciations such as VISA® Cardhplder hfo@ation Security Program, etc. 209 Accordirigly,
substantiallyAany type of critical infrastructure ‘212 having regulations associated with it can be

' quantitafively and qualitatively identified and impiemented by the regulatory gtandards qperating
framework 204.

[0028] The opérating framework 202 may alternatively be structured according to the ‘
security schemes 214 of any type of institption that conducts remote ﬁnancial transactions. For
example, an authorized bank (Issuing Bank) can issue VISA® or MasterCard@ credit cards to its
customers, and issues card swipe machines to the merchants that accept these cards. In order for
a meréhant to qualify with the Issuing Bank, the merchant must agree to abide by .VISA® and
MasterCard® security requirements prior to processing a customer’s Internet-based credit card
transaction, and properly safeguard financial informétion apd card holder data of its cﬁstqrﬁers,
that merchant needs to comply with VISA’s sécurity scheme 216. As illustrated vin FIG. 3, _

VISA’s security scheme, which can currently be found on the Internet at web address
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http://www.usa.visa.com/media/business/cisp/Security Audit Procedures and Reporting.pdf

requires, among other things, that its merchants attest that they are practicing certain security
best-practices by filling out a questionnaire that addrésées these issues. Additionally, VISA®
requires that its merchants that éccept VISA® 'credit cards over the Internet comply with their
-security requirements. Similaﬂy, MasterCard’s security scheme 218, which, fér example, may -
be found on the Internet currently at web address htips:/sdp.mastercardintl.com/bestpractices.pdf,
recjuires among other things, administrative and policy surveys to be completed by its e- |
"Amerchénts, as well as external vulnerability scans, étc; Any other type of financial entity that
processes ﬁﬁancial transactions or allows its agents or subscriber merchants to process ﬁnan;:ial
transactions will have similar security schemes 214. These include American Express® 220
(See web address

. http://homeS.americanexpress.com/merchant/resources/fraudpreVéntion/datasecurity_standards 1.
asp), entities that issue debit cards, entities that accept bank checks, and the like.

[0029] The operating framework 202 is also adaptable so that substantialiy any type of
entity operating uﬁder a certain security policy 222 can implement the compliance assessment
system 200. For example, before a software development corporation will allow its employees;
to remotely access their email from that corporation’s servers, that software development
corporation will typically have a security policy in place which details how such remote access
will occur, and what safeguards are in place to prevent remote hacking, and the like. Similarl&,.
this security policy can be implemented by that corporation in accordance with standards such as

ISO-17799, which require that best practices aré met which address remote access
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vulnerabilities. bne exémple 'mjght be that the policy fequires two-factor authenticafion (such as
a personal pass@ord as well as a SecurelD token password) before allowingAa remote connection
to the corporate network. A security policy can also be implemented in accordance with
standards such as BS-7799 (the British Standard relating to information security be;st practices).

[0030] All of the Varioué operating frameworks 202, which include but are not limited to
regulatory standards 202, security schemes 214 security policies 222, and combinations'fhereof,
are in essence items in a checklist thét detail what must be containéd in a user’s computer
operating environment in order to conduct business within a particular industry Or company per a
given operating framework. Each checklist item in a given operating framework 202 can be
structured as a questioh, which is then presented to the user. Specifically, that question asks the
user if that particular item is present on their computing environment.

[0031] As the checklist for each operating framework 202 is converted. into a series of
questions, those questions can be stored in a compliance question database 224. For example,
the checklist associated with HIPAA regulatory standards 206, can be converted into a séries of -
HIPAA compliance questions and stored in the compliance question database 224. Similarly, the
checklist associated with VISA’s security scheme 216 can be converted into a series of VISA
compliance questipns, which can also be stored in the compliance question dataimse 224,

Because each of the operating frameworks, such as the regulatory standards 204, the security
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s;:hemes 214, and the security policies 222 have éorr_esponding checklisté, éli those‘checklists
can be stored in the compliance question database 224 in the form of qpestions. The existence of
the compliance question database 224 allows the computer 'system to assess other user’s
‘compliance without needing to create a new set of questions.

[0032] Therefore, in one embodiment once the user begins the compliance assessment
process, they will be présented with a list of options which best exemplify the user’s operatingA
framework 202. For example, if the user is a merchant department store that is planning.to offer
the ability to conduct credit card transactions using VISA® as the credit card, the user wiil selgct
“VISA” as the type of :operating framework 216. Altematively, if the user is a hospital that

‘stores patients’ private medical .records, the user would select the HIPAA operating framework
206. Once the type of operating framework 202 is selected, the compliance assessment system
200 retrieves the questions peﬁaining to that framework’s requirements, in this case, either
VISA® or HIPAA, respectively, from the compliance question database 224, and the questions
‘are passed to the on-line questionnaire 226. The on-line questionnaire 226 is then presented to
the user via the web-based user interface 228.

[0033] The compliance questions may alternatively be presented to.the user orally, yia
written format, via a speech synthesizer, or by any other means for providing inquiries.to a user,

such as wireless transmission to a wireless device such as a PDA, cell phone or BlackBerry™
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device. Similarly, input into the web-based user interface could alternatively be acco.rﬁplishe,d
via an on-line portal, wireless device (PDA, pager, BlackBerry™, etc.), speech synthesizer; or
other device which transmits the user’s responses to the compliance system 200.

[0‘034] In a preferred embodiment, the user may be guided through a quest.i.onr}aire that
contains links to suggestions tﬁaf help the user understand and respond to the compliancg
quéstions. :

[0035] Via the web-based usér interface 228, the on-line questionnaire 226 may prompt
the user with questions about how an organization handles and protects information on their
systems. Importantly, these questions may be tailored to take into account the user’s specific
operating framework 202, such as VISA’s requirements about personal cardholder data. If th@
user had selected HIPAA regulations as its operating framework 202, the on-line questionnaire
226 prompts the user with questions that focus on concerns specific to HIPAA requirements.
FIG. 4A illustrates what a user may view when prompted with the on-line questionnaire 226.
FIG. 4B illustrates an exemplary questionnaire 226 within a HIPAA operating framewori( 206.
Tt will be appreciated that one of ordinary skill in the art will readily understand how to similarly
create questionnaires 226 based on other of the aforemeniioned operating frameworks 202. As
can be seen in FIQ. 4B, each possible reéponse to a question may generate a recommendation to

help the user ensure that compliance is either maintained or attained if not in compliance.
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[0036] Other questions in a compliance cjucstion détabase 226 may' include cérporate
guide]ines, security policies, or othéf regulations that réquire certain leyels of compliance. When
presented to the ﬁser, the questions in the on-line questionnéire 226 are mapped or groﬁped by
specific policy areas. For example, as shown in FIG. 2, the questions may be g.roup‘edAinto the
following policy areas: network security concerns 228, related to whether an organization has a
properly configured ‘ﬁréwall; privacy concerns 230, addressing how an organization protects
?ersonal information; physical concerns 232 regarding thg user’s hardware, which addresé issues
~ such as locking doors and limiting access to critical system rooms; personnel concerns 234, suph
as whether backgrourid checks are performed on employees; and contingency concerns 236, such
as plans to continue operations after a power outage. Other policy areas or subsets of existing
policy areas may, for example, include: off-line data security, on-line data security, server
security, authentication and validation, human resources, and disaster recbvery. More generally,
the questions presentéd to the user via the on-line questionnaire 226 may include, But are not
limited to, questions related to firewalls, security patches, encryption of stored data, encryption
of data sent over oiaen networks, use of anti-virus programs, data access restrictions, and the
assignment of unique user identifiers or other equivalent or related questioﬁs.

[0037] As the user answers each question in the on-line questionnaire 226, responses are

weighted according to their importance. For example, an affirmative response in one scenario
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might be deemed more valuable and assigned a higher 'w.eight than a negative reépoﬁsé. The
converse is also possible. Once the responses are weighted according to their value, they ar.e:
stored in the environment database 238. The weighted responses can be utilized alone or in”
conjunction with other data generated by the scan discussed herein, to present the user with a
compliance assessment of their‘ computer system.

[0038] According to principles of ‘the present invention, the weighing of answers to the
questionnaire 226 may be performed using a scoring algorithm. The scoring algorithm may
assign, or rank, a risk “weight” or “cost” for each answer to a question in the qpestionnaire. For
example, answers to questions related to “high risk” vulnefabilities (i.e., vulnerabilities that
could result in immediate compromising of igformation and/or systems, etc.) may be weighteq,
or have a risk cost “worth”, for example, 10 points; answers to questions relat'ed to “medium
risk” vulnerabilities (i.e., vulnerabilities that could potentially result in information or system
being compromised, efc.) may be weighted, or have a risk cost “worth”, for example, 2 points;
and answers to questions related to “low risk™ vulnerabilities (i.e., vulnerabilities such as:
configurations that might reveal interesting reconnaissance information, represent a departure
from good practices, etc.) ;l)e wéighted, or have a risk cost “wort ”, for example,Al point.

[0039] It will be appreciated, however, that the respective weights of ané\.vers to

questions related to high, medium, and low-risk vulnerabilities may be adjusted depehding on the
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requirements of the operating framework, information on the user’seoAmpu'ter‘ netwofk, etc.
Additionally, it will be appreciated that what constitutes a “high”, “medium”, or “low” risk may
be subject to change depending on the reqilirerhents of the eperating framework, information on
_the user’s computer network, etc. Additiopally, it will be appreciated that addifional or different
categories other than “high,” “medium,” and “low” could be used in such a scoring system.
~ . [0040] As menfioned above, the weighted responses to the questionnaire 226 can be

qtilized alone or in conjunction with other data generated by the scan discussed herein, to present -
the user with a compliance assessment of their computer system. In one aspect of the presentA
invention, the user’s cemputer system may be determined not to be in compliance with the
“selected operating framework 202 based on an excessive number of predetermined types of
vulnerabilities, wherein predetermined vulnerabilities have different risk costs associated with
them. Accordingly, pbints associated with various ans@ers that indicate the existence of
vulnerabilities may be added together and measured against a threshold point value for an
unacceptable amount of risk. For example, the threshold point value may be 10. Accordingly,

if, for example, the answers of the questionnaire indicated the existence of a vulnerability to only
one question directed to a “high risk” vulnerability, the scoring al gorithrﬁ detennines that the
computer system is not in compliance with the selected operating framework 202. If, for

example, answers of the questionnaire indicated the existence of vulnerabilities to five questions
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directed to “medium risk” vulnerabilities, the scoring élgorithm determines that fh_e éomputer‘
system is not in compliance with the selected operating framework 202. If, forvexa’mple,
answers of the questiqngaire indicated the existence of vulnerabilities to ten questions directed to
“low risk” vulnerabilities, the scoring al gorithm determines that the computer system is not in
compliance with the selected opérating framework 202.

[0041] FIG. 5 illustrates an exemplary questionnaire 226 in accordance with the
principles of the present invention showing individual risk costs for questions that are prompted
to a user wishing to perform a security assessment of their computer network. | Referring to FIG.
5, fields designated by reference numeral 62 may comprise specific questions related to the
user’s computer system; fields designated by reference numeral 64 may indicate the severity Qf
the risk (e.g., high, medium, low) related'to a particular question; and fields Qesignated by
reference numeral 66 may indicate the risk “weight” or “cost” associated with ‘the particular risk
le\.rel of severity. In one aspect of the present invention, questions presented in fields designated
by reference numeral 62 may, for example, provide substantjally complete coverage of ail the
requirements of credit card associations. Accordingly, the questionnaire 226 illustrated in FIG. 5
may help provide a complianpe assessment for substantially an entire industry. In one aspéct of
the present invention, the questionnaire illustrated in FIG. 5 may include questioﬁs directed'to,

substantially all issues raised by the aforementioned VISA® and MasterCard® security schemes.
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In another aspect of the present inventioﬁ, and as' shown in FIG. 5, at ieast one level éf risk (e.g.,
high, mediufn, or low) may be; assigned to any particul-ar question Within the questionnaire 226,
wherein a risk cost .may selectively correspond to one of thé assigned risk levels based on
requirements of the operating framework, information on the user’s computer nétwork, etc.

[0042] In one aspect of the present invention, the vulnerability scanner 240 described
herei’n may correspdnd éub;tantially to the network parameter input module 220 and first
gcanning modul; 230 illustrated in FIG.. 2, the assessment module 305 illustrated in FIG. 3,
and/or the scanning afparatus 400 illustrated in FIG. 4 substantially as disclosed in the
aforementioned co-pending application. Accordingiy, the vulnerability scanning engine 242 may
‘perform a vulnerability scanning operation using data from the virus and vulnerability database
243. During a second phase of the compliance assessment (i.e., the aforementioned scan phase),
the uéer’s network may be scanned using a mechanism capable of providing real-time
verification of certain data input by the user through the questionnaire in order to ﬁake the
overall compliance and/or vulnerability determination of the user.

[0043] Eacﬁ scan of the user’s network conducted by the vulnerability scanner 242
results in the generation of environment data, as described in the co—pending application. This
environment data is stored in environment database 238, as is also described in the co-pending

application. In one aspect of the present invention, the environment database 238 may be the
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same database iﬁ which the results of the u§ér query and/or on-line quqstionnairé 226 .are stored.
| Alternatively, the environment data and the results of the user query and/or 6n-line questionnaire
226 caﬁ be stored in sepgrate databases.

[0044] As is described in greater detail in the co-pending application, which is hereby
incorporated by reference, the scan of the user’s network may be based off of scan pararﬁetem~
genérated, at least in part, by the responses to the on-line questionnaire 226. In one aspect of the
present invention, the scan parameters may be generated by automating logical decision tree
steps wherein the decision tree may, for example, c;omprise an XML document describe Fhe
logical flow of activities performed during a particular scan as well as the use of particular tools
during the scan. In one aspect of the present invention, the decision tree may describe the ﬂow
of scanning activities based both on user-provided parameters as well as resu]ts from the tools as
they are returned. In another aspect of the present invention, the decision tree ﬁay be indexed by
the selected operating framework 202.

[0045] In another aspect of the present invention, the scan of the user’s network may be
performed using at least one scan tool capable of generating data results (e.g., domain name
resolvers, port scanners, néloqkup, dig, whois, ping, traceroute, rpcinfo, nbstat, net use,
smbclient, nmblookup, nmai), nessus, whisker, nikto, onésixtyone, Pptp_probe, ébg, Waget,

Lantern, QTIP, dorian, etc.), wherein the data results may wrapped into a common language and
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be used to create further inquiries on the 'on-line Questionnaire 226. In one .aspect Qf ihe present
invention, individual tasks wivthin a scan may be separately managed apd/or scheduled. In
another aspect of tfle present invention, languagés defining ‘the tasks may be wrapped into a
~ language corresponding to the tool performing the task. In one aspect of the présent invention,
the scanning may be carried out using, for example, a task handler, a schedule master, and the_
like. |

[0046] bnce the §ulnerability scanning engihe completes all of its scans, thereby |
A generating all the applicable envifonment data, the third phase of the compliance assessmént
system in the present invention, the output phase, can proceed. The output phase generates an
analysis of the user’s scanned network as it relates to the operational framework employed by the
user, as well as how it relates to the user’s network’s vulnerability posture. Alternatively, the
third phase may be initiated before all of the scans are complete, or before all of the environment
data has been generated, or even before the user has completed the on-line questionnaire. For-
.example, the third phase may be initiated whenever applicable environment data is generated.
Accordingly, as thé scan progresses and applicable environment data is generated, the output
phase may be initiated.

[0047] The output phase relies on the data in the epvironment database 238 to generate

the system assessment or evaluation. For example, once all the results of the on-line
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questipnnaire 226 have‘been weighted and Sfored in thé environment database 238, éﬁd once the
scan of a given system is complete and the task results 436 stored in the en\;ironment databéée
238, thé environment daﬁabase 238 contains gll the weighted answers as well as all the
environment datg._ The database tables holding the weighted results of the on-line questionnaire
226 and hold the task results 436‘ are represented in FIG. 6.

[0048] Referring to FIG. 6, in one embodiment of the presént invention the envirohment
database 238 of FIG. 2, which can also be referred fo as a client environment database (CED),
can be written in any database management software known in the art, includipg SQL. In one
embodiment of the present invention, the CED may contain multiple distinct sections which, as
described in the co—pehding application, aid in generating scans for the vulnerability scanning
engine 242. However, the database tables in either the environmeni database‘ 238 of FIG. 2 or
the CED of FIG. 6 are also used to hold the environment data as well as the reéponses to the on-
line questionnaire 226.

[0049] In one aspect of the present invention, the environment database may contain
information related at least one of scan parameter, scan frequency, scan time period, scan result,’
scan start time, scan stop time, next scan date, status of network, discovered MAC addresses,
scan activity log, exposed systems, exposed services, scanned domain names, scanned IP,

discovered IP, applications used in scanning, and the like.
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[0050]} Once the environment data;base 238 of FIG. 2, or the CED of FIG. 6, are
populated with all the applicable weighted results‘and environment datg, the vulnerability report
generator 246 compares those results with the opérating framework 202 initially selectéd by the
.user in phase one of the compliance assessment to provide an indication of whether the scanned
system complies with the particular requirements of that operating framework 202, such as the
HiPAA regulatory étanaard 204 or the VISA® secu’rity scheme 216. In this third phase, the
vulnerability report genefator 246 may indicate which aspects of the user’s network are
* vulnerable to security breaches and how such breaches might occur. By providing specific
details regarding such'vulnerability, the vulnerabilify assessment system 200 enables the user
‘being scanned to develop adequate security protection to eliminate that vulnerability.

[0051] For example, tﬁe program may classify and briefly list each of the potential
vu]nérabilities identified, and £nay associate aﬁ intuitive descriptor such as “loQ risk,” “medium
risk,” “high risk,” “informational risk,” or “administrative risk™ to each pot;ntial ‘;Julnerability.
These results may indicate a “pass” or “fail” grade, or may be in tabular form. FIG. 7 can also
depict the results of a vulnerability scan in a graphical format. As shown in FIG. 7, the
graphically depicted results rank the twenty most vulnerable systems on thé user network; from
most vulnerable to least vulnerable. Within the graphical depiction of FIG. 7 the field designated

by reference numeral 82 includes the IP address of the system, the field designated by reference
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numeral 84 includes the total number of vulnerabilities within the system, and the ﬁeid
designated by reference numeral 86 includes the domain of the system.The vulnerability scsﬁ
may reveal the level of yulnerability for all sccessible hosts and network services available on a
network, or it can scan just the selected hosts and network services. In the preferred
- embodiment, the results generéted by the vulnerability report generator 246 can be provjded to
the ﬁser over the Internet 248. However, those same results can be provided by other means
descfibed herein, including in Writteﬁ form, orslly, via speech synthesizer and wirelessly.
[0052] Similarly, the vulnerability report éenerator 246 can include suggestions or
recommendations on how to solve the identified vulnerabilities such as those illustrated in FIG.
4B. If the report is provided as an HTML page, that HTML page can contain links 808 to
security patches which are specific for the operating systems and/or other software of tﬁe user’s
system and identified vulnerability. In addition, the results of the vulnerabiliﬁ scan may be
provided as an e-mail alert 250 to the user, particularly if the user has selecteq a periodic
assessment of their network’s security or ongoing compliance. In another aspect of the éresent ‘
invention, the vulnerability report generator 246 may generate a report including how well the
user’s computer network complies with the selected operatjng framework compared to an |

industry average or other selected computer networks.
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[0053] The assessment system 206 is preferably scalable to differerit hetworks and
operating platforms as well as is scﬁlable"to different‘ ranges of security. The scaiability of the
questionnaire relates to its database schema and architecturé which allows for an unlimited
number of questions to be added to the database in order to address evolying standards or
requirements. The reporting module is similarly scalable in its capability to extract pertinent
information from the vérious database components ‘of‘the tool and incorporate them into a final
report.

[0054] The assessment system 200 may also have a security device capable of preventjn’g
confidential information from being scanned. In one embodiment, the on-line questionnaire
‘prompts the user to detail any and all sites, etc., that should not be scanned. For instance, if a
particular user has a stand-alone server that is not part of any transactional elements within that
eﬁvironment, its IP address may be called out and excluded from the network scan.

[0055] The invention has been described in detail with particular reference to a preferred
'embodiment thereof. However, it will be appreciated that those skilled in the art, upon
cénsideration of this disclosure may make variations and modifications within the spirit and
scope of the invention. It is intended that the specification and examples bé considered as |
exémplary only, with a true scope and spirit of the invention being indicated by the foliowing

claims.
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WHAT iS CLAIMED IS:
1. A methéd of determining compliance with at least one compliance standard, compr~is‘ir'1g:

‘obtaining at least one compliance standard for a given transaction;

developing inquiries to elicit a user’s response based upon said at least one compliance
standard;

generating scan parameters based upon said response to said inquiries;

scanning an electronic system using said scan parameters; and

providing an assessment regarding compliance with said at least one cc')mpliance'
standard.
2. The methpd of claim 1, wherein the at least one compliance standard comprises a secuﬁty
policy.
3. The method of claim 1, wherein the at least one compliance standard c;)mprises a security
scheme.
4. The method of claim 1, wherein the at least one compliance standard comprises a
regulatory standard.
5. The method of claim '1, further comprising arranging said inquiries in a graphical user

interface.
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6. The method of claini 1, wherein said genérating further comprises éutomating logical -

decision tree steps.

7. The method of .claim 1, wherein said scaﬁning furthér comprises using at least one scan
.tool.

8. The method of claim 7, wherein said at least one scan tool'generates data results.

49. " The method bf élaim 8, wherein said data re'su]ts create further inquiries for said ‘
generating.

10. The method of claim 1, wherein said scanning is scalable.

11. The method of claim 8, wherein séid at leasf one scan tool is selected from the group

‘consisting of domain name resolvers, port scanners, nslookup, dig, whois, ping, traceroute,
rpcinfo, nbstat, net use, smbclient, nmblookup, nmap, nessus, whisker, nikto, onesixtyone,
Pptp_probe, Gbg, Wget, Lantern, QTIP, and dorian.

12.  The method of claim 1, further comprising detecting confidential information.

13.  The method of claim 1, further comprising wrapping data received from each scan
parameter iq a corﬁmon language.

14.  The method of claim 1, wherein the re gulatpry scheme comprises a‘security specif‘ic_:ation.
15.  The method of claim 1, wherein éaid scanning further comprises managing individual

tasks that comprise a scan.
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16.  The method éf claim 1, wherein said scanning further comprises wrapping eac;h task into
a tool language.
17.  The method of claim 1, wherein said{scanning further comprises sche@uling tasks.
18.  The method of claim 1, wherein ‘said providing an assessment further cdmprises
developing an environment datéﬁase.
19. The method of claim 18, wherein said environment database contains at least'one selected
from the group consisting of scan parametér, scan frequency, scan time period, scan result, scan
start time, scan stop time, next- scan date, status of 'network, discovered MAC gddresses, scan
activity log, exposed systems, exposed services, scanned domain names, scanned IP, discovered
1P, and applicatiqns used in scanning.
20. A method of determining compliance with at least one compliance sta}ndard, comprising:

obtaining at least one regulatory standard for a given transaction;

-developing inquiries to ‘elicit a user’s response based upon said at least one compliance
standard;

generating scan parameters based upon said response to said inquiries;

scanning an electronic éystem using said scan parameters;

wrapping data from each scan parametér in a common laﬁguage; and

providing an assessment regarding compliance with said regulatory standard.
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21.  The method of claim 20, wherein the at l;castAone cbmpliance standard comprises a
security policy.

22. The method of .claim 20, wherein the at least one cémpliance standard comprisés a
security scheme.

23.  The method of claim 20, wherein the at least one compliaripe standard comprisés a
regulatory standard.

24.  The method of cléim 20, further comprising arran ging said inquiries in a graphical user
interface.

25.  The method of claim 20, wherein said generating further comprises automating logical
decision tree steps.

26.  The method of claim 20, wherein said scanning step further comprises using at least one
scan tool.

217. The method of claim 26, wherein said scan tools gene;ate data results.

28. The method of claim 27, wherein said data results create further inquiries for said
génerating step.

29. The method of claim 20, v'vherein' said scanning is scalable.

30.  The method of claim 25, further comprising changing said logical decision tree steps.
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31.  The method of claim 26, wherein said at least one scan tool is selected from fhe group
consisting of domain name resolvers, port scanners, nslookup, dig, whois, ping,ltraceroute, :
rpcinfo, nbstat, net use, smbclient, nmblookup, nmap, nessus, whisker, nikto, onesixtyone,
Pptp_probe, Gbg, Wget, Lantern, QTIP, and dorian.‘ |

32.  The method of claim 20, further comprising detecting restricted informatioq.

33. | The method of claim 23, wherein the regulatory standard comprises a security
specification.

34.  The method of claim 20, wherein said scanning further comprises mangging individual
tasks that comprise a scan.

35.  The method of claim 20, wherein said scanning further comprises wrapping each task |
into a tool language.

36.  The method of claim 20, wherein said scanning step further comprises séheduling tasks.
37.  The method of claim ZQ, wherein said providing an assessment furthe; comprises
developing an environment database.

38.  The method of claim 37, wherein said environment comprises at least one selected from
the group consisting of scén pafameter, scan frequency, scan time period, scan result, scan start

time, scan stop time, next scan date, status of hetwork, discovered MAC addresses, scan activity
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I;)g, exposed systems, exposed services, scanned domain names, scanqeci IP, diScovefed IP, and
applications used in scanning.
39. A computer system for providing users with the abiiity to determine compliaricé with at
least one compliance standard, comprising:

at least pne compliance standard;

a means for proﬁding inquiries to a user;

a means for creaﬁng a decision tree architecture; '

a means for scanning another computer system for system vulnerabilities;

at least one scgnning tool;

a database for recording data generated By said means for scanning; and

an interface for displaying the data contained in said database.
40. | The method of claim 39, wherein the at least oné compliance standard comprises a
security policy.
41. The method of claim 39, wherein the at least one compliance standard comprises a
security schgme.
42.  The method of claim 39, wherein the at least one compliance staﬁdérd comprises a |

regulatory standard.
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. 43.  The system (ﬁ" claim 39, further comprising a means for converting said data generated by
said means for scanning into a wrapper language.

44.  The system of clgim 39, further comprising means for adding at least one additional
scanning tool.

.45,  The system of claim 39, v?herein said decision tree architecture further comprises a series -
of tésks to be completed by said at least one scanning tool. -

46.  The system of claim 39, further compriéing a means for adding at least one task to said
decision tree architecture.

47.  The system of claim 39, further comprising continually updating said database with said
means for scanning.

48, The system of claim 39, whefein said means for scanning is adapted tp communicate with
said decision tree architecture.

49.  The system of claim 42, wherein said regulatory standard comprises a security
specification.

50.  The system of claim 39, wherein said means for scanning further comprises a task
manager.

51.  The system of claim 39, wherein said means for scanning further comprisés a task

handler.
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52. The system of claim 39, wherein ééid means for scénning furtﬁer cofnprises a.schedule

master.

53. 53. The sys;em of claim 39, wherein éaid databaée contains at least one selécted from
the group consisting of scan parameter, scan frequency, scan ‘timre period, scan result,
scan start time, and scan stop time.

54, A system for det‘ermining compliance levels of a computer network, comprising:
an operating framework fc;r storing at least one predefermined compliance standard with .
which to measﬁfe against a compufer network;
a compliance question database, comprising questions answerable by a user to verify
compliance with entities of the at least one predetermined compliance standard;
a presentation means for presenting predetermined ones of the compliance questions to

the user;

a compliance answer database, comprising the user’s answer to the predétermined ones of
P

the compliance questions;

compliance assessment means for scanning the user’s computer network, verifying the

user’s answer; and

a report generator coupled to the compliance answer database for generating a

compliance report.

55. The system'of claim 54, wherein the presentation means comprises an on-line

questionnaire presentable to the user via a web-based interface.
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56.  The system of claim 55, wherein the on-line questionnaire further comprises links to

‘suggestions on how to understand and respond to the questions.

57.  The system of claim 54, wherein the presentation means comprises verbal instruction

presentable to the user.

58.  The system of claim 54, wherein the presentation means comprises written instruction

presentable to the user.
59.  The system of claim 54, wherein the presentation means comprises a speech synthesizer.

60.  The system of claim 54, wherein the presentation means comprises a wireless electronic
“transmission to at least one selected from the group consisting of a PDA, cell phone, and

BlackBerry™ device.

61.  The system of claim 54, wherein predetermined ones of the compliahce questions of

similar policy areas are presented to the user as being grouped together.

62.  The system of claim 61, wherein the policy areas may comprise at least one selected from
the group consisting of network security concerns related to whether an organization has a
properly conﬁgﬁred firewall, privacy concerns addressing how an organization protects persoﬁal |
information, physical concerns regarding the user’s hardware, contingency concerns regarding
plans to continue computer network operations after a power outage, off-line data security, on-
line data security, server secu‘rity, authentication and validation, human resources, and disaster

recovery.
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63.  The system of claim 54, wherein the compliance question database éomprises questions
related to at least one selected from the group consisting of corporate guidelines, security

policies, and regulations requiring predetermined levels of compliance.

64.  The system of claim 54, wherein the compliance question database comprises questions .
related to at least one selected from the group consisting of firewalls, security patches,
encryption of stored data, encryption of data sent over opén networks, use of anti-virus

programs, data access restrictions, and the assignment of user identifiers.

65.  The system of claim 54, further comprising answer weighting means for selectively
assigning varying levels of importance to answers of predetermined ones of the compliance

questions.

66.  The system of claim 54; wherein the compliance assessment means
scans the user’s computer network;
generates rpeasured compliance data based on the scan; and
compares the measured compliance data with the user’s answers in the compliance

answer database.

67. The sy.stem of claim 66, wherein the compliance assessment means provides the .

measured compliance data to the compliance answer database.

68.  The system of claim 66, further comprising a security device for preventing confidential

information on the user’s computer network from being scanned.
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69.  The system of claim 54, wherein the compliancé report indicates the degfee to which the

user’s computer network complies with the at least one predetermined compliance standard. K

70.  The system of claim 54, wherein the at least one compliance standard comprises a

governmehtal regulatory standard.

71.  The system of claim 54, wherein the at least one compliance standard comprises a

security scheme.

72.  The system of claim 54, wherein the at least one compliance standard comprises a

security policy.
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