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DYNAMIC SHARDING FOR STATE-BASED PROCESSING
TECHNICAL FIELD

[0001] Embodiments described herein generally relate to distributed data processing and
in particular to enabling a distributed data processing system to process a data set from local

storage devices by dynamically reallocating portions of the data set.

BACKGROUND ART

[0002] In some data processing applications, a system can process a large amount of data
by processing many smaller sets of data in sequence. Other data processing applications,
however, require that the entire data set be persistently available for processing. For example,
when looking at a large data set to identify correlations between two or more data points, the
system must be able to access the full data set in order to identify if any data points are

correlated.

[0003] While a large data set (e.g., several petabytes or more) can be stored on a single
storage device and processed using a single hardware element, it is preferable to process a large
data set using multiple nodes of a distributed computing system so that the data can be
processed more quickly. Making the large data set available to multiple nodes of a distributed

computer system, however, presents its own set of challenges.

[0004] FIG. 1 is a block diagram illustrating a conventional distributed data processing
system 100 where a controller 110, a cluster of nodes (e.g., three nodes 120a through 120c,
each including a local storage device 122a-c), and a data store 190 communicate via a network
180. The controller 110 outputs instructions to the nodes 120a-c and the data store 190. Each
node 120 can quickly access data stored on the local data storage device 122 associated with
the node 120. For each node 120 to access data stored on the data store 190, however, the data
must first be transferred to the local data storage device 122. Ideally, the entire data set would
be divided and stored on the local storage devices 122a-c so that the nodes can quickly process
the data. However, because the storage capacity of each of the local storage devices 122 is
finite and it is not always possible to predict how much memory will be required by each node

120, one or more of the local storage devices 122 may run out of space.

[0005] Therefore, the conventional distributed data processing system 100 stores the

majority of the data in the data store 190 and only stores a small subset of the data in the local
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storage devices 122. For example, the node 120a may be responsible for analyzing a database
with 6 billion keys with all 6 million keys (and associated data) stored in the data store 190.
The local data storage device 122a may store a small subset of that database (e.g., the most-
recently used 100,000 keys and associated data). This process ensures that the local storage
device 122 does not run out of space, but increases processing time each time the node 120a

must access a record that is stored in the data store 190.

[0006] For some data processing applications, where cardinality is low, keeping a small
subset of the data set in the local storage devices 122 may be sufficient. In other words, it may
be possible to predict which data records to store locally with reasonable accuracy or the
additional time to transfer some data records from the data store 190 may be an acceptable. In
other data processing applications, however, it may be difficult or impossible to predict which

data records should be stored locally.

[0007] Regardless of the predictability of the data set, partitioning and storing the entire
data set on local storage devices 122 reduces processing time and eliminates the need to predict
which records are best stored locally. Accordingly, there is a need for a distributed data
processing system that processes a large data set from local storage devices while ensuring that

the local storage devices do not run out of storage capacity.

BRIEF DESCRIPTION OF DRAWINGS

[0008] Figure 1 is a block diagram illustrating a conventional distributed data processing

system.

[0009] Figure 2 is a block diagram illustrating a distributed data processing system

according to an embodiment.

[0010] Figures 3-4 are block diagrams illustrating a distributed data processing system

according to an embodiment.

[0011] Figure 5 is a flowchart illustrating a technique for dynamically reallocating locally-
stored data in the distributed data processing system illustrated in Figures 2-4 according to one

embodiment.

[0012] Figure 6 is a block diagram illustrating a computing device that may be used as

node according to one embodiment.
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[0013] Figure 7 is a block diagram illustrating a computing device that may be used as a

node according to another embodiment.

DESCRIPTION OF EMBODIMENTS

[0014] In the following description, for purposes of explanation, numerous specific details
are set forth in order to provide a thorough understanding of the invention. It will be apparent,
however, to one skilled in the art that the invention may be practiced without these specific
details. In other instances, structure and devices are shown in block diagram form in order to
avoid obscuring the invention. References to numbers without subscripts or suffixes are
understood to reference all instance of subscripts and suffixes corresponding to the referenced
number. Moreover, the language used in this disclosure has been principally selected for
readability and instructional purposes, and may not have been selected to delineate or
circumscribe the inventive subject matter, resort to the claims being necessary to determine
such inventive subject matter. Reference in the specification to “one embodiment” or to “an
embodiment” means that a particular feature, structure, or characteristic described in
connection with the embodiments is included in at least one embodiment of the invention, and
multiple references to “one embodiment” or “an embodiment” should not be understood as

necessarily all referring to the same embodiment.

[0015] As used herein, the term “system” refers to a single computer or a plurality of
computers working together to perform the function described as being performed on or by a

computer system.

[0016] As used herein, the term “node” refers to any computing device that is capable of
connecting to a network. Such devices include, but are not limited to, personal computers,
desktop computers, multiprocessor systems, mobile computing devices, microprocessor-based
or programmable consumer electronics, network PCs, servers, network appliances, cellular
phones, PDAs, or the like. Such devices may employ a wired and/or a wireless mechanism to

connect to the network.

[0017] As used herein, the term “cluster” refers to a set of nodes connected by a network.
Multiple nodes within a cluster may cooperate to perform the same task. The nodes within a
cluster may be connected by a local area network (“LAN”), a wide area network (“WAN?),
and/or the internet. Each node with a cluster may run its own instance of the same operating

system. The nodes within a cluster may include the same or similar hardware.
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[0018] As used herein, the term “state” refers all stored information, at a given instant in
time, to which a node has access. State may be stored in random access memory (RAM) or

may be persisted to non-volatile storage such as a hard drive or flash memory.

[0019] As used herein, the term “controller” refers any hardware element or software
module that outputs instructions for controlling any computing device, such as a node, a cluster

of nodes, and/or distributed cache.

[0020] As used herein, the term “distributed cache” refers to a storage device that stores
data. The data stored in a distributed cache might be the results of an earlier computation, or
the duplicates of data stored elsewhere. The distributed cache may receive data from multiple
nodes via a network. A distributed cache may grow in size to store the output from the nodes,
referred to by those of ordinary skill in the art as an “elastic cache.” The distributed cache may
include volatile random access memory (RAM) or non-volatile storage such as a hard drive or

flash memory.

[0021] As used herein, the term “sharding” refers to partitioning a larger database into

multiple smaller sets of data (sometimes referred to as “shards”).

[0022] As used herein, the term “security information and event management (SIEM)”
refers to real-time analysis of security alerts generated by network hardware and applications.
SIEM may include aggregating data from multiple sources (e.g., network devices, security
devices, servers, databases, applications, etc.), consolidating monitored data, correlating
data/events, automating analysis of correlated data/events, outputting alerts (e.g., via email, a
dashboard, etc.), identifying patterns or converting event data into charts to assist identifying
patterns, gathering and/or outputting compliance data, storing historical data to facilitate
correlation of data over time, retaining historical data for compliance requirements and/or for
future analysis, and/or searching across logs on different nodes and time periods based on
specific criteria. SIEM functions are sometimes referred to as Security information

management (SIM) and/or security event management (SEM).

[0023] FIG. 2 is a block diagram illustrating a distributed computing system 200 according
to an embodiment. The system 200 includes a controller 210, a cluster of nodes (e.g., three
nodes 220a through 220c¢ each including a local storage device 222a-c), a distributed cache

260, and a network 280.
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[0024] To mitigate the effects of a node failure, each node 220 periodically persists the
data stored in the associated local storage device 222 to the distributed cache 260. For example,
the node 220a may output its state from the local storage device 222« to the distributed cache
260. In response to a determination that the node 220« has failed, the controller 210 may cause
the previously recorded state of the node 2204 to be transferred from the distributed cache 260
to the storage device 222¢ and the node 220c¢ may continue processing the data in the same
manner as was previously done by node 220a. To mitigate the effects of a node failure, a node
220 may output information indicative of the entire data set stored on the local storage device
222 associated with the node 220 or information indicative of the changes to the data since the

last time the node 220 persisted its state to the distributed cache 260.

[0025] As described below, the system 200 also ensures that the local storage devices 222
do not run out of storage capacity using a technique of dynamically balancing the data stored

on the local storage devices 222a-c called “dynamic sharding.”

[0026] As shown in FIG. 3, for example, the storage device 222a may be operating at 80
percent capacity while the storage device 222b is operating at 50 percent capacity. In the
example shown in FIG. 3, the node 220c¢ is idle and, therefore, the storage device 222c¢ is
operating at O percent capacity. The node 220a may reallocate a portion of the data stored on
the local storage device 222a by outputting that data to the distributed cache 260 for transfer
to the local storage device 222¢. For example, the system 200 may be configured such that if a
local storage devices 222a reaches a predetermined threshold (e.g., 80 percent), the node 220
outputs a portion of the data stored on the local storage device 222 to the distributed cache 260

for transfer to another local storage device 222.

[0027] In the example shown in FIGS. 3-4, the node 220« outputs half the data stored on
the local storage device 222a to the distributed cache 260 for transfer to the local storage device
222¢. (In other embodiments, the node 220a may output any portion of the data to any number
of nodes. For example, the node 2204 may output two-thirds of the data stored on the local
storage device 222a with two nodes each receiving one-third of the data previously stored on
the storage device 222a. The node 220a may output the data for processing by one or more
nodes that are currently idle or that are currently processing data but have available local
storage capacity.) Accordingly, as shown in FIG. 4, the system ensures that all of the local

storage devices 222 are below the predetermined threshold.
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[0028] In order to ensure that the system 200 has the capacity to process an entire data set
locally, the system 200 only requires enough nodes 220 with sufficient local storage to store
the entire data set. If the data set grows, a system operator can simply add additional nodes 220
with local storage devices 222 and the system 200 will dynamically reallocate portions of the

data set to the additional local storage devices 222 as needed.

[0029] The system 200 may be any distributed computing system configured to process
any data. In one embodiment, the system 200 is configured to identify correlations in the data

for the purposes of security information and event management (SIEM).

[0030] Partitioning the data stored in local storage device 222a as illustrated in FIG. 3
(such that it can be stored in the local storage devices 222a and 222¢ in FIG. 4) is referred to
as sharding. The system 200 may be configured to partition the data in any suitable manner.
When partitioning data used to identify correlations as described above, it is preferable that the
system 200 partitions the data based on the correlation factor. For example, if the system 200
is configured to correlate one piece of data regarding a user and another piece of data regarding
the same user (but is not configured to correlate the actions of multiple users), the system 200
may partition the data based on the identity of the users. Therefore, all of the data regarding
each user is stored on the same local storage device 222 and is processed by the same node

220.

[0031] FIG. 5 is a flowchart illustrating a technique 500 for dynamically reallocating
locally-stored data in a distributed data processing system 200 according to one embodiment.
Data is received by the system 200 in block 510. The data is stored in a local storage device
222ain block 520. The data stored in the local storage device 222a is processed by a node 220a
in block 530. The node 220a periodically persists the data stored in the local storage device
222a to a distributed cache 260 in block 540 so that, in the event that the node 220« fails, the

data can be recovered and transferred to another node 220b-c¢ for processing.

[0032] In block 550, the node 220a determines whether the amount of data stored on the
local storage device 222a has reached a predetermined threshold (for example, 80 percent of
the total capacity of the local storage device 222a). If not, the node 220a continues receiving,

processing, and periodically backing up the data in blocks 510-540.

[0033] If the node 220a determines in block 550 that the amount of data stored on the local

storage device 222a has reached a predetermined threshold, the node 220a outputs a portion of
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the data stored on the local storage device 2224 to the distributed cache 260 in block 560 and
outputs an instruction to the controller 210 in block 570. In response to the instruction from the
node 220a, the controller 210 transfers the data previously stored in the local storage device
222a from distributed cache 260 to at least one other node in block 580. For example, the data
output by the node 220 may be transferred to the local storage device 222¢ in block 580. The
additional node(s) (in this example, the node 220c¢) processes the data locally in block 590.

[0034] The technique described above is an efficient way to reallocate data among the local
storage devices 222 because it uses some of the same processes that are used to mitigate the
effects of a node failure. As described above, each node 220 may already be configured to
periodically persist its state to the distributed cache 260. Similarly, in response to a
determination that the amount of data stored on a local storage device 222 has reached a
predetermined threshold, the node 220 associated with the local storage device 222 outputs a
portion of the data to the distributed cache 260. The technique for transferring data from the
distributed cache 260 to an additional node 220 may also be similar regardless of whether a
node 220 has failed or whether a local storage device 222 has reached the predetermined

threshold.

[0035] Because of the similarities between the dynamic sharding technique and node
failure technique, in some embodiments the system 200 may execute a single set of computer
executable instructions in response to either a node failure or an indication from a node 220
that the associated local storage device 222 has reached the predetermined threshold. In
particular, the controller 210 may execute many of the same process steps to transfer data from
the distributed cache 260 to another node 220 regardless of whether a node has failed or
whether a local storage device 222 reached a predetermined threshold. In other embodiments,
the process steps for dynamic sharding and node failure may be implemented as separate

computer executable instructions.

[0036] Whether the dynamic sharding and node failure techniques are implemented as a
single process or separate processes, the system 200 may be configured to perform additional
process steps depending in response to a determination that a local storage device 222 has
reached a predetermined threshold. For example, because the data stored in the local storage
device 222 may have changed since the last time the node 220 persisted its state to the

distributed cache 260, the node 220 may immediately begin the process of outputting the data
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to the distributed cache 260 in response to the determination that the amount of data stored on

a local storage device 222 has reached a predetermined threshold.

[0037] The local storage devices 222 may be any computer readable storage medium. In a
preferred embodiment, the local storage device 222 is a high speed storage medium such as
random access memory (RAM). The distributed cache 260 may include one or more computer
readable storage media. In a preferred embodiment, the distributed cache includes at least one
high speed storage medium, such as RAM, of sufficient size as to receive all of the data stored
on one of the local storage devices 222, and nonvolatile memory (e.g., a solid state hard drive)
with enough capacity to store the entire data set. In the preferred embodiment described above,
when one of the local storage devices 222 persists its state to the distributed cache 260 (either
to back-up the data in case of node failure or for transfer to another node), the distributed cache
260 quickly reads the data output by the node 220 into RAM and then transfers the data to
nonvolatile memory. The distributed cache 260 may include a cluster of high speed storage
mediums to quickly read in data output by a plurality of nodes. The distributed cache 260 may
be an elastic cache that is expandable to accommodate additional nodes 220 that may be added

to the system 200.

[0038] Referring now to FIG. 6, a block diagram illustrates a programmable device 600
that may be used for implementing the techniques described herein in accordance with one
embodiment. The programmable device 600 illustrated in FIG. 6 is a multiprocessor
programmable device that includes a first processing element 670 and a second processing
element 680. While two processing elements 670 and 680 are shown, an embodiment of

programmable device 600 may also include only one such processing element.

[0039] Programmable device 600 is illustrated as a point-to-point interconnect system, in
which the first processing element 670 and second processing element 680 are coupled via a
point-to-point interconnect 650. Any or all of the interconnects illustrated in FIG. 6 may be

implemented as a multi-drop bus rather than point-to-point interconnects.

[0040] As illustrated in FIG. 6, each of processing elements 670 and 680 may be multicore
processors, including first and second processor cores (i.e., processor cores 674a and 674b and

processor cores 684a and 684b). Such cores 674a, 674b, 684a, 684b may be configured to

execute instruction code. However, other embodiments may use processing elements that are
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single core processors as desired. In embodiments with multiple processing elements 670, 680,

each processing element may be implemented with different numbers of cores as desired.

[0041] Each processing element 670, 680 may include at least one shared cache 646. The
shared cache 646a, 646b may store data (e.g., instructions) that are utilized by one or more
components of the processing element, such as the cores 674a, 674b and 684a, 684b,
respectively. For example, the shared cache may locally cache data stored in a memory 632,
634 for faster access by components of the processing elements 670, 680. In one or more
embodiments, the shared cache 646a, 646b may include one or more mid-level caches, such as
level 2 (L2), level 3 (L3), level 4 (L4), or other levels of cache, a last level cache (LLC), or

combinations thereof.

[0042] While FIG. 6 illustrates a programmable device with two processing elements 670,
680 for clarity of the drawing, the scope of the present invention is not so limited and any
number of processing elements may be present. Alternatively, one or more of processing
elements 670, 680 may be an element other than a processor, such as an graphics processing
unit (GPU), a digital signal processing (DSP) unit, a field programmable gate array, or any
other programmable processing element. Processing element 680 may be heterogeneous or
asymmetric to processing element 670. There may be a variety of differences between
processing elements 670, 680 in terms of a spectrum of metrics of merit including architectural,
microarchitectural, thermal, power consumption characteristics, and the like. These differences
may effectively manifest themselves as asymmetry and heterogeneity amongst processing
elements 670, 680. In some embodiments, the various processing elements 670, 680 may reside

in the same die package.

[0043] First processing element 670 may further include memory controller logic (MC)
672 and point-to-point (P—P) interconnects 676 and 678. Similarly, second processing element
680 may include a MC 682 and P-P interconnects 686 and 688. As illustrated in FIG. 6, MCs
672 and 682 couple processing elements 670, 680 to respective memories, namely a memory
632 and a memory 634, which may be portions of main memory locally attached to the
respective processors. While MC logic 672 and 682 is illustrated as integrated into processing
elements 670, 680, in some embodiments the memory controller logic may be discrete logic

outside processing elements 670, 680 rather than integrated therein.

10
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[0044] Processing element 670 and processing element 680 may be coupled to an 1/O
subsystem 690 via respective P—P interconnects 676 and 686 through links 652 and 654. As
illustrated in FIG. 6, I/O subsystem 690 includes P—P interconnects 694 and 698. Furthermore,
I/O subsystem 690 includes an interface 692 to couple I/O subsystem 690 with a high
performance graphics engine 638. In one embodiment, a bus (not shown) may be used to couple
graphics engine 638 to I/O subsystem 690. Alternately, a point-to-point interconnect 639 may

couple these components.

[0045] In turn, I/O subsystem 690 may be coupled to a first link 616 via an interface 696.
In one embodiment, first link 616 may be a Peripheral Component Interconnect (PCI) bus, or
a bus such as a PCI Express bus or another I/O interconnect bus, although the scope of the

present invention is not so limited.

[0046] As illustrated in FIG. 6, various I/O devices 614, 624 may be coupled to first link
616, along with a bridge 618 that may couple first link 616 to a second link 620. In one
embodiment, second link 620 may be a low pin count (LPC) bus. Various devices may be
coupled to second link 620 including, for example, a keyboard/mouse 612, communication
device(s) 626 (which may in turn be in communication with the computer network 603), and a
data storage unit 628 such as a disk drive or other mass storage device which may include code
630, in one embodiment. The code 630 may include instructions for performing embodiments
of one or more of the techniques described above. Further, an audio I/O 624 may be coupled

to second link 620.

[0047] Note that other embodiments are contemplated. For example, instead of the point-
to-point architecture of FIG. 6, a system may implement a multi-drop bus or another such
communication topology. Although links 616 and 620 are illustrated as busses in FIG. 6, any
desired type of link may be used. In addition, the elements of FIG. 6 may alternatively be

partitioned using more or fewer integrated chips than illustrated in FIG. 6.

[0048] Referring now to FIG. 7, a block diagram illustrates a programmable device 700
according to another embodiment. Certain aspects of FIG. 7 have been omitted from FIG. 7 in

order to avoid obscuring other aspects of FIG. 7.

[0049] FIG. 7 illustrates that processing elements 770, 780 may include integrated memory
and I/O control logic (“CL”) 772 and 782, respectively. In some embodiments, the 772, 782

may include memory control logic (MC) such as that described above in connection with FIG.

11
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6. In addition, CL 772, 782 may also include I/O control logic. FIG. 7 illustrates that not only
may the memories 732, 734 be coupled to the CL 772, 782, but also that I/O devices 744 may
also be coupled to the control logic 772, 782. Legacy I/O devices 715 may be coupled to the
I/O subsystem 790 by interface 796. Each processing element 770, 780 may include multiple
processor cores, illustrated in FIG. 7 as processor cores 774A, 774B, 784A and 784B. As
illustrated in FIG. 7, I/O subsystem 790 includes point-to-point (P-P) interconnects 794 and
798 that connect to P-P interconnects 776 and 786 of the processing elements 770 and 780 with
links 752 and 754. Processing elements 770 and 780 may also be interconnected by link 750

and interconnects 778 and 788, respectively.

[0050] The programmable devices depicted in FIGs. 6 and 7 are schematic illustrations of
embodiments of programmable devices that may be utilized to implement wvarious
embodiments discussed herein. Various components of the programmable devices depicted in

FIGs. 6 and 7 may be combined in a system-on-a-chip (SoC) architecture.
[0051] The following examples pertain to further embodiments.

[0052] Example 1 is a system, comprising: a first node that processes data stored in a first
local storage device; a second node including a second local storage device; and a distributed
cache in network communication with the first node and the second node, wherein the system
is configured to: determine whether a size of the data stored in the first local storage device is
greater than or equal to a predetermined threshold; and transfer a portion of the data stored in
the first local storage device to the second local storage device via the distributed cache in
response to a determination that the size of the data stored in the first local storage device is

greater than or equal to the predetermined threshold.

[0053] In Example 2 the subject matter of Example 1 optionally includes wherein the
predetermined threshold is a ratio of the size of the data stored in the first local storage device

relative to a capacity of the first local storage device.

[0054] In Example 3 the subject matter of any of Examples 1 or 2 optionally includes

wherein the first local storage device is in direct communication with the first node.

[0055] In Example 4 the subject matter of any of Examples 1 or 2 optionally includes

wherein the first local storage device includes volatile memory.

[0056] In Example 5 the subject matter of any of Examples 1 or 2 optionally includes

wherein the distributed cache includes nonvolatile memory.

12
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[0057] In Example 6 the subject matter of any of Examples 1 or 2 optionally includes
further comprising a controller that outputs instructions to the first node, the second node, and

the distributed cache.

[0058] In Example 7 the subject matter of any of Examples 1 or 2 optionally includes
wherein the first node periodically outputs information indicative of the data stored in the first

local storage device to the distributed cache.

[0059] In Example 8 the subject matter of Example 7 optionally includes wherein the
system is further configured to: determine whether the first node has experienced a failure; and
transfer the information indicative of the data stored in the first local storage device from the
distributed cache to the second local storage device in response to a determination that the first

node has experienced a failure.

[0060] Example 9 is a method, comprising: storing data in a first local storage device in
communication with a first node; determining whether a size of the data stored in the first local
storage device is greater than or equal to a predetermined threshold; and transferring a portion
of the data stored in the first local storage device to a second local storage device in direct
communication with a second node via a distributed cache in response to a determination that
the size of the data stored in the first local storage device is greater than or equal to the

predetermined threshold.

[0061] In Example 10 the subject matter of Example 9 optionally includes wherein the
predetermined threshold is a ratio of the size of the data stored in the first local storage device

relative to a capacity of the first local storage device.

[0062] In Example 11 the subject matter of any of Examples 9 or 10 optionally includes

wherein the first local storage device includes volatile memory.

[0063] In Example 12 the subject matter of any of Examples 9 or 10 optionally includes

wherein the distributed cache includes nonvolatile memory.

[0064] In Example 13 the subject matter of any of Examples 9 or 10 optionally includes
further comprising: periodically transferring information indicative of the data stored in the

first local storage device to the distributed cache.

[0065] In Example 14 the subject matter of Example 13 optionally includes further

comprising: transferring the information indicative of the data stored in the first local storage
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device from the distributed cache to a third local storage device in direct communication with

a third node in response to a determination that the first node has experienced a failure.

[0066] Example 15 is a machine readable medium, on which are stored instructions,
comprising instructions that when executed cause a machine to: determine whether a size of
data stored in a first local storage device in communication with a first node is greater than or
equal to a predetermined threshold; and transfer a portion of the data stored in the first local
storage device to a second local storage device in direct communication with a second node via
a distributed cache in response to a determination that the size of the data stored in the first

local storage device is greater than or equal to the predetermined threshold.

[0067] In Example 16 the subject matter of Example 15 optionally includes wherein the
predetermined threshold is a ratio of the size of the data stored in a first local storage device

relative to a capacity of the first local storage device.

[0068] In Example 17 the subject matter of any of Examples 15 or 16 optionally includes

wherein the first local storage device includes volatile memory.

[0069] In Example 18 the subject matter of any of Examples 15 or 16 optionally includes

wherein the distributed cache includes nonvolatile memory.

[0070] In Example 19 the subject matter of any of Examples 15 or 16 optionally includes
further comprising instructions that when executed cause the machine to: periodically transfer

information indicative of the data stored in the first local storage device to the distributed cache.

[0071] In Example 20 the subject matter of any of Examples 15 or 16 optionally includes
further comprising instructions that when executed cause the machine to: transfer the
information indicative of the data stored in the first local storage device from the distributed
cache to a third local storage device in direct communication with a third node in response to

a determination that the first node has experienced a failure.

[0072] Example 21 is an apparatus comprising: a processor; and a memory coupled with
the processor, on which are stored instructions, comprising instruction that when executed
cause the processor to: determine whether a size of data stored in a first local storage device is
greater than or equal to a predetermined threshold; and transfer a portion of the data stored in
the first local storage device to a second local storage device in direct communication with a
second node via a distributed cache in response to a determination that the size of the data

stored in the first local storage device is greater than or equal to the predetermined threshold.
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[0073] In Example 22 the subject matter of Example 21 optionally includes wherein the
predetermined threshold is a ratio of the size of the data stored in a first local storage device

relative to a capacity of the first local storage device.

[0074] In Example 23 the subject matter of any of Examples 21 or 22 optionally includes

wherein the first local storage device includes volatile memory.

[0075] In Example 24 the subject matter of any of Examples 21 or 22 optionally includes

wherein the distributed cache includes nonvolatile memory.

[0076] In Example 25 the subject matter of any of Examples 21 or 22 optionally includes
further comprising instructions that when executed cause the processor to: periodically transfer

information indicative of the data stored in the first local storage device to the distributed cache.

[0077] In Example 26 the subject matter of any of Examples 21 or 22 optionally includes
further comprising instructions that when executed cause the processor to: transfer the
information indicative of the data stored in the first local storage device from the distributed
cache to a third local storage device in direct communication with a third node in response to

a determination that the first local storage device has experienced a failure.

[0078] It is to be understood that the above description is intended to be illustrative, and
not restrictive. For example, the above-described embodiments may be used in combination
with each other. Many other embodiments will be apparent to those of skill in the art upon
reviewing the above description. The scope of the invention therefore should be determined
with reference to the appended claims, along with the full scope of equivalents to which such

claims are entitled.
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CLAIMS

What is claimed is:

1. A system, comprising:
a first node that processes data stored in a first local storage device;
a second node including a second local storage device; and
a distributed cache in network communication with the first node and the second
node, wherein the system is configured to:
determine whether a size of the data stored in the first local storage
device is greater than or equal to a predetermined threshold; and
transfer a portion of the data stored in the first local storage device to the
second local storage device via the distributed cache in response to a
determination that the size of the data stored in the first local storage device is

greater than or equal to the predetermined threshold.

2. The system of claim 1, wherein the predetermined threshold is a ratio of the size
of the data stored in the first local storage device relative to a capacity of the first local storage

device.

3. The system of claims 1 or 2, wherein the first local storage device is in direct

communication with the first node.

4. The system of claims 1 or 2, wherein the first local storage device includes

volatile memory.

5. The system of claims 1 or 2, wherein the distributed cache includes nonvolatile
memory.
6. The system of claims 1 or 2, further comprising a controller that outputs

instructions to the first node, the second node, and the distributed cache.

7. The system of claims 1 or 2, wherein the first node periodically outputs

information indicative of the data stored in the first local storage device to the distributed cache.

16
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8. The system of claim 7, wherein the system is further configured to:

determine whether the first node has experienced a failure; and

transfer the information indicative of the data stored in the first local storage
device from the distributed cache to the second local storage device in response to a

determination that the first node has experienced a failure.

9. A method, comprising:

storing data in a first local storage device in communication with a first node;

determining whether a size of the data stored in the first local storage device is
greater than or equal to a predetermined threshold; and

transferring a portion of the data stored in the first local storage device to a
second local storage device in direct communication with a second node via a
distributed cache in response to a determination that the size of the data stored in the

first local storage device is greater than or equal to the predetermined threshold.

10. The method of claim 9, wherein the predetermined threshold is a ratio of the
size of the data stored in the first local storage device relative to a capacity of the first local

storage device.

11. The method of claims 9 or 10, wherein the first local storage device includes

volatile memory.

12. The method of claims 9 or 10, wherein the distributed cache includes

nonvolatile memory.

13. The method of claims 9 or 10, further comprising:
periodically transferring information indicative of the data stored in the first

local storage device to the distributed cache.

14. The method of claim 13, further comprising:
transferring the information indicative of the data stored in the first local storage

device from the distributed cache to a third local storage device in direct communication
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with a third node in response to a determination that the first node has experienced a

failure.

15. A machine readable medium, on which are stored instructions, comprising
instructions that when executed cause a machine to:

determine whether a size of data stored in a first local storage device in
communication with a first node is greater than or equal to a predetermined threshold;
and

transfer a portion of the data stored in the first local storage device to a second
local storage device in direct communication with a second node via a distributed cache
in response to a determination that the size of the data stored in the first local storage

device is greater than or equal to the predetermined threshold.

16. The machine readable medium of claim 15, wherein the predetermined
threshold is a ratio of the size of the data stored in a first local storage device relative to a

capacity of the first local storage device.

17. The machine readable medium of claims 15 or 16, wherein the first local storage

device includes volatile memory.

18. The machine readable medium of claims 15 or 16, wherein the distributed cache

includes nonvolatile memory.

19. The machine readable medium of claims 15 or 16, further comprising
instructions that when executed cause the machine to:
periodically transfer information indicative of the data stored in the first local

storage device to the distributed cache.

20. The machine readable medium of claims 15 or 16, further comprising
instructions that when executed cause the machine to:
transfer the information indicative of the data stored in the first local storage

device from the distributed cache to a third local storage device in direct communication
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with a third node in response to a determination that the first node has experienced a

failure.
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