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MANAGED PEER-TO-PEER CONTENT 
BACKUP SERVICE SYSTEMAND METHOD 
USING DYNAMIC CONTENT DISPERSAL TO 

PLURAL STORAGE NODES 

FIELD OF THE INVENTION 

0001. This invention pertains generally systems and meth 
ods for distributed network based secure storage of consumer 
digital data or content, and more particularly to a system, 
method, computer program stored on computer readable 
media and business model for dynamically managed peer-to 
peer media content backup that uses a plurality of Subscriber 
personal computer based storage devices to store backups of 
other Subscriber data in a manner that is secure and redundant. 

BACKGROUND OF THE INVENTION 

0002. As more people begin to use digital cameras, digital 
Video cameras, electronic music players, or other type of 
electronic devices, information appliances, and the like they 
are generating larger and larger amounts of digital data and 
other content. This data and content may usually include 
content that is associated with irreplaceable memories such as 
digital photographs and videos, in addition to music that has 
been purchased through on-line music stores or other provid 
ers. The value associated with this content may be sentimental 
and emotional especially for content that is irreplaceable if 
lost or would represent a significant financial loss to replace 
Such as for music, video, or other multi-media content in the 
event it were lost and needed to be replaced. 
0003. It may also be appreciated that as these cameras, 
music players or other devices and information appliances 
proliferate and are provided with simple intuitive interfaces, 
they may be used with increasing frequency by users without 
Sophisticated computer skills, and/or by users who may not 
appreciate the potential for loss of the data or content that may 
be inherent in either single device or single physical or geo 
graphical location storage. 
0004. Many users, and perhaps the vast majority of users, 
never transfer any of their digital content to a physical repre 
sentation (e.g. photo prints), and never back-up their data or 
content to a truly safe environment, or in any kind of a redun 
dant manner that may guarantee with absolute or high prob 
ability, an ability to recover the data or content should a data 
loss occur. As a higher percentage of this content or other 
digital asset is only stored in the digital world, loss of this 
content or these assets due to local computer hard disk failure, 
computer virus or other malicious code or hacker attack, 
physical computer or information appliance theft, or fire, 
water or other natural disaster becomes a truly catastrophic 
event. 

0005. As more and more users find that they or others have 
lost personal documents either in the form of digital content 
or even in the form of traditional film or paper photographs, 
Videos, and other personal or family documents, more and 
more people are looking for solutions to back-up and prevent 
the loss of their own photos, videos, music and other content. 
People are frequently reminded of their own potential vulner 
ability to loss when they watch broadcast news, browse the 
Internet, read books or periodicals, or otherwise become 
aware of home fires, floods, hurricanes, tornadoes, home 
invasions, or just general thefts and break-ins, the result of 
which is the loss of digital content or assets as well as of 
non-digital assets that might have been converted to a digital 
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form through a scanning or other paper or printed media to 
digital conversion process. Therefore while the problem with 
conventional storage and backup may be seen to apply pri 
marily to content or other assets that exist in digital form, it 
may be appreciated that a needed solution extends to content 
that may be placed into digital form so that it may be stored in 
a manner that reduces the likelihood of loss. 

0006 Conventional existing digital content back-up solu 
tions are less user friendly and frequently require users to 
have some computer technical knowledge and often to have a 
strong technical knowledge and ability in order to effectuate 
even a local backup of the digital content or asset by Such 
means as copying or writing (e.g., burning) the content to an 
optical media such as to a CD or DVD, copying the content or 
asset a directly attached local storage such as for example to 
an external Universal Serial Bus (USB) hard disk drive, or 
copying the content or asset between multiple personal com 
puters (PCs). These conventional attempted solutions also 
frequently require that a person purchase and then attach 
some form of external storage device beyond that which was 
supplied with the computer (if any), and then when their 
content is backed-up, that they find some place to safely store 
their backed-up content, and maintain it in a manner that does 
not subject it to damage or being overwritten 
0007 Even when a person has purchased appropriate stor 
age devices, and where required, a software solution to aid 
with performing the backup, the requirement to setup external 
storage devices is a significant deterrent to performing the 
backup for the typical user. Additionally, the physical storage 
Solution that a user chooses is often not adequate to protect 
against common losses. For example, theft, fire, water dam 
age will often target or affect all the computer and entertain 
ment equipment in the consumer's home, which will likely 
include the backed-up device and potentially the backup 
media if separated from the backup device. Viruses may also 
be present for long periods of time on the user's machine 
before detection and can infect the backup material and files 
as well as the original machine. Therefore, even when a 
person has been diligent about backing up the digital content 
orasset, it may still be subject to partial or complete loss using 
conventional practices, systems, and methodologies. 
0008. In a partial but largely unsuccessful attempt to solve 
at least Some problems associated with digital content, a 
limited number of online backup techniques have emerged in 
an attempt to solve some of the problems associated with the 
existing in-home or consumer back-up solutions. Some of 
these solutions attempt to provide storage outside the home to 
alleviate the concerns of fire or water damage and theft, but 
they often require the user to actively manage their content 
backup process. For example, the user may usually still need 
to interact with the online storage site to actively copy the 
digital content to be backed-up, again requiring some degree 
of technical understanding that may lie outside of a non 
technical consumer's expertise. 
0009. The operating or business model of these backup 
services and sites are based on the idea that consumers receive 
a limited amount of storage (typically between about 3-5 GB) 
space for free storage and then need to pay a monthly (or other 
periodic) fee as their consumed storage goes up beyond the 
free allocation. Since digital still cameras and digital video 
cameras are producing higher resolution content, up to per 
haps 8 megapixels per still image from 3 megapixels per still 
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image only a few years ago, increasingly the user may quickly 
exceeds the free storage space allocation, and be subject to 
monthly excess storage fees. 
0010 Relatively new solutions from computer hardware 
and Software providers, manufacturers, and/or vendors (such 
as for example from Apple Computer, Microsoft, and inde 
pendent PC manufactures) are looking to solve the problems 
of requiring users to manage their backup process. The pro 
viders, manufacturers, and/or vendors provide Solutions that 
act at least somewhat autonomously by automatically back 
ing-up content on the personal computer (PC) or other infor 
mation appliance as the user uses their computer. However, 
these backup process may appear to be automated and may 
seem to an ordinary consumer to provide all of the data 
protection that is needed, all of these proposed solutions use 
the same storage device (Such as the single hard disc drive) 
that is being used for storing the original content. While this 
provides a solution that enables local retrieval of accidentally 
erased content, it does not protect against any other type of 
disaster or loss, including for example, losses that are do to 
hard disk drive hardware or controller failures, theft, fire or 
water damage, virus or malicious code attack, or a plethora of 
other computer problems or failure modes. 
0011. There have been some attempts to use information 
dispersal as an aid to achieve Some measure of security or 
fault tolerance. One example of a conventional information 
dispersal approach and algorithm is suggested in the paper by 
Michael O. Rabin, entitled “Efficient Dispersal of Informa 
tion of Security, Load Balancing, and Fault Tolerance' (Jour 
nal of the Association for Computing Machinery, Vol. 36, No. 
2, April 1989, pp. 335-348.), which is incorporated by refer 
ence herein and hereinafter referred to as Rabin or the Rabin 
paper or reference. However, this approach alone does not 
take into account the needs of a consumer directed backup 
system where some nodes may be determined to be unreliable 
and the benefits and needs for dynamic redispersal of infor 
mation over time. It also does not take into account different 
redundancy requirements that may exist in a consumer ori 
ented managed peer to peer backup service. 
0012 Another attempt to implement a file sharing system 
using a peer-to-peer (P2P) approach is described in a paper by 
Andrew Tytula as part of the requirements for a Carleton 
University 95.495 Honors Project and under the supervision 
of ProfessorTony White is entitled “Peer-to-Peer File Sharing 
System using an Information Dispersal Algorithm'. 
0013. A further description of some aspects of distributed 
backup are described in a set of notes available on the web 
entitled “Distributed Backup through Information Dispersal' 
by Giampaolo Bella (giamp(a)dmi.unict.it), Costantino Pista 
gna (pistagna (abdmi.unict.it), and Salvatore Riccobene 
(Sriccobene(admi.unict.it) all associated with the Universita 
Degli Studi di Catania. 
0014. Unfortunately, none of these attempted distributed 
storage solutions provide the features and capabilities needed 
for a consumer storage device based free to the user on-line 
backup storage with retrieval and recovery features. 
0015 There remains therefore a need for a system, system 
architecture, and method that overcomes these problems and 
limitations of conventional systems and methods. 

SUMMARY 

0016. In one aspect, an embodiment of the invention pro 
vides a server computer for operating a distributed data Stor 
age system having data security, redundancy, and retrieval 
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features, the server including: a processor and a memory 
coupled to the processor; a network communications inter 
face for coupling the server computer to a network; a database 
for storing data pertaining to the distributed storage in the 
distributed data storage system and coupled to or coupleable 
with the processor; a network node reliability monitor for 
monitoring the reliability of the plurality of nodes on which 
the data is stored and for generating storage node reliability 
information; and an information dispersal and control unit for 
initially dispersing data for backup storage to a plurality of 
network storage nodes and for dynamically redispersing the 
data over time according to the storage node reliability infor 
mation. 
0017. In another aspect, an embodiment of the invention 
provides a system for operating a distributed data storage 
system having data security, redundancy, and retrieval fea 
tures, the system comprising: a server computer including: a 
processor and a memory coupled to the processor, a network 
communications interface for coupling the server computer 
to a network; a database for storing data pertaining to the 
distributed storage in the distributed data storage system and 
coupled to or coupleable with the processor; a network node 
reliability monitor for monitoring the reliability of the plural 
ity of nodes on which the data is stored and for generating 
storage node reliability information; and an information dis 
persal and control unit for initially dispersing data forbackup 
storage to a plurality of network Storage nodes and for 
dynamically redispersing the data over time according to the 
storage node reliability information; and a plurality of user 
nodes at least a first one of the nodes including a first user 
interface adapted for a first user to identify a data set for 
backup storage and at least a second and third different ones 
of the nodes adapted for storage of a portion of the first user 
data to be backed up. 
0018. In another aspect, an embodiment of the invention 
provides a method for maintaining reliable distributed stor 
age on a network comprising a plurality of data storage nodes, 
the method comprising: dispersing the data to data storage 
nodes according to the current dispersement strategy: moni 
toring and Verifying the continued reliability of each peer 
storage node on which a user data is stored; determining if a 
storage node has become unavailable or unreliable; and redis 
persing the data to different storage nodes if it is determined 
that a storage node has become unreliable, and maintaining 
the current data dispersement if the storage nodes on which 
the data is stored are not determined to be unreliable. 
0019. In still another aspect, an embodiment of the inven 
tion provides a business method for generating monetary 
revenues from a distributed data storage system service hav 
ing data security, redundancy, and retrieval features, the 
method comprising: providing a managed consumer backup 
service to a consumer without a user fee in exchange for the 
user providing storage for at least one other different user 
data; presenting advertisements to a user when the user inter 
acts with the storage system service; and collecting revenues 
from the entities placing the advertisements. 
0020. In one aspect, an embodiment of the invention pro 
vides a computer program Stored on a computer readable 
media storing one or more procedures or methods of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is a diagrammatic illustration showing a first 
embodiment of a system configuration and architecture. 
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0022 FIG. 2 is a diagrammatic illustration showing a sec 
ond embodiment of a system configuration and architecture 
including aspects of an exemplary database. 
0023 FIG.3 is a diagrammatic illustration showing a third 
embodiment of a system configuration and architecture 
including aspects of an exemplary database and optional 
compression/decompression, encryption/decryption and web 
access node features. 
0024 FIG. 4 is a diagrammatic illustration showing an 
embodiment of a database. 
0025 FIG. 5 is a diagrammatic illustration showing an 
embodiment of a database user key table, a file backups or 
storage vector table, and a password Hash storage table. 
0026 FIG. 6 is a diagrammatic illustration showing an 
embodiment of an exemplary use scenario and associated 
operation. 
0027 FIG. 7 is a diagrammatic illustration showing an 
embodiment of an exemplary method for dynamic data or 
information dispersal and control operation. 
0028 FIG. 8 is a diagrammatic illustration showing an 
embodiment of a method for retrieving previously stored user 
data from the inventive system and backup storage service. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS OF THE INVENTION 

0029. Various aspects, features, and embodiments of the 
invention are now described relative to the figures. 
0030 Contemporary computers sold today usually 
include at least an 80 GB hard disk drive even for low-end 
notebook computers, and frequently 300 GB or more for 
mid-range desktop computers. Many users will not consume 
all of the hard disk drive space on their computer in normal 
use, especially for the higher capacity hard disk drives. Fur 
thermore, additional internal hard disc drives, external hard 
disc drives, and various forms of network attached storage are 
increasingly available. 
0031. Therefore, although users may be generating more 
digital content than the couple of gigabytes of content that 
might routinely be provided by the free conventional online 
storage and backup providers, they may typically still have a 
lot of available computer or other information appliance 
based storage space in their home. This is evidenced by the 
fact that Apple, Microsoft, and others are beginning to lever 
age the available storage space on the user's own hard disk 
drive to perform on-machine backup of the user's data. These 
leveraged storage techniques by manufacturers and vendors 
may or may not show the user the automated on-machine 
back-up so that the user may not actually be aware of how the 
back-up is occurring or the amount of space available for the 
user's own use. 
0032. In one non-limiting embodiment of the system 
described here relative to FIG. 1, the system 100 includes 
Server 102 based management block or manager 104 which 
may include a database 106, a dynamic information dispersal 
and control block 108, a node reliability monitor block 110, a 
processor 112 and processor associated random access 
memory 114, and optionally a separate management storage 
such as a local hard disc drive or other storage device 116. It 
may be appreciated that in one non-limiting embodiment of 
the invention, the database 106 may be stored on either the 
manager storage device 116 or on one or more storage device 
120. For example, the database 106 may be redundantly 
stored in the server in a RAID array to provide redundant and 
recoverable storage of the database. It may also be appreci 
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ated that the Server 102 in this embodiment as well as in other 
embodiments of the invention, individual functional blocks 
may actually be split into an n-tiered web architecture across 
multiple individual servers to achieve fault tolerance and/or 
load balancing without deviating from the current invention. 
The management block104 may also include a network com 
munications interface 103 and communications block 105 to 
enable coupling of the server 102 to the network 124, which 
may be the Internet, a corporate or other intranet, or any other 
network of computers, information appliances, storage 
devices, media generating devices, or the other devices or 
Subsystems that may store or generate data or information, 
including but not limited to files, sets of files, documents, or 
other multi-media, pictures, video, or other content. 
0033. Database 106 may be defined in non-volatile 
memory of storage device or Subsystem 120 and stores user 
information, encryption keys when data is stored in an 
encrypted manner, information identifying peer storage 
nodes, historical monitoring information indicating availabil 
ity and reliability of peer nodes 130-N (and optionally other 
nodes that may be present on the network but that do not 
presently store data and are not associated with registered 
users (or their Surrogates)), file backup information identify 
ing details of where particular user data orportions thereofare 
stored amongst the peer nodes, and optional information per 
taining to one or more of folder hierarchy and metadata for 
files of a given user, any relevant data objects for a file that are 
often used for presentation of the file, user share information 
if sharing is implemented, and/or user tag related informa 
tion. Alternative embodiments of the database 106 including 
an embodiment of a database 206 are described relative to the 
embodiments of FIG. 2 through FIG. 5 and in Table 1. 
0034. Database 106, 206 may support various queries. By 
way of example, but not limitation, examples of high-level 
queries may include: browsing the devices (nodes) a user 
owns, browsing the roots of a given node, browsing the con 
tents of a folder, finding all files that match a tag or other 
identifier, displaying all or some Subset of the tags for a file, 
displaying all or some Subset of the shares a user has permis 
sion to, and display the other users invited to view aparticular 
users shares. These are merely examples of the queries that 
may be made to the database. It may be appreciated that many 
types of database structures are known in the art that provide 
a variety of data mining and query operations. These database 
features may readily be used with a database storing the items 
described herein elsewhere in this specification and are not 
described in further detail here. 

0035. In at least one embodiment, the dynamic informa 
tion dispersal and control block (DIDCB) 108 is provided 
within the manager and is responsible for performing the 
information or data dispersal computation initially and on a 
continuing basis for each user data dispersively stored on the 
peer nodes. The DIDCB receives information either directly 
from the node reliability monitor or from the database which 
may store historical reliability and availability information 
for current peer nodes (as well as potential usable nodes) 
anywhere in the world. As describe elsewhere herein, the 
DIDCB dynamically controls the particular node storing each 
users data and the number of nodes that are used for the 
storage. In one embodiment, the node reliability monitor 
sends signals or pings to the nodes, and waits for a response, 
to determine if particular network nodes are currently on-line 
and available for access (such as for read and write access). In 
Some non-limiting embodiments of the invention, the node 
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reliability monitor may interact with a node by reading data 
from, writing data to, or both writing and reading data, so as 
to determine not only that the node is active and on-line but 
also that the storage device is responsive and to measure the 
effective bandwidth of the node. 

0036. The management server may be configured so that it 
is capable of brokering the insertion (or upload) of data from 
any computer, information appliance, hand-held device, 
PDA, or terminal no matter how Smart or dumb or how thick 
or thin that terminal or device may be. In at least one embodi 
ment, an account and password may be established from that 
device or terminal and if it is too thin or dumb of a device, the 
actual processing may be performed by or brokered by the 
server, and later the backed up data may be retrieved back to 
a home computer, business computer, or third party device 
that has sufficient capabilities to receive and store the data. 
0037. In one embodiment, none of the actual user original 
data is stored in or passes through the management server. 
When a user client device has sufficient processing capability 
to perform the mathematics of the information dispersal algo 
rithm and any optional compression and encryption that may 
be desired or required (and on the restore side sufficient 
processing capability to perform the decryption and decom 
pression) it is advantageous to leverage the processing capa 
bilities of that user client computer, information appliance, or 
other device; as well as the bandwidth capabilities of the peer 
nodes. Sufficient processing capability may for example 
include processor type and speed and sufficient processor 
coupled random access memory. There are no absolute 
requirements as frequently the compression and encryption 
(and decryption and decompression) may be perform more 
quickly on a higher performance computer and less quickly 
on a lower performance computer. As it is the user's own 
computer, they will usually be accommodating to slower 
processing since they will be aware that it is their computer 
that is the limitation and not the free service. Performing the 
encryption/decryption and compression/decompression on 
the client device also has the advantage that the Smaller com 
pressed size will save network bandwidth and the encryption 
of at least full size files or content will provide security. For 
content that is more often pictorial in nature (e.g. digital 
photography), thumbnails versions of the content may also be 
generated on the user or source node and uploaded to the 
management server for use in later user presentation. All the 
communication between the management server and the end 
nodes is advantageously performed via HTTP over SSL (or 
using other security means) to ensure content protection 
between the management service and the client nodes. Such 
thumbnails may alternatively be generated on the server by 
uploading the full images to the server first, but this is disad 
Vantageous at least because of the server processing power 
and bandwidth consumed. 

0038. The management server controls which set of nodes 
to store a users content on, and to store the vectors and the 
keys for the user so that the user himself can repair or recon 
struct his data in the event or failure or other need. It may be 
appreciated that access is protected by the primary key which 
is the user's password. Advantageously, as in all password 
access controlled systems, the user will store the password 
only in their brain, not on their computer, and change it 
frequently. Biometric or other user authentication may also or 
alternatively be used as well as temporal or second stage 
authentication systems. 
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0039. The management server only stores the MD5 or 
SHA1 hash of the user's password (or other security or access 
identifier), so that in the event that the management server is 
compromised, the actual password cannot be obtained by 
others or compromised. 
0040. The management server may be configured so that it 

is capable of brokering the insertion (or upload) of data from 
any computer, information appliance, hand-held device, 
PDA, or terminal no matter how smart or dumb or how thick 
or thin that terminal or device may be. The system may create 
an account and password from that device and performall of 
the processing on the server, and retrieve data back to a home 
computer, business computer, or third party device. 
0041. The database includes keys and storage vectors and 
some form of Hash of the password, such as for example MD5 
or SHA1 Hash of password, it may also include features to 
Support the file sharing and web access features, as well as 
other optional data. In one embodiment, the optional data 
may include metadata about the backup file set, sharing per 
missions, and other data to Support various features. 
0042. In one embodiment the information dispersal com 
putation provides a computational layer below the dynamic 
monitoring control and dispersion or re-dispersion, may be 
defined by the Rabin algorithm or by variations on that algo 
rithm as may be known in the art with the added component of 
dynamic monitoring of the system and dynamic modification 
of the data or information dispersal on a continuing basis. In 
one embodiment, each of the storage nodes are queried peri 
odically or according to Some other rule or policy to verify 
they are on-line and optionally to determine or verify other 
characteristics, such as but not limited to bandwidth, capacity, 
error states or status, and/or any other information that may be 
useful in determining a reliability of suitability for continued 
storage of user data already on that node or for new data that 
may need to have a node assigned for it. This reliability may 
be determined and stored in the database as a score. In one 
embodiment, reliability is determined for each storage node 
by sending a ping signal to the node with a frequency of 
between about a few seconds and a few days, in another 
embodiment the frequency may be between 10 seconds and 
one day (24 hours), in yet another embodiment, the frequency 
is between about 30 seconds and one day, and in yet another 
embodiment the frequency is between about every 30 seconds 
and about every 6 hours. In still another embodiment, the 
frequency is between about 1 minute and about 4 hours. It 
may be appreciated that the frequency should be sufficient to 
maintain the reliability of the storage and that no particular set 
schedule may be required and that the schedule may be dif 
ferent for different nodes and/or for different parts of the 
network where historical reliability has been particularly high 
or low so that less frequent or more frequent monitoring may 
be advantageous. In any event, the nodes are monitored and 
the dispersment dynamically modified during the storage life 
of the user data. 

0043. In another embodiment other known information 
dispersal algorithms, procedures, or routines may be utilized. 
Although the information dispersal algorithm identified by 
Rabin may be applied to the present invention, it should be 
appreciated either the Rabin information dispersal algorithm 
or other IDAS as may be known in the art are modified and/or 
applied in a different manner to the system and method of the 
present invention. These differences are described elsewhere 
in this specification, and the overall dynamic information 
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dispersal and control operation is set forth in the flow chart 
diagram of FIG. 7 described in detail hereinafter. 
0044 Rabin describes an information dispersal algorithm 
(IDA) that breaks a file F of file size or length L=FI into n 
pieces F, where 1 sisn. Each of the n pieces F being of 
length F.L/m, so that every m pieces suffice for recon 
structing the file F. The Rabin file dispersal and reconstruction 
algorithm are considered to be computationally efficient. It 
may be noted that the sum of the lengths IF is (n/m)-L, and 
since n/m can be chosen to be close to 1, the Rabin IDA is also 
considered to be space efficient. The Rabin IDA may be 
applied to applications for secure and reliable storage of 
information in computer networks and even on single disks, 
to fault-tolerant and efficient transmission of information in 
networks, and to communications between processors in par 
allel computers. 
0045 Rabin describes a procedure for splitting and later 
recombining the split files, which procedure is described 
below. It may be appreciated in light of the description pro 
vided here that although the inventive system and method 
may utilize the Rabin algorithm and procedure as Summarize 
below, the inventive system and method are not limited to this 
information dispersal algorithm or to the particular procedure 
or method for splitting and recombining files or blocks of 
data. Rather the Rabin algorithm and procedure is exemplary 
of one possible procedure. 
0046 Rabin considers a file F=b, b. . . . . by that is, a 
string of characters, and assumes that one wants to disperse 
the file (or as applied to the invention, some file, set of files, 
block of data, or other information set) F. either for storage or 
for transmission, under the given condition that with over 
whelming probability no more than k pieces will be lost 
through node storage or communication-path failures. 
0047. The characters b, in the string may be considered as 
integers taken from a certain range (for example, a range 0. 
. . B). For example, if the by are eight-bit bytes, then 
0.sbs255. The algorithm is not limited to any particular 
number of bits or bytes. If one takes a prime number B, where 
B-p, then for bytes, p=257 will suffice. It may be desirable to 
choose a prime larger than the smallest B-p that will suffice. 
With p chosen such that p=257 there is an excess of one bit per 
byte. The Rabin IDA may be implemented in fields GF(2), 
where s=8 for bytes, without any excess. In mathematical 
terms, F is a string of residues modular or mod p, that is, a 
string of elements in the finite field Z, and the following 
computations described further in Rabin are in Z, that is, 
mod p. 
0048 First, choose an appropriate integer m so that 

in m+k satisfies n/ms 1 +e for a specified ex0. Choose n vec 
tors a, (a, , ..., a,)eZ", 1sisin, such that every subset of 
m different vectors are linearly independent. Alternatively, it 
Suffices to assume that with high probability, a randomly 
chosen subset of m vectors in {a, . . . , a, is linearly inde 
pendent. The Rabin paper shows how to satisfy each of these 
conditions. 

0049. The file F is segmented into sequences of length m. 
Thus, file or block of data F is given by the expression: 
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Now, denote S by the expression S=(b. . . 
for i=1,..., n, 

... b.), etc. Then, 

File:1, ei2: . . . . ciNin 

Where, c., a, Ska, be-int . . . +a,n, bin 
0050 
0051. It follows that the magnitude of F is given by 
F = FI/m. Therefore, if m pieces of file or data block F, for 
example m pieces F, ..., F., are given, one may reconstruct 
the file or block of data Fas follows. Let A=(a) -- be the 
mxm matrix whose ith row is a Rabin shows that: 

I0052. Next, denote the ithrow of A' by (a.,...,a), then 
in general, for 1sksN/m, the following expression holds: 

ba, C+...+a;C, 1sisN, 
where i-mod m, k=/m (here we take the residues to be 1, 
. . . . m). 
0053 Thus one may invert matrix A once and for all, and 
reconstruct file or data block F by the above expression, 
which involves 2m mod p-operations per character of file or 
block F. Rabin demonstrates that for sufficiently large files 
satisfying misFI, the operation cost of computing A' is 
majorized by the cost of reconstructing F by the above expres 
sion forb, even if one uses m operations for computing A'. 
Rabin shows that one can choose a . . . . a so that the 
computation of any A will require just order of m or O(m) 
operations. 
0054 Since both splitting up the file by the expression 

c, a S-a, -b-1)+...+a, b, and reconstruction by 
b,a,c,+...+a,C... involve just inner products, so that the 
method is readily adaptable to vectorized, systolic, or parallel 
architectures. 
0055 Rabin also observes that it is possible to use other 
fields instead of Z. For example, for 8-bit bytes one can 
directly use the field E–GF(2) of characteristic 2 and having 
256 elements. All one needs is an irreducible polynomial 
p(x)eZx of degree 8 to allow us to effectively compute in 
field E. 
0056. Therefore, one may use the vector equations 
described in Rabin. The individual vectors that are generated 
are stored in the database 106, 206 and used during retrieval, 
restoration, and/or redispersing steps. Existing storage vec 
tors may be utilized for retrieval or restoration when still 
current, or the storage vectors may be recomputed according 
to the dynamically determined dispersal or redispersal strat 
egy that may be needed at the time. 
0057. Again, It may be appreciated in light of the descrip 
tion provided here that the Rabin algorithm and procedure, as 
well as alternative procedures as may be known in the art, may 
be used as a component for splitting and recombining of files 
or blocks of data in the inventive dynamic data or information 
dispersal and maintenance procedure. 
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0058. Returning to the description of the exemplary sys 
tem, processor 112 and processor associated random access 
memory 114 may be conventional single core or multiple core 
processors or microprocessors and on chip or off chip random 
access memory as are know in the computing arts. The pro 
cessor may also include or be coupled to special purpose logic 
or co-processors that may implement particular compression, 
decompression, encryption, and/or decryption in hardware or 
as a combination of hardware and firmware. 

0059. Manager storage may be any storage device such as 
a hard disc drive or a plurality of physical or logical drives, 
and may be used by the processor 112 for the nonvolatile 
storage of computer program code, operating system ele 
ments, data, temporary storage or virtual memory, and for 
other storage as is known in the computer arts. In one embodi 
ment, manager storage is used to store a server application 
program 111 for controlling the overall operation of the 
server 102 and for interacting with the local client program, 
web based programs, or other generic or specialized inter 
faces presented by the peer nodes and optionally with other 
network 124 elements. 

0060. The management block 104 may optionally include 
either or both of data compression/decompression block(s) or 
module(s) 118a, 118b, and data encryption/decryption block 
(s) or module(s) 119a, 119b. Alternative embodiments of the 
system manager block that include one or more of data com 
pression/decompression module(s) 118, and a data encryp 
tion/decryption module(s) 119 are described with reference 
to the system configuration and architecture of FIG.3 here 
inafter. It may be appreciated that while both data compres 
sion and data encryption are desirable and have many advan 
tages, they are not required as part of the invention. Data 
decryption and data decompression are only required to 
retrieve or recover data that has earlier been encrypted and/or 
compressed, so that these processing components are also 
optional. It should also be appreciated that any compression, 
decompression, encryption, and decryption may be per 
formed within the server 102, by processing entities coupled 
to the server 102, by any one of the nodes 130-1, 130-2, ..., 
130-N, or by another processingentity to which the compres 
Sion, decompression, encryption, and/or decryption may be 
outsourced to. At the same time, there are described particular 
implementation and operational strategies that may favor per 
forming a particular one or a combination of these operations 
within the data owner's node 130-1, by the server 102, or in 
somewhat more limited situation by a node different from the 
server or the data owner's node (e.g., web access described 
hereinafter relative to FIG. 3) 
0061 The system may also include a plurality N of other 
network nodes 130 (e.g. 130-1, 130-2, 130-3, . . . , 103-N), 
where the number of nodes may be variable over time as 
nodes are added to or removed from the network. As will be 
described in greater detail herein, the nature of each node may 
vary depending upon its primary responsibility (if any) in the 
network. At least some plurality of the nodes 130, but not 
necessarily every one of the N nodes, must Support a data 
storage function so that a data dispersal aspect of the inven 
tion may be implemented, wherein a first user's data in 
backed up and stored onto a storage located at or associated 
with at least two (or some other plurality) other different 
nodes. Some of the nodes that do not have appropriate Stor 
age, may participate in network activity but not act as storage 
nodes for other users. 
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0062. In one embodiment, the network nodes comprise 
personal computers having a processor and memory coupled 
to the processor, as well as input/output devices (such as a 
keyboard, mouse, and display Screen), a network interface 
(such as a NIC card or circuit) and optional peripheral 
devices. Those nodes actingas, or capable of acting as storage 
nodes for other user data will also include a mass storage 
device. Such as one or more rotating magnetic or optical 
media disc drive. Frequently, the storage device will be a hard 
disc drive with Sufficient free space to serve as storage not 
only for the owner of that devices data, but also for the 
dispersed storage of one or more other users data as will be 
described in greater detail herein. 
0063 Embodiments of the invention are adapted for stor 
age of digital content of all kinds, including data that was 
originally in an analog electronic or signal form or for paper 
documents that have been converted to a digital form. Refer 
ences to data will include any one or combination of digital or 
computer files, file folders, file folders and the contents 
thereof, multi-media content, videos, pictures, images, music 
files, and any other form of digital or computer readable or 
storable information. 

0064. In the non-limiting embodiment of the system in 
FIG. 1, the exemplary user node 130-1 includes a processor 
132 and random access memory (RAM) 133 coupled to the 
processor, at least one local non-volatile storage device 134 
usually in the form of a hard disc drive that is coupled with the 
processor and RAM memory over a high speed internal bus. 
Additional storage devices may be present such as external 
hard disc drives coupled by SCSI, USB, Firewire, eSATA, or 
any other know or to be designed interface. The user node 
130-1 also includes means for connecting to or coupling with 
the network 124. The means for connecting may be or include 
a wired or a wireless connection, and utilize any know net 
work interface card (NIC), 802.11-based wireless connectiv 
ity, broadband or satellite connection, or the like. Conven 
tional components of personal computers are not shown or 
described to avoid obscuring inventive aspects of the com 
puting device, system, and method. 
0065. In at least one embodiment of the invention, the user 
node 130-1 includes a specialized local client application 
program 135, although embodiments will be described that 
do not include such specialize local client will be subse 
quently described. In one non-limiting embodiment, the local 
client application is in the form of an applet, Java plug-in, 
program code the includes an active-X component, or other 
program structures that provide or will provide analogous 
operational features in the future. 
0066. In one embodiment, the local client application pro 
gram 135 includes a peer node 130-2, ... , 130-N and man 
agement server 102 communications module 136 and a local 
file management system for backups 137. These two modules 
either alone or in combination execute in the user node com 
puter processor and memory to facilitate operation of the 
node 130-1 relative to the server 102 and the other peer nodes 
130-2, ..., 130-N. As described herein elsewhere, the local 
client application (or more simply, "client’) may be down 
loaded from server 102 (or from any other source) during user 
registration with the backup service. After downloading, the 
client participates in the interaction between the user and the 
user's computer and the server. The client 135, and particu 
larly the communications module 136, may also participate in 
communications between the user peer node 130-1, and other 
of the peer nodes 130-2,..., 130-N, such as for example when 
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sending backup data segments after processing to other of the 
peer nodes through client network communications interface 
131. 

0067. The file management module 137 may operate 
within the local user computer to assistin identifying files that 
may need to be backed up, and may include features such as 
file or folder searches and other administrative tasks that will 
facilitate informing the user of a current backup status, to 
identify backed up files, to identify new files that have not 
been backed up, at the like operations. The file management 
module may interact with existing elements of the operating 
system, utility programs, application programs or the like to 
efficiently identify new files that are brought into the file 
system of the computer either by local generation, download 
ing from an external source, or in any other way. 
0068. The local client 135 may optionally include either or 
both of a data compression/decompression module 138, and a 
data encryption/decryption module 139. Alternative embodi 
ments of the system that include one or more of data com 
pression/decompression module 138, and a data encryption/ 
decryption module 139 are described with reference to FIG.3 
hereinafter. 

0069. With further reference to the embodiment of FIG. 1, 
there are shown several exemplary user or peer nodes 130-1, 
130-2, 130-3, and 130-N. Characteristics of a typical exem 
plary peer node 130-1 have been described and it is antici 
pated that many or most peer nodes may be personal comput 
ers or PCs. On the other hand the invention is not limited to 
personal computers as peed nodes. For example, peer nodes 
may include thin client devices that have relatively low level 
processors, little memory, and perhaps no real mass storage 
device to storing other different user data. One example of 
such a peer node device is a digital still or video camera 381 
that has some internal memory for operation of the camera, 
possibly an on-board or externally available network connec 
tivity (such as a Wi-Fi 802.11x, Bluetooth, or other connec 
tivity) and a memory card 382 for storing the still or video 
images. In one application of embodiments of the invention, 
a user while traveling away from their home or business 
computer, may want to be able to upload and store new 
images either as a backup of internal memory of the camera as 
a kind of insurance, or because the user is not carrying suffi 
cient storage capacity with him/her (such as in the form of 
multiple memory cards, compact flash (CF) RAM cards, CD 
or DVD recording device, hard disc drive storage, or a per 
Sonal computer on which copies of the memory cards from 
the camera can be transferred). The user may therefore create 
a backup from the camera to the service just as he/she would 
from any other peer node, with the proviso that in this 
instance, due to the limited processing power of the camera, 
the server may more likely be tasked to process the image 
files. This server based processing may include the compres 
Sion, encryption, and dispersion of the user data. In this opera 
tional scenario, the user would upon returning home (or to any 
other location) to their computer, may upon providing appro 
priate authentication, retrieve and restore all of the image files 
that were earlier uploaded to the system and service. 
0070. Even though the backup was generated in multiple 
upload sessions, the user may retrieve and recreate the desired 
file system on their computer. A tool or wizard may optionally 
be made available on the client to assist in creating a file, 
folder, or other directory structure for the files. In one 
embodiment, the camera or other device may be manufac 
tured to include a special purpose processor or logic to per 
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form a hardware and/or hardware-firmware version of com 
pression, encryption, and/or data dispersal so that the camera 
or other thin client device may perform more of the process 
ing so as to alleviate at least some of and perhaps all of the 
processing that the server 102 might otherwise need to per 
form. It might be expected that this capability and service 
may also be useful to news organizations, photojournalists, 
and travelers, as well as to typical consumers. When provid 
ing this service to commercial organizations, a fee-based 
business model may be employed wherein commercial users 
are charged for data Volume, storage capacity used, band 
width, CPU cycles, or any other metric that would represent 
the cost of providing the service plus profit. This fee-based 
model may be more appropriate as the revenues from adver 
tising may not permit recoupment of costs and the Volume of 
storage may be relatively large. 
0071 Another possible peer node device may be a storage 
device with network connectivity. Such a peer node may not 
itself have a typical personal computer interface but would 
represent some network attached storage. One type of device 
that incorporates Network Attached Storage (NAS) capabil 
ity and may be directly attached to network without an inter 
vening computer including but not limited to products like 
Shared Storage IITM made by Maxtor, Inc. of Milpitas, Calif., 
USA (See website at www.maxtor.com). Other primarily 
storage device type peer nodes may be used. 
0072. It may be appreciated that peer-to-peer connectivity 
or networking technologies have been leveraged over the past 
several years as a method of distributing content from a single 
content provider to multiple consumers of the provided con 
tent. This peer-to-peer connectivity or networking content 
delivery model and method have been used in very successful, 
although often questionably legal, deployments. The peer-to 
peer connectivity or networking content delivery technolo 
gies behind these solutions enable consumer devices coupled 
or coupleable on the Internet (or over any other network) to 
communicate with each other without a host or hosted service 
brokering the communication or the bandwidth. For the con 
tent distribution world, this non-hosted peer-to-peer connec 
tivity can save significant bandwidth costs for the content 
service provider. 
0073 While a non-hosted peer-to-peer communication 
and content delivery in either direction (upload to or down 
load from) may be preferred, embodiments of the invention 
described herein are not limited to non-hosted or to peer-to 
peer configurations or operation. 
0074 Known conventional systems and methods differ 
from the present invention in at least two fundamental ways. 
Conventional systems and methods operate in a manner 
where there is no centrally managed service that knows about 
or manages the storage or peer nodes in the network. In file 
Swapping networks of questionable legality, the lack of a 
manager is ideal as it makes it difficult for any authority to 
monitor the network or impose any liability. In backup sys 
tems and methods it created problems. In such file backup 
systems and methods, peer groups of users may at least some 
what effectively store and obfuscate the data to provide some 
measure of security using Information Dispersal Algorithms 
(IDA) or procedures. Some conventional IDA algorithms and 
procedures and backup schemes have been described in the 
background. In these conventional implementations, the vec 
tors used to store and retrieve the backed up data are stored 
only on the originating host, Such as the user computer. As 
Such, if the originating host is destroyed or lost, the backed up 
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data cannot be reconstituted anyway, resulting in an inability 
to retrieve or restore the backed up data. Therefore, an unman 
aged conventional peer-to-peer backup system and method 
may not achieve the performance and capabilities desired. 
0075. By way of comparison, the system and method of 
the present invention, stores vectors in the managed service in 
a management service storage or database which allows for a 
retrieval or restoration to work successfully even without a 
user needing to store the vectors anywhere else than in the 
management Service storage. 
0076. The inventive system and method also provide man 
agement service over the peer group that may have an 
increased reliability and redundancy factor. Embodiments of 
the invention provide means by which the reliability and/or 
redundancy may be dynamically tuned or optimized. As 
described in greater detail elsewhere in this specification, one 
possible component for increasing reliability and redundancy 
is to monitor and maintain a history of the peer nodes in the 
network that reflects on their on-line or on-network availabil 
ity or uptime as well as measures of their reliability. The 
manager may then recommend and control which selected 
peers of the available peers to store data to both when new 
data enters the network, and for data that is already on the 
network but perhaps not in the most reliable or available peer 
node storage assets. This allows for historical uptime and 
reliability to indicate future reliability for this storage node in 
the network. 
0077. The management service may also use the availabil 

ity or uptime history as well as the reliability information in 
order to change or shuffle the peer node storage locations or 
devices to other peer node storage locations or devices in the 
network if and when the reliability of an original storage node 
is no longer valid. This shuffling may be accomplished before 
a peer node storage device becomes unavailable or after the 
peer node storage becomes unavailable, as only a Subset of the 
peer node storage devices are required to recreate, retrieve, or 
recover the backed up data. The inventive system and method 
leverage the same IDA procedure that was used to build the 
file from portions of the storage nodes to constantly rebuild 
and recreate storage nodes when some of the nodes disappear. 
This allows for the whole data set to be completely managed 
and moved around even after the data was originally stored on 
or inserted into the network. 

0078. With reference to FIG. 2, there is illustrated an 
exemplary system 201 according to a non-limiting embodi 
ment of the invention. This embodiment is similar to the 
embodiment of FIG. 1 and adds additional details relative to 
an exemplary management database 106. Table 1 provides a 
Summary of elements in an exemplary embodiment of the 
database 206 which is a particular embodiment of database 
106. It will be apparent to those skilled in the art in light of the 
description provided here that the same or analogous opera 
tion may be achieved by a database having a different orga 
nization, different fields or records, or the like so long as any 
required information is available for management and control 
of the server and its components, of the peer nodes, of the 
communications, and of the backed up data itself. 
0079 References to tables may mean actual tables, lists, 
data structures, or other database element that is capable of 
storing records, parameters, numbers, vectors, Scalars, of 
other values in the manner of a table or plurality of tables. 
0080. This particular embodiment of the database 206 
may include a Users Table 210 that is one of the primary user 
tables and contains an entry for each user in the system and 
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service. In one embodiment, the table may store a single row 
per each unique user in the system. Nodes Table 211 that may 
be used to manage the storage nodes known, where the Stor 
age nodes may be local or anywhere in the world, and where 
storage nodes may be owned by users or may be provided by 
non-user entities. A Node Pings Table 212 may store histori 
cal ping information from Storage nodes in the world which 
may have been obtained by the node reliability monitor. A 
Files Table 213 may store a folder hierarchy and optionally 
metadata for files of a given user. An optional File Objects 
Table 214 may store any relevant data objects for a file that are 
often used for presentation of the file; examples of this 
include thumbnails for image or video files or other docu 
ments or "snippets' of textual files. A File Backups Table 215 
may store the backup vector details for each file that was 
backed up. An optional Shares Table 216 may store a user's 
defined shares when sharing is optionally provided. An 
optional Share Users Table 217 may store the mapping from 
shares to users allowed to view it when this feature is option 
ally implemented. An optional Tags Table 218 may store the 
user's defined tags, and an optional Tag Files Table 219 may 
store the user's mapping between tags and files. A password 
hash table for storing a hash of a user password may be 
provided as a separate table or included within one of the 
afore described tables. It will also be appreciated that the 
database may be differently constructed so long as it includes 
any required information ordata and that more or fewer tables 
may be utilized to accomplish this. Therefore it will be appre 
ciated that although the exemplary database as described has 
advantageous features, the invention is not limited by any 
particular database structure or organization. 
I0081. UserKeys Table 220 may store the encryption keys 
used to validate the users and nodes. Different numbers of 
keys may be utilized depending on the actual implementation. 
For example, consider a situation where there are a number 
“u' of users. Each user may have Zero (0) or more installed 
clients referred to as nodes. The total set of nodes is a number 
“n”. Each user may have one or more keys “k”. Each of the 
nodes may store one or more backup sets, where each backup 
set may contain or include a tree of files and directories, or 
some other data structure. For each file, metadata for the file 
may be stored in the management service. Such as for example 
in a management service server resident or coupled database. 
For each file, a number 'm' of the other n-1 nodes are chosen 
to disperse the datato. For each of them dispersals, one record 
exists in the storage information table in the management 
service. It may be appreciated that when dynamic manage 
ment is advantageously implemented, the value of m can be 
tuned and optimized and the nodes of n in the m storage 
information tables can change as the management service 
chooses to facilitate improved availability, reliability, and 
appropriate redundancy. 
I0082. With reference to File Backups Table 215, which 
describes storage vectors as used in conjunction with the 
information dispersal algorithm and procedure, it may be 
appreciated that while embodiments of the invention may 
provide for the storage of the individual storage vectors 
required to rebuild the user data to be stored at different 
locations, even possibly including at one or more user loca 
tion, advantageously and preferably the individual storage 
vectors or other means for identifying information for recon 
structing or rebuilding a particular user backup content are 
stored only on the inventive service. This allows for the added 
security of not storing the individual storage vectors on the 
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peer nodes as well as not losing the storage vectors if and 
when the original user content Source device fails (which is 
the whole reason for backing up in the first place). Where 
storage of the individual storage vectors or other content 
rebuilding or recreation information is provided by a storage 
device on the management service. Such as on a content 
service provider management server, the storage may be 
made in Such a manner that Such storage is redundant to any 
needed degree. The redundant storage of the storage vectors, 
may for example, be provided by mirroring, any applicable 
RAID type redundancy, the maintenance of multiple separate 
storage devices at different physical locations, or as otherwise 
known in the art. Storage vectors are further described rela 
tive to the information dispersal algorithm and procedure as 
well as an exemplary database and database tables. 

TABLE 1. 
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users data are stored on five different storage nodes, there will 
be five vectors associated with that user's data in the database. 
If the user data is redispersed to six storage nodes, then both 
the number of nodes and the identity of the nodes will change. 
Alternative strategies may be utilized to identify storage loca 
tions so that there may be more or fewer vectors than the 
number of storage nodes. Alternatively, other database or 
identification means may be used to identify the storage 
nodes. In one embodiment, a single database vector may be 
used to identify all of the storage nodes associated with a 
particular user's data. In terms of the number of nodes 
involved in storing a users data, there can be a tradeoff on 
storage space for flexibility and scalability. Advantageously, a 
plurality of storage nodes identified by a plurality of storage 
vectors include at least Some storage nodes at geographically 
different or diverse locations. 

Summary of Database Tables In An Embodiment Of The Invention 
Including Optional Tables Not Required In All Embodiments 

Table Name Table Function or Storage 

Users Table 
system. 

UserKeys Table 
Nodes Table 

Primary user table contains a single row per each unique user in the 

Store the encryption keys used to validate the users and nodes 
Manages the storage nodes. Storage nodes may be local or anywhere 
in the world. Storage nodes may be owned by users or may be provided 
by non-user entities. 

Node Pings Table 
Files Table 
File Objects Table 

Historical monitored ping information from storage nodes in the world. 
Stores the folder hierarchy and metadata for files of a given user. 
Stores any relevant data objects for a file that are often used for 
presentation of the file. Examples of this include thumbnails for image or 
video files or "snippets' of textual files. 

File Backups Table 
Shares Table Stores the user's defined shares. 
Share Users Table Stores the mapping from shares to users allowed to view it. 
Tags Table Stores the user's defined tags. 
Tag Files Table Stores the user's mapping between tags and files. 

0083. While a user may usually have at least one user 
node, a user may have Zero nodes or a user may have a 
plurality of nodes where the plurality of nodes may be N 
nodes where N is an integer value. The number of keys may be 
different from the number of nodes, and that may be different 
from the number of users in general. In one embodiment, 
there is a single key per user, but there is no requirement for a 
single key per user. In one embodiment, there must be at least 
one key per user who is Submitting or uploading encrypted 
data to the network. There is no requirement for a key or for 
a separate key for a user who may be retrieving data from the 
network, Such as an invited guest who is invited to share data 
or content of a registered user. The invited user or member of 
a share group would use the key of the registered user who 
formed the share group and a password that is chosen by them 
or auto-generated by the system if they are a newly invited 
user. In another embodiment, the share groups have different 
keys. In another embodiment, each file has it's own key and 
the different members of the share group have different keys 
used to decrypt an encrypted copy of the file key. 
0084 Storage vectors comprise server data base entries 
that tell the system where the dispersed pieces or segments of 
a user's files, folders, data, and/or content are stored and 
which IDA vectors were used for that segment. Embodiments 
of the system and service provide for dynamic redisperse 
ment of a users data so that the storage vectors may usually 
change over time. For example if segments of the registered 

Stores the backup vector details for each file that was backed up. 

I0085. In one embodiment, each storage node entity that 
gets put into the system whether at the file level, a set of files 
level, a block level, or at an overall system or block level 
needs a storage vector per each of the devices where that data 
will be stored in. Therefore by way of example, if a file is 
going to be broken up into 16 pieces or segments for storage 
in 16 different storage entities, one would need 16 vectors for 
that file. These same vectors may be used to both breakup the 
storage entity prior to dispersal and for recombination as a 
reverse dispersal during retrieval or restoration. 
I0086 Technically this can be applied at the entire user 
level so that each user has for example only 16 vectors. It may 
also be applied at the node level so that each nodes that the 
user has includes 16 Vectors. In another embodiment, it may 
be applied at the file level so that each of the user's files has 16 
vectors. Storage may be managed to convert the storage 
between and among different levels, such as from a user level. 
block level, file level or the like to a different storage level. 
This may be accomplished by performing a partial or total 
reverse IDA to recover at least the data that is desired to be 
dispersed at a different level, and then performing the redis 
persal using the forward IDA. 
I0087 Dispersal at the node level provides that each user 
has one or more nodes from which they are going to Submit 
data to the network. Dispersal at the file level provides that 
each file is to be separately broken up or segmented by the 
IDA and recovered by a corresponding reverse IDA. Dis 
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persal may also or alternatively be accomplished at a different 
level wherein a block or data or a set of files is processed by 
the IDA. Embodiments of the invention may provide for any 
arbitrary set of collection of data to be dispersed together by 
the IDA and then reverse IDA to retrieve or recover that data. 

0088. In one embodiment, each vector is or permits the 
identification of a single storage node and a single portion of 
the user data. The collection or set of vectors (for example the 
16 vectors in the above example) specifies all of the locations 
where a user data is stored and it is some tunable Subset 
(including the full set) of these vectors that permits complete 
retrieval and restoration of the totality of the users backed up 
data. Less than this Subset will garner none of the user's data 
and thus this defined subset of backed up nodes must all be 
compromised in order to retrieve any of the user's data. In the 
option of the additional encryption step before dispersal, the 
key used for encryption must also be compromised from the 
management service before the original data can be retrieved. 
0089. In one embodiment, a complete storage reference of 
a file or data set has a plurality of mathematical vectors that 
are adapted for transforming the data to be dispersed and 
stored in accordance with the information dispersal algo 
rithm. A vector is a sequence or set of numbers and is what 
one performs the mathematical operations on the data that is 
going to be stored on the storage nodes. Recovery of the 
original backup is achieved by a process that is somewhat the 
inverse or reverse of the process used to store and disperse the 
original data, which the exception that only Z of the M nodes 
need to be accessed where Z-M. The inverse of using Z of the 
vectors, which is some subset less than the total number of 
nodes Mon which storage occurred (e.g., ZzM), is taking the 
Z vectors out of a the total set M vectors for the p storage set, 
and doing an inverse matrix transformation and applying that 
back from the data obtained back from the Z nodes. This 
permits complete rebuilding of the data set. 
0090 Storage vector references are entries in the database 
that indicate for a given users file or block of data (depending 
on the file, node, user, network, or other level) where that file 
is broken up and stored amongst the storage nodes of the 
network. The database and the entries of storage references in 
the database are managed by the management server, and may 
usually change over time as the storage peer node reliability 
may change over time and user data is moved from less 
reliable nodes to more reliable nodes. 

0091 Having now described a particular embodiment of a 
management database that may be used with the invention 
relative to the embodiment in FIG.2, attention is now directed 
to a similar embodiment of FIG. 3 that adds certain optional 
compression and decompression, optional encryption and 
decryption. FIG. 4 is a diagrammatic illustration that sepa 
rately shows an embodiment of the inventive database 106. 
FIG. 5 shows additional detail for the user key table, the file 
backups or storage vector table, and the password Hash Stor 
age table illustrating the multiple entries typical of these 
tables. 

0092. With further reference to the embodiment in FIG.3, 
the optional compression and decompression, and/or optional 
encryption and decryption may be provided either in the 
server 102 or in the peer node (such as in peer node 130-1). In 
the event that the optional compression and decompression 
and/or optional encryption and decryption is present only on 
the server 102, then where these processing features are 
desired they may be performed by the server. Where the 
optional compression and decompression, and/or optional 
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encryption and decryption are present on the peer node client 
130-1, they are advantageously performed there to unburden 
the server processor and to leverage the processing capabili 
ties of the peer nodes. The optional compression and decom 
pression, and/or optional encryption and decryption may 
alternatively be outsourced to another processor by the server 
or by the peer node client. The system in FIG. 3 therefore 
identifies an optional server resident data compression func 
tional block 351, an optional server resident data decompres 
sion functional block 352, an optional server resident data 
encryption functional block 353, and an optional server resi 
dent data decryption functional block 354. The system of 
FIG. 3 also identifies an optional peer node client resident 
data compression functional block 361, an optional peer node 
client resident data decompression functional block 362, an 
optional peer node client resident data encryption functional 
block 363, and an optional peer node client resident data 
decryption functional block 364. It may be understood that 
these compression, decompression, encryption, and decryp 
tion may be performed by the server or by the peer node or 
nodes in any combination. 
0093. Rationale for including the optional compression, 
decompression, encryption, and decryption are now 
described. Also described are some rationale for performing 
these optional operations at a particular location in the sys 
tem 

0094 Optionally, but advantageously, embodiments of the 
invention may increase storage efficiency and capacity, of the 
peer network, by passing user data or content through a com 
pression algorithm before breaking it into pieces. This com 
pression may be performed either on the user node peer side 
for whom the backup is being performed (upload or insertion 
side), at the receiver storage node side (download), by the 
management server, or at Some intermediary anywhere 
between the source peer node and the destination peer node or 
nodes, such as for example by an optional server. Depending 
on the actual files, folders or set of files, or other content the 
particular user chooses to backup in the storage network, this 
compression may usually assist in minimizing the overhead 
of the reliability choices made by the inventive Management 
service, since the overhead for the choice of the information 
dispersal algorithm nodes is inversely proportional to extra 
space used. 
0095. It may also be appreciated that if the compression is 
performed at the content source node, then the bandwidth 
required over the peer-to-peer or peer-to-server-to-peer con 
nection will be reduced. The determination as to where the 
compression is best accomplished may be based on a user 
selection, an automatic selection by client Software or algo 
rithms or procedures in the Source node device, by the man 
ager, or by other means in the system. Compression is also 
optional, but particularly when the compression is lossless, 
the advantages of compression including a reduction of Stor 
age space Volume on the storage nodes, 28- and the reduction 
in bandwidth for communicating the data over the network 
connections, are clearly present and should advantageously 
be implemented in a practical system. 
0096. In a further optional but advantageous enhancement 
to the inventive system and method, and to advantageously 
increase the security of the original user data, an additional 
data encryption maybe performed on the user data. Prefer 
ably, the encryption is performed on the compressed user 
data. In one embodiment, the encryption may be a key based 
encryption although other encryption schemes as are known 
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in the art may alternatively be utilized. In one embodiment, 
the encryption scheme may be a symmetric AES encryption 
scheme, in which an AES encryption pass or processes is 
applied to the compressed user data before calling or per 
forming the inventive information dispersal algorithm. The 
AES encryption scheme is a key-based scheme, and the key 
for the AES encryption pass may also advantageously be 
stored in a storage of the inventive system and service in order 
to increase security and reliability. The key itself may option 
ally but additionally and advantageously protected by the 
user's password to avoid and circumvent potential data or 
content attacks against the inventive system and service itself. 
In one embodiment, AES encryption and/or decryption may 
be performed on the server 102 to provide faster and more 
efficient encryption/decryption and to offload processor 112 
from these tasks. 

0097. It may be appreciated that the encryption is optional 
and need not be provided by the system at all if privacy or 
security beyond that provide by the IDA itself is not required 
or desired. In practical terms, however, implementing a 
backup system wherein one users data, files, folders, or other 
content are stored even in pieces on another user's computer 
or storage device, without Some form of security or encryp 
tion is disadvantageous from a business perspective. 
0098. During rebuilding or reconstruction of a user's con 

tent, the steps of decrypting and decompressing are essen 
tially reversed. In one non limiting embodiment, encryption 
and decryption are key based and the key or keys are stored in 
the management server database. 
0099. The rebuilding or reconstruction will also require 
the decompression of the decrypted user data or content. 
When a registered user desires to retrieve, recover, or rebuild 
all or a part of a data set that has been backed up to the service 
from a computer with which the user registered, the user may 
make a request for Such retrieval through the client program 
resident on his computer. The request is communicated to the 
management service which stores the storage vectors in its 
database identifying all of the storage nodes where segments 
of the particular user's data is stored. Because the data is 
redundantly stored on more storage nodes than are required, 
the service manage who stores the current set of storage 
vectors that may have been dynamically modified since the 
original upload or insertion, may identify a Subset of currently 
available and reliable nodes and direct the communication or 
transmittal of the plurality of portions to the requesting user 
client. Alternatively, the client may receive instructions from 
the management service and directly request the Subset of the 
previously dispersed segments. The client computer may then 
perform what may be considered an inverse or reverse infor 
mation dispersal algorithm (RIDA) using the Subset of non 
redundant segments (or a greater number or even all of the 
segments if some additional error checking or error correc 
tion might occur by Such use). The original data set has thus 
been recovered and restored to the owner's computer and the 
backup and restore operation is successful. Typically, the user 
will wish to maintain the dispersed backup so that a future 
retrieval or restoration is possible. In at least one embodi 
ment, the user is given an option to delete his backup data set 
at any time. Although, this is disadvantageous to the user, 
Some users may prefer to have this option for privacy reasons. 
The management service may then direct the deletion of the 
dispersed segments identified to the user, either by actual 
deletion and overwriting or by deletion from the directory 
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structure so that they cannot be located or accessed, and so 
that the storage space may ultimately be utilized for other 
Storage. 
0100. In an alternative embodiment, where access by a 
registered user having a backup on the service, is made from 
a computer or information appliance that does not have the 
service client installed, then either the client may be down 
loaded and installed such as for a new user, or the retrievaland 
restoration may less advantageously be performed through a 
generic Internet or web interface. Various plug-ins and 
active-X may be required on the retrieving computer or infor 
mation appliance device to facilitate the retrieval and recon 
struction or when required, the server may broker the retrieval 
or restoration to the computer or information appliance from 
which the validated (e.g. proper user ID and user Password) 
request was made. It may be appreciated that any of the IDA, 
RIDA, compression, decompression, encryption, and/or 
decryption may be performed on any of the nodes, manage 
ment server, or outsourced to another entity coupled on the 
network, but that certain processes and architectures are more 
advantageous than others either because of increases in com 
puting power, security, communication link bandwidth, Stor 
age device bandwidth, or other factors. 
0101. When any of compression, decompression, encryp 
tion, and/or decryption are provided in embodiments of the 
invention, they may be provided by or within any of the 
registered user client machine that owns the data, in the man 
agement service server that is operating to control the service, 
in one of the storage nodes to which a portion of the registered 
users data is to be dispersively stored, or in Some combination 
of these. 
0102 Advantageously, compression, encryption, and gen 
eration of the plurality of backup segments occurs on the 
registered user's machine that is uploading the backup to the 
peer network. It is advantageous to perform these operations 
here because the uncompressed and unencrypted data is 
present on the upload client computer and performing these 
operations on that computer advantageously uses the poten 
tially otherwise unused processing power of that computer. It 
also prevents placing any unencrypted data on the network in 
away that it might be intercepted, and reduces network band 
width requirements. The upload client user computer may 
also advantageously generate the plurality of segments and 
communicate (independently or in coordination with com 
mands from the management server) the segments to the 
plurality of storage nodes in accordance with the information 
dispersal algorithm computation. The information dispersal 
algorithm for any particular data set may be performed either 
on the upload user computer side or by the management 
service server, but the most bandwidth efficient choice would 
be for the client device to perform the algorithm and commu 
nicate directly with the peer nodes for storage. 
0103) When the management service determines that one 
or more storage nodes have become unreliable for whatever 
reason, all or portions of the user's data may be redispered to 
a different set of storage nodes (where some of the nodes used 
may be the same and at least one will be a different node). The 
redistribution of the data does not require either the decom 
pression or decryption of the data. In one embodiment, the 
encrypted and compressed data is merely moved in tact from 
one storage node or set of storage nodes to another storage 
node or set of storage nodes. In some embodiments, only the 
data earlier dispersed to what has become an unreliable stor 
age node will be moved to a more reliable storage node. In one 



US 2008/O 147821 A1 

embodiment, if the unreliable storage node is still available so 
that the data stored there can be accessed, then the stored data 
set may be moved or copied to another reliable storage node. 
In this embodiment, the storage vectors in the management 
server database are updated with the new storage information. 
In the event that the particular storage node cannot be 
accessed, then the data may be regenerated from the data 
stored redundantly on the other remaining storage nodes. 
Alternatively, the system may reapply the information dis 
persal algorithm and generate a new data dispersal strategy. 
The regeneration of data or the redispersal of data from an 
unreliable node may depend on how the original data was 
processed and dispersed, and in particular may depend on the 
level at which the data was processed. 
0104. It may be appreciated that the data may be dispersed 
at any one or more of various hierarchical levels. In one 
embodiment, the dispersal may be performed at the file level 
so that each file may be separately and independently dis 
persed to a plurality of peer storage nodes. 
0105. In another embodiment, all files on the user com 
puter that are identified as new (an optionally those identified 
as having been changed) since the last backup may be pro 
cessed together and dispersed. In another embodiment, the 
entire set of the users data are reprocessed and redispersed, 
but this later option is disadvantageous from the standpoint or 
inefficient use of processing power and network bandwidth. 
Advantageously, for purpose of security no matter what level 
the information dispersal algorithm or procedure is executed 
at (for example at the individual file level, at the set of files 
level, at the data or file block level, or at any other level), no 
entire file is ever stored on a single peer storage device. Even 
in a case where a file or block of data is a single byte, the single 
byte file or block would still be padded to a factor of Zbytes 
and dispersed to M nodes. The result would be M files of 
length Z where M and Z are as defined above. Therefore 
security for files or blocks of data of any size is assured. 
0106 The manner of dispersal may be different for differ 
ent portions or backups of the user data. Particularly follow 
ing the initial post-registration or insertion of a large set of 
user data to the service, a file set or block mode dispersal may 
be most appropriate. However, when additional files, folders, 
content, or other data are Subsequently added, it may be more 
efficient and advantageous to disperse the new data at the 
individual file level, or at file set level corresponding to only 
the new or changed data, and not redisperse all of the data on 
the user's computer each time there is a change. 
0107. When either the optional file or content sharing fea 
tures or the web access features of embodiments of the inven 
tion are considered, backing up a user's data at the individual 
file level has some advantages, including an ability to retrieve 
any single file with less computational burden and lower 
bandwidth requirements. 
0108 Independent of the level at which data dispersal is 
conducted, the database on the management server stores 
information in the form of storage vectors, that inform the 
manager where all of the files, folders, content, or data are 
stored and enables the manager to perform the retrieval or 
reconstruction. 

0109. In the event that the user, or another person autho 
rized by the user desires to view or otherwise access only a 
limited portion of the total backed up data or content for the 
user, and alternative procedure for partial reconstruction may 
be utilized. Again, this may depend on the level at which the 
data that is desired to be viewed was processed and dispersed. 

Jun. 19, 2008 

0110. The inventive system and method have strong secu 
rity and Such strong security is unusual for the backup storage 
industry. In at least one embodiment of the system and 
method there is a very strong separation of user data and user 
key information. For example, it may be appreciated that (i) 
although the user of course has access to and stores his origi 
nal data on his computer or information appliance, the user 
never sees or stores the user key (which is only stored on the 
management server); the management server never holds the 
original raw user data (and in preferred embodiments, never 
sees or holds the raw user data), and the data storage nodes 
never see the user data or user keys and may only store and 
have the potential of seeing a part of the dispersed data that 
was advantageously encrypted and compressed prior to the 
dispersal. Therefore the user data and the key are never in the 
same location except for very short temporal window during 
encryption or decryption. Therefore even if two nodes could 
Successfully be attached and compromised. Such compromise 
would not be sufficient to allow unauthorized access and 
reconstruction of the users actual data, files, folders, or other 
content stored on the service. One would need to have the user 
information including the userID and the userpassword (plus 
any secondary authentication optionally in place). 
0111. The IDA is similar to that described in the papers so 
one would need access to several nodes in order to reconstruct 
the (or a portion of) the user original data. 
0112 Since the user data was advantageously encrypted 
through a cipher before being split up by the IDA, one must 
have in addition to access to some number Zof the data nodes, 
also have access to the keys for the user which are only stored 
in the management server. 
0113. It may be noted that the user key may be temporarily 
resident in RAM in the client for the time it will take to 
perform the optional but desirable encrypt and decrypt (when 
such encrypt and decrypt are performed by the client) but it 
does not live and is not stored in any nonvolatile form on the 
client side machine and the client software is architected to 
obfuscate this usage of the key and obliterate the ram Storage 
by overwriting with random data. 
0114. For retrieval and restoration back to the user client 
machine, all communication of data from the storage nodes is 
of encrypted and compressed data where the retrieving and 
restoring computer performs the decryption and decompres 
sion locally. 
0115 For retrieval in the file sharing mode or when files 
are to be restored to a different computer or machine, enough 
credentials must be provided to satisfy the system manager 
that the requested retrieval or restoration should be autho 
rized. The management server may broker the decryption and 
decompression through either or both of the file sharing block 
and the web access block to the requesting user. The user can 
therefore recover all of their data to a new or different com 
puter or information appliance. 
0116. It may be appreciated that since for at least one 
embodiment, the goal is to achieve a measure of consumer 
level security, and the management server only stores an MD5 
or SHA1 Hash of the user password, only the user has the 
actual password, and therefore for at least some embodiments 
of the invention, a user providing a password will be entitled 
to retrieve and reconstruct their data. Other embodiments of 
the invention may provide additional Security or require addi 
tional enrollment (such as for example the user of biometric 
input) and require additional authentication for restoration or 
retrieval to another new device. Registration of a device may 
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also be required at the time of user registration and retrieval 
and restoration may require that the restoration be matched to 
the same device, unless additional information is required. 
Client nodes will communicate to the management service 
with HTTPS with client and server certificates. This solution 
allows for the client device to validate that the service is who 
it claims to be by validating the certificate and allows for the 
service to validate that the client is who it claims to be by 
validating it's certificate. 
0117 Aside from breaking into the required Z storage 
nodes and the management server, the only way to break into 
the system through the interface is to provide a password 
which does hashto the stored MD5 or SHA1 has stored on the 
management server. As increased security may be required or 
desired. Such additional security or authentication may 
readily be incorporated into the inventive system and method 
Such as a second-stage authentication system. 
0118. Even for web access, it is not the management server 
that is pulling the data down directly, there may still be a client 
side application in the form of an applet or plug-in. If the local 
client, such as for example a thin web access terminal or low 
end computer, does not have sufficient resources or capabili 
ties, the server may broker the retrieval and/or restoration. An 
inquiry means or program may be utilized to determine if a 
computer system or information appliance has sufficient pro 
cessing capability to perform the retrieval or restoration, 
including any required decompression and/or decryption. 
The threshold for processing capability may be fixed or may 
depend on as assessment of the time that may be required 
given the data set to be retrieved or restored. 
0119 The embodiment in FIG. 3 includes a web access 
node or terminal that may be used by an a registered user, a 
share user, or in some embodiments of the invention by a new 
user attempting to make a registration. 
0120 In this non-limiting embodiment, the web access 
node or terminal permits a person (or user) to access the 
system without the benefit of an earlier registration and may 
advantageously permit the person to access the system and 
service without the client Software, applet, or application 
installed on that web access node or terminal. In some 
instances, such as at an airport Internet access location, an 
Internet café, or other somewhat public web or Internet access 
locations (that may be free or fee based), a user is not permit 
ted to download a client software or the local system may 
deny such download even if the user desires or needs such 
download. 

0121 The web-based access node or terminal may there 
fore only have a generic hardware and Software configuration 
and no ability for software to be added to support the users 
desired access. In this situation, the user may rely more on 
capabilities of the server and minimally if at all upon the 
capabilities of the web access node terminal or device. 
0122. In the non-limiting but exemplary embodiment of 
FIG. 3, the Web access node or terminal 361 includes a 
processor 362 and a random access memory (RAM) 364 
coupled to the processor. The web access node or terminal 
may also includes some local storage 375. Such as a hard disk 
drive, Solid state memory, or the like for storing an operating 
system, and application programs of other code. Advanta 
geously, the web access node or terminal will include an 
Internet or Web browser software application 370 and a net 
work interface module 371 such as a wired network interface 
card (NIC) or a wireless link, or any other communication 
interface that permits connection to the same network (pos 
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sibly through any number of bridges, routers or network 
translation layers) on which the server 102 is connected. 
I0123. The management server may provide the capability 
to retrieve and/or restore user data from a generic web 
browser that does not include the features and capabilities of 
the inventive client software, applet, plug-in, or the like. That 
is, the management server can put the user data back together 
(e.g., the reverse of the dispersal) and do the decompression 
and decryption, push the data back to the retrieving computer, 
and provide a display of the information to a generic screen 
using the generic browser. In at least one non-limiting 
embodiment, an active-X component or other program will 
be provided on the retrieving computer to offload the process 
ing from the management server to the machine on which a 
portion orall of the user data is to be retrieved and/or restored. 
It will reassemble, decompress, and decrypt them in a process 
that is essentially the reverse of the upload associated with the 
backup. 
0.124 However the server provided approach is disadvan 
tageous in many ways. Firstly, a lot of server processing 
power is being utilized as well as bandwidth being consumed. 
This approach is therefore usually limited to retrieval for 
practical and business reasons. In at least Some non-limiting 
embodiments, the initial upload and information dispersal is 
performed by the registered client side computer or informa 
tion appliance. This is not a limitation of the invention, but a 
practical preference. 
0.125 For retrieval access, the capabilities may be pro 
vided in the web access node or terminal may for example be 
provided by a Java Plug in or Active-X control, or by analo 
gous means, that are accessed from the service web site or 
server, which may usually be available even on low level 
computers or terminals. It would thus be possible to perform 
the reverse of the information dispersal algorithm, decryption 
and decompression, and building and putting the files back 
into the file system. In general, so long as a communication 
can be established with the server 102, and the user can add a 
storage device that provides accessible storage either for 
uploading or downloading data to or from the system and 
service, the user will be able to interact with the system. In 
one embodiment, the user may provide this storage using a 
USB flash memory card or other similar means. 
0.126 The inventive system and method leverages the 
unused and available spare space on consumers PCs or other 
information appliances that are available or may become 
available in the future to store other different user's or con 
Sumers backup content. It may be appreciated in light of the 
description provided herein that future generators of digital 
content may use or store the generated digital content on 
devices, storage systems, information appliances, or media 
devices different from personal computers, and that embodi 
ments of the invention pertain to user or consumer nodes 
different from personal computers and that the storage 
devices and Subsystems within Such nodes may be other than 
hard disk drives, optical drives, Solid State memories, or any 
other storage device or media. 
I0127 Peer-to-peer communication and networking tech 
nologies and methodologies are combined with a service 
manager advantageously located on a management server to 
direct and control operation of the system. This managed 
peer-to-peer hybrid configuration is leveraged to enable these 
individual personal computers, information appliances, (or 
other node or networked devices) to communicate directly 
with each other for moving around and/or transferring this 
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backed-up content. The peer nodes however do not operate by 
themselves as they would or might operate in a pure peer-to 
peer network or file sharing or file backup architecture. The 
manager of the backup service and method is integrally 
involved with initial insert of file, folder, content and/or data 
storage and dispersion into the network nodes; and, partici 
pates in the retrieval, recovery, and restoration of the original 
files, folders, content, and/or data to the originating computer 
or to a different computer or device. The service manager may 
also continually manage the peer network to assure reliable 
operation and integrity as described elsewhere herein. 
0128. In addition to the inventive system architecture, the 
invention also provides a service and a service manager com 
ponent that manages the individual computers or information 
storage nodes and storage devices at those nodes on the Inter 
netto decide which peer nodes are the most appropriate nodes 
on which to store individual user's content. By way of 
example but not limitation, the selection of the most appro 
priate node may be based on one, more than one, or any 
combination of Such factors as: total storage capacity avail 
able, history of reliability or failure, uptime or availability on 
the network, storage device bandwidth, existing backup for 
the same or other users, presence on-line or on-network, 
actual presence in one physical location so that if it is a mobile 
device like a notebook computer it may be marked as less 
reliable than a fixed computer (gets a lower score, network 
connection and speed and/or bandwidth between the peers or 
between either peer and any optional server, geographic loca 
tion of the peer, relative time between or absolute time at the 
backup user location and other Subscribers locations, geo 
location (IP based) with preference to higher score for storage 
node geographically close to user rather than across the 
world, national or legal restrictions relative to content, Inter 
net Protocol based location determination, determination of 
device mobility or stationary character, and any combination 
of these. Other factors appropriate to the network as a whole, 
to particular users or user groups and/or locations may also be 
considered. 

0129. In the event that a user requesting registration with 
the service and therefore needing to provide storage on his/ 
her computer's storage device as one of the storage nodes that 
other users may access, does not appear to have a reliable 
storage device, the system may message the user indicating 
the assessment that his/her computer has a low reliability, and 
that if the user wants to continue using the service, that user 
will need to increase the reliability of their storage to the 
service community, either by taking steps to increase reliabil 
ity or purchasing some other after-market storage solution 
like a NAS. Such steps may for example include one or more 
of leaving the computer connected on-line, by outsourcing 
the storage responsibility to another entity, by identifying an 
on-line storage device at another location, or by taking other 
measures to increase reliability of their storage contribution. 
In one embodiment, the user may pay the service to provide 
the backup of the user's files if they are unable or unwilling to 
increase their reliability. In another embodiment, the user 
may pay an outsourced entity, such as an independent entity 
of the user's choosing or a partner of the service, to provide 
storage on their behalf. This is one of the reasons a single user 
may have multiple storage nodes, as they may store and 
backup from multiple devices at multiple locations. 
0130. It may be appreciated that unreliability is not an 
indication of bad character or actions of a user. For example 
notebook computers may have small hard disks, be offline a 
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lot, and move from location to location. As such the notebook 
computer may appear to be an unreliable storage node. This 
provides one rationale for a business model that includes 
partnering with others who can provide reliable storage to 
provide the user with an ability to backup data while not 
actually using their own notebook computer for storing the 
data of others. By partnering with a disc drive or other storage 
device manufacturer to purchase and set up disc drive to be 
used as the users Surrogate storage node separate from user's 
computer. Alternatively, the user may arrange to use a portion 
of storage on a disc farm or other shared storage facility. 
These and other ways are referred to as outsourcing storage. 
I0131 This management methodology may actively 
choose to change the peers and peer node storage device that 
a user's content is backed up on to resolve issues of unreliable 
system and/or storage devices. For example, if it is deter 
mined that a peer node device or its storage is frequently 
offline or unavailable or that some data or content are received 
with apparent errors (correctable or uncorrectable) on a fre 
quency that is above some acceptable error threshold, then the 
PC and storage device manager may mark that node and its 
device as a node or device not to be utilized for future storage 
of other user's content backup. Policies may optionally be 
implemented to alter the terms under which the owner of that 
node device and storage such that since that user is not pro 
viding a reliable storage for other user backup, either the user 
may be invited to upgrade his/her equipment, cease using the 
backup service, pay a fee or an additional fee for accessing 
other user's storage, or taking other action as may be Sug 
gested or required by the system provider. 
0.132. It may be appreciated in light of the description 
provided here, that in spite of potential problems that may 
initially be encountered with a small number of subscriber 
user computers or storage devices, on the whole, given the 
built in redundancy of having a plurality of node storage 
devices and only requiring a smaller number of Such node 
storage devices to be available in the event a recreation of the 
user content is required, the inventive content restoration and 
backup service, system and method using a service manager 
increases the storage reliability and security far beyond what 
an individual user or a pure peer-to-peer storage solution 
could provide on its own. 
I0133. This enhanced security and reliability are facilita 
tion by a novel Information Dispersal Algorithm (IDA), pro 
cess and computer program. Certain specific information dis 
persal algorithms have been known before, and in fact one 
limited example is the Redundant Array of Independent Disc 
(RAID) storage methodology and storage Subsystem archi 
tecture, which may be thought of as one limited special case 
of information dispersal. The basic idea of information dis 
persal algorithms is that Some original information is able to 
be broken down or partitioned into a plurality of or multiple 
pieces, but only some Subset of the total plurality of pieces are 
necessary to reconstitute all the original information. Another 
example of an information dispersal algorithm is suggested in 
the paper by Michael O. Rabin, entitled “Efficient Dispersal 
of Information of Security, Load Balancing, and Fault Toler 
ance' (Journal of the Association for Computing Machinery, 
Vol. 36, No. 2, April 1989, pp. 335-348.) cited in the back 
ground of the invention section, and incorporated by refer 
ence herein. 

I0134. The inventive Information Dispersal Algorithm is 
designed such that the inventive system management block 
directs and controls the service so that it determines: (i) how 
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many other different users storage devices will contain some 
portion of a particular user's backup data, files or other con 
tent, and (ii) how many of those different storage devices must 
be available to reconstitute the user's backup data, files or 
content. Other differences between conventional approaches 
and applications on information or data dispersal and the 
inventive approach and application of information or data 
dispersal are described elsewhere herein. 
0135) Even when the inventive system, method, and ser 
Vice may use or be based on an information dispersal algo 
rithm such as described in Rabin, there are differences in the 
structure, operation, performance, and applicability of the 
present invention as compared to Rabin. 
0.136 For example, one of the primary differences is asso 
ciated with the management component and the dynamic 
application of an information dispersal algorithm and 
approach, as compared to the static approach of Rabin or 
others. The Rabin IDA algorithm is alone not sufficient to 
provide the features and operability of the present invention. 
0.137 In the inventive system and method, not only are 
parameters set initially, but in addition they may be refined, 
tuned, revised, updated, and optimized on a continuous basis 
in an automated or manual fashion. The management of the 
data and the peer storage nodes is cooperatively intertwined 
with an information dispersal algorithm, especially beyond 
point in time of the initial data dispersion. 
0138 For example, while a theoretical paper may suggest 
dispersing data forbackup to Some number'n' Storage nodes, 
this is not enough, particularly in a consumer personal com 
puter based peer storage system architecture. In fact, where 
the nodes are located, and how reliable the nodes are impor 
tant considerations in an Internet environment deployment. 
At least some of the tradeoffs and optimizations are entirely 
different from a dispersed information storage system in 
which virtually all of the peer storage nodes were themselves 
at managed storage facilities where high reliability might be 
taken for granted. 
0139. In at least some embodiments of the invention, man 
agement by watching or monitoring the nodes by pinging the 
nodes to test for availability and reliability, tracking historical 
availability and reliability of the storage nodes, moving or 
redispersing data when a node has or appears to be trending 
toward unreliability, and other testing and monitoring on a 
real-time basis. Changes may be made when parameters 
exceed certain policy or rule based thresholds, and the thresh 
olds themselves may be continually modified. Conventional 
approaches do not provide these management features that 
may continuously assess and optionally alter the dispersal of 
the information, including possibly reassessing and changing 
the number of nodes, the redundancy factors, and/or other 
parameters associated with peer node information dispersal. 
0140. Recall that with the present invention, it is not nec 
essary to have all of the nodes present to be able to shuffle or 
create another reliable storage node to replace a node that has 
gone offline or has show its unreliability. One only needs 
Some Subset Z of M total nodes and as long as these Z nodes 
are available, the data can be redispersed to other more reli 
able nodes. One does not need to wait for a node to become 
unavailable to replace it, but one could notice the trend 
towards unreliability and act. 
0141 One particularly advantageous feature of embodi 
ments of the invention is the capability to continually monitor 
nodes and if a conditional is observed under which some of 
the storage nodes are unavailable or unreliable, or are show 
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ing a history or pattern of unavailability or unreliability, the 
data may be redispersed in part or in whole to a different set 
of storage nodes. 
0.142 For example, if a file, set of files, or other block of 
data was originally or is currently dispersed onto sixteen 
storage nodes, and the service manager recognizes a situation 
in which three of the sixteen nodes have become unreliable, 
then the service manager in the server may regenerate and 
redisperse the data on those unreliable nodes to a new set of 
storage nodes that have history of good reliability. The redis 
persion may be accomplished by simply moving the data in 
tact from each of the three unreliable nodes to three reliable 
nodes if the data stored on the unreliable nodes are available. 
If one or more of the unreliable nodes is unavailable, which 
may often be the reason for a determination of unreliability, 
then the system manager may either: (i) go back to the Source 
computer and recreate the segments of data that would cor 
respond to the data on the now unreliable and unavailable 
storage nodes, or (ii) reverse dispersal from the remaining 
thirteen nodes, to recreate the same segments of data that were 
stored on the now off-line storage nodes, and communicate or 
disperse these segments to reliable nodes. 
0.143 Recall that data may be dispersed at any one or more 
of various hierarchical levels, and that different embodiments 
of the invention, or even different backups of the same or 
different users within a particular implementation of the sys 
tem and method may user or apply data dispersal at different 
hierarchical levels. 

0144. Redispersement may be done on the management 
server, or by a separate server or engine coupled with the 
server and operating under the direction and control of the 
management server, rather than on the user computer. It may 
also be done from another node on the network, such as from 
the data owner's computer. In one embodiment, the server 
may pull the compressed encrypted data from reliable storage 
nodes unto the server to replicate the condition that existed 
prior to the original IDA application, and then use the IDA 
again with identified new reliable storage nodes to go back to 
generate new storage vectors and disperse the data. It is not 
necessary to decrypt or uncompress that data because the 
dispersal can be applied to any data either in original form or 
in the compressed and encrypted form. In another embodi 
ment, the pieces or segments may be moved, duplicated, or 
otherwise sent to reliable storage nodes. 
0145. It may be appreciated from the description provided 
herein that not only do embodiments of the invention provide 
for initial upload or insertion of the user data, and later down 
load or retrieval or recovery of that data (optionally including 
updates and changes to it), but it also provides a lifetime data 
dynamic management and control. By comparison, conven 
tional information dispersal Schemes and even application of 
conventional information dispersal Schemes alone focused on 
and were limited to static environments. The system archi 
tecture, processing, and method of the present invention are 
dynamic, and the storage configuration is reconfigurable rela 
tive to changing from unreliable nodes to reliable nodes and 
even to changing the number of nodes needed on an indi 
vidual user or file (or other basis). For example, if originally 
a user data set was dispersed to 16 storage nodes and these are 
found over time to be very reliable, the management server 
might reduce the number of required nodes to 12 nodes or 
some other number of nodes with high confidence that the 
user data can be reconstructed from a subset of these. The 
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manager may continue to dynamically monitor and update so 
that the number of storage nodes may change up or down 
from time to time. 

014.6 An exemplary non-limiting embodiment of a 
method 700 for inserting data into the system and service and 
for maintaining the data in the system and service including 
dynamic data dispersal is now described relative to the flow 
chart diagram in FIG. 7. 
0147 Data to be backed up is identified (Step 702) and 
optionally but advantageously compressed (step 704) and 
encrypted (step 706). A determination is made as to whether 
this is an initial data set or an added data set (step 708) There 
is not really much difference here except that if it is added data 
there will be a need to do a new or additional IDA of at least 
the new data, and the new data IDA process will occur inde 
pendently of dynamic IDA based on the recognition of unre 
liable peer nose storage. 
0148 If the determination in step 708 finds that it is an 

initial upload or insertion of data (“initial”) then an initial data 
dispersement strategy is identified which may usually include 
optimization and tuning for the current set of peer nodes and 
possibly relative to the user data (step 710). The data is then 
dispersed (all of the data for an initial dispersement, though 
the dispersement may be done in pieces if individual file 
based or in some block that is less than all of the data to be 
dispersed) to peer nodes according to the current disperse 
ment strategy (step 712). The current dispersement strategy 
may be the initial strategy if this is the first upload or a 
dynamically modified and revised strategy if there have been 
earlier dispersements. After dispersement, or even during 
dispersement if the system finds a peer node that was going to 
be used, the system monitors and/or verifies the continued 
reliability of each peer node on which a user data is stored 
(step 714). It may do this for an individual user data as a set or 
maintain a reliability status for all user data nodes. The moni 
toring may occur in any order and the results maintained in 
the database for each node. A determination is then made as to 
whether any peer node has become unavailable or unreliable 
(step 716). In the determination as to whether any peer node 
is no longer reliable is negative (No) (step 716), then an 
additional optional determination may be made as to whether 
there is any new data to be added to the user's backup (step 
722). If the answer is no, then the system and method continue 
to monitor and/or verify the continued reliability of each peer 
storage node on which a user's data is stored (step 716). On 
the other hand, if there is new data to be added (step 722) then 
the data to be added is identified (step 702), optionally com 
pressed (step 704), and optionally encrypted (step 706). Since 
this is added data, the determination as to whether this is an 
initial data set of an added data set is positive (yes) (step 708), 
the method continues by determining a revised data disperse 
ment strategy using only currently reliable peer storage nodes 
(step 720). The new data and optionally the new and the initial 
data is dispersed to peer storage nodes according to the cur 
rently identified dispersement strategy (step 714). It may be 
appreciated that steps 712,714, 716,718, and 720 will repeat 
continuously to dynamically manage the storage and dis 
persal of the users data. The procedure may be considered to 
deviate when new data is inserted into the system, or they may 
be considered to be two independent processes where the 
existing data is continually monitored, even as new data is 
added, and then the monitoring continues in its next cycle 
with the larger set of data and potentially larger set of peer 
nodes. 

Jun. 19, 2008 

0149. It may also be appreciated that although this process 
has been described relative to a single user's data, the process 
may also be applied to all of the data on the system for all 
users and all nodes. 
0150 FIG. 8 is an illustration showing an exemplary 
embodiment of a method for retrieving previously stored user 
data from the system and service. The procedure starts (step 
802) by identifying a data or data set to be retrieved or 
restored (step 804). Next, the current set of peer storage nodes 
for the identified data are identified from the IDA disperse 
ment storage vectors (or other identifiers) and because they 
are not all required for retrieval, a subset of the peer nodes on 
which the data is stored are identified according to some rule, 
policy, or at random (step 805). The data from the plurality of 
peer nodes is then communicated or transmitted over the 
network to the node identified as the retrieval node (which 
may in Some instances be the server) and stored at least on a 
temporary basis there (step 808). Because each peer node will 
send only a segment of a multi-segment data set, an undis 
persed data is generated from the plurality of segments 
received from the plurality of peer nodes (step 810). Any data 
that was encrypted is decrypted (step 812) and any data that 
was compressed is decompressed (step 814). The retrieved 
and reassembled data is now restored to the retrieval node, 
usually by the original owning user, and restored to the file 
system (step 816). 
0151. An exemplary use scenario is now described begin 
ning with a users initial steps at registration and continuing 
through an initial backup or insertion of data into the system 
and service. 
0152. In one embodiment, the backup and content or data 
retrieval and restore service is a free to the end user or sub 
scriber. In one embodiment of a fee user service, revenues for 
operating the service and any profits may be derived from 
advertising, from partnering arrangements, a combination of 
these, or from other sources. In another embodiment, a fee 
may be charged to a user or to a group of users for using or 
accessing the service or content or data stored by the service. 
The fees may be fixed, may differ depending upon the number 
and/or size of data stored, the number of accesses in a given 
period of time, the interaction or non-interaction with service 
partners, or according to other factors. 
0153. A non-limiting exemplary use scenario and associ 
ated operation is now described from the perspective of a new 
user accessing the service for the first time relative to FIG. 6. 
This process may be highlighted as follows with further 
explanation of optional elements in the following paragraphs 
as well as elsewhere in this specification. 
0154) This procedure 600 may be summarized as follows 
and is depicted in the exemplary flow chart in FIG. 6. First, the 
system presents user with user registration interface (Step 
602). The system then receive a request from the user for 
registration (step 604) and in response thereto, download a 
client applet or program to the user's computer (step 606). 
The applet or computer program is installed on the user com 
puter (step 608). Next, the system receives registration infor 
mation from the user and either record a system assigned or 
user chosen user id and password (step 610). In the exemplary 
embodiment, the system receives a post-registration user 
login request with an id and password (step 612). The system 
verify the user identity with the user ID and password (step 
614). Optionally the system surveys the files, folders, data, 
and/or content of the users computer and Suggest a backup 
strategy to the user (step 616), and may receive an identifica 
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tion by the user of files, folders, data or content to backup or 
store to the service (step 620). Optionally compress and 
encrypt the identified user data and then determine an initial 
information or data dispersement strategy among a plurality 
of network peer storage nodes (step 622). The system may 
then initially disperse the user data according to the disperse 
ment strategy (step 624). The system service may then moni 
tor peer node availability and reliability and redisperse 
according to established redispersement policy (step 626). 
This last step may be performed iteratively, and the user may 
also add addition data to the backup storage set which may 
also result in additional data dispersal and possibly redis 
persal of other data that was earlier uploaded to the system 
and service. 

0155. A user desiring to become a registered user or sub 
scriber of the inventive service may initially access a service 
web site which may have been identified to her/him by vari 
ous methods. The user may be presented with a menu or a 
button inviting the user the register and the user then presses 
a hot spot or button on the display or otherwise initiates 
downloading of a thin client software application program or 
applet. In one embodiment of the invention, agreeing to 
download some form of computer program code, applet, 
plug-in, or the like is required for registration as a user entitled 
to store or backup their data on the network. Other embodi 
ments, of the invention, including some Web access-based 
use, may utilize generic web browser code and may not 
require downloading of service specific software, however 
this type of use may have limitations as described elsewhere 
herein. 

0156 Versions of the service client are available for dif 
ferent computing platforms such as IBM compatible PCs and 
Apple Computer Macs, as well as other computing platforms 
or entertainment systems, devices, or other content genera 
tion or storage devices. In one embodiment, the user may be 
presented with a list of systems, or devices, or asked to iden 
tify their system or device type. In another embodiment, a 
single client program is compatible with a plurality of device 
types so that no user selection is required. 
0157. The applet, software, plug-in, or other client soft 
ware or code is then installed, either automatically, or under 
control of the user or by an installation wizard interacting 
with the user and the user's computer, information appliance, 
or system. It is anticipated that computers, information appli 
ances, entertainment systems, and media generation and 
playback means may change over the coming years so that it 
should be understood that computer and/or information appli 
ance are intended to include their common and usual mean 
ings as well as systems and devices that have a capability to 
generate and/or store data, files, or other content, possibly 
including but not limited to moving or still pictures and 
images, music, Voice recordings, text documents, business 
documents, spreadsheets, and any other type of digital infor 
mation. 

0158. Once the applet is installed, the applet or continued 
interaction with the web site, will ask the user for a user 
identification (ID) and a password. Alternatively, the system 
may assign a user ID and either a permanent or temporary 
password. The identification may be any name, number or 
other identifier that the user (or system) may care to use or 
assign. In at least one embodiment of the invention, the sys 
tem does not store the userpassword but only stores and relies 
upon a match to the hash of the password when a registered 
user attempts a login. In one embodiment, the registration 
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process may require or request that the user input additional 
information, such as for example but not limited to home 
and/or business address information, full legal name, tele 
phone number, areas of interest, password recovery related 
information, or other information that may be desired for 
security, marketing, system and service improvement, or 
other purposes. Privacy policies may also be presented and 
the user requested to approve Such privacy policy. However, 
in at least one embodiment only an account identifier and a 
password are required for registration of the user who then 
becomes a subscriber. 

0159. The client applet, once installed, can then commu 
nicate directly back to the service management server over 
the Internet, web, or other network connection or communi 
cation established between the user computer or information 
appliance and the service management server. The client then 
registers the user with the user identifier and user password. 
Secure communication schemes as are known in the art may 
be utilized. 
0160. In one embodiment, after registration has been com 
pleted, further interaction may be performed between the user 
and the service using an Internet web based interface. Other 
embodiments of the invention may provide for direct connec 
tion or non-Internet based interaction. Other embodiments of 
the invention may be deployed and Supported over intranets. 
0.161 The web site interface provides a login page. In at 
least one embodiment of the invention, the web site may also 
provide a registration page. After registration from the web 
page, or during such registration procedure, the client Soft 
ware may be downloaded as described. 
0162. In one non-limiting embodiment, when the regis 
tered user logs into their account, they will see a list or other 
presentation of all of their files or content that is backed up or 
stored on the peer nodes. Initially, this list or presentation may 
be empty or blank since they will not have uploaded any files, 
folders, or content to the service. They may also optionally be 
presented with a list or other presentation of content on their 
own computer, with optional indications as to what has been 
backed up and what has not been. Graphics and colors may 
advantageously be used to highlight backed-up and/or non 
backed-up files, folders, or other content. In one embodiment, 
these lists are generated and/or maintained by the service 
client Software executing an inventory procedure on the user's 
computer or other information appliance. In another embodi 
ment, the service management server may query and examine 
the user's computer or information appliance directly, but this 
is not preferred. In one embodiment, this inventory may be 
performed periodically or according to other rules or policies, 
and/or at the request of the user. 
0163. In one embodiment, when the registered user first 
logs into the service, the service recognizes that this login is 
the users first post-registration login (or recognizes that the 
registered user has not yet identified any files, folders, or other 
content for backup), and presents a backup wizard to assist 
the user in his/her interaction with the service. Various inter 
actions or dialogs may be used, and the use of wizards are 
known in the art of computers and are not described in detail 
here. 

0164. The wizard may ask the user what files, folders, or 
content the user wants to backup. The client software has 
separately and in the background done a search of all or an 
identified portion of the users computer or information appli 
ance or device, and identified files, folders, or content that 
may be appropriate forbackup by the service. In one embodi 
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ment, the client may optionally request that the user may limit 
or otherwise direct that the client or service limit the search to 
particular storage devices, folders, files, file types, content, or 
content types, or according to any other criteria. This may for 
example be done for user privacy reasons. The client and/or 
service may also optionally constrain the files, folders, or 
content. By way of example, but not of limitation, the clientor 
service may constrain the backup according to maximum file 
sizes, a maximum total backup file or content size, to particu 
lar file or content types, or according to other criteria. Various 
search filters may be provided by the client or service to assist 
the user in identifying files or content for backup. The client 
or service may optionally also provide means for identifying 
copyrighted content or other content that may be subject to 
digital rights management. 
0.165. In at least one embodiment, the service is provided 
as the users backup and the files or content are stored in a 
manner (described herein elsewhere) that makes it impossible 
for any other access than by the user so that event the backup 
of legitimately obtain copyrighted material does not present 
any copying or file sharing issues. In one embodiment, copy 
righted material having a digital rights management feature 
may be backed up by the user, but prevented from being 
restored to an account other than the account associated with 
the registered user. More particularly, embodiments of the 
invention may optionally provide for a form of content man 
agement that permits user created files to be shared with an 
identified group (such as a limited number of friends and 
family members) associated with the registered user, but that 
may prevent files or content that may be subject to copyright 
from being shared with other registered or non-registered 
users. In at least one embodiment, a maximum group size is 
provided so that less than the entire world is permitted access 
to a registered users files or content on a shared basis. 
Embodiments of the invention may also or alternatively pro 
vide that some maximum number of file or content sharing 
logins or access may occur within a defined period of time, or 
according to other criteria. 
0166 Returning to the description of the procedure, the 
wizard may for example recognize that there are pictures in a 
“My Pictures” folder, that there are music files or content in a 
“My Music' or “My iTunes' folder, and recommend that 
certain files, folders, or other content are appropriate for 
backup by the service. 
0167 If the user then indicates, such as by clicking a 
button on the web screen, that the user does wish to backup 
some set of files, folders, or content, then the service server 
will communicate back to the client that the identified files, 
folders, or content should be backed up. In one embodiment 
of the invention, an optional version monitoring and control 
may be provided so that a creation or modification date of a 
file, folder, or content item that has an otherwise identical 
name is monitored and a determination made as to whether 
that item is a duplicate, newer replacement, and if it should be 
overwritten or replaced in the backup, a second copy bearing 
a version identifier or number appended to the file, or other 
action taken autonomously by the service or as an interaction 
with the registered user's input. 
0168 The server communicates the criteria for backing up 
the user files, folders, and/or content and client is thereby 
made aware of files (or file types), folders, and/or other con 
tent that should be backed up. In one embodiment, the server 
identifies to the client that files or content in a defined set of 
folders should be backed up. In another embodiment, the 
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server identifies to the client that certain new file types should 
be backed up independent of the folder, so that by way of 
example but not limitation, all.JPEG (*.jpg) picture files or all 
MP3 (e.g., *.mp3) music files should be backed up if they are 
detected anywhere on the users computer or information 
appliance. The identification of folders is advantageous as it 
reduces the search and computational burden of the client 
when it performs a search. In one embodiment of the inven 
tion, the client or the applet or program element may option 
ally update a database or list when ever a new file or content 
of an identified file or content type is created or downloaded 
to the user's computer or information appliance, thereby 
eliminating the need to perform a search. In one non-limiting 
embodiment, the client or other applet or program element 
executing in the user computer or information appliance may 
monitor the number, total size, last backup, and/or other infor 
mation associated with files, folders, or content and recom 
mend a backup be performed. 
(0169. Since the client is now aware of these folders, file 
types, content types, or other backup criteria, the service 
client program may optionally but advantageously monitor or 
look at the folders (which may for example be the entire 
storage device or devices connected to or otherwise identified 
with a user's computer or information appliance, or only a 
folder or subfolder of that or those devices) for new files or 
content meeting the backup criteria. This monitoring may be 
performed according to some rules or policies, and may by 
way of example but not limitation, monitor more or less 
continuously, at periodic intervals set by the system or user, or 
according to any other procedure. 
0170 Initially, when the user first identifies the folders to 
be backed up, all of the files, subfolders, or other content 
meeting the backup criteria will be backed up. Subsequently, 
the client will monitor for any newly added files or content 
and backup that content. In one embodiment, newly added 
files are backed up by adding the additional files or content to 
the previous backup set. In another embodiment, the newly 
added files are backed up by creating a second, third, fourth, 
or Subsequent backup set so that a single user may have more 
than one dispersed data set backup. In one embodiment, the 
multiple backup sets are maintained separately over a period 
of time, though the user may not be aware of this separation 
which is transparent to the user. In another embodiment, any 
multiple backup sets are recombined according to predeter 
mined or dynamically determined policies or rules. The rules 
or policies may for example take into account Such factors as 
the number of separate backup sets, the size of any one or 
more of the data backup sets, the frequency with which the 
user add files, folders, or other content, the availability of 
processing power and/or bandwidth to perform and required 
compression/decompression, encryption/decryption, and/or 
dispersal to the same or a different set of peer storage nodes. 
In one embodiment of the invention, files (or blocks of data) 
identified as being deleted by a user are flagged or otherwise 
identified as being deleted in a files table in the database on 
the management service. In one embodiment, the files even 
though marked as deleted may be retained so that they are still 
recoverable if the user changes their mind or made a mistake. 
In one embodiment, a rule or policy may be utilized so that the 
files are deleted after some predetermined or dynamically 
determined period of time. In another embodiment, the user is 
sent a message requesting verification of file deletion. In one 
embodiment, this verification is requested at the time the files 
are deleted, while in another embodiment, the verification is 
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requested at a later date. In one embodiment, the later date 
may be between a month and a year after the user indicates the 
files are to be deleted. 
0171 In one embodiment, the backup methodology is 
tuned to a consumer market segment in which pictures, 
images, video, music files, and similar consumer oriented 
content is created and placed onto the user computer or infor 
mation appliance or downloaded from another source and not 
changed, therefore change or version control is not required 
or even necessarily useful. In one embodiment, a change 
history for a file or files may optionally be maintained if 
desired. Therefore the primary goal of this non-limiting 
embodiment is to identify new files or content by name that 
has not been previously backed up and either back it up or 
identify it for backup at the next scheduled backup. Various 
different backup initiation criteria may be applied as it may be 
appreciated that it is not necessarily efficient for a backup to 
be preformed immediately following creation or download 
ing of a new file or content. In one embodiment of the inven 
tion, a backup may be performed according to a time sched 
ule, according to a number of new items that have been 
identified for backup, according to a total file size of files or 
content identified for backup, or according to a combination 
of these criteria alone or in combination with other factors or 
criteria. 

0172. In other embodiments of the invention, change, 
modification, and other revision control may be provided so 
that the user may at least be made aware that multiple versions 
of the same named file or content may exist on their computer 
or information appliance and/or in an existing backup or 
backup to be created. A user may then be given an opportunity 
to choose how Such changed, modified, revised files or con 
tents should be handled. In one non-limiting embodiment, a 
software program or tool may be used or provided to identify 
differences between multiple versions of a file or content. 
0173. In one non-limiting embodiment, small or low-reso 
lution so called thumbnails may optionally but advanta 
geously be created from at least certain picture or image types 
and stored on the service server so that if a user wants to 
review what is backed up and cannot associate a file name, 
Such as for example, one of the common digital camera file 
names like “DSC 0257.JPG", the user may view a thumb 
nail image of that file. Storage of the thumbnail on the server 
also alleviates any possible need to retrieve distributed por 
tions of the users backup from a plurality of nodes and per 
form any decryption and/or decompression that would be 
required to view the backed up user image file. In one non 
limiting embodiment, the invention may also provide reduced 
resolution versions of other file or content types, such as by 
way of example but not limitation, thumbnails or equivalent 
of AdobeTM Acrobat files, MicrosoftTM Word documents, 
spreadsheet documents, or any other type of document or file. 
In yet another non-limiting embodiment, short versions (for 
example a few seconds) of music files, video files, or other 
audio or media content may optionally but advantageously be 
stored on the server for similar purposes of review by the 
registered user associated with that content (and when option 
ally provided by an authorized group associated with that 
registered user). 
0.174. The optional provision of image and/or audio 
thumbnails provides significant advantages for a user's 
review of backup and retrieval as well as for retrieval or 
viewing from a computer or information appliance different 
from the computer or information appliance that actually may 
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still store the original images or music files. This situation 
may occur, for example, either when a registered user needs to 
access or restore files or content to a computer or information 
appliance that is different from (and possibly geographically 
remote from) the computer or information appliance where 
the originals are stored, or when a member of the registered 
user's group (e.g., friends and family) want to access the 
service and view only selected ones of the users contentitems, 
particularly images or pictures. Recall that controls may be 
provided that may control, moderate, or limit multiple simul 
taneous access that might be in violation of copyright or other 
file or content sharing restrictions. In one embodiment, dif 
ferent restrictions may optionally be implemented for differ 
ent users based on Such factors or criteria as the users regis 
tered country or state, the location of the users computer or 
information appliance based on signals from the users wired 
or wireless network interface. Restrictions on registration or 
access may also be implemented based on a registered user or 
associated group members (e.g., guest) identified age, coun 
try, geographical location, or according to other factors or 
criteria. 
0.175. The registered user may also optionally identify 
other users or potential users (also referred to herein as guest 
users) with folders, subfolders, files, content items, and/or 
content types. In one embodiment, guests are identified by the 
registered user to the service using their email addresses. 
Other embodiments may use other identification means. 
0176 Guest users may be registered users or non-regis 
tered users when they are identified by the registered user. In 
one embodiment, guest users are either required to register or 
are requested to register. In one non-limiting embodiment, a 
guest user registers and obtains a new user ID and their own 
password. The user ID and password may only be used in 
association with their access to the registered users group. A 
guest user may be a member of many different groups and 
may either have different IDs and passwords for each group, 
or have a single ID and password that permits access to all of 
the groups to which they have been associated. 
0177. In one embodiment, guest users may remain unreg 
istered even after accessing a registered users content, or may 
register. In many instances a guest user may not have their 
own content that needs backup so that there may be no moti 
Vation to register. One example, may be an elderly gentleman 
who has a computer or information appliance but does not 
create, download, or otherwise have a need for backup but 
wants to be able to view and occasionally download pictures 
of his granddaughter or grandson. 
0.178 Again, the number of guest users may be limited so 
as to prevent at least the appearance of offering a file sharing 
service, particularly if some of the backed up content has use 
restrictions associated with the content. However, for user 
authored or other content with which no use restrictions 
apply, the number of guest users may be unlimited or Sub 
stantially unlimited. In one non-limiting embodiment, a bur 
den may be placed on the registered user to separate other's 
copyrighted content from content not subject to use or sharing 
restrictions. In another embodiment, the service attempts to 
identify content that is or may be subject to use or sharing 
restrictions, and to prevent sharing of Such content. In one 
embodiment, the service may also limit or prevent the gen 
eration of image or audio thumbnails of Such content. 
0179. It may be appreciated that even when some file or 
content sharing may be permitted, that the service is provid 
ing only a limited private shared network within a registered 
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user's share group and is not a public file sharing network. 
Embodiments of the invention may provide for limiting the 
number of guest or share uses. For example, non-limiting 
embodiments of the invention may provide for 10 share users, 
20 share users, 50 share users, or any other number of share 
users associated with a registered user. Since access by share 
users is controlled by the service management server, the 
number of share uses may be strictly limited. 
0180. In one embodiment, the sharing is performed at the 
folder level for ease of administration. For example, a regis 
tered user may identify the contents of their “My Pictures” 
folder, or the contents of a “Laura's Birthday 2006 folder as 
being a shared folder. Other schemes for identifying shared 
content may alternatively be implemented. 
0181. When the service server receives the email 
addresses of a registered users group members, the server 
sends an email message to each of the identified group mem 
bers informing them of their status as a member of a regis 
tered users share group. In one embodiment, the email mes 
sage includes a URL link, and the message invites the email 
recipient to click on the link to access the service. In one 
non-limiting embodiment, the email message may include a 
personalized message from the registered user. For example, 
the message may say that “Michael has decided to share his 
pictures with you, click on the link to access the web site to 
see his pictures. In another embodiment, the email message 
may include one or more content thumbnail images belong 
ing to or associated with the registered user. 
0182. The recipient may then click on the link to access the 
web site associated with the link and see files or other content 
that they have been invited to share. This linked web page may 
the same web page or a different web page than the web page 
a registered user accesses to log in to the service. If the 
recipient of the email is already a registered user, then when 
that registered user accesses the linked web page, he/she may 
log into their own account and then view a list of share groups 
that they belong to. Various interfaces may be provided and 
the interfaces described here are provided as examples and 
are not to be construed as limiting in any way. 
0183 In the event that the recipient is not a registered user 
but wants to access the shared files or content, the invited 
guest may access the shared files without needing to down 
load the client as was otherwise required for a new user 
wanting to use the service for file, folder, or content backup. 
0184. In one embodiment, when the registered user iden 

tifies one or a plurality of share group members, entries are 
written into the database that identify the share group mem 
bers, and optionally provide a unique but temporary password 
for at least an initial login by the guest share member. The 
guest share member if not already registered will be asked (or 
forced) to change the password after logging in. The invited 
guest or share user will then be asked in they would like to 
become a registered user entitled to use the free service for 
backing up their files, folders, or other content. The invited 
guest user may then be encouraged to register so that not only 
may they view other's shared content, but may also utilize the 
service for their own backup and optionally to share some or 
all of their own content with their own share group. 
0185. In one embodiment, the service may generate rev 
enue based on advertisement (ad) placement either in the 
form or banner ads, pop-up ads, or other forms of add place 
ment known in the art. Revenues may also be generated based 
on ads-presented, ads that have been clicked through, gener 
ated sales, or other advertisement or sales based models as are 

20 
Jun. 19, 2008 

known in the art. Revenues may also be generated for 
example, by partnering with picture or photo printing entities 
so that a registered user and/or share group guests may be 
presented with offers for Internet or web based picture print 
ing at favorable rates. In one embodiment, a database may 
optionally be maintained to identify digital or electronic 
images that have never been printed in a hardcopy format, so 
that not only does the registered or guest user have an oppor 
tunity to maintain an archival backup but also a convenient 
means for obtaining printed photographs. Similar offers may 
be presented for DVD compilations of pictures, for usergen 
erated video content, or for other files, folders or content. In 
one embodiment, the invention provides of receipt of a share 
of revenues or profits derived from a users content and offers 
presented to the user when they access the service. It may 
therefore be appreciated that service revenues may be 
increased by generating excitement at the service web site and 
that frequent visitation to the service website by registered 
users and invited share group members is to be encouraged. In 
this regard, various promotions, contents, and/or incentives as 
may be permitted by law may be presented on the web site by 
the service 

0186. In the event that the invited guest share group mem 
ber is already a registered user, they will be invited to enter 
their own registered user information and password, to obtain 
access to not only their own account but also to share groups 
that they are associated with. In at least one embodiment, this 
prior registration may eliminate any need for a new account or 
password. 
0187. It may be appreciated that since in at least one 
embodiment, the service is a free service, for a registered user 
that uses the service only to provide an emergency backup in 
the event the user's own file storage system fails, and in the 
most extreme case never again accesses the service, then no 
revenue will be generated. However, since the cost for storing 
an incremental users files, folders, or other content is rela 
tively small, there is little or no cost or loss for this type of 
user. Revenue is advantageously generated by the above 
advertising and partnering revenue models. In general, the 
more frequently a user access her/his content (or their share 
group members access the content) the more opportunity for 
revenue generation. The provision of share group members 
email addresses also provides an opportunity for directed 
advertising. In one embodiment, the share group member 
may be sent messages indicating that additional content is 
now available by clicking a link. Advertisements may be 
presented in the email itself, or through the link, or at the 
service web site when the recipient attempts to view the new 
content. In one embodiment, an order for prints of new pic 
tures may be provided using the thumbnails. The share group 
user may then follow-through with the print (or other media) 
order or edit it in some way before placing the order. The 
order may require further identification of the user, Such as a 
name and mailing address, as well as credit card or other 
payment information. These purchase interfaces may advan 
tageously be performed over a secure connection as is known 
in the art. 

0188 In at least one non-limiting embodiment, advertise 
ment and/or partnering relationships may be customized or 
personalized based on a perceived registered or guest user 
actual or derived characteristic, and/or based in whole or in 
part on information derived from a registered users stored 
content, and/or from the content identified for sharing to 
members of a registered users one or plurality of share groups, 
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and/or from the content that is actually viewed or otherwise 
accessed by one or a plurality of members of the share group. 
Advantageously, the service will take due regard for regis 
tered user and guest share group member privacy and either 
inform the user and/or guest of their privacy policy and/or 
obtain permission before performing an analysis of the con 
tent, data mining, access patterns, user or guest profiles or 
purchasing patterns or the like. 
0189 It may be appreciated that the service server only 
stores administrative information to permit recovery and 
reconstruction of a users files, folders, and content; it stores 
the file, folder or content name but it does not store the users 
actual original data. In some embodiments, the service server 
may store thumbnails to assist the registered user and any 
share group members in accessing the original data. This 
more limited storage provides at least somewhat of a privacy 
advantage as compared to other file backup services which 
may typically have access to an entire user content on a server. 
Recall also that none or the storage nodes individually store 
Sufficient information to construct any single file, folder, or 
content items; or in the event that a single file, folder, or 
content item may be of Such size (e.g., Small) and character 
that it is dispersed only onto a single node's storage device, 
the effort to identify, decrypt and decompress that item, 
would make access to that item impractical. 
0190. Non-limiting embodiments of the invention may 
provide for advertising based on file or content names alone. 
Other non-limiting embodiments may analyze picture or 
photo content and provide advertising based on identified 
content or Subject type. Other non-limiting embodiments 
may analyze music content and provide advertising based on 
identified music content or type. Still other non-limiting 
embodiments may collect and store metadata associated with 
picture files, audio or music files and the like, and this may 
provide an additional basis for extracting context information 
that may be used for directed or personalized advertising and 
marketing. 
0191 Although the management server does not store user 
content, and in many embodiments of the invention, does not 
even process or touch the content, the management server 
may have access to full uncompressed content, including for 
example to video content. This provides an opportunity for 
partnering in the form of sharing content with other organi 
Zations as well as with individual guests. The sharing may be 
user permission based either at the time the user registers, or 
at a different time. In one non-limiting embodiment, a regis 
tered user may include a backup folder for video content. The 
client or server may identify this content as being suitable for 
upload and sharing on the Google acquired YouTube, Inc. 
video web site, and the user may be asked or incentivized not 
only to perform the backup, but additionally to upload the 
content to the Google acquired YouTube, Inc. video content 
posting and share web site. The content may optionally be 
passed through a conversion or transformation process, filter, 
or conversion, so that the content to be shared with the Google 
acquired YouTube, Inc. video site is in a compatible format. 
Similar or analogous process may be provided to communi 
cate or post content to other potential partnering sites Such as 
My Space or other Social networking sites. 
0.192 The inventive system, method, and service may also 
be beneficial in a business or corporate environment. In Such 
an implementation, the network may be a closed network or 
intranet rather than the Internet, or may include components 
of an internal closed intranet and the Internet. In one embodi 
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ment, a company may have terabytes of unused space that 
may be offered to employees for work based and/or personal 
file backup at no cost to the employee or to the company. In 
this case, the system and Software may be offered on a non 
exclusive licensing basis and revenues collected on this basis. 
0193 Other optional but advantageous features may be 
provided. For example, once the peer-to-peer storage network 
is in place and backing-up the user's files, additional value 
add services are offered to the user, including web-based 
access, file sharing and partnering with other sites that require 
user content. These additional services leverage the features 
of the peer storage network to provide the functionality. 
0194 The first value-add service is a true web-based 
access method to a user's own files. This web-based service 
provides full access to all the backed up content from any web 
terminal. Since the actual storage is in the peer storage net 
work, the user's own PC does not need to be on or reachable 
at the time of remote access for the ability to browse and 
download (restore) the files from the set. Obviously restore is 
just a special case of remote access and thus is achieved via 
this same method. 
0.195. The second value-add service is a web-based shar 
ing service. Since the most likely backed-up content by con 
Sumers is digital photographs and other user-created content, 
it is the same content that users are going to want to share with 
friends and family. The same process of remote access and 
restore (limited to content the owner chooses to share) allows 
other designated users to access and share the content of these 
USCS. 

Additional Description 
0196. As used herein, the term "embodiment’ means an 
embodiment that serves to illustrate by way of example but 
not limitation. 
0197) It will be appreciated to those skilled in the art that 
the preceding examples and preferred embodiments are 
exemplary and not limiting to the scope of the present inven 
tion. It is intended that all permutations, enhancements, 
equivalents, and improvements thereto that are apparent to 
those skilled in the art upon a reading of the specification and 
a study of the drawings are included within the true spirit and 
Scope of the present invention. 
We claim: 
1. A server computer for operating a distributed data stor 

age system having data security, redundancy, and retrieval 
features, the server including: 

a processor and a memory coupled to the processor, 
a network communications interface for coupling the 

server computer to a network; 
a database for storing data pertaining to the distributed 

storage in the distributed data storage system and 
coupled to or coupleable with the processor; 

a network node reliability monitor for monitoring the reli 
ability of the plurality of nodes on which the data is 
stored and for generating storage node reliability infor 
mation; and 

an information dispersal and control unit for initially dis 
persing data for backup storage to a plurality of network 
storage nodes and for dynamically redispersing the data 
over time according to the storage node reliability infor 
mation. 

2. A server computer as in claim 1, wherein the data com 
prises data associated with a plurality of different users. 
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3. A server computer as in claim 2, wherein the data com 
prises a file, a portion of a file, or block of data, and wherein 
the information dispersal and control unit uses an information 
dispersal algorithm that to segment the file, the portion of a 
file, or the block of data to redundantly distribute the data to 
a plurality of storage nodes on the network. 

4. A server computer as in claim 3, wherein the storage 
nodes comprises hard disc drives on user personal computers 
coupled to an Internet network. 

5. A server computer as in claim 1, wherein the server 
provides strong security including separation of user data and 
user key information, the user never having access to its user 
key which is only stored on the management server, the server 
never storing the original raw user data, and the data storage 
nodes never having access to all the user data or user keys. 

6. A server computer as in claim 1, wherein the data stored 
on the storage nodes is encrypted. 

7. A server computer as in claim 1, wherein the database 
defines a data structure for a nodes table, a users table, a user 
key table, a files table, a password hash table, and a file 
backups storage vector table. 

8. A server computer as in claim 7, wherein the database 
further defines a data structure for a tags table, a tag filestable, 
a shares table, and a file objects table. 

9. A server computer as in claim 1, further including means 
for compressing the data to be backed up on the storage nodes. 

10. A server computer as in claim 1, further including 
means for encrypting the data to be backed up on the storage 
nodes. 

11. A system for operating a distributed data storage sys 
tem having data security, redundancy, and retrieval features, 
the system comprising: 

a server computer including: 
a processor and a memory coupled to the processor; 
a network communications interface for coupling the 

server computer to a network; 
a database for storing data pertaining to the distributed 

storage in the distributed data storage system and 
coupled to or coupleable with the processor; 

a network node reliability monitor for monitoring the 
reliability of the plurality of nodes on which the data 
is stored and for generating storage node reliability 
information; and 

an information dispersal and control unit for initially 
dispersing data for backup storage to a plurality of 
network storage nodes and for dynamically redispers 
ing the data over time according to the storage node 
reliability information; and 

a plurality of user nodes at least a first one of the nodes 
including a first user interface adapted for a first user to 
identify a data set for backup storage and at least a 
second and third different ones of the nodes adapted for 
storage of a portion of the first user data to be backed up. 

12. A system as in claim 11, wherein the data comprises 
data associated with a plurality of different users. 

13. A system as in claim 11, wherein the data comprises a 
file, a portion of a file, or block of data, and wherein the 
information dispersal and control unit uses an information 
dispersal algorithm that to segment the file, the portion of a 
file, or the block of data to redundantly distribute the data to 
a plurality of storage nodes on the network. 
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14. A system as in claim 13, wherein the storage nodes 
comprises hard disc drives on user personal computers 
coupled to an Internet network. 

15. A system as in claim 11, wherein the server provides 
strong security including separation of user data and user key 
information, the user never having access to its user key 
which is only stored on the management server, the server 
never storing the original raw user data, and the data storage 
nodes never having access to all the user data or user keys. 

16. A system as in claim 11, wherein the data stored on the 
storage nodes is encrypted. 

17. A system as in claim 11, wherein the database defines a 
data structure for a nodestable, a users table, a user key table, 
a filestable, a password hash table, and a file backups storage 
vector table. 

18. A system as in claim 17, wherein the database further 
defines a data structure for a tags table, a tag files table, a 
shares table, and a file objects table. 

19. A system as in claim 11, further including means for 
compressing the data to be backed up on the storage nodes. 

20. A system as in claim 11, further including means for 
encrypting the data to be backed up on the storage nodes. 

21. A system as in claim 11, wherein the first user interface 
comprises a personal computer coupled to the server by a 
persistent or intermittent network communication link. 

22. A system as in claim 11, wherein the at least a second 
and third different ones of the nodes adapted for storage of a 
portion of the first user data to be backed up comprise per 
Sonal computers at different locations each having at least one 
storage device for storing the first user data. 

23. A system as in claim 11, wherein the at least one storage 
device comprises a hard disc drive storage device of a per 
Sonal computer. 

24. A method for maintaining reliable distributed storage 
on a network comprising a plurality of data storage nodes, the 
method comprising: 

dispersing the data to data storage nodes according to the 
current dispersement strategy: 

monitoring and verifying the continued reliability of each 
peer storage node on which a user data is stored; 

determining if a storage node has become unavailable or 
unreliable; and 

redispersing the data to different storage nodes if it is 
determined that a storage node has become unreliable, 
and maintaining the current data dispersement if the 
storage nodes on which the data is stored are not deter 
mined to be unreliable. 

25. A business method for generating monetary revenues 
from a distributed data storage system service having data 
security, redundancy, and retrieval features, the method com 
prising: 

providing a managed consumer backup service to a con 
Sumer without a user fee in exchange for the user pro 
viding storage for at least one other different user data; 

presenting advertisements to a user when the user interacts 
with the storage system service; and 

collecting revenues from the entities placing the advertise 
mentS. 

26. A business method as in claim 25, further comprising 
collecting revenues from product and/or service partners 
associated with the storage system service. 
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