wo 2015/033162 A1 |[I1 00000 0O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/033162 A1l

12 March 2015 (12.03.2015) WIPOI|PCT
(51) International Patent Classification: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
G060 20/04 (2012.01) GO7C 9/00 (2006.01) BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
G060 10/02 (2012.01) DO, DZ, EC, EE, EG, ES, F1, GB, GD, GE, GH, GM, GT,
. . HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(21) International Application Number: KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
PCT/GB2014/052703 MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(22) International Filing Date: PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
5 September 2014 (05.09.2014) SD, SE, 8@, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(25) Filing Language: English
(84) Designated States (uniess otherwise indicated, for every
(26) Publication Language: English kind of regional protection available). ARIPO (BW, GH,
(30) Priority Data: GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
1315829.0 5 September 2013 (05.09.2013) GB T2, UG, ZM, ZW), Furasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
(71) Applicant: MASABI LIMITED [GB/GB]; 56 Ayres DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
Street, London SE1 1EU (GB). LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
(72) Inventor: WHITAKER, Ben; c¢/o Masabi Limited, 56 él\\/{; Ff(fl{\/)[, &?P{\&(RBFI,\IEJ,SEF,TCDG"}S} CM, GA, GN, GQ,
Ayres Street, London SE1 1EU (GB). > > S A S )
(74) Agents: LAWRENCE, Richard ct al; Keltic LLP, No.1 T ublished:
London Bridge, London SE1 9BA (GB). —  with international search report (Art. 21(3))
(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
(54) Title: TICKET AUTHORISATION
(57) Abstract: A method of identitying a valid bearer of
: a token such as a travel ticket (2) comprises the following
I steps. First of all, a token issuer (110) receives an image
! (3) of the valid bearer, and records within or associates
: with the token a representation (4) of an identifier associ-
1 ated with the image without recording the image on the
: token. The token issuer (110) communicates with an im-
1 age recovery service (120) for storage of the image and
: the associated identifier or transformation of the identifi-
| er at the image recovery service. A token examiner (130)
: obtains the identifier from the token, and uses the image
| recovery service (120) to obtain the associated image or
! encrypted image from the identifier or transformation of
: the identifier. The token examiner may use the associated
| image to determine that a bearer of the token is the valid
: bearer. Suitable apparatus is also described, together with
— - - - / 4 specific methods and apparatus for issuing and inspec-
— tion of tokens and implementation of an image recovery
2 6 service. In other arrangements, the image is associated
132

Figure 1

with a pre-existing token.



10

15

20

25

30

WO 2015/033162 PCT/GB2014/052703

TICKET AUTHORISATION

Field of the Invention

The invention relates to methods, apparatus and systems for ticket authorisation, and in
particular to the verification of a ticket owner by a facial image. In particular, the invention
relates to the determination by an inspector that a ticket is being presented by the legitimate

owner or user of the ticket.

Background of the Invention

A longstanding problem in ticket authorisation is to ensure that a ticket, or other physical
token, is being used by a bearer entitled to use the ticket. The commonest ways to do this
are to use either a user signature or a PIN code (so that the bearer can authenticate
themselves by demonstrating knowledge of the credential) or by an image of the legitimate
owner (so that an inspector can confirm a match between the bearer and the legitimate
user). Other authentication approaches are possible (such as use of fingerprints or other
biometric information), but these are typically not always practical for ticketing, where low

cost and ease of use in a range of different environments are important.

Unfortunately, existing techniques are relatively easy to subvert or create practical difficulties
in use. Use of PIN codes is possible where there is an appropriate infrastructure, but if an
existing system (such as the banking system) cannot be used for this purpose, the cost of
implementation is prohibitive, particularly where it is desirable to have a range of different
provision or inspection points. Signatures and user photographs and photo ID cards are
vulnerable to forgery or physical subversion of the ticket itself, and checking of signatures or
photo-cards by humans is notoriously poor or infrequent. Such physical subversion can be
addressed by provision of tickets or photographic identity cards which are tamperproof or
hard to copy, but this significantly increases the cost and inconvenience of producing tickets

or ID cards.

Some approaches have been proposed to address the effectiveness of use of images with
tickets. US 6971009 proposes the use of customer provided images for customer printed
tickets, which are also provided with a merchant generated security feature indexed by a
barcode. The merchant can use the image and, on scanning the barcode, the indexed
security features to determine that the bearer of the ticket is the legitimate user. WO

2006/114613 proposes a system in which a ticket purchaser provides his or her image and
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phone number, and these are stored with a ticket identifier in a central database. A ticketis
generated containing the photo image and the ticket identifier as a barcode. Inspection of
the ticket allows comparison of the photo image with the stored image, retrieved by the
inspector by scanning of the barcode, however this relies on being able to print the photo

image on the ticket.

These existing approaches are unsatisfactory and have not been widely implemented.
Implementation costs are significant, and other practical issues, such as privacy, are not
effectively addressed. A particularly challenging environment is ticketing for a transportation
system, such as a rail network. Where tickets are provided in large numbers and for one
use only, it is important that the cost of production is very low and often the ticket printers are
not of a suitable quality to reproduce photographic images. It is also important that travel
tickets can be inspected effectively at different points in the network, including at times
where network connectivity may be limited or non-existent, and that during inspection there

is not an extra delay when asking for the customer to retrieve their photo ID for inspection.

It would therefore be desirable to provide a low cost system and method for inspection and
(in particular) production of tickets, especially where the system and method are suitable for

use in a transportation system.

Summary of the Invention

In a first aspect, the invention provides a method of identifying an entitlement associated
with a token, comprising: an entitlement issuer receiving an image of a valid bearer of the
token, and associating with the token an entitlement and an identifier associated with the
image without recording the image on the token; the entitlement issuer communicating with
an image recovery service for storage of the image and the associated identifier at the image
recovery service; and a token examiner obtaining the identifier from the token, and using the
image recovery service to obtain the associated image from the identifier, whereby the token
examiner may use the associated image to determine that a bearer of the token is the valid

bearer of the token and has the entitlement associated with the token.

This approach is highly advantageous, as it allows image identification of a valid bearer of

the token (and hence of the entitlement) at low cost and in a secure manner.

In one arrangement the entitlement issuer is also a token issuer for the token. In alternative

arrangements, the token may be a pre-existing token, such as a credit card.
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The identifier may be recorded on the token as comprised within a glyph or barcode, for

example within a 2D barcode.

The entitlement may be an entitlement to a service, such as an entitlement to travel on a
transport service. This entitlement may be provided as a physical ticket, with the identifier is
recorded on the token as a printed image or part of a printed image. Alternatively, the token

may be provided as electronic data.

Preferably, the image is encrypted using the identifier and the image recovery service
provides an encrypted version of the image to the token examiner, and wherein the token
examiner uses the identifier to decrypt the encrypted version of the image. In different
arrangements, the image may be encrypted by the image recovery service or by the
entitlement issuer. Preferably, the image recovery service provides a mathematical
transformation of the identifier to the token examiner, and the encrypted version of the image

is stored under the mathematical transformation of the identifier.

In a second aspect, the invention provides a method of issuing an entitlement associated
with a token such that the token is adapted to identify a valid bearer, the method comprising:
receiving an image of the valid bearer, and associating with the token the entittiement and
an identifier associated with the image on the token without recording the image on the

token; and providing the image and the associated identifier to an image recovery service.

Preferably, the method further comprises issuing the token.

In this method, receiving an image may comprise capturing an image of the valid bearer or
may comprise receiving an image comprises receiving an image from the valid bearer or a
third party.

The identifier may be recorded on the token as comprised within a glyph or barcode, for

example within a 2D barcode.

The entitlement may be an entitlement to a service, such as an entitlement to travel on a
transport service. This entitlement may be provided as a physical ticket, with the identifier is

recorded on the token as a printed image or part of a printed image.

In a third aspect, the invention provides a method of inspecting a token to determine whether
a bearer of the token is the valid bearer of the token, wherein the token comprises an
identifier but does not comprise an image of the valid bearer, the method comprising:

obtaining the identifier from the token; obtaining an image associated with the identifier from
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an image recovery service; and using the associated image to determine that a bearer of the

token is the valid bearer.

Preferably, this method comprises receiving an encrypted image from the image recovery
service, and decrypting the encrypted image with the identifier. In a preferred arrangement,
the encrypted image is stored under a mathematical transformation (such as a hash) of the
identifier, and further comprising mathematically transforming the identifier to identify the

encrypted image.

The step of obtaining an image associated with the identifier from an image recovery service
may comprise preloading a database of images with associated identifiers from an image

recovery service.

The method may also comprise obtaining a further image of the valid bearer and in providing

said further image to the image recovery service.

Preferably, the image recovery service is provided by a server remote from inspection of the

token.

In a fourth aspect, the invention provides a ticket comprising a printed representation of an
identifier, wherein the identifier is associated with an image of a valid bearer of the ticket,

and wherein the image of the valid bearer of the ticket is not printed on the ticket.

In one arrangement, the identifier is recorded on the ticket as comprised within a glyph or
barcode, such as a 2D barcode. In another arrangement, the identifier is recorded on the

ticket as comprised within a wireless token.

The ticket may be a transportation ticket.

In a fifth aspect, the invention provides token issuing apparatus for issuing a token such that
the token is adapted to identify a valid bearer, the apparatus comprising: means for receiving
an image of the valid bearer, and means for recording an identifier associated with the image
on the token without recording the image on the token; and means for ensuring that the

image and the associated identifier are stored in an image recovery service.

The means for receiving the image of the valid bearer may comprise a camera for capturing

a digital image of the valid bearer.
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The means for providing the image and the associated identifier to an image recovery
service may comprise a network connection to a remote computer hosting the image

recovery service.

The token issuing apparatus may comprise computing apparatus associated with a
purchaser of the token in communication with a token provider, such as a mobile

telecommunications terminal.

In some such arrangements, the token may be provided as electronic data.

In other arrangements, the token issuing apparatus is a ticket machine. This may comprise

point of sale computing apparatus.

The means for recording an identifier may comprise a printer to provide a printed ticket
comprising a representation of the identifier. The representation of the identifier may be

comprised within a glyph or a barcode, such as a 2D barcode.

In a sixth aspect, the invention provides token inspection apparatus to determine whether a
bearer of a token is the valid bearer of the token, wherein the token comprises an identifier
but does not comprise an image of the valid bearer, the apparatus comprising: means to
obtain the identifier from the token; means to obtain an image associated with the identifier
from an image recovery service; and means to enable determination from the associated

image that a bearer of the token is the valid bearer.

The means to obtain the identifier from the token may comprise a scanner to scan a
representation of the identifier, and the means to obtain the identifier may further comprise a

processor programmed to determine the identifier from the scanned representation.

In embodiments, the token inspection apparatus is associated with an automated gate. In
other embodiments, the token inspection apparatus is associated with point of sale
apparatus. In further embodiments, the token inspection apparatus is a portable computing

apparatus adapted to be carried by a ticket inspector.

The means to obtain an image associated with the identifier may comprise a network
connection to remote computing apparatus hosting the image recovery service. The means
to obtain an image associated with the identifier may comprise a database preloaded to the
ticket inspection apparatus comprising images of valid ticket bearers indexed by identifiers
for the valid ticket bearers. Preferably, the preloaded database does not contain any further

credentials to identify valid ticket bearers.
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The means to obtain an image associated with the identifier may comprise one or more
encrypted images obtained from the image recovery service. Preferably, each encrypted
image is stored under a mathematical transformation, such as a hash, of the associated

identifier.

In embodiments, the means to enable determination from the associated image that a bearer
of the token is the valid bearer comprises a display to display the image of the valid bearer
associated with the identifier to an inspector. In some embodiments, the ticket inspection
apparatus comprises a camera adapted to take a further image of the bearer of the token. In
this case, the means to enable determination from the associated image that a bearer of the
token is the valid bearer comprises a processor programmed with image recognition
software to compare a further image of the bearer of the token taken with the camera with
the image associated with the identifier, and to determine whether the bearer of the token is
the valid bearer of the token from this comparison. Determination whether the bearer of the
token is the valid bearer of the token comprises determining to what degree of certainty the
bearer matches. The token inspection apparatus may be adapted to provide a further image

of the bearer of the token to the image recovery service.

In a seventh aspect, the invention provides an image recovery service comprising computing
apparatus and a database, wherein the computing apparatus is adapted to receive and store
in the database, for a token to be provided to a valid bearer, an identifier and at least one
image of the valid bearer associated with the valid bearer, and wherein the computing
apparatus is adapted on receipt of a valid query to provide the at least one image associated

with one or more identifiers.

Preferably, each image is encrypted with its associated identifier. In such a case, on receipt
of a valid query, the image recovery service provides each relevant encrypted image under a
mathematical transformation, such as a hash, of its associated identifier. The image
recovery service may be adapted to provide a subset of the database to a valid inspector for
use in identification of valid bearers. Preferably, the image recovery service is adapted only
to provide identifiers and images associated with those identifiers to inspectors from the
database, and is not adapted to provide any further credential associated with valid bearers

of tokens.
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Brief Description of Drawings

Specific embodiments of the invention will be described below, by way of example, with

reference to the accompanying drawings, of which:

Figure 1 shows the different elements of a system in which embodiments of the invention

may be implemented,;

Figures 2a to 2d show different embodiments of a system for providing a ticket according to

an embodiment of one aspect of the invention;

Figure 3 illustrates schematically a method of providing a ticket according to an embodiment

of one aspect of the invention;

Figure 4 shows an example of a ticket produced with the embodiment of Figure 2;

Figure 5 shows a system for inspecting a ticket according to an embodiment of a further

aspect of the invention;

Figure 6 illustrates schematically a method of inspecting a ticket according to an

embodiment of the further aspect of the invention; and

Figure 7 illustrates schematically a ticketing system (in the specific embodiment illustrated, a

transportation system) indicating ticket purchase and inspection points of different types.

Description of Specific Embodiments

Figure 1 shows the different elements of a system 100 in which embodiments of the
invention may be implemented. Interacting with the ticketing and inspection system 100 is a
valid bearer 1 of a ticket 2. Ticketing and inspection system 100 is in the case illustrated a
ticketing system for a transportation system (such as a train network), but it could equally be
any other kind of ticketing system where tickets should or may be associated with specific

bearers, such as tickets to an entertainment event.

The bearer 1 of the valid token is shown interacting with the ticketing and inspection system
100 at two points. The first point of interaction is at a token issuer, shown here as token
issuing apparatus 110. In this case, the token issuing apparatus is shown as an automatic
ticket machine, but as discussed below, other forms of token issuing apparatus may be used

in different embodiments of the invention. The token issuer receives an image of the valid
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bearer 1 — in the case shown, this is by capturing an image 3 of the valid bearer 1 with a
camera apparatus 111. An identifier is associated with this image 3 — this may be a number
or other variable, but is given a visible representation, such as 2D bar code 4. This 2D bar

code 4, but not the image 3, is printed on to the token — in this case, ticket 2.

The image identifier pair 5 is then provided to an image recovery service 120, generally over
an appropriate networking structure such as the public internet 140. The image recovery
service 120 comprises a remote server 121 (or a similar computing system) and a memory

122 storing an image and identifier database.

The other point at which the token bearer interacts with the ticketing and inspection system
is on inspection. Token inspection apparatus 130 may be incorporated within different
apparatus — in this case, it is shown as a portable device for use by a ticket inspector 6. The
portable device contains scanning apparatus 131 to scan the 2D bar code 4 on the ticket 2
to recover the identifier. The identifier is then sent to the image recovery service 120, which
returns the associated image 3. This may require an appropriate authentication step to
ensure that the query has been made by someone authorised to make it, such as a valid
ticket inspector 6 or by apparatus under their control. In this case, the returned image 3 is
displayed on a display 132 of the token inspection apparatus, so that the ticket inspector 6
may make a visual comparison between the image 3 and the appearance of the ticket bearer

1, and may thereby reach a decision on whether the ticket bearer 1 is the valid bearer.

Different embodiments of token issuing apparatus and methods will now be described with
reference to Figures 2a to 2d and 3. Figures 2a to 2d show alternative embodiments of a
token issuing apparatus, whereas Figure 3 illustrates schematically method steps in issuing

a token.

While the apparatus for implementing a method of issuing a token, such as a travel ticket,
according to embodiments of the invention may vary, the steps indicated in Figure 3 are
generally employed. If not already evident (for example, from the purchase process), the
valid token bearer is identified (step 310, shown as optional). An image of the valid token
bearer — typically a normal facial image, such as a passport photograph — is then provided
(step 320) to the token issuer. As can be seen from the embodiments described, this image
may be captured by the token issuer or provided by or on behalf of the valid token bearer.
An identifier is then assigned (step 330) to the valid token bearer and associated with the
received image. A token is then provided (step 340) by the token issuer including a
representation of the identifier, but without the received image. The token may in

embodiments be provided as a printed ticket, or as electronic data. The identifier and
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associated image are then provided (step 350) to an image recovery service — typically

hosted on a remote server, as shown in Figure 1.

The generation of the identifier and its provision to the valid token bearer may be achieved in
a number of different ways. The identifier may simply be a number used to identify the ticket
or user generally, or may be a specific identifier generated for use in the image recovery
service. The identifier may also be generated locally, or generated centrally by the image
recovery service. The identifier provided on the token may also be a modified, encrypted or
obfuscated version of the originally generated number — for example, an encrypted or

hashed version of the true identifier.

Four different implementations of token issuing apparatus are shown in Figure 2: Figure 2a
shows an implementation for a manned ticket counter; Figure 2b shows an implementation
for an automatic ticket machine; Figure 2¢ shows an implementation for a purchaser’'s home
computer; and Figure 2d shows an implementation for a purchaser's mobile telephone. As
is discussed below, these different forms of token issuing apparatus may all be adapted to
implement the method steps shown in Figure 3, but with some differences in the approach

taken to implementation to best suit the different use contexts.

In the Figure 2a arrangement, the token issuing apparatus is under the control of the token
issuer, and can readily be integrated with the apparatus used to provide tokens such as
travel tickets at the point of sale. In Figure 2a, the ticket issuing apparatus 110 comprises
the issuer POS “Point of Sale” computer 210a, a camera 111a controlled from the issuer
POS computer 210a, a ticket printer 220a also controlled from the issuer POS computer
210a, and a network connection 230 to a remote server hosting the image recovery service.
The issuer POS computer runs a program to implement relevant method steps. This may be
stored in memory of the issuer POS computer, or the issuer POS computer may act as a
client to a remote server performing some of the method steps. For example, generation of
the identifier and corresponding 2D barcode may be done by the image recovery service,
rather than by the issuer POS computer. The token issuing steps of embodiments of the
invention may be built into the normal ticket selling and issuing routines used by the issuer,
and may for example be triggered when a particular ticket type requiring additional security
is sold. For example, purchase of a season ticket may require these additional steps to
enhance security, whereas the purchase of a single journey ticket may not require such

steps.

As the process is under control of an issuer operative, all information is captured directly by

the issuer and is under issuer control. The issuer operative should be able to take
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necessary steps to ensure success of the procedure, such as ensuring that the photograph
is a satisfactory representation of the valid token bearer. Typically, the issuer operative
would simply use camera 111a — probably installed at a fixed location — to capture images of
the valid token bearer (generally the purchaser) until a satisfactory image was achieved.

The ticket 2 may be printed using without any modification to an existing printer 220a, as the
only change made is to ticket format to include the 2D barcode providing the representation
of the image identifier. The identifier and image pair are provided to the image recovery
service (though as stated previously, if the issuer POS computer acts as a client to the
remote server hosting the image recovery service during the token issuing process, the

identifier information at least may originate at the image recovery service).

It can be seen that the changes required to a conventional ticket issuing apparatus used by,
for example, a train network are minor. A camera 111a is required as a peripheral to the
issuer POS computer 210a, and there will be some addition to ticket purchase and/or issue
software, but there are no other significant changes required at the point of sale. In
particular, there is no increase in the cost of providing the ticket itself — this is in marked
contrast to the provision of a conventional photocard (which involves significantly greater
cost — to the issuer, to the customer, or to both, than a ticket) or to the provision of a ticket
with an embedded photographic credential, which is inherently more expensive to produce.
In both these conventional cases, there is a significant additional cost required to protect the
photographic credential against forgery or other subversion. In the case of the ticket
produced by embodiments of the invention, there is simply additional printing on the existing

ticket, with no additional security requirements and no added costs.

Figure 2b shows an alternative point of sale implementation, this time by means of an
automated ticket machine 230. This is essentially similar to the approach of Figure 2a in that
the apparatus is under control of the token issuer, but differs in that the user interface 232 is
under the control of the ticket purchaser (assumed for the purposes of this discussion also to
be the valid token bearer). The method steps discussed in Figure 3 may be combined with
an existing ticket purchase process at the automated ticket machine 240, or with an existing
ticket collection process for a ticket purchased remotely (for example on the purchaser’s own
PC through an online ordering process). The automated ticket machine will be programmed
to guide the purchaser through the interaction with the machine necessary to produce the
ticket. As before, no change is required to the ticket printing process of a conventional
automated ticket machine — tickets will be printed in a conventional manner in the printing
apparatus terminating in slot 244 - but there will be some change required to incorporate

capture of a user image. Essentially, this involves no more than incorporation of the

10
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functionality of a basic automated photo booth into the ticket machine — camera 111b is
located or in connection with the machine, the user is guided through a process of
positioning to enable an effective image to be captured, image capture and display (on the
user interface 242 — shown here as a touchscreen — or another dedicated photo display),
with confirmation if the image is acceptable and provision for retaking if it is not. The
decision as to whether the image is acceptable may be left to the user, or may be under full
or partial control of software adapted to analyse the image and reject it if certain criteria are
not met (such as correct location of the head and visibility of user features). As before, the
automated ticket machine 240 interacts with the image recovery service to ensure that the

image recovery service has the appropriate image and identifier pair.

The steps carried out by the issuer operative may, in principle, be carried out by a customer
on their own home computer, as is shown in Figure 2¢c. The bearer’s own personal
computer 210¢c may be used in generating the identifier and in communicating with the
image recovery service over a network connection 230 — in this case, the bearer’s personal
computer 210c will preferably act as a client with a remote server generating the identifier
and the representation for printing on the ticket — in fact, the entire image for printing on the
ticket may generally be generated remotely and communicated back to the bearer’s personal
computer, as this minimises exposure of sensitive code and provides the greatest security.
Additional security measures may even be employed (such as a registration and
authentication process) to establish the credentials of the user — in practice, this is likely to
be integrated with a ticket purchase process in which such credentials are already used. A
webcam 111c¢ integrated with, or used as a peripheral to, the bearer's personal computer
210c can be used to capture an image of the bearer, or an existing image may simply be
submitted from memory on the bearer's computer 210c¢ or from a reference to an image held
on a remote system such as an existing photo ID service from employer or another
organisation, a photo sharing service, or social media site (in principle, this approach could
be taken for other embodiments as well). The ticket may then be printed on the bearer's
own personal printer 220c — this approach is frequently adopted for online purchase of train
and aeroplane tickets, and can apply just as well to embodiments of the present invention,

as the only difference in the printing step is the addition of a specific additional 2D barcode.

It is also possible for the ticket 2d to be delivered to a mobile telephone 252, as is shown in
Figure 2d. The ticket 2d may be provided as electronic data which can be displayed for
inspection on the screen 252 providing the user interface of a mobile telephone 252.
Alternatively, the electronic data may be arranged to be subsequently read or interrogated

through one or more of the following means: contact, wirelessly, magnetically, optically, or

11
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via an acoustic/audio signal. The mobile telephone 252 may also perform the same role as
the bearer’s personal computer 210c in Figure 2¢, enabling the bearer to cooperate with a
remote server to establish an identifier and to provide an image to the image recovery
service by an appropriate network (either a data network, cellular telecommunications
network allowing provision of data, a remote image, or images and text, or a local wireless
network, in this case). Again, this may be a pre-existing stored image or an image captured

by a camera (not shown) integrated within the mobile telephone 252.

A combination of these approaches may also be used — for example, a bearer’s personal
computer may be used to purchase a ticket and establish an identifier and image pair, but
the ticket itself may be delivered to the bearer's mobile telephone or may be required to be

collected from an automated ticket machine.

An example of a ticket 2 produced by the methods and apparatus discussed above is shown
in Figure 4. The only difference between this ticket and a conventional ticket is the presence
of an image identifier barcode 4 (a 2D barcode is shown as this is a particularly effective and
robust way to encode data on to a printed ticket, but other kinds of barcode or glyph could
also be used). The barcode may not simply be for image identification — where desired, in
embodiments it may carry other reference numbers or ticket details. Apart from the
supporting infrastructure, which is also relatively inexpensive as it mainly uses resources
that will exist in a purchasing system, transport system or home environment, the marginal
cost of producing a ticket is minimal as no physical security is required in the ticket 2 itself.
The ticket itself also provides no direct visual indication of the security feature — the

appearance of the valid bearer — that has been added to protect it.

It should be noted that other ticket types may be used in embodiments of the invention.
While a 2D barcode is a particularly effective way to store the representation of the identifier,
it may be simply printed as a number, provided as text which can be read by an OCR
system, stored on a magnetic track, or even stored within a contactless smartcard or tag.
For a ticket retained on a mobile phone, the identifier may be implemented with an
appropriate wireless technology and it may be made available on several different formats

simultaneously.

Different embodiments of token inspection apparatus and methods will now be described
with reference to Figures 5a to 5¢ and 6. Figures 5a to 5¢ show alternative embodiments of
a token inspection apparatus, whereas Figure 6 illustrates schematically method steps in

inspecting a token.
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As set out in Figure 6, the first step to be carried out is to scan (step 610) the ticket and to
determine the identifier from scanning its representation on the ticket. The identifier is then
used (step 620) to obtain the corresponding image from the image recovery service. From
the corresponding image and from the appearance of the bearer, it can then be determined
(step 630) whether the bearer of the ticket is indeed the valid bearer. Three different
implementations of ticket inspection apparatus using this approach are shown in Figures 5a,
5b and 5c.

Figure 5a shows a mobile ticket inspection apparatus as might be used by a ticket inspector
operating on a transportation system (for example, on a train). While shown here as a
discrete piece of apparatus, this could be integrated with any other device used by such a
ticket inspector, such as a portable point of sale machine to enable tickets to be sold on the
train. The apparatus 130a is shown here with the form factor of a mobile telephone (though
other form factors are possible), with a processor 501 and a memory 502 shown
schematically, and a camera 131a to capture a 2D barcode and a display 132a to display the
image 3 to the ticket inspector 5 and to provide a user interface for the ticket inspection
routine run by the processor 501 using the memory 502 (each represented as a single
element for convenience, though in practice multiple processors and/or memories may be

used).

The apparatus 130a is shown with an antenna 530 to make a network connection with the
image recovery service (or any other remote server required by the process). However, for
mobile inspection of tickets, it may not be possible to guarantee that a network connection
will be available throughout the ticket inspection process — for example, a train may lose
access to cellular telephony networks when in a tunnel. This can be addressed by
preloading data that may be needed by a ticket inspector to the memory 502 of the
apparatus 130a, either by making a network connection at an earlier point or perhaps simply
by provision of the data on or via a physical medium. As the apparatus 130a is under control
of the ticket inspector, the risk of subversion is low. There may be privacy concerns about
disseminating sensitive customer data — these may be minimised by providing only image
and identifier pairs in the preloading process, and not providing any other customer
credentials — this should prevent identification of any customer from the data alone and
should avoid any intercepted data from being used from any unwanted purpose. It should
be relatively straightforward to determine which identifiers an inspector may need to review
(for example, all season tickets which may cover a particular route and which are note out of
date), and for the relevant identifier and image pairs to be extracted from the main image

recovery service database and preloaded to the ticket inspection apparatus 130a.
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Security may be enhanced yet further if images are only provided by the image recovery
service in an encrypted form. The images may be encrypted on storage by the image
recovery service under an appropriate key recoverable from the identifier. The images
themselves may be provided to the ticket inspection apparatus in encrypted form and without
a corresponding identifier — preferably, the ticket inspection device will be provided with a
hash of the identifier, so that the ticket inspection device can determine that the identifier is
valid but will not have the identifier itself, with the encrypted image stored under the hashed
identifier. The recovered identifier is then used to decrypt the image so that the decrypted
image is shown to the ticket inspector 6. In this way, images are prevented from
unauthorised access by anyone that does not know the identifier, making subversion even
more difficult. This is discussed further below with reference to the operation of the image

recovery service.

If apparatus 130a is designed to operate without any network connection, the software to
control the scanning of the 2D barcode, the determination of the identifier and the
presentation of the image associated with the identifier must all run on processor 501 using
code stored in memory 502. Each of these functions can be carried out by software or under

software control in a conventional manner.

A further possibility with this arrangement is updating of the valid bearer image. If the ticket
inspector is satisfied that there is a match between the valid bearer and the image recovered
from the image recovery service, but considers that the recovered image is not satisfactory
(for example, if the bearer has changed appearance significantly), then the ticket inspector
may use camera 131a to capture a further image and submit it (either immediately or later, if
more efficient to do so) to the image recovery service. This may replace the original image,
or there may simply be multiple images stored with for a given identifier. If there are multiple
images, an appropriate strategy may be used when recovery is required (for example, all the
images may be returned, or only the most recent image unless further images are

requested).

Figure 5b shows an alternative implementation in a ticket controlled gate of a transportation
network. The apparatus 130b comprises a gate part 510 which is activated when a valid
ticket is inserted into a scanning interface, represented here by scanning slot 131b. Ticket
elements may be scanned using whatever scanning technology is appropriate to the ticket
(magnetic stripe, RFID, barcode) and in addition a camera or barcode scanner is included to
capture the representation of the identifier. A relevant computing system (shown here as
processor 501 and memory 502 illustrated as lying within the gate, but in practice likely to be

located remotely from the gate but in contact with relevant elements of the gate through a
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local network) recovers the identifier and obtains the image from the image recovery service,
either dynamically through a network connection (not shown) or by a preloading mechanism
as previously described. In the arrangement shown, a camera 520 also captures an image
of the ticket bearer and the relevant computing system carries out an image matching
process (for which conventional facial matching techniques may be used) to determine
whether there is a satisfactory match between the two. If not, then appropriate action may
be taken (the gate does not operate, the gate operates but warns a local inspector, the gate
operates but a warning flag is logged against the identifier record on the image recovery
service, or similar). Alternatively, no camera may be used but the image from the image
recovery service may simply be displayed to an operative manning the gate, so that clear

mismatches between image and bearer may be questioned.

Figure 5c shows an alternative arrangement for inspection at a point of sale terminal — this
may be appropriate for admission to an event or an attraction, where tickets may be bought
directly or existing tickets checked. In this case, the main apparatus element is the point of
sale computer 130c, connected to the image recovery service by a network connection 530,
with a scanner camera 131c used to capture the 2D barcode from the ticket. The process of
validation can operate essentially as for the ticket inspector apparatus 130a described in
Figure 5a, though there will be no obvious need for preloading in this environment. It will be
appreciated that instead of the dedicated scanner camera 131c¢, a 2D barcode could be
captured in essentially the same arrangement as for ticket issuing, as shown in Figure 2a.
The Figure 2a and the Figure 5c arrangements may be readily combined into one, using

common hardware.

As previously indicated, the image recovery service 120 is advantageously hosted on a
remote server 121 and comprises a database stored in a memory 122 (while the server 121
and memory 122 are shown as single elements, they may of course be comprised of a
number of separate elements, possibly physically separated but connected by a network).
The image recovery service 120 needs to be secured against subversion, as it contains
sensitive customer data — it may also be used for generation of identifiers and associated
representations, particularly where the ticket issuing apparatus cannot be assumed to be

secure (as in the case of customer computers).

The image recovery service may also provide encryption or hashing of identifiers for
provision on the ticket. As is discussed above, the images themselves may also be
encrypted and in some arrangements only provided by the image recovery service 120 in
encrypted form. It is desirable to ensure that the identifiers under which the images are

stored are sufficiently random and form a sufficiently large set that they will be effective to
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provide encryption keys. The process of storage may then involve hashing the identifier and
using that as an identifier to be downloaded to remote validation devices, and encryption of
the image with the identifier before storing it for transmission to the remote validation
devices. Other forms of encryption or mathematical transformation may be used rather than
hashing where use of hashing is described in relation to embodiments of the invention —
however in the discussion below only reference to hashing will be made for convenience. In
this way only the encrypted image and the hashed identifier are provided to the remote
validation device, with the image only accessible when the identifier is provided by the ticket.
Retrieval of the photograph then comprises taking the identifier from the ticket, hashing it,
retrieving the encrypted image stored with the index corresponding to the hashed identifier,

and decrypting the image with the original identifier.

For greater security, encryption may be used for the index under which images are stored as
well as for the images themselves. For example, each encrypted image may be stored
under an index which is a hash of the identifier, and encrypted using the identifier.
Alternatively, each encrypted image may be stored under an index which is a transformation

of the identifier and encrypted under a different transformation of the identifier.

In an alternative arrangement, image encryption may also take place at the point of sale.
This would prevent the image recovery service from seeing or transmitting or storing the
images in an unencrypted form. This could have benefits in meeting privacy goals — for
example, the ticket issuer and image recovery service may then run in an manner isolated
from each other so as to make it impossible for employees from one part of the system to
access images only available in the other unless they have an additional permission —
allowing it to be necessary for a court order to be obtained for a party with access only to
encrypted images to view images, for example, rather than this being possible simply by

having sufficient privilege on a relevant computing system.

Further details may be stored by the image recovery system, though not communicated to
ticket inspection apparatus — these may determine whether and when the image should be
updated, whether the image can be retrieved without the ticket present, or determination of
which images should be provided to which inspection devices. The individual functions
described for the image recovery service may be implemented by the person skilled in the

art using conventional security and database management techniques.

Figure 7 shows an exemplary transportation system and illustrates a typical customer
journey using the approaches described above. A traveller 1 purchases a ticket from an

available outlet such as ticket desk 110a, automated ticket machine 110b or smartphone
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110d — in each case the identifier and associated image are stored in the database 122 of
the image recovery service 120 under the control of the image recovery service remote
computer 121, and the traveller is established as the valid bearer of the ticket. The traveller
then enters the transportation system through a first automated ticket gate 130b, where the
identifier is checked to ensure that the stored image matches that of the traveller. This may
be implemented as a lower level security check (for example, in which an action is triggered
only if there is a clear mismatch, or where image matching is only intermittently in operation)
to allow high passenger throughput. A higher level security check may be carried out in the
transportation system by a ticket inspector 6 using appropriate ticket inspection apparatus
130a. The traveller 1 may then leave the transportation system through a second automated
ticket gate 130b. The ticket inspection apparatus 130a and the automated ticket gates 130b
are both in communication with the image recovery service 120, either dynamically or at an
earlier time during which appropriate image and identifier records have been downloaded
locally. This implementation of a ticket validation system provides significantly enhanced

validation without significant infrastructural cost while preserving customer privacy.

While discussion above has been made primarily in the context of a transportation system,
aspects of the invention are equally applicable to other contexts in which it is desirable to
ensure the valid bearer of a token. Embodiments may for example be used for admission to
sporting or entertainment events, or to establish the valid bearer of a valuable credential
such as a bank card, or to allow entry to a place of work or other secured facility, or to allow

entry to a club etc, or to provide authentication for voting.

In further embodiments, the issuer need not be a token issuer, but only the issuer of an
entitlement which is then associated with an existing token, such as a membership card, a
credit card or other bank card, a passport, a biometric identifier, or wireless ID device etc.
The image may then be stored agains an identifier provided in or derived from that existing
token so that a new token need not be issued in order to prove the bearer is entitled to

travel.
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CLAIMS

1. A method of identifying an entitlement associated with a token, comprising:

an entitlement issuer receiving an image of a valid bearer of the token, and
associating with the token an entittement and an identifier associated with the image without

recording the image on the token;

the entitlement issuer communicating with an image recovery service for storage of

the image and the associated identifier at the image recovery service; and

a token examiner obtaining the identifier from the token, and using the image
recovery service to obtain the associated image from the identifier, whereby the token
examiner may use the associated image to determine that a bearer of the token is the valid

bearer of the token and has the entitlement associated with the token.

2. A method as claimed in claim 1, wherein the entitlement issuer is also a token issuer

for the token.

3. A method as claimed in claim 2, wherein the identifier is recorded on the token as

comprised within a glyph or barcode.

4. A method as claimed in claim 3, wherein the identifier is recorded on the token as

comprised within a 2D barcode.

5. A method as claimed in any preceding claim, wherein the entitlement is an

entitlement to a service.

6. A method as claimed in claim 5, wherein the entitlement is an entitlement to travel on

a transport service.

7. A method as claimed in claim 5 or claim 6, wherein the entitlement is provided as a

physical ticket.

8. A method as claimed in claim 7, wherein the identifier is recorded on the token as a

printed image or part of a printed image.

9. A method as claimed in claim 5 or claim 6, wherein the token is provided as

electronic data.
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10. A method as claimed in claim 9 wherein the token is provided as electronic data that
can be held on a portable device or media, and subsequently read or interrogated through
one or more of the following means: contact, wirelessly, magnetically, optically, or via an

acoustic/audio signal.

11. A method as claimed in any preceding claim, wherein the image is encrypted using
the identifier and the image recovery service provides an encrypted version of the image to
the token examiner, and wherein the token examiner uses the identifier to decrypt the

encrypted version of the image.

12. A method as claimed in claim 11, where the image is encrypted by the image

recovery service.

13. A method as claimed in claim 11, wherein the image is encrypted by the entitlement

issuer.

14. A method as claimed in any of claims 11 to 13, wherein the image recovery service
provides a mathematical transformation of the identifier to the token examiner, and the
encrypted version of the image is stored under the mathematical transformation of the

identifier.

15. A method of issuing an entitlement associated with a token such that the token is

adapted to identify a valid bearer, the method comprising:

receiving an image of the valid bearer, and associating with the token the entitlement
and an identifier associated with the image on the token without recording the image on the

token; and
providing the image and the associated identifier to an image recovery service.
16. A method as claimed in claim 15 further comprising issuing the token.

17. A method as claimed in claim 15 or claim 16, wherein receiving an image comprises

capturing an image of the valid bearer.

18. A method as claimed in any of claims 15 to 17, wherein receiving an image

comprises receiving an image from the valid bearer or a third party.

19. A method as claimed in any of claims 15 to 18, comprising recording the identifier on

the token as comprised within a glyph or barcode.
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20. A method as claimed in claim 19, comprising recording the identifier on the token as

comprised within a 2D barcode.

21. A method as claimed in any of claims 15 to 20, wherein the entitlement is an

entitlement to a service.

22. A method as claimed in claim 21, wherein the entitlement is an entitlement to travel

on a transport service.

23. A method as claimed in claim 21 or claim 22, wherein the entitlement is provided as a

physical ticket.

24. A method as claimed in claim 23, wherein the identifier is recorded on the token as a

printed image or part of a printed image.

25. A method of inspecting a token to determine whether a bearer of the token is the
valid bearer of the token, wherein the token comprises an identifier but does not comprise an

image of the valid bearer, the method comprising:

obtaining the identifier from the token;

obtaining an image associated with the identifier from an image recovery service; and

using the associated image to determine that a bearer of the token is the valid

bearer.

26. A method as claimed in claim 25, comprising receiving an encrypted image from the

image recovery service, and decrypting the encrypted image with the identifier.

27. A method as claimed in claim 26, wherein the encrypted image is stored under a
mathematical transformation of the identifier, and further comprising mathematically

transforming the identifier to identify the encrypted image.

28. A method as claimed in any of claims 25 to 27, wherein the step of obtaining an
image associated with the identifier from an image recovery service comprises preloading a

database of images with associated identifiers from an image recovery service.

29. A method as claimed in any of claims 25 to 27, further comprising obtaining a further

image of the valid bearer and in providing said further image to the image recovery service.
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30. A method as claimed in any of claims 25 to 29, wherein the image recovery service is

provided by a server remote from inspection of the token.

31. A ticket comprising a printed representation of an identifier, wherein the identifier is
associated with an image of a valid bearer of the ticket, and wherein the image of the valid

bearer of the ticket is not printed on the ticket.

32. A ticket as claimed in claim 31, wherein the identifier is recorded on the ticket as

comprised within a glyph or barcode.

33. A ticket as claimed in claim 32, wherein the identifier is recorded on the ticket as

comprised within a 2D barcode.

34. A ticket as claimed in claim 31, wherein the identifier is recorded on the ticket as

comprised within a wireless token.

35. A ticket as claimed in any of claims 31 to 34, wherein the ticket is a transportation
ticket.

36. Token issuing apparatus for issuing a token such that the token is adapted to identify

a valid bearer, the apparatus comprising:

means for receiving an image of the valid bearer, and means for recording an
identifier associated with the image on the token without recording the image on the token;
and means for ensuring that the image and the associated identifier are stored in an image

recovery service.

37. Token issuing apparatus as claimed in claim 36, wherein the means for receiving the
image of the valid bearer comprises a camera for capturing a digital image of the valid

bearer.

38. Token issuing apparatus as claimed in claim 36 or claim 37, wherein the means for
providing the image and the associated identifier to an image recovery service comprises a

network connection to a remote computer hosting the image recovery service.

39. Token issuing apparatus as claimed in any of claims 36 to 38, wherein the token
issuing apparatus comprises computing apparatus associated with a purchaser of the token

in communication with a token provider.

40. Token issuing apparatus as claimed in claim 39, wherein the computing apparatus

comprises a mobile telecommunications terminal.
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41. Token issuing apparatus as claimed in claim 39, wherein the computing apparatus

comprises a personal computer, laptop computer or tablet computer.

42. Token issuing apparatus as claimed in any of claims 36 to 41, wherein the token is

provided as electronic data.

43. Token issuing apparatus as claimed in any of claims 36 to 38, wherein the token

issuing apparatus is a ticket machine.

44. Token issuing apparatus as claimed in any of claims 36 to 38, wherein the token

issuing apparatus comprises point of sale computing apparatus.

45, Token issuing apparatus as claimed in any of claims 36 to 44, wherein the means for
recording an identifier comprises a printer to provide a printed ticket comprising a

representation of the identifier.

46. Token issuing apparatus as claimed in claim 45, wherein the representation of the

identifier is comprised within a glyph or a barcode.

47. Token issuing apparatus as claimed in claim 45, wherein the representation of the

identifier is comprised within a 2D barcode.

48. Token inspection apparatus to determine whether a bearer of a token is the valid
bearer of the token, wherein the token comprises an identifier but does not comprise an

image of the valid bearer, the apparatus comprising:
means to obtain the identifier from the token;

means to obtain an image associated with the identifier from an image recovery

service; and

means to enable determination from the associated image that a bearer of the token

is the valid bearer.

49. Token inspection apparatus as claimed in claim 48, wherein the means to obtain the

identifier from the token comprises a scanner to scan a representation of the identifier.

50. Token inspection apparatus as claimed in claim 49, wherein the means to obtain the
identifier further comprises a processor programmed to determine the identifier from the

scanned representation.
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51. Token inspection apparatus as claimed in any of claims 48 to 50, wherein the token

inspection apparatus is associated with an automated gate.

52. Token inspection apparatus as claimed in any of claims 48 to 50, wherein the token

inspection apparatus is associated with point of sale apparatus.

53. Token inspection apparatus as claimed in any of claims 48 to 50, wherein the token
inspection apparatus is a portable computing apparatus adapted to be carried by a ticket

inspector.

54. Token inspection apparatus as claimed in any of claims 48 to 53, wherein the means
to obtain an image associated with the identifier comprises a network connection to remote

computing apparatus hosting the image recovery service.

55. Token inspection apparatus as claimed in any of claims 48 to 53, wherein the means
to obtain an image associated with the identifier comprises a database preloaded to the
ticket inspection apparatus comprising images of valid ticket bearers indexed by identifiers

for the valid ticket bearers.

56. Token inspection apparatus as claimed in claim 55, wherein the preloaded database

does not contain any further credentials to identify valid ticket bearers.

57. Token inspection apparatus as claimed in any of claims 48 to 53, wherein the means
to obtain an image associated with the identifier comprises one or more encrypted images

obtained from the image recovery service.

58. Token inspection apparatus as claimed in claim 57, wherein each encrypted image is
stored encrypted under an encryption utilizing a mathematical transformation of the

associated identifier.

59. Token inspection apparatus as claimed in claim 57, wherein each encrypted image is
stored under an index which is a mathematical transformation of the identifier, and encrypted

using the identifier.

60. Token inspection apparatus as claimed in claim 57, wherein each encrypted image is
stored under an index which is a transformation of the identifier and encrypted under a

different transformation of the identifier.

61. Token inspection apparatus as claimed in any of claims 48 to 60, wherein the means

to enable determination from the associated image that a bearer of the token is the valid
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bearer comprises a display to display the image of the valid bearer associated with the

identifier to an inspector.

62. Token inspection apparatus as claimed in any of claims 48 to 60, wherein the ticket
inspection apparatus comprises a camera adapted to take a further image of the bearer of

the token.

63. Token inspection apparatus as claimed in claim 62, wherein the means to enable
determination from the associated image that a bearer of the token is the valid bearer
comprises a processor programmed with image recognition software to compare a further
image of the bearer of the token taken with the camera with the image associated with the
identifier, and to determine whether the bearer of the token is the valid bearer of the token

from this comparison.

64. Token inspection apparatus as claimed in claim 63, wherein determination whether
the bearer of the token is the valid bearer of the token comprises determining to what degree

of certainty the bearer matches.

65. Token inspection apparatus as claimed in any of claims 62 to 64, wherein the token
inspection apparatus is adapted to provide a further image of the bearer of the token to the

image recovery service.

66. An image recovery service comprising computing apparatus and a database, wherein
the computing apparatus is adapted to receive and store in the database, for a token to be
provided to a valid bearer, an identifier and at least one image of the valid bearer associated
with the valid bearer, and wherein the computing apparatus is adapted on receipt of a valid

qguery to provide the at least one image associated with one or more identifiers.

67. An image recovery service as claimed in claim 66, wherein each image is encrypted

with its associated identifier.

68. An image recovery service as claimed in claim 67, wherein on receipt of a valid
query, the image recovery service provides each relevant encrypted image under a

mathematical transformation of its associated identifier.

69. An image recovery service as claimed in any of claims 66 to 68, wherein the image
recovery service is adapted to provide a subset of the database to a valid inspector for use

in identification of valid bearers.
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70. An image recovery service as claimed in any of claims 66 to 69, wherein the image
recovery service is adapted only to provide identifiers and images associated with those
identifiers to inspectors from the database, and is not adapted to provide any further
credential associated with valid bearers of tokens.
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