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(57) Abstract: A security broker (SB) that provides network
based authorization of secure VoIP services, triggered upon
attempted user access. The security broker (SB) intercepts a
SIP transaction during session setup to transmit a network
based security challenge to a SIP application attempting to
access (secure) IP based services. A network based security
challenge is transmitted to a participating SIP application on
both the origination and termination legs of a SIP transac-
tion. The network based security challenge prompts a SIP
application to return subscriber authorization/authentication
credentials (e.g. a username/password combination). If cre-
dentials returned by the SIP application are valid, the secur-
ity broker (SB) authorizes the network to permit session
completion, and access to secure IP services is granted. Al-
ternatively, if credentials returned by the VoIP application
are invalid, the security broker (SB) terminates the corres-
ponding session attempt, hence preventing unauthorized ac-

. cess to (secure) IP based services.
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