wo 2016/193722 A1 [N N0 00 OO0 N O 0

(43) International Publication Date

Organization
International Bureau

—~
é

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)
(19) World Intellectual Property

(10) International Publication Number

WO 2016/193722 Al

8 December 2016 (08.12.2016) WIRPOIPCT
(51) International Patent Classification: (74) Agent: HGF LIMITED; 1 City Walk, Leeds Yorkshire
F41H 13/00 (2006.01) F41G 7/22 (2006.01) YOI 8NQ (GB).
F4IH 11/02 (2006.01) F428 12/36 (2006.01) (81) Designated States (uniess otherwise indicated, for every
(21) International Application Number: kind of national protection available): AE, AG, AL, AM,
PCT/GB2016/051607 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
. . BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
(22) International Filing Date: DO, DZ, EC, FE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
1 June 2016 (01.06.2016) HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
(25) Filing Language: English KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(26) Publication Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(30) Priority Data: SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
1509457.6 1 June 2015 (01.06.2015) GB IR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
1509456.8 1 June 2015 (01.06.2015) GB  (84) Designated States (unless otherwise indicated, for every
1601228.8 22 January 2016 (22.01.2016) GB kind of regional protection available): ARIPO (BW, GH,
PCT/GB2016/051139 22 April 2016 (22.04.2016) GB GM. KE, LR, LS, MW, MZ, NA, RW, SD, SL. ST, SZ.
(71) Applicant: OPENWORKS ENGINEERING LTD TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
[GB/GB]; Broomhaugh House, Riding Mill Northumber- TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
land NE44 6AW (GB), DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
(72) Inventors; and SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
(71) Applicants : DOWN, Christopher David [GB/GB]; 8 GW, KM, ML, MR, NE, SN, TD, TG).

The Stamp Exchange, Westgate Road, Newcastle NE1 1SA
(GB). ARMSTRONG, Neil Rockeliffe [GB/GB]; 12
Tollgate Road, Hamsterley Mill, Rowlands Gill NE39 1HF
(GB). CROSS, James Edward [GB/GB]; 13 Western
Way, Axwell Park, Blaydon NE21 5NS (GB). WILKIN-
SON, Alexander James [GB/GB]; 5 Glastonbury Grove,
Jesmond, Newcastle NE2 2HA (GB). WILKINSON, Ro-
land Sebastian [GB/GB]; 25 Albany Mews, Montague
Avenue, Gosforth, Newcastle NE3 4JW (GB).

Declarations under Rule 4.17:

of inventorship (Rule 4.17(iv))

Published:

with international search report (Art. 21(3))

(54) Title: SYSTEM FOR DEPLOYING A FIRST OBJECT FOR CAPTURING, INHIBITING, IMMOBILISING OR DISABLING
A SECOND OBIJECT

100

e

103 s
\

FIG. 1

101
: . 1001
— Ay

105 i
1003

(57) Abstract: A system for inhibiting the electronic system of a target object is provided. The system comprises an Electronic
Counter Measure (ECM) unit, and a projectile for carrying the ECM unit towards the target object.



10

15

20

25

30

WO 2016/193722 1 PCT/GB2016/051607

SYSTEM FOR DEPLOYING A FIRST OBJECT FOR CAPTURING, INHIBITING,
IMMOBILISING OR DISABLING A SECOND OBJECT

FIELD OF THE INVENTION

The present invention relates to a system for deploying a first object for capturing, inhibiting,
immobilising or disabling a second object. For example, certain exemplary embodiments
provide a system for deploying an Electronic Counter-Measure (ECM) to capture, inhibit,
immobilise or disable an electronic device or system that is located a relatively large
distance from an operator of the system, for example a remote controlled vehicle (e.g. an
aerial drone or a remote controlled car or boat), or other electronic device (e.g. an

Improvised Explosive Device).

BACKGROUND OF THE INVENTION

The ability to capture, inhibit, immobilise or disable a remote object is desirable in many
situations. For example, for reason of security, safety, privacy and/or legality, it is desirable
to be able to capture, inhibit, immobile or disable a vehicle, for example that has entered a
certain space without authorisation. The problem of unauthorised use of aerial vehicles has
increased greatly with the increased commercial availability of cheap, small Unmanned

Aerial Vehicles (UAV), for example quadcopters.

There has been increasing concern in the security industry that a UAV or other type of
remote-controlled vehicle may be used in an attempted terrorist attack, for example to
deliver explosives, or disperse chemical or biological agents, to a crowded area, building,
structure or installation. In one possible terrorist scenario, a remote-controlled vehicle such
as a UAV may be used to carry an Improvised Explosive Device (IED) to a target area, and
then detonation of the IED may be triggered by remote control (e.g. using a modified mobile

phone or a modified remote controller for a remote controlled vehicle).

Other examples of unauthorised or undesirable use of UAVs include use of UAVs to
smuggle contraband into prisons and across borders, use of UAVs near airports which can
be a safety concern due to potential collision with aircraft, and use of UAVs above sports

stadia for the purpose of illegal viewing and/or recording of sports events.
Various techniques may be used to capture, inhibit, immobilise or disable an aerial vehicle.

A first technique involves shooting the vehicle down. However, this technique suffers various

disadvantages, including (i) being potentially dangerous (for example due to stray bullets or
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falling debiris), (ii) being liable to cause the public worry or anxiety, (iii) potentially destroying
the vehicle and/or useful forensic evidence, and (iv) in the case of an attempted terrorist
attack, possibly causing detonation of any explosives, or release of any chemical or

biological agents, being carried by the vehicle.

Other techniques involve using a second aerial vehicle (e.g. a UAV) to intercept and capture
the first aerial vehicle while it is still in the air, or using a conventional net gun to bring down
the aerial vehicle. However, these techniques do not prevent remote triggering of an IED or

other electronic device carried by the aerial vehicle.

It is also desirable to inhibit or disable electronic systems or devices other than vehicles. For
example, in another possible terrorist scenario, an IED may be carried by a person to a

target area and later detonated by remote control.

Electronic Counter Measures (ECMs — PT2556385) are used by armies to prevent their
enemy from remotely detonating IEDs. Conventional ECMs inhibit the operation of many
types of electronic devices within a relatively large radius. Accordingly, they are unsuitable
for protecting large public areas, since the operation of many electronic devices other than a
suspect IED, for example personal electronic devices carried by members of the public,

would also be inhibited, causing inconvenience and disruption to daily life.

A further technique for inhibiting an aerial vehicle involves using a device to fire a jamming
signal, in the form of an intense beam of radio frequency signals, at the aerial vehicle from
the ground in order to interfere with the operation of the aerial vehicle. One problem with this
technique is that the jamming signal can dangerously interfere with aerial objects other than

the target aerial vehicle, for example aeroplanes.

Accordingly, what is desired is a system for inhibiting, disabling or disrupting the electronic
systems or remote control of a remote object (for example a remote-controlled vehicle or IED)

while avoiding other electronic devices being inhibited, disabled or disrupted.

The above information is presented as background information only to assist with an
understanding of the present disclosure. No determination has been made, and no assertion
is made, as to whether any of the above might be applicable as prior art with regard to the

present invention.
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SUMMARY OF THE INVENTION

It is an aim of certain embodiments of the present invention to address, solve, mitigate or
obviate, at least partly, at least one of the problems and/or disadvantages associated with
the related art, for example at least one of the problems and/or disadvantages mentioned
herein. Certain embodiments of the present invention aim to provide at least one advantage

over the related art, for example at least one of the advantages mentioned herein.

The present invention is defined by the independent claims. A non-exhaustive set of
advantageous features that may be used in various exemplary embodiments of the present

invention are defined in the dependent claims.

In accordance with an aspect of the present invention, there is provided a system for
inhibiting the electronic system of a target object, the system comprising: an Electronic
Counter Measure (ECM) unit; and a projectile for carrying the ECM unit towards the target

object.

In certain exemplary embodiments, the system further comprises a launcher for launching

the projectile towards the target object.

In accordance with another aspect of the present invention, there is provided a method for
inhibiting the electronic system of a target object, the method comprising launching a

projectile comprising an ECM towards the target object.

In accordance with another aspect of the present invention, there is provide a computer
program comprising instructions arranged, when executed, to implement a method, device,
apparatus and/or system in accordance with any aspect, embodiment, example or claim
disclosed herein. In accordance with another aspect of the present invention, there is

provided a machine-readable storage storing such a program.

Other aspects, advantages, and salient features of the present invention will become
apparent to those skilled in the art from the following detailed description, which, taken in
conjunction with the annexed drawings, disclose exemplary embodiments of the present

invention.
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BRIEF DESCRIPTION OF THE FIGURES

Figure 1 illustrates a system according to an exemplary embodiment of the present invention;
Figure 2 illustrates an exemplary projectile for use in the system of Figure 1;
Figure 3 illustrates an exemplary launcher for use in the system of Figure 1; and

Figures 4a and 4b illustrate an exemplary scenario in which a remote-controlled device is

disabled using an embodiment of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

The following description of exemplary embodiments of the present invention, with reference
to the accompanying drawings, is provided to assist in a comprehensive understanding of
the present invention, as defined by the claims. The description includes various specific
details to assist in that understanding but these are to be regarded as merely exemplary.
Accordingly, those of ordinary skill in the art will recognize that various changes and
modifications of the embodiments described herein can be made without departing from the

scope of the present invention, as defined by the claims.

The terms and words used in this specification are not limited to the bibliographical
meanings, but, are merely used to enable a clear and consistent understanding of the

present invention.

The same or similar components may be designated by the same or similar reference

numerals, although they may be illustrated in different drawings.

Detailed descriptions of elements, features, components, structures, constructions, functions,
operations, processes, characteristics, properties, integers and steps known in the art may
be omitted for clarity and conciseness, and to avoid obscuring the subject matter of the

present invention.

»oou »oou

Throughout this specification, the words “comprises”, “includes”, “contains” and “has”, and
variations of these words, for example “comprise” and “comprising”, means “including but not
limited to”, and is not intended to (and does not) exclude other elements, features,
components, structures, constructions, functions, operations, processes, characteristics,

properties, integers, steps and/or groups thereof.

»oou

Throughout this specification, the singular forms “a”, “an” and “the” include plural referents
unless the context dictates otherwise. For example, reference to “an object’ includes

reference to one or more of such objects.
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By the term “substantially” it is meant that the recited characteristic, parameter or value need
not be achieved exactly, but that deviations or variations, including for example, tolerances,
measurement errors, measurement accuracy limitations and other factors known to those of
skill in the art, may occur in amounts that do not preclude the effect the characteristic,

parameter or value was intended to provide.

Throughout this specification, language in the general form of “X for Y” (where Y is some
action, process, function, activity, operation or step and X is some means for carrying out
that action, process, function, activity, operation or step) encompasses means X adapted,

configured or arranged specifically, but not exclusively, to do Y.

Elements, features, components, structures, constructions, functions, operations, processes,
characteristics, properties, integers, steps and/or groups thereof described herein in
conjunction with a particular aspect, embodiment, example or claim are to be understood to
be applicable to any other aspect, embodiment, example or claim disclosed herein unless

incompatible therewith.

It will be appreciated that embodiments of the present invention can be realized in the form
of hardware or a combination of hardware and software. Any such software may be stored in
any suitable form of volatile or non-volatile storage device or medium, for example a ROM,
RAM, memory chip, integrated circuit, or an optically or magnetically readable medium (e.g.
CD, DVD, magnetic disk or magnetic tape). It will also be appreciated that storage devices
and media are embodiments of machine-readable storage that are suitable for storing a
program or programs comprising instructions that, when executed, implement embodiments

of the present invention.

Certain embodiments of the present invention provide a system for deploying a first object
for capturing, inhibiting, immobilising or disabling a second object. An exemplary system
embodying the present invention comprises the first object, a projectile and a launcher. The
projectile is configured for transporting the first object to the vicinity of the second object. The
launcher is configured for launching the projectile. Accordingly, the first object is deployed in
the vicinity of the second object. The first object is configured for capturing, inhibiting,
immobilising or disabling the second object. The first object comprises an ECM. The second
object may comprise an electronic device or electronic system, or a device or machine
including an electronic device or electronic system (e.g. a remote-controlled vehicle or

remote-controlled device).

The skilled person will appreciate that certain parts of the system described above may be

provided separately in various embodiments of the present invention. For example, certain
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embodiments of the present invention may comprise the projectile and the ECM only. In this
case, the launcher may be provided separately. As another example, certain embodiments
of the present invention may comprise the ECM alone. In this case, the projectile and/or

launcher may be provided separately.

Various features of an exemplary embodiment will now be described in detail. It is
understood that these features may be provided in any suitable combination in various
embodiments. For example, in certain embodiments, one or more features may be omitted,
one or more additional features may be provided, and/or one or more features may be

replaced with one or more alternative features for performing equivalent functions.

Overall System

Figure 1 illustrates a system according to an exemplary embodiment of the present invention.
This embodiment is described below in relation to disabling, capturing, inhibiting or
immobilising an aerial vehicle 1001 (for example an aerial drone) using a projectile 101 to
deploy an Electronic Counter-Measure (ECM) 105 having a relatively small radius of
influence. However, the skilled person will appreciate that the present invention is not limited
to these specific examples. For example, various embodiments may be used for capturing,
inhibiting, immobilising or disabling other types of object, for example land-based or water-

based vehicles, and objects other than vehicles (e.g. an IED).

The system 100 illustrated in Figure 1 comprises a projectile 101, a launcher 103 for
launching or firing the projectile 101, and an ECM 105 provided in or on the projectile 101. In
summary, the launcher 103 launches the projectile 101 including the ECM 105 towards a
target object 1001 (e.g. an aerial vehicle). The projectile 101 comprises means (not shown in
Figure 1) for attaching the projectile 101 to the target object 1001 when the projectile 101 is
in the vicinity of the target object 1001 or when the projectile 101 impacts (or collides with)
the target object 1001. When the projectile 101 becomes attached to the target object 1001,
the ECM 105 disables, inhibits or disrupts operation or functioning of the target object (or
objects carried by the target object, such as an IED 1003, which may be regarded herein as

being part of the target object).

Electronic Counter-Measure (ECM)

The ECM 105 may comprise any suitable device for inhibiting, disrupting, disabling or
interfering with the electronic components or operation of the target object 1001, 1003, for
example the electronic control systems and/or the remote control systems of the target

object 1001, 1003. For example, the ECM 105 may comprise a device for transmitting radio
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signals that disrupt communications between the target object 1001, 1003 and a remote
controller of the target object 1001, 1003 by decreasing the signal-to-noise ratio to a point at
which the communication link is either degraded or denied service. The skilled person will
appreciate that the present invention is not limited to this specific example, and that any

suitable type of ECM 105 may be provided.

In certain embodiments, the ECM 105 may be adapted to have a relatively small Radius (or
Region) of Influence (ROI). The ROI of an ECM is a region (e.g. a sphere surrounding the
ECM) in which the influence of the ECM is sufficiently high to inhibit, disrupt, disable or
interfere with an electronic device or system, for example to render the electronic device, or
remote control of the electronic device, unusable. In particular, the ROI of the ECM 105 may
be chosen such that, when the projectile 101 becomes attached to the target object 1001,
1003, the target object 1001, 1003 is located at least partly inside the ROI so as to inhibit,
disrupt, disable or interfere with operation of the target object 1001, 1003. On the other hand,
the ROl of the ECM 105 may be chosen such that, when the projectile 101 becomes
attached to the target object 1001, 1003, objects other than the target object 1001, 1003 are
located outside the ROI so as not to be inhibited, disrupted, disabled or interfered with by the
ECM 105.

For example, the ROI may be chosen according to the physical dimensions of the target
object 1001, 1003 and/or the attachment element used to attach the projectile/ECM to the
target object (see below). For example, the ROI may be chosen to be less than or equal to R,
where R is a value chosen based a one or more size parameters of the target object 1001,
1003 and/or the attachment element. For example, in the case of an aerial drone the size
parameters may include the diameter of the drone, and in the case of a car the size
parameters may include the length of the wheel base. In the case that a net or tether is used
to attach the projectile/ECM to the target object, the size parameters may include the
dimensions of the net or the length of the tether. In this case, the projectile/ECM may not be
directly attached to the target object (rather it may be indirectly attached via the net or tether),

and so in this case the value of R should be correspondingly larger.

The value R may be chosen according to any suitable function of the size parameters. For
example, R may be chosen to be equal to the size parameter, equal to a fixed multiple or
fraction of the size parameter, or equal to a value obtained by adding or subtracting a fixed

amount to or from the size parameter.

Typical values for R in various exemplary embodiments may be 1 metre, 2 metres, 3 metres,

4 metres, 5 metres, 6 metres, 7 metres, 8 metres, 9 metres and 10 metres.
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In certain embodiments, the ROI of the ECM 105 may be fixed. In other embodiments, the
ROI may be adjustable, for example according to the selection of an operator. For example,
in the case that the ECM 105 comprises a device for transmitting radio signals, the ROl may
be adjusted by adjusting the intensity of the radio signals. Accordingly, if the target object
1001, 1003 is relatively large (e.g. a full-size car), then the ROI may be adjusted to have a
relatively large value (e.g. 4 metres). On the other hand, if the target object 1001, 1003 is
relatively small (e.g. a quadcopter of 1 metre diameter), then the ROl may be adjusted to

have a relatively small value (e.g. 2 metres).

In certain embodiments, the ROI of the ECM 105 may be adjusted, for example prior to
launch of the projectile 101. For example, in certain embodiments the projectile 101 may
comprise an input interface for receiving a selection of an ROI from the operator, and the
ECM 105 may be programmed with the selected ROl accordingly. Alternatively, the launcher
103 may comprise an input interface for receiving a selection of an ROI from the operator,
and the launcher 103 may be configured to provide ECM programming signals to the
projectile 101 while the projectile 101 is loaded in the launcher 103 (e.g. through appropriate
electrical contacts provided in the launcher 103 and the exterior of the projectile 101), and
the ECM 105 may be programmed with the selected ROI accordingly. In other embodiments,

the ROI may be programmed remotely following launch of the projectile 101.

In certain embodiments, the ECM 105 may be adapted to be selectively activated, for

example upon occurrence of a certain event. Various examples are described further below.

Projectile

Figure 2 illustrates a projectile 101 for use in the system 100 of Figure 1. The projectile 101
may comprise any suitable type of projectile 101 for carrying the ECM 105. The skilled
person will appreciate that the present invention is not limited to the specific examples

disclosed herein.

The projectile 101 comprises a case for carrying the ECM 105 and control circuitry 107 for
controlling the ECM 105. In the illustrated example, the case is provided in the form of an
elongate casing comprising a front nose section109, a generally cylindrical middle body
section 111, and a rear tail section 113. The nose section 109 may be suitably shaped to
reduce aerodynamic drag on the projectile 101 during flight. The tail section 113 may
comprise a number of flights or tail pieces for improving aerodynamic stability of the

projectile 101 during flight.
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The ECM 105 may be carried by the projectile 101 in any suitable manner. For example, in
certain embodiments the ECM 105 may be embedded or otherwise provided inside the case,
for example within the nose section 109, the body section 111 and/or the tail section 113. In
this case, the projectile 101 may be made from a material that allows the signals transmitted
by the ECM 105 to pass through, for example plastic. Alternatively, the ECM 105 may be
provided at least partly on the exterior of the case. In the example of Figure 2, the ECM 105
is provided inside the body section 111 and the control circuitry 107 is provided inside the
nose section 109, although the skilled person will appreciate that the present invention is not

limited to this specific example.

The projectile further comprises means for attaching the projectile 101 or ECM 105 to the
target object 1001, 1003 (which may be referred to as an attachment element) when the
projectile 101 is located in the vicinity of the target object 1001, 1003 or when the projectile
101 impacts the target object 1001, 1003. This ensures that the ROI of the ECM 105
remains close to the target object 1001, 1003. A number of possible examples of the
attachment element are described below. However, the skilled person will appreciate that

the present invention is not limited to these specific examples.

In a first example, the attachment element may comprise a relatively sticky substance, for
example provided on at least a portion of the exterior of the projectile 101. In this case, when
the projectile 101 impacts the target object 1001, 1003, the sticky substance causes the
projectile 101 to adhere to the target object 1001, 1003. In certain embodiments, the
projectile 101 may be provided with a sheath, cover or other layer that protects or covers the
sticky portions of the projectile 101 prior to launch, and which is adapted to be released or
removed during or following launch of the projectile 101, thereby revealing the sticky portions.
For example, the projectile 101 and launcher 103 may be designed such that the sheath,
cover or layer is released, pulled off or otherwise removed upon exit of the projectile 101
from the barrel of the launcher 103. Alternatively, the sheath, cover or layer may be released
or removed by any suitable mechanism during flight of the projectile 101. In a further
example, the ECM 105 may be embedded within a ball of glue or the like. In this case, the
ball of glue may be provided on the front of the projectile 101 so that the ball of glue adheres
to the target object 1001, 1003 upon impact. In certain embodiments, the ball of glue may be
adapted to separate from the projectile upon impact with the target object 1001, 1003,
leaving the ball of glue and ECM 105 therein attached to the target object 1001, 1003.

In a second example, the attachment element may comprise one or more elements (e.g.
provided on the exterior of the projectile 101 or deployed from within the projectile 101) for

tangling, hooking and/or snagging the target object 1001, 1003 when the projectile 101
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impacts the target object 1001, 1003. For example, the elements may comprise one or more

hooks and/or one or more flexible members.

In a third example, the attachment element may comprise one or more sharp points provided
on the exterior of the projectile 101 and configured to pierce the target object 1001, 1003
when the projectile 101 impacts the target object 1001, 1003. For example, the nose section
109 of the projectile 101 may comprise a sharpened point. The sharp points may be

provided with barbs or the like to provide a more secure attachment.

In a fourth example, the attachment element may comprise a net, or a manifold of a type
other than a net (e.g. a blanket or membrane), for tangling the target object 1001, 1003. The
net may be packaged in the projectile 101, and the projectie 101 may comprise a
deployment mechanism for deploying the net during flight at the appropriate time such that
the deployed net tangles the target object 1001, 1003. For example, the deployment
mechanism may comprise a first mechanism for separating the projectile into two or more
parts to open a compartment in which the net is packaged, and a second mechanism for
releasing the net from the compartment such that the net travels towards the target object
1001, 1003 and expands as it travels. Following deployment, the net may be attached to the
projectile 101, for example by a tether, and the ECM 105 may remain in or on the projectile
101. Alternatively, following deployment, the net may become separated from the projectile
101, and the ECM 105 may be attached to the net and be deployed along with the net. The
time at which the net is deployed may be controlled by a timing parameter, which may be
computed for example based on the trajectory of the projectile 101 and the position of the
target object 1001, 1003. For example, the timing parameter may be computed by the
launcher 103 and may be programmed into the control circuitry 107 prior to launch. A
technique for deploying a net to capture a target object is described in UK Patent Application
GB 1601228.8 and International Patent Application PCT/GB2016/051139.

The skilled person will appreciate that an attachment element may not be required in some
embodiments. For example, in the case that the target is on the ground and static, the
projectile may be launched so as to land close to the target object, but it may not be

necessary to physically attach the projectile or the ECM to the target object in this case.

In certain embodiments, the projectile may further comprise a parachute, which may be
deployed in the event the target object 1001, 1003 falls to the ground. The projectile may
comprise any suitable mechanism for deploying the parachute. The skilled person will

appreciate that a parachute is not required in certain embodiments.
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One or more electrical contacts may be provided on the exterior surface of the projectile 101.
The contacts are electrically connected to inputs of the control circuitry 107 and provide an
external interface for the control circuitry 107. In particular, the contacts of the projectile 101
are arranged to connect with a corresponding set of contacts provided in the launcher 103
when the projectile 101 is loaded into the launcher 103. In this way, the launcher 103 may

transmit various signals to the projectile 101.Projectile Control Circuitry

The control circuitry 107 comprises a power source 115 for powering the electrical
components of the projectile 101, an event occurrence detection module 117 for detecting
occurrence of an event for triggering activation of the ECM 105, and a processor (or

controller) 119 for controlling overall operation of the control circuitry 107 and the ECM 105.

As mentioned above, in certain embodiments, the ECM 105 may be adapted to be

selectively activated, for example upon occurrence of a certain event.

In one example, the ECM 105 may be activated upon detection of impact between the
projectile 101 and the target object 1001, 1003. In this case, the event occurrence detection
module 117 comprises an accelerometer or any other suitable type of sensor for detecting a
high level of deceleration of the projectiie 101 characteristic of such an impact. The
accelerometer may continually output measured acceleration/deceleration data to the
processor 119, and when the measure level of deceleration is greater that a certain
threshold, the processor 119 determines that the projectiie 101 has impacted the target
object 1001, 1003 and controls activation of the ECM 105.

In another example, an impact between the projectile 101 and the target object 1001, 1003
may be detected from a force resulting from physical connection between the projectile 101
and the target object 1001, 1003. In this case, the event occurrence detection module 117
comprises a pressure sensor, button or the like provided on the exterior of the projectile (e.g.
the tip of the nose section 109) configured to be activated by the force of the impact. In this
case, when activated, the sensor or button transmits a signal to the processor 119, and in

response the processor 119 controls activation of the ECM 105.

In another example, the ECM 105 may be activated a certain time period after the projectile
101 is launched from the launcher 103. For example, the time period may be chosen as the
time of flight of the projectile 101 before becoming attached to the target object, and may be
determined based on the trajectory of the projectile 101 and the position of the target object
1001, 1003. In the case that a deployed net is used as the attachment element, the ECM
may be activated based on the same time parameter used to determining timing of net

deployment. In this example, the event occurrence detection module 117 comprises a timer
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configured to be initialised at the time of launch of the projectile 101 and configured to output
a timer signal to the processor 119 upon lapse of the appropriate time period. In response to

receiving the timer signal, the processor 119 controls activation of the ECM 105.

In yet another example, the ECM 105 may be activated according to an activation signal, for
example transmitted (e.g. by the launcher 103 or another apparatus) under the control of the
operator. In this case, the event occurrence detection module 117 comprises a receiver for
receiving the activation signal. Upon receiving an activation signal, the receiver outputs a
corresponding signal to the processor 119, and in response the processor 119 controls
activation of the ECM 105. In certain embodiments, the projectile 101 may receive an
activation signal from the launcher 103 when the projectile 101 is loaded in the launcher 103
(e.g. through appropriate electrical contacts provided in the launcher and the exterior of the
projectile 101). Alternatively, the projectile 101 may receive an activation signal wirelessly

after the projectile 101 has been launched.

In still a further example, the ECM 105 may be manually activated by the operator. In this
case, the event occurrence detection module 117 may comprise a button switch or the like
provided on the projectiie 101. When the operator actuates the button or switch, a
corresponding signal is transmitted to the processor 119, and in response the processor 119
controls activation of the ECM 105.

The processor 119 is further configured to control adjustment of the ROI of the ECM 105.
For example, while the projectile 101 is loaded in the launcher 103, the processor 119 may
receive ECM programming signals from the launcher 103 (e.g. through appropriate electrical
contacts provided in the launcher 103 and the exterior of the projectiie 101). The CM
programming signals indicate an ROI, for example selected by the operator. In response, the
processor 119 controls to adjust the ROl of the ECM 105 according to the ROI indicated by
the ECM programming signals.

Launcher

The launcher 103 may comprise any suitable launcher for launching the projectile 101. One

example of a launcher 103 for use in the system of Figure 1 is illustrated in Figure 3.

The launcher 103 may be adapted to be manually operated by a user and supported on the
user's shoulder, or may be adapted to be supported at least partially by a stand or placed
directly on the ground. Furthermore, in certain embodiments, the launcher 103 may be
adapted to be at least partially automated (e.g. by using a camera and image processing, or

sensors, to automatically identify and track a target object 1001, 1003).
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The launcher 103 comprises a forward facing barrel 121 into which the projectile 101 may be
inserted, a firing mechanism 123 located towards the rear of the launcher 103 for firing or
launching the projectile 101 from the barrel 121, an aiming system 125 for assisting the user
or operator in correctly aiming the barrel 103, control circuitry 127 for controlling overall

operation of the launcher 103, and a trigger 129 for triggering launch of the projectile 101.

In certain exemplary embodiments, the firing mechanism 123 may be configured for
pneumatically launching the projectile 101. However, the skilled person will appreciate that
any other suitable technique for launching the projectile 101 may be used in other

embodiments.

One or more electrical contacts may be disposed on the interior of the barrel 121 and
arranged such that when the projectile 101 is correctly located at the launch position, the
contacts of the launcher 103 connect with corresponding contacts disposed on the exterior
of the projectile 101. The contacts of the launcher 103 are electrically connected to outputs
of the control circuitry 127 and provide an output interface for the control circuitry 127. In
particular, the contacts of the launcher 103 enable the launcher 103 to output various signal

to the projectile 101, for example ECM programming signals.

During use, it is difficult for the user to manually determine the correct direction in which to
aim the barrel 121. Accordingly, the aiming system 125 is provided to assist the user in
correctly aiming the barrel 121, and may optionally be configured to determine an
appropriate timing parameter as mentioned above. An exemplary aiming system for use with
the launcher 103 is described in UK Patent Application GB 1601228.8 and International
Patent Application PCT/GB2016/051139. The aiming system 125 may be configured to aim
the barrel 121 such that the projectile 101 intercepts the target object 1001, 1003.
Alternatively, for example if a net is used as the attachment element, the aiming system 125
may be configured to aim the barrel 121 such that the projectile 101 itself does not intercept
the target object 1001, 1003, but such that the deployed net intercepts the target object 1001,
1003.

Exemplary Scenarios

An exemplary scenario in which a remote-controlled device is disabled using an embodiment

of the present invention will now be described with reference to Figures 4a and 4b.

A police officer 1005 observes a vehicle (in this case a quadcopter) 1001 carrying a suspect
IED 1003. In response, the police officer 1005 loads a projectile 101 including an embedded
ECM 105 into the launcher 105. At this point, the ECM 105 is not activated.
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The police officer 1005 notes that the vehicle 1001 is a quadcopter and uses the user
interface of the launcher 103 to select an appropriate ROI to be set in the ECM 105. For
example, the police officer 1005 may input an appropriate ROI value (e.g. 2 metres) directly.
Alternatively, the police office 1005 may select “quadcopter”’ from a list of options provided
by the user interface, and the launcher 103 may automatically select an ROI value
appropriate for a quadcopter. The launcher 103 then transmits ECM programming signals to
the projectile 101 through appropriate electrical contacts. The processor 119 of the projectile
101 receives the ECM programming signals and controls to set the ROl of the ECM 105

accordingly.

As illustrated in Figure 4a, the police officer 1005 then uses the launcher 103, with the
assistance of the aiming system 125, to launch the projectile 101 towards the target object
(quadcopter and suspect IED) 1001, 1003.

As a result of correct aim, the projectile 101 intercepts and impacts the quadcopter 1001.
Following impact, the projectile 101 remains attached to the quadcopter 1001 by the
attachment element, in this case a sticky substance provided on the exterior of the projectile
101.

The event occurrence detection module 117 of the projectile control circuitry 107, in this
case an accelerometer, continuously measures acceleration/deceleration and provides the
measurements to the processor 119. Upon impact, the processor 119 determines that the
measured deceleration is greater than a certain threshold, and thereby determines
occurrence of the impact between the projectile 101 and the quadcopter 1001. Accordingly,

the processor 119 controls to activate the ECM 105.

Following activation of the ECM 105, the quadcopter 1001 and IED 1003 are both located
within the ROI 1008 of the ECM 105. Accordingly, the electronic control systems of the
quadcopter 1001 and the IED 1003 are disabled. Accordingly, triggering of the IED 1003 is
prevented. Furthermore, the disabled quadcopter 1003, along with the IED 1003, and
attached projectile 101 and ECM 105, fall to the ground. Deployment of a parachute
provided within the projectile 101 may achieve controlled descent, reducing the risk to

people and objects below.

As illustrated in Figure 4b, although the quadcopter 1001 and IED 1003 are located within
the ROI 1008 of the ECM 105, since the ROI 1008 of the ECM 105 is relatively small, other
nearby electronic devices, for example mobile telephones carried by members of the public
1009, are not affected by the ECM 105.
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The skilled person will appreciate that the present invention is not limited to the examples

described above. In particular, the present invention is not limited to cases involving UAVs.

For example, in another exemplary scenario, if there is a suspected car-bomb, for example
outside a public building, embodiments of the present invention may be used, for example by
a bomb disposal squad, to rapidly drop a projectile comprising an ECM onto the car from a

distance.

In yet another exemplary scenario, a projectile comprising an ECM according to various
embodiments of the present invention may be dropped onto a moving vehicle in order to
disrupt, disable or inhibit its ignition system, hence stop it. This implementation may require

a relatively powerful ECM.

In the examples described above, a projectile may be used to carry or transport an ECM
towards a target object, wherein the projectile may be launched using a launcher. The skilled
person will appreciate that the present invention is not limited to this specific example. For
example, in certain embodiments, the ECM may be carried or transported towards a target
object by a missile or the like, or any other suitable type of carrier or transporter. As another
example, the ECM may be simply dropped onto a target object located beneath, for example

such that the ECM is carried to the target object by the force of gravity alone.
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Claims

1.

A system for inhibiting the electronic system of a target object, the system comprising:
- an Electronic Counter Measure (ECM) unit; and

- a carrier (e.g. projectile) for carrying the ECM unit towards the target object.

A system according to claim 1, wherein the projectile comprises an attachment
element for attaching the projectile or ECM to the target object when the projectile is

in the vicinity of the target object or collides with the target object.

A system according to claim 2, wherein the attachment element comprises one or
more of: a sticky substance; one or more elements for hooking, snagging or tangling
the target object; one or more sharp points; and a deployable manifold for tangling

the target object.

A system according to claim 1, 2 or 3, wherein the ECM unit is configured to be

selectively activated.

A system according to claim 4, wherein the projectile further comprises control
circuitry including an event occurrence detection module for detecting the occurrence
of an event, and a controller for controlling activation of the ECM upon occurrence of

the event.

A system according to claim 5, wherein the event occurrence detection module
comprises one or more of. an accelerometer for detecting occurrence of a collision
between the projectile and the target object; a pressure sensor or button for detecting
a force resulting from occurrence of a collision between the projectile and the target
object; a timer for detecting lapse of a predetermined period of time; a receiver for

receiving an activation signal; and a button or switch for receiving a user input.

A system according to any preceding claim, wherein the ECM is adapted to have a

Radius of Influence (ROI) less than or equal to a certain value R.

A system according to claim 7, wherein the value of R is selected in consideration of

the physical dimensions of the target object and/or an attachment element.
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A system according to claim 8, wherein R is approximately the same size as the

target object.

A system according to any preceding claim, wherein the ECM is configured to have
an adjustable ROI.

A system according to claim 10, wherein the projectile comprises control circuitry
configured to receive an ECM programming signal indicating a ROI value, and to

adjust the ROI of the ECM according to ECM programming signal.

A system according to any preceding claim, further comprising a launcher for

launching the projectile towards the target object.
A system according to any preceding claim, wherein the target object comprises one
or more of. a vehicle; a remote-controlled vehicle; an electronic device or system;

and a remote-controlled explosive device.

A method for inhibiting the electronic system of a target object, the method

comprising launching a projectile comprising an ECM towards the target object.

A method according to claim 14, further comprising adjusting an ROI of the ECM.

A method according to claim 14 or 15, further comprising selectively activating the

ECM upon occurrence of a certain event.

A method according to claim 16, wherein the event is collision between the projectile

and the target object.

A method according to any of claims 14 to 17, further comprising inhibiting, disabling

or immobilising the target object by the ECM.
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