wo 2020/171899 A1 |0 000 K000 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property '

Organization
=

International Bureau

(43) International Publication Date

(10) International Publication Number

WO 2020/171899 Al

27 August 2020 (27.08.2020) WIRPOIPCT
(51) International Patent Classification: (74) Agent: HUNT, Gregory, A.; Jenkins, Wilson, Taylor &
HOo4W 4/70 (2018.01) Hunt, P.A., 3015 Carrington Mill Boulevard, Suite 550,
(21) International Application Number: Morisville, NC 27560 (US).
PCT/US2020/013960  (81) Designated States (unless otherwise indicated, for every
. - kind of national protection available). AE, AG, AL, AM,
(22) International Filing Date: AO, AJ"I", AU, AZp BA. BB, BG, BIL BN, BR, BW, BY, BZ.
16 January 2020 (16.01.2020) CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,
(25) Filing Language: English Dz, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
.. : HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
(26) Publication Language: English KR.KW.KZ. LA, LC, LK, LR, LS, LU, LY, MA, MD, ME,
(30) Priority Data: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
16/280,672 20 February 2019 (20.02.2019)  US OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
. SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR,
(71) Applicant: ORACLE INTERNATIONAL CORPO- TT. TZ. UA, UG, US, UZ, VC, VN, WS, ZA, ZM. ZW.
RATION [US/US]; 500 Oracle Parkway, Mail Stop SOP7,
Redwood Shores, CA 94065 (US). (84) Designated States (unless otherwise indicated, for every
) ) kind of regional protection available): ARIPO (BW, GH,
(72) Inventors: NARAYANAN, Gokul; Mavoli, Ayannikad,

Iringal, Kozhikode, Kerala 673521 (IN). MAHALANK,
Shashikiran, Bhalachandra; Unit No. 003, V2 Vaibhav
Apt., Kempamma Layout, 24th Gross, Hulimavu, Banga-
lore 560076 (IN). KRISHAN, Rajiv; Flat No: 2-I, Fresh
‘Winds, Munireddy Layout, Panathur Road, Bangalore, Kar-
nataka 560103 (IN).

GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

(54) Title: METHODS, SYSTEMS, AND COMPUTER READABLE MEDIA FOR MONITORING INTERNET OF THINGS (IOT)
DEVICE STATE THROUGH SERVICE CAPABILITY EXPOSURE FUNCTION (SCEF)

SCH

508

FROC

TaT DEVICE
STATE INFO

fof
IDENTIFIER
DATABASE

e

HEM

02

600

i

COLLECTION
INTERFACE

ToT DEVICE
STATE INFO
COLLECTION
INTERFACE

INTERFACE

T0/FROM
HSS

T0,/FROM
HiR

Fi6. 6

To/FROM
SCS/AS

(57) Abstract: A method for monitoring [oT device state includes, in an SCEF imple-
mented using at least one processor. The method includes providing a common interface
for receiving subscription requests from [oT ASs and SCSs for monitoring state of IoT
devices of plural different generation networks. The method further includes maintain-
ing, in the SCEF, a database of identifiers of [oT devices of a first-generation network,
providing, in the SCEF, an interface to a subscriber data repository node of the first-
generation network, and receiving, via the common interface, a subscription request for
subscribing to receive updates in state information for an [oT device. The method further
includes performing a lookup in the database and identifying the subscription request as
being associated with an [oT device registered in the first-generation network and trans-
mitting a message to the subscriber data repository node of the first-generation network
for receiving state information regarding the [oT device.

[Continued on next page]



WO 2020/171899 A1 1[I} 08 0000000

Published:
—  with international search report (Art. 21(3))



WO 2020/171899 PCT/US2020/013960

10

15

20

25

30

DESCRIPTION
METHODS, SYSTEMS, AND COMPUTER READABLE MEDIA FOR
MONITORING INTERNET OF THINGS (loT) DEVICE STATE THROUGH
SERVICE CAPABILITY EXPOSURE FUNCTION (SCEF)

PRIORITY CLAIM
This application claims the priority benefit of U.S. Patent Application
Serial No. 16/280,672, filed February 20, 2019, the disclosure of which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD
The subject matter described herein relates to monitoring loT device
state. More particularly, the subject matter described herein relates to
monitoring loT device state by providing a common interface for monitoring

loT devices of different generation networks.

BACKGROUND

The Third Generation Partnership Project (3GPP) defines machine
type communication (MTC) monitoring procedures that allow loT application
servers (ASs) and service capability servers (SCSs) to monitor the state of
4G loT devices. Examples of state that can be monitored include location
information, roaming status, device reachability, etc. However, current
3GPP-defined procedures do not enable an IoT application server or service
capability server to monitor the device state of 0T devices of or connected to
2G and 3G networks.

One possible solution to this problem would be to provide one
interface for allowing loT application servers to subscribe to receive 4G loT
device state and providing a separate interface for allowing IoT application
servers to subscribe to receive 2G or 3G loT device state. Such a solution
would require loT application servers and service capability servers to
comply with the requirements of different interfaces depending on the type of
0T device being monitored and is therefore undesirable.

Accordingly, there exists a need for improved methods, systems, and

computer readable media for monitoring loT device state.

-



WO 2020/171899 PCT/US2020/013960

10

15

20

25

30

SUMMARY

The subject matter described herein includes methods, systems, and
computer readable media for monitoring loT device state. One method
includes, in a service capability exposure function (SCEF) implemented
using at least one processor, providing a common interface for receiving
subscription requests from loT application servers (ASs) or service capability
servers (SCSs) for monitoring state of loT devices of plural different
generation networks.

The phrases “loT devices of plural different generation networks” and
“loT devices of different generation networks” refer to 10T devices that are
attached to and operate in different generations of networks, for the
generations of networks defined by the 3GPP. For example, a 2G network
may be a network of one generation. A 3G network may be another network
of another generation. A 4G network may be a network of yet another
generation. A 5G network may be a network of yet another generation. In
general, the common interface provided by the SCEF allows monitoring
event subscriptions for loT devices attached to n generation networks and
lIoT devices attached to m generation networks, where n and m are integers
and are not equal.

The method further includes maintaining, in the SCEF, a database of
identifiers of loT devices of a first-generation network. The method further
includes providing, in the SCEF, an interface to a subscriber data repository
node of the first-generation network. The method further includes receiving,
via the common interface, a subscription request for subscribing to receive
state information regarding an loT device. The method further includes
performing a lookup in the database and identifying the subscription request
as being associated with an loT device registered in the first-generation
network. The method further includes transmitting, via the interface to the
first-generation network, a message to the subscriber data repository node
for receiving state information regarding the loT device.

In one example, the common interface comprises a T8 interface, the
first generation network comprises a 2G or 3G network, the T8 interface is
further configured to receive subscription requests for state information

2.



WO 2020/171899 PCT/US2020/013960

10

15

20

25

30

regarding a 4G or 5G IoT device, and wherein the method further comprises,
transmitting, via an interface to a second generation network, a message to
a node in the second generation network for subscribing to receive state
information regarding the 4G or 5G loT device.

In another example, providing the database includes providing a
database indexed by mobile subscriber integrated services digital network
(MSISDN) numbers or domain parts of external identifiers.

In yet another example, the subscriber data repository node
comprises a home location register (HLR).

In yet another example, transmitting the message to the subscriber
data repository node comprises transmitting an anytime interrogation (ATI)
request message to the data repository node.

In yet another example, the subscription request is a request for one-
time monitoring and wherein the ATI request message includes an
information element indicating one-time monitoring.

In yet another example, the subscription request is a request for
continuous monitoring and wherein the ATl request message includes an
information element indicating continuous monitoring.

In yet another example, a timer is maintained at the SCEF. The
SCEF periodically sends ATI request messages to the subscriber data
repository node upon each expiration of the timer to effect the continuous
monitoring.

In yet another example, the SCEF receives state information
regarding the loT device and providing the state information to the SCS or
AS via the common interface.

In yet another example, the SCEF comprises a standalone node or a
component of a Diameter signaling router (DSR) or a policy server.

A system for monitoring loT device state includes a service capability
exposure function (SCEF). The SCEF includes at least one processor. The
SCEF further includes a common interface for receiving subscription
requests from IoT application servers (ASs) or service capability servers
(SCSs) for monitoring state of IoT devices of plural different generation

networks. The SCEF further includes a database of identifiers of loT devices
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of a first-generation network. The SCEF further includes an interface to a
subscriber data repository node of the first-generation network. The SCEF
receives, via the common interface, a subscription request for subscribing to
receive state information regarding an IoT device, performs a lookup in the
database and identifying the subscription request as being associated with
an loT device registered in the first-generation network, and transmits, via
the interface to the first-generation network, a message to the subscriber
data repository node for receiving state information regarding the loT device.

According to another aspect of the subject matter described herein, a
non-transitory computer readable medium having stored thereon executable
instructions that when executed by a processor of a computer controls the
computer to perform steps. The steps include, in a service capability
exposure function (SCEF) implemented using at least one processor. The
steps further include providing a common interface for receiving subscription
requests from IoT application servers (ASs) or service capability servers
(SCSs) for monitoring state of IoT devices of plural different generation
networks. The steps further include maintaining, in the SCEF, a database of
identifiers of loT devices of a first-generation network. The steps further
include providing, in the SCEF, an interface to a subscriber data repository
node of the first-generation network;
receiving, via the common interface, a subscription request for subscribing to
receive state information regarding an loT device. The steps further include
performing a lookup in the database and identifying the subscription request
as being associated with an loT device registered in the first-generation
network. The steps further include transmitting, via the interface to the first-
generation network, a message to the subscriber data repository node for
receiving state information regarding the loT device.

The subject matter described herein can be implemented in software
in combination with hardware and/or firmware. For example, the subject
matter described herein can be implemented in software executed by a
processor. In one exemplary implementation, the subject matter described
herein can be implemented using a non-transitory computer readable

medium having stored thereon computer executable instructions that when
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executed by the processor of a computer control the computer to perform
steps. Exemplary computer readable media suitable for implementing the
subject matter described herein include non-transitory computer-readable
media, such as disk memory devices, chip memory devices, programmable
logic devices, and application specific integrated circuits. In addition, a
computer readable medium that implements the subject matter described
herein may be located on a single device or computing platform or may be

distributed across multiple devices or computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

The subject matter described herein will now be explained with
reference to the accompanying drawings of which:

Figure 1 is a message flow diagram illustrating an exemplary
message flow for using the T8 interface to subscribe to receive loT device
state for 4G loT devices when the home subscriber server (HSS) includes
the requested state information;

Figure 2 is a message flow diagram illustrating exemplary messaging
exchanged for subscribing to receive loT device state for 4G loT devices
when the HSS does not include the requested state information;

Figure 3 is a message flow diagram illustrating exemplary messaging
for subscribing to receive 2G or 3G loT device state where the monitoring
event subscription is for a single event monitoring;

Figure 4 is a message flow diagram illustrating exemplary messaging
for subscribing to receive 2G or 3G loT device state where the monitoring
event subscription is for continuous monitoring;

Figure 5 is a flow chart illustrating an exemplary process for
monitoring 0T device state for loT devices of plural different generation
networks:

Figure 6 is a block diagram of a standalone SCEF that provides a
common interface for subscribing to receive 0T device state for loT devices
of plural different generation networks;

Figure 7 is a block diagram of an SCEF that is a component of a

Diameter signaling router, where the SCEF includes a common interface for
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allowing subscriptions to receive state information for loT devices of plural
different generation networks; and

Figure 8 is a block diagram of a policy server including an SCEF with
a common interface for allowing subscription to receive updates in state

information for 10T devices of plural different generation networks.

DETAILED DESCRIPTION

The subject matter described herein includes an SCEF that provides
a common interface for loT application servers to subscribe to receive loT
device state information for loT devices of different generation networks. In
one example, the common interface may be the T8 interface specified in
3GPP standards documents where loT ASs and SCSs subscribe to receive
updates in state information for 4G loT devices. However, the procedures
specified for subscribing to receive updates is currently only valid for 4G loT
devices. The subject matter described herein uses the same interface to
allow subscriptions to receive updates for loT devices of different generation
networks, including 2G and 3G network attached IoT devices. The T8
interface may also be used for 3GPP ASs and SCSs to subscribe to and
receive state information updates for 5G loT devices.

Providing a common interface for ASs and SCSs to subscribe to and
receive updates in state information for IoT devices of different generation
networks is advantageous over an approach that requires separate
interfaces for subscribing to receive updates in loT state information for loT
devices of different generation networks. For example, if one interface is
provided for subscribing to receive updates in state information for 2G and
3G loT devices, and another interface is provided for subscribing to receive
updates in state information for 4G loT devices, then each SCS or AS is
required to implement both interfaces and to know the type of network (e.g.,
2G, 3G, or 4G) to which an loT device is attached. Requiring SCSs and ASs
to implement different interfaces for subscribing to and receiving state
information for loT devices pf different generation networks is inefficient in
light of the expected numbers of SCS and AS devices relative to the number
of SCEF devices.
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An SCEF that receives, via a common interface, subscription requests
for state information for plural generation 0T devices is a technological
improvement over requiring every SCS and AS to implement separate
interfaces for obtaining state information for loT devices of different
generation networks, because the common interface is only required to be
implemented at a single location, i.e., at the SCEF versus implementing
separate subscription interfaces at each SCS and AS. The SCEF is also in
a better position than the SCS or the AS from a security and efficiency
standpoint to know the type of network to which each loT device is attached.
For example, a network operator can provision a database in the SCEF that
indicates the type of network to which each loT device is attached so that
requests for state information can be sent to the proper network. The
network operator may also wish to control access to loT device state by
limiting access to SCSs and ASs from authorized networks. Using an
interface at the SCEF to access loT device state allows the SCEF to be used
as a security checkpoint to allow or deny incoming subscription requests for
loT device state information.

Figure 1 is a message flow diagram illustrating the 4G machine type
communication monitoring event configuration message flow that can be
implemented by an SCEF as described herein for monitoring the state of 4G
devices. The message flow illustrated in Figure 1 is for HSS only monitoring,
either continuous or one time, where the HSS is contacted by the SCEF on
behalf of the SCS or AS to provide IoT device state information.

The interface used by between the SCEF and the SCS/AS for setting
up a subscription and providing state information regarding an loT device is
referred to as the T8 interface. The T8 interface is defined in 3GPP TS
29.122, Technical Specification Group Core Network and Terminals, T8
reference point for Northbound APIs; (Release 15) (December 2018), the
disclosure of which is incorporated herein by reference in its entirety.
According to 3GPP TS 29.122, the T8 interface or reference point is an
interface between the SCS/AS and the SCEF. The term “SCS/AS’ refers to

the SCS and/or the AS, because in some cases, the AS interacts directly
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with the SCEF and in other cases, the AS interacts with the SCEF through
the SCS.

One purpose of the T8 interface specific in 3GPP TS 29.122 is
‘monitoring procedures.” The monitoring procedure through with the
SCS/AS can subscribe to receive information regarding 4G loT devices is
called the monitoring event configuration procedure. Rather than
implementing a new interface and a new procedure on the SCS/AS side, the
same interface and the same procedure may be used by the SCS and AS to
configure the SCEF and downstream elements to monitor and report the
state of 2G and 3G loT devices. The 4G message flow will first be described,
followed by a description of the 2G/3G call flow.

Referring to the 4G message flow illustrated in Figure 1, the message
flow is divided into a configuration or subscription phase and a reporting
phase. In line 1 of the configuration phase, an SCS/AS 100 sends a
monitoring event subscription message to an SCEF 102. The monitoring
event subscription message may be sent to SCEF 102 via the T8 interface
or reference point of SCEF 102. The monitoring event subscription request
contains the type of event requested and an identifier for the UE. Examples
of events that might be requested include request for location information,
UE reachability, or changes in international mobile station identity (IMSI) to
international mobile equipment identity (IMEI) mappings. The monitoring
event subscription request may also include the SCS/AS identifier and the
monitoring event type. Examples of monitoring event types include one-time
reporting and continuous monitoring for a specified duration. The monitoring
event subscription request message may be sent to SCEF 102 in a hypertext
transfer protocol (HTTP) post message.

In line 2 of the configuration phase, SCEF 102 validates the
monitoring event subscription request and sends a Diameter connection
information request (CIR) message to home subscriber server (HSS) 104
over the S6t interface. The CIR message includes a unique SCEF reference
ID generated for the user. Validating the monitoring event subscription
request may include determining whether the sending SCS/AS is authorized

to monitor state information for a particular 1oT device. If the SCS/AS is not
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authorized to monitor state information for the loT device, SCEF 102 may
reject the monitoring event subscription request. In the example illustrated
in Figure 1, it is assumed that the monitoring event request is from an
SCS/AS that is authorized to monitor state information for the loT device
identified in the monitoring event request message.

In line 3 of the configuration phase, HSS 104 validates the request
and sends a response including loT device state information, if the
information is available. The response is a Diameter connection information
answer (CIA) message and is transmitted to SCEF 102 via the S6t interface.
In line 4 of the message flow diagram, SCEF 102 sends an HTTP response
201 to SCS/AS 100. The response indicates that the subscription to receive
state information has been accepted. Once the subscription to receive state
information has been accepted, the subscription or configuration phase of
the monitoring event procedure ends.

HSS 104, after receiving the CIR containing the subscription
information, will wait until monitoring data is available for the UE. Once
monitoring data is available, HSS 104 will send the requested information to
the SCEF 102. In line 1 of the reporting phase of the message flow diagram,
HSS 104 sends a Diameter routing information request (RIR) message to
SCEF 102 that includes the requested state information and the SCEF
reference ID. If SCEF 102 determines that the monitoring request has
expired either due to the generation of a one-time report (in the case of one-
time reporting) or the expiration of a report duration or receipt of a specified
number of reports (in the case of continuous reporting), SCEF 102 will delete
the monitoring configuration for the UE.

In line 2 of the reporting phase of the message flow diagram, SCEF
102 communicates the loT device state to SCS/AS 100. The device state
information is communicated to SCS/AS 100 via the T8 interface or
reference point.

In line 3 of the reporting phase of the message flow diagram, SCS/AS
100 sends a response over the T8 interface to SCEF 102 with a cause code

indicating success. In line 4 of the reporting phase of the message flow
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diagram, SCEF 102 sends a Diameter routing information answer (RIA)
message to the HSS indicating success.

In Figure 1, it is assumed that the HSS has the requested loT device
state information. In another example, the HSS may not have the requested
lIoT device state information and may contact a mobility management entity
(MME) or a serving general packet radio service support node (SGSN) to
obtain the requested loT device state information. Figure 2 is a message
flow diagram illustrating the monitoring event configuration procedure and
reporting procedure for obtaining 4G IoT device state information from an
MME or an SGSN.

Referring to Figure 2, like Figure 1, the message flow is divided into a
configuration phase and a subscription or reporting phase. In line 1 of the
configuration phase, SCS/AS 100 sends a monitoring event subscription
message to SCEF 102. The monitoring event subscription message may be
sent to SCEF 102 via the T8 interface or reference point of SCEF 102. The
monitoring event subscription request contains the type of event requested
and an identifier for the UE. Examples of events that might be requested
include request for location information, UE reachability, or changes in IMSI
to IMEI mappings. The monitoring event subscription request may also
include the SCS/AS identifier and the monitoring event type. Examples of
monitoring event types include one-time reporting and continuous monitoring
for a specified duration. The monitoring event request message may be sent
to SCEF 102 in an HTTP post message.

In line 2 of the configuration phase, SCEF 102 validates monitoring
event request and sends a Diameter CIR message to HSS 104 over the S6t
interface. The CIR message includes a unique SCEF reference ID generated
for the user. Validating the monitoring event request may include
determining whether the sending SCS/AS is authorized to monitor state
information for a particular 10T device. If the SCS/AS is not authorized to
monitor state information for the loT device, SCEF 102 may reject the
monitoring event request. In the example illustrated in Figure 2, it is

assumed that the monitoring event request is from an SCS/AS that is

-10-



WO 2020/171899 PCT/US2020/013960

10

15

20

25

30

authorized to monitor state information for the loT device identified in the
monitoring event request message.

In line 3 of the configuration phase, HSS 104 validates the request,
forwards the request to loT device service nodes, such as MME/SGSN 106,
and reports any loT device state information available to SCEF 102. The
request from HSS 104 to MME/SGSN 106 is carried in a Diameter insert
subscriber data request (IDR) message. MME/SGSN 106 responds with a
Diameter insert subscriber data answer (IDA) message indicating that the
request for a monitoring subscription has been accepted and includes, in the
IDA message, any available loT device state information. In line 5 of the
configuration phase, HSS 104 receives the IDA message and sends a CIA
message to SCEF 102 indicating successful configuration of the monitoring
of the loT device. In line 6 of the configuration phase, SCEF 102 sends an
HTTP response 201 to SCS/AS 100. The response indicates that the
subscription to receive state information has been accepted. Once the
subscription requested to receive state information has been accepted, the
subscription or configuration phase of the monitoring event procedure ends.

During the reporting phase, when MME/SGSN 106 has state
information to report for an loT device, MME/SGSN 106 notifies SCEF 102.
In Figure 2, the notification is transmitted in line 1 of the reporting phase from
MME/SGSN 106 to SCEF 102 in a Diameter RIR message. The Diameter
RIR message includes the requested state information and the SCEF
reference ID. If the SCEF determines that the monitoring request has
expired either due to receipt a one-time report (in the case of one-time
reporting) or expiration of a subscription duration or receipt of a specified
number of reports (in the case of continuous reporting), SCEF 102 will delete
the monitoring configuration for the lIoT device.

In line 2 of the reporting phase of the message flow diagram, SCEF
102 communicates the loT device state to SCS/AS 100. The device state
information is communicated to SCS/AS 100 via the T8 interface or
reference point.

In line 3 of the reporting phase of the message flow diagram, SCS/AS

100 sends a response over the T8 interface to SCEF 102 with a cause code
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indicating success. In line 4 of reporting phase of the message flow
diagram, SCEF 102 sends a Diameter RIA message to the HSS indicating
success.

In the example illustrated in Figures 1 and 2, the T8 interface and
monitoring event configuration procedure is used to configure downstream
devices (i.e., the SCEF, the HSS, and the MME/SGSN) to monitor loT
device state for 4G loT devices. As stated above, the T8 interface and the
monitoring event configuration procedure may also be used to configure
downstream devices to monitor and report device state information for non-
4G IoT devices, including 2G and 3G loT devices. Figure 3 is a message
flow diagram illustrating the use of the T8 interface and the monitoring event
configuration procedure to configure downstream devices to monitor and
report status of 2G and 3G loT devices. The message flow in Figure 3 is for
one-time monitoring. Referring to Figure 3, in line 1 of the message flow
diagram, SCS/AS 100 sends a monitoring subscription request to SCEF 102
over the T8 interface. In this example, the request is for one time monitoring.
Accordingly, the monitoring duration parameter in the monitoring
subscription request may be set to zero or the number of reports parameter
may be setto 1.

In line 2 of the message flow diagram, SCEF 100 validates the
monitoring subscription request and determines, based on the device
identifier present in the monitoring subscription request message, that the
device is a 2G/3G IoT device, and sends a mobile application part (MAP)
anytime interrogation (ATI) request message to home location register (HLR)
300. As will be described in more detail below, SCEF 102 may maintain a
database of device identifiers for 2G/3G loT devices. The device identifiers
may be ranges of MSISDNs or domain identifiers of external IDs mapped to
HLRs or HLR/HSSs that maintain state information for 2G and 3G loT
devices. SCEF 102 may insert in the MAP ATI request message one or
more information elements (IEs) that identify the message as an loT device
state information subscription request and the type of subscription
requested. SCEF 102 may determine the monitoring event type based on

the monitoring event type received in the monitoring subscription request.
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The following table contains mappings between monitoring event
subscription types and information elements that may be included in the

MAP ATI request message.

T8 Monitoring
Subscription Type MAP ATI IE

Location Information — used for one time reporting

Location Reporting Current location — used for continuous reporting

UE Reachability Subscriber State
Change of IMSI-
IMEI (SV) IMEI (with software version)
Association

Table 1: loT Monitoring Subscription Type to MAP ATI Information Element
Mappings

From Table 1, if the monitoring event type is location reporting, SCEF 102
may include the location information element in the ATI request message for
one time reporting and the current location information element for
continuous reporting. If the SCS/AS requests notifications regarding UE
reachability, SCEF 102 may include the subscriber state IE in the MAP ATI
request message. If the SCS/AS requests to be notified of changes in IMSI-
IMEI association, SCEF 102 may include the IMEI information element in the
ATI request message. Any other monitoring type coming from SCS/AS for
2G/3G devices may be rejected by SCEF 102 with proper error cause.

In line 3 of the message flow diagram, HLR 300 responds to the ATI
request by sending a MAP ATI acknowledgement (Ack) message to SCEF
102 indicating a successful subscription to the 2G or 3G loT device state
information. In line 4, SCEF 102 sends a monitoring event subscription
response to SCS/AS 100 with http cause 201 created. After line 4, the
configuration or subscription phase for receiving the 2G or 3G loT device
state is complete.

During the reporting phase, in line 5 of the message flow diagram,
SCEF 102 sends a monitoring event status notification to SCS/AS 100 with

the requested monitoring information over T8 interface. In line 6 of the
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message flow diagram, SCS/AS 100 sends a monitoring event status
notification response to SCEF 102.

In the example in Figure 3, the monitoring subscription request is for
one-time monitoring. SCEF 102 may also provide for continuous monitoring
of state information regarding 2G and 3G IloT devices. Figure 4 is a
message flow diagram illustrating exemplary steps performed by SCEF 102
for continuous monitoring of state information regarding 2G and 3G IloT
devices. Referring to Figure 4, in line 1, SCS/AS 100 sends a monitoring
subscription request to SCEF 102 over the T8 interface. The monitoring
subscription request may contain a non-zero monitoring duration parameter
or a number of reports parameter that is greater than one, either of which
indicates continuous monitoring of an loT device.

In line 2 of the message flow diagram, SCEF 102 validates the
monitoring subscription request message and, based on the target loT
device identifier present in the T8 message, SCEF 102 determines the
device is a 2G or 3G loT device and sends a MAP ATI request to HLR 300.
As stated above, SCEF 102 may include a database of device identifiers for
2G/3G IoT devices and corresponding HLR addresses. Table 2 shown
below is an example of an loT device identifier database that may be present
in SCEF 102.

. 2G/3G HLR
loT Device ID Address
9194930000-

9194939999 HLR1

9194934000-

9194934999 HLR2
2G 3GloT.vzw.com HLR4
2G 3GloT.att.com HLR5

Table 2: loT Device ldentifier Database

Table 2 includes a list of l1oT device IDs and corresponding 2G/3G HLR
addresses. In the illustrated example, |0T devices are identified by ranges of
MSISDN numbers and by the domain part of the external identifier in loT

device monitoring event subscription request messages. When SCEF 102
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receives a monitoring event subscription request message, SCEF 102 will
extract the 0T device identifier from the message and perform a lookup in
the loT device identifier database. |If the loT device identifier database
contains the identifier of the loT device, the loT device is determined to be a
2G or 3G loT device, and SCEF 102 sends a subscription request message
to the HLR corresponding to the |oT device identified in the database lookup.
If the loT device identifier is not present in the in the IoT device identifier
database, the 0T device is determined to be a 4G or 5G |oT device and the
query is sent to the corresponding 4G or 5G network. It is understood that
SCEF 102 may also maintain mappings between 4G and 5G loT device
identifiers and addresses for corresponding HSS, MME, or SGSN nodes in
4G or 5G networks.

It should also be noted that the loT device identifiers in Table 2 may
also include 4G or 5G loT devices that are attached to a 2G or 3G network.
The procedure illustrated in Figures 3 and 4 for subscribing to and receiving
state information updates for loT devices can be used for any loT device
whose information is stored in an HLR that responds to ATI messages. It
should also be noted that the ATI procedure illustrated in Figures 3 and 4
can be used to subscribe to and obtain IoT device state information from an
HSS or a combination HLR/HSS that will respond to ATl messages.

Returning to Figure 4, based on the monitoring event type received in
the monitoring subscription request, SCEF 102 inserts the requested info IE
into MAP ATI request according to the mappings illustrated in Table 1. For
example, for continuous location monitoring, the MAP ATI IEs may include
the current location IE. If SCEF 102 does not recognize the monitoring
event type received from SCS/AS 100, SCEF 102 may reject the monitoring
event subscription with an error message indicating an error cause.

In line 3 of the message flow diagram, HLR 300 sends a MAP ATI
Ack to SCEF 102 with the requested loT device state information (if currently
available). In line 4 of the message flow diagram, SCEF 102 sends a
monitoring event subscription response to SCS/AS 100 with response code
201.
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In line 5 of the message flow diagram, SCEF 102 sends a monitoring
event status notification over the T8 interface to SCS/AS 100 indicating that
the monitoring subscription was successful. In line 6 of the message flow
diagram, SCS/AS 100 sends monitoring event status notification response to
SCEF 102.

In this example, a static timer is configured on SCEF 102 to indicate
the interval on which the continuous monitoring needs to be performed. At
each expiration of the timer, SCEF 102 sends a MAP ATI request to HLR
300, one of which is indicated by line 7 of the message flow diagram. SCEF
102 may send the ATI request messages to HLR 300 on regular interval
based on the statically configured value of the timer until the requested
subscription duration or number of reports is reached. Once the requested
subscription duration or number of reports is reached, SCEF 102 may cease
sending the ATI request messages concerning the loT device.

In line 8 of the message flow diagram, HLR 300 sends a MAP ATI
Ack to SCEF 102 with the requested monitoring information. In line 9 of the
message flow diagram, SCEF 102 sends the monitoring event status
notification to SCS/AS 100 with the requested monitoring information over
T8 interface. In line 10, SCS/AS 100 sends a monitoring event status
notification response to SCEF 102.

Figure 5 is a flow chart illustrating an exemplary process for
monitoring loT device state information for IoT devices of plural different
generation networks. Referring to Figure 5, in step 500, a common interface
is provided in an SCEF for receiving subscription requests from IoT
application servers for monitoring state of loT devices of different generation
networks.  For example, referring to Figure 6, SCEF 102 may be
implemented as a standalone computing platform. SCEF 102 includes a first
interface 600, which in the lllustrated example is a T8 interface, for receiving
subscription request from loT SCSs and ASs. The subscription requests may
request loT device state information for loT devices of different generation
networks. For example, the subscription requests may request 4G or 5G loT
device state information using the monitoring event procedure lllustrated in

Figures 1 and 2. Other subscription requests may request IoT device state
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information regarding 2G or 3G loT devices using the procedures lllustrated
in Figures 3 and 4. Providing a single common interface for 10T application
servers and service capability servers to subscribe to and receive loT device
state information for loT devices of different generation networks eliminates
the need for application servers and service capability servers to comply with
multiple different interface types for requesting lIoT device state information.

In step 502, the process includes maintaining, in the SCEF, a
database of loT device identifiers for IoT devices of a first-generation
network. In one example, the first-generation network may be a 2G or 3G
network that contains state information for loT devices. Table 2 above
illustrates an example of loT device identifier database that may be
maintained.

In step 504, the process includes providing, in the SCEF, first and
second loT device state information collection interfaces for respectively
collecting loT device state information from first- and second-generation
networks in response to subscription requests received via the common
interface. Referring to Figure 6, SCEF 102 includes a 2G/3G loT device
state information collection interface 604 for collecting loT device state
information for 2G/3G IoT devices from an HLR and a 4G/5G loT device
state information collection interface 606 for collecting state information
regarding 4G and 5G loT devices. 2G/3G loT device state information
collection interface 604 may implement the above-described procedures for
sending ATl messages for subscribing to receive loT device state. ATI
messages are MAP messages sent over SS7 networks. Thus, 2G/3G loT
device state information collection interface 604 may be an SS7 interface
that implements a MAP layer, a transaction capabilities application part
(TCAP) layer, a signaling connection control part (SCCP) layer, a message
transfer part level 3 (MTP3) layer, and an IP or SS7 transport layer (either
Sigtran over IP or SS7 layers 1 and 2). 4G/5G IoT device state information
collection interface 606 may implement one or more Diameter layers for
subscribing to and receiving loT device state information from Diameter
nodes, such as an HSS, an SGSN, or an MME. SCEF 102 also includes at

least one processor 607 and a memory 608.
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In the example lllustrated in Figure 6, SCEF 102 is a standalone
component. A standalone SCEF may include SCEF functionality in addition
to SCS and AS functionality as well as MTC device interworking
functionality. In an alternate implementation, SCEF 102 may be implemented
as a component of a Diameter signaling router (DSR). Figure 7 illustrates
such an implementation. In Figure 7, DSR 700 includes a plurality of
message processors 702, 704, 706, and 708. Each message processor
702, 704, 706, and 708 includes a printed circuit board and at least one
processor 710 and memory 712 mounted on the printed circuit board.
Message processors 702, 704, 706, and 708 may exchange messages via a
communications medium 714, such as an Ethernet backplane.

In the illustrated example, message processor 702 implements a
Diameter connection layer 716 and a Diameter routing layer 718. Diameter
connection layer 716 establishes and maintains Diameter connections with
peer Diameter nodes. Diameter routing layer 718 routes Diameter
messages based on Diameter layer information, such as destination host
and destination realm parameters, in the messages.

Message processor 704 implements SS7 communications. As such,
message processor 704 includes a Sigtran layer 720 and an SS7 layer 722.
Sigtran layer 720 implements Sigtran protocols for carrying SS7 messages
over IP networks. SS7 layer 722 implements SS7 MTP level 3 for routing
SS7 signaling messages based on SS7 point codes.

Message processor 706 implements SCEF 102 and may include the
components illustrated in Figure 6. As such, for retrieving IoT device state
information from a 2G or 3G network, SCEF 102 may send outbound
subscription requests via SS7 message processor 704 and receive
subscription information from SS7 message processor 704. For 4G and 5G
loT device state information, SCEF 102 may send subscription requests via
a non-Diameter interface, such as a direct APl-based interface to SCEF 102.

Message processor 708 implements a Diameter application 724.
Diameter application 724 may be any suitable Diameter application, such as
a Diameter firewall application, performance monitoring application, or other

suitable Diameter application.
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In the example illustrated in Figure 7, SCEF 102 is component of DSR
700. In yet another alternate implementation, SCEF 102 may be a
component of a policy manager. Figure 8 illustrates such an implementation.
In Figure 8, policy manager 800 includes message processors 702, 704,
706, and 708 as illustrated in Figure 7. Each message processor 702, 704,
706, and 708 includes a processor 710 and memory 712. Message
processors 702, 704, 706, and 708 may communicate via communications
medium 714. However, rather than implementing Diameter routing or only
Diameter routing, message processor 702 illustrated in Figure 8 includes a
policy and charging rules function (PCRF) 802 that implements PCRF
functionality. PCRF functionality includes responding to policy and charging
requests from Diameter nodes. Message processor 702 also implements a
Diameter connection layer 716 for establishing and maintaining connections
with external Diameter nodes.

Message processor 704 implements the SCEF functionality lllustrated
in Figure 6. Briefly, such functionality includes receiving subscription
requests for IoT device state information via a common interface, such as a
T8 interface, and sending corresponding subscription requests to HLRs and
HSSs. Message processors 706 and 708 may implement other Diameter
applications such as policy related applications or non-policy related
Diameter applications.

Thus, the SCEF that provides a common interface for multi-
generation loT device state monitoring can be implemented either as a
standalone node or as a component of another node, such as a DSR or a
PCRF. Such an SCEF obviates the need to provide dedicated interfaces to
monitor l0T device state information for loT devices of different generation
networks. Such a device improves the technological field of 10T device state
monitoring because SCS and AS vendors are not required to comply with
requirements of different interfaces for monitoring loT devices of different
generation networks.

It will be understood that various details of the presently disclosed

subject matter may be changed without departing from the scope of the
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CLAIMS

What is claimed is:

A method for monitoring Internet of things (loT) device state, the
method comprising:
in a service capability exposure function (SCEF) implemented
using at least one processor:
providing a common interface for receiving subscription
requests from loT application servers (ASs) or service
capability servers (SCSs) for monitoring state of loT devices of
plural different generation networks;
maintaining, in the SCEF, a database of identifiers of
0T devices of a first-generation network;
providing, in the SCEF, an interface to a subscriber data
repository node of the first-generation network;
receiving, via the common interface, a subscription
request for subscribing to receive state information regarding
an loT device;
performing a lookup in the database and identifying the
subscription request as being associated with an loT device
registered in the first-generation network; and
transmitting, via the interface to the first-generation
network, a message to the subscriber data repository node for
receiving state information regarding the loT device.
The method of claim 1 wherein the common interface comprises a T8
interface, the first generation network comprises a 2G or 3G network,
the T8 interface is further configured to receive subscription requests
for state information regarding a 4G or 5G IoT device, and wherein
the method further comprises, transmitting, via an interface to a
second generation network, a message to a node in the second
generation network for subscribing to receive state information
regarding the 4G or 5G loT device.
The method of claim 1 or claim 2 wherein providing the database

includes providing a database indexed by mobile subscriber
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10.

11.

integrated services digital network (MSISDN) numbers or domain
parts of external identifiers.

The method of any of claims 1 to 3 wherein the subscriber data
repository node comprises a home location register (HLR).

The method of any of the preceding claims wherein transmitting the
message to the subscriber data repository node comprises
transmitting an anytime interrogation (ATI) request message to the
data repository node.

The method of claim 5 wherein the subscription request is a request
for one-time monitoring and wherein the ATI request message
includes an information element indicating one-time monitoring.

The method of claim 6 wherein the subscription request is a request
for continuous monitoring and wherein the ATI request message
includes an information element indicating continuous monitoring.

The method of claim 7 comprising maintaining a timer at the SCEF
and periodically sending ATl request messages to the subscriber data
repository node upon each expiration of the timer to effect the
continuous monitoring.

The method of any of the preceding claims comprising, receiving, at
the SCEF, state information regarding the loT device and providing
the state information to the SCS or AS via the common interface.

The method of any of the preceding claims wherein the SCEF
comprises a standalone node or a component of a Diameter signaling
router (DSR) or a policy server.

A system for monitoring Internet of things (loT) device state, the
system comprising:

a service capability exposure function (SCEF) including:

at least one processor;

a common interface for receiving subscription requests from
loT application servers (ASs) or service capability servers (SCSs) for
monitoring state of 0T devices of plural different generation networks;

a database of identifiers of loT devices of a first-generation

network;
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12.

13.

14.

15.

16.

17.

an interface to a subscriber data repository node of the first-
generation network;

wherein the SCEF receives, via the common interface, a
subscription request for subscribing to receive state information
regarding an loT device, performs a lookup in the database and
identifying the subscription request as being associated with an loT
device registered in the first-generation network, and transmits, via
the interface to the first-generation network, a message to the
subscriber data repository node for receiving state information
regarding the loT device.
The system of claim 11 wherein the common interface comprises a
T8 interface, the first generation network comprises a 2G or 3G
network, the T8 interface is further configured to receive subscription
requests for state information regarding a 4G or 5G loT device, and
wherein the SCEF further includes an interface to a second
generation network and the SCEF transmits, via the interface to the
second generation network, a message to a node in the second
generation network for subscribing to receive state information
regarding the 4G or 5G loT device.
The system of claim 11 or claim 12 wherein the database is indexed
by mobile subscriber integrated services digital network (MSISDN)
numbers or domain parts of external identifiers.
The system of any of claims 11 to 13 wherein the subscriber data
repository node comprises a home location register (HLR).
The system of any of clams 11 to 14 wherein the message
transmitted to the subscriber data repository node comprises an
anytime interrogation (ATI) request message.
The system of claim 15 wherein the subscription request is a request
for one-time monitoring and wherein the ATI request message
includes an information element indicating one-time monitoring.
The system of claim 16 wherein the subscription request is a request
for continuous monitoring and wherein the ATI request message

includes an information element indicating continuous monitoring.
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18.

19.

20.

21.

The system of claim 17 wherein the SCEF maintains a timer and
periodically transmits ATl request messages to the subscriber data
repository node upon each expiration of the timer to effect the
continuous monitoring.
The system of any of claims 11 to 18 wherein the SCEF receives
state information regarding the loT device and provides the state
information to the SCS or AS via the common interface.
A non-transitory computer readable medium having stored thereon
executable instructions that when executed by a processor of a
computer controls the computer to perform steps comprising:
in a service capability exposure function (SCEF) implemented
using at least one processor:
providing a common interface for receiving subscription
requests from loT application servers (ASs) or service
capability servers (SCSs) for monitoring state of loT devices of
plural different generation networks;
maintaining, in the SCEF, a database of identifiers of
0T devices of a first-generation network;
providing, in the SCEF, an interface to a subscriber data
repository node of the first-generation network;
receiving, via the common interface, a subscription
request for subscribing to receive state information regarding
an loT device;
performing a lookup in the database and identifying the
subscription request as being associated with an loT device
registered in the first-generation network; and
transmitting, via the interface to the first-generation
network, a message to the subscriber data repository node for
receiving state information regarding the loT device.
A non-transitory computer readable medium having stored thereon
executable instructions that when executed by a processor of a
computer controls the computer to perform the steps of any of claims
1to 10.
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