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[ 4 B4 47 = ]
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# 3 (network switch port) & X 4 # # (switching logic) °
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(application-based)#y £ /L M f > R A RE I H W B F =
BEHHSOmETZ—MBHEIHEBREANRERRARKERA
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EH#Ha - 2L BETHRE I2ZHMAT LA KBRS
4 (Ethernet link)16 @& » f# EH H# & 7T £ T8 %
182,18b,18c i &% - B H— A F B E aE XK & 12
B A Me @B Tk 14

X BB LNAEBEAFAHRNARENMAOK @ 22 &
| HEerBmBHE 242 %X#HB20-MACKE L 22 FBKRE
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TR EHHAOA X I AN ER N 4RAKENOE
BN 4BERERIEL - EX#HRBI2FBEAEETHEKR
By B AFETHESE X R R (frame forwarding
decision)z X # # % 25 - S HMHME 25 TRELAER
(IEEE802.3)42 58 ¥ = R /R AL &k ~ B # ¥ 4z 5t & VLAN ¥ 3R
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12mA > RAXRBE2SHBRIGERTEFERER

Wb R BB LS THEE BRI BRRARRE =
XHBAEAR-ERAXBRBBE S AAFEZIEZRIBARTER
BRESE S MAEHG(ARE-—FTHEAR) B HE
AREAP AR TAIHEAFHBRMARNERA
(latency-sensitive application)Z % 4% % 3 & 4F 88 94 & &
F

REFB TR F IBZIHE>HS 24T £
BRAHMEHARZARERZB AN THAGEREL K 4K
# B & % 18 B 85 b 8 (multiple simultaneous comparison) °
Tl wTzoxAE B 26 8% A E KR E — & (policies)
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EbPHam B TR BBELE 2SR TRARELAZE NI ENRH
O ERXREMBEFRILEHAEAZIETRH G - T Fe4H#

HEHENRLEFTHY — B EHERELRRREBILRE SR
HFATHRHEBE2S DT R BREIEHR EBKRIBHE =
EHHOLHEBIXRL WAL EHATAE _EEHH A

- B HOsBEIHE 24 TERRRBA oL
X F M # W &£ (HTTP) - SNMP ~ FPT ~ Telnet % F B # 48 %
ERZEHRARAAGHFLE -

Bk R EH#H 25T a4 —@sty HTTP & & 2 B M
EHERALREALSLE - — 844 SNMPH A ETHER
EHRARELULE A4 8752 AHLEHBRAXF
HEIZEHEZEXHE LR ELE:H -

2B ABRBITREBEATFAZ BT RS ED

BERE29FRE - w B 2B/ BB KB 28
3 MAC 22 # 4 FIFO & # % 27 2% £ % 29 R #
- BRBERE 24 THRAHAERIKEBRIZIHLT BB
a2 HRAUBEBAEARIKRE20EZEASTRHA
EREBRBHEURIGENHSLOHABEANRAIRARITHOGH
ZRER(tag) /B 25 - FT 2 HarmBHEaE 24
AHLELBRANETHHLOASARAAHBE AT RAAZ
KR - R HEerBEHRE2ARBEH A AHNETHITELAS
B RGBSR > P B K RITHF L KX (equation) > X
BB RBEEBHEE LS HHFRK -

T2 oHAsHEIEB2I UK I EAERPHEBLEZE

AMEREER FBBEAERE (CNS)AL R (210 x 297 2% ) 8 91642
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P-—BHEAEOBRRGTABBREANET RS
BERXR - R HosBEISHE 2488 s
T RA R ELA I BAMETHER -

FIARIBEA#RAXNH OB SH A 24 AHRE
— MBI EBANRBARROE - F3ABRARF LR B
M 24 #fTHh X

Eql = M1*M2*M3*M4*(M5+M6+M7+M8) 2 & # 3% 1

-

m A & b
A 8RR

(logical evaluation) °

FIABEARAMTEREEFTEZX Eql R F L DAL
& B (min term memory)70 - & £ X Eql & # w @ & &
62a,62b,62¢c & 62d : # 4R 62a &, 3% s A M1, M2, M3, M4
B M5 # 48 62b & 42 /5 B M1, M2, M3, M4 & M6 ; # &
62c & 4% /) 5 M1, M2, M3, M4 & M7 ; # & 62d & 4 ' &
M1, M2, M3, M4 & M8 - % — B # 4k 62 ¥ & — 18 R #& IP
EHHOBZEMTHBROF L IPEHE K- R RA
¥R 62a R 62c T A # 3 HTTP # & > 44k 62b & 62d
TRPFHHSNMP 3t - E@eR > B A IPva & X > IP
P gy 17 4k B85 R AW 4 (time to live field) Ak # 1> IP 258 + &
% & # 4 (protocol field)& TCP > 42 38 4% ¥ #v (header
checksum)it 28 » R JR TCP 32 % 80 &% B #) ¥ TCP & A 80
B HE A HITP & - 24 IPvA R X - IP ¥ &9 & &
R AR 1 IPRAFGHB I ML TCP> RBAZKYH
fo B BE > R B TCP 32 % 25 X B th 3 TCP % % 25 % - B
P A SNMP 3 & -
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B » TRIXITFH DBARKEKANE Loy ER
M1 = 3t & & IPv4 % X
M2 =1P & & 7 & o M 8 & K7 1
M3 =1IP A& s ¥ ey T WL’ TCP
M4 = RSB A ILEH®
M5 = & % TCP % % 80
M6 = B & 3 TCP #% % 80
M7 = 4 i& TCP # % 25
M8 = B &y 3 TCP % % 25
Bt > HIR 62a & 62c 3% HTTP # & - # 4 62b R

62d # # SNMP 4 & - 4ot » R 2 # 4R 62a,62b,62¢c & 62d

Py iEfT — B B HE(true)r AR X —(Eql)fr s £ — B E W
HEXHRBE2DSHHBAEALR(FFEAHBAAZIRE) -

M B o IR M1..MS8 44 AR E &R A kP £ 48 B e Ak
] 62a R/%K 62b ¥ AR EWIPMAAWMAG TR T M
o ati i YMmE —% A MI AR RS IPH OGN E —
B e (BI)4Eth s>/~ M2 4 B s 2 IP 3t & 2 # £ Bl
By @ (BD)ELE > A M3 %A EIPHEZESE
B2 #wimmaaaB3)hr. . % B #REAPMAIK
w62 BREPZ  BAUABMAGETHATER AL BY
WMEBHIBAHRY HITEAFHAETHARLS A IARMS S
e F E&-R THMANE R LR S EERMAFEL R
AETEAETHAGEHSLOHNEHREX AT AITRR
Wi 25 B AEH BB -

AUEFRRE#A PEERZE (CNS)AL A& (210297 2% ) 10 91642
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B BHBRA (n)
o 2B NEAEB XK EBIE R (network
switch port filter)Z # & 5 M % 24> & A RBHF DAY
B e MIM2.. 5 )2 NAZEAE 70> X R A ¥ AT &

MEBE R —REHESBEEITRHERHRRS ; HoP oo #
BAErmBELIF_RBRERESRIW L AEB -

IEEE802 % 3 % )BP T # R £ — B # 6 30 ¥ IP 4 & 32 #
RIEME 64 HO BB 24 B0 )RAREHS 74 MR
A4 % 76 & £ X 4% < (equation core)78 R B & R 2 &
#80-B T2z RERZEN @A L (pi_mod)82 4 A Ui & A H
B BEHRERES 208 % Z2 ALK AR 70

NEEH S T4AGA RN ATREME 70 P REAEEZK
ey IPEHEMEIR LLBYE EWY A - PNBAEHSB
T4 BT ERRS AL EBRIAKZBEKREAAR
BE_REHEOBEAZEHERBS 28 FHERDY
(frm_type): R Mz h R B BT HL v i
(byte_location) o IR IE H] B 74 & F K A E
(M_STRU_ INFO)# % 2 H A AL B 16 R FZ B AHm < 78

IR EAE S TOMATA RS B AARY &R RER
WAEHASSA AN ZITERS A LE  BERH|/ DAL
BEFR(mt_result) @ FEABLC 78 REAMB T H TR
Bl NEAAABHESATAHERATNAAK S A
NEHEHLER c FRABS TBHREEKEINRERAELS
To6 ) NALBE R M AE A BEMN M KIKR 62 & B E R
ﬁo

AUFRREBA ¥ B R ERE (CNS)AL R4 (210 x 297 2% ) 11 91642
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Wi  HArBEEHA 245 —@HHE 20
R A A BRSO FE _RERBARTFARANER
& A (f# 4%« HTTP,SNMP,FTP,Telnet % )&y B K 4E - @ B > 7T
R BEERe 24 BB AL HERKR @B
BRHGE _RBREHHOHBBEIOBARKRSE - F35 2
WHBFBHMRBEIVEBBARTER > RLEHRBRH
LR AAEALAWERNA AL £2@EREBHMAENE =
REHH#LEOELRALEINEERAZIRT TR
(payload information) » ] 4o B ¥4 # 3% (session)# % K ~ &
# (acknowledgment) - # ZE M BN - B xHPFTHF K
AHFLHERABER - TRIH LA SHE 2492 KZ
BAAENHKR RBABHE -_RBREIRHFLHNERTAHRS
T RMEREHAAOKE B HEesBEIHE 24TE

RAmEB R ERERAREOERARE X B HEE DS

PXZRBBBETETUARRAEEN ZILHEAM
(application-based aging operation) °

FABGF @B TRELAZAT R ZE 1B R #
Wi 2568 R 48T SBHBRAEIBKES
80 R @M X itk 82 Ko B XM uk 8277
BREMBI KBS 120 RASE AL - XK EH 8
bl gk X Mtk 82 PAr ok kisk 84492 F (B
#) -

B — i bk & 4% 84 6,3 MAC fir uk # A 84c¢ ~ IP 4 &b
WA 84d R X - B MM 84e H & 2 X 3 F AWM 84e

AMIRREBA ¥ BB KEE (CNS)AL A (210 x 297 2% ) 12 91642
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B~ BARA (1)
% AEAEMYE B MAC R/ IP sk ¢ 48 3% & 3 R £ 48
HBERYWE-_RR/ZFE=ZRXKER - & — it kLK 84
FOBAUAELAG S S MBI EAGESRAS
WA 84a -~ U B A A AL FF B B A M@ & (application-specific)
M ER APz 2B HMUARGRBCEHETN
ERAMIFHEBRRA AR

EFSEABARBEAZALT A IRTEBZ I B AL L
%SZZu@m%%%%%wzﬁ%%ﬁﬁ@°$ﬂﬁﬁ@
Aa T BRGRITT A K E A K # e (state-based)
P B8 80 ey MMk (new state)A B B R B H & 5 B
R 24 HEHREKDHAT -

SHER ST B OKAE ES BRI T £ CPCUKZED

— AU RBEBERINGWEF _REHHSOHBASLEARERY
I ERABERBEAHLOIBEESEE 242 AL ER T0-
T2z —WEBELREARBELRAEEER T8 —
EFHHEHEF R HOrBREEE 24 AR RE IS
BB REFER O BFRE - BRZEEIHRHBEL 2 ME R
BRBE2DSEZAVEABGBRAERENEHEINEBEREM X
$hBESOBEEAST R A AL IEMHB XM
fir it & 82 t9 F X 2 B (learn)ww 4k - % 4 > £ CPU & # &
ko f ¥t BB R B £ CPU T & 4 & 8 4o 8% % &t 8 48 A 2|
MERZBENSMERBEEZ IR ZER T0(F B 94) £33 8
PHERE A THRAANINVERAELTEBERARKRE O H
ReRF > T—REAMAAOHRRKRBEADARZRKAE 70

AEFKREER ¥ FAZ & (CNS)A4 A (210 x 297 % ) 13 91642
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A7
B7

F o~ BARHA (1)

EHBHBEOBERINE - REIHHEOEHHILFTONER
A% > £ CPU26B £ % 5 96 F &K EMAMX
(application-specific)z % 4t 85 R (75 B T1)#& A % 1t 8§
WAL 84b > M A B H HF B M BN ELLNHSH
¥ 4 84a -

BRIFE-_RBREHHFLZABRIKE200H LT R
R4 BFEER BB RERARZEHEBTHERALF EA R
TEHZHARE = EZEST B ISTHOATHEEIRSE
24 RMB R AEHEH AN KE LE £S5 B 100 FIMN
KEEATRBEHEAHYEBBRAZEHASHEELE R > A
EFBIPIPHOAIHEIREMIHB L ATHBLE RO K
BHRLXKBE S0 X #HEHSORMMBE B Miki
4 84- X AF B I00 P HZMRKEEH O BE S K E 24 H
M7 % ¥ R JE A 4k % (intermediate application state) > B £ ¥
Bl H AT HEHRE 24X EBETHRBLIRER
80 4 X # B4 80 N P M ey £ B M 1 84a ¥ &9 B ¥ B A
8 F X E & (reset) T 8F B o

X ik B3 80 sALh i H o9 R0 4 MR 4 BF R A 84a
MENZAAMERAE 4O T X BFHERKRER M TN E
LM m-% &5 % 106 FXKEH 80 EAKEMR M I
BB Ar-HRGM R RTL&E&ARLILRERMADT
Bab e WK ERA M AW ELBHMBHERIAARFR » X #K
B 80N A& A BB 102 FM K HERK -

REFEMBTHETRSL  HHL-E&BHETHERAKE ML

AUEIRREERA ¥ EHERZE (CNS)AL 4% (210 x 297 2% ) 14 91642
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B~ A (15)

AR ERMmEE £ILH [ » LUIE 58 3 3 & 4L bk 22 4 B £ A7

R EE XA PRA Bt @R IBBETREL

il BB e B M R MR RE R e
AFAHRUBAAMPRTBFIRETEFE T L

BERRAZERG > BRERKFATEMMG P HEA

BB ARAELBNFELEEEHRERNEE -

AUBFERREBRA TEBEFZE (CNS)A4 48 (210 x 297 2% ) 15 91642
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WD PR D 35 M dmo 3n e T o o S 7y

AS
BS
WoPIEARE (BVZLMA: REBEBZEURINNERHOKET®
Rk EZ B IHBET 2R E R
By oa k£ 1L
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EXAAHER (HAZLM  SEECTIVE ADDRESS TABLE AGING IN A NETWORK )
SWITCH BASED ON APPLICATION STATE
DETERMINED FROM A RECEIVED DATA PACKET

A network switch, configured for performing layer 2 and layer 3 switching in an Ethernet
(IEEE 802.3) network without blocking of incoming data packets, includes a network switch port
having a packet classifier module configured for evaluating an incoming data packet on an 3
instantaneous basis. The packet classifier module performs simultaneous comparisons between the |
incoming data stream of the data packet and multiple templates configured for identifying respective -
data protocols. Each template is composed of a plurality of min terms, wherein each min term
specifies a prescribed comparison operation within a selected data byte of the incoming data packet.
Hence, the packet classifier module is able to monitor data flows between two network nodes
interacting according to a prescribed network application. The packet classifier module determines
the application state for a prescribed network application from a received layer 2 data packet, enabling
switching logic within the network switch to utilize application-specific aging intervals for respective
network applications such as HTTP, SNMP, ftp, Telnet, etc. in order to delete aged address entries
from a network switch address table based on the supported network application. Determination of
the application state from the received layer 2 data packet also enables the network switch to detect
the end of a data flow for deletion of the corresponding address entry from the network switch address
table.
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