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(57) Abstract: Systems and methods associated
with domain name system (DNS) based infection
scores. One example method includes maintain-
ing query profiles for members of a set of clients
in a network. The query profiles may be main-
tained based on DNS queries sent from the mem-
bers of the set of clients, and on DNS responses
received by the members of the set of clients.
The method also includes generating infection
scores for the members of the set of clients based
on their respective query profiles. The method
also includes prioritizing a vulnerable member of
the set of clients for remedial action. The vulner-
able member may be prioritized based on infec-
tion scores of members of the set of clients.
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ONS BASED INFECTION SCORES

BACKGROUND

{0001] The domain name system (DNS) is used to translate web addresses
{e.g., wwwlexamplelcom) into internet profocol (IP) addresses ({e.g.,
15.201.225.10). For example, when a client seeks 1o reach a website, the client will
send a DNS request identifying the website by s web address to a DNS server.
The DNS server will then lookup the web address in a table, and if the address is
found in the table, the DNS server will respond with a corresponding 1P address.
DNS is used in intermet communications, including malicious traffic {e.g.. traffic
refated {o attacks on enterprises).

BRIEF DESCRIPTION OF THE DRAWINGS

[6002] The present appiication may be more fully appreciated in connection
with the following detailed description {aken in conjunction with the accompanying

drawings.

[6003] FIG. 1 dlustrates an example system associated with DNS based
nfection scores,

[0004] FIG. 2 ilusirates an example flowchart of example operations

associated with DNS based infection scores,

[0005] FIG. 3 lilustrates an example domain name system (DNS) based
infection scoring system.

[0006] Fig. 4 illustrales another example DNS based infection scoring

system associaied with DNS based infection scores.

[0007] FIG. 5§ illustrates an example computing environment in which
exampie systems and methods, and equivalents, may operate.
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DETAILED DESCRIPTION

f0008] Systems and methods associated with domain name system (DNG)
based infection scores are described. Figure 1 illustrates an example system 100
associaled with DNS based infection scores. System 100 may be a system in an
enterprise used o identify which of several clients {e.g.. client 112, client 114, and
chent 116) should be prioritized for remediation.

{0009] By way of iltlustration, clients 112, 114, and 116 may belong to a set of
clients used Dy a company in varicus aspects of the company's business. The
clients may include, for example, servers, personal computers assigned o users,
and so forth. At any given time, many members of the set of clients may be infected
with malware or otherwise compromised from a security perspective. However, due
{0 limited resources of the company's information technology {(IT) department, the (T
department may be able to remediate issues on a limited number of clients in any
given time pericd. Consequently, the T department may desire to prioritize for
remediation, clients thal most need the remediation. Many factors may be taken into
account for identifying which clients should be prioritized for remediation including,
for example, the severity of infections of various clients, the data andfor user of a

client, and so forth.

[G010] System 100 includes an cobservation logic 130. Observation logic
may inspect DNS packets {e.g., DNS request packets 122). DNS packets 122 may
be retrigved from a dala stream 180 between a client {e.g., client 112) and a DNS
server 199, Figure 1 iHustrates two data streams 190, including a8 DNS request
stream of DNS request packets sent from clients to DNS server 199 and a DNS
response stream of DNS response packets sent from DNGS server 198 to clients. To
prevent slowdown of traffic in the network, the packet may be copied from a data
stream 190 {o system 100 by, for example, a network tap 195, in this example, client
112 sent DNS request packets 122 requesting internet protocol (IP) addresses
associaled with 4 domain names. Additionally, each of these domains may be
associated with zero, one, or several intemet profocol (IP) addresses. Though DNS
request packels having single domain names are shown, there may be sifugations
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where a DNS request packet contains several domain names. In this case, dala
may be tracked for each individual domain contained in a DNS request packet, and
for groupings of I addresses provided in DNS response packets.

[GO011] In this example, the domain names are categorized as being
associated with whitelisted domains {e.g., [goodi].com, [goodZ].com), blacklisted
domains {e.g., [badil.com), and grey domains {e.g., {greyllcom). I[P addresses
may also be similarly categorized. Whitelisted domains and P addresses may be
known, safe, or assumed safe domains and 1P addresses that have a low liketihood
of being associated with a malicious event {e.g., 8 malware atiack). Whitslisied
domains and 1P addresses may be, for example, selecied based on 8 known or
assumed fist of safe domains and P addresses, manually selected by an
administrator, automatically updated over time based on network traffic, and so forth.

[0012] Blacklisted domains and 1P addresses may include domains and IP
addresses that are known or assumed to be associated with malicious attacks. For
example, some malware will communicate with command and control servers o
obtain instructions, provide stolen personal information, and so forth. If a client is
requesting DNS information associated with a blacklisted domain or receives a DNS
response containing a blacklisted IP address, #tis likely that the client is infected with
an associated malware which can be removed to improve security of the client
Blacklisted domains and IP addresses may be, for exampie, selected based on a
knowrt list of unsafe domains and P addresses, manually selected by an
administrator, automatically updated gver time based on netwaork trafiic, and so forth.

[0013] Grey domains and P addresses may be, for example, domains and
I addresses that are neither whitelisted nor blacklisted. Because essentially
anyone can create a websile, and these websites may change cwnership over time,
it may be difficult to maintain a fully accurate list of which domains and P addresses
gre safe and which are unsafe. However, because most legitimate traffic is directed
at a small humber of domains and P addresses, these domains and {P addresses
may be whitelisted, domains and [P addresses known fo be associated with



WO 2015/195093 PCT/US2014/042711

malicious events may be blacklisted, and the remaining domains and 1P addresses

may be treated as unknown, grey domains.

[0014] Because grey domains and P addresses could be associated with
either legitimate traffic or malicious events, a small number of accesses to grey
domains may be treated as normal for most clients. However, large numbers of
accesses to grey domains may indicate, for example, a misconfiguration of the client,
a user of the client accessing inappropriate conteni, an as of yet unidentified
matware on the client, and so forth. In these cases, there may be remedial actions
that can be taken {0 reduce the number of grey domains and/or IF addresses being
accessed. These aclions may include, for exampie, reconfiguring 8 misconfigured
client {o stop mistakenly accessing grey domains, educating a user, studying and
removing & malware, and so forth.

[0015] in evaluating how likely a client {e.g., client 112} is infected with a
malware, observation logic 130 may inspect DNS request packets (8.g., DNS
request packets 122} and DNS response packets and mainiain a query profile
associated with the client based on contenis of the DNS request packets and DNS
response packels. in this example, profile 142 is associated with client 112, profile
144 5 associaied with client 114, and profile 148 is associated with client 118, As
mentioned above, DNS request packets 122, which were sent from client 112,
contain 2 whitelisted domains, 1 blacklisted domain, and one grey domain.
Consequently, Observation logic 130 may update profile 142 based on the numbers
of types domains in DNS request packets 122

[0016] Generally, when a client makes many DNS quenes associated with
blacklisted domains, it is fikely that the client is infected by some form of malware.
When a client primarily makes DNS queries associated with whitelisted domains, it is
likaely that the client is secure. When a client makes numerous DNS gueries
agssociated with grey domains, the client may be treated as suspicious. Suspicious
clients may require further investigation to identify whether the client requires some
remediat action.
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[0017] Though profiles 142, 144, and 146 are only illusirated as tracking
numbers of whitelisted, blacklisted, and grey domains from DNS request packets,
many other metrics may be tracked within the query profiles. {n addition to tracking
numbers of various types of domains requested in DNS request packets, query
profiles {e.g., profile 142) may frack numbers of types of IP addresses received by
clients (e.g., client 112} from DNS servers {e.g., DNS server 189) iy DNS regponse
packets. These types of P address may include, for example, blacklisted P
addresses, whitelisted P addresses, grey 1P addresses, and so forth. As with
domain names in DNS requests, receiving DNS responses containing blacklisted 1P
gddresses may indicate a client is infected, receiving DNS responses containing
whitelisted 1P addresses may indicate a client is secure, and recsiving DNS

responsas containing grey (P addresses may indicate a client is suspicious.

{0018] Further, numbers of IP addresses received in DNS responses may
also be tracked in profiles (e.g., profile 142). By way of iflustration, profiles may rack
how many DNS responses contain zero P addresses {(indicating a domain
requested was invalid), how many DNS responses contain a single IP address, and
how many DN responses contain multiple IP addresses.

[0019] A large number of DNS responses containing no {P addresses, which
gre designated by a NXDOMAIN response in the DNS response packet, indicates a
high likelihood that the client receiving the NXDOMAIN responses is infected. This
may be because, for example some malware algorithmically generate domain names
1o contact command and control servers, and many of these may fall to resolve.
Legitimate websites, on the other end of the spectrum, may respond with multiple P
addresses {o facilitate better fallover andfor load balancing. Thus, query profiles are
likely associated with a healthy client when a query profile indicates a client has
received mostly responses with muitiple 1P addresses.

[0020] Responses that contain only a single IP address may be treated as
suspicious. Smaller and less popular websites {e.q., serving a niche interest group)
may have 3 single IP address because load-halancing is unnecessary for smaller
weabsites. It is also possible that a DNS request resolving to a single IP address is
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associated with a malicious website. For example, a phishing site, hosted on a
compromised personal computer, may rescive {o a singls 1P address. In one
example, it may be possible to predict whether a DNS request resolving to a single
P address is associated with a malicious attack by attempting to re-request the IP
address at a later point in time. Because malicious sites are often cleaned up andfor
detected and shut down relatively guickly, mappings between domain names and P
addresses associated with these malicious sites may be short lived and/or change
regularly. Consequently, if an IP address associated with a domain changss after a
predetemmined pericd of ime, it may be more likely that the client has accessed a
malicious domain.

[0021] Derived metrics may also be siored in query profiles. Derived metrics
may include, for example, what percentage of requested domains are associated
with blacklisted domains and what percentage of received P addresses are
blacklisted 1P addresses. This is because a client accessing 80 malicious domains
out of 100 queries is likely more in need of remediation than a client accessing 100
malicious domains out of 1000 queries. Additionally, malicious domains and P
addresses may be weighted so that certain types of malicious events are prioritized
for remediation. For example, a client having the Zeus worm on it may be
considered more in need of remediation than a client having undesirable tracking
cookies,

{0022] Periodically, the query profiles (e.g., profile 142, profile 144, and
profile 146) may be run through an infection score generation logic 150,  infection
score generation logic 150 may generate infection scores for each of the dlients
based on their respeclive query profiles. In one exampie, the scores may be
generated based on conirol data 155. Control data 155 may contain data previcusly
retrieved from a set of machines known {o be infected and a set of machines known
to be free of malware. By comparing query profiles 1o the control data, clients may
be classified based on their levels of infection.

[0023] In one example, query profiles and profiles from the control data may
be converted to feature veciors o faciiitate comparison of the quety profiles and the
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control data. Some techniques for comparing the feature vectors may includs, Jor
exampie, decision trees, logislic regression, support vector machings, and so forth.
Depending on the comparison technigue applied, different scoring functions may be
useful. For example, when using & decision tree to classify clients, a class
distribution of a decision node may serve as a scoring function. When using support
vector machines, distance of a vector from classification hyperplanes may serve as a
scoring function.  For regression analysis, the sguare root of an error metric may
serve as the scoring function. In some examples, it may be possible to perform
muttipie types of classifications which may be useful when the control data contains
information regarding multiple types of maiware. This may facilitate assigning clients
muttiple labels based on their query profiles, which can allow clients {o be classified
as having multiple {ypes of malware. Knowing what types of malware have infected
a client may be used for generating infection scores for clients, prioritizing clients for
remediation, and recommending a remedial action 1o take on a client.

{0024] In another example, applying clustering techniques to the guery
profiles may facilitate generating infection scores for the clients. Clusters of conirol
data may be generated, including infected clusters and benign clusters. A gquery
profile may then be compared o the cluster by measuring a distance between a
vector generated from the query profile and the cluster. This distance may be
measured from, for exampie, the clusters centroid, the average distance from all
points in the cluster, and so forth. This distance may serve as the scoring function.

{B026] Though it may be possible to uptate a client's infection score by
comparing the client's query profile to the control data every time the guery profile is
updated due 1o detecting a new DNS request packet or a new DNS response packet
associated with the client, this may be inefliicient due to performance reasons.
Consequently, a time pericd may be selected for periodically updating infection
scores of clients. The time period may be for example, a8 minute, thirty minutes, an
hour, eight hours, a day, and so forth. Selecting a long time period may facilifate
building stronger query profiles for the clients. Selecling a shorter time periotd may
reduce the likelthood that a profile may become poliuted by, for example, a shont
burst of malicious traffic followed by a long period of normal use.
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[00268] Once infection scores have been generated by infection score
generation logic 150, the infection scores may then be provided o a prioritization
fogic 160. Prioritization logic 160 may use the infection scores o rank which client
should be prioritized for remediation. The ranking may aiso be based on how
important the various machines are {0 a company implementing system 100. By way
of Blustration, a client holding sensitive financial data or belonging to the CEQ of the
company may be considered more important than a client belonging to a
salesperson. In an alternative example, a proxy server may aggregate numerous
DNS queries, including gqueries associated with malicious domains. Mowever,
because these gueries are likely actually associated with clients other than the proxy
server, the proxy server may be given a fow priority. Prioritization logic 160 may aiso
take mto account, for example, past infeclion slates of clients by examining andfor

weighting previous infection scores for the chients.

{00271 In this example, a prioritization ogic 160 may be ilustrated. Client
112, which was given an infection score of 30% by infection score generation logic
150, has a value of 100, client 114 has an infection score of 40% and a value of
1000, and client 116 has an infection score of 80% and a value of 300. in this
example, the priorities are ranked by multiplying infection scores by client value, and
consequently client 114 has the highest priority for remediation, followed by client
116, and client 112. Thus, in this example, where the infection score generation
logic is generating a score indicating a likelihood of infection, client 114 is prioritized
for remediation over client 116 because client 114 has a higher value than client 118
despite the fact that client 116 is much more likely o be infected than client 114

[0028] Ut is appreciated that, in the following description, numerous specific
cetails are set forth 10 provide a thorough undersianding of the examples. However,
it is appreciated that the examples may be practiced without Bmitation to these
specific details. In other instances, some methods and structures may not be
described in detail {0 avoid unnecessarily obscuring the description of the exampies.
Also, the examples may be used in combination with each other.
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[0029] Figure 2 #Hlustrates a method 200 associated DNS based infection
scores. Method 200 may be, for example, embodied on 8 non-{ransifory compuiter-
readable medium storing computer-executable instructions. The instructions, when
executed by a computer, may cause the computer to perform method 200.

[0030] Method 200 includes maintaining query profiles at 210 for members of
a set of clients in a network. The guery profiles may be maintained based on domain
name system (DNS} queries sent from members of the set of clients. For example,
the query profiles may track, for their respective members of the set of clients,
quaniities of types of domain names requested in DNS gueries sent from the
members of the set of clients. The types of domain names may include, for
example, blacklisted domains, whitelisted domains, grey domains, and so forth.

[G031] The query profiles may also be maintained based on DNS responses
received by the members of the setl of clients. For exampie, the query profiles may
track, for ther respective members of the set of clients, quantities of types of internet
protocol (IP) addresses received in DNB responses received by the members of the
set of clients. The types of P addresses received may include, for example,
biackiisted 1P addresses, whitelisted IP addresses, grey 1P addresses, and so forth.

[0032] The query profiles may also track, for their respective members of the
set of clients, guantities of DNS responses received that contain no IP addresses,
guantiies of DNS responses received that contain a single IP address, and
quantities of DNS responses received that contain multiple 1P addresses, and so
forth. Here a DNS response refers not 10 an entire DNS response packet but to a
response to an individual DNS request associated with a domain name, as many
DNS requests andfor responses may be included in a DNS packet,

{0033] The query profiles may also track, for their respective members of the
set of clients, derved features of the DNS queries and DNS responses. The derived
features may include, for example, g percentage of blacklisied domains reguested, a
percentage of blacklisted IP addresses received, a weighted score of blacklisted
domains requestied, a weighted score of blacklisted 1P addresses received, and so
forth.  Weighted scores may be generated based on a metric defining how

6.
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dangerous certain blackiisted IP addresses are. As some malware may be more
likely to compromise, modify, and/or erase sensilive data, these malware may be
considered more threatening than a malware that mildly deteriorates client
performance. Thus, IP addresses and domains on the blacklist may be weighted fo
reflect their respective dangerousness 1o various clients. Tracking weighted scores
of blacklisted domains and blacklisted 1P addresses may therefore include factoring
in the weights of the blacklisted P addresses and domains info the respective

metrics.

[0034] Method 200 also includes generating infection scores for members of
the set of clients. The infection scores may be generated for members of the set of
clients based on their respective query profiles at 220. Generating infection scores
may comprise generating feature vectors for members of the set of clients based on
their respective query profiles. Generating infection scores may also include
comparing the feature vectors o a control set of feature veciors having known
infection states. The feature vectors may be compared to the control set of feature
vectors using, for example, a decision tree, a logistic regression, clustering, a
support vector machine, and so forth,

[0035] The comparison may be based on g scoring function that facilitates
ranking infection states of members of the set of clients. For example, for a decision
treg, a class distribution at various decision nodes may serve as the scoring function.
For a support vector machine, the distance of feature vectors from classification
hyperplanes may serve as the scoring function. For logistic regressions or other
regression technigues, the square root of an error value may serve as the scoring
funclion. For clustering, a distance between a vector and an atlribute of a cluster

(2.g.. a point, a vecior, an average) may senver as a scaring function.

[0036] Method 200 also includes prionitizing a vuinerable member of the set
of clients for a remedial action at 230. The prioritization may be based on infection
scores of members of the set of clients. In a case where the infection score serves
as the prionty score, the higher the infection score of 3 client, the higher the priorty

that client will be given for remediation.

A0-
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[0037] Prioritizing the vulnerable member of the set of clients may alsoc be
based on contents of the members of the set of clients, user identities associated
with members of the set of clients, past infection and/or priority states of members of
the set of clients and so forth. Prioritizing the vulnerable member based on the
contenis of the clients and on user identities associated with the clients may ensure
that clients having sensitive data and clients assigned {o important persons {e.g., &
CEQ) are more likely to be remediated than less important clients {e.g., a proxy
server, & client assigned to a salesperson). in this scenario, clients may therefore be
assigned a value V based on their contents, user identities, and so forth. A
prioritization value P for a client may be generated by muitiplying the client’s infection
score { by the client's value V. Thus, in some examples, prioritization valus P may
essentially be a weighted infection score, where the infection score of a client is

weighted by a value assigned {0 the infection score.

{0038] Prioritizing the vulnerable dient based an past priority scores may be
useful because clients that have moderate infection scores over a long period of time
may not be otherwise prioritized for a remedial action. Similarly, clients that become
infected in the past may become infected again despite remedial action due to, for
example, a remedial action being taken that is not sufficient {o remedy the infection,
or user behavior that should be corrected. Consequently, a client's priority may take
into account the priority score of the client associated with the current ime period, as
well priority scores from the last N ime periods, where N is defined by a policy. To
ensure that clients that have high priority scores recently are more likely to be
prioritized for remedial action, priority scores may be decayed over time. By way of
dlustration, where P, represents an prionty score from k time peniods ago, current
pricrity F taking decay info account may be estimated according to:

o Bor Foo P £,
Rl ot RO SO
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[C039] The remedial action may be, for example, removing malware from the
vuinerable member of the set of clients. This remedial action may be appropriate

e I
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when there is an easily removable malware on the vulnerable client. The remedial
action may be installing a security application on the vuinerable member of the set of
clients. The security application may be for example, a firewall, an antivirus
application, an ad-blocker, and so forth. The remedial action may include restoring
the vudnerable member of the set of clients 1o a prior state. This may be required
when there s no simple fix to the current state of the vuinerable member of the set of
clients bul prior states of the vuinerable mamber were not infected. In even more
extreme cases, the remedial action may require replacing the vulnerable member of
the set of glients.

[0040] Figure 3 Hlustrates a domain name systermn {DN&) based infection
scoring system 300, DNGS based infection scoring system 300 may be incorporated
into, for example, an enterprise securily management system. DNS based infection
scoring system 300 includes a data store 310. Dala store 310 may store domain
name system {DNS) query profiles 320. DNS guery profiles 320 may be associated
with members of a set of clients 389, The set of clients may include clients protected

by DNS based infection scoring system 300.

[0041] DNS based infection scoring system 300 also includes an observation
ogic 330, Ohbservation logic 330 may perform real time updating of DNS query
profiles 320 based on DNS gueries 380 and DNS responses 381, DNS queries 380
may be queries that are sent from clienis 389 10, for example, a DNGS server 388.
DNES responses 391 may be responses provided by DNS server 388 to clients 389 in
response to DNS queries 380.

[0042] DNS based infection scoring system 300 alsc includes an infection
score generation logic 340. Infection score generation logic 340 may generate
weighted infection scores for members of the set of clients 399, The infection scores
may be generated for membaers of the set of clients 399 based on their respective
DNS query profiles 320,

[0043] DNS based infection scoring system 300 also includes a priortization
logic 350. Priontization logic 350 may cause a remedial action to be performed on a
member of the set of clients 389, The member of the set of clients 399 on which the

A2
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remedial action is performed may be a member of the set of clients having a highest
weighted infection score. In one example, prioritization logic 350 may cause the
remedial action to be performed by initiating a logic {(not shown) o perform the
remedial action. In another example, prioritization logic 350 may cause the remedial
action o be performed by providing an alert 1o an administrator identifying the
member of the set of clients and the remedial action. Providing the alert may be
appropriate ingtead of initiating a logic fo perform the remedial action when the
remedial action requires physical access to the machine. There may be other
scenarnios where it is also desirabie 1o involve an administrator. For exampis, if the
remedial action includes educating a user of the client regarding safe usage
behavior, involving a person may make it mors likely that educsating the user is

successiul.

[0044] Figure 4 illustrates a8 DNS based infection scoring system 400
associated with DNS based infection scores. DNE based infection scaring svstern
440 contains several Hems similar 1o those described with reference o DNS based
irfection scoring system 300 (Figure 3). For exampie, DNS based infection scoring
system 400 inciudes a data siore 410 containing DNS query profiles 420 for a set of
clients {not shown), an observation logic 430, an infection score generation logic
440, and a prioritization logic 450.

[06045] DNS based infection scoring system 400 also includes a control data
set 460. Control data set 460 may be used by infection score generation logic 440
when infection score genergtion logic 440 generales infection scores for members of
the set of clients. Specifically, infection score generation logic 440 may compare
DNS query profiles 420 fo control data set 480 o generate infection scores. DNS
query profiles 420 may be compared {0 control data set 460 using, for example, a
decision tree, logistic regression, clustering, a support vector machine, and so forth.

[0046] DNS based infection scoring system 400 also includes a leaming
logic 470. Learning logic 470 may modify control dafa set 480 over time based on
the infection scores. By way of Hlustration, over time, leaming logic 470 may detect

certain patterns in infection scores based on certain trends i query profiles.
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Consequently, if these patlerns are recognized as being associgted with benign
activity, control data set 460 may be updated {0 reduce the Bkelihood that benign
activity is prioritized for remedial action. Conversely, if patterns in infection scores
and query profiles begin o indicate that a certain type of activity is associated with a
maticious event, control data set 460 may be updated {0 increase the likelihood that
clients performing the certain type of activity are prioritized for remedial action. The
leamning logic may also incorporate, for example, input from administrators
dispatched to perform remedial actions, data from external logics that seek to track
and identify new malicious eventis, the query profiles and so forth.

[0047] FIG. & ilHustrates an example computing environment it which
example systems and msthods, and equivalents, may operate. The example
compuiing device may be a computer 500 that includes a processor 510 and a
memary 520 connected by a bus 530. The computer 500 includes a DNS based
infection score generation logic 540, In different examples, DNS based infection
score generation logic 540 may be implemented as a non-transitory computer-
readable medium storing computer-executable instructions in hardware, software,
firmware, an application spegific integrated circuit, and/or combinations thereof.

[G048] The instructions, when exscuted by computer 500, may cause
computer 500 {o inspect domain name system (DNS) packets set from a client and
received by a client for attributes. The atiributes may indicate a suspicion level of
the client. The client may be a member of a set of clients in a network protected by
computer 500. The instructions may also cause computer 500 to collect the
attributes over time into a guery profile associated with the client. The instructions
may aiso cause computer 500 to compare the query profile against control profiles o
generate an infection score for the client, The instructions may also cause computer
500 to schedule the client for a remedial action when then infection score of the
chent has a high infection score when compared agamnst infection scores of other
members of the sei of clients. Whether a client has a high infection score may take
into account sensitivity levels of members of the set of clients. The sensitivity levels
may be related to, for exampie, content stored on the client, who uses the client, and
so forth.
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[0049] The instructions may also be presented {0 computer 500 as data 550
and/or process 580 that are temporarily stored in memory 520 and then executed by
processar 510. The processor 510 may be a variety of various processors including
dual microprocessor and other multi-processor architectures. Memory 520 may
include volatile memory {e.g., read only memory} and/or non-volatile memory (e.49.,
random access meamaory). Memory 520 may also be, &r example, 2 magnetic disk
drive, a solid state disk drive, a floppy digk drive, a tape drive, a flash memary card,
an optical disk, and so on. Thus, memory 520 may slore process 560 and/or data
556, Computer 500 may also be associated with other devices including other
computers, peripherals, and so forth in numerous configurations {not shown).

[0050] It is appreciated that the previous description of the disclosed
examples is provided 1o enable any person skilled in the art to make or use the
present disclosure. Various modifications o these examples will be readily apparent
to those skilled in the art, and the generic principles defined herein may be applied to
other examples without departing from the spirit or scope of the disclosure. Thus,
the present disclosure is not intended o be limited {o the examples shown herein but
is to be accorded the widest scope consistent with the principles and novel features
disclosed herein.
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WHAT IS CLAIMED IS;

1. A non-transitory computer-readable medium storing computer-
exscutable instructions that when executed by a computer cause the computer to:

maintain query profiles for members of a set of clients in a network based on
domain name system (DNS) queries sent from the members of the set of ¢lients and
DNS responses received by the members of the set of clients;

generate infection scores for the members of the set of clients based on their
respective query profiles; and

pricritize a vulnerable member of the set of clients for remedial action based
on infection scores of members of the sef of clients.

2. The non-transitory computer-readable medium of claim 1, where the
query profites track, for their respective members of the set of clients, quantities of
types of domain names reguested in DNS quernes sent from the members of the set
of clients, and where the types of domain names include blacklisted domains,
whitelisted domains, and grey domains.

3. The non-transiory compuder-readable medium of claim 1, where the
query profites track, for their respective members of the set of clients, quantities of
types of internet protocol (iP) addresses received in DNS responses received by the
members of the set of clients, and where the types of {P addresses received include
blacklisted 1P addresses, whitelisted IP addresses, and grey IP addresses.

4, The non-transitory computer-readable medium of claim 1, where the
query profiles frack, for their respective members of the sst of clients, guantities of
ONS responses received that contain no P addresses, quantities of DNS responses
received that contain a single IP address, and quantities of DNGS responses received
that contain multiple IP addresses.
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5, The non-transitory computer-readable medium of claim 1, where the
query profiles track, for their respeclive members of the set of clients, derived
features of the DNS queries and DNS responses, where the derived features include
one or more of, a percentage of blacklisted domains requested, a percentage of
blacklisted IP addresses received, a weighted score of blacklisted domains
reguested, and a weighted score of blacklisted (P addresses received.

6. The non-transitory computer-readable medium of claim 1, where the
instructions that cause the computer {o generate infection scores comprise
instructions that cause the computer o

generaie feature vectors for members of the set of clients based on their
respective query profiles; and

compare the feature vectors {0 a contral set of fegture vectors having known
infections states.

~

7. The non-transitory computer-readable medium of claim 6, where the
feature veciors are compared 1o the conlrol set of feature veclors using one or more

of, a decision tree, a logistic regression, clustering, and a suppoit vector machine.

8. The non-transitory computer-readable medium of claim 1, where
priotitizing the vuinerable member of the set of clients is also based on ons of maore
of, cantents of the members of the set of clients, user identities associated with
members of the set of clients, and past infection states of members of the set of
clients.

8. The non-transitory computer-readable medium of claim 1, where the
remedial action comprises one or more of, removing a malware from the vulnerable
member of the set of clienis, installing a securnity application on the vulnerable
member of the set of clients, restoring the vulnerable member of the set of chients to
a prior state, and replacing the vulnerable member of the set of clients.
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10, An domain name system (DNS) based infection scoring system,
comprising:

a data store to store DNS query profiles associated with members of a set of
clients protected by the DNS based infection scoring system;

an observation logic o perform real time updating of the DNS query profiles
based on DNS queries sent from members of the set of Clienis and DNBS responses
received by the members of the set of clients;

an infection score generation logic {0 generate weighted infection scores for
members of the set of clients based on their respective DNS query profiles; and

& proritization logic to cause g remedial action {o be performed on a member
of the set of clients having a highest weighted ifection score.

11.  The DNS based infection scoring system of ¢laim 10, where the
prioritization logic causes the remedial action {0 be performed by one or more of,
initiating a logic to perform the remedial aclion, and providing an alert to an
administrator identifying the member of the set of clients and the remedial action.

12. The DNS based infection scoring system of claim 10, further
comprising a control data set against which DNS query profiles are compared when
generating infection scores for members of the set of clients.

13.  The DN based infection scoring system of claim 12, further
comprising a learning kogic to modify the control data set over time based on the
infection scores.

14.  The DNS based infection scoring system of claim 13, where the
leaming logic also modifies the control data set over time hased on one or mare of,
input from administrators, data from external fogics, and the query profiles.
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15, A method, comprising:

inspecting domain name system (DNS) packets sent from a client and
received by the client for attributes that indicale a suspicion level of the client, where
the client is a member of a set of clients in a network protected by the computer;

coliecting the atiributes over fime inlo a query profile associated the client;

comparing the query profile against control profiles 1o generate an infection
score for the client; and

scheduting the client for a remedial action when the infection score of the
client has a high infection score, when compared against infection scores of other
members of the set of clients, taking into account sensitivily levels of the membaers of

the set of clients.
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