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DISTRIBUTED FILESYSTEM ACCESS

BACKGROUND

Filesystems are typically databases for the storage, hierarchical organization, manipulation,
navigation, access, and retrieval of data. Distributed Filesystems (DFSs), a version of
filesystems, have become increasingly widespread over the last few decades. A DFS, as the
name suggests, 1s a network filesystem where a single filesystem can be distributed across
several physical computing devices, and the computing devices can have direct access to a
part of the entire filesystem. The DFS generally includes facilities for transparent replication
and fault tolerance. That is, when a limited number of nodes in a filesystem go offline, the
system continues to work without any data loss. Therefore, the DFS has become a very

popular choice for local area networks (LAN) in organizations, corporations, and so on.

In typical computer operating systems, files are stored with associated access permissions
and users with sufficient access permissions are allowed to access the files. Conventionally,
file access permissions are granted on three levels (i.e., owner, group, and other users). Each
level can have its own permissions, and users can be granted access based on their level’s
access permissions. In addition, in most filesystems, each file has an associated owner
identification (ID) (i.e., the ID of the user who created the filesystem object), and group ID
(i.e., the owner can be part of one or more groups). The present file access permissions
reduce chances of security breach (to a large extent) for local filesystems, where multiple
users can access files from the same machine, but in distributed filesystems, the file access

permissions can introduce vulnerabilities.

In DFSs, multiple users present on different computing devices can access a single
filesystem object. Therefore, the file access permissions create certain problems in DFSs.
These problems occur because in DFSs it is not necessary for user IDs to be unique on all
the computing devices in the system. For example, two users (such as user A and user B)
can have the same user ID (such as ID 1000), on different client devices. So, when user A
attempts to access a file created by user B, user A will be allowed access to the file (based on

the owner access permissions of the file), even though user A did not create the file. The
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system permits this action as the file access permissions simply recognize user IDs, and
since both the users have the same user ID, both user A and user B are recognized as owners
of the file. Therefore, an authentic user can easily be faked, which can cause serious security

threats.

Various methods have been proposed to overcome some of the security issues in DFSs.
Some methods centralize the user IDs and group IDs in a central repository, which ensures
that no two users have the same user ID. Each time a user requests access to a file object,
the user’s credentials are verifyed against the repository. However, it is still possible to
bypass the central repository and install a client device in the LAN. Further, a user can still
fake a user ID on the new installed client device. In addition, since all user IDs are stored in

a central server, the entire system can crash if the central repository crashes.

Other methods involve the use of public and private encryption keys. These methods also
use a central repository, along with the encryption keys. Once a user is authenticated by the
central repository, an additional level of security is added that requires an encryption key.
Access is denied if the user does not possess the key. These systems can be very complex
and require extensive training of administrators. Further, like the other methods known in

the art, this method too has a single point of failure.

SUMMARY

Embodiments of the invention are directed to methods and systems for providing access to

filesystem objects in a distributed filesystem.

According to a first aspect, there is provided amethod for providing access in a distributed
filesystem, the method comprising: retrieving a user identification (ID) and a client ID of a
requesting user; determining whether the client ID corresponds to at least one of a trusted
client or a non-trusted client; obtaining extended access permissions of a filesystem object,
wherein the extended access permissions indicate whether the filesystem object was created

on a trusted client and whether a non-trusted client can access the filesystem object;
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and allowing access to the filesystem object based on the user ID, the client ID, and the

extended access permissions of the filesystem object.

In a first embodiment, a method for providing access in a Distributed Filesystem (DFS) is
described. The method includes the steps of retrieving a user identification (ID) and a client
ID of a requesting user and determining whether the client ID corresponds to a trusted client
or a non-trusted client. The method further includes obtaining extended access permissions
of a filesystem object and allowing access to the filesystem object based on the user ID, the
client ID, and the extended access permissions of the filesystem object. The extended access
permissions of the object can include a T bit that indicates whether the filesystem object was
created on a trusted client, and an L bit that indicates whether the requesting user is allowed

to access the filesystem object from a non-trusted client.

It should be appreciated that although the examples herein refer to a trusted client as
operating according to the principles defined by the Trusted Computing Group, this does not
have to be so. Particular clients may be identified as “trusted” because they are known to
behave in a certain way. They may for example have certain software installed or use a

particular type of hardware.

According to a second aspect, there is provided a system for providing access in a distributed
filesystem, the system comprising: a memory for storing filesystem objects; a processing
device for: retrieving a user ID and a client ID of a requesting user; determining whether the
client ID corresponds to a trusted client or a non-trusted client; obtaining extended access
permissions of a filesystem object, wherein the extended access permissions indicate
whether the filesystem object was created on a trusted client and whether a non-trusted client
can access the filesystem object; andallowing access to the filesystem object based on the

user 1D, the client ID, and the extended access permissions of the filesystem object.

In a second embodiment, a system for providing access in a DFS is described. The system
includes a memory and a processing device that are operatively coupled to retrieve a user ID
and a client ID of a requesting user and determine whether the client ID corresponds to a

trusted client or a non-trusted client. Moreover, the system obtains extended access
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permissions of a filesystem object, where the extended access permissions can include a T
bit that indicates whether the filesystem object was created on a trusted client, and an L bit
that indicates whether the requesting user is allowed to access the filesystem object from a
non-trusted client. Further, the system allows access to the filesystem object based on the

user 1D, client ID and the extended access permissions of the filesystem object.

There is also provided a computer program providing computer program means adapted to

perform the method of the first aspect, when said program is run on a computer.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the present invention will now be described, by way of example only, and
with reference to the following drawings:

FIG. 1 is a block diagram illustrating an exemplary distributed filesystem (DFS) in
which the claimed invention may operate in accordance with one embodiment.

FIG. 2 illustrates a block diagram of a virtual filesystem of some embodiments of the
claimed invention.

FIG. 3 illustrates exemplary extended access permissions according to some
embodiments of the claimed invention.

FIG. 4 is a diagram illustrating exemplary scenarios in which a user can be allowed
or denied access to a filesystem object.

FIG. 5 is a flowchart of a method for providing access to filesystem objects in a
distributed filesystem in accordance with an embodiment of the present invention.

FIG. 6 is a flowchart of a method for determining access to a filesystem object in a

distributed filesystem in accordance with an embodiment of the present invention

DETAILED DESCRIPTION

The following detailed description is made with reference to the figures. Preferred
embodiments are described to illustrate the claimed invention, not to limit its scope, which is
defined by the claims. Those of ordinary skill in the art will recognize a variety of

equivalent variations of the description that follows.



10

15

20

25

30

WO 2010/102914 PCT/EP2010/052518

An embodiment of the claimed invention describes a method for providing access in a
distributed filesystem (DFS). The method allows authentic users to access filesystem
objects. Further, the method allows users to access filesystem objects from authentic client
devices. Another embodiment of the claimed invention uses a combination of user
identification (ID) and client ID, to recognize unique users. Further, the concept of trusted
computing is utilized in the disclosed solution. In one embodiment, filesystem access
permissions can be extended in order to enhance the security of objects in the distributed

filesystem.

Exemplary Operating Environment

FIG. 1 is a block diagram illustrating an exemplary Distributed FileSystem (DFS) 100 in
which the claimed invention may operate in accordance with a preferred embodiment. The
DFS 100 includes a network 102 that interconnects one or more filesystem server computing
devices 104-A, 104-B (filesystem servers 104), one or more client computing devices 106-A,
106-B, 106-C, and 106-D (clients 106), and a central repository 108. Further, one or more
users 110-A, 110-B, 110-C, and 110-D (users 110) can access objects stored on the
filesystem servers 104, from the clients 106, through the network 102. Filesystem objects
can include files, directories, folders, documents, and other similar objects commonly stored

on digital media.

In the DFS 100, various filesystems can be distributed across the filesystem servers 104,
which can be located in different geographical locations, but can logically be mapped under
a root DFS folder. Therefore, the users 110 are not required to know the exact location of
the filesystem servers 104. Further, the DFS 100 can include facilities for transparent
replication and fault tolerance so that when a limited number of the filesystem servers 104

go offline, the DFS 100 continues to work without any data loss.

The network 102 may be any wired or wireless network known in the art. For example, the
network can be a local area network (LAN), a metropolitan area network (MAN), the
Internet, and so on. In one embodiment, the network 102 is a private network, such as a

company network, connecting a plurality of office PCs, various servers, and other
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computing-based devices spread throughout several countries. Alternately, the network 102
includes a home network with a limited number of PCs belonging to a single family,
connected over a WLAN. In other embodiments, the network 102 can connect a limited
number of clients in a small business. It will be appreciated that the type of network will not
limit the scope of the invention, and any known network configuration can be used to

implement the DFS 100.

Further, the DFS 100 can function on any operating system known in the art, such as the
IBM® AIX® operating system, the Solaris Filesystem, the Linux® filesystem, the
Microsoft® Windows® operating system, the MAC operating system, and so on.
Embodiments of the claimed invention are described with reference to a UNIX® operating
system, though any operating system known in the art can be utilized instead. (IBM and AIX
are trademarks of International Business Machines Corporation in the United States, other
countries, or both; Microsoft and Windows are trademarks of Microsoft Corporation in the
United States, other countries, or both; Linux is a registered trademark of Linus Torvalds in
the United States, other countries, or both; UNIX is a registered trademark of The Open
Group in the United States and other countries; and Other product and service names might

be trademarks of IBM or other companies.)

Moreover, the filesystem servers 104 and the clients 106 can be equipped with a memory, a
processing device, input/output ports, networking ports, and so on. In FIG. 1, the filesystem
server 104-A is depicted with a memory 112 and a processing device 114. The processing
device 114 may include microprocessors, microcomputers, microcontrollers, digital signal
processors, central processing units, state machines, logic circuitries, and/or any devices that
manipulate signals based on operational instructions. Among other capabilities, the
processing device 114 is configured to fetch and execute computer-readable instructions
stored in the memory 112. The memory 112 can include any computer-readable medium
known in the art including, for example, volatile memory (e.g., RAM) and/or non-volatile
memory (e.g., flash, etc.). The memory 112 and the processing device 114 can have any
suitable physical implementation and they can be operatively coupled depending on the

particular device implementation. These components can be adapted, arranged, configured,
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and designed to perform methods in accordance with the teachings herein, for example, as
illustratively described by reference to FIGS. 2 - 6. It will be apparent to people of ordinary
skill in art that each of the clients 106 and the filesystem servers 104 can be equipped with a

memory and a processing device.

Further, embodiments of the claimed invention restrict access to users on unauthorized
clients (i.e. clients not recognized by the DFS 100), and allows access to authorized users on
unauthorized clients. To this end, all the clients 106 are divided into two groups, namely

trusted clients and non-trusted clients, according to principles of trusted computing.

Trusted Computing (TC) is a technology developed and promoted by the Trusted Computing
Group. With Trusted Computing, the clients 106 consistently behave in specific ways
enforced by hardware and software. Enforcing trusted behavior is achieved by loading the
hardware with a unique ID and a unique master key and denying knowledge and control of
the master key to even the owner of a client. Trusted Computing not only secures the
hardware for the owner, but against the owner as well, thereby prohibiting users from faking
authorized users. Many techniques are known in the art for implementing Trusted
Computing, such as Network Filesystem (NFS), Network Information Service (NIS),
Lightweight Directory Access Protocol (LDAP), and so on. Any of the known techniques

can be used to implement TC.

In one implementation, NIS can be utilized. In NIS, the client IDs are stored in a central
repository, such as the central repository 108. Each client has a list of user IDs it can
support. Since the client IDs are centrally stored, the NIS ensures that no two clients have
the same user IDs, thereby ensuring unique user IDs. A new client installed in the network
102 that tries to access the filesystem servers 104 is treated as a non-trusted client, as NIS is
not sure whether the client has unique user IDs. Once NIS configures the client and the user
IDs on the client are in agreement with the user IDs on the trusted clients, the client can be

upgraded to the trusted client group.

FIG.1 illustrates trusted clients 116 and non-trusted clients 118. The trusted clients 116
include clients 106-A, 106-B, and 106-C, and the non-trusted clients 118 include clients 106-
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D, 106-E. In one implementation, the trusted clients 116 and the non-trusted clients 118 can
be included in a list of clients stored in the memory 112 of the filesystem servers 104. In
another implementation, the list of clients can be stored in the central repository 108.
Further, new clients in the network 102 can be directly added to the non-trusted clients 118.

Once NIS authenticates the user IDs, the clients can be upgraded to the trusted clients 116.

When a user requests for a filesystem object on the DFS 100, the NIS verifies the user’s
client ID against the list of clients. If the user’s client ID is not present in the list of clients,
the NIS does not allow access to the user 110. In case the client ID is present in the list of
clients, the filesystem server 104 confirms if the user 110 has presented the correct user ID.
Based on the confirmation, the user ID is checked against the access permissions of the

filesystem object.

In this manner, embodiments the claimed invention ensures that the users 110 can have
unique identification and clients that are not part of the unique identification scheme can be
the non-trusted clients 118. The separation of the trusted and non-trusted clients allows the
filesystem servers 104 to allow authentic users on the trusted clients 116 to access the
filesystem server 104 and at the same time deny access to fake users on the non-trusted

clients 118.

Moreover, a number of techniques can be utilized to uniquely identify the users 110. Inone
implementation, users can be identified by using a combination of user ID and client ID,
where the client ID corresponds to the client that the user typically operates on. The
combination of the user ID and the client ID can be in any form, such as numerical values,
alphanumeric values, user names, MAC addresses, user personal information, and so on. In
another implementation, any unique ID such as a numeric value, an alphanumeric value, efc.,

can be considered as a user ID.

Therefore, according to embodiments of the claimed invention, access to filesystem objects
is based on the user ID, the client ID, and the access permissions of a filesystem object.
Since, the users are defined not only by their user IDs, but also their respective locations (if

the user is on a trusted or a non-trusted client), the conventional access permissions of the
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objects have to be modified in order to provide different access permissions based on the
location of the user. To this end, embodiments of the claimed invention add some new bits
to the access permissions of the current filesystems and overload the existing access
permission bits. An explanation of extended access permissions is provided in conjunction

with FIG. 3.

Conventional Access Permissions

The following sections describe conventional file access schemes as some prior knowledge
about the conventional access permissions is required to understand the extended access
permissions of disclosed solution. The conventional access permissions will be explained
with reference to the UNIX operating system. However, it will be appreciated that
conventional access permissions can be explained with reference to any other operating
system known in the art. Each operating system has its own syntax, commands, file names,
etc., but the basic concept of conventional access permissions remains the same in typical

operating systems.

In UNIX, a user ID and at least one group ID can be used to identify a user. Furthermore,
users in one group can be classified under one group ID. For example, an organization can
have various teams, such as a financial team, a human resources team, an I'T team and so on.
The members of the financial team can be grouped under a financial group ID, the human
resources team can be grouped under a human resources group ID, and so on. Further, the
managers of the teams can be organized under an executive group ID. An administrator or a
root user can manage the group IDs. Typically, all filesystem objects include the user ID of
the owner that created the filesystem object and the group ID of the group to which the

owner belongs.

Conventional access permissions can be permissions such as read, write, and execute
permissions for different levels of users, such as owner of the object, group member, or any
other user. UNIX typically assigns 9-bit access permissions, which can be depicted as three
octal digits. Each octal digit represents permissions for the owner, the group member, or any

other user respectively. The first octal digit represents the access permissions for the owner
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of the object, the next octal digit represents the access allowed for members of a group to
which the owner belongs, and the last octal digit represents access permissions for any other
user. Further, each binary bit of the octal digit can represent individual permissions, such as
read, write, and execute permissions. The first bit indicates read permission, the second bit
indicates write permission, and the third bit indicates execute permission. If the bit value is
1, the permission is activated, else the permission is blocked. For example, an octal digit 7
has a binary value of 111, which indicates that the user has read, write, and execute

permissions for the filesystem object.

An authorized user, such as the owner of the object or an administrator, typically assigns the
access permissions. In some situations, the access permissions can be preset for processes,
or an environment, so all the objects created in that process or environment will
automatically have the access permissions assigned to that process or environment. An

authorized user can modify the access permissions of an object at any time after its creation.

In the UNIX system, the conventional access permissions are stored in a metadata file called
inode, which stores basic information about a regular file, directory, or other filesystem
object. Each filesystem object can have an inode and an inode number (often referred to as

an “i-number” or “inode”) that can identify the inode in the filesystem and where it resides.

Typically inodes store information about filesystem objects, such as the user ID of the
owner, and the group ID, access permissions (read, write, execute permissions) and type of
object. Further, the inode number indexes a table of inodes in a known location on the
device; from the inode number, the kernel can access the contents of the inode and the
contents of the filesystem object. Conventionally, the kernel searches a directory looking for
a particular filename and then converts the filename to the correct corresponding inode

number.

The DFS 100 has a number of filesystems, and in certain embodiments, the filesystems can
be of different types, such as the Solaris® filesystem, the Linux® filesystem, the Windows®
filesystems, the Mac OS filesystems, the UNIX® filesystems, and so on. Each of the
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filesystem servers 104 can have their own manner of storing the metadata about the
filesystem objects. In order to for a user to seamlessly access the objects from different
filesystems, a virtual filesystem (VFS) abstraction layer can be present on top of the

filesystem servers 104 in the DFS 100.

Exemplary Virtual Filesystem

FIG. 2 depicts a VFS 202 and its relation with the various filesystem servers 104. The VFS
202 can allow the clients 106 to access different types of the filesystem servers 104 in a
uniform manner. Moreover, the VFS 202 can, for example, be used to access local and
network servers transparently without the clients 106 noticing the difference. In one
implementation, The VFS 202 bridges the differences in various filesystems, so that the
clients 106 can access objects on the filesystems without having to know the type of

filesystem.

To retrieve the inodes of different filesystems, the VFS 202 uses a data structure called a
vnode 204. All file manipulations can be done with the vnode 204, which includes public
and private data. The public data fields in each vnode 204 either include data that is
manipulated only by the VFS 202 layer or data about the filesystem object that does not
change over the life of the filesystem object, such as the file type. The private data fields in
the vnode 204 point to data that is dependent on the filesystem, such as the inode table of the

filesystem. The vnode 204 is depicted with inode table entries of the filesystem servers 104.

The vnode 204 of the filesystem can point to inode numbers of the filesystem objects of a
particular filesystem server 104. Therefore, in the DFS 100, the access permissions of
objects can be accessed through the vnode and/or the inode of the filesystem object. Further,
the access permissions field in the inode is typically a 16-bit field. Presently, 9 of these 16
bits are used to define the conventional access permissions of the filesystem object, while 3
bits are used for special purpose security, which leaves four unused bits in the 16-bit access

permission field.
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Exemplary Extended Access Permissions

FIG. 3 illustrates exemplary extended access permissions 300 according to embodiments of
the claimed invention. The exemplary extended access permissions 300 include 11 bits as
opposed to the conventional 9-bit access permissions explained above. Embodiments of the
claimed invention utilize two of the four unused bits in the access permissions field. The
first 9 bits of the extended access permissions 300 (that can be represented as three octal
digits) are used to indicate owner mode bits 302, group on a trusted client mode bits 304, and
other (everyone else) mode bits 306. Furthermore, embodiments of the claimed invention
alter the definition of the mode bits. Typically, the second octal digit represented access
permissions for group members, but according to the claimed invention, the second octal
digit indicates access permissions for the group members accessing the object from the
trusted clients 116. Further, the third octal digit 306 indicates permissions for other, rather
than for others as done previously. In some implementations, the other mode bits 306 can be
checked for owners on the non-trusted clients 118, group members on the non-trusted clients

118, or other users.

The tenth and eleventh bits can be a T bit 308 and an L bit 310 that are introduced in an
embodiment of the claimed invention. The T bit 308 indicates whether the filesystem object
was created on the trusted clients 116 or on the non-trusted clients 118. An enabled status
(e.g., bit value 1) on the T bit 308 indicates that the filesystem object was created on the
trusted clients 116, while a disabled status (e.g., bit value 0) on the T bit 308 indicates that
the filesystem object was created on the non-trusted clients 118. In one implementation, the
processing device can automatically set the T bit 308, once the object has been created.
Further, in cases when the owner is allowed access to the object and the owner modifies the
object from the trusted clients 116, the T bit 308 can be automatically enabled, if previously
disabled.

The L bit 310 indicates whether the owner of an object is allowed access to the object,
wherein the owner is a user on a non-trusted client 118. To this end, an enabled L bit 310
indicates that the owner is allowed access from the non-trusted client 118, while a disabled L

bit 310 indicates that the owner is not allowed access from the non-trusted client 118. This
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bit is applied in special situations when the owner of a filesystem object creates a filesystem
object on the trusted client 116, and wishes to access the filesystem object from another
client, such as the non-trusted client 118. In these situations, the owner can enable the L bit
310, and add the client ID of the non-trusted client 118 in the inode of the object. Any
number of non-trusted clients 118 can be added to the inode depending on the owner’s
requirement. Further, the owner can modify the list of the non-trusted clients 118 at any

point of time.

In one implementation, the owner mode bits 302 can be overloaded based on the T bit 308,
which means that access can be based on the owner mode bits 302 for different situations
depending on the value of the T and L bits, and on the owner location. For example, if the T
bit 308 is enabled (i.e., filesystem object was created on the trusted client 116) and the owner
attempts to access the object from the trusted client 116, access will be based on the owner
mode bits 302. On the other hand, if the owner makes an attempt to access the object from a
non-trusted client 118, the owner will be allowed access based on the other mode bits 306.

In situations when the L bit 310 is enabled and the owner endeavors to access the object
from a non-trusted client 118 (and the non-trusted client ID is present in the inode of the
object), the access will be determined based on the owner mode bits 302. In addition, if the
filesystem object is created from the non-trusted client 118 (i.e., the T bit 308 is disabled)
access to the owner of the object can be based on the owner mode bits 302 in both cases (i.e.,

from a trusted 116 or a non-trusted client 118).

If the object was created on a non-trusted client 118 (i.e., T bit is disabled), then access is not
restricted only to the trusted clients 116, but users on the non-trusted clients 118 can access
the object as well, based on their access mode bits. Further, in this case, the group at trusted
client mode bits 304 can be read as group mode bits, and even group members on the non-

trusted clients 118 can be assessed against these mode bits.

Since, access to a user 110 not only depends on the user ID, but also the client ID, the access
permissions can vary dynamically for the user 110. Accordingly, based on the client ID,
user ID, the T bit 308, and the L bit 310 of the extended access permissions 300, effective

access permissions for an object can vary. For example, user 110-A working on the client
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106-A owns a file “confidential.txt” with access permissions 755. When the user 110-A
tries to access the file from the non-trusted client 118, such as client 106-D the access

permissions of the object can dynamically change to 444.

Turning now to FIG. 4, which illustrates some exemplary scenarios in which a user can be
allowed or denied access to a filesystem object. FIG. 4 depicts a system 400 that includes
the trusted clients 116 and the non-trusted clients 118. Further, each of the trusted clients
116 and the non-trusted clients 118 are connected to an exemplary filesystem server, such as
the filesystem server 104-A. To illustrate the different scenarios further, an exemplary
filesystem object is used. For instance, a filesystem object “confidential.txt” exists on the
filesystem server 104-A. The extended access permissions 300 of the object can be the

permissions depicted below in Example 1 (as described in connection with FIG. 3).

Example 1: Extended Access Permissions 300 of filesystem object- confidential.txt

The extended access permissions 300 of Example 1 indicate that the owner at trusted client
has full permissions (111), the users in the group at trusted client have read and execute
permissions (101), and other has no permissions (000). Further the extended access
permissions 300 indicate that the file was created on a trusted client (T bit 308 is enabled)
and the owner can access the file from a non-trusted client 118 (L bit 310 is enabled). The
user requesting access to the filesystem object- confidential.txt can be the owner of the
object, a member of the owners group, or any other user. When the user tries to access the
object from the trusted clients 116, access will be based on the type of user. For example,
when the user 18 an owner 402, access will be based on the owner mode bits 302 and the
owner 402 will be allowed complete access to the file. When the user is in a group 404, the
group at trusted client mode bits 304 will be assessed and the user will be allowed to read
and execute the file. When the user is an other user 406, access will be based on the other

mode bits 306 and the user will not be allowed access to the file.
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Now in another scenario, when the user attempts to access the file “confidentical.txt” from a
non-trusted client 118, a number of outcomes are possible. When the user is the owner 402,
two situations are possible. In the first situation, the non-trusted clients ID is stored in the
inode of the object, in this case, access will be based on the owner mode bits 302, and the
owner 402 will be allowed access. In the second situation, the ID for the non-trusted client
118 is not stored in the inode of the object, in this case, access will be based on the other
mode bits 306, and the owner 402 will not be allowed access to the file. According to the
present example, the L bit 310 is enabled, but in case the L bit 310 was disabled, access

would be based on the other mode bits 306 and the owner 402 would not be allowed access.

When the user is in the group 404, access will be based on other’s permissions 306, and the
user will not be allowed access to the file. Finally, when the user is the other user 406,
access will be based on the other mode bits 306 and the user will not be allowed access, as

the other mode bits 306 are 000.

Further, in another example, a filesystem object “salary.txt” can have extended access

permissions 300 as depicted below in Example 2:

Example 2: Extended Access Permissions 300 of filesystem object- salary.txt

The extended access permissions 300 shown in Example 2 would indicate that the owner
402 created the file on the non-trusted client 118 (as the T bit 308 is disabled (0)). In this
case, all users will be treated as if they were present on a trusted client 116, even if they were
present on a non-trusted client 118, and access would be based on the access permissions of
the first nine bits. However, if the owner 402 overwrites/ replaces the file from the trusted
client 116, the T bit 308 will automatically be set to one (enabled), and the file will be

treated as if it were created on the trusted client 116.
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Exemplary Methods

FIG. 5 illustrates an exemplary method 500 for providing access in the DFS 100 with
reference to FIGS. 1 to 4. The method 500 includes steps for granting access to a requested
filesystem object in the DFS 100. Further, the method 500 includes the steps of retrieving a
user ID and a client ID, determining if a client is a trusted client, looking up the extended
access permissions 300 of the object, determining type of user, and providing access based

on the extended access permissions 300, and the user location.

At step 502, the method 500 retrieves the user ID and the client ID of the requested user.
The requesting user can be the user 110 requesting access to a filesystem object on one of
the filesystem servers 104. In one embodiment, the filesystem server 104 can retrieve the
client ID of the client 106 and compare the client ID with the list of the clients 106 present
either in the central repository 108 or in the memory 112. In another embodiment, the
filesystem server 104 can utilize the NIS to retrieve the list of clients and the client ID. If
the client ID is present in the list of client IDs, the NIS or the filesystem server 104 proceeds
to check the user’s identification. Ifthe user ID is present along with the client ID, the user
can be authenticated; else, the user is not authenticated. In one implementation, the user ID
can be a unique value obtained through a combination of the user ID and the client ID. In

another implementation, the user ID can be any unique value.

At step 504, the method 500 can determine whether the client ID corresponds to a trusted
client or a non-trusted client. In one embodiment, the filesystem server 104 can compare the
client ID with the list of trusted clients stored in the central repository 108 or the memory
112. Ifthe client ID is present in the trusted clients, the client is a trusted client; else, the
client is a non-trusted client. Trusted Computing can maintain the list of the trusted clients
116 and the non-trusted clients 118. For example, the NIS can be utilized to determine

whether the client ID corresponds to a trusted or non-trusted client.

Upon determining whether the client is a trusted or non-trusted client, the method 500 can
look up the extended access permissions of the filesystem object at step 506. In one

implementation, the processing device 114 of the filesystem server 104 can obtain the
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extended access permissions 300 from the vnode 204 of the filesystem object. In another
implementation, the extended access permissions 300 can be obtained from the inode of the

object.

Once the extended access permissions 300 are obtained, the processing device 114 can
determine user type at step 508. In one implementation, the processing device 114 can
determine the type of user from a list including owner, group member at trusted client, other
user, owner at non-trusted client, or group member at non-trusted client. The filesystem
server 104 can make the determination based on the user ID, the client ID, and the
ownership information of the object. For example, if the user ID matches the owner ID in
the inode of the object, and the client ID corresponds to the trusted client 116, the filesystem
server can determine that the user is the owner at trusted client. In another example, if the
user ID does not match the owner ID or the group ID of the filesystem object, the filesystem

server 104 can determine that the requesting user is an other user.

At step 510, the filesystem server 104 can either allow or deny access to the requesting user
based on the user ID, the client ID, and the extended access permissions. In one
implementation, the filesystem server checks whether the filesystem object was created on
the trusted client 116 and whether the user is allowed to access the filesystem object from
the non-trusted client 118. In one implementation, the processing device 114 on the
filesystem server 104 can check the T 308 and the L bit 310 of the extended access
permissions 300 to determine whether the object was created on the trusted client 116 and
whether a user on the non-trusted client 118 can access the object. Based on the
determination, effective access permissions can be obtained for the object. The processing
device 114 can evaluate the effective access permissions for the object each time the object
is requested, based on the type of user and the extended access permissions 300 (as
described in connection with FIG. 3). For example, if the type of user is group at trusted
client, the filesystem server 104 can provide access to the object based on the group at
trusted client mode bits 304. The access is provided based on a set of access rules, which

will be described in detail with reference to FIG. 6.
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If at the output of the step 510, the requesting user is allowed access to the filesystem object,
the filesystem object is retrieved and presented on the client 106. In one implementation, the
inode number of the filesystem object can be checked to determine the location of the object
on in the filesystem server 104. In another implementation, the vnode 204 of the filesystem
object can be checked to determine the location of the object in the DFS 100. Further, the
requesting user will be allowed access as defined by the access mode bits pertaining to him/
her. For example, if a user 110 has just the read permissions, then the user 110 cannot

write/modify or execute the object.

FIG. 6 is a flowchart illustrating an exemplary method 600 to determine whether a user
should be granted access. The method 600 includes comparing the user ID and client ID

with the access permissions to determine the accessibility.

At step 602, the method 600 determines whether the client is a trusted client 116. In one
implementation, the NIS can check whether the client ID matches with a trusted client ID.
The list of the trusted clients 116 can be obtained from the central repository 108 or from the
filesystem servers 104. In one implementation, the processing device 114 can also check if
the user ID of the requesting user 110 is present in a list of user IDs usually stored in
memory of the client. In certain cases, the user IDs can also be stored along with the list of

client IDs in the central repository 108 or in the memory 112.

If the client is a trusted client 116 (‘yes’ path from step 602), the processing device 114 of
the server checks whether the user 110 is a root user (step 604), else the processing device

114 proceeds to check whether the user ID corresponds to the owner ID, at step 606.

At step 604, the method determines whether the user is a root user. The root user can be an
administrator or a security advisor. The root user typically has all the access permissions in
the DFS 100. Ifthe user 110 is the root user, the method 600 moves to step 618 and the user
110 is granted access to the filesystem object irrespective of the extended access permissions
300 of the object. The processing device 114 can determine whether the user 110 is a root

user based on the user ID.
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If the user 110 is not the root user, the processing device 114 can check whether the user 110
is the owner 402 at step 608. In one implementation, the user ID can be verified against the
owner 1D of the object. In one implementation, the owner ID can be acquired from the
inode/vnode 204 of the object. If the IDs match, it can be determined that the user 110 is the
owner 402 of the object. If the user is the owner 402 (‘yes’ path from step 608), the

processing device 114 can refer the owner mode bits 302 at step 612.

If the IDs do not match (‘no’ path from step 608) the processing device 114 can check if the
user 110 belongs to the group 404 (at step 610). In one implementation, the processing
device can check the group ID of the object in the object vnode 204/ inode filesystem object.
The users ID can be compared to the group ID of the object. If the user belongs to the group
404 mentioned in the vnode of the filesystem object, the group at trusted client mode bits
304 can be referred (at step 616). If the user 110 has sufficient permissions based on the
group at trusted client mode bits 304, the user 110 is allowed access to the object; else, the

user 110 is denied access.

If the user 110 does not belong to the group 404, then the other mode bits 306 are referred at
step 614. If the user 110 has access permissions based on the other mode bits 306, the user

110 is granted access to the object, else denied.

Further, at step 602, if the client was a non-trusted client 118, the method 600 proceeds to
step 606. At step 606, a determination is made whether the user 110 is the owner 402 of the
object. Ifthe user is the owner 402 (‘yes’ path from block 606), the method moves to step
620, clse the processing device 114 can refer the other mode bits 306 at step 614 (‘no’ path
from block 606).

At step 620, the processing device 114 checks if the L bit 310 is enabled. Ifthe L bit 310 is
enabled (‘yes’ path from block 620) the method 600 moves to step 622, else the method 600
moves to step 614 (‘no’ path from block 606) and the mode bits of other 306 is checked

before access can be granted to the user 110.
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At step 622, the processing device 114 checks if the non-trusted client 118 is included in the
vnode 204 of the object. If the non-trusted client 118 is mentioned in the vnode 204 of the
object, the owner mode bits 302 are referred at step 612, else access is based on the other

mode bits 306.

Further, in method 600, if the T bit is disabled (e.g., 0), then the access can be based on the
first 9 bits of the extended access permissions and the extended access permissions can be

read as conventional access permissions.

The description set out above describe particular embodiments only and is not intended to
limit the invention, whose scope is determined solely by the claims set out below. As used
here, singular forms "a", "an" and "the" are intended to include plural forms as well, unless
the context clearly indicates otherwise. It will be further understood that the terms
"comprises" and/or "comprising," when used in this specification, specify the presence of
stated features, integers, steps, operations, elements, and/or components, but do not preclude
the presence or addition of one or more other features, integers, steps, operations, elements,

components, and/or groups thereof.

The corresponding structures, materials, acts, and equivalents of all means or step plus
function elements in the claims below are intended to include any structure, material, or act
for performing the function in combination with other claimed elements as specifically
claimed. The description of the claimed invention has been presented for purposes of
illustration and description, but is not intended to be exhaustive or limited to the invention in
the form disclosed. Many modifications and variations will be apparent to those of ordinary
skill in the art without departing from the scope and spirit of the invention. The embodiment
was chosen and described in order to best explain the principles of the invention and the
practical application, and to enable others of ordinary skill in the art to understand the
invention for various embodiments with various modifications as are suited to the particular

use contemplated.
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CLAIMS

1. A method for providing access in a distributed filesystem, the method comprising:

retrieving a user identification (ID) and a client ID of a requesting user;

determining whether the client ID corresponds to at least one of a trusted client or a
non-trusted client;

obtaining extended access permissions of a filesystem object, wherein the extended
access permissions indicate whether the filesystem object was created on a trusted client and
whether a non-trusted client can access the filesystem object; and

allowing access to the filesystem object based on the user 1D, the client ID, and the

extended access permissions of the filesystem object.

2. The method of claim 1, wherein a first bit (T) indicates whether the file system object
was created on a trusted client and a second bit (L) indicates whether a non -trusted client

can access the filesystem object.

3. The method of claim 1 or 2, further comprising determining type of the requesting
user from a list including a root user, an owner on a trusted client, an owner on a non-trusted
client, a group member on a trusted client, a group member on a non-trusted client, and an

other user, based on the user ID, the client ID, and the filesystem object.

4. The method of claim 3, wherein the step of allowing access to the file system object
comprises checking the extended access permissions corresponding to the type of the

requesting user.

5. The method of any preceding claim, wherein the extended access permissions further

comprises owner mode bits, group at trusted client mode bits, and other mode bits.

6. The method of claim 5, wherein the allowing further comprises granting access to the
requesting user when the requesting user is a root user and the client ID corresponds to a

trusted client.
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7. The method of claim 5 or 6, wherein the step of allowing access to the filesystem
object further comprises granting access based on the owner mode bits when the requesting

user is an owner on a trusted client.

8. The method of claim 5, 6 or 7 wherein the step of allowing access to the filesystem
object further comprises granting access based on the owner mode bits when the requesting
user is an owner on a non-trusted client, and the filesystem object was created on a non-

trusted client.

9. The method of claim 5, 6, 7 or 8 wherein the step of allowing access to the filesystem
object further comprises granting access based on the other mode bits when the requesting
user is an owner on a non-trusted client, the filesystem object was created on a trusted client

and a non-trusted client is not permitted to access the filesystem object.

10.  The method of any of claims 5 to 9, wherein the step of allowing access to the
filesystem object further comprises granting access based on the owner mode bits when the
requesting user type is an owner on a non-trusted client; a non-trusted client is permitted to

access the filesystem object; and the client ID is present in an inode of the filesystem object.

11.  The method of any of claims 5 to 10, wherein the step of allowing access to the
filesystem object further comprises granting access based on the other mode bits when the

type of the requesting user is a group member on a non-trusted client.

12. The method of any of claims 5 to 11, wherein the step of allowing access to the
filesystem object further comprises granting access based on the group member at trusted

client mode bits when the type of the requesting user is a group member on a trusted client.
13. The method of any of claims 5 to 12, wherein the step of allowing access to the
filesystem object further comprises granting access based on the other mode bits when the

user is an other user.

14. A system for providing access in a distributed filesystem, the system comprising:
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a memory for storing filesystem objects;

a processing device for:

retrieving a user ID and a client ID of a requesting user;

determining whether the client ID corresponds to a trusted client or a non-trusted
client;

obtaining extended access permissions of a filesystem object, wherein the extended
access permissions indicate whether the filesystem object was created on a trusted client and
whether a non-trusted client can access the filesystem object; and

allowing access to the filesystem object based on the user ID, the client ID, and the

extended access permissions of the filesystem object.

15.  The system of claim 14, wherein a first bit (T) indicates whether the file system
object was created on a trusted client and a second bit (L) indicates whether a non -trusted

client can access the filesystem object.

16. The system of claim 14 or 15, wherein a list of trusted clients and non-trusted clients

is stored in the memory.

17.  The system of claim 16, wherein the list of trusted clients includes all clients having

unique user IDs.

18.  The system of claim 14, wherein trusted and non-trusted clients can be determined

based on trusted computing.

19. The system of claim 14, wherein a list of authorized trusted clients is stored in an

inode of the filesystem object.

20. The system of any of claims 14 to 19, wherein the user ID is a combination of the

user ID and the client ID.

21.  The system of any of claims 14 to 20, further comprising means for determining type

of the requesting user from a list including a root user, an owner on a trusted client, an owner
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on a non-trusted client, a group member on a trusted client, a group member on a non-trusted

client, and an other user, based on the user ID, the client ID, and the filesystem object.

22.  The system of claim 21, wherein allowing access to the file system object comprises

checking the extended access permissions corresponding to the type of the requesting user.

23.  The system of any of claims 14 to 22, wherein the extended access permissions

further comprises owner mode bits, group at trusted client mode bits, and other mode bits.

24.  The system of claim 23, wherein the allowing further comprises granting access to
the requesting user when the requesting user is a root user and the client ID corresponds to a

trusted client.

25.  The system of claim 23 or 24, wherein allowing access to the filesystem object
further comprises granting access based on the owner mode bits when the requesting user is

an owner on a trusted client.

26.  The system of claim 23, 24 or 25 wherein allowing access to the filesystem object
further comprises granting access based on the owner mode bits when the requesting user is
an owner on a non-trusted client, and the filesystem object was created on a non-trusted

client.

27.  The system of claim 23, 24, 25 or 26 wherein allowing access to the filesystem object
further comprises granting access based on the other mode bits when the requesting user is
an owner on a non-trusted client, the filesystem object was created on a trusted client and a

non-trusted client is not permitted to access the filesystem object.

28.  The system of any of claims 23 to 27, wherein allowing access to the filesystem
object further comprises granting access based on the owner mode bits when the requesting
user type is an owner on a non-trusted client; a non-trusted client is permitted to access the

filesystem object; and the client ID is present in an inode of the filesystem object.
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29.  The system of any of claims 23 to 28, wherein allowing access to the filesystem
object further comprises granting access based on the other mode bits when the type of the

requesting user is a group member on a non-trusted client.

30.  The system of any of claims 23 to 29, wherein allowing access to the filesystem
object further comprises granting access based on the group member at trusted client mode

bits when the type of the requesting user is a group member on a trusted client.

31.  The system of any of claims 23 to 30, wherein allowing access to the filesystem
object further comprises granting access based on the other mode bits when the user is an

other user.

32. A computer program comprising program code means adapted to perform the method

of any of claim 1 to 13 when said program is run a computer.
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