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(57) ABSTRACT 

An apparatus and method for creating a Secure program 
history log for a programmable device including a 
microprocessor, at least one communications port for com 
municating with the microprocessor and at least one 
memory device electrically connected to the microprocessor. 
The memory device includes a program history log, and the 
method includes communicating program parameters to the 
microprocessor, creating a log entry utilizing the micropro 
ceSSor and the program parameters, and writing the log entry 
into the program history log utilizing the microprocessor. 
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METHODS AND APPARATUS FOR SECURE 
PROGRAMMING OF AN ELECTRICITY 

METER 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Application No. 60/221,634 filed Jul. 28, 2000. 

BACKGROUND OF INVENTION 

This invention relates generally to electronic electricity 
meters, and more particularly to methods and apparatus for 
preserving the Security of programmable electronic electric 
ity meters. 
Modern digital electronic electricity meters require a high 

level of security of operation to prevent theft of service by 
meter tampering, including the possibility of tampering with 
the meter data or with the many programmable parameters 
in the meter which control meter operation and can signifi 
cantly effect the billing quantities calculated by the meter. It 
has been a practice in Some areas to control the changing of 
programmed meter parameters by preventing or Severely 
constraining these changes. In practice this process is very 
onerous, as there are valid reasons to revise these parameters 
from time to time. 

In at least one known type of electronic electricity meter, 
unauthorized program changes have been prevented by use 
of a feature known as a Seal flag. Once a meter has been 
programmed by an authorized agent the Seal flag feature is 
Set, preventing further changes to controlled parameters. The 
meter design incorporates the Selection of which tables are 
Sealed and which are not. Although these meters provide 
Security from unauthorized program changes, they lack 
programming flexibility in those cases in which there is a 
legitimate need to modify metering parameters. 

In at least one known type of electronic electricity meter, 
a record of the date last programmed and a programmer ID 
is kept. It is also known to use tables to log event histories 
in meters. These meters provide the flexibility needed to 
modify metering parameters. However, there exists the 
possibility of unauthorized parties tampering with the log 
files themselves. 

SUMMARY OF INVENTION 

In one aspect, a method for creating a Secure program 
history log for a programmable device including a 
microprocessor, at least one communications port for com 
municating with the microprocessor and at least one 
memory device electrically connected to the microprocessor 
and including a program history log is provided. The method 
comprises communicating program parameters to the 
microprocessor, creating a log entry utilizing the micropro 
ceSSor and the program parameters, and writing the log entry 
into the program history log utilizing the microprocessor. 

In another aspect, a System for creating a Secure program 
history log for a programmable device is provided. The 
System comprises at least one communications port, Said 
communications port configured to receive inputs compris 
ing program parameters, a microprocessor configured to 
receive Said program parameters from Said communications 
port and create a log entry based on Said program 
parameters, and at least one memory device electrically 
connected to Said microprocessor and comprising Said pro 
gram history log, Said microprocessor further configured to 
write Said log entry into Said program history log, thereby 
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2 
protecting Said program history log from manipulation via 
direct communication from Said communications port. 

In Still another aspect, an electronic electricity meter is 
provided that comprises a communications port, Said com 
munications port configured to receive meter input 
parameters, a microprocessor configured to receive Said 
meter input parameters from Said communications port and 
determine energy consumption based upon Said meter input 
parameters, Said microprocessor further configured to create 
a program history log entry when meter parameters are 
received, and at least one memory device electrically con 
nected to Said microprocessor and comprising a program 
history log, Said microprocessor further configured to write 
Said log entry into Said program history log. 

In yet another aspect, an electronic electricity meter 
comprising a microprocessor, at least one memory device 
and a communications port is provided. The microprocessor 
is configured to determine energy consumption based upon 
at least one meter input parameter. The at least one memory 
device is electrically connected to Said microprocessor and 
comprises a program history log. The communications port 
is configured to receive Said at least one meter input param 
eter for use by Said microprocessor. The microprocessor is 
configured to create a program history log entry and con 
figured to write Said log entry into Said program history log 
when Said at least one meter parameter is received, Said 
program history log comprising at least one of an entry 
Sequence number, a transaction number, a date and time 
Stamp, and a table identifier. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a block diagram of one embodiment of an 
electronic electricity meter of the present invention. 

FIG. 2 is a representation of a program history log for the 
electronic electricity meter shown in FIG. 1 comprising 
identifiable types of records within a more general table. 

FIG. 3 is a representation of a remote computer System in 
communication via a telephone modem with the meter 
shown in FIG. 1. 

DETAILED DESCRIPTION 

In one embodiment of the present invention, and referring 
to FIGS. 1 and 2, a programmable electronic electricity 
meter 10 is provided with a memory 12 for maintaining a 
program history log 14. Meter 10, in accordance with known 
meters, includes Voltage Sensors and current Sensors coupled 
to a power Supply of a metered electrical System, Such as a 
residence, busineSS, or other establishment wherein power 
consumption is monitored by meter 10. In one embodiment, 
the Voltage and current Sensors are coupled to an analog 
to-digital (A/D) converter that converts signals from the 
Voltage and current Sensors to digital output signals to meter 
electronics. 

Meter electronicS accumulate data and determine energy 
consumption and quantities of interest according to known 
methods and techniques. Data outputs are determined 
according to programmed parameters input to the electron 
ics. In an effort to monitor accuracy of meter parameters, 
program history log 14 is included to determine a State of 
meter parameters, changes to those parameters, and infor 
mation relating to changed or altered meter parameters. 
Unauthorized changes may therefore be detected and 
redressed to thwart unauthorized meter programming and 
tampering that illegitimately affects billed quantities for 
energy consumption. 
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In one embodiment, program history log 14 comprises 
entries or records 16 of an identifiable type. In another 
embodiment, program history log comprises a more general 
event or security program history log 18 (shown in FIG. 2), 
which includes records 16 of an identifiable type and other 
general event records 20. In yet another embodiment, pro 
gram history log 14 is contained in a separate memory 
element 22 within meter 10. In each of these embodiments, 
parameters of meter 10, including but not limited to, for 
example, Selections of quantities for load profiles, real-time 
pricing Schedules, and time of use metering mode param 
eters are programmed into meter 10. Programming of meter 
parameters is performed, for example, via an optical com 
munications port 24, a telephone modem 26, an RS-232 port 
28, or another communication port (not shown) of meter 10 
according to known methods and techniques. The various 
programmable parameters are Stored in tables 30 in System 
memory, Such as memory 22. AS contemplated herein, a 
Single programmable parameter Stored in memory that is not 
part of a larger table 30 may be considered as being Stored 
in a table 30 having a single parameter. 

Each programming Session with meter 10 creates or 
generates a log entry 16 in program history log 14. Thus, 
remote programming Sessions of meter 10 taking place via 
modem 26 create a log entry 16, as do programming Sessions 
that take place via optical port 24 of meter 10 or via other 
input ports of meter 10. Each log entry 16 includes infor 
mation relating to programming of meter 10 So that changes 
to meter parameters may be identified, and, if necessary, 
Such as for unauthorized changes or tampering with meter 
10, meter parameters may be restored and further, log entry 
16 may provide information that may reveal the perpetrator 
of programming changes. 

For example, in an illustrative embodiment, each log 
entry 16 includes an entry Sequence number 32, a date and 
time Stamp 34, a transaction number 36 for the programming 
event, and an entry 38 identifying each table 30 written for 
the logged event. A meter identifier 40 is also stored in 
conjunction with the history log 14, in a designated location, 
Such as, for example, a header Section 42 of table memory 
or as part of each entry 16. Each log entry 16 is written into 
program history log 14 by a meter processor 44, which as 
noted above accumulates metered data quantities, makes 
calculations and otherwise manipulates data inputs into 
uSable output form. 

In one embodiment, memory 12 (or memory 22 in another 
embodiment) into which a log entry 16 is stored is config 
ured to be accessible internally by processor 44 of electricity 
meter 10 to the exclusion of external inputs. AS Such, data 
entry into meter 10 via communication ports 24, 26, 28 
cannot be directly written into history log 14 via commu 
nication from devices external to meter 10. Consequently, 
meter parameter data may not be easily altered with con 
ventional techniques, including but not limited to Specific 
memory addressing. Thus, program history log 14 may 
generally not be cleared or erased, and log entries 16 may 
not be changed or altered once log 16 is written into program 
history log 14 by processor 44. It is contemplated, however, 
that in a further embodiment, a “master reset' function is 
provided that can be accessed for disaster recovery of meter 
10 that would wholly or partially reset data values of 
program history log 14. 
AS noted above, log entries 16 are written or added to 

program history log 14 as programming events occur. In one 
embodiment, when program history log 14 is full, i.e., when 
all available designated memory locations are written to, log 
entries 16 wrap around as though program history log 16 
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4 
were a circular buffer, So that an oldest entry is overwritten 
by a newest entry. Thus, for the embodiment illustrated in 
FIG. 1, program history log 14 of memory 12 contains Seven 
memory locations for Storing Seven log entries relating to 
Seven respective programming events. Upon the occurrence 
of the eighth programming event, one of the Seven memory 
locations (and in a particular embodiment the memory 
location containing a log entry 16 relating to the first or 
earliest recorded programming event) is written over and 
replaced by a log entry containing information relating to the 
eighth programming event. Successive programming events 
likewise are written to the remaining memory locations and 
overwrite prior data therein. 

In a further embodiment, when program history log 14 is 
filled with log entries 16 that have not been read externally, 
no further programming changes are allowed until program 
history log 14, and more specifically, log entries 16 are read 
out. In this embodiment, meter 10 maintains a pointer, 
inaccessible external to, or from outside of, meter 10. The 
pointer points to the last log entry 16 read out from the 
meter. 

In one embodiment, program history log 14 is read 
externally through one of communications ports 24, 26, or 
28 of meter 10 with known devices according to known 
techniques. In particular embodiments, either an entire his 
tory log 14 is read out from meter 10, or specific entries 16 
made Since the last read out, as indicated by the pointer 
referred to above, are read out from meter 10. 

In an exemplary embodiment, and referring now to FIG. 
3, new values of parameters programmed into meter 10 are 
Stored in a computer System 46 outside of, or external to, 10. 
When a meter programming event occurs, the programming 
process is controlled by computer 46, which executeS pro 
gramming Software 48 for programming meter 10. Program 
ming Software 48 creates a record 50 for each programming 
event of meter 10. Record 50 is then Stored in a file 52. 
Record 50 includes information in meter program history 
log 14, or more Specifically in log entries 16, that are created 
for the programming event, plus the new values of the 
parameters programmed in the Session. In one embodiment, 
programming software 48 creates record 50 by reading 
meter program tables 30 (shown in FIG. 1) after the pro 
gramming event. In another embodiment, an even more 
robust record is created by taking a before reading, i.e., a 
reading of tables 30 before the programming event, and 
including the “before” readings in record 50. Suitable secu 
rity measures for program history records 50 are provided at 
computer 46, Such as password Security or file Security 
known in the art. In one embodiment, file contents including 
records 50 are written to a write-once medium 54, Such as 
a non-reprogrammable programmable read only memory, or 
a non-rewritable CD-ROM. 

In one embodiment in which multiple computer devices 
46 are used to program various meters 10 in a utility System, 
program history files of records 50 are returned to a central 
computer System 56 for consolidation, much like conven 
tional meter readings are now returned. 
The use of entry Sequence numbers 32 facilitates easy 

validation and manipulation of entries. Entry transaction 
numbers 36 are generated inside the meter by a process 
providing an output that is difficult to predict, Such as an 
encryption algorithm or a hashing algorithm. Entry transac 
tion numbers 36 are keys that provide secure identifiers 
linking entries 18 in the internal program history log 14 of 
a meter 10 to the record 48 of parameters programmed by 
the session in the computer file 50. 
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It will thus be recognized that the above-described 
embodiments provide a Secure program history log for an 
electronic electricity meter, a highly Secure record of events, 
and a complete record of programmed values external to the 
meter. Memory inside the meter is conserved in at least one 
embodiment by Storing a portion of the historical record 
outside the meter itself, in a related computer System. It will 
also be recognized that the present invention is not limited 
to electronic electricity meters, but can also be applied to 
many other types of programmable devices as well. 

While the invention has been described in terms of 
various specific embodiments, those skilled in the art will 
recognize that the invention can be practiced with modifi 
cation within the Spirit and Scope of the claims. 
What is claimed is: 
1. A method for creating a Secure program history log for 

a programmable device including a microprocessor, at least 
one communications port for communicating with the 
microprocessor and at least one memory device electrically 
connected to the microprocessor, the memory device includ 
ing a program history log to monitor an accuracy of input 
program parameters, Said method comprising: 

communicating input program parameters to the micro 
processor in a programming event; 

creating a log entry utilizing the microprocessor and the 
program parameters as the input program parameters 
are communicated; and 

Writing the log entry into the program history log utilizing 
the microprocessor Such that changes to meter param 
eters are identifiable, and if the changes are 
unauthorized, the meter parameters are restorable. 

2. A method in accordance with claim 1 wherein com 
municating program parameters comprises inputting pro 
gram parameters utilizing the communications ports. 

3. A method in accordance with claim 1 wherein creating 
the log entry comprises: 

generating at least one of an entry Sequence number, a 
date and time Stamp, a transaction number, and a table 
identifier; and 

including at least one of the entry Sequence number, date 
and time Stamp, transaction number and table identifier 
in the log entry. 

4. A method in accordance with claim 1 further compris 
ing preventing alteration of the log entry after it is written. 

5. A method in accordance with claim 1 wherein writing 
the log entry into the program history log comprises: 

Writing log entries to different locations in the program 
history log until the program history log is full; and 

Overwriting an oldest log entry with a new log entry once 
the program history log is full. 

6. A method in accordance with claim 1 wherein Said Step 
of writing the log entry into the program history log com 
prises prohibiting alteration of any log entry except when a 
master reset function is enabled. 

7. A method in accordance with claim 1 further compris 
ing reading at least one of the entire program history log and 
an individual log entry externally through the communica 
tions port. 

8. A method in accordance with claim 7 wherein said 
method further comprises 

maintaining a pointer that points to the last log entry read; 
and 

Overwriting the log entry indicated by the pointer with a 
new log entry. 

9. A method in accordance with claim 1 wherein the 
System further includes a first computer external to the 
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6 
programmable device for communicating with the program 
mable device, the first computer including programming 
Software and a Second memory device, Said method further 
comprising: 

communicating the program parameters to the first com 
puter, 

executing the programming Software to program the pro 
grammable device based on the program parameters, 

creating at least one record utilizing the programming 
Software and the program parameters, and 

Storing the record in the Second memory device. 
10. A method in accordance with claim 9 further com 

prising writing the contents of the Second memory device to 
a write-once medium. 

11. A method in accordance with claim 1 wherein the 
programmable device is an electronic electricity meter, Said 
Step of communicating input program parameters to the 
microprocessor comprising the Step of communicating 
meter parameters to the microprocessor for determining 
energy consumption data outputs. 

12. A System for creating a Secure program history log for 
a programmable device comprising: 

at least one communications port, Said communications 
port configured to receive inputs comprising program 
input parameters in a programming event, Said program 
input parameters employed to generate data outputs 
from the programmable device; 

a microprocessor configured to receive Said program input 
parameters from Said communications port and create a 
log entry based on Said program input parameters to 
monitor changed program input parameters Such that 
changes to meter parameters are identifiable, and if the 
changes are unauthorized, the meter parameters are 
restorable; and 

at least one memory device electrically connected to Said 
microprocessor and comprising Said program history 
log, Said microprocessor further configured to write 
Said log entry into Said program history log, thereby 
protecting Said program history log from manipulation 
Via direct communication from Said communications 
port. 

13. A System in accordance with claim 12 wherein Said 
programmable device comprises an electronic electricity 
meter. 

14. A system in accordance with claim 13 wherein said 
log entry comprises at least one of a transaction number, a 
date and time Stamp, an entry Sequence number, and a table 
identifier. 

15. A system in accordance with claim 13 wherein said 
System is configured to prohibit alteration of any log entry 
once it is written into the program history log. 

16. An electronic electricity meter comprising: 
a communications port, Said communications port con 

figured to receive meter input parameters in a program 
ming event; 

a microprocessor configured to receive Said meter input 
parameters from Said communications port and deter 
mine energy consumption data outputs based upon Said 
meter input parameters, Said microprocessor further 
configured to create a program history log entry when 
meter input parameters are received in the program 
ming event; and 

at least one memory device electrically connected to Said 
microprocessor and comprising a program history log 
to record changes to meter input parameters, Said 
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microprocessor further configured to write Said log 
entry into Said program history log Such that changes to 
meter parameters are identifiable, and if the changes are 
unauthorized, the meter parameters are restorable. 

17. An electronic electricity meter in accordance with 
claim 16, Said meter configured to allow reading of Said 
program history log through Said communications port and 
configured to prohibit direct input into Said program history 
log to record changes to meter input from Said communi 
cations port. 

18. An electronic electricity meter in accordance with 
claim 17, Said program history log entry comprising at least 
one of an entry Sequence number, a transaction number, a 
date and time Stamp, and a table identifier. 

19. An electronic electricity meter in accordance with 
claim 16 wherein Said at least one memory device comprises 
a first memory and a Second memory, one of Said first and 
Second memory comprising meter input parameters and the 
other of Said first and Second memory comprising Said 
program history log. 

20. An electronic electricity meter comprising: 
a microprocessor configured to determine energy con 

Sumption output data based upon at least one meter 
input parameter received in a programming event; 

at least one memory device electrically connected to Said 
microprocessor and comprising a program history log 
for recording Said programming event; and 
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a communications port, Said communications port con 

figured to receive Said at least one meter input param 
eter for use by Said microprocessor to generate output 
data; Said microprocessor configured to create a pro 
gram history log entry and configured to write Said log 
entry into Said program history log when Said at least 
one meter parameter is received in Said programming 
event, Said program history log comprising at least one 
of an entry Sequence number, a transaction number, a 
date and time Stamp, and a table identifier Such that 
changes to meter parameters are identifiable, and if the 
changes are unauthorized, the meter parameters are 
restorable. 

21. An electronic electricity meter in accordance with 
claim 20, Said meter configured to allow reading of Said 
program history log through Said communications port and 
configured to prohibit direct input into Said program history 
log from Said communications port. 

22. An electronic electricity meter in accordance with 
claim 20 wherein Said at least one memory device comprises 
a first memory and a Second memory, one of Said first and 
Second memory comprising meter input parameters and the 
other of Said first and Second memory comprising Said 
program history log. 


