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TECHNIQUES FOR COMMUNICATING EVENTS AMONG USERS AND

APPLICATIONS

BACKGROUND OF THE INVENTION

The present invention relates to communicating (or sharing) information in
multiple user environments. More specifically, the invention relates to capturing
application events and propagating the application events to interested users so that the

users can coordinate working together.

Computers are amazing tools that allow us to perform many tasks efficiently in
both the work place and the home. Perhaps the most common application that is run on
computers is the word processing program that allows users to produce documents
including letters, reports, articles, books, and the like. Computer applications can also be

used to produce spreadsheets, slide presentations, databases, drawings, and many more.

Oftentimes, computer projects require that multiple users interact and work
together. For example, the documentation for a large software application may be
produced by multiple people. A simple way that access to the shared document can be
managed is provided by most operating systems by allowing only one user to have access

to the document (and have write capabilities).

Of course, allowing only one user to have access to the document means that the
users must work serially on the project. Although working serially may be satisfactory for
some projects, other projects require that the users are able to work in parallel on the

project.
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Database applications provide a good example of allowing users to work on
projects in parallel. Many database applications allow multiple users to access the
database simultaneously. When a user is accessing a record of the database, that record is
typically locked so that the integrity of the information stored in the database is

maintained.

By locking a record, a database application allows multiple users to access and
enter data in the database simultaneously. However, there are many projects where it
would be desirable for users to be able to see the changes to the data that other users have
made. Moreover, it would be beneficial to have techniques that allow multiple users to
work together on projects in a way that allowed them to see the changes that other users

have made to the data and decide whether to accept these changes for themselves.

SUMMARY OF THE INVENTION

The present invention provides techniques for communicating application events
among multiple users. More specifically, application events are detected and propagated
to other interested users (via applications) encapsulated in action messages. The interested
users whose privileges allow them to receive the application events can decide on a case
by case basis whether to accept the application event. In addition, the interested users can
decide to accept or reject all the application events that are received. The invention allows
multiple users to work together more efficiently and with more knowledge than is

provided prior art techniques. Several embodiments of the invention are described below.

In one embodiment, the invention provides a method of distributing an application
event. An event from a user to an application is captured. Once captured, information

2
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about the event is obtained and a message that includes the event and the information

about the event is created. The message that is created is then sent to interested users.

In another embodiment, the invention provides a method of propagating an action
message. An action message including a header and a self contained object is received.
Information from the header and the self contained object is extracted from the action
message. The appropriate call to apply data of the self contained object to an application
is determined and the call is made to realize the action message in the application. Ina

preferred embodiment, the call is an application programming interface (API) call.

In another embodiment, the invention provides a method of processing
transactions. A transaction for an application including at least one action message 1s
received. An action message in the transaction is selected and it is determined if the action
message includes new content. If the action message includes new content, the new
content is added to a content list. Users that are interested in the action message are
identified and the access privileges of those users that interested are checked. The action
message is put in a local queue for the application for the users that are interested and have

appropriate access privileges.

In another embodiment, the invention provides a method of sending action
messages. A check is made to determine if an application having action messages in a
local queue is online on the same activity. If the application is online, a transaction that
includes the action messages is sent to a remote agent. Otherwise, if the application is not

online, the action messages are saved until the application is online.
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In another embodiment, the invention provides a system for communicating action
messages among users. The system includes an application that executes on computer
systems for multiple users. An agent executes on each computer system that detects
application events and sends the application events to a coordinator. The coordinator

5  determines the users that are interested in each application event and sends the application

events to the agents on the computer systems of interested users.

Other features and advantages of the invention will become readily apparent upon

review of the following description in association of the accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

10 FIG. 1 illustrates an example of a computer system that can be utilized to execute

the software of an embodiment of the invention.
FIG. 2 illustrates a system block diagram of the computer system of FIG. 1.
FIG. 3 shows a network of multiple computer systems.

FIG. 4 shows the interaction of a typical user with an application, such as a word

15  processor or database management system.

FIG. 5 shows a system of one embodiment of the invention that allows users to

receive application events generated by other users.
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FIG. 6 illustrates queues that may be maintained for each application by an agent

of the invention.

FIG. 7 shows queues that may be maintained for each activity of an application by

a coordinator of the invention.

FIG. 8 shows a flow chart of a process of distributing an application event to

interested users.

FIGS. 9A and 9B show a flow chart of another process of distributing an

application event to interested users.

FIG. 10 shows a flow chart of a process of propagating the action message so that

the action message can be utilized in the application.

FIGS. 11A-11C show a flow chart of a process of processing transactions so that
action messages in the transactions can be sent to interested users that have the appropriate

access privileges.

FIG. 12 shows a flow chart of a process of sending action messages when the user

is online with the same activity.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

In the description that follows, the present invention will be described in reference
to embodiments that detect application events so that the application events can be
propagated to interested users who have the appropriate access privileges. However, the
invention is not limited to any particular language, computer architecture or specific
implementation. Therefore, the description of the embodiments that follows is for

purposes of illustration and not limitation.

FIG. 1 illustrates an example of a computer system that can be used to execute the
software of an embodiment of the invention. FIG. 1 shows a computer system 1 that
includes a display 3, screen 5, cabinet 7, keyboard 9, and mouse 11. Mouse 11 can have
one or more buttons for interacting with a graphical user interface. Cabinet 7 houses a
CD-ROM drive 13, system memory and a hard drive (see FIG. 2) which can be utilized to
store and retrieve software programs incorporating computer code that implements the
invention, data for use with the invention, and the like. Although CD-ROM 15 is shown
as an exemplary computer readable storage medium, other computer readable storage
media including floppy disk, tape, flash memory, system memory, and hard drive can be
utilized. Additionally, a data signal embodied in a carrier wave (e.g., in a network

including the Internet) can be the computer readable storage medium.

FIG. 2 shows a system block diagram of computer system 1 used to execute the
software of an embodiment of the invention. As in FIG. 1, computer system 1 includes
monitor 3 and keyboard 9, and mouse 11. Computer system 1 further includes subsystems

such as a central processor 51, system memory 53, fixed storage 55 (e.g., hard drive),
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removable storage 57 (e.g., CD-ROM drive), display adapter 59, sound card 61, speakers
63, and network interface 65. Other computer systems suitable for use with the invention
can include additional or fewer subsystems. For example, another computer system could

include more than one processor 51 (i.e., a multi-processor system) or a cache memory.

The system bus architecture of computer system 1 is represented by arrows 67..
However, these arrows are illustrative of any interconnection scheme serving to link the
subsystems. For example, a local bus could be utilized to connect the central processor to
the system memory and display adapter. Computer system 1 shown in FIG. 2 is but an
example of a computer system suitable for use with the invention. Other computer

architectures having different configurations of subsystems can also be utilized.

FIG. 3 shows a network that connects multiple computer systems, such as the ones
shown in FIGS. 1 and 2. As shown, multiple computer systems 1 are interconnected
through a network 101. Network 101 allows the computer systems to share data and
resources. Typically, the computer system that controls access to data or a resource is
called the server because it provides access to client computer systems. The network can
be any kind of network including a local area network (LAN) and wide area network

(WAN), such as the Internet.

The components of the invention can be implemented on various components of a
network. Although the invention will be described in terms of preferred embodiments, it
will be apparent to those of skill in the art that the components can be implemented in

different ways without departing from the spirit and scope of the invention.
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FIG. 4 illustrates a user interacting with a typical application, which in this case is
a word processor or database application. A user 201 interacts with a graphical user
interface (GUI) 203. GUI 203 allows the user to enter and receive data through an
interface that is easy for the user to utilize. When a user interacts with GUI 203, GUI

events are sent to application logic 205.

Application logic 205 receives GUI events and processes them to perform the
actions requested by the user. The actions can include any number of forms including
storing data in a database 207, files 209, retrieving stored data, making calculations on

data, and displaying information through GUI 203, just to name a few.

An application programming interface (API) 211 allows for programmatic data
entry/access 213. In other words, API 211 provides calls that direct the application to
perform specific actions. Thus, the API calls. can be thought of as a back door through
which to direct the application. Also, APIs can provide access to application events
generated by applications as a result of user interaction. Now that a typical application
environment has been described, an embodiment of a system of the invention will be

described.

FIG. 5 shows a system that allows application events to be detected and propagated
to other users according to the invention. A user 301 can interact with applications 303
and 305. The interaction with the applications can be as described in reference to FIG. 4.
Accordingly, user 301 may interact with applications 303 and 305 utilizing a graphical

user interface for the applications (not shown).
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A GUI 307 allows user 301 to, among other things, view application events that
have been sent to the user, as well as generated by local applications, and specify what
should be done with application events and configure the users preferences. An agent 309
monitors application events including GUI events so that they can be propagated or sent to
interested users. Agent 309 can store the application events that are to be sent to the

interested users.

In order to better describe the system of FIG. 5, the system will be described in
terms of an example where agent 309 has captured an event that may be of interest to other
users. Once agent 309 captures an application event, the agent sends the application event
to a coordinator 311. When used herein, the term “action message” will be used to denote
a message that includes an application event and additional information regarding the
application event. In preferred embodiments, multiple application events can be sent

together as a transaction in order to make the system more efficient.

Coordinator 311 receives the application event and determines if there are users
interested in receiving the event. For example, coordinator 311 can maintain a list of
application events in which users are interested. Coordinator 311 determines if there are
any users that are interested in the received application event and then determines if the
users have the appropriate access privileges to receive the event. For example, the action
message can include the access privileges that specify the users that are allowed to receive

the application event.

Assuming there are application events that should be sent to an interested user,

coordinator 311 determines if the interested user is online on the same activity of the
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application in which the application event was generated. If so, coordinator 311 sends an

action message, preferably bundled in a transaction, to an agent 313.

Agent 313 monitors applications 315 and 317 for application events. Additionally,
agent 313 receives application events from coordinator 311 and can propagate the
application events to integrated applications 315 and/or 317. A GUI 319 allows a user 321
to view application events that have been specified should only be committed to
applications upon user confirmation. In order to finish this example, GUI 319 could
display an application event that was generated by user 301. User 321 could then specify
through GUI 319 that the application event should be accepted and agent 313 would make
the appropriate calls to commit the application event to the appropriate application, which

could be application 315 as an example.

The above has described coordinator 311 as receiving application events and
determining users that may be interested in the application events. These functions can
also be performed by an agent. Additionally, a GUI can be used to communicate directly
with coordinator 311, such as in an embodiment where a web based GUI communicates

with the coordinator.

FIG. 5 has been described in a high level to introduce several aspects of the
invention. For simplicity, only two users and two applications were shown. However, a
system can include many more users and many more applications. Also, there can be
multiple coordinators (see dashed lines in FIG. 5) and the agents and coordinators can be
on the same or different computer systems. Furthermore, the system was described as
propagating an application event from user 301 to user 321, but this process can be bi-

directional and the application events can be propagated to multiple interested users.

10
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Although the network configuration of the system shown in FIG. 5 can be varied, a
typical configuration is that a client computer system 323 interacts with user 301 and a
client computer system 325 interacts with user 321. A server computer system 327
includes coordinator 311 and therefore coordinates communication among multiple users.

Other network configurations can also be utilized in different environments.

Each agent can maintain queues of action messages. FIG. 6 shows queues that
may be utilized to store action messages for each application. An application 401 is
monitored by an agent. The agent maintains an in queue 403 that stores action messages
that are to be sent to application 401. Similarly, an out queue 405 stores action messages
that have been sent form application 401. The queues are utilized to more efficiently

organize the action messages that are being routed through the agent.

Action messages are also routed through the coordinator so it is also beneficial to
maintain queues for the coordinator. FIG. 7 shows queues that can be utilized to store
action messages for the coordinator. The coordinator can organize the action messages in
terms of activity (or session), application, and then whether the action messages are being
sent to or from the application of interest. Application 501 has had two (or more)
activities 503 and 505 online. For each activity, the coordinator maintains in queues 507
and out queues 509. In queues 507 store action messages that have been received from the

agents and out queues 509 store action messages that are to be sent to the agents.

Now that the overall system and some data structures have been described, it may
be beneficial to describe processes that occur within a system. FIG. 8 shows a flow chart
of a process of distributing an application event. At a step 601, an event from the user to

an application is captured. The event is typically an application event and can include

11
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GUI, application logic, and database events. As mentioned previously, the event is
typically captured by an agent that monitors events generated by an application as a result

of user interaction.

Information about the event is obtained at a step 603. The information can include
the identity of the user who is generating the event, the date and time of the event, the
object or component on which the event is performed, creator/user, the owner of the object
or component, the last updated time, the application in which the event was generated, and

access privileges of who can receive the action message including this event.

At a step 605, a message that includes an event and the information about the event
is created. The message is then sent to interested users at a step 607. FIG. 8 shows a high
level process of distributing an application event and FIGS. 9A and 9B show more details

in another embodiment.

FIGS. 9A and 9B show a flow chart of a process of distributing an application
event. At a step 651, a user interacts with an application. The user may be entering data,
accessing data or performing any other functions within the application. During user

interaction, the system generates an application event at a step 653.

At a step 655, the application event is detected and the event type of the application
event is determined. In preferred embodiments, the application event is detected and
initially processed by an agent running on the system in which the application event was

generated. The event type can be that data was added, deleted, modified, and the like.

12
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The object that is associated with the event is found at step 657. Once the object
has been identified, information about the object including the schema of the object is
extracted at a step 659. At a step 660, it is determined if a change specified by the event is
allowed. Ifnot, the application event is disallowed at a step 661, thereby avoiding a
conflict. Otherwise, the information and schema will be utilized to generate a self

contained object that will be included in an action message as follows.

At a step 662, information for a header of the action message is determined. The
information may include the user who caused the application event to be generated, the
date of the application event, the owner of the object that is acted on by the application
event, the last update date and time of the object, and any other information that may be

desired.

A self contained object and schema is created at a step 663. The self contained
object and schema (also called an “action object”) can include the event type (such as
added, deleted, modified, etc.), context of the event, status, and access privileges. For
example, the access privileges can be whether the action message, and underlying
application event, is private, can be distributed to the public at large, or éan only be

distributed to certain users.

The schema is the structure of the object and can include the super class, class, and
list of properties, where each property includes a name, value, type, and unit. For
example, in a computer aided design (CAD) application, the super class of an object could
be “entity” and the class could be “circle.” The list of properties could include definitions

for the radius, center, color and the like of the circle. As an example, the name of the

13
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property could be radius, the value could be “r,” the type could be “float,” and the unit

“inches.”

At a step 665, the action message is created and includes the self contained object
and the header. Accordingly, the action message is an encapsulation of the application
event and includes other information that may be beneficial in replicating the application
event in another user’s activity of the application. The action message is sent to interested
users at 667. In a preferred embodiment, the action message is sent by an agent to a

coordinator.

FIG. 10 shows a flow chart of a process of propagating the action message in a
activity of an application of another user. At a step 701, the action message is received. In
preferred embodiments, the action message is received by an agent that is monitoring the

application events of another user.

At a step 703, the information from the message header is extracted. The self
contained object is extracted from the action message at a step 705. At a step 706, it is
determined if a change specified by the self contained object is allowed. If not, the
application of the self contained object is disallowed at a step 707, thereby detecting a

conflict.

The self contained object is examined to determine the appropriate call to apply the
self contained object data to the application at a step 708. Once the call (e.g., API call) is
determined, the call is made to realize the action message, and underlying application
event, in the application at a step 709. In preferred embodiments, the flow described in
FIG. 10 is performed by an agent. Therefore, FIGS. 9A-9B and 10 have described

14
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processes that may be performed by the agents. FIGS. 11A-11C show a process of
processing transactions that will include a process that a coordinator may perform to

coordinate between the agents at either end of the action message.

In FIG. 11A, starting with a step 801, a user gets online with an application on a
computer system. At a step 803, the user is online with the activity of the application. At
some point in time, the user performs an operation that generates an application event.
The application event is detected by the agent, which precedes to generate an action
message as described in FIGS. 9A and 9B. Once a certain number of action messages
have been created, the agent will send the transaction to the coordinator. This is denoted

by the user committing a transaction at a step 805.

At a step 807, the coordinator receives the transaction and acknowledges receipt

back to the agent. The coordinator starts processing the transaction at a step 809.

As the transaction can include multiple action messages, the coordinator checks if
the transaction has more action message to process at a step 811. If it is determined that
there are more action messages to process at a step 813, the coordinator gets the next

action message to process at a step 815.

At a step 817, the coordinator examines the content of the action message to
determine if the action message includes new content. The content can be utilized by
users to specify application events in which they are interested. Ifit is determined that the
action message includes new content at a step 819, the coordinator adds the new content to

a content list at a step 821.

15
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At a step 823, the coordinator identifies users that are interested in the action
message and underlying application event. Once the coordinator has identified interested
users, the coordinator checks the access privileges of those interested at a step 825 to
determine if they can receive the action message. The access privileges of the action event

can be specified in a self contained object in the action message as described previously.

If there are action messages to be sent to interested users (or applications), and
their agents, the coordinator puts the appropriate messages in each application’s out queue
at a step 827. Referring back to FIG. 7, the coordinator may place the action messages in

out queues 509 of the activity of the application.

Once the coordinator has placed application messages into local queues that store
the action messages to be sent out, the coordinator can send the action messages to the
interested users and their agents. FIG. 12 shows a flow chart of a process of sending
action messages to interested users. At a step 901, for each application having action
messages in the out queue, the coordinator checks if the application is online on the same
activity. Ifit is determined that the application is online on the same activity at a step 903,
the coordinator sends a transaction including the action messages to the agent representing
that application at a step 905. Once the agent receives the transaction, the agent will

respond with an acknowledgement that is received by the coordinator at a step 907.

If it is determined that the application is not online on the same activity, the
coordinator saves the action messages in the out queue until the user is online with the
activity at a step 909. One the agent receives the transaction including action messages,

the agent can propagate the action messages as described in FIG. 10.

16
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At each agent, a user can specify whether action messages will be automatically
accepted and committed to an application or whether the user would like to manually
review the action messages and accept only those action messages that they are interested.
For example, if a user specifies that all action messages should be automatically accepted,
the agent will automatically extract the underlying application events and commit them to
the appropriate application. However, if the user specifies that the action messages should
be manually accepted, the agent will display the underlying application events to the user

so that the user can select those that should be accepted and committed.

While the above is a complete description of preferred embodiments of the
invention, various alternatives, modifications and equivalents can be used. It should be
evident that the invention is equally applicable by making appropriate modifications to the
embodiments described above. Therefore, the above description should not be taken as
limiting the scope of the invention that is defined by the metes and bounds of the appended

claims along with their full scope of equivalents.

17
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CLAIMS

What is claimed is:

1. A method of distributing an application event, comprising:

capturing an event from a user to an application;

obtaining information about the event;

creating a message that inciudes the event and the information about the event; and

sending the message to interested users.

2. The method of claim 1, wherein the capturing an event includes detecting
the event.
3. The method of claim 1, wherein the capturing an event includes

determining a type of the event.

4. The method of claim 1, wherein the capturing an event includes finding an

object associated with the event.

5. The method of claim 4, wherein the obtaining information includes

extracting information about the object.

6. The method of claim 5, wherein the information about the object includes a

schema of the object.

18
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7. The method of claim 1, wherein the obtaining information includes

determining information for a header of the message.

8. The method of claim 1, wherein the creating a message includes creating a

5  self contained object.

9. The method of claim 8, wherein the creating a message includes creating a

schema for the self contained object.

10 10.  The method of claim 9, wherein the message includes the self contained

object and schema.

11. A method of propagating an action message, comprising:
receiving an action message including a header and a self contained object;
15 extracting information from the header from the action message;
extracting the self contained object from the action message;
determining an appropriate call to apply data of the self contained object to an
application; and

making the appropriate call to realize the action message in the application.

20
12. The method of claim 11, wherein the call is an application programming
interface (API) call.
13. A method of processing transactions, comprising:
25 receiving a transaction for an application including at least one action message;

selecting an action message in the transaction;
19
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determining if the action message includes a new content;

if the action message includes a new content, adding the new content to an content
list;

identifying for users that are interested in the action message;

checking access privileges of the users that are interested; and

putting the action message in a local queue for the application for the users that are

interested and have appropriate access privileges.

14.  The method of claim 13, wherein the local queue for the application is for a

specific activity of the application.

15.  The method of claim 13, wherein the users specify action messages of

interest according to the contents of the action messages of interest.

16.  The method of claim 13, wherein the action message specifies the access

privileges.

17.  The method of claim 16, wherein the access privileges are public, private or

a list of users.

18. A method of sending action messages, comprising:

checking if an application having action messages in a local queue is online on a
same activity;

if the application is online, sending a transaction that includes the action messages

to a remote agént; and

20
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if the application is not online, saving the action messages until the application is

online.

19.  The method of claim 18, further comprising receiving an acknowledgement

that the transaction was received by the remote agent.

20.  The method of claim 18, wherein the agent commits the action messages if

a user has specified automatic acceptance of the action messages.

21.  The method of claim 18, wherein the agent displays the action messages to

a user for committing if the user has specified user acceptance of the action messages.

22. A system for communicating action messages among users, comprising:

an application that executes on computer systems for a plurality of users;

an agent that executes on each computer system that detects application events and
sends the application events to a coordinator; and

the coordinator that determines the users that are interested in each application
event and sends the application events to the agents on the computer systems of interested

users.

23.  The system of claim 22, wherein the coordinator checks if each interested
user has the privilege of receiving the application event before the application event is

sent.

24.  The system of claim 22, wherein each user can specify whether the

application events are automatically accepted or will be accepted by the user.
21
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