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VALIDATING FIRMWARE FOR DATA STORAGE DEVICES
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Patent Application No.
15/394,700 filed December 29, 2016, entitled VALIDATING FIRMWARE FOR
DATA STORAGE DEVICES, the disclosure of which is hereby incorporated
by reference in its entirety.

BACKGROUND

[0002] Distribution of data storage across one or more data storage
devices can provide increased data security through data redundancy. One
type of data storage device may be a direct-attached storage (DAS) device.
DAS devices may provide one or more computing devices with direct access
to data via a connection cable (e.g., via a direct or physical connection).
Another type of data storage device may be a network-attached storage
(NAS) device. NAS devices may provide access to data over computer

networks (e.g., via a wired and/or wireless network).

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] Various embodiments are depicted in the accompanying
drawings for illustrative purposes, and should in no way be interpreted as
limiting the scope of this disclosure. In addition, various features of different
disclosed embodiments can be combined to form additional embodiments,
which are part of this disclosure.

[0004] Figure 1 is a diagram of a data storage system, according to
an embodiment.

[0005] Figure 2 is a diagram of a data storage system, according to
an embodiment.

[0006] Figure 3 is a diagram of a data storage device, according to
an embodiment.

[0007] Figure 4 is a flow diagram illustrating a process for validating
a firmware image, according to an embodiment.

[0008] Figure 5 is a flow diagram illustrating a process for validating

a firmware image, according to an embodiment.
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[0009] Figure 6 is a flow diagram illustrating a process for validating

a firmware image, according to an embodiment.

DETAILED DESCRIPTION

[0010] While certain embodiments are described, these
embodiments are presented by way of example only, and are not intended to
limit the scope of protection. Indeed, the novel methods and systems
described herein may be embodied in a variety of other forms. Furthermore,
various omissions, substitutions and changes in the form of the methods and
systems described herein may be made without departing from the scope of
protection.

[0011] The headings provided herein are for convenience only and
do not necessarily affect the scope or meaning of the claimed invention.
Disclosed herein are example implementations, configurations, and/or
embodiments relating to validating firmware and/or other software for

electronic devices, such as data storage devices.

Overview

[0012] Data storage devices/systems may provide one or more
computing devices with file-level data storage. One example of a data
storage device/system may be a direct-access storage (DAS) device. The
DAS device may be coupled to a computing device (e.g., a laptop computer, a
desktop computer, etc.) via a connection cable (e.g., a Thunderbolt cable, an
external serial advanced technology attachment (€eSATA) cable, a universal
serial bus (USB) cable, etc.) coupled to a direct-access interface (e.g., a
communication interface such as USB 2.X, USB 3.X, Thunderbolt, eSATA,
etc.) of the DAS device. A DAS device may provide a convenient mechanism
for transferring data between computing devices, increasing the storage
capacity (e.g., increasing the storage space) of a computing device, and/or
providing increased data security through data redundancy. Another example
of a data storage device/system may be a network-access storage (NAS)

device. A NAS device may be coupled to a network via a network-access
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interface (e.g., a network interface or a communication interface such as
Ethernet, 802.11 (Wi-Fi), etc.). A NAS device may provide file-level data
storage over a network (e.g., a computer network), where the stored data is
accessible to a group of clients. For example, a NAS device may include
hardware, software, or a combination of such elements, configured such that
the NAS device operates as a file server. NAS devices/systems can provide
a convenient mechanism for sharing data among multiple computers and/or
remotely accessing data stored on the NAS devices/systems. As compared
to traditional file servers, benefits of NAS devices/systems may include the
ability to access data from various locations (e.g., remote locations), faster
data access, easier administration, and/or simpler configuration.

[0013] Certain embodiments disclosed herein provide the ability to
validate firmware (and/or other software) for an electronic device (such as a
data storage device) when initiating operation of the electronic device (e.g.,
booting the electronic device) and/or when updating/installing the firmware on

the electronic device.

Data Storage Devices

[0014] Figure 1 is a diagram of a data storage system 100,
according to an embodiment. In the data storage system 100, a data storage
device 120 may be communicatively coupled to one or more client devices
(e.g., one or more computing devices) in order to provide file-based data
storage services to the one or more client devices. Types of client devices
that may have access to the data storage device 120 may include, but are not
limited to, phones 137 (e.g., smart phones, cellular phones, etc.), cable set-
top boxes 136, smart televisions (TVs) 135, video game consoles 134, laptop
computers 133, tablet computers 132, desktop computers 131, wearable
computers and/or other types of computing devices. In one embodiment, the
data storage device 120 may be an external standalone data storage device.
For example, the data storage device 120 may be a data storage device that
is not located within a computing device (e.g., not within a case or housing of
a computing device). In another example, the data storage device 120 may
be a data storage device that may provide access to data without being

directly coupled to a computing device (e.g., may be a NAS device). The
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client devices may also be referred to as host systems. In one embodiment,
the data storage device 120 may be a portable data storage device. The
portable data storage device may lack a power source (e.g., may lack a
battery and/or an alternating current (AC) adaptor) and may receive power
from the client devices (e.g., host systems).

[0015] The data storage device 120 may provide various client
devices (e.g., phones 137, cable set-top boxes 136, smart TV's 135, video
game consoles 134, laptop computers 133, tablet computers 132, desktop
computers 131) with access to various types of user data stored on the data
storage device 120. The data storage device 120 may also allow users to
store various types of user data on the data storage device 120. The data
storage device 120 may comprise magnetic media, hard disk media, and/or
solid-state media. While certain description herein refers to solid state
memory generally, it is understood that solid state memory may comprise one
or more of various types of solid state non-volatile memory devices such as
flash integrated circuits, Chalcogenide random-access memory (C-RAM),
Phase Change Memory (PC-RAM or PRAM), Programmable Metallization
Cell RAM (PMC-RAM or PMCm), Ovonic Unified Memory (OUM), Resistance
RAM (RRAM), NAND memory (e.g., single-level cell (SLC) memory, multi-
level cell (MLC) memory, or any combination thereof), NOR memory,
electrically erasable programmable read-only memory (EEPROM),
Ferroelectric Memory (FeRAM), Magnetoresistive RAM (MRAM), other
discrete non-volatile memory (NVM) chips, or any combination thereof.

[0016] With further reference to Figure 1, the data storage device
120 (e.g., magnetic disk drive, hybrid hard drive, solid-state drive, etc.) may
include a controller (not shown in Figure 1) configured to receive data
commands and to execute such commands in one or more non-volatile
storage components of the data storage device 120. Such commands may
include data read/write commands and the like. The controller may be
configured to receive data commands from a communication interface (e.g., a
network-access interface and/or a direct-access interface) residing on a
computing device (e.g., a host system). Data commands may specify a block

address in the data storage device 120, and data may be
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accessed/transferred based on such commands. The data commands may
also be referred to as data access requests.

[0017] The data storage device 120 may be configured to store data
in one or more magnetic recording disks and/or the solid state memory
devices/arrays. In an embodiment, the data storage device 120 may
comprise a cable box, a backup disk drive, a media storage unit, a streaming
media device, a digital camera, or any other electronic device which may
store data that may need to be accessed directly or wirelessly.

[0018] In certain embodiments, the data storage device 120 may
store data received from a client device such that the data storage device 120
acts as data storage for the client device. To facilitate this function, the data
storage device 120 may implement a logical interface. The logical interface
can present to the client device memory as a set of logical addresses (e.g.,
sequential/contiguous addresses) where data may be stored. Internally, the
controller may map logical addresses to various physical memory addresses
in the non-volatile memory of the data storage device 120. Mapping data
indicating the mapping of logical addresses to physical memory addresses
may be maintained in the data storage device 120.

[0019] In one embodiment, the data storage device 120 may be a
DAS device. The DAS device may be directly coupled to a client device (e.g.,
a desktop computer 131) via a connection cable 121. The connection cable
121 may be coupled to a communication interface (e.g., a USB 2.X interface,
a USB 3.X interface, a Thunderbolt interface, etc.) of the DAS device (e.g.,
data storage device 120). In another embodiment, the data storage device
120 may also be a NAS device. The NAS device may also be coupled to the
client devices 131-137 via a network 105. The NAS device may be coupled to
the network 105 via a network interface (e.g., an Ethernet interface, an 802.11
(Wi-Fi) interface, etc.). Each of the client devices 131-137 may also be
coupled to the network 105 via a network interface. In one embodiment,
network 105 may include a public network (e.g., the Internet), a private
network (e.g., a local area network (LAN)), a wide area network (WAN) such
as the Internet, a wired network (e.g., Ethernet network), a wireless network
(e.g., an 802.11 network or a Wi-Fi network), a cellular network (e.g., a Long

Term Evolution (LTE) network), routers, hubs, switches, server computers,
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other types of computer networks, and/or a combination thereof. Although
Figure 1 illustrates the data storage device 120 as being coupled to the client
device 131, the data storage device may be coupled to any number of the
client devices 131-137 via one or more connection cables in other
embodiments.

[0020] In one embodiment, the data storage device 120 may
receive data access requests from the client devices 131-137 via the
communication interface (e.g., a direct-access interface such as USB 2.X,
USB 3.X, Thunderbolt) and/or via the network interface (e.g., Ethernet,
802.11, etc.). The data access requests may be messages, commands,
and/or requests to access data on the data storage device. For example, a
data access request may indicate that a computing device wants to read data
from the data storage device 120. In another example, a data access request
may indicate that a computing device wants to write data to the data storage
device 120.

[0021] Data storage devices, such as data storage device 120, may
use firmware (and/or other software) to perform various operations and/or
functions. For example, firmware may be used to control various low-level
functions/operations of the data storage device 120. In another example, the
firmware may be used to operate the data storage device 120 (e.g., to allow
the data storage device 120 to communicate with the client devices, to
read/write data from/to a storage medium, etc.). The firmware (and/or other
software) may be periodically updated to maintain the data storage device
120 and/or to improve the operation of the data storage device 120. For
example, the firmware may be updated to resolve issues (e.g., errors)
encountered by users of the data storage device 120. In another example,
the firmware may be updated to add new functionalities/capabilities to the
data storage device 120.

[0022] When updating the firmware of the data storage device 120
and/or when initiating operation of the data storage device 120 (e.g., booting
the data storage device 120), it may be useful to prevent the data storage
device 120 from using unauthorized or invalid firmware. For example, a user
(e.g., a hacker or a malicious user) may attempt to install unauthorized/invalid

firmware (e.g., firmware that is not authentic and/or is not provided by the
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manufacturer of the data storage device 120). Using the unauthorized/invalid
firmware may cause the data storage device 120 to operate improperly and/or
may result in security issues when the data storage device 120 is used. For
example, the unauthorized/invalid firmware may allow unauthorized users to
access data stored on the data storage device 120. In another example, the
unauthorized/invalid firmware may cause errors to occur when the data
storage device 120 accesses data, which may corrupt the data stored on the
data storage device.

[0023] Figure 2 is a diagram of a data storage system 200
according to an embodiment. The data storage system 200 includes a
computing device 211, a computing device 213, a connection cable, and a
data storage device 120. Each of the computing devices 211 and 213 may be
a laptop computer, a desktop computer, a server computer, a tablet computer,
a smart phone, a set-top box, a smart TV, a video game console, etc. The
computing devices 211 and 213 may also be referred to as host systems.
The data storage device 120 may include a controller 230, a direct-access
interface 220 (e.g., USB 2.X, USB 3.X, Thunderbolt, eSATA, etc.), a network-
access interface 210 (e.g., Ethernet, Wi-Fi, etc.), and non-volatile storage
components 245. The controller 230 may be a processing device, such as a
field-programmable gate array (FPGA), an application-specific integrated
circuit (ASIC), a processor, a central processing unit (CPU), a system-on-chip
(SoC), etc. In one embodiment, the non-volatile storage components 245
may include non-volatile magnetic media and/or solid-state memory, such as
NAND flash. The controller 230 may provide overall control for the data
storage device 120. In one embodiment, the data storage device 120 may be
a portable data storage device. The portable data storage device may lack a
power source (e.g., may lack a battery and/or an AC adaptor) and may
receive power from the computing device 211 (e.g., a host system).

[0024] In certain embodiments, the data storage device 120 may be
a hard disk drive. The non-volatile storage components 245 may include one
or more disks, and the data storage device 120 may further include one or
more heads (not shown) actuated radially over the disk(s) and a spindle motor
for rotating the disk(s). Alternatively to, or in addition to, magnetic rotating

media, solid-state memory and/or other non-volatile memory such as MRAM
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and/or phase change memory may be used. In certain embodiments, the
data storage device 120 may be, for example, a hybrid hard drive including
both magnetic media and solid-state media (e.g., the non-volatile storage
components 245 may include both magnetic disks and solid state
media/memory). In one embodiment, the non-volatile storage components
245 may be coupled to the controller via one or more serial bus connectors.
Examples of serial bus connectors include, but are not limited to, serial ATA
(SATA) connectors, peripheral component interconnect express (PCle)
connectors, and SATA Express connectors. In one embodiment, the data
storage device 120 may be external standalone data storage devices (e.g.,
NAS devices/drives, portable external hard drives, etc.). In another
embodiment, the data storage device 120 may be a portable data storage
device. For example, the data storage device 120 may be a portable external
hard drive. In another embodiment, data storage device 120 may receive
power from the computing device 211 via a connection cable and the direct-
access interfaces 212 and 220. For example, the data storage device 120
may not include a power source (e.g., a battery, a power adaptor, etc.) and
may operate using power (e.g., voltage, current, etc.) received from the
computing device 211 (e.g., a host system).

[0025] The controller 230 may receive data access requests (e.g.,
data and storage access commands) from a direct-access interface 212 (e.g.,
a USB interface, a Thunderbolt interface) of the computing device 211. Data
access requests communicated by the direct-access interface 212 may
include write and read commands issued by the computing device 211. The
data access requests may specify a logical block address (LBA), or range of
LBAs, in the data storage device 120, and the controller 230 may execute the
received data access requests in the non-volatile storage components 245.
The controller 230 may also receive data access requests from a network-
access interface 214 (e.g., a communication interface such as an Ethernet
interface, a Wi-Fi interface, etc.) of the computing device 213. The controller
230 may determine an LBA and/or a range of LBAs in the data storage device
120 based on the data access requests and may execute the received data

access requests in the non-volatile storage components 245. In a hybrid hard
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drive, data may be stored in a magnetic media storage component as well as
non-volatile solid-state memory.

[0026] The data storage device 120 may store data received from
the computing devices 211 and 213, such that the data storage device 120
acts as memory for the computing devices 211 and 213. To facilitate this
memory function, the controller 230 may implement a logical interface. The
logical interface may present to the computing devices 211 and 213 the
memory of the data storage device 120 as a set of logical addresses (e.g.,
contiguous addresses) where data can be stored. The controller 230 may
map logical addresses to various physical memory addresses in the non-
volatile storage components 245 and/or other memory module(s).

[0027] The data storage device 120 may be configured to
implement data redundancy, wherein user data stored in the non-volatile
storage components 245 is maintained in one or more internal and/or external
drives. For example, the controller 230 may include a data redundancy
management module (not shown in Figure 2) configured to implement
redundancy functionality. The data redundancy management module may
implement redundant array of independent disks (RAID) technology, wherein
the non-volatile storage components 245 includes a plurality of internal drives,
disks, or other data storage partitions combined into a logical unit for the
purposes of data redundancy and performance improvement. In addition, or
alternatively, the data redundancy management module may be configured to
implement RAID using one or more internal memory modules in combination
with one or more external memory devices, as discussed in greater detail
below.

[0028] For RAID purposes, the non-volatile storage components
245 may include an array of one or more storage devices, such as hard disks
or other memory modules that are configured to store user data. In certain
embodiments, such internal memory modules/disks may be each directly
coupled to the controller 230 to provide a high bandwidth interface for reading
and writing user data. The non-volatile storage components 245 may include
one or more additional memory modules configured to store parity

information.
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[0029] The controller 230 may be configured to divide and replicate
user data among the physical RAID memory modules, providing storage
virtualization. The array may be accessed by the computing devices 211 and
213 as a single drive. Data may be distributed across the RAID memory
modules/drives according to any desirable or practical RAID level, depending
on the level of redundancy and/or performance desired. For example, the
data storage device 120 may be configured to implement RAID 0, RAID 1,
RAID 5, RAID 6, RAID 10, other RAID technology, or other erasure coding
technology, depending on data reliability, availability, performance and/or
capacity considerations or requirements.

[0030] The computing device 211 may be coupled to the data
storage device 120 via a connection cable. The connection cable may directly
connect the computing device 211 and the data storage device 120. The
connection cable may use one or more communication interfaces (such as a
bus interface) and/or protocols that may allow the computing device 211 to
communicate with the data storage device 120. The direct-access interfaces
212 and 220 may be USB interfaces, Thunderbolt interfaces, serial attached
SCSI (SAS), eSATA interfaces, etc.

[0031] In one embodiment, the connection cable may include one or
more data lines (e.g., one or more wires, pins, etc.) that allow the computing
device 211 to communicate data with the data storage device 120. For
example, the connection cable may include data lines (not shown in Figure 2)
that the computing device 211 may use to read data from and/or write data to
the data storage device 120. The computing device 211 may communicate
data to and from the data storage device using the direct-access interface 212
(e.g., via the direct-access interface 212). In another embodiment, the
computing device 211 may provide an input voltage to the data storage device
120, and the data storage device 120 may use the input voltage to operate
one or more components of the data storage device 120 (e.g., the controller
230, the non-volatile storage components 245, a motor, etc.). The connection
cable may include one or more voltage lines (e.g., wires, pins, etc.) that may
receive the input voltage from the computing device 211 via the direct-access
interface 212. The one or more voltage lines may provide the input voltage

(received from the computing device 211) to the data storage device 120 via
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the direct-access interface 220. In a further embodiment, the data storage
device 120 may be coupled to a separate power source {(e.g., may be coupled
to a battery, to an AC adaptor, to a wall outlet, etc.).

[0032] In one embodiment, the connection cable may include a
bridge unit (not shown in Figure 2). For example, the connection cable may
include a USB bridge, a Thunderbolt bridge, or other type of bridge. The
bridge unit may translate between two different types of communication
interfaces and/or protocols. For example, if a connected storage device
communicates in a first protocol, but not a second protocol, the bridge unit
may translate the second protocol to the first protocol, or vice versa.

[0033] The computing device 213 may be communicatively coupled
to the data storage device 120 via a network 205 (e.g., one or more of a Wi-Fi
network, a LAN, a cellular network, etc.). The computing device 213 may
send data (e.g., files, images, movies, etc.) and/or data access requests to
the data storage device 120 via the network-access interface 214 (e.g., a
communication interface, an Ethernet interface, a Wi-Fi interface, etc.) and
the network 205. The data storage device 120 may receive the data and/or
data access requests from the computing device 213 via the network-access
interface 210.

[0034] In one embodiment, the data storage device 120 may include
an encryption module (e.g., software, hardware, firmware or a combination
thereof) that may encrypt/decrypt data (e.g., files) stored on the non-volatile
storage components 245. For example, the encryption module may use
encryption keys and/or encryption functions/algorithms to encrypt and/or
decrypt data. In another embodiment, the data storage device 120 may
include various sensors such as a compass (e.g., a magnetometer), a
gyroscope, an accelerometer, a global positioning system (GPS) sensor, a
temperature sensor (e.g., a thermometer), etc.

[0035] As discussed above, it may be useful to prevent the data
storage device 120 from using unauthorized/invalid firmware. Using the
unauthorized/invalid firmware may cause the data storage device 120 to
operate improperly and/or may result in security issues when the data storage
device 120 is used. A key (e.g., an encryption key, a cryptographic key, etc.)

may be used to validate firmware (e.g., may be used to determine whether
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firmware is authentic). The key may be stored in a memory, such as a one-
time programmable (OTP) memory. One having ordinary skill in the art
understands that other types of memory, such as secure memory, may be
used to store the key. The OTP memory may generally be included as part of
the controller 230. Including the OTP memory in the controller 230 may
increase the size, cost, and/or complexity of the controller 230.

[0036] In one embodiment, the controller 230 may determine
whether a firmware image (for booting the data storage device and/or for
operating the data storage device) has been validated by the storage drive
240. For example, the controller 230 may send a request (e.g., a message, a
command, etc.) to validate the firmware image, to the storage drive 240. The
controller 230 may boot (e.g., may begin/initiate operation of) the data storage
device 120 using the firmware image if the firmware image has been validated
by the storage drive 240, as discussed in more detail below. The controller
230 may also store the firmware image in a memory (e.g., a flash memory) if
the firmware image has been validated by the storage drive 240, as discussed
in more detail below. If the firmware has not been validated by the storage
drive 240, the controller 230 may refrain from booting the data storage device
120, as discussed in more detail below. For example, the controller 230 may
refrain from booting the data storage device 120 (e.g., may not boot the data
storage device 120) if the firmware image is invalid and/or if the storage drive
240 is unable to validate the firmware image. The controller 230 may also
refrain from storing the firmware image in the memory if the firmware image is
invalid and/or if the storage drive 240 is unable to validate the firmware image.

[0037] In one embodiment, the storage drive 240 may receive a
request to validate the firmware image, as discussed in more detail below.
The storage drive 240 may determine whether the firmware image is valid
based on a digital signature and a key (e.g., an encryption key, a
cryptographic key, etc.), as discussed in more detail below. The storage drive
240 may transmit data (e.g., a value, a result, an alphanumeric string, etc.) to
the controller 230 indicating whether the firmware image is valid, as discussed
in more detail below.

[0038] Many storage drives have the ability to validate a firmware

image of the storage drive (e.g., a storage drive firmware image). In one
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embodiment, the controller 230 may use this ability of the storage drive 240
(to validate firmware images) to validate a firmware image of the data storage
device 120 (e.g., a data storage device firmware image). This may allow the
OTP memory to be removed from the controller 230 which may decrease the
size, cost, and/or complexity of the controller 230. This may also allow the
controller 230 to offload the process of validating the data storage device
firmware image to the storage drive 240, which may allow the controller 230 to

operate more efficiently and/or perform other tasks, operations, functions, etc.

Validating Firmware

[0039] Figure 3 is a diagram of a data storage device 120 according
to an embodiment. The data storage device 120 includes a network-access
interface 210 (e.g., Ethernet, Wi-Fi, etc.), a direct-access interface 220 (e.g.,
USB 2.X, USB 3.X, Thunderbolt, eSATA, etc.), a controller 230, a memory
310, and a storage drive 240. The data storage device 120 may
communicate data (e.g., transmit data and/or receive data) with a computing
device and/or may receive power from the computing device via the direct-
access interface 220, as discussed above. The data storage device 120 may
also communicate data with one or more computing devices via the network-
access interface 210, as discussed above. The network-access interface 210
and direct-access interface 220 may be coupled to the controller 230.

[0040] The memory 310 includes a firmware image 320. In one
embodiment, the memory 310 may be flash memory (e.g., a flash chip, NAND
memory, etc.) The firmware image 320 includes firmware 321 and one or
more digital signatures 322. The one or more digital signatures 322 may be
used to validate the firmware image 320, as discussed in more detail below.
As discussed above, the firmware 321 may be used to initiate operation of the
data storage device 120 (e.g., to boot the data storage device 120). Also as
discussed above, the firmware 321 may be used to operate the data storage
device 120. For example, the firmware 321 may allow the data storage
device 120 to read/write data to the storage drive 240. The firmware 321 may
also allow the data storage device 120 to communicate with computing
devices (e.g., client devices such as smartphones, laptop computers, tablet

computers, etc.) via the network-access interface 210 and/or the direct-
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access interface 220. As discussed above, validating the firmware 321 before
operating the data storage device 120, using and/or storing the firmware 321
may be useful/beneficial.

[0041] The controller 230 includes a validation module 331. The
validation module 331 may be processing logic that includes hardware (e.g.,
circuitry, dedicated logic, programmable logic, microcode, etc.), software (e.g.,
instructions run on a processor to perform hardware simulation), firmware, or
a combination thereof. For example, the validation module 331 may be code,
instructions, etc., stored on a memory, such as a mask read-only memory
(ROM). The controller 230 may execute the validation module 331 to perform
the operations, functions, actions, and/or methods described herein. In
another example, the validation module 331 may be separate from the
controller 230 (not shown in the figures). For example, the validation module
331 may be a processing device {e.g., an ASIC) that is separate from the
controller 230.

[0042] In one embodiment, the validation module 331 may
determine whether the firmware image 320 (and/or firmware 321) is valid. For
example, the validation module 331 may transmit a request to validate the
firmware image 320, to the storage drive 240. The request may be a
command (e.g., an AT Attachment (ATA) command), a message, a frame, a
packet, etc., that may indicate to the storage drive 240 that the storage drive
240 should validate the firmware image 320. The validation module 331 may
also provide the firmware image 320 to the storage drive 240. For example,
the validation module 331 may read the firmware image 320 from the memory
310 and may transmit the firmware image 320 to the storage drive 240. In
another example, the validation module 331 may allow the storage drive 240
to access the memory 310 (e.g., may allow the storage drive 240 to access
the firmware image 320 directly from the memory 310). One having ordinary
skill in the art understands that the validation module 331 may transmit the
request and the firmware image 320 to the storage drive at the same time
(e.g., the request may include the firmware image, or a message may include
both the request and the firmware image 320) or separately (e.g., a first
message with the request and a second message with the firmware image

320). The validation module 331 may also receive data indicative of whether
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the firmware image 320 is valid, from the storage drive 240. For example, the
storage drive 240 may generate and/or transmit a message with a value (e.g.,
a number, an alphanumeric string, etc.) indicating whether the firmware image
320 is valid or invalid, as discussed in more detail below. The validation
module 331 may receive the message (with the value indicating whether the
firmware image 320 is valid or invalid).

[0043] In one embodiment, if the firmware image 320 is valid (e.g., if
the message received from the storage drive 240 indicates that the firmware
image 320 is valid), the validation module 331 may load the firmware 321 into
a memory (not illustrated in Figure 3), and the controller 230 may execute the
firmware 321 to initiate operation of the data storage device 120 (e.g., to boot
the data storage device 120). The controller 230 may also execute the
firmware 321 to operate the data storage device 120. For example, the
controller 230 may execute the firmware 321 to allow the data storage device
120 to connect to a computing device via the direct-access interface 220
and/or to allow the data storage device 120 to communicate (e.g., transmit
and/or receive) data with the computing device. In another embodiment, if the
firmware image is not valid (e.g., if the message received from the storage
drive 240 indicates that the firmware image 320 is not valid), the validation
module 331 may not load the firmware 321 into the memory and may not
allow the controller 230 to execute the firmware 321. For example, the
validation module 331 may refrain from initiating the operation of the data
storage device 120 (e.g., may abort the boot up of the data storage device
120).

[0044] In one embodiment, if the firmware image 320 is valid (e.qg., if
the message received from the storage drive 240 indicates that the firmware
image 320 is valid), the validation module 331 may store the firmware 321 into
the memory 310 for later use. For example, during an update process (to
update the firmware of the data storage device 120), the firmware image 320
may be stored in the memory 310 after the firmware image 320 has been
validated. The (updated) firmware image 320 may be used to initiate
operation of (e.g., boot) the data storage device 120 after the update process
(e.g., after the data storage device 120 is rebooted/restarted). In another

embodiment, if the firmware image is not valid (e.g., if the message received
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from the storage drive 240 indicates that the firmware image 320 is not valid),
the validation module 331 may not store the firmware image 320 in the
memory 310. This may prevent the firmware image 320 from being used to
initiate operate of the data storage device 120 and/or to operate the data
storage device 120.

[0045] In one embodiment, the validation module 331 may
determine whether the storage drive 240 is capable of validating the firmware
image 320. For example, the validation module 331 may transmit a message
to the storage drive 240 to determine if the storage drive 240 is capable of
validating the firmware image 320. If the storage drive 240 does not respond
to the message (or if a response is received indicating that the storage drive
240 is not able to validate the firmware image 320), the validation module 331
may refrain from determining whether the firmware image has been validated.
For example, the validation module 331 may not transmit the request (to
validate the firmware image 320) to the storage drive 240 and/or may not
provide the firmware image 320 to the storage drive 240.

[0046] As illustrated in Figure 3, the storage drive 240 includes a
processing device 341 (e.g., a processor, a central processing unit (CPU), an
application-specific integrated circuit (ASIC), a field-programmable gate array
(FPGA), a system-on-chip (SoC), a controller, etc.), a memory 342, a key 344,
and non-volatile storage components 245. The memory 342 includes a
firmware image 343. The firmware image 343 may be used to initiate
operation of {e.g., boot) the storage drive 240. The firmware image 343 may
also be used to operate the storage drive 240. For example, the firmware
image 343 may allow the storage drive 240 to receive data access requests
from the controller 230. The firmware image 343 may include firmware and/or
one or more digital signatures. The memory 342 may be a flash memory
(e.g., a flash chip, NAND memory, etc.). In one embodiment, the key 344
may be stored in an OTP memory of the storage drive 240. In other
embodiments, the key 344 may be stored in other types of memory, such as a
secure memory (e.g., a secure flash memory).

[0047] In one embodiment, the processing device 341 may validate
the firmware image 343. For example, the processing device 341 may

validate the firmware image 343 before initiating operation of (e.g., booting)
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the storage drive 240. In one embodiment, the processing device 341 may
use the key 344 to validate the firmware image 343. For example, the
firmware image 343 may include firmware (e.g., storage drive firmware) and a
digital signature (e.g., a storage drive digital signature). The processing
device 341 may decrypt the storage drive digital signature using the key 344
to obtain a first hash value. The first hash value may be referred to as an
expected hash value. The processing device 341 may calculate, generate,
obtain, etc., a second hash value by applying a hashing function to the
storage drive firmware. The second hash value may be referred to as the
generated hash value. The processing device 341 may compare the first
hash value with the second hash value (e.g., compare the expected hash
value with the generated hash value). If the first hash value does not match
the second hash value, the processing device 341 may determine that the
storage drive firmware is invalid (e.g., is not authentic) and may refrain from
initiating operation of the storage drive 240 (e.g., may not boot the storage
drive 240). If the first value does match the second hash value, the
processing device 341 may initiate operation of the storage drive 240 using
the storage device firmware. The processing device 341 may also operate
the storage drive 240 using the storage drive firmware. For example, the
processing device 341 may use the storage device firmware to read data from
the non-volatile storage components 245 and/or to write data to the non-
volatile storage components 245.

[0048] In one embodiment, the processing device 341 may receive
a request to validate the firmware image 320. For example, the processing
device 341 may receive a request (e.g., a message, a packet, a frame, etc.) to
validate the firmware image 320 from the controller 230 and/or validation
module 331, as discussed above. The processing device 341 may obtain the
firmware image 320 based on the request. For example, the processing
device 341 may receive the firmware image 320 from the controller 230 or
may read the firmware image from the memory 310, as discussed above.

[0049] In one embodiment, the processing device 341 may
determine whether the firmware image 320 is valid (e.g., whether the firmware
image 320 is authentic and/or validated). The processing device 341 may

decrypt a digital signature 322 to obtain a first hash value. The first hash
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value may be referred to as an expected hash value. The processing device
341 may calculate, generate, obtain, etc., a second hash value by apply a
hashing function to the firmware 321. The second hash value may be
referred to as the generated hash value. The processing device 341 may
compare the first hash value with the second hash value (e.g., compare the
expected hash value with the generated hash value). If the first hash value
does not match the second hash value, the processing device 341 may
determine that the firmware 321 and/or the firmware image 320 are invalid. If
the first hash value does match the second hash value, the processing device
341 may determine that the firmware 321 and/or the firmware image 320 are
valid.

[0050] In one embodiment, the processing device 341 may transmit
data indicating whether the firmware image 320 is valid, to the controller 230.
For example, the processing device 341 may transmit a message (e.g., a first
value or other data) to the controller 230 indicating that the firmware image
320 (and/or the firmware 321) is valid, if the firmware image 320 is valid. In
another example, the processing device 341 may transmit a message (e.g., a
second value or other data) to the controller 230 indicating that the firmware
image 320 (and/or the firmware 321) is invalid, if the firmware image 320 is
invalid.

[0051] As discussed above, the firmware image 320 includes
firmware 321 and one or more digital signatures 322. The one or more digital
signatures 322 may correspond to different manufacturers of storage drives
and/or different types of storage drives (e.g., different model numbers).
Including multiple images in the firmware image 320 may allow different
storage drives (e.g., different types of storage drives) to validate the firmware
image 320. For example, different storage drives (e.g., different storage
drives from different manufacturers) may use different keys to decrypt data.
Each of the one or more digital signatures 322 may be generated (e.g., may
be encrypted) using a different key. In another example, different storage
drives may use different encryption/decryption algorithms/functions to
encrypt/decrypt the one or more digital signatures 322. For example, a first
storage drive may use the Secure Hash Algorithm (SHA) to encrypt/decrypt a

first digital signature 322, and a second storage drive may use the Message-
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Digest algorithm (e.g., MD®8) to encrypt a second digital signature 322. One
having ordinary skill in the art understands that in some embodiments, the
firmware image 320 may not include the one or more digital signatures 322.
For example, the one or more digital signatures 322 may be stored separately
from the firmware 321.

[0052] Although firmware/firmware images are discussed herein,
one having ordinary skill in the art understands that the examples,
implementations, and/or embodiments described herein may apply to
software and/or other data that should be validated. Although data storage
devices are discussed herein, one having ordinary skill in the art understands
that the examples, implementations, and/or embodiments described herein
may apply to other types of electronic devices (e.g., to computing devices).

[0053] Figure 4 is a flow diagram illustrating a process 400 for
validating a firmware image, according to an embodiment. The process 400
may be performed by a validation module (illustrated in Figure 3), a controller,
a processing device (e.g., a processor, a central processing unit (CPU)), etc.
For example, the process 400 may be performed by a controller of a data
storage device. The controller, processing device, and/or validation module
may be processing logic that includes hardware (e.g., circuitry, dedicated
logic, programmabile logic, microcode, etc.), software (e.g., instructions run on
a processor to perform hardware simulation), firmware, or a combination
thereof.

[0054] The process 400 begins at block 405 where the process 400
determines whether a storage drive is capable of validating a firmware image
(e.g., whether the storage drive is able to support requests to validate
firmware images of other devices), as discussed above. For example, the
process 400 may transmit a message to the storage drive (e.g.,, to a
processing device of the storage drive). The storage drive may transmit a
response (to the message) indicating whether the storage drive is capable of
validating. If the storage drive is not capable of validating the firmware image
(e.g., the storage drive is unable to support requests to validate firmware
images of other devices), the process 400 may refrain from determining
whether the firmware image has been validated at block 415, as discussed

above. For example, the process 400 may not transmit a request to validate
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the firmware image and/or may not transmit the firmware image to the storage
drive. If the drive is capable of validating the firmware image, the process 400
may determine whether the firmware image has been validated at block 410.
For example, in one embodiment, process 500 (discussed in more detail
below in conjunction with Figure 5) may be performed to determine whether
the firmware image has been validated.

[0055] Figure 5 is a flow diagram illustrating a process 500 for
validating a firmware image, according to an embodiment. The process 500
may be performed by a validation module (illustrated in Figure 3), a controller,
a processing device (e.g., a processor, a central processing unit (CPU)), etc.
For example, the process 500 may be performed by a controller of a data
storage device. The controller, processing device, and/or validation module
may be processing logic that includes hardware (e.g., circuitry, dedicated
logic, programmable logic, microcode, etc.), software (e.g., instructions run on
a processor to perform hardware simulation), firmware, or a combination
thereof.

[0056] The process 500 begins at block 505 where the process 500
transmits a request to validate a firmware image, to a storage drive (e.g., to a
processing device of a storage drive), as discussed above. For example, the
process 500 may transmit a message to the storage drive requesting the
storage drive to validate the firmware image. At block 510, the process 500
may provide the firmware image to the storage drive, as discussed above.
For example, the process 500 may transmit the firmware image to the storage
drive or may allow the storage drive to read the firmware image from a
memory (e.g., from a flash memory).

[0057] At block 515, the process 500 receives data indicative of the
validity of the firmware image. For example, the process 500 may receive a
message indicating whether the firmware image is valid, from the storage
drive. The process 500 determines whether the data (received at block 515)
indicates that the firmware image is valid at block 520, as discussed above. If
the data (e.g., a value, an alphanumeric value, etc.) indicates that the
firmware image is invalid (e.g., is not authentic), the process 500 may refrain
from booting the data storage device using the firmware image at block 525

and/or storing the firmware image, as discussed above. For example, the
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process 500 may abort the boot up of the data storage device. In another
example, the process 500 may refrain from storing the firmware image in a
memory (e.g., a flash memory), as discussed above. If the data indicates that
the firmware image is valid (e.g., is authentic), the process 500 may boot the
data storage device (e.g., initiate operation of the data storage device) using
the firmware image at block 530 and/or may store the firmware image in a
memory (e.g., a flash memory), as discussed above. For example, the
firmware image may be stored in a memory for later use, as discussed above.

[0058] Figure 6 is a flow diagram illustrating a process 600 for
validating a firmware image, according to an embodiment. The process 600
may be performed by a controller, a processing device (e.g., a processor, a
central processing unit (CPU)), etc. For example, the process 600 may be
performed by a processing device of a storage drive, as discussed above.
The controller, processing device, etc., may be processing logic that includes
hardware (e.g., circuitry, dedicated logic, programmable logic, microcode,
etc.), software (e.g., instructions run on a processor to perform hardware
simulation), firmware, or a combination thereof.

[0059] The process 600 begins at block 605 where the process 600
determines whether a storage drive firmware image (e.g., a firmware image of
the storage drive) is valid. For example, the process 600 may decrypt a
digital signature of the storage drive firmware image (using a key) to obtain a
first hash value, generate a second hash value based on the storage drive
firmware, and compare the first hash value and the second hash value, as
discussed above. If the storage drive firmware image is not valid, the process
500 may refrain from booting the storage drive at block 610, as discussed
above.

[0060] If the storage drive firmware image is valid, the process 600
may boot the storage drive at block 606, as discussed above. At block 615,
the process 600 may receive a request to validate a data storage device
firmware image, as discussed above. For example, the process 600 may
receive a message requesting validation of the data storage device firmware
image, from a controller of the data storage device. The process 600 may
obtain the data storage device firmware image at block 620. For example, the

process 600 may receive the data storage device firmware image from the
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controller or may read the data storage device firmware image from a memory
(e.g., from a flash memory).

[0061] At block 625, the process 600 may determine whether the
data storage device firmware image is valid. For example, the process 600
may decrypt a digital signature of the data storage device firmware image
(using the key) to obtain a first hash value, generate a second hash value
based on the data storage device firmware, and compare the first hash value
and the second hash value, as discussed above. |If the data storage device
firmware image is valid, the process 600 may transmit data indicating that the
data storage device firmware image is valid, at block 630. For example, the
process 600 may transmit a message with a first value indicating that the data
storage device firmware image is valid (e.g., is authentic), to the controller. If
the data storage device firmware image is invalid, the process 600 may
transmit data indicating that the data storage device firmware image is invalid
(e.g., is not authentic), at block 635. For example, the process 600 may
transmit a message with a second value indicating that the data storage

device firmware image is invalid, to the controller.

General Comments

[0062] Those skilled in the art will appreciate that in some
embodiments, other types of distributed data storage systems can be
implemented while remaining within the scope of the present disclosure. In
addition, the actual steps taken in the processes discussed herein may differ
from those described or shown in the figures. Depending on the embodiment,
certain of the steps described above may be removed, others may be added.

[0063] While certain embodiments have been described, these
embodiments have been presented by way of example only, and are not
intended to limit the scope of protection. Indeed, the novel methods and
systems described herein may be embodied in a variety of other forms.
Furthermore, various omissions, substitutions and changes in the form of the
methods and systems described herein may be made. The accompanying
claims and their equivalents are intended to cover such forms or modifications

as would fall within the scope and spirit of the protection. For example, the
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various components illustrated in the figures may be implemented as software
and/or firmware on a processor, ASIC/FPGA, or dedicated hardware. Also,
the features and attributes of the specific embodiments disclosed above may
be combined in different ways to form additional embodiments, all of which fall
within the scope of the present disclosure. Although the present disclosure
provides certain preferred embodiments and applications, other embodiments
that are apparent to those of ordinary skill in the art, including embodiments
which do not provide all of the features and advantages set forth herein, are
also within the scope of this disclosure. Accordingly, the scope of the present
disclosure is intended to be defined only by reference to the appended claims.

[0064] The words “example” or “exemplary” are used herein to
mean serving as an example, instance, or illustration. Any aspect or design
described herein as “example’ or “exemplary” is not necessarily to be
construed as preferred or advantageous over other aspects or designs.
Rather, use of the words “example” or “exemplary” is intended to present
concepts in a concrete fashion. As used in this disclosure, the term “or” is
intended to mean an inclusive “or” rather than an exclusive “or”. That is,
unless specified otherwise, or clear from context, “X includes A or B” is
intended to mean any of the natural inclusive permutations. That is, if X
includes A; X includes B; or X includes both A and B, then “X includes A or B”
is satisfied under any of the foregoing instances. In addition, the articles “a”
and “an” as used in this disclosure and the appended claims should generally
be construed to mean “one or more” unless specified otherwise or clear from
context to be directed to a singular form. Moreover, use of the term “an

embodiment” or “one embodiment” or “an implementation” or “one
implementation” throughout is not intended to mean the same embodiment or
implementation unless described as such. Furthermore, the terms "first,"
"second,"” "third," "fourth,” etc., as used herein are meant as labels to
distinguish among different elements and may not necessarily have an ordinal
meaning according to their numerical designation.

All of the processes described above may be embodied in, and fully
automated via, software code modules executed by one or more general
purpose or special purpose computers or processors. The code modules may

be stored on any type of computer-readable medium or other computer
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storage device or collection of storage devices. Some or all of the methods

may alternatively be embodied in specialized computer hardware.
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WHAT IS CLAIMED 1S:

1. A data storage device, comprising:
a storage drive configured to store data; and
a controller coupled to the storage drive, the controller configured to:
determine whether a firmware image has been validated by the
storage drive; and
boot the data storage device based on the firmware image
responsive to the firmware image having been validated by the storage

drive.

2. The data storage device of claim 1, wherein the controller is further
configured to:
refrain from booting the data storage device responsive to the firmware

image having not been validated by the storage drive.

3. The data storage device of claim 1, wherein the controller is further
configured to determine whether the firmware image has been validated by:
transmitting, to the storage drive, a request to validate the firmware

image.

4, The data storage device of claim 1, wherein the controller is further
configured to determine whether the firmware image has been validated by:

providing the firmware image to the storage drive.

5. The data storage device of claim 1, wherein the controller is further
configured to determine whether the firmware image has been validated by:
receiving, from the storage drive, data indicative of whether the

firmware image is valid.

6. The data storage device of claim 1, wherein the controller is further
configured to:
determine whether the storage drive is capable of validating the

firmware image; and
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refrain from determining whether the firmware image has been
validated responsive to the storage drive being not capable of validating the

firmware image.

7. The data storage device of claim 1, wherein the storage drive

comprises a processing device configured to validate the firmware image.

8. The data storage device of claim 1, wherein the firmware image

comprises a digital signature, and wherein the storage drive comprises a key.

9. The data storage device of claim 8, wherein the firmware image is

validated based on the digital signature and the key.

10.  The data storage device of claim 1, further comprising:
a memory configured to store the firmware image, wherein the storage
drive comprises a second firmware image, and wherein the second firmware

image is used by the storage drive to initiate operation of the storage drive.

11. A method, comprising:
determining whether a firmware image has been validated by a
storage drive of a data storage device; and
booting the data storage device based on the firmware image
responsive to the firmware image having been validated by the storage

drive.

12.  The method of claim 11, further comprising:
refraining from booting the data storage device responsive to the

firmware image having not been validated by the storage drive.

13.  The method of claim 11, wherein determining whether the firmware
image has been validated comprises:
transmitting, to the storage drive, a request to validate the firmware

image.
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14.  The method of claim 11, wherein determining whether the firmware
image has been validated comprises:

providing the firmware image to the storage drive.

15.  The method of claim 11, wherein determining whether the firmware
image has been validated comprises:
receiving, from the storage drive, data indicative of whether the

firmware image is valid.

16.  The method of claim 11, further comprising:

determining whether the storage drive is capable of validating the
firmware image; and

refraining from determining whether the firmware image has been
validated responsive to the storage drive being not capable of validating the

firmware image.

17. A storage drive, comprising:
non-volatile memory configured to store data; and
a processing device coupled to the non-volatile memory, the
processing device configured to:
receive a request to validate a firmware image of a data storage
device;
determine whether the firmware image is valid; and
transmit, to a controller of the data storage device, data

indicating whether the firmware image is valid.

18.  The storage drive of claim 17, wherein the firmware image comprises a
digital signature, and wherein the storage drive further comprises a key stored

in the non-volatile memory.
19.  The storage drive of claim 18, wherein the processing device is further

configured to determine whether the firmware image is valid based on the

digital signature and the key.
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20.  The storage drive of claim 17, wherein the processing device is further
configured to:

determine whether a second firmware image stored in the non-volatile
memory of the storage drive is valid; and

initiate operation of the storage drive based on the second firmware

image.

28



PCT/US2017/051221

WO 2018/125320

1/6

L Ol4

FNFL y

301A3d ®

JOVHOLS
0z T\ vivd

€l

i :@em

9€gl

gel

001



¢ OId

PCT/US2017/051221

[474

\

—

2/6

JOV4H3LNI
$S300v-103d1d

3IIA3d ONILNAWNOD

\l\

Le

1474

\

=~

WO 2018/125320

WN
4
JAINA FOVHOLS
vz J0VILNI «
\ 02c— |  $8390v-L03¥Ia
SININOdINOD b
JOVHOLS y
JTILVIOA-NON
]
° < > Y3TIO¥INOD
SININOdWO?
JOVHOLS J h
m:_:vo?zoz e |
14 FOVANAINL |
oiz—" | SSFOOVIRIOMLIAN
30IA30 IDVHOLS Y1VA
4}

L)

h 4

0¢ YHOMLIN

JOV4H3LNI
SS3OOV-MHOMLIN

3IIA3d ONILNAWNOD

\

€1t

00Z




WO 2018/125320

PCT/US2017/051221

3/6

120
DATA STORAGE DEVICE
210 NET:’;I’?EF@Q%EESS DIRECT-ACCESS INTERFACE |\_ 220
A
\ STORAGE DRIVE
230 A CONTROLLER PROCESSING DEVICE || A~ 341
331 —~__{ VALIDATIONMODULE | [€ >
MEMORY
L1 342
. FIRMWARE IMAGE
(L 343
KEY (|1 344
\
310 o MEMORY NON-VOLATILE
FIRMWARE IMAGE STORAGE N 249
COMPONENTS
321 1~ FIRMWARE
< q ° 1 240
322 ~~ | DIGITAL °
B SIGNATURE(S) NON-VOLATILE
320 1~ STORAGE (L~ 245
COMPONENTS

FIG. 3



WO 2018/125320 PCT/US2017/051221
4/6

400
N
—NO 405
YES
415
REFRAIN FROM DETERMINING /— l
WHETHER FIRMWARE IMAGE HAS
BEEN VALIDATED DETERMINE WHETHER FIRMWARE L~ 410
IMAGE HAS BEEN VALIDATED

A
END

FIG. 4



WO 2018/125320

500

,
s
A

NO

5/6

START

TRANSMIT REQUEST TO
VALIDATE FIRMWARE \_- 505
IMAGE

PROVIDE FIRMWARE
IMAGE TO STORAGE
DRIVE

" 510

RECEIVE DATA 515
INDICATIVE OF VALIDITY "

520

DOES DATA
INDICATE FIRMWARE

525

REFRAIN FROM BOOTING DATA
STORAGE DEVICE AND/OR
STORING FIRMWARE IMAGE

MAGE IS VALID?

YES

v
BOOT DATA STORAGE
DEVICE AND/OR STORE N_- 530
FIRMWARE IMAGE

Ll

\ 4

END

FIG. 5

PCT/US2017/051221



WO 2018/125320

600

,
,
A

6/6

TORAGE DRI
FIRMWARE IMAGE

NO

/_/610

VALID?

YES

v

PCT/US2017/051221

605

BOOT STORAGE DRIVE

.~ 606

REFRAIN FROM BOOTING
STORAGE DRIVE

RECEIVE REQUEST TO VALIDATE
DATA STORAGE DEVICE
FIRMWARE IMAGE

" 615

OBTAIN DATA STORAGE DEVICE
FIRMWARE IMAGE

" 620

ATA STORAGE DEVIC
IRMWARE IMAGE VALID?

630

YES

625

635

TRANSMIT DATA INDICATING DATA
STORAGE DEVICE FIRMWARE
IMAGE IS VALID

TRANSMIT DATA INDICATING DATA
STORAGE DEVICE FIRMWARE
IMAGE IS NOT VALID

\ 4

END

FIG. 6




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2017/051221

A. CLASSIFICATION OF SUBJECT MATTER

INV. GO6F21/51 GO6F21/57
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

25 June 2008 (2008-06-25)

paragraphs [0040] - [0048]; figures 4-6

X EP 1 934 879 A2 (SANDISK CORP [US]; 1-20
DISCRETIX TECHNOLOGIES LTD [IL])

X WO 2015/165000 A1 (INTEL CORP [US]; KOTARY 1-20
KARUNAKARA [IN]; YOKE NICHOLAS J [US];
WANG BR) 5 November 2015 (2015-11-05)
paragraphs [0024] - [0030]; figures 1,3

D Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

21 November 2017

Date of mailing of the international search report

29/11/2017

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Widera, Sabine

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2017/051221
Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 1934879 A2 25-06-2008 EP 1934879 A2 25-06-2008
JP 4891324 B2 07-03-2012
JP 2009508271 A 26-02-2009
KR 20080071549 A 04-08-2008
WO 2007033321 A2 22-03-2007
WO 2015165000 Al 05-11-2015 CN 106462707 A 22-02-2017
EP 3138040 Al 08-03-2017
KR 20160126067 A 01-11-2016
TW 201602786 A 16-01-2016
US 2017147356 Al 25-05-2017
WO 2015165000 Al 05-11-2015

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - wo-search-report
	Page 38 - wo-search-report

