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(57) ABSTRACT 

The invention presents a networked System for identifying 
an individual, communicating information to the individual, 
and remotely monitoring the individual. The System 
includes a remotely programmable apparatus that occasion 
ally connects to a Server via a communication network Such 
as the Internet. The remotely programmable apparatus inter 
acts with the individual in accordance with a Script program 
received from the Server Among other capabilities, the Script 
program may instruct the remotely programmable apparatus 
to identify the individual, to communicate information to the 
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remotely programmable apparatus to the Server. Information 
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information identifying the individual may be used by either 
or both the Server System and remotely programmable 
apparatus for Security, customization and other purposes. AS 
the present invention has multi-user capabilities, it can be 
used in a public place, Such as a pharmacy or health care 
clinic. The multi-user capabilities also allow collection and 
tracking of user data for the healthcare industry. 

WORKSTATION 

REMOTEAPPARATUs 
SCRIPTPROGRAM 

  



US 2003/0069753 A1 
Page 2 

Related U.S. Application Data 

visional application No. 60/041,746, filed on Mar. 28, 
1997. Provisional application No. 60/041,751, filed 
Continuation-in-part of application No. 09/318,708, 
filed on May 26, 1999, now abandoned. Continua 
tion-in-part of application No. 09/274,433, filed on 
Jun. 17, 1999, now abandoned. Continuation-in-part 
of application No. 09/422,046, filed on Oct. 20, 
1999,which is a continuation of application No. 
09/271,217, filed on Mar. 17, 1999, now Pat. No. 
6,168,563, which is a continuation of application No. 
08/481,925, filed on Jun. 7, 1995, now Pat. No. 
5,899,855, which is a continuation of application No. 
08/233,397, filed on Apr. 26, 1994, now abandoned, 
which is a continuation-in-part of application No. 
07/977,323, filed on Nov. 17, 1992, now Pat. No. 
5,307,263said application application number is a 
continuation-in-part of application No. 08/946,341, 
filed on Oct. 7, 1997, now Pat. No. 5,997.476, which 
is a continuation-in-part of application No. 08/847, 
009, filed on Apr. 30, 1997, now Pat. No. 5,897,493. 
Continuation-in-part of application No. 09/237,194, 
filed on Jan. 26, 1999, which is a continuation of 
application No. 08/481,925, filed on Jun. 7, 1995, 
now Pat. No. 5,899,855, which is a continuation of 
application No. 08/233,397, filed on Apr. 26, 1994, 
now abandoned, which is a continuation-in-part of 
application No. 07/977,323, filed on Nov. 17, 1992, 
now Pat. No. 5,307,263. Continuation-in-part of 
application No. 09/201,372, filed on Nov. 30, 1998, 
now abandoned, which is a continuation-in-part of 
application No. 08/669,613, filed on Jun. 24, 1996, 
now Pat. No. 5,879,163. Continuation-in-part of 
application No. 09/378,188, filed on Aug. 20, 1999, 
now abandoned, which is a continuation of applica 
tion No. 08/850,840, filed on May 3, 1997, now Pat. 
No. 5,985,559, which is a continuation-in-part of 
application No. 08/847,009, filed on Apr. 30, 1997, 
now Pat. No. 5,897,493. Continuation-in-part of 
application No. 09/304,447, filed on May 3, 1999, 
now abandoned, which is a continuation of applica 
tion No. 08/771,951, filed on Dec. 23, 1996, now Pat. 
No. 5,933,136. Continuation-in-part of application 
No. 09/531,237, filed on Mar. 21, 2000, now aban 
doned, which is a continuation-in-part of application 
No. 09/300,856, filed on Apr. 28, 1999, now Pat. No. 
6,368,273, which is a division of application No. 
08/946,341, filed on Oct. 7, 1997, now Pat. No. 
5,997,476, which is a continuation-in-part of appli 
cation No. 08/847,009, filed on Apr. 30, 1997, now 
Pat. No. 5,897,493. Continuation-in-part of applica 
tion No. 09/540,482, filed on Mar. 31, 2000, which is 
a continuation of application No. 09/394,219, filed on 
Sep. 13, 1999, now Pat. No. 6,375,469, which is a 
continuation of application No. 08/814,293, filed on 
Mar. 10, 1997, now Pat. No. 5,951,300. Continuation 
in-part of application No. 09/518,426, filed on Mar. 3, 
2000, now abandoned, which is a continuation of 
application No. 08/972,375, filed on Nov. 18, 1997, 
now Pat. No. 6,068,615, which is a continuation-in 
part of application No. 08/681,290, filed on Jul. 22, 
1996, now Pat. No. 5,782.814, which is a continua 
tion-in-part of application No. 08/278,929, filed on 

Jul. 22, 1994, now Pat. No. 5,569,212. Continuation 
in-part of application No. 09/495,809, filed on Feb. 1, 
2000, now abandoned. Continuation-in-part of appli 
cation No. 09/336,570, filed on Jun. 21, 1999, now 
Pat. No. 6,186,145, which is a continuation-in-part of 
application No. 08/958,786, filed on Oct. 29, 1997, 
now Pat. No. 5,913,310, which is a continuation-in 
part of application No. 08/857,187, filed on May 15, 
1997, now Pat. No. 5,918,603, which is a continua 
tion of application No. 08/247,716, filed on May 23, 
1994, now Pat. No. 5,678,571 said application appli 
cation number is a continuation of application No. 
09/271,188, filed on Mar. 17, 1999, now Pat. No. 
6,334,778, which is a continuation-in-part of appli 
cation No. 08/946,341, filed on Oct. 7, 1997, now Pat. 
No. 5,997,476, which is a continuation-in-part of 
application No. 08/847,009, filed on Apr. 30, 1997, 
now Pat. No. 5,897,493said application application 
number is a continuation-in-part of application No. 
09/127,404, filed on Jul. 31, 1998, now Pat. No. 
5,940,801, which is a continuation of application No. 
08/843,495, filed on Apr. 16, 1997, now Pat. No. 
5,828,943, which is a continuation of application No. 
08/682,385, filed on Jul. 17, 1996, now abandoned, 
which is a continuation of application No. 08/479, 
570, filed on Jun. 7, 1995, now abandoned, which is 
a continuation of application No. 08/233,674, filed on 
Apr. 26, 1994, now abandoned. Continuation-in-part 
of application No. 09/496,893, filed on Feb. 2, 2000, 
which is a continuation of application No. 09/041, 
809, filed on Mar. 13, 1998, now abandoned. Con 
tinuation-in-part of application No. 09/658,209, filed 
on Sep. 8, 2000, which is a continuation-in-part of 
application No. 09/237,194, filed on Jan. 26, 1999, 
which is a continuation of application No. 08/481, 
925, filed on Jun. 7, 1995, now Pat. No. 5,899,855, 
which is a continuation of application No. 08/233, 
397, filed on Apr. 26, 1994, now abandoned, which is 
a continuation-in-part of application No. 07/977,323, 
filed on Nov. 17, 1992, now Pat. No. 5,307,263. 
Continuation-in-part of application No. 09/160,970, 
filed on Sep. 25, 1998, now Pat. No. 6,240,393, which 
is a continuation-in-part of application No. 09/092, 
604, filed on Jun. 5, 1998, now Pat. No. 6,023,686, 
which is a continuation-in-part of application No. 
08/784,270, filed on Jan. 15, 1997, now Pat. No. 
5,887,133, and which is a continuation-in-part of 
application No. 08/603,131, filed on Feb. 20, 1996, 
now Pat. No. 5,794.219. Continuation-in-part of 
application No. 09/152,353, filed on Sep. 14, 1998, 
now Pat. No. 6,246,992, which is a continuation-in 
part of application No. 08/732,158, filed on Oct. 16, 
1996, now Pat. No. 5,832,448. Continuation-in-part 
of application No. 09/304,446, filed on May 3, 1999, 
now Pat. No. 6,167,386, which is a continuation of 
application No. 09/092,604, filed on Jun. 5, 1998, 
now Pat. No. 6,023,686, which is a continuation-in 
part of application No. 08/603,131, filed on Feb. 20, 
1996, now Pat. No. 5,794,219, and which is a con 
tinuation-in-part of application No. 08/784,270, filed 
on Jan. 15, 1997, now Pat. No. 5,887,133. Continu 
ation-in-part of application No. 09/441,408, filed on 
Nov. 16, 1999, now abandoned. Continuation-in-part 
of application No. 09/810,334, filed on Mar. 14, 2001. 



US 2003/0069753 A1 
Page 3 

Continuation-in-part of application No. 09/810,865, 
filed on Mar. 16, 2001, which is a continuation of 
application No. 09/399,122, filed on Sep. 20, 1999, 
now Pat. No. 6,233,539, which is a continuation of 
application No. 08/781,278, filed on Jan. 10, 1997, 
now Pat. No. 5,956,501. Continuation-in-part of 
application No. 10/024,445, filed on Dec. 17, 2001. 
Continuation-in-part of application No. 09/274,431, 
filed on Mar. 22, 1999, now Pat. No. 6,196,970. 
Continuation-in-part of application No. 09/119,546, 
filed on Jul. 20, 1998, now Pat. No. 6,330,426, which 
is a continuation-in-part of application No. 08/953, 
883, filed on Oct. 20, 1997, now abandoned, which is 
a continuation-in-part of application No. 08/757,129, 
filed on Dec. 3, 1996, now Pat. No. 6,144,837, which 
is a continuation of application No. 08/334,643, filed 
on Nov. 4, 1994, now Pat. No. 5,601,435said appli 
cation application number is a continuation of appli 

(60) 

cation No. 08/958,786, filed on Oct. 29, 1997, now 
Pat. No. 5,913,310, which is a continuation-in-part of 
application No. 08/857,187, filed on May 15, 1997, 
now Pat. No. 5,918,603, which is a continuation of 
application No. 08/247,716, filed on May 23, 1994, 
now Pat. No. 5,678,571. Continuation-in-part of 
application No. 08/995,609, filed on Dec. 22, 1997, 
now Pat. No. 6,210,272. 

Provisional application No. 60/041,746, filed on Mar. 
on Mar. 28, 1997. Provisional application No. 60/189, 
536, filed on Mar. 15, 2000. Provisional application 
No. 60/256,715, filed on Dec. 18, 2000. Provisional 
application No. 60/336,198, filed on Oct. 23, 2001. 
Provisional application No. 60/326,521, filed on Oct. 
1, 2001. Provisional application No. 60/316,804, filed 
on Aug. 31, 2001. 



Patent Application Publication Apr. 10, 2003. Sheet 1 of 22 US 2003/0069753 A1 

COMMUNICATION 
NETWORK 

FG. I. 

3 

WORKSTATION 

script Assion 

REMOTE APPARATUs 
MONITORING SCRIPTPROGRAM 
APPLICATION RESPONSES 

. MEASUREMENTS 

    

  



Patent Application Publication Apr. 10, 2003. Sheet 2 of 22 US 2003/0069753 A1 

  



US 2003/0069753 A1 Patent Application Publication Apr. 10, 2003. Sheet 3 of 22 

Tronvo|Z0IJARIGOS HÆVEI??O ] [JOI 

HH00 dº DJ 

RIHIHIN MOTH x Holy I?asa’I DI MBLIAIN HSOOQT9 BK|-^^ºº (S)ERI?L HOIATICIJOHTHS 

?75?5?õõ????????NOS OL no? (IOHLI SIGRIVIH MOH 7.Nyºt?jin?wiyaeli. InON MOTTOH OJ, QOX IOH. LI SIGRIVIH MOH ?5?sf??????naevnvw _nOX ERIV TTHAMOH 

| fy {{{DIOHO E FIOLOHO Z {{OTOHO I EKOIOHOSHIRIETTÒ 

T???555?T?V?GILI AWVNJARIOS _NHEIRIOS ÄRILNH.LdTRIOS 
  



Patent Application Publication Apr. 10, 2003. Sheet 4 of 22 US 2003/0069753 A1 

NUMBER: 9001 (LF) 
LED: 1 (LF 

ZAP: (LF) 
CLS: (LF) 
DISPLAY: PLEASE ENTERINIDCODE, INSERTSMART 

CARD, OR CONNECTMONITORING DEVICE (LF 
WAIT: LF 
CLS: {LF) 

DISPLAY: ANSWER QUERIES NOW 
PRESS ANYBUTTON TO START (LF 

WAIT: (LF) 
CLS: (LF} 
DISPLAY: HOW DO YOU FEEL? 

VERY VERY 
BAD BAD GOOD GOOD (LF) 

INPUT: OOOOLF 
CLS: (LF) 
DISPLAY: HOWWELLARE YOU 

MANAGINGYOURDISEASE? 
VERY VERY 
WELL BADLY WELL WELL (LF} 

INPUT: OOOO (LF) 
CLS: {LF) 
DISPLAY: HOWHARD IST FOR YOUTO 

FOLLOW YOUR TREATMENT PLAN 
VERY VERY 
HARD HARD EASY EASY (LF 

FIG.6A 



Patent Application Publication Apr. 10, 2003 Sheet 5 of 22 

INPUT: OOOO (LF) 
CLS: (LF 

US 2003/0069753 A1 

DISPLAY: HOW HARDIS IT FOR YOUTO 
CONTROL YOUR BLOOD SUGAR 
VERY VERY 
HARD HARD EASY EASY (LF) 

INPUT: OOOO (LF} 
CLS: LF} 
DISPLAY CONNECT GLUCOSE METER 

AND PRESS ANYBUTTON 
WHENFINISHED (LF} 

WAIT: LF) 
CLS: (LF) 
DISPLAY: COLLECTING MEASUREMENTS (LF) 
COLLECT: GLUCOSE METER (LF) 
CLS: {LF) 
DISPLAY CONNECTAPPARATUSTO 

TELEPHONE JACK AND 
PRESS ANYBUTTON 
WHENFINISHED (LF} 

WAIT: LF 
LED: 0 (LF) 
CLS: (LF) 
DELAY: 03:00 (LF 
DISPLAY: CONNECTING TO SERVER LF 
CONNECT: (LF) 
(EOF} 

FIG. 6B 



Patent Application Publication Apr. 10, 2003 Sheet 6 of 22 US 2003/0069753 A1 

57 

SCRIPTASSIGNMENTSCREEN 
AVAILABLESCRIPTS; PATIENTS: O 

DLABETESSCRIPTI JANE DOE 

DLABETESSCRIPT2 JOHNSMITH 
ASTHEMA SCRIPTI TYPE DLABETES 

ASSIGNSCRIPT DELETESCRIPT conscript Deutscort 

106 

II0 

A 7 

HOWDO YOU FEEL? 

VERY 
BAD 

WERY 
BAD GOOD GOOD 64 

CONNECT GLUCOSE METER 
AND PRESS ANYBUTTON 

26 64 

    

    

    

  

  

  

  

  

  

  



US 2003/0069753 A1 Patent Application Publication Apr. 10, 2003. Sheet 7 of 22 

GIRIVIH ARIE?A ?YIVOns GIOOTH ÄITIOÅ TORILNOO OL ??Q? ?IOHIJI SI GRIWH MOH __CRIVH ?NVºIGIJN? W LV?RIJ, RITMOX AAOTTOH OJ, TIOA RIOHJE SI QIRIWH AACH ??ISVAISIQI (IT)OK ©NIOWN VW []OA EIRIV TITHAAAAOH SEISNOJSHRI ARI?IQÒ ?Nyf?og l:LNHILv? 

J.RIO?HRIJ.NRIJVI 

  



Patent Application Publication Apr. 10, 2003 Sheet 8 of 22 

START MONITORING 
APPLICATION 

NEW SCRIPT 
ENTRY? 

REMOTE 
CONNECT? YES 

/ 
SECURITY 
ENABLED? 

GENERATE AND 
STORE SCRIPT 
PROGRAM 

STORE SCRIPT 
ASSGNMENTS 

US 2003/0069753 A1 

F.G. 1 1A 

NO 

  

  

  

  

  

  

  

  

  



Patent Application Publication Apr. 10, 2003 Sheet 9 of 22 

RECEIVE 
BIOMETRIC 

INFORMATION 

S THE BOMETRIC 
NFORMATION THAT OF 
AN AUTHORIZED USER 

REJECT 
COMMUNICATION 

CUSTOMZED 
NFORMATION 
NTO ASSIGNED 

SCRIPT 

TRANSMIT 
ASSIGNED SCRIPT 

RECEIVE UNIQUED 
VA: BOMETRIC 

INFORMATION, USER 
INTERFACE, CHIP 

CARD, MONITORING 
DEVICE OR PRINTER 

PORT 

RETRIEVE 
ASSIGNED SCRIPT 
FOR AUTHORIZED 

USER 

CUSTOMZE A SCRIP 
BASED ON THE BOMETRIC 

NFORMATION? 

US 2003/0069753 A1 

NO 

F.G. 11B 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

    

    

    

  

  

  

  

  

  

  

  



Patent Application Publication Apr. 10, 2003 Sheet 10 of 22 US 2003/0069753 A1 

PATENT REPORT 

RETRIEVE RESPONSES AND 
MEASUREMENTS NO 

GENERATE AND DISPLAY REPORT 

F.G. 11C 

    

  

  



Patent Application Publication Apr. 10, 2003 Sheet 11 of 22 US 2003/0069753 A1 

GATHER BOMETRC 
INFORMATION 

APPARATUS 
SECURITY 
ENABLED2 

DOES BIOMETR 
NFORMATION 

CORRESPOND TO 
STORED INFORMATION 
OF AN AUTHORIZED 

USER7 

RECEIVE SCRIPT 
PROGRAM 

t 

F.G. 12A 

  

  

    

  

    

    

    

    

  

  



Patent Application Publication Apr. 10, 2003. Sheet 12 of 22 US 2003/0069753 A1 

LIGHTLED 

312 DISPLAY QUERIES 
AND RECORD 
- RESPONSES - 

PROMPTFOR 
DEVICE 

CONNECTION 

receive Reply 

collect 
33 AND STORE 

MEASUREMENTS 
t 
C) 

FIG. 12. 

314 

316 

  

    

    

  



Patent Application Publication Apr. 10, 2003. Sheet 13 of 22 US 2003/0069753 A1 

PROMPTFOR 
PHONE LINE 
CONNECTION 

32O 

seasus. 
& N. Rice | 

t i 

9:5 it gif 

RESPONSES AND 
MEASURE S 

    

    

  



Patent Application Publication Apr. 10, 2003. Sheet 14 of 22 

START 
MONITORING 
AFFLICATION 

S1 st 
1 NEW 

ASSIGNMENTS? 

206 

NO 
210 

REPORT 

FG, 3 

s RESPONSES AND 
MEASUREMENTS 

GENERATE 
AND DISPLAY 

US 2003/0069753 A1 

yes GENERATE 
A-e AND STORE 204 

SCRIPTPROGRAM 

YES STORESCRIPT 208 
ASSIGNMENTS 

222 

  

    

      

  

  

  

    

  

  

  

  



Patent Application Publication Apr. 10, 2003. Sheet 15 of 22 US 2003/0069753 A1 

START 
SCRIPT 

PROGRAM 

DISPLAY QUERIES 
AND RECORD 312 VN 
RESPONSES 

PROMPTFOR 
DEVICE 

CONNECTION 

RECEIVEREPLY 

COLLECT 
AND STORE 

MEASUREMENTS 

314 

36 

318 

FIG. 14A 

  

    

    

    

    

    

  

  

  



Patent Application Publication Apr. 10, 2003. Sheet 16 of 22 US 2003/0069753 A1 

C) 

FR9MPTFOR PHONE LINE 
CONNECTION (D) 

322 \- RECEIVEREPLY YES 

324 N/TURN OFF LED 

NO REPEAT 
SEQUENCE? 

328 CONNECT 325 
TO SERVER 

TRANSMIT 
RESPONSES AND 
MEASUREMENTS 

RECEIVE AND 
332 STORE 

NEWSCRIPT 

FIG. 143 

  



Patent Application Publication Apr. 10, 2003 Sheet 17 of 22 US 2003/0069753 A1 

YOU HAVE UNANSWERED 
QUERIES. SAY"BEGIN" A 
TO STARTSURVEY. 

27 64 

F.G. 16 

  

  

  



US 2003/0069753 A1 Patent Application Publication Apr. 10, 2003. Sheet 18 of 22 

'I HOIARCH ?NINIOLINOW EXOVI 
Q89 

  



Patent Application Publication Apr. 10, 2003. Sheet 19 of 22 US 2003/0069753 A1 

REMOTEAPPARATUS 
CUSTOM 

SCRIPTPROGRAM 

SCRIPTASSIGNOR 

FG. IS 

YOUR NEXTAPPOINTMENT 
WTHDR JONESIS ON 
MARCH 15, 1997. 26 

DAN, YOUR LAB RESULTS 
FOR HEMOGLOBIN 
ARE 6.74. 
OK 

26 

70A 70B 70C 70D 
F.G. 20 

  

  

  

  

  

  

  

  

  

      

  

  



US 2003/0069753 A1 Patent Application Publication Apr. 10, 2003. Sheet 20 of 22 

I º ‘50IJI 

| V FIOIOHO E GIOIOHO Z HOIOHO I HOIOHO 

IZNŒgo | HWIL NOIJOHNNOO T????????5N55 HSIO IHxH oi. (IHHWHWHI '<<RVNVNTINHIIVIIJAITSNP? RITMOA'<<gwVNT INHI.LV, J?IESNP, SLNEHWH LWJLS 
Z6T??FESS??????OEI HWYN LIRIOS 

NEIETRIOS KRIJUNHJAIRIOS ?g 

    

  

  

    

  

  



Patent Application Publication Apr. 10, 2003. Sheet 21 of 22 US 2003/0069753 A1 

coMMUNICATION S. 
NETWORK 

r 30 

28 
REMOTE MONITORING 

APPARATUS 1 DEVICE 

29 
E 108 
PHARM. 
PRINTER 

A Y 

FIG.22 

  



Patent Application Publication Apr. 10, 2003. Sheet 22 of 22 US 2003/0069753 A1 
  



US 2003/0069753 A1 

MULTI-USER REMOTE HEALTH MONITORING 
SYSTEM WITH BIOMETRICS SUPPORT 

CLAIM FOR PRIORITY 

0001. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/665,442 filed Sep. 19, 2000, which is a Con 
tinuation-in-Part of U.S. Ser. No. 09/357,536 filed Jul. 19, 
1999, which is a Continuation of U.S. Pat. No. 5,940,801 
issued on Aug. 17, 1999, which is a Continuation of U.S. 
Pat. No. 5,828,943 issued Oct. 27, 1998, which is a Con 
tinuation of U.S. Ser. No. 08/682,385 filed Jul. 17, 1996, 
now abandoned, which is a Continuation of U.S. Ser. No. 
08/479,570 filed Jun. 7, 1995, now abandoned, which is a 
Continuation of U.S. Ser. No. 08/233,674 filed Apr. 26, 
1994, now abandoned. 
0002 This application is also a Continuation-in-Part of 
U.S. Ser. No. 09/293,363 filed on Apr. 16, 1999, U.S. Ser. 
No. 09/203,882 filed on Dec. 1, 1998, U.S. Ser. No. 09/159, 
219 filed on Sep. 23, 1998, U.S. Ser. No. 09/159,058 filed on 
Sep. 23, 1998, U.S. Ser. No. 09/203,880 filed Dec. 1, 1998, 
U.S. Ser. No. 09/201,323 filed on Nov. 30, 1998, U.S. Ser. 
No. 09/320,004 filed on May 26, 1999, U.S. Ser. No. 
09/318,708 filed on May 26, 1999, and U.S. Ser. No. 
09/274,433 filed on Mar. 22, 1999 now abandoned. 

0003. This application is a Continuation-in-Part of a U.S. 
Ser. No. 09/422,046 filed Oct. 20, 1999, which is a continu 
ation of U.S. Pat. No. 6,168,563 issued on Jan. 2, 2001, 
which is a Continuation of U.S. Pat. No. 5,899,855 issued on 
May 4, 1999, which is a Continuation of U.S. Ser. No. 
08/233,397 filed on Apr. 26, 1994 now abandoned, which is 
a Continuation-in-Part of U.S. Pat. No. 5,307,263 issued on 
Apr. 26, 1994, and also U.S. Ser. No. 09/422,046 is a 
Continuation-in-Part of U.S. Pat. No. 5,997.476 issued on 
Dec. 7, 1999, which is a Continuation-in-Part of U.S. Pat. 
No. 5,897,493 issued on Apr. 27, 1999, which claims 
priority to Provisional Application Serial No. 60/041,746 
filed on Mar. 28, 1997 and Provisional Application Serial 
No. 60/041,751 filed on Mar. 28, 1997. 

0004. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/237,194 filed on Jan. 26, 1999, which is a 
Continuation of U.S. Pat. No. 5,899,855 issued on May 4, 
1999, which is a Continuation of U.S. Ser. No. 08/233,397 
filed on Apr. 26, 1994 now abandoned, which is a Continu 
ation-in-Part of U.S. Pat. No. 5,307,263 issued Apr. 26, 
1994. 

0005. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/201,372 filed on Nov. 30, 1998, which is a 
Continuation-in-Part of U.S. Pat. No. 5,879,163 issued on 
Mar. 9, 1999. 

0006. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/378,188 filed on Aug. 20, 1999, which is a 
Continuation of U.S. Pat. No. 5,985,559 issued on Nov. 16, 
1999, which is a Continuation-in-Part of U.S. Pat. No. 
5,897,493 issued Apr. 27, 1999. 
0007. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/304,447 filed May 3, 1999, which is a Continu 
ation of U.S. Pat. No. 5,933,136 issued Aug. 3, 1999. 
0008. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/531,237 filed Mar. 21, 2000, which is a Con 
tinuation-in-Part of U.S. Pat. No. 6,368,273 issued Apr. 19, 
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2002, which is a Divisional of U.S. Pat. No. 5,997,476 
issued on Dec. 7, 1999, which is a Continuation-in-Part of 
U.S. Pat. No. 5,897,493 issued Apr. 27, 1999, which claims 
priority to Provisional Application Serial No. 60/041,746 
filed Mar. 28, 1997, and also Provisional Application Serial 
No. 60/041,751 filed Mar. 28, 1997 filed Mar. 28, 1997. 
0009. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/540,482 filed Mar. 31, 2000, which is a Con 
tinuation of U.S. Ser. No. 09/394,219 filed Sep. 13, 1999, 
which is a Continuation of U.S. Pat. No. 5,951,300 issued 
Sep. 14, 1999. 
0010 This application is a Continuation-in-Part of U.S. 
Ser. No. 09/518,426 filed Mar. 3, 2000 now abandoned, 
which is a Continuation of U.S. Pat. No. 6,068,615 issued 
May 30, 2000, which is a Continuation-in-Part of U.S. Pat. 
No. 5,782.814 issued Jul. 21, 1998, which is a Continuation 
in-Part of U.S. Pat. No. 5,569,212 issued Oct. 29, 1996. 
0011. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/495,809 filed Feb. 1, 2000, which is a Continu 
ation-in-Part of U.S. Pat. No. 6,186,145 issued Feb. 13, 
2001, which is a Continuation-in-Part of U.S. Pat. No. 
5,913,310 issued Jun. 22, 1999, which is a Continuation-in 
Part of U.S. Pat. No. 5,918,603 issued Jul. 6, 1999, which is 
a Continuation of U.S. Pat. No. 5,678,571 issued Oct. 21, 
1997, U.S. Ser. No. 09/495,809 is also a Continuation of 
U.S. Pat. No. 6,334,778 issued on Jan. 1, 2002, which is a 
Continuation-in-Part of U.S. Pat. No. 5,997.476 issued Dec. 
7, 1999, which is a Continuation-in-Part of U.S. Pat. No. 
5,897,493 issued Apr. 27, 1999, which claims priority to 
Provisional Application Serial No. 60/041,746 filed Mar. 28, 
1997 and to Provisional Application Serial No. 60/041,751 
filed Mar. 28, 1997, and also U.S. Pat. No. 6,334,778 is a 
Continuation-in-Part of U.S. Pat. No. 5,940,801 issued Aug. 
17, 1999, which is a Continuation of U.S. Pat. No. 5,828,943 
issued Oct. 27, 1998, which is a Continuation of U.S. Ser. 
No. 08/682,385 filed Jul. 17, 1996 now abandoned, which is 
a Continuation of U.S. Ser. No. 08/479,570 filed Jun. 7, 1995 
now abandoned, which is a Continuation of U.S. Ser. No. 
08/233,674 filed Apr. 26, 1994 now abandoned. 
0012. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/496,893 filed Feb. 2, 2000, which is a Continu 
ation of U.S. Ser. No. 09/041,809 filed Mar. 13, 1998 now 
abandoned. 

0013 This application is a Continuation-in-Part of U.S. 
Ser. No. 09/658,209 filed Sep. 8, 2000, which is a Continu 
ation-in-Part of U.S. Ser. No. 09/237,194 filed Jan. 1, 1999, 
which is a Continuation of U.S. Pat. No. 5,899,855 issued 
May 4, 1999, which is a Continuation of U.S. Ser. No. 
08/233,397 filed Apr. 26, 1994 now abandoned, which is a 
Continuation-in-Part of U.S. Pat. No. 5,307,263 issued Apr. 
16, 1994. 
0014. This application is a Continuation-in-Part of U.S. 
Pat. No. 6,240,393 issued on May 29, 2001, which is a 
Continuation-in-Part of U.S. Pat. No. 6,023,686 issued Feb. 
8, 2000, which is a Continuation-in-Part of U.S. Pat. No. 
5,887,133 issued on Mar. 23, 1999, and which is a Continu 
ation-in-Part of U.S. Pat. No. 5,794.219 issued on Aug. 11, 
1998. 

0015 This application is a Continuation-in-Part of U.S. 
Ser. No. 09/152,353 filed Sep. 14, 1998, which is a Con 
tinuation-in-Part of U.S. Pat. No. 5,832,448 issued Nov. 3, 
1998. 
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0016. This application is a Continuation-in-Part of U.S. 
Pat. No. 6,167,386 issued Dec. 26, 2000, which is a Con 
tinuation of U.S. Pat. No. 6,023,686 issued Feb. 8, 2000, 
which is a Continuation-in-Part of U.S. Pat. No. 5,794,219 
issued Aug. 11, 1998, and a Continuation-in-Part of U.S. Pat. 
No. 5,887,133 issued Mar. 23, 1999. 
0.017. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/441,408 filed Nov. 16, 1999 now abandoned, 
and application U.S. Ser. No. 09/810,334 filed Mar. 14, 
2001, which claims priority to Provisional Application 
Serial No. 60/189,536 filed on Mar. 15, 2000. 
0.018. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/810,865 filed Mar. 16, 2001, which is a Con 
tinuation of U.S. Pat. No. 6,233,539 issued May 15, 2001, 
which is a Continuation of U.S. Pat. No. 5,956,501 issued 
Sep. 21, 1999. 
0019. This application is a Continuation-in-Part of U.S. 
Ser. No. 10/024,445 filed Dec. 17, 2001, which claims 
priority to Provisional Application No. 60/256,715 filed 
Dec. 18, 2000. 

0020. This application is a Continuation-in-Part of U.S. 
Ser. No. 09/274,431 filed Mar. 22, 1999, and U.S. Pat. No. 
6,330,426 issued Dec. 11, 2001, which is a Continuation 
in-Part of U.S. Ser. No. 08/953,883 filed Oct. 20, 1997 now 
abandoned, which is a Continuation-in-Part of U.S. Pat. No. 
6,144,837 issued Nov. 7, 2000, which is a Continuation of 
U.S. Pat. No. 5,601,435 issued Feb. 11, 1997. U.S. Pat. No. 
6,330,426 is also a Continuation of U.S. Pat. No. 5,913,310 
issued Jun. 22, 1999, which is a Continuation-in-Part of U.S. 
Pat. No. 5,918,603 issued Jul. 6, 1999, which is a Continu 
ation of U.S. Pat. No. 5,678,571 issued Oct. 21, 1997. 
0021. This application is a Continuation-in-Part of U.S. 
Pat. No. 6,210,272 issued Apr. 3, 1997. 
0022. This application claims priority from U.S. Provi 
sional Application No. 60/239,533 filed Oct. 10, 2000, and 
U.S. Provisional Application No. 60/242,681 filed Oct. 20, 
2000 now abandoned. 

0023 This application claims priority from U.S. Provi 
sional Application No. 60/336,198 filed Oct. 23, 2001. 
0024. This application claims priority from U.S. Provi 
sional Application No. 60/326,521 filed Oct. 1, 2001. 
0.025 This application claims priority from U.S. Provi 
sional Application No. 60/316,804 filed Aug. 31, 2001. 
0.026 All of the above named applications are incorpo 
rated by reference. 

FIELD OF THE INVENTION 

0027. This invention relates generally to remote health 
monitoring Systems. In particular, it relates to a multi-user 
remote health monitoring System which is capable of iden 
tifying a particular user in a number of different ways. The 
multi-user remote health monitoring System can also be used 
for tracking and collecting patient data. 

BACKGROUND OF THE INVENTION 

0028. In the United States alone, over 100 million people 
have chronic health conditions, accounting for an estimated 
S700 billion in annual medical costs. In an effort to control 
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these medical costs, many healthcare providers have initi 
ated outpatient or home healthcare programs for their 
patients. The potential benefits of these programs are par 
ticularly great for chronically ill patients who must treat 
their diseases on a daily basis. However, the Success of these 
programs is dependent upon the ability of the healthcare 
providers to monitor the patients remotely to avert medical 
problems before they become complicated and costly. 
Unfortunately, no convenient and cost effective monitoring 
System exists for the patients who have the greatest need for 
monitoring, namely the poor and the elderly. 
0029 Prior attempts to monitor patients remotely have 
included the use of personal computers and modems to 
establish communication between patients and healthcare 
providers. However, computers are too expensive to give 
away and the patients who already own computers are only 
a fraction of the total population. Further, the patients who 
own computers are typically young, well educated, and have 
good healthcare coverage. Thus, these patients do not have 
the greatest unmet medical needs. The patients who have the 
greatest unmet medical needs are the poor and elderly who 
do not own computers or who are unfamiliar with their use. 
0030 Similar attempts to establish communication 
between patients and healthcare providers have included the 
use of the Internet and internet terminals. Although internet 
terminals are Somewhat leSS costly than personal computers, 
they are still too expensive to give away to patients. More 
over, monthly on-line access charges are prohibitive. 
0031. Other attempts to monitor patients remotely have 
included the use of medical monitoring devices with built-in 
modems. Examples of Such monitoring devices include 
blood glucose meters, respiratory flow meters, and heart rate 
monitors. Unfortunately, these monitoring devices are only 
designed to collect physiological data from the patients. 
They do not allow flexible and dynamic querying of the 
patients for other information, Such as quality of life mea 
Sures or psycho-Social variables of illness. Another problem 
with Such devices is that only the most self-motivated 
patients generate enough useful physiological data and call 
in regularly. Thus this method is not a good way to reach 
non-compliant patients. 
0032. Prior attempts to monitor patients remotely have 
also included the use of interactive telephone or Video 
response Systems. Such interactive Systems are disclosed in 
U.S. Pat. No. 5,390,238 issued to Kirk et al. on Feb. 14, 
1995, U.S. Pat. No. 5,434,611 issued to Tamura on Jul. 18, 
1995, and U.S. Pat. No. 5,441,047 issued to David et al. on 
Aug. 15, 1995. One disadvantage of these systems is that 
they either require a patient to call in to a central facility to 
be monitored or require the central facility to call the patient 
according to a rigid monitoring Schedule. 
0033. If the patients are required to call the central 
facility, only the compliant patients will actually call regu 
larly to be monitored. Non-compliant patients will typically 
wait until an emergency situation develops before contacting 
their healthcare provider, thus defeating the purpose of the 
monitoring System. If the central facility calls each patient 
according to a monitoring Schedule, it is intrusive to the 
patient's life and resistance to the monitoring grows over 
time. 

0034) Interactive telephone response systems, moreover, 
are generally incapable of collecting medical data from 
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monitoring devices, Such as blood glucose meters, respira 
tory flow meters, or heart rate monitors. In addition, patients 
tend to dislike the regular intrusion which decreases their 
compliance with the monitoring System. 

0035) Interactive video systems, on the other hand, cost 
around S20,000 for installation and are prohibitively expen 
sive for the majority of patients. It is also difficult to identify 
each patient uniquely using this System. 
0036) A further disadvantage of these conventional inter 
active response Systems is that they are aimed at a single 
user, thus preventing any multi-user capabilities. Interactive 
Video response Systems are too expensive to install for a 
Single user. Interactive telephone response Systems can be 
used for more than one member of a household, but it is 
often difficult to distinguish between the different patients. 
These characteristics, in conjunction with the fact that 
patients using the conventional interactive response Systems 
do not usually exhibit regular use patterns, means that the 
patient data collected is Statistically unreliable. Thus, these 
Systems are not equipped to handle patient data collection 
and tracking. 
0037 Also, as conventional interactive response systems 
are intended for use in a patient's home, they are not Suited 
for use in public areas. Their Single user nature makes them 
ill-equipped to handle a large Volume of users. Touch Screen 
kiosks, which are commonly used in lobbies of public 
buildings to disseminate information, are difficult to indi 
vidualize for a patient and are also very expensive. In 
addition, kiosks are Self-contained and not designed to work 
with other Separate information Systems, Such as the Internet 
or a healthcare provider's information System. 

OBJECTS AND ADVANTAGES OF THE 
INVENTION 

0.038. In view of the above, it is an object of the present 
invention to provide a simple and inexpensive System for 
identifying and remotely monitoring a plurality of patients. 
It is another object of the present invention to provide a 
remote monitoring System which incurs a minimal hardware 
cost per patient. It is another object of the present invention 
to communicate information to a plurality of patients. It is 
another object of the invention to provide a System which 
allows flexible and dynamic querying of a plurality of 
patients. Another object of the present invention is to allow 
automatic identification of an individual by use of biometric 
information, a data card, a remote monitoring device, or a 
Separate information System. It is another object of the 
present invention to assign Scripts to patients automatically. 
It is a further object of the present invention to allow the 
collection and tracking of data from a plurality of patients 
for Statistical analysis. It is another object of the present 
invention to provide an interactive response System which 
accepts and uses input from Separate information Systems. A 
final object of the present invention is to provide individu 
alized patient interaction at a public terminal without 
increasing administration costs. 
0.039 These and other objects and advantages will 
become more apparent after consideration of the ensuing 
description and the accompanying drawings. 

SUMMARY 

0040. The invention presents a networked system for 
remotely identifying and monitoring a plurality of individu 
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als, and for communicating information to the individuals. 
The System includes a Server, and a WorkStation for entering 
into the Server query Sets to be answered by the individuals. 
The server is preferably a world wide web server and the 
WorkStation is preferably a personal computer or network 
terminal connected to the web server via the Internet. The 
System also includes a remotely programmable apparatus for 
identifying and interacting with the individuals. The 
remotely programmable apparatus is connected to the Server 
via a communication network, preferably the Internet. The 
remotely programmable apparatus interacts with the indi 
viduals in accordance with Script programs received from 
the server. 

0041. The server includes a script generator for generat 
ing Script programs from the query Sets which are entered 
through the WorkStation. The Script programs are executable 
by the remotely programmable apparatus to communicate 
the query Sets to the individuals, to receive responses to the 
query Sets, and to transmit the responses from the remotely 
programmable apparatus to the Server. The Server also 
includes a database connected to the Script generator for 
Storing the Script program and the responses to the queries. 
The database also stores a list of individuals or individual 
types, and for each individual or individual type, has a 
pointer to at least one Script program. The Server also has 
Script assignment means connected to the database, which 
assigns to an individual at least one Script program, accord 
ing to Script assignment information. The WorkStation 
allows a healthcare provider to enter in the Script assignment 
information or the Script programs may be automatically 
assigned based on individual identification information 
gathered from a input through an interface to the remote 
apparatus, a biometric Sensor, a data card, a remote moni 
toring device, or other separate information System. 
0042. The remotely programmable apparatus has a com 
munication device, Such as a modem, for receiving the Script 
programs from the Server and for transmitting the responses 
to the Server. The remotely programmable apparatus also has 
a user interface for communicating the query Sets to the 
individuals and for receiving the responses to the query Sets. 
In the preferred embodiment, the user interface includes a 
display for displaying the query Sets and user input buttons 
for entering the responses to the query Sets. In an alternative 
embodiment, the user interface includes a Speech Synthe 
sizer for audibly communicating the query Sets and a speech 
recognizer for receiving spoken responses to the query Sets. 

0043. The remotely programmable apparatus also 
includes a memory for Storing the Script programs and the 
responses to the query Sets. The remotely programmable 
apparatus further includes a microprocessor connected to the 
communication device, the user interface, and the memory. 
The microprocessor executes the Script programs to identify 
the individual, communicate the query Sets to the individual, 
receive the responses to the query Sets, and transmit the 
responses to the Server through the communication network. 

0044) In one embodiment, the system also includes at 
least one monitoring device for producing measurements of 
a physiological condition of the individual and for transmit 
ting the measurements to the apparatus. The monitoring 
device can also be used to help the remotely programmable 
apparatus identify the individual. The remotely program 
mable apparatus includes a device interface connected to the 
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microprocessor for receiving the measurements from the 
monitoring device. The measurements are Stored in the 
memory and transmitted to the Server along with the indi 
vidual's identity and the responses to the query Sets. The 
Server also preferably includes a report generator connected 
to the database for generating a report of the measurements 
and responses. The report is displayed on the WorkStation. 

0.045. As the present invention has multi-user capabili 
ties, it must identify each individual or individual type in 
order to Select the correct Script program. In one embodi 
ment, the individual can enter his or her unique identification 
code into the remotely programmable apparatus. The code is 
Sent to the Server and used to determine which Script 
program to Send back to the apparatus. 

0046. In another embodiment, the system uses a data 
card, which contains information about an individual’s 
identity. The remotely programmable apparatus includes a 
data card reader in which the data card can be placed and 
read. A personal identification number (PIN) can also be 
used in conjunction with the data card in order confirm an 
individual’s identity. In this embodiment, the present inven 
tion resembles an ATM machine. 

0047. In yet another embodiment, the system utilizes a 
biometric information gathered using a biometric Sensor to 
determine an individual's identity. The biometric informa 
tion is used by the methods and Systems of the invention to 
assign Script programs, to customize Script programs for the 
identified individual and to provide Security against unau 
thorized use for either or both the remote apparatus and 
Server Systems. Examples of biometric information useable 
by the invention include: retina metrics, iris metrics, voice 
print metrics, body measurement metrics, handwriting met 
rics, body odor metrics, heart beat Signature metrics and 
biometrics that may be discernable from the individual’s 
body fluids such as blood, urine or breath. 

0.048. The system of the present invention can also iden 
tify an individual or individual type (e.g., diabetic) by 
intercepting data from a separate information System. Data 
Sent from a server of the Separate information System to a 
printer can pass through the remotely programmable appa 
ratus, which can identify the individual and Send the data to 
the Server of the present invention. The data passing through 
the remotely programmable apparatus can also trigger a 
Script program, which can display queries for the individual 
to answer, or Send information to the printer to be printed. 
An example of this embodiment has the remotely program 
mable apparatus located in Series between a pharmacy Server 
and a pharmacy printer. 

0049 Finally, the multi-user characteristic of the present 
invention makes it possible to collect and track data on 
individuals. The information generated can be used in a 
number of ways-for demographic marketing reports for 
pharmaceutical companies or for epidemiological Studies by 
health care providers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0050 FIG. 1 is a block diagram of a networked system 
according to a preferred embodiment of the invention. 

0051 FIG. 2 is a block diagram illustrating the interac 
tion of the components of the system of FIG. 1. 
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0052 FIG. 3 is a perspective view of a remotely pro 
grammable apparatus of the system of FIG. 1. 

0053 FIG. 4 is a block diagram illustrating the compo 
nents of the apparatus of FIG. 3. 
0054 FIG. 5 is a script entry screen according to the 
preferred embodiment of the invention. 
0055 FIG. 6A is a listing of a sample script program 
according to the preferred embodiment of the invention. 

0056 FIG. 6B is a continuation of the listing of FIG. 6A. 
0057 FIG. 7 is a script assignment screen according to 
the preferred embodiment of the invention. 
0058 FIG. 8 is a sample prompt appearing on a display 
of the apparatus of FIG. 3. 
0059 FIG. 9 is a sample query displayed on a worksta 
tion of the system of FIG. 3. 
0060 FIG. 10 is a sample patient report displayed on the 
workstation of the system of FIG. 1. 
0061 FIG. 11A is a flow chart illustrating the steps 
included in a monitoring application executed by the Server 
of FIG. 1 according to the preferred embodiment of the 
invention. 

0062 FIGS. 11B-C are a continuation of the flow chart of 
FIG. 11A. 

0063 FIG. 12A is a flow chart illustrating the steps 
included in the script program of FIGS. 6A-6B. 

0064 FIGS. 12B-C are a continuation of the flow chart of 
FIG. 12A. 

0065 FIG. 13 flow chart illustrating the steps included in 
a monitoring application executed by the server of FIG. 1 
according to an alternative embodiment of the invention. 
0066 FIG. 14A is a flow chart illustrating the steps 
included in the Script program used in the alternative 
embodiment of the invention. 

0067 FIG. 14B is a continuation of the flow chart of 
FIG. 14A. 

0068 FIG. 15 is a perspective view of a remotely pro 
grammable apparatus according to a Second embodiment of 
the invention. 

0069 FIG. 16 is a sample prompt appearing on a display 
of the apparatus of FIG. 15. 

0070 FIG. 17 is a block diagram illustrating the com 
ponents of the apparatus of FIG. 15. 

0071 FIG. 18 is a schematic block diagram illustrating 
the interaction of the server of FIG. 1 with the apparatus of 
FIG. 3 according to a third embodiment of the invention. 
0072 FIG. 19 is a first sample message, appearing on the 
display of the apparatus of FIG. 3. 

0073 FIG. 20 is a second sample message, appearing on 
the display of the apparatus of FIG. 3. 

0074 FIG. 21 is a script entry screen according to the 
third embodiment of the invention. 
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0075 FIG. 22 is a block diagram of a networked system 
according to the data interception embodiment of the inven 
tion. 

0.076 FIG. 23 is a perspective view of a remotely pro 
grammable apparatus of the system of FIG. 22. 
0.077 FIG. 24 is a block diagram illustrating the com 
ponents of the apparatus of FIG. 23. 

DETAILED DESCRIPTION 

0078. The invention presents a system and method for 
remotely identifying and monitoring individuals, and for 
communicating information to the individuals. In a preferred 
embodiment of the invention, the individuals are patients 
and the System is used to collect data relating to the health 
Status of the patients. The data can be used by healthcare 
providers or pharmaceutical companies for research or mar 
keting purposes. 
0079. In the present invention, an individual is designated 
to mean a unique patient or a unique patient type, Such as a 
diabetic. Also, it is to be understood that the invention is not 
limited to remote patient monitoring. The System and 
method of the invention may be used for any type of remote 
monitoring application. The invention may also be imple 
mented as an automated messaging System for communi 
cating information to individuals, as will be discussed in an 
alternative embodiment below. 

0080 A preferred embodiment of the invention is illus 
trated in FIGS. 1-12. Referring to FIG. 1, a networked 
system 16 includes a server 18 and a workstation 20 con 
nected to Server 18 through a communication network 24. 
Server 18 is preferably a world wide web server and 
communication network 24 is preferably the Internet. It will 
be apparent to one skilled in the art that server 18 may 
comprise a Single Stand-alone computer or multiple com 
puters distributed throughout a network. Workstation 20 is 
preferably a personal computer, remote terminal, or web TV 
unit connected to server 18 via the Internet. Workstation 20 
functions as a WorkStation for entering in Server 18 messages 
and queries to be communicated to the patients. 
0.081 System 16 also includes a remotely programmable 
apparatus 26 for monitoring patients. Apparatus 26 is 
designed to interact with a plurality of patients in accordance 
with Script programs received from Server 18. Apparatus 26 
is in communication with Server 18 through communication 
network 24, preferably the Internet. Alternatively, apparatus 
26 may be placed in communication with server 18 via 
wireleSS communication networks, cellular networks, tele 
phone networks, or any other network which allows appa 
ratus 26 to exchange data with server 18. For clarity of 
illustration, only one apparatus 26 is shown in FIG. 1. It is 
to be understood that system 16 may include any number of 
apparatuses, with each apparatus used to monitor any num 
ber of patients. 
0082 In the preferred embodiment, each patient to be 
monitored is also provided with a monitoring device 28. 
Monitoring device 28 is designed to produce measurements 
of a physiological condition of the patient, record the 
measurements, and transmit the measurements to apparatus 
26 through a standard connection cable 30. Examples of 
Suitable monitoring devices 28 include blood glucose 
meters, respiratory flow meters, blood preSSure cuffs, elec 
tronic weight Scales, and pulse rate monitors. Such moni 
toring devices are well known in the art. The Specific type of 
monitoring device provided to each patient is dependent 
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upon the patient's disease. For example, diabetes patients 
are provided with a blood glucose meters for measuring 
blood glucose concentrations, asthma patients are provided 
with respiratory flow meters for measuring peak flow rates, 
obesity patients are provided with weight Scales, etc. 

0.083 FIG. 2 shows server 18, workstation 20, and appa 
ratus 26 in greater detail. Server 18 includes a database 38 
for Storing Script programs 40. Script programs 40 are 
executed by apparatus 26 to communicate queries and 
messages to a patient, receive responses 42 to the queries, 
collect monitoring device measurements 44, and transmit 
responses 42 and measurements 44 to server 18. Database 38 
is designed to Store responses 42 and measurements 44. 
Database 38 further includes a look-up table 46. Table 46 
contains a list of the patients and patient types to be 
monitored, and for each patient or patient type, a unique 
patient identification code and a respective pointer to the 
Script program assigned to the patient. Each apparatus 26 is 
designed to execute assigned Script programs 40 which it 
receives from Server 18. AS each apparatus 26 is used by a 
number of patients, apparatus 26 can execute any number of 
Script programs 40. 

0084 FIGS. 3-4 show the structure of each apparatus 26 
according to the preferred embodiment. Referring to FIG.3, 
apparatus 26 includes a housing 62. Housing 62 is Suffi 
ciently compact to enable apparatus 26 to be placed unob 
trusively on a pharmacy counter or check Stand counter. 
Apparatus 26 also includes a display 64 for displaying 
queries and prompts to the patient. In the preferred embodi 
ment, display 64 is a liquid crystal display (LCD). 
0085 Four user input buttons 70A, 70B, 70C, and 70D 
are located adjacent display 64. User input buttons 70A, 
70B, 70C, and 70D are for entering in apparatus 26 
responses to the queries and prompts. In the preferred 
embodiment, user input buttons 70A, 70B, 70C, and 70D are 
momentary contact push buttons. In alternative embodi 
ments, user input buttons 70A, 70B, 70C, and 70D may be 
replaced by Switches, keys, a touch Sensitive display Screen, 
or any other data input device. 
0086) Three monitoring device jacks 68A, 68B, and 68C 
are located on a Surface of housing 62. Device jacks 68A, 
68B, and 68C are for connecting apparatus 26 to a number 
of monitoring devices 28, Such as blood glucose meters, 
respiratory flow meters, or blood pressure cuffs, through 
respective connection cables (not shown). Apparatus 26 also 
includes a modem jack 66 for connecting apparatus 26 to a 
telephone jack through a standard connection cord (not 
shown). Apparatus 26 further includes a visual indicator, 
such as a light emitting diode (LED) 74. LED 74 is for 
Visually notifying the patient that he or she has unanswered 
queries Stored in apparatus 26. 

0087 Apparatus 26 also contains a data card reader 63. 
Data card reader 63 is capable of reading a data card 65 
containing information about a patient. In the present inven 
tion, data card 65 contains the patient's identity, condition or 
disease, and possibly prescription information. Data card 65 
is placed in data card reader 63, thus allowing apparatus 26 
to identify the patient and assign Script program 40. Appa 
ratus 26 also has a printer port 67, allowing apparatus 26 to 
be directly connected to a printer. Queries 94, responses 42, 
device measurements 44, and other pertinent information 
Stored on apparatus 26 can be printed directly. 

0088. The apparatus also includes a biometric sensor 71 
for gathering biometric information from the user. Examples 
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of biometric Sensors that may be used by the appratus 26 
include an optical device (e.g., a camera created from a 
CCD), a silicon Sensor (e.g., a chip that gathers information 
using the capacitance occurring as a result of a body part 
coming into contact with the Silicon chip), a Sound Sensor 
(e.g., a microphone), an olfactory Sensor (e.g., an “artificial 
nose') and/or a Sensor for measuring three dimensional 
biometric topology (e.g., a laser or ultrasound measuring 
device). The type of biometric sensor 71 used in an embodi 
ment of the invention corresponds to the type of biometric 
information used by the methods of the invention. 
0089. The present invention may use any type of biomet 
ric information gathering and analysis as described herein or 
known to those skilled in the art. Biometric information 
includes information that when used alone or in combination 
with other information uniquely identifies an individual with 
reasonable certainty. Examples of biometric information 
include: retina metrics, iris metrics, Voice print metrics, 
body measurement metrics, handwriting metric, body odor 
metrics, heartbeat Signature metricS and biometrics that may 
be discernable from the individual's body fluids such as 
blood, urine or breath. Retina metrics make use of individual 
blood vessel patterns on the retina of the eye which are 
photographed, encoded, and compared to a previously coded 
“enrollment.” Iris metrics similary refer to individualized 
patterns in the iris of the eye which are photographed, 
encoded, and compared to a previously coded "enrollment.” 
Voice print metricS capture a Sample of an individual voice 
which reflect the physical Structure producing the Voice and 
the developmental speech patterns. Body measurement met 
rics map the physical measurement of the body and may 
include the physical characteristics of a finger, a hand, a face 
or other parts of the body. Handwriting metricS may include 
not only a comparison of the handwriting to a know Sample, 
but also characteristics Such as the Speed, Stroke order and 
preSSure associated with, for instance, a signature. Use of 
physiological measurements as biometric information is 
discussed in more detail below. 

0090 FIG. 4 is a schematic block diagram illustrating the 
components of apparatus 26 in greater detail. Apparatus 26 
includes a microprocessor 76, and a memory 80 connected 
to microprocessor 76. Memory 80 is preferably a non 
volatile memory, such as a serial EEPROM. Memory 80 
Stores Script programs 40 received from Server 18, measure 
ments 44 received from monitoring device 28, responses to 
queries, and a patient or patient type's unique identification 
code. . Unique information for identifying the individual 
may also be stored in the memory 80 of the apparatus 26, by 
the server 18, or both. This unique information may include 
a unique identification number or biometrics information 
about the individual that uniquely identifies that individual. 
Microprocessor 76 also includes built-in read only memory 
(ROM) which stores firmware for controlling the operation 
of apparatus 26. The firmware includes a Script interpreter 
used by microprocessor 76 to execute Script programs 40. 
The Script interpreter interprets Script commands which are 
executed by microprocessor 76. 

0.091 The script commands allow apparatus 26 to iden 
tify the patient or patient type through user buttons 70A, 
70B, 70C, and 70D, monitoring device 28, data card 65, or 
printer port 67. They also allow apparatus 26 to display the 
query Sets to the patient, receive responses 42 to the query 
Sets, receive measurements 44 from monitoring device 28, 
and transmit responses to Server 18. Specific techniques for 
interpreting and executing Script commands in this manner 
are well known in the art. 
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0092 Microprocessor 76 is preferably connected to 
memory 80 using a standard two-wire IC interface. Micro 
processor 76 is also connected to user input buttons 70A, 
70B, 70C, and 70D, data card reader 63, printer port 67, 
LED 74, a clock 84, and a display driver 82. Clock 84 
indicates the current date and time to microprocessor 76. For 
clarity of illustration, clock 84 is shown as a Separate 
component, but is preferably built into microprocessor 76. 
Display driver 82 operates under the control of micropro 
cessor 76 to display information on display 64. Micropro 
cessor 76 is preferably a PIC 16C65 processor which 
includes a universal asynchronous receiver transmitter 
(UART) 78. UART 78 is for communicating with a modem 
86 and a device interface 90. A CMOS switch 88 under the 
control of microprocessor 76 alternately connects modem 86 
and interface 90 to UART 78. 

0093 Modem 86 is connected to a telephone jack 22 
through modem jack 66. Modem 86 is for exchanging data 
with server 18 through communication network 24. The data 
includes Script programs 40 which are received from Server 
18 as well as responses 42 to queries, device measurements 
44, Script identification codes, and the patient or patient 
type's unique identification code or other information that 
uniquely identifies the individual which modem 86 transmits 
to server 18. Modem 86 is preferably a complete 28.8 K 
modem commercially available from Cermetek, although 
any Suitable modem may be used. 
0094) Device interface 90 is connected to device jacks 
68A, 68B, and 68C. Device interface 90 is for interfacing 
with a number of monitoring devices, Such as blood glucose 
meters, respiratory flow meters, blood pressure cuffs, weight 
Scales, or pulse rate monitors, through the device jackS. 
Device interface 90 operates under the control of micropro 
cessor 76 to collect measurements 44 from the monitoring 
devices and to output the measurements to microprocessor 
76 for storage in memory 80. In the preferred embodiment, 
device interface 90 is a standard RS232 interface. For 
Simplicity of illustration, only one device interface is shown 
in FIG. 4. However, in alternative embodiments, apparatus 
26 may include multiple device interfaces to accommodate 
monitoring devices 28 which have different connection 
Standards. 

0095 The monitoring device 28 may include a biometric 
sensor 79 in lieu of or in addition to a biometric sensor 71 
made part of the appratus 26. In addition to the types of 
biometric sensors 71 discussed above, a biometric sensor 79 
may utilize or augment the data gathered by the monitoring 
device 28. For example, the biometric sensor 79 may make 
use of a heartbeat Signature obtained by a pulse rate monitor, 
the blood characteristic obtained using a blood glucose 
meter, or the Signature antigens present in a device reading 
a urine Sample. Use of antigen Signatures in urine to deter 
mine biometric information is the application Ser. No. 

, incorporated by reference. 
0096 Referring again to FIG. 2, server 18 includes a 
monitoring application 48. Monitoring application 48 is a 
controlling Software application executed by Server 18 to 
perform the various functions described below. Application 
48 includes a Script generator 50, a Script assignor 52, and 
a report generator 54. Script generator 50 is designed to 
generate Script programs 40 from Script information entered 
through workstation 20. The script information is entered 
through a script entry screen 56. In the preferred embodi 
ment, Script entry Screen 56 is implemented as a web page 
on server 18. WorkStation 20 includes a web browser for 
accessing the web page to enter the Script information. 
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0097 FIG. 5 illustrates script entry screen 56 as it 
appears on WorkStation 20. Screen 56 includes a Script name 
field 92 for specifying the name of script program 40 to be 
generated. Screen 56 also includes entry fields 94 for enter 
ing query Sets to be answered by a patient. Each entry field 
94 has corresponding response choice fields 96 for entering 
response choices for the query. Screen 56 further includes 
check boxes 98 for selecting desired monitoring device 28, 
Such as a blood glucose meter, respiratory flow meter, or 
blood pressure cuff, from which to collect measurements 44. 
0.098 Screen 56 additionally includes a connection time 
field 100 for specifying a prescribed connection time at 
which apparatus 26 executing the Script is to establish a 
Subsequent communication link to Server 18. The connec 
tion time is preferably selected to be the time at which 
communication rates are the lowest, Such as 3:00 AM. 
During this connection time, apparatus 26 transmits to 
server 18 all responses 42 and device measurements 44 it has 
received during the day. During this Same connection time, 
apparatus 26 also receives from Server 18 all Script programs 
40 it will need for the following day or until the next 
prescribed connection time. This Store and forward feature 
of apparatus 26 reduces communication expenses. However, 
if numerous patients are using apparatus 26, more than one 
connection can be made during the day in order to download 
necessary Script programs 40. Screen 56 also includes a 
CREATE SCRIPT button 102 for instructing script genera 
tor 50 to generate script program 40 from the information 
entered in Screen 56. Screen 56 further includes a CANCEL 
button 104 for canceling the information entered in screen 
56. 

0099. In the preferred embodiment, each script program 
40 created by the script generator 50 conforms to the 
standard file format used on UNIX Systems. In the standard 
file format, each command is listed in the upper case and 
followed by a colon. Every line in script program 40 is 
terminated by a linefeed character (LF), and only one 
command is placed on each line. The last character in Script 
program 40 is a UNIX end of file character EOF. Table 1 
shows an exemplary listing of Script commands used in the 
preferred embodiment of the invention. 

TABLE 1. 

SCRIPT COMMANDS 

Command Description 

CLS: {LF} Clear the display. 
ZAP: {LF} Erase from memory the last set of query 

responses recorded. 
LED: b{LF} Turn the LED on or off, where b is a binary 

digit of 0 or 1. An argument of 1 turns on the 
LED, and an argument of 0 turns off the LED. 

DISPLAY: {chars}{LF} Display the text following the DISPLAY 
command. 
Record a button press. The m's represent a 
button mask pattern for each of the four input 
buttons. Each m contains an “X” for disallowed 
buttons or an “O'” for allowed buttons. For 
example, INPUT: OXOX{LF} allows the user 
to press either button #1 or #3. 
Wait for any one button to be pressed, then 
continue executing the script program. 
Collect measurements from the monitoring 
device specified in the COLLECT command. 
The user is preferably prompted to connect the 
specified monitoring device to the apparatus 
and press a button to continue. 

WAIT: LF} 

COLLECT: device{LF} 
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TABLE 1-continued 

SCRIPT COMMANDS 

Command Description 

NUMBER: aaaa-LF} Assign a script identification code to the script 
program. The script identification code from 
the most recently executed NUMBER state 
ment is subsequently transmitted to the server 
along with the query responses and device 
measurements. The script identification code 
identifies to the server which script program 
was most recently executed by the remote 
apparatus. 
Wait until time t specified in the DELAY 
command, usually the prescribed connection 
time. 
Perform a connection routine to establish a 
communication link to the server, transmit the 
patient or patient type identification code, 
query responses, device measurements, and 
script identification code to the server, and 
receive and store a new script program. When 
the server instructs the apparatus to disconnect, 
the script interpreter is restarted, allowing the 
new script program to execute. 

DELAY: t (LF} 

CONNECT: {LF} 

0100. The script commands illustrated in Table 1 are 
representative of the preferred embodiment and are not 
intended to limit the Scope of the invention. After consid 
eration of the ensuing description, it will be apparent to one 
skilled in the art that many other Suitable Scripting languages 
and Sets of Script commands may be used to implement the 
invention. 

0101 Script generator 50 preferably stores a script pro 
gram template which it uses to create each Script program 
40. To generate script program 40, script generator 50 inserts 
into the template the Script information entered in Screen 56. 
For example, FIGS. 6A-6B illustrate sample script program 
40 created by script generator 50 from the script information 
shown in FIG. 5. 

0102 Script program 40 includes identification com 
mands to determine the patient or patient type from user 
buttons 70A, 70B, 70C, and 70D, monitoring device 68A, 
68B, and 68C, card chip reader 64, printer port 67, and 
display commands to display the queries and response 
choices entered in fields 94 and 96, respectively. Script 
program 40 also includes input commands to receive 
responses 42 to the queries. Script program 40 further 
includes a collect command to collect device measurements 
44 from monitoring device 28 specified in check boxes 98. 
Script program 40 also includes commands to establish a 
Subsequent communication link to Server 18 at the connec 
tion time specified in field 100. The steps included in script 
program 40 are also shown in the flow chart of FIGS. 
12A-12B and will be discussed in the operation section 
below. 

0.103 Referring again to FIG. 2, Script assignor 52 is for 
assigning Script programs 40 to the patients. Script programs 
40 are assigned in accordance with Script assignment infor 
mation entered through WorkStation 20. The Script assign 
ment information is entered through a Script assignment 
Screen 57, which is preferably implemented as a web page 
on server 18. 

0104 FIG. 7 illustrates a sample script assignment 
screen 57 as it appears on workstation 20. Screen 57 
includes check boxes 106 for selecting script program 40 to 
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be assigned and check boxes 108 for selecting the patient or 
patient types to whom Script program 40 is to be assigned. 
Screen 57 also includes an ASSIGN SCRIPT button 112 for 
entering the assignments. When button 112 is pressed, Script 
assignor 52 creates and Stores for each patient or patient type 
selected in check boxes 108 a respective pointer to script 
program 40 selected in check boxes 106. Each pointer is 
Stored in the patient or patient type look-up table 46 of 
database 38. Screen 57 further includes an ADD SCRIPT 
button 110 for accessing script entry screen 56 and a 
DELETE SCRIPT button 114 for deleting script program 40. 
0105 Referring again to FIG. 2, report generator 54 is 
designed to generate a patient report 58 from the responses 
and device measurements received in server 18. Patient 
report 58 is displayed on workstation 20. FIG. 10 shows a 
sample patient report 58 produced by report generator 54 for 
a selected patient. Patient report 58 includes a graph 116 of 
device measurements 44 received from the patient, as well 
as a listing of responses 42 received from the patient. 
Specific techniques for writing a report generator program to 
display data in this manner are well known in the art. 
0106 The operation of the preferred embodiment is illus 
trated in FIGS. 11 A-C as... a flow chart illustrating steps 
included in the monitoring application executed by Server 
18. In step 202, server 18 determines if new script informa 
tion has been entered through script entry screen 56. If new 
Script information has not been entered, Server 18 proceeds 
to step 206. If new script information has been entered, 
server 18 proceeds to step 204. 
0107 As shown in FIG. 5, the script information 
includes queries 94, and for each query 94, corresponding 
responses choices 96. The Script information also includes a 
Selected monitoring device type from which to collect 
device measurements 44. The script information further 
includes a prescribed connection time for each apparatus to 
establish a subsequent communication link to server 18. The 
Script information is generally entered in Server 18 by a 
healthcare provider, Such as the patients physician or case 
manager. Of course, any perSon desiring to communicate 
with the patients may also be granted access to Server 18 to 
create and assign Script programs 40. Further, it is to be 
understood that the System may include any number of 
WorkStations 20 for entering Script generation and Script 
assignment information in Server 18. 
0108. In step 204, Script generator 50 generates script 
program 40 from the information entered in screen 56. Script 
program 40 is stored in database 38. Steps 202 and 204 are 
preferably repeated to generate multiple Script programs, 
e.g. a Script program for diabetes patients, a Script program 
for asthma patients, etc. Each Script program 40 corresponds 
to a respective one of the Sets of queries 94 entered through 
script entry screen 56. Following step 204, server 18 pro 
ceeds to step 206. 
0109) In step 206, server 18 determines if new script 
assignment information has been entered through assign 
ment Screen 57. If new Script assignment information has not 
been entered, server 18 proceeds to step 210. If new script 
assignment information has been entered, Server 18 pro 
ceeds to step 208. As shown in FIG. 7, script programs 40 
are assigned to each patient by Selecting Script program 40 
through check boxes 106, Selecting the patient or patient 
types to whom Selected Script program 40 is to be assigned 
through check boxes 108, and pressing the ASSIGN 
SCRIPT button 112. When button 112 is pressed, script 
assignor 52 creates for each patient or patient type Selected 
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in check boxes 108 a respective pointer to script program 40 
selected in check boxes 106. In step 208, each pointer is 
stored in look-up table 46 of database 38. Following step 
208, server 18 proceeds to step 210. 
0110. In step 210, server 18 determines if apparatus 26 is 
remotely connected to server 18. If not, server 18 proceeds 
directly to step 220. If apparatus 26 is connected, server 18 
determines in a decision Step 211 whether to enforce Security 
during communication with the remote apparatus 26. In an 
embodiment of the invention, biometrics are used to 
uniquely identify the individual using the remote apparatus 
26. In a step 212 (FIG. 1B), biometric information is 
received from the remote appratus. The biometric informa 
tion is compared to previously enrolled biometric informa 
tion in a decision step 213 to determine if the biometric 
information Sent by the remote apparatus 26 matches that of 
an authorized user. If the information does not match an 
authorized user, the communication is rejected in a step 221 
and the method progresses to Step 220. 
0111. If the biometric information does match an autho 
rized user (step 213) or security is not enabled (step 211), the 
method continues with step 214 where the server 18 receives 
from apparatus 26 the patient or patient type's unique 
identification code. This Step can be achieved in a number of 
wayS. Biometric information identifying the patient can be 
Sent at this point if not duplicative of biometric information 
previously sent (e.g., in step 212). The patient can answer 
Specific queries on display 64 of apparatus 26, which allows 
identification of the patient's identity, condition, or disease. 
The patient's identification can also be recognized via 
monitoring device 28, including biometric information 
obtained by the monitoring device 28 or a biometric sensor 
79 in communication with the monitoring device 28. Moni 
toring device 28 can contain the patient's unique identifi 
cation code, and can Send it to apparatus 26. Apparatus 26 
is also capable of recognizing the type of monitoring device 
28, for example a blood glucose meter, to determine the 
patient type, for example diabetes. 
0112 Data card reader 63 is a third way in which appa 
ratus 26 can recognize a patient or patient type. Data card 65 
contains information about the patient's identity, condition 
or disease, and possibly prescription information, which can 
be read by data card reader 63 of apparatus 26. This 
information is then sent to server 18, where it is used to 
determine which Script program 40 is Sent back to apparatus 
26 to which the patient is to respond. 
0113. A fourth way in which apparatus 26 can identify a 
patient or patient type is through printer port 67, as illus 
trated in FIG. 20. Patient data from the server 106 of another 
information System can be sent to a printer 108 via apparatus 
26. Apparatus 26 can then Send the intercepted data to Server 
18 of the remote monitoring System of the present invention, 
which can then Send appropriate Script program 40 to 
apparatus 26. A more detailed description of the data inter 
ception embodiment of the present invention is described 
below. 

0114. In step 216, server 18 uses the patient identification 
code or individual identification information obtained as 
discussed above to retrieve from table 46 the pointer to script 
program 40 assigned to the patient. If the Script program is 
to be customized for an individual, this is determined in a 
decision Step 217 and custom information is merged into the 
Script program in a step 218. The individual to customize the 
Script program for is identified using the individual identi 
fication information. The customization of Script programs 
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is discussed below in more detail with reference to FIGS. 
18-21. Server 18 then retrieves assigned script program 40 
from database 38. In step 219, server 18 transmits assigned 
Script program 40 to patient's apparatus 26 through com 
munication network 24. Following step 218, server 18 
proceeds to step 220. 

0115) In step 220, server 18 determines if a patient report 
request has been received from workstation 20. If no report 
request has been received, server 18 returns to step 202. If 
a report request has been received for a Selected patient, 
server 18 retrieves from database 38, measurements 44 and 
query responses 42 last received from the patient, Step 222. 
In Step 224, Server 18 generates and displayS patient report 
58 on workstation 20. As shown in FIG. 10, report 58 
includes device measurements 44 and query responses 42 
last received from the patient. Following Step 224, the Server 
returns to step 202. 

0116 FIGS. 12A-12B illustrate the steps executed by the 
remote apparatus 26. In a step 290, biometric information is 
gathered via a biometric sensor 71, 73 that is integrated with 
the remote apparatus 26 (FIGS. 3-4) or its various embodi 
ments (e.g., FIGS. 15, 17). The remote sensor 79 may 
alternatively be integrated into a monitoring device 28 or 
may be a separate device that is placed into communication 
with the monitoring device 28 or the remote apparatus 26. 
Any biometric Sensor that gathers information that gathers 
information that reasonably identifies an individual may be 
used. Since a number of biometric Sensors are commercially 
available and known to those skilled in the art, they will only 
be briefly described herein. Examples of biometric Sensors 
that may be used by the appratus 26 include an optical 
device (e.g., a camera created from a CCD), a silicon Sensor 
(e.g., a chip that gathers information using the capacitance 
occurring as a result of a body part coming into contact with 
the Silicon chip), a Sound Sensor (e.g., a microphone), an 
olfactory sensor (e.g., an “artificial nose'), a pressure Sensor 
for detecting the Speed, Stroke order and preSSure of hand 
Writing and/or a Sensor for measuring three dimensional 
biometric topology (e.g., a laser or ultrasound measuring 
device). The type of biometric sensor 71 used in an embodi 
ment of the invention corresponds to the type of biometric 
information used by the methods of the invention. 

0117 Biometric information includes information that 
when used alone or in combination with other information 
uniquely identifies an individual with reasonable certainty. 
Examples of biometric information include: retina metrics, 
iris metrics, Voice print metrics, body measurement metrics, 
handwriting metric, body odor metrics, heartbeat Signature 
metrics and biometrics that may be discernable from the 
individual’s body fluids such as blood, urine or breath. 
Retina metrics make use of individual blood vessel patterns 
on the retina of the eye which are photographed, encoded, 
and compared to a previously coded "enrollment.” Iris 
metrics similary refer to individualized patterns in the iris of 
the eye which are photographed, encoded, and compared to 
a previously coded "enrollment.’ Voice print metrics capture 
a Sample of an individual voice which reflect the physical 
Structure producing the Voice and the developmental Speech 
patterns. Body measurement metricS map the physical mea 
Surement of the body and may include the physical charac 
teristics of a finger, a hand, a face or other parts of the body. 
Handwriting metrics may include not only a comparison of 
the handwriting to a know Sample, but also characteristics 
Such as the Speed, Stroke order and preSSure associated with, 
for instance, a signature. 
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0118 Referring to FIG. 12A, biometric information is 
gathered in a step 290. Security for the apparatus 26 may be 
configured Separately from the Security Settings of the Server 
18. In a decision Step 292, an apparatus configuration is 
checked to determine if security has been enabled for the 
remote apparatus 26. If Security is not enabled, the method 
continues with step 296. If security is enabled, the biometric 
information collected in step 290 is checked in a decision 
Step 294 against local biometric information maintained for 
authorized users. If the biometric information verifies with 
the local biometric information, the method continues with 
step 296. The method ends at step 334 (FIG. 12C) if the 
biometric information does not verify with the local bio 
metric information. 

0119) The method continues with the script program 40 
being executed by apparatus 26. Before Script program 40 is 
received, apparatus 26 is programmed with the Script inter 
preter used by microprocessor 76 to execute Script program 
40. The initial programming may be achieved during the 
connection to Server 18. Following initial programming, 
apparatus 26 receives (step 296) from server 18 script 
program 40 assigned to the patient associated with apparatus 
26. Script program 40 is received by modem 86 through a 
first communication link and stored in memory 80. 
0120 In step 302 (FIG. 12B), microprocessor 76 assigns 
a Script identification code to Script program 40 and Stores 
the script identification code in memory 80. In step 304, 
microprocessor 76 lights LED 74 to notify the patient that he 
or she has unanswered queries Stored in apparatus 26. LED 
74 preferably remains lit until the queries are answered by 
the patient. 
0121. In step 308, microprocessor 76 prompts the patient 
by displaying on display 64“ANSWER QUERIES NOW'? 
PRESS ANY BUTTON TO START". In step 310, micro 
processor 76 waits until a reply to the prompt is received 
from the patient. When a reply is received, microprocessor 
76 proceeds to step 312. In step 312, microprocessor 76 
executeS Successive display and input commands to display 
the queries and response choices on display 64 and to 
receive responses 42 to the queries. 
0.122 FIG. 8 illustrate a sample query and its corre 
sponding response choices as they appear on display 64. The 
response choices are positioned on display 64 Such that each 
response choice is located proximate to a respective one of 
input buttons 70A, 70B, 70C, and 70D. In the preferred 
embodiment, each response choice is displayed immediately 
above respective input button 70. The patient presses input 
button 70A, 70B, 70C, and 70D corresponding to his or her 
response. Microprocessor 76 Stores each response in 
memory 80. 
0123. In steps 314-318, microprocessor 76 executes com 
mands to collect device measurements 44 from Selected 
monitoring device 28 if it is directed to do so by script 
program 40. Script program 40 Specifies Selected monitoring 
device 28 from which to collect measurements 44. In step 
314, microprocessor 76 prompts the patient to connect 
Selected monitoring device 28, for example a blood glucose 
meter, to one of device jacks 68A, 68B, and 68C. A sample 
prompt is shown in FIG. 10. In step 316, microprocessor 76 
waits until a reply to the prompt is received from the patient. 
When a reply is received, microprocessor 76 proceeds to 
step 318. Microprocessor 76 also connects UART 78 to 
interface 90 through Switch 88. In step 318, microprocessor 
76 collects device measurements 44 from monitoring device 
28 through interface 90. Measurements 44 are stored in 
memory 80. 
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0.124. In the preferred embodiment, apparatus 26 is 
always plugged into telephone jack 22. If not, however, 
microprocessor 76 prompts the patient to connect apparatus 
26 to telephone jack 22 So that apparatus 26 may connect to 
server 18 at the prescribed connection time in step 320. In 
Step 322, microprocessor 76 waits until a reply to the prompt 
is received from the patient. When a reply is received, 
microprocessor 76 turns off LED 74 in step 324. In step 326, 
microprocessor 76 waits until it is time to connect to Server 
18. Microprocessor 76 compares the connection time speci 
fied in Script program 40 to the current time output by clock 
84. When it is time to connect, microprocessor 76 connects 
UART 78 to modem 86 through switch 88. 
0.125. In step 328, microprocessor 76 establishes a Sub 
Sequent communication link between apparatus 26 and 
server 18 through modem 86 and communication network 
24. If the connection fails for any reason, microprocessor 76 
repeats Step 328 to get a Successful connection. Biometric 
information gathered by the remote apparatus 26 is trans 
mitted to the server 18 in a step 329. In step 330, micro 
processor 76 transmits device measurements 44, query 
responses 42, Script identification code, and patient or 
patient type identification code stored in memory 80 to 
Server 18 through the Subsequent communication link. In 
step 332, microprocessor 76 receives through modem 86 
new script program 40 from server 18. New Script program 
40 is stored in memory 80 for subsequent execution by 
microprocessor 76. Following step 332, script program 40 
ends. 

0126. In the above description, apparatus 26 connects to 
Server 18 each time a new patient identification is entered. 
FIG. 13 shows an alternative embodiment, where apparatus 
26 connects to Server 18 at one time during the day. During 
this connection period, apparatus 26 receives from Server 18 
all Script programs 40 it expects to need during the following 
day. As shown in FIG. 13, steps 202-208 are the same as 
above, with Server 18 generating and Storing new Script 
assignments and new Script programs if needed. In Step 210, 
apparatus 26 connects with server 18. In step 216, server 18 
retrieves script programs 40 from database 38. Script pro 
grams 40 can be for patients who are likely to use apparatus 
26 the following day, or script programs 40 can be for 
general conditions, diseases, or prescriptions that are 
requested everyday. In step 218, server 18 transmits 
assigned Script program 40 to patient's apparatus 26 through 
communication network 24. Following step 218, server 18 
proceeds to Step 220, which is carried out in the same 
manner as the embodiment illustrated in FIGS. 11A and 
11B. 

0127. In the embodiment of FIG. 13, patients’ responses 
to all queries are transmitted from apparatus 26 to Server 18 
during a single connection period, ideally the same connec 
tion period when Script programs 40 are downloaded into 
apparatus 26 for the following day. FIGS. 14A and 14B 
show the steps of Script program 40 for the embodiment of 
FIG. 13. Notice all steps are the same, except for the 
addition of step 325. In step 325, apparatus 26 has the option 
of repeating another Script program Sequence for the same or 
another patient before connecting to Server 18. Thus, many 
patients can use apparatus 26 during the day. Apparatus 26 
Stores all their responses 42 and measurements 44, and then 
forwards them to server 18 at the end of the day, as shown 
in step 330. Apparatus 26 used in this embodiment must 
have sufficient memory means 80. 
0128. The main advantage of the present invention is that 

it does not require that each patient purchase his or her own 
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apparatus 26. Instead, patients can visit their nearest phar 
macy or healthcare clinic where apparatus 26 is located and 
answer queries there. Since apparatus 26 only requires 
identification of a patient or patient type in order to connect 
to Server 18 and download appropriate Script program 40, 
any patient can use any apparatus 18 as long as they have a 
patient identification code, data card, or monitoring device. 
Ideally, patients who are traveling or are far from home can 
just stop into any pharmacy and answer queries, which will 
get sent back to server 18. 
0129. A second advantage of the monitoring system is 
that it allows each apparatus 26 to be programmed remotely 
through Script programs 40. Patient Surveys, connection 
times, display prompts, Selected monitoring devices, patient 
customization, and other operational details of each appa 
ratus may be easily changed by transmitting a new Script 
program 40 to apparatus 26. Moreover, each Script program 
40 may be easily created and assigned by remotely accessing 
server through 18 the Internet. Thus, the invention provides 
a powerful, convenient, and inexpensive System for 
remotely monitoring a large number of patients. 

0130 FIGS. 16-18 illustrate a second embodiment of the 
invention in which each remotely programmable apparatus 
has speech recognition and Speech Synthesis functionality. 
FIG. 14 shows a perspective view of an apparatus 27 
according to the Second embodiment. Apparatus 27 includes 
a speaker 72 for audibly communicating queries and 
prompts to the patient. Apparatus 27 also includes a micro 
phone 118 for receiving spoken responses to the queries and 
prompts. Apparatus 27 may optionally include a display 64 
for displaying prompts to the patient, as shown in FIG. 17. 
0131 FIG. 18 is a schematic block diagram illustrating 
the components of apparatuS 27 in greater detail. Apparatus 
27 is similar in design to apparatus 26 of the preferred 
embodiment except that apparatus 27 includes an audio 
processor chip 120 in place of microprocessor 76. Audio 
processor chip 120 is preferably an RSC-164 chip commer 
cially available from Sensory Circuits Inc. of 1735 N. First 
Street, San Jose, Calif. 95112. 

0132) Audio processor chip 120 has a microcontroller 
122 for executing Script programs 40 received from Server 
18. A memory 80 is connected to microcontroller 122. 
Memory 80 stores script programs 40 and a script interpreter 
used by microcontroller 122 to execute Script programs 40. 
Memory 80 also stores measurements 44 received from 
monitoring device 28, responses 42 to the queries, and Script 
identification codes. 

0133) Audio processor chip 120 also has built in speech 
Synthesis functionality for Synthesizing queries and prompts 
to a patient through Speaker 72. For Speech Synthesis, chip 
120 includes a digital to analog converter (DAC) 142 and an 
amplifier 144. DAC 142 and amplifier 144 drive speaker 72 
under the control of microcontroller 122. 

0134) Audio processor chip 120 further has built in 
Speech recognition functionality for recognizing responses 
spoken into microphone 118. Audio Signals received through 
microphone 118 are converted to electrical Signals and Sent 
to a preamp and gain control circuit 128. Preamp and gain 
control circuit 128 is controlled by an automatic gain control 
circuit 136, which is in turn controlled by microcontroller 
122. After being amplified by preamp 128, the electrical 
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signals enter chip 120 and pass through a multiplexer 130 
and an analog to digital converter (ADC) 132. The resulting 
digital Signals pass through a digital logic circuit 134 and 
enter microcontroller 122 for Speech recognition. 

0135) Audio processor chip 120 also includes a RAM 138 
for short term memory storage and a ROM 140 which stores 
programs executed by microcontroller 122 to perform 
Speech recognition and Speech Synthesis. Chip 120 operates 
at a clock speed determined by a crystal 126. Chip 120 also 
includes a clock 84 which provides the current date and time 
to microcontroller 122. As in the preferred embodiment, 
apparatus 27 includes an LED 74, display driver 82, modem 
86, and device interface 90, all of which are connected to 
microcontroller 122. 

0.136 The operation of the second embodiment is similar 
to the operation of the preferred embodiment except that 
queries, response choices, and prompts are audibly commu 
nicated to the patient through speaker 72 rather than being 
displayed to the patient on display 64. The operation of the 
second embodiment also differs from the operation of the 
preferred embodiment in that responses 42 to the queries and 
prompts are received through microphone 118 rather than 
through user input buttons. 
0.137 Script programs 40 of the second embodiment are 
similar to the script program shown in FIGS. 6A-6B, except 
that each display command is replaced by a speech Synthesis 
command and each input command is replaced by a speech 
recognition command. The Speech Synthesis commands are 
executed by microcontroller 122 to Synthesize queries, 
response choices, and prompts through speaker 72. The 
Speech recognition commands are executed by microcon 
troller 122 to recognize responses 42 Spoken into micro 
phone 118. 
0138 For example, to ask the patient how he or she feels 
and record a response, microcontroller 122 first executes a 
Speech Synthesis command to Synthesize through speaker 
72"How do you feel? Please answer with one of the fol 
lowing responses: Very bad, bad, good, or very good.' Next, 
microcontroller 118 executes a speech recognition command 
to recognize the response spoken into microphone 118. The 
recognized response is Stored in memory 80 and Subse 
quently transmitted to server 18. Other than the differences 
described, the operation and advantages of the Second 
embodiment are the same as the operation and advantages of 
the preferred embodiment described above. 
0.139. Although the first and second embodiments focus 
on querying individuals and collecting responses to the 
queries, the System of the invention is not limited to que 
rying applications. The System may also be used simply to 
communicate messages to the individuals. FIGS. 18-21 
illustrate a third embodiment in which the system is used to 
perform this automated messaging function. In the third 
embodiment, each Script program contains a set of State 
ments to be communicated to an individual rather than a Set 
of queries to be answered by the individual. Of course, it will 
be apparent to one skilled in the art that the Script programs 
may optionally include both queries and Statements. 

0140. The third embodiment also shows how the queries 
and Statements may be customized to each individual by 
merging personal data with the Script programs, much like a 
standard mail merge application. Referring to FIG. 18, 
personal data relating to each individual is preferably Stored 
in look-up table 46 of database 38. By way of example, the 
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data may include each individual's name, the name of each 
individual's physician, test results, appointment dates, or 
any other desired data. AS in the preferred embodiment, 
database 38 also Stores generic Script programs 40 created 
by script generator 50. 

0141 Server 18 includes a data merge program 55 for 
merging the data Stored in table 46 with generic Script 
programs 40. Data merge program 55 is designed to retrieve 
Selected data from table 46 and to insert the data into 
Statements in generic Script programs 40, thus creating 
custom Script programs 41. Each custom Script program 41 
contains Statements which are customized to an individual. 
For example, the Statements may be customized with the 
individual's name, test results, etc. Examples of Such cus 
tomized statements are shown in FIGS. 19 and 20. 

0142. The operation of the third embodiment is similar to 
the operation of the preferred embodiment except that Script 
programs 40 are used to communicate messages to the 
individuals rather than to query the individuals. Each mes 
sage is preferably a set of statements. Referring to FIG. 18, 
the Statements may be entered in Server 18 through Script 
entry Screen 56, just like the queries of the preferred 
embodiment. 

0.143 Each statement preferably includes one or more 
insert commands Specifying data from table 46 to be inserted 
into the Statement. The insert commands instruct data merge 
program 55 to retrieve the specified data from database 38 
and to insert the data into the Statement. For example, the 
insert commands shown in FIG. 21 instruct the data merge 
program to insert a physician name, an appointment date, a 
patient name, and a test result into the Statements. AS in the 
preferred embodiment, each Statement may also include one 
or more response choices which are entered in fields 96. 
0144. Following entry of the statements and response 
choices, CREATE SCRIPT button 102 is pressed. When 
button 102 is pressed, Script generator 50 generates a generic 
Script program from the information entered in Screen 56. 
The generic Script program is Similar to Script program 40 
shown in FIGS. 6A-6B, except that the display commands 
Specify Statements to be displayed rather than queries. 
Further, the Statements include insert commands Specifying 
data to be inserted into Script program 40. AS in the preferred 
embodiment, multiple Script programs are preferably gen 
erated, e.g. a generic Script program for diabetes patients, a 
generic Script program for asthma patients, etc. The generic 
Script programs are Stored in database 38. 
0145 Following generation of the generic script pro 
grams, Server 18 receives Script assignment information 
entered through Script assignment Screen 57. AS shown in 
FIG. 7, Script programs 40 are assigned by first selecting one 
of the generic Script programs through check boxes 106, 
Selecting individuals through checkboxes 108, and pressing 
the ASSIGN SCRIPT button 112. When button 112 is 
pressed, data merge program 55 creates a custom Script 
program for each individual selected in check boxes 108. 
0146 Each custom script program is preferably created 
by using the Selected generic Script program as a template. 
For each individual Selected, data merge program 55 
retrieves from database 38 the data specified in the insert 
commands. Next, data merge program 55 inserts the data 
into the appropriate Statements in the generic Script program 
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to create a custom Script program for the individual. Each 
custom Script program is Stored in database 38. 
0147 AS each custom Script program is generated for an 
individual, Script assignor 52 assigns the custom Script 
program to the individual. This is preferably accomplished 
by creating a pointer to the custom Script program and 
Storing the pointer with the individual's unique identifica 
tion code in table 46. When the individual’s remote appa 
ratus connects to Server 18, Server 18 receives from appa 
ratus 26 the individual’s unique identification code. Server 
18 uses the unique identification code to retrieve from table 
46 the pointer to the custom Script program assigned to the 
individual. Next, server 18 retrieves the assigned custom 
Script program from database 38 and transmits the assigned 
custom Script program to apparatus 26 through communi 
cation network 24. 

0.148. Apparatus 26 receives and executes Script program 
40. The execution of script program 40 is similar to the 
execution described in the preferred embodiment, except 
that Statements are displayed to the individual rather than 
queries. FIGS. 17-18 illustrate two sample statements as 
they appear on display 64. Each Statement includes a 
response choice, preferably an acknowledgment Such as 
“OK”. After reading a statement, the individual presses the 
button corresponding to the response choice to proceed to 
the next Statement. Alternatively, Script program 40 may 
Specify a period of time that each Statement is to be 
displayed before proceeding to the next Statement. The 
remaining operation of the third embodiment is analogous to 
the operation of the preferred embodiment described above. 
014.9 The multi-user capabilities of the present invention 
allow for the collection and tracking of patient data. Appa 
ratuses 26 are connected to one or more servers 18. They are 
placed in a number of different public places, Such as 
pharmacies, where they are accessible to a wide range of 
patients. Patient responses 42 and measurements 44 are 
received by apparatuses 26 in the manner described above. 
The data is then sent to server or servers 18 where it is 
collected and organized. Ideally, pharmaceutical companies 
or healthcare providers will use monitoring System 16 to 
gather patient response to their products or Services. The 
companies or providers will Send queries or Script programs 
40 to server 18, which will then send queries or script 
programs 40 to one or more apparatuses 26. After patients 
have answered the queries or attached their monitoring 
devices 28, server 18 will send the patient data back to the 
companies and providers. 
0150 FIG. 22 shows how the present invention can be 
used in conjunction with a separate information System, 
Such as a pharmacy information System. Patient data from 
the pharmacy information system 105 can be intercepted by 
the apparatuS 29 in order to trigger the execution of Script 
programs 40. In this embodiment, apparatuS 29 is located in 
series between the pharmacy server 106 of pharmacy infor 
mation system 105 and the pharmacy printer 108. Pharmacy 
information system 105 comprises pharmacy server 106, 
pharmacy workstation 107, and pharmacy printer 108. 
Patient data sent from pharmacy server 106 to pharmacy 
printer 108 must pass through apparatus 29. Apparatus 29 
takes the patient data and Sends it to Server 18 of the System 
of the present invention. Server 18 uses patient data to 
determine which Script program 40 to Send to apparatus 29 
for patient to answer. It is obvious that this method can be 
used to identify the patient to apparatuS 29 and also server 
18. 
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0151. Alternatively, interception of patient data by appa 
ratuS 29 can be used to trigger printing of information on 
pharmacy printer 108. In this embodiment, apparatus 29 is 
again located in Series between pharmacy Server 106 of 
separate information system 105 and pharmacy printer 108. 
When apparatuS 29 receives the patient data, it triggerS a 
Stored Script program 40, which commands pharmacy 
printer 108 to print out information for the patient. This 
information differs in content from the patient data and is 
printed in addition to it. In addition, the patient data can also 
be sent to Server 18 to trigger additional Script program 40 
which displayS queries on display 64 of apparatus 29 to be 
answered by patient. 

0152 FIG. 23 shows a block diagram of apparatus 29 as 
used in this emnbodiment, while FIG. 24 shows a schematic 
block diagram illustrating the components of apparatuS 29 in 
greater detail. FIGS. 23 and 24 are similar to FIGS. 3 and 
4, except for the addition of a server port 69 in both figures. 
Server port 69 is used to connect apparatus 29 to pharmacy 
server 106. Server port 69 can receive a standard SCSI cable 
connection or a telephone cable connection, in which case it 
operates as a modem. Thus apparatuS 29 can connect to 
server 18 through modem jack 66, pharmacy server 106 
through server port 69, monitoring device 28 through device 
jacks 68A, 68B, and 68C, and pharmacy printer 108 through 
printer port 67. 

SUMMARY, RAMIFICATIONS, AND SCOPE 

0153. Although the above description contains many 
Specificities, these should not be construed as limitations on 
the Scope of the invention but merely as illustrations of Some 
of the presently preferred embodiments. Many other 
embodiments of the invention are possible. For example, the 
Scripting language and Script commands shown are repre 
sentative of the preferred embodiment. It will be apparent to 
one skilled in the art many other Scripting languages and 
Specific Script commands may be used to implement the 
invention. 

0154 Moreover, the invention is not limited to the spe 
cific applications described. The System and method of the 
invention have many other applications both inside and 
outside the healthcare industry. For example, the System 
may also be used by insurance companies and medical 
clinics to conduct all types of Surveys of patients. Retailers 
and Service companies can conduct all types of Surveys of 
consumers. Marketing firms can use the invention to do 
widespread market research. In addition, Stores can use the 
invention to receive information from customers regarding 
their shopping tastes. An example of this application would 
be a bridal registry. 

O155 The invention may also be used for educational 
purposes, Such as testing Students remotely. Students can use 
the apparatus to take national Standardized multiple-choice 
tests, such as the Graduate Record Examination (GRE). In 
addition, the invention can be used for financial purposes. 
Banks, utilities, credit card companies, etc. can Send billing 
information from their Servers to customers using the appa 
ratuses. Customers can then authorize the institutions to 
transfer funds, pay their bills, etc. 

0156 Therefore, the scope of the invention should be 
determined not by the examples given, but by the appended 
claims and their legal equivalents. 
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1.0 introduction 
The goal of the first EHC/HEALTHBUDDY Product is to provide a Cybercare Electronic House Call (EHC) Solution to 
patients and providers that is powered by Health HeroG) Network's technology. Cybercare, as a licensee of the Health 
Hero technology, is looking to achieve a fast-to-market integration solution that allows for the use of the Health Buddy 
Appliance (HBA) within the existing EHC family of Patient Interfaces. 

For the scope of this project, patients will use stock Health Buddy Appliances, sold by Health Hero to CyberCare as 
defined in this document. These Health Buddy Appliances will continue to use the Health Hero Telecom Center and 
Secure Data Center for the communication, collection, and storage of patient interactions with the system. 

Customers/Care Providers will use a modified version of the EHC600 Care Provider Station that allows for the 
modification, review, and analysis of data collected by Health Buddy Appliances. It is essential that the users of the 
EHC600 are unaware that they are using an integrated solution - the EHC600 must continue to appear as a single 
solution provided by Cybercare. The discussion of this integration will make up the majority of this Product Specification. 

As described throughout this document, the basic architecture of the first EHC/HEALTHEUDDY Product is a client-server 
messaging system, using the secure HTTP (HTTPS) protocol. The approach to data synchronization is a "lazy" strategy, 
where data is only created or modified in the Health Hero Data Center when absolutely necessary. CyberCare will 
continue to house the majority of patient data. As an example, Health Hero will not store or maintain the patient contact 
information, phone numbers, or addresses, unless specifically required by the Health Buddy Survey content utilized by 
Cybercare. 

This Product Specification will cover the technical details necessary for both Cybercare and Health Hero to enter into the 
agreement to which this Product Specification is attached and made part of, with a known schedule, scope of work, cost 
structure, and resources necessary to complete the project. 
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2.0 Product Overview 
The first EHC/HEALTHBUDDY Product will consist of the Health Buddy Appliance, an enhanced EHC600 application, the 
CyberCare 24 Network, and the Health Hero Platform Network. Cybercare may choose to use the methods and 
application described herein to develop alternative tools as described in Appendix H - Other Applications. The 
messaging architecture, described in section 5 of this document, provides the ability for development of such tools by 
Cybercare that will be developed outside the scope of this Product Specification. 

2.1 The Patient Experience 
The patients using the first EHC/HEALTHBUDDY Product will use a standard Health Buddy Appliance, enabling patients 
to take Health Hero surveys on a regular basis. The Health Buddy Appliance will use the patient's home telephone line to 
connect to the Health Hero Telecom and Data Center. The standard Health Buddy Appliances purchased by Cybercare 
will not be modified in the scope of this project. Cybercare will have the ability to private label Health Buddy Appliances 
as EHC devices; however, that is outside the scope and definition of this Product Specification. 

2.2 The EHC600 User Experience 
Customers/Providers will continue to use the EHC600 station for monitoring patients using EHC 100, 300, 350, 400, and 
other devices, as well as users of the Health Buddy Appliance. The EHC600 will be modified through minor user interface 
changes, including an HTML viewer to display information streamed from the Health Hero web servers. 

Specifically, a messaging system will be established for Cybercare that informs Health Hero of patient creation and 
deactivation as well as several user interface requests, outlined in Figure 1 - System Architecture Overview. This 
information will be provided to Cybercare customers through a new application developed by Health Hero, designed to 
seamlessly appear within the EHC600 interface. Health Hero will provide an encrypted HTTP (HTTPS) stream back to 
CyberCare, who will display that information in an additional window(s) within the EHC600 patient monitoring application. 
Health Hero will not have direct or indirect access to the Cybercare network or data center. 

EHC600 users will have the following user interface functionality, developed by Health Hero for the first EHC/HEALTH 
BUDDY Product: 

6 A population summary of responders 
A population summary of non-responders 
A population scheduling interface 
The ability to view an individual patient's results 
The ability to view an individual patient's trend charts 
The ability to view, modify, and delete an individual patient's survey schedule 
The ability to view and modify a patient's variable information 

3.0 Architecture Overview 
The first EHC/HEALTHBUDDY Product system architecture will include the following: 

The EHC600 Care Provider Station 
The HHNEHC Application 
Health Hero Web Servers 
The Cybercare Server 
The Health Hero Data Center 
The Health Hero Telecom Center 
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Figure 1 - System Architecture Overview 

3.1. The EHC600 Care Provider Station 
The EHC600 will continue to be the Customer/Care Provider interface for monitoring patient results and status. The 
EHC600 will be modified by Cybercare to include HTML rendering capability and the ability to perform HTTP POST 
transactions to the HHNEHC web application. The web browsing features of the EHC600 will be compatible with Microsoft 
Internet Explorer 5.0. 

3.2 The HHNEHC Application 
The HHNEHC web application will be written in Java and WebObjects WebScript, using Health Hero's Objective-C 
business logic layer (Frameworks) for the WebObjects application server. The functionality will be loosely based on the 
Health Hero iCare Desktop", the patient monitoring tool available from Health Hero Network. This application will use the 
DirectAction capability of WebObjects to handle the requests from the EHC600, and return HTML and metadata that will 
be displayed inside the EHC600. The HHNEHC web application will not be designed for viewing outside the 
EHC600. 

3.3 The Health Hero Web Servers 
Health Hero will provide a web server at cybercare. healthhero.com, running the HHNEHC web application for 
handling Cybercare requests. 
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3.4 The Cybercare Server 
A Cybercare Server will be responsible for managing the login procedures and token delegation from the Health Hero 
system. The details of this functionality are outlined in Section 6 - Supported Messages, of this document. CyberCare 
will be responsible for authoring this portion of the software for the first EHC/HEALTHBUDDY Product as described in the 
Product Specification. 

3.5 The Health Hero Data Center 
The Health Hero Secure Data Center includes the active and backup databases, and the access to those databases. 
Physical and network access to the Data Center is extremely limited. The patient database within the data center is 
currently Oracle 8i (8.1.6), hosted on Solaris 6. The first EHC/HEALTHBUDDY project will require access to the patient 
schema within the Health Hero database from the HHNEHC web application. 

3.6 The Health Hero Telecom Center 
The Health Hero Telecom Center is made up of an ISP-Style modem bank, the V.32 Gateway solution, and the "Box 
Server". These elements allow for a secure, phased access into the Health Hero Data Center from the Health Buddy 
Appliance. 

4.0 User interface 
A stated design goal of this project is a final product that gives the appearance of a single, unified, Cybercare product to 
Customers/Care Providers. This product should take on the look and feel of the EHC600, including color scheme, layout, 
human interface widgets, and design paradigms. 

This Product Specification covers two user interfaces; a tabbed design and a button-design, both taken from the existing 
EHC600 interface design. It is Health Hero's recommendation to use the tabbed design, presented in this section. The 
alternative design is presented in Appendix E - Alternative User Interface Design. 

There are two distinct User Interfaces within the first EHC/HEALTHBUDDY Product: Population interfaces and individual 
Patient Interfaces. 

Population Interfaces deal with the entire set of patients in an account that a Customer/Care Provider is responsible for 
monitoring. This includes the Responder, Non-Responder, and Scheduling tabs. Population tabs allow the user to review 
information in a summary approach, enabling the Customer/Care Provider to quickly review the status of patients, or 
assign Survey content to groups of individuals. 

individual Patient Interfaces provide the detailed specifics on particular patients, facilitating the retrieval of specific 
information necessary for patient calls, physician reporting, and exception management. 

The following User Interface designs follow the tabbed interface found in the Directory interface of the EHC600. A 
Customer/Care Provider will have selected a Patient from the Directory, and upon clicking on the EHC600's Stats... 
button, will be presented with a tabbed user interface allowing them to examine results, trends, schedule, and variables 
for a given patient. 

(Note: The interface examples in this section refer to the Health Buddy as the EHC50, as Cybercare will private label the Health 
Buddy unit in their EHC product line) 

4.1 Population Interfaces 

There are three (3) Population Interfaces in the first EHC/HEALTHBUDDY Product: Responders, Non-Responders, and 
Scheduling. As noted, Population interfaces are used for summarizing data, while individual Patient Interfaces are used 
for viewing detailed information on specific patients and events. 

Cybercare will be responsible for creating and rendering the screen design for the Population interfaces described in this 
section. Unlike other interfaces, Health Hero cannot provide the HTML for these population screens due to the "drill 
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down" inspection features for individual patients or patient data. If Health Hero were to provide the user interface for a 
population view, the interface would either restrict the ability to examine the summarized data, or the responsiveness of 
the User Interface would be severely limited. 

Using the Responders interface as an example, the purpose of the interface is to provide a summary view of the entire 
set of results for a given program and session date. The Care Provider will use this interface to decide who in the patient 
population requires intervention, and then closely examine those results. 

The current design of this interface allows the Care Provider to click on the Response Time to review the answers from 
the Health Buddy Appliance. If Health Hero were to provide the rendering of the interface, it would intercept the Care 
Provider "click" on the Response Time and return the Results content. The EHC600, however, will still display the 
Responders tab, as there is no mechanism for the EHC600 to know that the click occurred. This will result in an 
unacceptably confusing interface for the EHC600 user. 

Cybercare will be able to construct the Population Interfaces on the EHC600 from the messages returned from the 
EHCHHN application. Health Hero will provide the user interface designs, as described in Sections 4.1.1 Responders 
and 4.1.2. Non-Responders of this document, as well as layout and instructional support for the Population Interfaces. 

4.1.1 Responders 
The Responders interface will often be the Care Providers' starting point for reviewing results collected with the Health 
Buddy Appliance. The Responders interface offers a summary of patient results, in a given program for a given date, 
using a risk stratification algorithm provided by Health Hero. The risk stratification algorithm takes the entire set of results 
and orders them in such a way that high risk symptom questions are the highest level of risk, followed by high risk 
behavior questions, high risk knowledge questions, and high risk general questions. These are followed by medium risk 
questions and later low risk questions. This stratification ensures that questions that may require immediate intervention - 
for instance "Are you noticing swelling in your feet?" - are categorized so that they will help provide attention to the issue 
on the part of the Care Provider. The stratification algorithm will take the highest risk in a given category for the 
summarization presented herein. Patients with the exact risk stratification are sorted alphabetically. 

The content developer sets the risk levels of individual questions. 
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St. EHC STATS X 
EHC50 POPULATION MANAGEMENT 

Session Date 

Patient Name Response Time Symptoms Behavior Knowledge General 

Col. Laurie 04:35PM CDT 
Musso Peter 554 AMCO 
Hedges. Kim 03:55AM CDT Medium 
Man. Marie 04:35AMCO 

Chery. Julie C. 04:47 AM CDT 
Bad Dan 5:35AMCD 

Duff. Julie D601 AM CDT 
Mart. Rick OSAM CDT 
Luna. Greg - 08:33AM CDT. 
Lapp. Mary O851 AMCD 

Beninger. Jen 03:11 AMCDI. 
Haeg. Sharlene 159AMCDI 
McKenna, Tim 11:06AM CDT 
Richardson. Jim 1124AMCD 

Figure 2: The Responders Interface 

4.1.2. Non-Responders 
Non-Responders are those patients who did not return a Health Buddy survey result for the date provided. A patient is 
most often a Non-Responder due to the patient not taking their Health Buddy survey for a given date. However, non 
Compliance may also be caused through incorrect Health Buddy Appliance setup, a faulty phone line, or, in rare 
occasions, a malfunctioning Health Buddy Appliance. 

The Non-Responder interface is designed to give the Care Provider insight into the potential cause of non-compliance, as 
well as an overview of possible "trouble" patients. The interface allows the Care Provider to select a date (the default is 
"yesterday"), which will provide a table with the patient name, the date of the last Health Buddy call, the last response date 
for the patient, and a calculation of how many days since the patient has responded. Days Since Last Response is 
provided as a convenience to the Care Provider, so they are not forced to translate the Last Response Date into a number 
of days. Often, a Care Provider will be working from a Standard Procedure which will instruct them to personally contact 
patients who have not responded to the Health Buddy. 

The Last EHC50 Call allows the Care Provider to do some problem solving for their patient's units. If a Health Buddy unit 
has not called into the data center the unit has been disconnected or is malfunctioning. Under normal operation, Health 
Buddy Appliances call the data center each night, regardless of the state of a patient's survey. A patient may have 

  



US 2003/0069753 A1 Apr. 10, 2003 
24 

... i.it . ": Era . . 4: ... E. 

HEALTH HERO CONFIDENTIAL. 
NOT TO BE DISTRIBUTED OUTSDE LIMITED HH AND CYBR PERSONNEL HAVING NEED TO KNOW. 

MASTER COPY KEPT ON RECORDATHEALTH HERO NETWORK 
unplugged the unit, removed the phone line, or may have a malfunctioning Appliance. The Last EHC50 Call prepares the 
Care Provider with information to ask the patient when communicating with them about their lack of compliance. 

EHCSO STATS X 
EHC50 POPULATION MANAGEMENT 

Non-Responders on Friday. August 10, 2001 
Days Since 

Patient Name Last EHC50 Call Last Response Date Last Response 

wo. Dave J. 04/25/2001 - 04/24/2001. 109 . . 
Reynolds. Dave 08/09/2001 OW2S/2001 1E 
Chac. John OB/10/2001 07/31/2001 
Messing. Mel OBWOSW2OO 0805/2001 

McD. Jim - 08/10/2001 - 08/06/2001 
warner, Edward 08/09/2001 BAOS/200 
Pilch. Nick 08.10/2001 08/07/2001 
Mudd, Penny 08/02001 OEDB/2O 

Luna. Craig 08/10/2001, 08/08/2001 
Fisher. Tom OB10/2001 OB/08/2OO 

Reynolds. Nathan 08/10/2001 08/09/2001 
Ruth. Herb 08/10/2001 DB/OS2OO 

Lal, Bhavna .08/10/2001 OB/09/2001. 
E. Dryden. Kirsten O910/2OO1 OBO92OD1 

Figure 3: The Non-Responders interface 

4.1.3 Scheduling 
The surveys a patient will take on the Health Buddy Appliance are controlled through the patient schedule. As described 
in Section 4.2.3 Schedule, each patient has an individual schedule, which can be monitored in the patient interfaces, 
Modification, including the addition or replacement of a schedule, is often done at a population level, as the Care Provider 
will be assigning content to a group of patients at once. The Scheduling interface allows for one or more patients to have 
their schedule modified at a time. Patients must be in the same program to be grouped together for scheduling. 

Using the Scheduling tab, a user will select a group of patients whose schedule they would like to modify, append, or 
replace. The user will select a program from the Program drop-down box, grouping patients by their program. A program, 
such as "Health Hero 12mnth CHF Program," categorizes the types of content this patient will be receiving. 

The EHC600 user will then select the patients whose schedule they would like to modify by selecting the checkboxes on 
the left hand side of the interface, effectively picking patients of a list of eligible patients. Users will be able to see the 
progress a patient is making through the session groups using the Last Session Group information, as well as a higher 
level summary, Total Sessions Remaining, that gives a numerical value outlining the total number of sessions a patient 
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has before exhausting their Health Buddy sessions. Last Session Group and Total Sessions Remaining will be used by 
the EHC600 user to group patients, for instance, "all patients with less than 10 days of sessions remaining." After 
selecting the list of patients whose schedule is to be edited, the user will click the Assign Session button. 

S. EHCO STATS 
PROGRAMSCHEDULING 

Schedule Work List . ----------- 

Program Health Hero 12 mth Apply 

Your schedule work list contairs 18 patients from the "Health Hero 12 mth 
CHF Progran" group. 

Patient Last Session Group Total Sessions Remaining 

tRichardson. Jim : Month 10 - . . . 35 of BD4 
Ballentine. Lola Month 12 50 of 482 

Burger, Sandra Month 12. BG of 672 
Abbiaddy. Agnes Month 12 57 of 541 

Bosley. Seraphine Month 10 . 79 of 692 
Hopland Jim Month 10 29 of 752 
Sparks. Robert Month 2 55 of 427 
Sories. Del Rose Morith 12 52 of 448 

Ringle, Charles Month 12 55 of 503 
Diaz, Antonio Month 12 85 of 592 

Carroll, Bob Month 12 45 of 421. 

i 

- 
- 

- 
- 
- 
r 
r 

Figure 4 - Scheduling Panel 

After clicking Assign Session, the EHC600 user will be presented with an interface for appending or replacing session 
groups to the to the patient schedule. In the example shown in Figure 5 Assign Session Groups, the program is broken 
into calendar-month sessions groups. Often session groups will correspond to a calendar month, however, this is not a 
requirement, and session groups can contain any group of sessions. 

The user will select the session groups using the drop-down fields numbered 1 through 12. In the example in Figure 5 
Assign Session Groups, the user has selected Months 1, 2, 3, 4, 5, 6, 7, 8, 9, and 10, to appear in that order. The user 
Would then choose the Append these session groups or Replace these session groups, if the user were to select the 
Append button, Months 1 through 10 would be added to end of the schedule for each patient selected in the previous 
screen (the Schedule panel). If the user were to select the Replace button, the existing schedule of untaken sessions 
Would be deleted for each patient selected in the Schedule panel and replaced with session groups Month 1 through 10. 
Selecting the Cancel button would dismiss the dialog with no changes to any patient schedule. 
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R. EHCSO STATS 
ASSIGNSESSION GROUPS 

You've selected 1 patient(s) currently enrolled in the "Health Heo 12 month 
pogram" Frogram. 

M Onthi 

Month 2 y 8. Month 8 

Months S. Months 
Month 4 to Mornio 
Months 1. 

Months 

Figure 5 - Assign Session Group Panel 

4.2 Individual Patient Interfaces 
There are four (4) Individual Patient Interfaces in the first EHC/HEALTHBUDDY product: Results, Trends, Schedule, and 
Variables. The individual Patient Interfaces are presented after the Care Provider has selected a patient for inspection, through 
existing EHC600 screens, the Responder summary, or a future interface not yet contemplated. 

Health Hero will provide the HTML necessary to render the Individual Patient Interfaces described in section 4.2. 

4.2. Results 

The Results panel is a daily view into an individual patient's results. The user interface includes a controller view and a 
presentation view. 

The presentation view presents each question in the order displayed and answered on the Health Buddy Appliance. This 
list includes the color-coded risk level (High, Medium, or Low), the question text (including customization), the patient 
response, the question category, and the aspect of care. 

The controller view includes the session, session group, and program name, as well as the date and time when the survey 
was taken. A user can choose to select the previous result, the next result, or select a date for viewing results data. 
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it is possible for a single day to have more than one patient response, so the date entry field is the most imprecise of the 
controls. The results date control will always return the most recent result for the day entered, or an error message 
indicating no results are available on that day. 

it. EHC5O STATS 

Results of Day 21 of Month2 from CyberCare 12 mth CHF Program 
Take on Thursday, Jul 26, 2001 03:02AM CST. 

Risk Question Response Category Aspect 

I'm so glad you're back. John! ... continue General - None 
Your Health Buddy is ready for you. . . . 
Did you Weigh yourself today? 'Yes Behavior Weight 
What is your weight today? (Use the 175 Symptoms weight 
arrows to indicate your weight) - 
Do you have any more shortness of No Symptoms Dyspnea 
breath than usual today? 
Very good. Increased shortness of breath continue Symptoms Dyspnea 
can be a sign of Worsening heart failure. . . . * : 
or other medical problems. 
Last night, did you need to increase the No Symptoms Orthopnea 
number of pillows you slept on because 
of trouble breathing? - - 
Excellent! If you are retaining fluid. you - continue Symptoms. Orthopnea 
may have trouble breathing when you - 

; : : 
8 

x, , , 
via . . 

Figure 6: The Results Panel 

It is possible that an individual patient has no results for the date requested. In such a case, Health Hero will be 
responsible for returning the HTML to display the "No Results" scenario. An example of the Results Panel user interface 
displaying the "No Results" scenario is displayed in Figure 7 The Results Panel with no patient results. Cybercare has 
no responsibilities for managing the state or existence of a patient schedule, 

When the "No Results" scenario is presented, the user can remedy the situation in two ways. 

First, the user can insert a new date into the Results Date entry field, and click the Go button. This will present the user 
with results for the requested date, if results exist. 

The user could also use the Previous or Next buttons, which will take the user to the available result in the future or past. 
if the Previous or Next button is disabled, no results exist in that ordinal direction. If there are no patient results and the 
user clicks the Next button, this will take the user to the first patient result for that patient. If there are no patient results 
and the user clicks the Previous button, it will take the user to the most recent patient result. 
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EHC5 STATS 

PATIENT DOE, JOHN 
rends Schedule :- 

Figure 7: The Results Panel with no patient results 

4.2.2 Trends 

The Trends panel displays an aggregate view of an individual patient's performance graphed over time. Trend plots are 
defined in the content model, and are specific to a particular Program. Similar to the Results user interface, the Trends 
user interface uses a controller view and a presentation view. 

The presentation view includes the entire set of trend plots defined for the program to which the patient is currently 
assigned. Each trend plot is individually created and rendered into the HTML page as image/gif data. There will be no 
changes to the individual trend plot designs for the first EHC/HEALTHBUDDY Product. 

The Controller view includes start and end dates, used for setting the date range applied to each graph. By default, the 
Trend page will display 30 days worth of data. The user can control the date range of the trend charts by entering a Start 
and/or End Date and clicking the Apply button. 

The maximum time span that graphs will display will be 180 days. In the event a user selects a date range of more than 
180 days, the HHNEHC web application will present them with a message asking them to reduce the time span. 
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EHC5O STATS 
s PATIENT DOE. 
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Figure 8: The Trends Panel 

When no data is available for the date range selected, the trend chart will display "No Data For Time Period" inside the 
graph area, as shown in Figure 9A Trend Graph with no Data. 

SOrtress of eat 

No Data for Time Period 

O79 O25 802 

Figure 9: A Trend Graph with no Data 
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4.2.3 Schedule 

The patient schedule panel is used for navigating through a patient's assigned sessions. This is an informational view; a 
Care Provider cannot make changes to the patient schedule with the interface provided in the schedule tab. 

The Care Provider will use the Schedule tab to review a patient's progress through an assigned schedule, in both a 
Summary and a detailed presentation. 

The Summary presentation displays the total sessions assigned and total sessions taken; information a Care Provider will 
use to determine when it is necessary to Schedule new content for a patient. The summary display also contains an 
indicator letting the Care Provider know if there is a session in the Health Buddy Appliance awaiting patient interaction 
and/or delivery. 

The detailed presentation gives a session-by-session history of each survey the patient was assigned, the date of 
assignment, the session, Session group, program, and the status of each survey. Once a schedule is assigned, the status 
of an individual session may be "Awaiting Response", or "Responded", indicating the states a survey may have while 
being transferred to and from a patient. 

S. EHCSO STATS 

PATIENT. 
- Results Tren S. 

Fatient Schedule Summary . 

Sessions remaining Sessions completed by patient 42 
Total sessions assigned O2 Sessions waiting on Unit Yes 

Schedule Controls umu.ac.- ----W--------- 

Page {{1 of S I Go to Current Session Go Jump to page Ga 

Session Date 
Session Group Program Status Assigned 

Month2 Health Hero12 mth CHF. Responded 05/22/2001 
Program 07/26/2001 S sy 

Month 2 Health Hero 12 mth CHF Responded O522,2O1 
Program OF727WOO1 

Month2. Health Hero 12 mth CHF Responded 05/22/2001 
a Program 07/28/2001 

Month2 Health Her 2 CHF Responded 05/22/2001 
Program OF2S2OO 

Month2 Health Hera 12mth CHF. Responded 05/22/2001. 
: , Program D7/30/2001. . . . . . 
Month2 Health Hero 12th CHF Responded 05/222OO1 

Program O732O1 

Figure 10: The Schedule Panel 

Apr. 10, 2003 
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It is possible that an individual patient has never been assigned a schedule. In such a case, Health Hero will be 
responsible for returning the HTML to display the "No Schedule" scenario. An example of the Schedule Panel user 
interface displaying the "No Schedule" scenario is displayed in Figure X: The Schedule Panel - No Schedule. 
Cybercare has no responsibilities for managing the state or existence of a patient schedule. 

R. EHC50 STATS x 
PATIENT DOE, JOHN 

Patient Schedule Summary . 

Moschedule has been created for this patient 

Figure 11: The Schedule Panel - No Schedule 

4.2.4 Variables 

The Variables user interface serves to display and edit patient-related information required to use the HHNEHC web 
application successfully. This information includes the Health Buddy Serial Number, the Patient Program, and the Content 
Variables, used for content customization. 

The Health Buddy Serial Number is part of the one-to-one relationship between a patient and their unit. The 
HLTH BDY BOX table, which associates Appliances and patients, uses the patient ID, the account ID, and the serial 
number to join the two entities. An Appliance serial number can only be assigned to an individual patient at any one time. 
This interface will allow the Care Manager or installation Engineering to assign, re-assign, or un-assign a unit to a patient. 

The Patient Program denotes a content grouping to which a patient belongs. The program establishes which content a 
patient may receive, as well as a grouping with other patients with the same disease state. For instance, at one time a 
patient may exist in a CHF program, a Diabetes program, a CHF-Diabetes program, or any other content grouping. A 
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patient may move in and out of different programs, however, they are only assigned a single program at any point in time. 
A Care Provider may monitor patients in many different programs, including co- and tri-morbidities, and differing disease 
states. 

Content Variables are used for content personalization. These variables allow an individual patient survey to be 
Customized with information private to the patient. The content may use the FirstName variable to allow each survey to 
start with "Welcome Back, John!", rather than the impersonal "Welcome Back, Patient!" 
Individual program groups can extend the variables, adding customization values that are only used in the context of a 
single program. A program may add the variable Person ToCal and NumberToCall, which is used to display emergency 
contact information on the Health Buddy Appliance when a patient responds with high risk results to a number of 
symptoms dialogues. 

There are eight (8) default content variables for the HHNEHC web application: 
e FirstName 

LastName 
Age 
Gender 
Weight 
DocName 
DocPhone 
Medicalld 

Default variables are set using the set PatientVariables method. Although the user interface examples in this 
document describe an interface displaying these variables, this is only for example. The interface will only show non 
default variables that are custom to the program to which a patient has been assigned. 
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R. EHCSO STATS 
PATIENT DOE, JOHN 

tends Schedule Va 

EHC50 Serial Number: 44FA841 
Patient Program: CHF Program 

Wariable Name Walue Wariable Name 

FirstName John. LastName Doe 
67 Gender M 

Weight 1B6 DocNairne William Wagner . 
DocFhone 31O-234-998B Medicalld medicalD 

Figure 12: The Variables Panel 

Editing patient information in the variables tab is divided into two sections - the program and serial number information, 
and the program variables. Users will use the Edit button in the corresponding area to change the appropriate patient 
data. Separating the program variables and serial number/program information should help prevent users from incorrectly 
editing information, as each piece of information of this screen is extremely important to the correct operation of the first 
EHC/HEALTHBUDDY Product and the patient experience. 

Figure 13: Editing Variables is an example of the Variables Panel User Interface after the Edit button in the program and 
serial number information has been clicked. 
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EHC5 STATS 

Wariable Nanne Walue Wariable Name 

FirstName John LastName Doe 
Age 67 Gender M 

Weight BS - DocName. . . . William Wagner 
Dochone 30-234-9988 Medicaid medical ID 

Edit. 

Figure 13: Editing Variables 
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5.0 Messaging Architecture 
The first EHC/HEALTHBUDDY product is a message based integration system, with message requests traveling from 
CyberCare systems to the Health Hero HHNEHC web application in a HTTP request-response manner. 
No messages are initiated by any Health Hero systems to a CyberCare system. 

The CyberCare system will generate messages from two sources - server messages and client messages. Server 
messages are used to generate authentication keys which are used by the client, while client side messages are used for 
retrieving the content necessary for presentation to the EHC600 user. 

Messages will use a timed magic-key, or token (HHToken), in each message to validate the message is coming from a 
trusted Source. The token will contain both numbers and letters, and will be case sensitive. The token will be no less than 
27 characters long. A properly formatted token would look like this: zy2Rtha ZioQN2yldU8UrpkWa4im. The token will 
be valid for one hour. After one hour, the EHC600 will be forced to request a new token from the Cybercare server. The 
Cybercare server is the only client allowed to make a login request, granting a valid token. This security Scheme is 
discussed in greater detail in the login message discussion in Section 6. Supported Messages, later in this document. 
This methodology prevents playback attacks and stream sniffing, and in combination with the use of the HTTPS protocol, 
should adhere to all known current health care security standards for the United States (domestic) marketplace. 

Messages are sent using the encrypted HTTP (HTTPS) protocol over a standard internet connection. The Cybercare 
server and the EHC600 will send an HTTPS POST request to the HHNEHC web application. 

Messages will use the Directaction interface to make calls into the HHNEHC web application, with an HTML stream 
returned, which should be rendered into a window with the EHC600 application. Health Hero will parse the HTTP header 
and form data, and invoke the correct method in the HHEHC application. Health Hero will then send an HTTP response to 
the EHC600 client including error information and/or an HTML stream for rendering user interface elements. 

5.1 Sending a Message from the EHC600 
Messages will take the general format: 

https://machineraine/cgi-bin/WebObjects/applicationName. woa/wa/messageName?wosid=HHToken&parameterl= value&par..... . 

o MachineName is the name of the machine running the web server executing the HHNEHC Application. 
8 ApplicationName is the name of the application that should handle this request. This should always be 

HHNEHC. 
o MessageName is the name of the message that is being sent. The list of messages handled in the first version is 

found in the section: "Supported Messages" 
HHToken 

o Parameterl...n are the parameters passed as part of each message. These are defined in greater detail in 
Section 6 - Supported Messages section of this document. 

5.2 Receiving the Message in the HHNEHC Application 
Health Hero will receive the message in the following (or similar) format: 
POST /cgi-bin/WebObjects/applicationName. woa/wa/messageName HTTP/1.0 
Host: IEachinename 
Accept - Charset: iso-8859-1, *, utf-8 
Content-type: application/x-www-form-urlencoded 
Content-length; 227 

wosid=HHToken&parameterl= value 

The HHNEHC web application will parse the information out of the message header and the form submit area, and apply 
that information in the correct method invocation. 
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5.3 The Return Message to the EHC600 
Health Hero will return messages to the EHC600 application within the HTTP header, as follows: 

HTTP/1.0 200 Apple WebObjects 
content-type: text/html 
expires: Tue, 3 Jul 200i 23:17:46 GMT 
date: Tue, 31 Jul 2001 23:17:46 GMT 
return value: value 
errorcode: value 
Content-Length: 651 

The values that are returned are specific to the method invoked, and not all messages have return values. 

Error messages are also returned in this format. The EHC600 is responsible for checking the errorcode value of each 
header returned from the HHNEHC web application to ensure no error was returned. 

(DESIGNNOTE: NEETOEPLORESINGANHTTP CODEOTHERTHAN200 FORCAISESTEATHAVENERRORMESSAGE-WOUD 
BEMOREEEGANT 
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6.0 Supported Messages 

The messages supported by the HHNEHC application are presented in Sections 6.1 and 6.2 of this document. Data 
structures are presented as database values rather than C-Style, with the exception of dates. Dates will be passed in a 
UNIX-style format as a long data type, represented as seconds past January 1, 1970. All other data elements are 
described below 

6.1 Server to Server Messages 

login 
A login message is sent from a known Cybercare server to the HHNEHC web application. The login message is used to 
award an HHToken, a necessary magic key used in each transaction. The userID and password are encrypted using 
the HTTPS protocol. 

The userID is used to scope patients to an account; it will indicate the account for which the EHC600 user is attempting 
to make a connection. The password is global to all Cybercare accounts, and will be rotated on a to-be-determined basis 
as necessary. The userID will originate with the EHC600 user, while the password will be stored and originate from the 
Cybercare token-requesting server, 

The HHNEHC web application will only accept login messages from a known HHNEHC server specifically designated for 
awarding keys. The application will use kernel level calls to check the source of packet transmission by IP address, and 
not rely on HTTP headers for this information. 

Parameters: 
userID required Type: VarChar Size: 255 The userID for the requesting account 
password required Type: WarChar Size: 255 The password for the requesting server 

Returned: 
HHToken Type: WarChar Size: 32 The token provided by the login event 

Possible Errors: 
unknownUserID: The userID supplied by the server is incorrect 
badServerAddress: The Server IP address requesting the HHToken is not an approved token-requestor 
noError: The message has executed successfully 

Sending the Message: 
CyberCare will have a designated server(s) who have been registered with Health Hero as token requestors. The EHC600 
will request a token from a token-requestor server, who will make a request to the HHNEHC web application. The 
EHC600 cannot make a login request directly. 

Receiving the Message: 
The HHNEHC Web application will return an HHToken and the noError error code if the message has successfully 
executed. 
if the login request has come from an unregistered token-requestor, the HHNEHC web application will return the 
bad ServerAddress error. CyberCare will be responsible for passing the failure message to the EHC600 and handling 
recovery from the error. 
The unknownUserID will be returned by the HHNEHC web application if an incorrect userID is passed from the server. 
Cybercare will be responsible for passing the failure message to the EHC600 and handling recovery from the error. 
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6.2 Client (EHC600) to Server Messages 

CreateRatient 
A patient is created "lazily" into the first EHC/HEALTHBUDDY Product. "Lazy creation" dictates that a patient may exist for 
some period of time in the Cybercare system without any knowledge of that patient in the shared EHC600/Health Hero 
environment. As a rule, data is only created in the Health Hero database when it is absolutely necessary for the 
functioning of some part of the system. 

Specifically, if an EHC600 makes a request of the HHNEHC web application for a patient who does not exist in the Health 
Hero data center, the HHNEHC web application will return the unknown patient error. The EHC600 will then send a 
createPatient message, as defined here, and re-post the original patient request. 

The shared Patient dentifier is provided by the Cybercare system through the EHC600. Cybercare will have complete 
Control over the structure and makeup of the patient ID parameter. 

Parameters: 
HHToken required Type: WarChar Size: 255 The token provided by the login event 
patientID required Type: VarChar Size; 255 The ID of the patient to be created. 

Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
patientAlreadyExists; A patient with this patientlD already exists in the Health Hero database. 
noError: The request completed Correctly 

Sending the Message: 
Cybercare will send a createPatient message to Health Hero using a patient ID unique to the Cybercare system, most 
likely a GUID. No other information is required to establish a Cybercare patient in the Health Hero database. 

Receiving the Message: 
The createPatient message will return norror, indicating success. The createPatient message can fail in the case of an 
invalid Token or the existence of a patient with the same patientlD. In the case of an existing patient with the same ID, the 
HHNEHC web application will return the patientAlreadyExists error message, and no patient will be created. 
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displayResultsForPatient 
displayResults For Patient is a user interface request from the EHC600 application to the HHNEHC web application 
to return the HTML necessary to display the trend user interface described in Section 4.2.1 Results. 
Parameters: 
HHToken required Type: VarChar Size: 255 The token provided by the login event 
patientID required Type: WarChar Size: 255 The ID of the patient. 
result Timestamp optional Type: Long The date of results requested 

Returned: 
nextTimestamp Type: Long The timestamp of the next 

available result for this patient. 
previous Titlestamp Type: Long The timestamp of the previous 

result for this patient. 

Possible Errors: 
invalidToken: The HHToken provided has timed out or is invalid 
invalidPatientID: The patient ID requested does not exist in the Health Hero database. The patientID passed by 
Cybercare must be unique. 
noError: The request completed correctly 

Sending the Message: 
EHC600 will provide an HHToken, a Cybercare patientID, and an optional timestamp for the result requested. 

Receiving the Message: w 
The HHNEHC web application will return HTML for displaying the results for the requested timestamp. The HHNEHC will 
also return in the metadata of the response the next Timestamp and previous Timestamp, to allow for navigating 
through results from the EHC600. Health Hero is responsible for the user interface and all embedded controls within the 
user interface, including the "No Results" user interface. 

If no timestamp is specified, the HHNEHC web application will return the most recent result for the patient indicated. 

An error message may be returned in the header of the message. 
If the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

lf the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid Patient ID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the create Patient message. 
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displayTrendsForpatient 
displayTrends For Patient is a user interface request from the EHC600 application to the HHNEHC web application 
to return the HTML necessary to display the trend user interface described in Section 4.2.2 Trends. 

Parameters: 
HHToken required Type: VarChar Size: 255 The token provided by the login event 
patientID required Type: VarChar Size; 255 The ID of the patient. 
startDate optional Type ; Log The start date of the range 

to be graphed. 
end Date optional Type: Long The end date of the range 

to be graphed 

Returned: 
NONE 

Possible Errors: 
invalid.Token: The HHToken provided has timed out or is invalid 
invalidPatientID: The patient ID requested does not exist in the Health Hero database 
invalidDateRange: The start and end date represent either a date range longer than 180 days, or the start date is 
later than the end date. 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide an HHToken, a Cybercare PatientID, an optional StartDate and optional End Date. 

Receiving the Message 
The HHNEHC web application will return HTML for displaying the trends for the requested date range. 

An error message may be returned in the header of the message. 
if the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

if the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 

The maximum time span that graphs will display will be 180 days. In the event a user selects a date range of more than 
180 days, the HHNEHC web application will return the invalidDateRange error message. 

The invalidDateRange error message will be returned if the end Date comes before the startDate. 
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displayScheduleForPatient 
displayScheduleForpatient is a user interface request from the EHC600 application to the HHNEHC web 
application to return the HTML necessary to display the schedule user interface described in Section 4.2.3 Schedule. 

Parameters: 
HHToken required Type: War Char Size: 255 The token provided by the login event 
patientID required Type; WarChair Size: 255 The ID of the patient. 

Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientID: The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
Health Hero is responsible for the user interface and all embedded controls within the user interface, including the "No 
Schedule" user interface, therefore the structure of the method is simple, requiring the HHToken and the patientID. 
There are no optional parameters to this message. 

Receiving the Message 
The HHNEHC web application will return HTML for displaying the trends for the requested date range. 

An error message may be returned in the header of the message. 
If the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

If the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 
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displayVariablesForPatient 
displayVariablesForpatient is a user interface request from the EHC600 application to the HHNEHC web 
application to return the HTML necessary to display the variable user interface described in Section 4.2.5 Variables. 

Parameters: 
HHToken required Type: VarChar Size: 255 The token provided by the login event 
patientlD required Type: VarChar Size: 255 The ID of the patient. 

Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientID. The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
Health Hero is responsible for the user interface and all embedded controls within the user interface; therefore the 
structure of the method is simple, requiring the HHToken and the patientID. 
There are no optional parameters to this message. 

Receiving the Message 
CyberCare is responsible for rendering the HTML returned by the displayVariables For Patient message via the 
HHNEHC web application. 

An error message may be returned in the header of the message. 
If the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

If the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 
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setPatientState 
set PatientState is used by the EHC600 to indicate that a patient is enrolled or disenrolled in the Cybercare service. 

Cybercare will use this method to inform Health Hero of changes in patient state, primarily for data integrity and billing 
purposes. Health Hero will record the date, time, and state of the patient state change. 

Patient Status codes are stored as a two-digit numerical value. A value of "00" will be deemed "enrolled/active". A value of 
"01" will be deemed "disenrolled/inactive". Other status codes will be added as necessary. 

This method has no corresponding interface element supplied by Health Hero. 

Parameters: 
HHToken required Type: War Char Size: 255 The token provided by the login event 
patient ID required Type: War Char Size: 255 The ID of the patient. 
status.Code required Type: Number Size: 2 The Status of the patient. 

Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid Patient ID: The patient ID requested does not exist in the Health Hero database 
invalidStatus Code: The status Code is not a known value 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide a HHToken, patient ID, status Code, and an optional careManagerID. 

Receiving the Message 
An error message may be returned in the header of the message. 
if the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

if the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 

If an unknown status code has been passed to the HHNEHC web application, it will reject the message and return the 
invalidStatusCode error message. This could happen in many scenarios, the most likely being an incorrect string 
value, or a numerical value which is too long. 
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getPatientState 
The get PatientState message will be used by the EHC600 application to retrieve the patient state information from 
the Health Hero database. This is a convenience method, used primarily to ensure data integrity. 

Patient Status codes are stored as a two-digit numerical value. A value of "00" will be deemed "enrolled/active". A value of 
"01" will be deemed "disenrolled/inactive". Other status codes will be added as necessary. 

This method has no corresponding interface element supplied by Health Hero. 

Parameters: 
HHToken required Type: VarChar Size: 255 The token provided by the login event 
patient ID required Type: VarChar Size: 255 The ID of the patient, 

Returned: 
status Code Type: Number Size: 2 The status code for the patient 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalidPatient ID: The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide a HHToken and patientlD. 

Receiving the Message 
An error message may be returned in the header of the message. 
If the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

if the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientlD error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient TD returned from the createPatient message. 
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setPatientVariables 
The set PatientVariables message is used when creating or updating patient information. Variables are used by the 
existing Health Hero system for content personalization, allowing for the content to express, as well as react, to patient 
inputs while taking a Health Hero survey. 

The EHC600 should use the set PatientVariables method any time the patient name, age, gender, weight, or 
medical ID are changed, as well as when any change occurs for their primary caregiver. This will ensure the Health Hero 
database is synchronized with the Cybercare database on critical data elements. 

Parameters: 
HHToken required Type: VarChar Size: 255 The token provided by the login event 
patientID required Type: VarChar Size: 255 The ID of the patient. 
patient FirstName optional Type: VarChar Size: 255 The patient's first name. 
patientLastName optional Type: War Char Size: 255 The patient's last name. 
patientage optional Type: Number Size: 3 The patient's age. 
patientGender optional Type: WarChair Size: 1 The patient's gender. 
patient Weight optional Type: Number Size: 3 The patient's weight 
patient DocName optional Type : VarChair Size: 255 The Primary Caregiver full name. 
patientoocphone optional Type : Var Char Size: 255 The Primary Caregiver phone number. 
patientMedical Id optional Type: VarChar Size: 255 The Medical D of the patient. 

Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid Patient ID: The patient ID requested does not exist in the Health Hero database 
variableError: One or more of the variables passed is too large 
noError: The request completed without error 

Sending the Message 
The EHC600 will send a setPatientVariables message to the EHC600 with the HHToken, a patientID, and zero 
or more optional variables. 

Receiving the Message 
An error message may be returned in the header of the message. 
If the HHToken has timed out or is invalid, the message will be rejected, and the invalid.Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

If the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 

A variableError will be returned in the event that the value passed for a variable is the incorrect type or size. No 
partial messages will be recorded; if more than one optionaf parameter is passed and an error occurs, no values will be 
saved, and the message will have to be resent in its entirety. 
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getRespondersForDate 
getResponders ForDate is used by the EHC600 to gather the information necessary to construct the interface 
described in Section 4.1.1 Responders, displaying a population summary of patients and their results. 

Parameters: 
HHToken required Type : VarChar Size: 255 The token provided by the login event 
responseDate required Type: Long Size: 255 The date for which responders 

will be returned. 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientID: The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly - 

Sending the Message 
The EHC600 will provide a HHToken and patientID. 

Receiving the Message 
HHNEHC web application will return the values for the getResponders ForDate message via the content of the HTTPS 
response, rather than in the header. The content area will be made up of comma delimited structured data, specifically: 

patientID, responsedate, symptoms Risk, behaviorRisk, knowledgeRisk, general Risk 

The return values have the following properties: 

patient TD Type: VarChar Size: 255 The ID of the patient 
responseDate Type: Date Size:8 The time?ciate when the response was generated 
symptoms Risk Type: number Size: 1 The risk level for the symptoms category 
behaviorRisk Type: nutriber Size: 1 The risk level for the behavior category 
knowledgeRisk Type: number Size: 1 The risk level for the knowledge category 
general Risk Type: number Size: 1 The risk level for the general category 

Numerical Risk Levels have the following correlation: 
No Value 1. 
Nof None Risk 
Low Risk 
Medium Risk 
High Risk 

- 

This data will be used by Cybercare to construct the interface described in Section 4.1.1 Responders. 

An error message may be returned in the header of the message. 
if the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

If the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 
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getNonRespondersfordate 
getNonResponders ForDate is used by the EHC600 to gather the information necessary to Construct the interface 
described in Section 4.1.2. Non-Responders, displaying a population summary of patients and their results. 

Parameters: 
HHToken required Type: WarChar Size: 255 The token provided by the login event 
responsedate required Type: Long Size; 255 The date for which non-responders 

will be returned. 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientID: The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide a HHToken and patientID, 

Receiving the Message 
HHNEHC web application will return the values for the getNonResponders ForDate message via the content of the 
HTTPS response, rather than in the header. The content area will be made up of comma delimited structured data, 
specifically: 

patientID, last Call, last Response 

The return values have the following properties: 

patientID Type: VarChar. Size: 255 The ID of the patient 
last Call Type: Date Size:8 The time/date when the patients Health 

Buddy last called the data center 
last Response Type: Date Size:8 The timelidate when the patients last completed 

a Health Buddy survey 

This data will be used by Cybercare to construct the interface described in Section 4.1.2. Non-Responders. 

An error message may be returned in the header of the message. 
if the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

If the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 should respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 
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setSerial NumberForpatient 
The setSerial NumberForPatient message will be used by the EHC600 application or Other Application described in 
Appendix H to set the Health Buddy serial number for assignment to a patient. This is a convenience method, used 
primarily for fulfillment and patient initialization features. 

This method has no corresponding interface element supplied by Health Hero. 
Parameters: 
HHTokel required Type: WarChar Size: 255 The token provided by the login event 
patientID required Type: WarChar Size: 255 The ID of the patient. 
serialNumber required Type: WarChar Size: 255 The serial number of the Health Buddy 

Appliance being assigned. 
Returned: 
NONE 

Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientlD: The patientl) requested does not exist in the Health Hero database 
invalidSerial Number: The patientID requested does not exist in the Health Hero database 
serial NumberAlready InUse: The patientID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide a HHToken, patientID and serial Number. 

Receiving the Message 
An error message may be returned in the header of the message. 

if the HHToken has timed out or is invalid, the message will be rejected, and the invalid Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message. 

lf the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientID error message. The EHC600 could respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 

An invalid Serial Number error will be returned if the serial Number is of the incorrect size, type, or structure. The 
EHC600 should check the serial number value and resend the message. 

A serial NumberAlready InUse error code will be returned if the serial Number has already been assigned to a 
patient in the Health Hero database. A serial number can only be assigned to one patient at any point at time. The 
EHC600 can use the getPatientIDForSerialNumber method to find the conflicting patient D. 
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getPatientlDForSerialNumber 
The get PatientIDForserialNumber message will be used by the EHC600 application or Other Application described 
in Appendix H to get the Health Buddy serial number being used by a patient. This is a convenience method, used 
primarily for fulfillment and patient initialization features. It will often be used as a remedy for the 
set Serial Number For Patient method when a serialNumber.Already Inuse error is returned 

This method has no corresponding interface element supplied by Health Hero. 

Parameters: 
HHToken required Type: WarChar Size: 255 The token provided by the login event 
patientID required Type: VarChar Size: 255 The ID of the patient. 

Returned: 
serialNumber required Type: VarChar Size: 255 The serial number of the Health Buddy 

Appliance assigned to the patient ID. 
Possible Errors: 
invalid Token: The HHToken provided has timed out or is invalid 
invalid PatientID: The patient ID requested does not exist in the Health Hero database 
noError: The request completed correctly 

Sending the Message 
The EHC600 will provide a HHToken, patient ID and serial Number. 

Receiving the Message 
An error message may be returned in the header of the message. 

if the HHToken has timed out or is invalid, the message will be rejected, and the invalid'Token error message returned. 
The EHC600 should request a new token via the login message, and retry the message, 

if the patient for which this request is occurring does not exist in the Health Hero database, the HHNEHC web application 
will return the invalid PatientlD error message. The EHC600 could respond by sending a createPatient 
message, followed by this request, using the patient ID returned from the createPatient message. 

The getPatientIDForSerial Number message will return -1 in the case where no Health Buddy Appliance is 
assigned to the patient ID that was passed. 
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7.0 Data Model 
There will be minor modifications to the Health Hero Patient Schema to support the first EHC/HEALTHBUDDY Product. 
These will support billing structures already considered by Health Hero, as well as specific changes necessary for server 
to-server integration projects such as this one. 
There will be no changes to the Cybercare schema required by this design. 

7.1 Additions to the Health Hero Patient Schenna 
There will be three additions to the Health Hero Patient Schema: the Customer Table, the Customer Server Table, and 
the Customer Patient Table. These tables represent the ability to institute a new grouping level, customers, security 
information in customer servers, and a join-table between patients belonging to another system and those in the Health 
Hero system. 

Customer Table 
Table Name: CUST 
The Customer Table (CUST) allows for another level for billing and population based statistics. 
In the first EHC/HEALTHEUDDY Product, this provides a mechanism for distinguishing Health Hero accounts from Cybercare 
accounts, which is used for access privileges, billing, and statistical analysis. 
Accounts (ACNT) will continue to be used to provide granularity for content and patients. 

Table Structure: 
Column Name 

CUST ID (PK) NUMBER Generated through a sequence 
CUST NAME WARCHAR 255 Alternate Key? 
CNTRCT EFCTV DT DATE Currently located in the acnt table 
CREAT DT DATE 7 | 
PASSWRD WARCHAR 32 (possible, could be placed elsewhere) 

Customer Sever able 

Table Name: CUST SRVR 
The Customer Server Table provides a level of security confirming that Health Hero is receiving messages from an approved 
Customer server. The IP address is one of many pieces of security in the EHC600/Health Hero integration part of this project. This 
table may not be necessary for this project, but should be added in the long term. 

Column Name 
CUST ID (pK} 
SRWR IP ADDR (PK) 

Customer Patient Table 

Table Name: CUST PAT 
The Customer Patient table is a lookup, or join, table between Health Hero and a Customer. A customer (Cybercare) provides 
the CUST PAT ID when Creating or referencing a patient using the supplied interface. 

Table Structure: 
Column Name 

ACNT ID (PK) NUMBER 21 Health Hero to provide via Oracle 
– Seece. 

Sequence. 
WARCHAR 255 Cyber to provide. Wilmost likely be a 

PAT ID (PK) NUMBER 21 Health Hero to provide via Oracle 

CUST PAT ID (AK) 
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Windows GUID. 

CUST ID (AK) NUMBER 21 (possible - only necessary when we 
have more than one customer) 



US 2003/0069753 A1 Apr. 10, 2003 
52 

... is ... iii.31 it is is: iii si...iii. 

HEALTH HERO CONFIDENTAL, 
NOT TO BE DSTRIBUTED OUTSDE LIMITED HH AND CYBR PERSONNEL HAVING NEED TO KNOW'. 

MASTER COPY KEPT ON RECORDATHEALTHHERO NETWORK 

8.0 Deliverables and Responsibilities 

In any integration development effort, it is critical to outline the responsibilities of each party, and the method in which the 
first EHC/HEALTHEUDDY Product will be developed and delivered. 

For the first EHC/HEALTHBUDDY product, Health Hero will assume the lead role for design and development, and 
responsibility for project management. Cybercare will have the responsibility of reviewing and accepting each deliverable, 
as well as implementing the integration details specific to the EHC600 device. 

Tasks, Deliverables and Milestones not specifically delineated in this Product Specification are the responsibility of 
Cybercare. The architecture presented in this Product Specification will allow Cybercare to develop the product described 
herein, as well applications listed in Appendix H - Other Applications. Error correction, registration, and other 
applications can be developed using the messaging architecture as described in Section 5.0 Messaging System of this 
document, and will not require the assistance of Health Hero. Cybercare may request Health Hero's assistance for future 
deliverables outside the scope of this project on a Time and Materials basis, as agreed to in the Cooperative 
Development, Services, Licensing and Marketing Agreement to which this Product Specification is attached and made a 
part (the "Contract"). 

There are four major milestones in the first EHC/HEALTHEUDDY Product, as outlined in Appendix C - Project Plan: 
e Contract Signature (including the agreed upon Product Specifications as set forth herein) 

Trade Showt Marketing Launch 
Beta One 
Product Completion 

Conformances to the Product Specification for a given milestone will constitute delivery and achievement of a milestone. 
Neither party will be dependant on the other to reach any milestone, with the exception of the timely acceptance or 
rejection of each Milestone by Cybercare as provided in Exhibit 2 of the Contract. 

Health Hero is responsible for the architecture and design of the product, and the description of those elements in the 
Product Specification. Once Cybercare and Health Hero agree to the Product Specification, both parties can only make 
changes to the Product Specification (including product design) through mutual written agreement. The dates associated 
with each milestone are of major importance to Cybercare, and therefore, the Product Specification must address all 
issues before scheduling is completed, to ensure a realistic time period for development. 

TradeShow and Marketing Milestone responsibilities are described in detail in Appendix B-Trade Show and Marketing 
Milestone. Please refer to Appendix B. 

The Beta One Milestone and Product Completion Milestones are the shared responsibility of Health Hero and CyberCare. 
The specific description of the Beta Milestone can be found in Appendix C - Project Plan. The first 
EHC/HEALTHBUDDY Product will be deemed complete and the Product Completion Milestone deemed achieved when 
all aspects of the agreed upon Product Specification are complete and the product has passed through the approved 
Quality Assurance plans. The Quality Assurance methodology and responsibilities are outlined in Section 8.1 Quality 
Assurance. 

Cybercare is responsible for the user interface implementation within the EHC600, including new panels, HTML viewers, 
and associated elements described in the Product Specification. Cybercare is also responsible for sending and receiving 
messages from the HHNEHC web application, also described in the Product Specification. This will include Creating and 
sending the message, as well as parsing the return message, and taking the Correct action. Health Hero has no 
responsibilities for Engineering or Quality Assurance deliverables associated with the EHC600. 

Health Hero is responsible for the implementation of the HHNEHC web application, the associated user interface, and 
responding to messages from the EHC600. Specifically, this includes management of the data Center, message source 
validation, and message creation and response. Health Hero must conform to the Product Specification as approved by 
both parties, and will verify the deliverables using test applications provided by Cybercare and as well as tools developed 
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by Health Hero. Cybercare has no responsibilities for Engineering or Quality Assurance deliverables associated with the 
HHNEHC web application, data center, telecom center, or Health Buddy Appliance, with the exception of the review 
and acceptance of Health Hero deliverables, and notifying Health Hero of any defects or non-acceptance criteria 
per Exhibit 2 of the Contract. Health Hero has no responsibilities for Quality Assurance deliverables associated with 
the EHC600. 

Responsibilities Matrix: 
Cybercare Health Hero 

Trade Show Deliverable X 
Trade Show Screen Shots X 
EHC600 User Interface implementation X 
Test Application Maintenance X 
HHNEHC User Interface implementation X 
HHNEHC Message system X 
EHC600 Message Parser X 
Quality Assurance of EHC600 
Quality Assurance of HHNEHC Web 
Application 

X 
X 

"Product Specification includes all design elements; this table only outlines implementation tasks 

8.1 Quality Assurance 
Cybercare and Health Hero will each, independently, be responsible for the quality assurance of the individual 
deliverables of the first EHC/HEALTHEUDDY Product. Cybercare has no responsibilities for Engineering or Quality 
Assurance deliverables associated with the HHNEHC web application, data center, telecom center, or Health Buddy Appliance 
with the exception of the review and acceptance of Health Hero deliverables, and notifying Health Hero of any defects 
or non-acceptance criteria per Exhibit 2 of the Contract. Health Hero has no responsibilities for Quality ASSurance 
deliverables associated with the EHC600. 

Whereas Cybercare is responsible for the Quality Assurance of the final, integrated product, and may find issues with the 
HHNEHC web application and has the responsibility to report those to Health Hero per Exhibit 2 of the Contract, Health 
Hero will be responsible for maintaining the master record of all known bugs, enhancement requests, and Quality ASSurance 
information for the HHNEHC web application, the messaging system, and associated elements. 

to that end, Cybercare will be responsible for promptly informing Health Hero of bugs found via email to 
ehctugSOhealthherO.COm. 

Bugs reported by Cybercare must include: 
is late Found 

Found By: (Name, PhoneNumber, Email) 
Priority (high, medium, ow) 
Detailed Description 
Steps to Replicate within the Test Application 

Health Hero will use the tTrack (httpfwww.teamshare.com/solutions/track/track.html) defect tracking System to Create, maintain, 
and report on the collection of bugs found by Health Hero, CyberCare, and Customers. 

In the final two weeks before the planned release date of the HHNEHC web application, Health Hero and Cybercare will conduct 
daily Bug Review Boards (BRB) to review the state of all known bugs. Health Hero will be responsible for the organization of the 
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meeting, as well as disseminating the outcome of the review. Prior to the meeting Health Hero will distribute a list and description 
of all known bugs. Cybercare will designate a representative to attend (via phone or most appropriate method) each meeting. All 
new issues found by Cybercare must be reported at least 3 hours before each meeting to be considered for review that day. 
Defects found in this 3 hour preparation window, during the meeting, and following, will be reviewed in the next meeting. In each 
BRB, all open bugs will be reviewed and placed into two categories: "must be fixed for acceptance" or "optional to fix for 
acceptance". Health Hero will provide the initial category for a defect, using the guidelines below. 

issues that are categorized as "must be fixed for acceptance" are those that deal with loss of data, data corruption, security 
breach or failure to meet Product Specification. These will cover any defect that would prevent Cybercare from using the product 
in a commercial setting, issues that are categorized as "optional to fix for acceptance" are issues not covered or contemplated 
in the Product Specification, cosmetic issues, or feature enhancements. 

8.1.1 Test Applications and Validation 
Cybercare and Health Hero will each develop testing tools, scenarios, and code validation (Tools") of the first 
EHC/HEALTHBUDDY Product. These Tools will be used internally by Health Hero and are not deliverables for this project. They 
will be developed independently by each party in an effort to validate the deliverables. In order to establish a set baseline for 
validation for the first EHCIHEALTHBUDDY Product, Cybercare will be responsible for the delivery of a Test Application 
for Health Hero to use for engineering test and quality assurance acceptance as outlined in Appendix C - Project Plan. 

The test application must conform to the following: 
o it must be written using the same machine language and components as used in the EHC600 
o it must be capable of sending and receiving HTTP messages 
o it must meet the networking requirements and standards of the EHC600 base product 
o it must allow for a control area, a message display area, and a content area 

o The control area will contain a drop down list containing each message outlined in this Product 
Specification. Based on the message selected, it will also allow for manual entry of each of the 
parameters for each message, and an execute button, which will send the message. 

o The message display area will show the raw message that was sent, and the return message from the 
HHNEHC web application. 

o The content area will display the HTML returned from the HHNEHC web application. The content area will 
conform to the areas specified for the User Interface display. 

It will be Cybercare's responsibility to keep the Test Application up to date with the current state of the EHC600 
development for this project. Health Hero's Quality Assurance responsibilities will be measured against conformance with 
the Test Application; inconsistencies between the Test Application and the EHC600 shall not hinder achievement or 
otherwise affect completion of a Milestone by Health Hero. If Health Hero delivers the Beta One Milestone and Product 
Completion Milestones in a timely manner, such Milestones will be deemed to have been achieved by the Delivery Dates 
in Exhibit 2 of the Contract and Appendix C - Project Plan of this Product Specification, even if there are inconsistencies 
between the Test Application and the EHC600. 

Health Hero is responsible for the delivery of a the HHNEHC web application test and validation plan, in 
conjunction with the Beta One Milestone as outlined in, and the Final Test documentation, in accordance with the Golden 
Master ("GM") deliverable, as noted in Appendix C - Project Plan. 

The Test and Validation Suite will include the following: 
A current edition of the Product Specification, used for validation 
Walidation Environment Classification 
A list of all submitted bugs 
A copy of the test plan 
A signature page with Health Hero's signoff 

The Final Test Documentation Suite will include: 
o A current edition of the Product Specification, used for validation 
o Team Track Status Charts by Date 
e Validation Environment Classification 
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A list of all Submitted bugs 
A copy of the test plan 
A copy of the test plan results 
A signature page with Health Hero's signoff 

8.1.2 Acceptance and Defects 
The first EHC/HEALTHBUDDY Product will be deemed as complete and the Product Completion Milestone deemed 
achieved when the Product Specifications herein are completed. This will include the messaging architecture, user 
interface, data, and deliverables described. 

Acceptance of the Beta One Milestone and the Product Completion Milestone may include software defects, or 
"bugs", known or unknown to the parties. As described, Health Hero will provide to Cybercare complete and unedited 
Quality Assurance plans and test reports as detailed and agreed in the product schedule, deliverables, and QA 
responsibility sections of this document. Cybercare will be deemed to have accepted the Beta One Milestone and the 
Product Completion Milestone as of the date: (a) there is any commercial use of the first EHC/HEALTH BUDDY 
PRODUCT (i.e., if any Customer or EHC/HEALTH BUDDY User pays for use of such first EHC/HEALTH BUDDY 
PRODUCT); (b) there is an aggregate of 200 or more EHC/HEALTH BUDDY Users using the first EHC/HEALTH BUDDY 
PRODUCT; or (c) the Beta One period extends beyond 30 days without previous written agreement of the parties. 

Cybercare may elect to employ Health Hero on a "Time and Materials" basis, as defined in Section 2.2 of the Contract, to 
fix known or discovered software defects after a Milestone has been accepted per Exhibit 2 of the Contract. Health Hero 
will continue to upgrade and maintain the Health Hero Frameworks, free of charge to Cybercare. 
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Appendix A - Error Codes 

The first EHC/HEALTHBUDDY Product will return a numeric error code with each message, as indicated in the "Messaging 
Model" section of this document. The HHNEHC web application will return numeric codes, rather than strings, to prevent 
human decoding, especially in the cases of security and login related messages. 

Error 
Value 

Error Name 

to 
patientalreadyExists to 

set PatientState is malformed, too 
invalidStatus.Code 

large, or of incorrect type 
variableError A variable passed in the 

set PatientVariables is malformed, 
too large, or of incorrect type 

101 

102 

103 

invalidDateRange The start and end date represent either 

Description 

successfull 

in the database. 

already exists in the database. 
A status passed in the 

a date range longer than 180 days(for 
displayTrends For Patient), or the 
start date is later than the end date. 

The userID in the login message is 
incorrect. 
The server IP address requesting a 
login token is not from the known list of 
token requestors. 
The token being passed had timed out, 
or is invalid. 
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Appendix B-Trade Show/Marketing Launch Milestone 

Cybercare will be attending the 20th Annual Meeting and HomeCare Expo sponsored by the National Association for 
Home Care (NAHC) from October 14 to 18, 2001 (http://www.mahc.org/nahc/meetings/am/ ). It is a stated goal 
of this project to have a demonstration of the first EHC/HEALTHBUDDY Product available for display at this conference. 
For the Tradeshow/Marketing Launch Milestone, Health Hero will provide Cybercare with Health Buddy Appliances, 
HHNEHC screenshots, and a "speaking points" outline for use by Cybercare personnel at the NAHC conference. 

The hardware will consist of 2 new Health Buddy Appliances, each containing the standard Health Hero looping CHF 
tradeshow demo. These Appliances will only require a working power source, and will not be connected to a phone line or 
the data center at any time during the demonstration. The content provided will be the standard CHF tradeshow content, 
which has been authored to be a "looping" demo. This looping survey does not terminate but simply starts over when the 
survey is completed. 

For the first EHC/HEALTHBUDDY product, Health Hero will provide screen shots for a subset of the user interface 
described in Section 4, "User Interface". Specifically, Health Hero will provide Result, Trend, Schedule, and Variable tabs 
for two (2) patients in JPEG format. The specific deliverables of the Trade Show/Marketing launch Milestone are listed 
below. 

Finally, Health Hero will deliver a "speaking points" outline covering the important details of each screen and a 
terminology "cheat sheet". 

For the user interface portion of the Trade Show Marketing Launch Milestone, Health Hero will be responsible for the 
content area, while Cybercare will be responsible for the control area. The content area is defined as the display that 
analogous to the user display that will be returned by the HHNEHC web application. The control area is provided by 
Cybercare. Cybercare will insert the patient name into the window, and enable each of the tabbed controls. The tabs, 
when selected, will display the correct JPEG for the patient selected and the tab selected as shown in Figure 5 - Control 
and Content Areas. 

CONRO AREA 
CYBERCARE TO PROVE 

Resuite of Day 21 of Morih2 from CyberCare i2 path Clif Piogara 
Take anthesday). 26.2 C32A4 cSt 

Resus de ofesavo Go 

iskusstian Resperse Category Aspect s 

im sa glad you're back. John continue General. None is 
Yout Health Buddy is teady to you y: a . 
Kyo wegh sci: Exity? Yes Behawat weah CONTENT AREA 

what is you weight today? (use the 175. s Syrpioms weight : HEAHERO TO PROVIDE 
sows to indicate your weight) 
oposahaye any more hottness of No Symptors. Cysprea 

breeth than usus today 
Wey good liceased shatress of breath cort rue Syrptons Dysprea 
cy be 3 sign of we sening heliadute. 
of other medical problem: 
last right, did you need to increase the Mio Syrators 
raber alpillows you sle or because 
it to be breathing? - 
ce and if you are relating fluid.you continue Symptoms 

- rsy have troute breathing when you 
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Figure 5- Control and Content Areas 

Tradeshow User Interface Deliverable Specifics: 
There will be two patients: John Fassero and Mary Duquette 
Each patient will be in a CHF program 
Each patient will have a static Results, Trends, Schedule, and Wariables Tab 
Each patient will have at least one high-risk result. John Fassero will also have at least one low risk result. Mary 
Duquette will have at least one medium risk result. 

e. Each patient will have a weight trend plot and a risk. John Fassero's weight graph will show high and low baseline 
weights. Mary Duquette's trend plot will have a baseline weight. 

Tradeshow/Marketing Launch Milestone Schedule 

Health Hero will deliver all Tradeshow related deliverables to Cybercare no later than September 28th, 2001. Prior to this 
delivery date, Health Hero will very Fikely furnish Cybercare with draft deliverables and information regarding the progress 
of the tradeshow deliverable(s). 



US 2003/0069753 A1 
59 

Appendix C - Project Plan 

The following schedule outlines the project timeline for Health Hero's delivery of the first EHC/HEALTHBUDDY Product 
described in this Product Specification. Health Hero presents this project plan as a realistic timeline for development and 
implementation. 

The schedule is made up of 4 Milestones: Contract Signature, Tradeshow Marketing Launch, Beta One, and Product 
Completion. 

The Contract Signature Milestone marks the acceptance of the Product Specification and the formal written agreement 
of the parties to enter into a relationship. The Product Specification must be agreed to and signed by both parties, who will 
then understand the full scope, responsibilities, and timeline of the project to be started. It is expected that the Contract 
will be signed and the project kicked off no later than September 7", 2001. Failure to meet this Milestone will jeopardize 
the remainder of the schedule. 

The second, and most time-constrained Milestone, is the Tradeshow?Marketing Launch Milestone. The 
Tradeshow/Marketing Launch Milestone is detailed in Appendix B-Tradeshow Marketing Launch Product Milestone. 
Please review that appendix for more detail. The TradeshowlMarketing Launch Milestone will be met on September 
28", 2001 to allow for propertraining by Cybercare of Cybercare booth personnel. 

The Beta One Milestone signifies the longest of the product development cycle. The Beta One deliverable includes a 
functionally complete HHNEHC web application (all messages will be implemented) and corresponding test plan. It will not 
be free from defect, but will be ready for a beta test cycle, allowing Cybercare to demonstrate and test a fully functioning 
product. This will include a thirty (30) day Beta test, operated by Cybercare, from which Cybercare will collect feedback 
and defect reports to be fixed as part of the Product Completion Milestone. Completion of this milestone is highly 
dependant on the delivery of the Cybercare Test Application by September 17", 2001, as described in Section 8.0 
Deliverables and Responsibilities. (Note: Thanksgiving, Christmas, and New Years holidays extend the Beta One 
Milestone significantly). The Beta One Milestone will be delivered on January 16, 2002. 

The final milestone is the Product Completion Milestone, whose completion notes the delivery of the HHNEHC web 
application that meets the Product Specifications defined in this document, and the end of the project. The Product 
Completion cycle is a response to the findings of the Cybercare beta testing, and could be significantly reduced pending 
the outcomes of the Cybercare testing. The Product Completion Milestone will be delivered no later than March 6, 2002. 

Apr. 10, 2003 

Duration 
Product Specification Creation 

Start Date 
Frit 127101 Thu 8/30/01 

First Draft To CYBR Fri/27/O1 Tue 7131101 
Second Draft To CYBR Tue 7131101 
CYBR Feedback on Second Draft Wed 871/O1 Wed 8/8/01 
Third Draft To CYBR Fri 83/O1 Mon 8/13/01 
CYBR Review of Third Draft - - Tue 8/14/01 Thu 8/16/01 
Delivery of Golden Master (GM). Fri&/17/01 

R Review and Acceptance of GM Fri8/24/01 
one 1-Contract Signature gala - - Thug/07/01. 

Milestone 2 - Tradeshow/Marketing launch Tue 9/4/01 
Health Hero Delivery To CYBR Fi9/28/O1 Frig/28/01 
YBRSignoff ... . . . - Frig/28/01 : Fri:10.15101 

NAHC Tradeshow Mon 10/15/01 TMon 10/15/01 
Milestone 3 - Beta One Fri8/31101 Wed 1/16/02 
CYBR Test Application Received MOn 9/17/O1 MO 9/1701 
QA and Bug Fix Cycle Mon 10/29/01 Fril 11/9/01 
Health Hero Delivery to CYBR Fril 11/9/01 Fril 11/9/01 
CyberCare Beta Cycle - Mon 11112101 Wed 1/9/02 
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BRSignoff is . . . . . . . . . . . . 5 days is Thu 1/10/02 - Wed 1116/02 

Milestone 4 - Product Completion 35 days Thu 1117IO Wed 3/6/02 
Hosting Product Specification (if necessary) 5 days Thu 1/17702 Wed 1/23/02 
Health Hero Response to Beta Feedback 30 days Thu 1117702 Wed 2/27/02 
Health Hero Delivery to CYBR - 0 days Wed 2/27/02 Wed 2/27/02 
CYBRSignoff . . . . . . . . - E. 5 days is a Thu2/28/02: . . . . . Wed 3/6/02 
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Appendix D - Alternative User Interface Design 

Earlier in the Product Specification, Health Hero presented a User Interface design based on the "tabbed" structure 
already in use within the EHC600. 

As an alternative, Health Hero is also presenting another user interface, similar to the interface already in place in the 
device monitoring panels (e.g. Blood Pressure, Heart Rate) within the EHC600. This user interface works in a similar 
fashion to the tabs, each button is equivalent to a tab, where the selection changes the content view underneath the 
button control area. This is displayed in Figure D-1. An Alternative User interface. 

It is Health Hero's belief that the button control is less descriptive and extendable than the tab control. Users understand 
the tab control, now a popular user interface in most Microsoft products, and are comfortable with how it works. The one 
element of the tab control that can be confusing, entering data, is less of an issue in this user interface. With the exception 
of the schedule tab and some variable information, there is little information for the Care Provider to commit to the 
database. 

SEHCSO STATS X EHC50 STATS 
PATIENT.doe. JOHN PATIENT DOE JOHN 
Your Data Options 

: Results 

Pyler Trend Charts 

T - - Trends. : 

w | Result. Dee ?olosioi Gol Fieval Patier Result: Summary esults Late Go Previous 
Results afay 21 of Month2 fiam CyberCare 12 inh CF Pagan 
Take on Thursday. Jul 26, 2001 C302 AM CST 

isk Question Response Calegory Aspect 

glid you're back. John continue General None 
Health Buddy is ready for you s. is 

idyou weigh yourself toddy? Yes Behavior Weight 
syour weight today? (Use the 75 Symptoms weights; 
d indicate your weight) - -3. 

takiness; ::::::::: 
oyou have any more shotness of No Symptoms Dyspnea 
feath than usual today? 

d is tre creasos 
ey good Increased shortness of bleath, continue Symptoms dysprea 

ea sign of worsening heart falue. 
other medical problems. 

ast night did younced to increase the No Symptoms Orthopnea 
Lumber of plows you slept on because 
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m-m-m-m------------ 
07:S 08 
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Figure D-1- An Alternative User Interface 
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Appendix E - Hosting/Deployment Environment 

The following elements are required for hosting the HHNEHC Application as described in this Product Specification. This 
environment describes the qualified, commercially available environment available from Health Hero Network. 

Alternative solutions could be crafted from the required software - for instance, WebObjects has support for Windows NT 
deployment and MSSQL databases, however, Health Hero has done no qualification of the application or its related 
feature set under these alternative environments. 

The specifics of the network that are not required by the HHNEHC web application are not listed here, as the application 
has no knowledge of those network pieces running within the system, and they can be replaced without software 
modification or compilation. These include switches, firewalls, external database storage, rack accessories, monitoring 
software, and DNS solutions. 

Similarly, portions of the existing Health Hero system that are not used by the first EHC/HEALTHBUDDY Product are not 
detailed in this Product Specification or environment description. 

Version numbers of system components are subject to change and upgrade without change to the Product 
Specification. 

Software 

WebObjects 4.5 
(http://www.apple.com/WebObjects.l.) 
WebObjects, provided by Apple Computer, Inc., is the application server that hosts the HHNEHC web application. 
The application is written using a mixture of WebScript and Java, and uses WebObjects' Enterprise Object 
Framework (EOF) for object-to-database mapping. 
The WebObjects Solaris Deployment installation is required for running the HHNEHC web application. 

Health Hero Frameworks 

Health Hero has developed a set of proprietary WebObjects frameworks that contain the business logic layers for 
any system dealing with Health Hero compliant content, results, patients, providers, and other elements of the 
system. The HHNEHC web application will be built on top of these frameworks, and they will be required for the 
application to properly execute. 

Oracle 8i and Health Hero Patient Schenna 
The patient data, including patient IDs, results data, schedules, and content, are stored within the Health Hero 
Patient Schema, designed and deployed on Oracle 8i. 
The Oracle deployment environment for the HHNEHC web application will be Solaris 2.7. 

Apache 1.3 
(http://www.apache.org/) 
Apache is a robust, commercial-grade, freely available source code implementation of an HTTP (Web) server. As 
of February 2001, Apache was the most popular web server on the Internet, in use in more the 60% of the web 
solutions surveyed. Apache is an approved, qualified HTTP server for WebObjects and the HHNEHC web 
application. 
Health Hero has also qualified Netscape Enterprise 3.6 for deployment, although for performance reasons, will no 
longer be hosting a Netscape based solution. 
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Web Server - Sun Enterprise E220R 
The Web Server hardware is a Sun E220R running Solaris 2.7. The web server hardware is executing the web 
server software (Apache) and the WebObjects deployment environment, in which the HHNEHC web application is 
running. 

a 2xCPU 4OOMHz 
o 2 GB Memory 
o 2x36 internal Hard Disk 
o Additional Quad Ethernet Card 
o 2x Power Supply 

Database Server - Sun Enterprise 420R 
The Database Server hosts the Oracle database, the Health Hero Patient Schema, and associated resources. 

2xCPU 45OMHz 
2 GB Memory 
2x36 internal Hard Disk 
Additional Quad Ethernet Card 
2x Power Supply 
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Appendix F - Health Hero Client Services 

Health Hero will provide the following services in support of the first EHC/HEALTHBUDDY Product, as defined below: 

HH Applications, Development and Customization 
Health Hero will furnish the Standard Health Hero Applications ("Content Libraries") to Cybercare at no additional charge. Health 
Hero will customize the Standard Health Hero Content Libraries for Cybercare and will develop new HH Applications for 
Cybercare at Health Hero's then-current standard commercial fees, as requested by Cybercare. The Health Hero Standard 
Content Libraries are described in Appendix G -Health Hero Standard Content Libraries 

Customer Service 
Health Hero will provide second-line Customer Service for Cybercare's Health Buddy Appliance and iCareDesktop users. 
Second-Line customer support means that Cybercare patients or Care Providers will not contact Health Hero customer support 
directly. Cybercare's customer support will be responsible for handling the original call, and contacting Health Hero customer 
Support only as necessary. 

Health Hero will provide this Customer Service free of charge for the first six (6) months following the first Patient "go-live" on the 
first EHC/HEALTH BUDDY Product. At the end of the six month period, Cybercare will be charged for Health Hero Customer 
Service at Health Hero's then-current standard commercial fees. 

At no additional charge to Cybercare, Health Hero Customer Service will be responsible for creating Cybercare accounts 
for the Health Hero Platform Network, copying standard content into Cybercare accounts, maintaining those account 
Settings as directed by Cybercare, and monitoring Health Buddy Appliances for technical, network, and usage issues. 

Purchase of Health Buddy Appliances 
Cybercare will purchase Health Buddy Appliances from Health Hero at a cost of $250 dollars per unit FOB the location 
from which the Appliance is shipped, freight prepaid and charged. All taxies levied on or payable by Health Hero in 
Connection with the sale, use or possession of the Appliances (excluding income taxes) and transportation charges for 
shipping to Cybercare will be paid by Cybercare in addition to the unit price. 

Title and risk of loss to the Health Buddy Appliances will pass to Cybercare upon delivery by Health Hero to a common 
carrier at Health Hero's or its designee's facility from which the Appliances are shipped. 

Health Hero will be willing to discuss volume discounting for orders of 10000 or more units. These Health Buddy 
Appliances will be new and free from known defects in materials and workmanship, at the time of purchase for a period of 
one year. For the one year warranty period, Health Hero as its sole obligation will repair or replace (at the option of 
Cybercare) Health Buddy Appliances determined to be defective in materials or workmanship provided such defect is 
reported to Health Hero within said warranty period. Health Hero's obligation to replace or repair will be Cybercare's 
exclusive remedy for breach of the warranty set forth herein. SUCH WARRANTY IS IN LIEU OF ALL OTHER 
WARRANTES EXPRESS OR IMPLIED INCLUDING WITHOUT LIMITATION THE WARRANTIES OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. The warranty set forth 
herein will not apply to any defects resulting from misuse, repairs performed by unauthorized third parties, negligence by 
third parties or events of force majeure. The provisions of Sections 8, 9 and 14 of the Contract shall apply with respect to 
the Health Buddy Appliances purchased and sold hereunder. 

Cybercare will be responsible for forecasting Health Buddy demand and replacement inventory and providing a rolling 6 
month forecast of Cybercare's inventory needs. Cybercare will provide this rolling forecast on or before the second 
Monday of every month. 
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A firm Purchase Order must be delivered to Health Hero Finance 90 days prior to expected delivery date. Due to long 
lead times on some components, Health Hero may not be able to fulfill Purchase Orders that exceed the rolling 6-month 
forecast by more than 20% 

Orders which are modified before the date of delivery will be subject to the following order adjustment schedule: 

Days Prior To Delivery 
O-30 
31-60 
61-90 
91 or more days 

increase Order Qty Re schedule Order Qty Cancellation Order Qty 
0% 

30% 15% 
50% 50% 20% 
100% 100% 100% 

"Adjustment" is the allowable percentage of Health Buddy units ordered that may be increased, re-scheduled for later 
delivery, or cancelled from the original order quantity. The applicable percentage is determined by the number of days 
prior to the ship date that the original Purchase Order was to be delivered to Cybercare. 

Purchased units will be shipped to: 

CYBERCARE TECHNOLOGIES 
3577 PARKWAY LANE, SUITE loc) 
ATLANTA, GA 3092 

Upon purchase, Cybercare will be responsible for the fulfillment, patient assignment, retrieval, refurbishment, 
maintenance, disposal, and all related activities regarding Health Buddy usage This maintenance includes the removal of 
the patient information stored in Health Buddy persistent storage upon the re-assignment of a unit, as well as the 
replacement of inbox documentation, where necessary. 
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Appendix G - Health Hero Standard Content Libraries 

Congestive Heart Failure - 360 Day program 
This program was developed using the AHCRP Standard Practice Guidelines for Heart Failure. The focus of the program 
is to monitor & educate CHF patients on self-management behaviors. It includes medication reminders, dietary 
guidelines, activity and psychosocial factors effecting the patient and caregiver(s). It trends and identifies changes in key 
clinical measures such as weight, dyspnea and edema. The outcome measures include the New York Heart Association 
classification question, Self Management of Heart Failure Assessment Questionnaire to track changes in knowledge and 
behavior of self management skills, patient self-reported utilization measures and patient satisfaction. 

Coronary Artery Disease - 360 Day program 
This program was developed using guidelines from the American Heart Association and the National Institute of Health. It 
includes an educational Curriculum regarding the disease process, angina prevention and management, medical 
monitoring, exercise, risk factor reduction, and stress management. Outcome measures include quality of life with the 
SF12, patient satisfaction, medication compliance, angina episodes and resource utilization. 

Co-Morbid Congestive Heart Failure / Diabetes 360 Day program 
This program was developed by blending information from the Congestive Heart Failure and the Diabetes programs. The 
program addresses the issues specific to co-morbidity as well as disease specific variables for both diseases. Outcome 
measures include the SF12 for quality of life, the Geriatric Depression Scale, patient satisfaction, HbA1c levels, New York 
Heart Association classification question, and resource utilization. 

Hypertension- 360 Day program 
This program was developed using the National Institute of Health's Practice Guidelines for High Blood Pressure. The 
program includes medication reminders, it reinforces dietary compliance, and instructs on behavior modification and 
lifestyle adjustments. It trends and identifies changes in key clinical measures such as blood pressure, weight and fluid 
status. The outcomes measures include medication compliance, utilization, quality of life using the SF-12, and patient 
Satisfaction. 

Diabetes - 360 Day Program 
This program was developed using the ADA Clinical Practice Recommendations for insulin and non-insulin dependent 
diabetics. It incorporates all the categories of assessment, reinforcement and instruction outlined in the ADA Recognition 
Program, used by Diabetes Nurse Educators. The program includes monitoring of blood glucose levels, dietary 
guidelines, medication compliance and side effects, foot care, treatment for hypo and hyperglycemic events, and 
preventative care regarding eyes, heart and skin. This program was reviewed and approved as meeting the Milliman & 
Robertson Guidelines for diabetic self-care. 

Pediatric Asthma - 360 Day Program 
This program meets the standard practice guidelines developed by the National Heart, Lung and Blood Institute. The 
program includes daily monitoring of peak flow, education and prevention of exacerbations, with emphasis on 
environmental triggers and measures taken to prevent exacerbation of asthma. This program features one trivia question 
at the end of each session that is aimed at a younger age group. Outcome measures include episodes of symptoms, 
utilization, quality of life and peak flow measures. 

Adult Asthma - 360 Day Program 
This program meets the standard practice guidelines put out by the National Heart, Lung and Blood Institute. The program 
includes daily monitoring of peak flow, education and prevention of exacerbations, with emphasis on environmental 
triggers and measures taken to prevent exacerbation of asthma. Outcome measures include peak flow readings, quality of 
life with the SF12, Geriatric Depression Scale, resource utilization and patient satisfaction. 
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Chronic Obstructive Pulmonary Disease - 360 Day Program 
This program was developed using the American Thoracic Society's Standards for COPD. This program risk stratifies 
patients based on changes in dyspnea, fatigue, activity, fluid status, and signs and symptoms of infection. It also instructs 
on nutritional needs, prevention of complications, lifestyle modification, oxygen safety and usage, medication compliance 
and medication delivery methods including inhalers. The focus of this program is on slowing the progression of the illness 
trajectory and helping patients maintain a good quality of life. Outcomes include quality of life using the SF12, Geriatric 
Depression Scale, resource utilization, and medication compliance. 

Depression - 360 Day Program 
This program was developed using the AHCPR Clinical Practice Guidelines for Depression. It covers the full spectrum of 
issues for clinically depressed patients including medication compliance, ongoing assessment of mood, level of 
depression, activity, ability to perform activities of daily living, social interactions and level of engagement with a support 
group. Outcome measures include quality of life, activities of daily living, patient satisfaction, resource utilization, and 
medication compliance. The program identifies and risk stratifies patients by changes in mental status and key 
psychosocial measures, 

Bipolar Disorder - 360 Day Program 
This program was developed using the Clinical Practice Guidelines of the American Psychiatric Association. It covers the 
full spectrum of issues for bi-polar disorder including medication compliance, ongoing assessment of mood, level of mania 
or depression, ability to perform activities of daily living, social interactions and engagement with support group. The 
outcome measures include quality of life, activities of daily living, patient satisfaction, resource utilization, and medication 
compliance. The program identifies and risk stratifies patients by changes in mental status and key psychosocial 
TeaSUeS, 

Senior Wellness - 360 Day Program 
This program was developed using references from the FDA, Mayo Clinic and the Geriatric Education Resource Manual. 
This program addresses the general needs of an elderly person to help the patient maintain a level of independence in a 
community setting. The program includes general health and wellness issues, nutritional status, home safety, medication 
compliance, access to health care needs and transportation, and addresses the psychosocial needs of the patients. 
Outcome measures include activities of daily living, functional assessment, quality of life with the SF12, and the Geriatric 
Depression Scale. 

Cystic Fibrosis - 90 Day Program 
This 90-day intervention is for intensive monitoring of daily breathing status, secretions, dietary education and 
modification, signs and symptoms of infection - particularly sinus infection, behavior modification and medication 
Compliance and use of inhaled medications. Outcome measures include patient satisfaction, utilization, medication 
compliance, and quality of life. 
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Appendix H - Other Applications 

Using the messaging system described in Section 6 - Supported Messages of this Product Specification, Cybercare will 
be allowed to build the applications described below for their own internal use for the purposes of maintenance and 
Support only. Health Hero will have no responsibilities for engineering, quality assurance, or deliverables for these 
applications. If Cybercare wishes to extend the functionality of these applications with messages not defined in this 
specification, those additions would be developed on Health Hero on a Time and Materials basis under Section 2.2 of the 
Contract. 

Specifically Cybercare is allowed, under the license from the Contract and using the technology described herein, to build 
the following applications: 

o Patient Registration Application/Functionality 
The Patient Registration Application/Functionality can be used by Cybercare Customer Support, Cybercare 
installation Services, or a Cybercare customer. The Patient Registration Application can be used to create a 
patient in the Health Hero database, set the patient state, and set the patient's default variables. The application 
will be accessed once per patient. It will exist as separate website, as currently employed with the Cybercare 
EHC100 product line, or application, created and maintained by Cybercare. 
Such application will use the following messages: 

o createPatient 
o set PatientState 
O set PatientVariables 

e Patient Status information Application 
The Patient Status information Application can be used by Cybercare Customer Support to assist a customer with 
patient status or the patient default variables. Cybercare can also use this application to set the 
enrollment/disenrollment status on a patient for billing purposes. This will exist as a separate website or 
application created and maintained for internal use by Cybercare. 
Such application will use the following messages: 

o setPatientState 
O setPatientVariables 



US 2003/0069753 A1 Apr. 10, 2003 
69 

Appendix 1 - Terminology 

Aspect of Care A specific element of care for a disease or acute condition. Aspects allow questions to be grouped and 
tracked by these specific elements, e.g. weight, medications, cholesterol, etc. 

Category. Each dialogue falls into one of four types: Symptoms, Behavior, Knowledge or General. These categories are 
used to organize patient responses for easier identification of patient needs based on risk stratification. 

Content Variables see Program Variables 

Dialogue A question, with the related answers, and appropriate follow-up to each answer, delivered to a patient's Health 
Buddy". A group of dialogues make up a daily session for a patient using a Health Buddy. 

Health Buddy The physical Appliance that patients use in their homes to answer daily sessions. The Health Buddy is a 
patented, proprietary Appliance developed by Health Hero. 

Library Collection of dialogues related to a particular disease state, condition, or subject matter. e.g. diabetes. CHF, 
COPD, CAD. 

Program Content for a disease state or acute condition (e.g., CHF, high-risk pregnancy) that is approved by the Customer 
and then assigned to patients enrolled in that particular program. 

Program Variables Metrics within a program that can be defined in either text (e.g., type of medication) or numbers (e.g., 
weight, glucose blood Sugar). 

Question A single query that appears on a Health Buddy screen. 

Responder A Patient with a Currently Connected Health Buddy Unit who has answered their most recent program 
Session(s). 

Response The way a patient answers a question, using the programmed choices on the Health Buddy. 

Retrieval Date The date the Health Buddy unit is returned to the distribution center. 

Risk Patient responses are categorized (flagged) as low, medium, or high risk. These risks are set at the Program level 
and determined during the content development process when the answers to questions are developed and approved by 
the customer. 

Risk Stratification. Each question in a program is given a category (behavior, symptom general, and knowledge) and a 
risk (high, medium, and low), which is associated with each answer to a question. The risk is prioritized by Category, 
symptom questions carries the highest risk, followed by behavior then knowledge. 
Session Group A group of sessions organized in a particular order to be delivered to a patient over a particular time 
frame. 
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Session. A set of dialogues (questions with the appropriate answers and follow-up) that are delivered to a patient's Health 
Buddy on any given day. 
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Appendix J - Unaffected System Components 

HBAROM 
There will be no change to the Health Hero HBAROM to support the first EHC/HEALTHBUDDY Product, 

HBA Hardware 
There will be no change to the Health Hero HBA hardware to support the first EHC/HEALTHBUDDY Product. 

Health Hero - Box Server 
There will be no change to the Health Hero Box Server or Telecom Center to support the first EHC/HEALTHEUDDY 
Product. 

Health Hero - Care Composer 
There will be no change to the Health Hero Care Composer Project to support the first EHC/HEALTHBUDDY Product. 

Health Hero - Survey Language 
There will be no change to the Health Hero Survey Language to support the first EHC/HEALTHBUDDY Product. 

Health Hero - Report Server 
There will be no change to the Health Hero Report Server to support the first EHC/HEALTHEUDDY Product. 

Cybercare - Schema/DataModel 
No changes to the Cybercare schema or datamodel are required to support this design for the first EHC/HEALTHBUDDY 
Product. 

Cybercare - Hardware 
There will be no changes to the hardware, either patient or provider based, to support the first EHC/HEALTHEUDDY Product, 
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