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METHODS AND SYSTEMS FOR SEARCHING, SELECTING, AND DISPLAYING 

CONTENT 

CROSS-REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims the benefit under 35 U.S.C. § 119 of U.S. Provisional 

Application No. 61/161,944, filed March 20, 2009, and U.S. Provisional Application No.  

61/292,093, filed January 4, 2010, the contents of which are incorporated herein by reference 

in their entirety.  

STATEMENT REGARDING FEDERALLY SPONSORED R&D 

[0001] Not applicable.  

PARTIES OF JOINT RESEARCH AGREEMENT 

[0002] Not applicable.  

REFERENCE TO SEQUENCE LISTING, TABLE, OR COMPUTER PROGRAM LISTING 

[00031 Not applicable.  

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0004] The present invention is related to methods and systems for identifying 

and presenting information, such as information related to a search query or located in an 

electronic representation of data.  

Description of the Related Art 

[00051 The Internet has become an essential tool for large numbers of people.  

The Internet is used to perform searches, run applications, review content, communicate with 

others, house emails and files, etc.  

[00061 With respect to searching, search engines typically utilize an algorithm to 

compile search results relevant to a user's search query. Certain search engines raise revenue 

by charging advertisers to have their listings appear higher up in the search results and/or by 

displaying advertisements related to the search query on the same page as the unpaid search 

engine results. However, disadvantageously, often such search engines fail to display items 

that are of sufficient interest to a given user.  
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Where the terms "comprise", "comprises", "comprised" or "comprising" are used in this 

specification (including the claims) they are to be interpreted as specifying the presence of 

the stated features, integers, steps or components, but not precluding the presence of one or 

more other features, integers, steps or components, or group thereof.  

5 
A reference herein to a patent document or other matter which is given as prior art is not to be 

taken as an admission that the document or matter was known or that the information it 

contains was part of the common general knowledge as at the priority date of any the claims.  

10 SUMMARY OF THE INVENTION 
[0007] The present invention is related to methods and systems for identifying and 

presenting information, such as information related to a search query or with respect to an 

electronic representation of data (e.g., a Web page, content stream, data provided via a 

service or application, etc.).  

15 [0007a] According to a first aspect present invention provides a method of 

processing a document, comprising: receiving data for a first document from a remote 

system, wherein the first document is received by a client computer to be displayed on a 

terminal associated with a user of said client computer; causing, at least in part, an automatic 

identification of: (a) a first advertisement, or (b) a reference to content, or (c) both (a) and (b), 

20 in the first document data, based at least in part on a user consent of alteration of advertising 

content from one or more network reference content providers and associated with a first 

advertising provider where the casing of an automatic identification includes analysing the 

first document structure to unmask characteristics that are obfuscated if present; causing, at 

least in part, a second advertisement to be selected based at least in part on: information, 

25 accessed from memory, associated with an advertiser associated with the second 

advertisement, and user-related information; causing after outputting the first document to a 

web browser associated with the terminal associated with the user, at least in part, the first 

advertisement to be replaced with the second advertisement, or the first advertisement to be 

obscured by the second advertisement, or the reference to content to be replaced with a 

30 reference to the second advertisement, so that if the first document is displayed on the 

terminal associated with the user, the second advertisement is displayed and the first 

advertisement or the content is not visible, and where the first document, with the second 

advertisement 
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being displayed, preserves formatting of the first document with the first advertisement 

or reference to content.  

[0007b] According to a second aspect present invention provides a method of 

processing search results for display to a user, comprising: receiving over a network at a 

5 computer system a search result from a remote search engine provided in response to a search 

query, the search result including a plurality of search result items, the plurality of search 

result items including one or more network resource references; selecting, using at least one 

computing device, a first network resource reference, wherein the first network resource 

reference is selected based at least in part on a: service subscribed to by an entity, and a 

10 specification related to the selected network resource reference provided by the entity; 

modifying, using at least one computing device and after the received search result has been 

outputted to a web browser associated with a user terminal, the received search result to 

thereby generate a modified search result, wherein the modified search result includes the 

selected first network resource reference such that when the modified search result is 

15 outputted for display on the web browser associated with the user terminal, the first network 

resource reference is displayed at a first location, wherein the first location is selected based 

at least in part on the service subscribed to by the entity that provided the specification related 

to the selected network resource reference, and is based at least in part on a user consent of 

alteration of advertising content from one or more network reference content providers and 

20 associated with a first advertising provider where the causing of an automatic identification 

includes analyzing the first document structure to unmask characteristics that are obfuscated 

if present, and wherein if the received search result from the remote search engine were 

displayed on the user terminal without the modification, the first network resource reference 

would not be at the first location.  

25 [0008] The following presents a simplified summary of one or more aspects in 

order to provide a basic understanding of such aspects. This summary is not an extensive 

overview of all contemplated aspects, and is intended to neither identify key or critical 

elements of all aspects nor delineate the scope of any or all aspects. Its sole purpose is to 

present some concepts of one or more aspects in a simplified form as a prelude to the more 

30 detailed description that is presented later.  

[0009] Certain embodiments modify, insert, overlay and/or replace content 

(collectively referred to as enhanced content placement). For example, the enhanced content 
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[00010] placement can be performed with respect to search result listings or other 

content from a web page or data provider.  

[0010] Certain embodiments substitute original content with replacement content, 

and/or augment the placement/position of certain content on a search results page, such as by 

5 reordering search results or inserting a listing within an original search result listing.  

Optionally, inserted/replacement content may overlay (e.g., as a pop-up or a layered content) 

unwanted or less desirable content. Optionally, a user and/or software application may be 

provided with a control via which the user/application is provided the ability to toggle the 

inserted content on or off to reveal the original content configuration (e.g., the original order 

10 of the content, such as the original ordering of a search result listing, or the original 

advertisements) before the page modification was made.  

[0011] An example embodiment provides a system, comprising: a processor; 

tangible, non-transitory media that stores a program that when executed by the processor is 

configured to perform operations, comprising: receiving search results from a search engine, 

15 the search results including a listing including one or more links; selecting a link to a 

networked site associated with a first entity based on at least one selection criterion; 

determining at least one of the following: whether the search result listing includes the link to 
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the networked site associated with the first entity; whether the link to the networked site 

associated with the first entity is at a list position that fails to satisfy a first criterion; at least 

partly in response to determining that: the link to the networked site associated with the first 

entity is not included in the search result listing, or the link to the networked site associated 

with the first entity is not at a position in the search result listing that satisfies the first 

criterion, modifying the search listing by causing the link to the networked site associated 

with the first entity to appear in a first position in the search listing; and causing, at least in 

part, the modified search listing to be displayed on a user terminal.  

[00121 An example embodiment provides a system, comprising: a processor; 

tangible, non-transitory media that stores a program that when executed by the processor is 

configured to perform operations, comprising: receiving over a network search results from a 

remote search engine, the search results including a listing including one or more links; 

selecting a networked site link, wherein the network site link is selected based on at least one 

selection criterion; and modifying the search listing, wherein the search listing is modified by 

causing the link to the networked site to be positioned at a selected position in the search 

listing, wherein the selected position is selected based at least in part on a level of service 

subscribed to by an entity associated with the network site link.  

[00131 An example embodiment provides a method of processing search results, 

comprising: receiving over a network at a computer system search results from a remote 

search engine, the search results including a listing including one or more links; selecting, 

using the computer system, a networked site link, wherein the network site link is selected 

based on at least one selection criterion; and modifying, using the computer system, the 

search listing, wherein the search listing is modified by causing the link to the networked site 

to be positioned at a selected position in the search listing, wherein the selected position is 

selected based at least in part on a level of service subscribed to by an entity associated with 

the network site link.  

[00141 Tangible, non-transitory media that stores a program that when executed 

by the processor is configured to perform operations, comprising: receiving search results 

from a remote search engine, the search results including a listing including one or more 

links; selecting a networked site link, wherein the network site link is selected based on at 
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least one selection criterion; and modifying the search listing, wherein the search listing is 

modified by causing the link to the networked site to be positioned at a selected position in 

the search listing, wherein the selected position is selected based at least in part on a level of 

service subscribed to by an entity associated with the network site link.  

[0015] An example embodiment provides a system, comprising: a processor; 

tangible, non-transitory media that stores a program that when executed by the processor is 

configured to perform operations, comprising: transmitting instructions to a plurality of 

nodes, the nodes including respective computing devices, wherein the instructions are 

configured to cause at least in part the plurality of nodes to: automatically issue search 

requests, activate links in search results, and/or issue uniform resource locator requests, so 

that a first of the plurality of nodes issues a search, activates a link, and/or issues a uniform 

resource locator request at a time different than a second of the plurality of nodes; issuing a 

report over a network, the report providing information related to the number of times the 

plurality of nodes issued search requests, activated links, and/or issued uniform resource 

requests.  

[0016] An example embodiment provides a method, comprising: transmitting 

from a computing system instructions to a plurality of nodes, the nodes including respective 

computing devices, wherein the instructions are configured to cause at least in part the 

plurality of nodes to: automatically issue search requests, activate links in search results, 

and/or issue uniform resource locator requests, so that a first of the plurality of nodes issues a 

search, activates a link, and/or issues a uniform resource locator request at a time different 

than a second of the plurality of nodes; generating, using the computer system, a response, 

and issuing the report over a network, the report providing information related to the number 

of times the plurality of nodes issued search requests, activated links, and/or issued uniform 

resource requests.  

[0017] An example embodiment provides a node, comprising: a processor; 

tangible, non-transitory memory that stores a program that when executed by the processor is 

configured to perform operations, comprising: receiving web page data for a first web page 

from a remote system, wherein the web page is to be displayed on a terminal associated with 

a user; causing, at least in part, an automatic identification of a first content or a link to the 
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first content in the first web page data; causing, at least in part, a user-defined profile 

associated with the user to be accessed, the profile including: demographic information 

regarding the user; or an identification of an area of interest of the user; or both the 

demographic information regarding the user and the identification of the area of interest of 

the user; causing, at least in part, a second content to be selected based at least in part on the 

user profile; causing, at least in part, the first content or the link to the first content to be 

replaced with the second content or a link to the second content so that if the first web page is 

displayed on the terminal associated with the user, the second content is displayed and the 

first content is not displayed.  

[0018] An example embodiment provides a method comprising: receiving at a 

computing device web page data for a first web page from a remote system, wherein the web 

page is to be displayed on a terminal associated with a user; using the computing device, 

causing, at least in part, an automatic identification of a first content or a link to the first 

content in the first web page data; using the computing device, causing, at least in part, a 

user-defined profile associated with the user to be accessed, the profile including: 

demographic information regarding the user; or an identification of an area of interest of the 

user; or both the demographic information regarding the user and the identification of the 

area of interest of the user; using the computing device, causing, at least in part, a second 

content to be automatically selected based at least in part on the user profile; using the 

computing device, causing, at least in part, the first content or the link to the first content to 

be replaced with the second content or a link to the second content so that if the first web 

page is displayed on the terminal associated with the user, the second content is displayed and 

the first content is not displayed.  

[0019] Tangible, non-transitory memory that stores a program that when executed 

by the processor is configured to perform operations, comprising: receiving web page data for 

a first web page from a remote system, wherein the web page is to be displayed on a terminal 

associated with a user; causing, at least in part, an automatic identification of a first content 

or a link to the first content in the first web page data; causing, at least in part, a user-defined 

profile associated with the user to be accessed, the profile including: demographic 

information regarding the user; or an identification of an area of interest of the user; or both 
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the demographic information regarding the user and the identification of the area of interest 

of the user; causing, at least in part, a second content to be automatically selected based at 

least in part on the user profile; causing, at least in part, the first content or the link to the first 

content to be replaced with the second content or a link to the second content so that if the 

first web page is displayed on the terminal associated with the user, the second content is 

displayed and the first content is not displayed.  

[0020] An example embodiment provides a node, comprising: a processor; 

tangible, non-transitory memory configured to stored a program that when executed by the 

processor is configured to perform operations, comprising: receiving web page data for a first 

web page from a remote system, wherein the web page is to be displayed on a terminal 

associated with a user; causing, at least in part, an automatic identification of a first 

advertisement or a link to the first advertisement in the first web page data; causing, at least 

in part, a user-defined profile associated with the user to be accessed, the profile including: 

demographic information regarding the user; or an identification of an area of interest of the 

user; or both the demographic information regarding the user and the identification of the 

area of interest of the user; causing, at least in part, a second advertisement to be selected 

based at least in part on the user profile; causing, at least in part, the first advertisement or the 

link to the first advertisement to be replaced with the second advertisement or a link to the 

second advertisement so that if the first web page is displayed on the terminal associated with 

the user, the second advertisement is displayed and the first advertisement is not displayed.  

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The disclosed aspects will hereinafter be described in conjunction with the 

appended drawings, provided to illustrate and not to limit the disclosed aspects, wherein like 

designations denote the elements.  

[00221 Figure 1 illustrates an example architecture for an advertisement 

enhancement/ranking improvement system.  

[0023] Figure 2A illustrates an example process for inserting and/or improving 

the position of content.  

[0024] Figure 2B illustrates an example process for inserting selecting and 

displaying content.  
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[0025] Figure 3 illustrates an example user interface.  

[0026] Figure 4 illustrates another example user interface.  

[0027] Figure 5 illustrates an example interaction process with respect to a client 

software application and components of a distributed search engine and content distribution 

system.  

[0028] Figure 6 illustrates an example processes for setting up and configuring 

client software.  

[0029] Figure 7 illustrates an example process with respect to merchant 

interaction and components of a distributed search engine and content distribution system.  

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

[0030] Methods and systems are described for improving the ranking, position, 

and/or presentation of content (e.g., wherein the content is one or more HTML links, media, 

advertisements, summary text, or URLs (Uniform Resource Locators) in a list of search 

results or web site).  

[0031] As will be described in greater detail below, certain embodiments utilize 

or operate in the environment of distributed networked system to modify, insert and/or 

replace content, such as one or more advertisements or one or more listings with respect to a 

search result listing (collectively referred to as enhanced content placement). For example, 

the enhanced content placement can be performed with respect to search results, such as 

search results provided via a web page by a third party search engine in response to a user 

query, or in a content web page/media stream accessed via a content provider, such as web 

pages or other media stream from a news web site, an entertainment related web site, a blog, 

a social networking site, a media sharing site, a web application (e.g., a web based email 

application or calendar), etc. Optionally, certain embodiments provide such enhanced 

content placement with the cooperation from the entity that operates the search engine and/or 

the web page provider to thereby provide content on their behalf to more relevant users 

and/or to provide more relevant content to their users. Optionally, certain embodiments 

provide such enhanced content placement without cooperation from the entity that operates 

the search engine (and optionally without providing a communication to the search engine 

site that indicates the enhanced content placement is being performed) and/or the web page 
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provider. Certain embodiments described herein provide a distributed contribution and 

reward system and process for payments or credits.  

[0032] In particular, certain embodiments optionally address shortcomings of 

conventional search engines, search engine optimization techniques, content page/document 

delivery and online advertising industry models. For example, certain embodiments improve 

the user experience and the results of an advertisement program, optionally based at least in 

part on user rules and preferences, by substituting a given advertisement with another 

advertisement, by augmenting the placement of an advertisement or other content on a search 

results page and/or by reordering search results or other content, optionally without the 

cooperation from and/or knowledge of the search engine operator and/or web page provider.  

[0033] Many conventional search engines display search results and related 

advertisements, where the displayed advertisements may be selected at least in part on the 

relevance of the advertisement to a search query and a payment from the advertiser. For 

example, many conventional search engines display search results and related advertisements, 

where the search results are ranked based on a variety of factors, such as number of matched 

words, frequency of matches, word proximities, age or date of the information, Boolean 

expressions, payment, and other criteria. In addition to ranking items in a search result based 

on the relevance of the search criteria, companies that operate search engines offer improved 

ranking or visibility to an advertiser for its advertisements/listings and their partners for a fee.  

One disadvantage of these conventional fee-based methods is that they make the distributed 

input of users less relevant and often ignore user relevant weighting criteria or participation.  

Therefore, such conventional methods often fail to provide advertisements or other content 

(e.g., as part of search results) that are of sufficient relevance to a given user.  

[0034] The Internet is so vast that it is overwhelming for Internet users to consider 

the entire search results from search engines providers. For example, at the time of this 

example a simple search on the topic of "Eagles" returned 565 million references on Yahoo, 

170 million references on Google and 94 million references on MSN. Further, the references 

listed for each of these companies in this example were not consistent, meaning each of these 

engines used different criteria for storing, retrieving or displaying their results leaving the 

user to navigate the proverbial "needle in a haystack" to locate any particular reference or 
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link desired. Statistically this creates an unbalanced model and disadvantages for users 

because the search results or advertisements that are of more relevance to a user are not 

presented first or with an appropriate ranking, and so a user has to navigate through large 

numbers of search results, advertisements, and web pages with little or no relevance to the 

user to find those of interest.  

[00351 A site wishing to be more visible or gain relevance can utilize specific and 

often dynamic techniques to improve their ranking or pay a fee to improve their visibility.  

Often, a site that wants to improve their listing employs the help of a Search Engine 

Optimization (SEO) company to help enhance their visibility. These companies 

conventionally use techniques including customized text, embedding hidden text or metadata 

within the reference, submitting references to many search engines, creating multiple links to 

the same text and various other techniques to increase relevancy scores within search engine 

algorithms.  

[00361 The challenge faced by SEOs and their customers is that conventionally 

their methods employed for improving customer visibility are static, very manual, and do not 

produce lasting or maintainable results. Search portals also attempt to normalize these 

techniques to increase their revenues by ignoring meta tags or repeated words to counter SEO 

tactics so that the advertiser, merchant or content provider has to pay equal or higher costs to 

achieve a certain ranking or to be recognized. Further, conventional SEO solutions do little 

to increase the frequency scoring attributes for search engines in the public forum and are 

therefore disadvantaged. Similarly, a company that desires to make their advertisements 

more visible may be required to pay extra fees and contract exclusively with delivery 

networks to display their advertisements, which may or may not be displayed relative to the 

user's interests.  

[00371 A challenge faced by many advertisers is that the desired content or the 

interests of a user to whom advertisements are to be displayed are not fully expressed though 

search queries or by general browsing, and conventionally there is no direct feedback from 

the user except for when an advertisement link is selected. While certain advertisers may 

attempt to use cookies, browsing behaviors, IP Address reverse location, and inferred 

demographic information by way of sustained login to a particular site to gather user 
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information for advertisement targeting purposes, such methods are relatively ineffective and 

are often blocked by protection software. Thus, conventionally, advertisers are not 

adequately delivered the desired types of viewers for their advertisement, and the advertisers 

conventionally do not know which viewers viewed their advertisements (unless the viewer 

clicked on the advertisement, assuming it is linked, and completed a subsequent transaction 

with the advertiser or its partner).  

[0038] An enhanced search engine architecture, content distribution architecture 

and related technology described herein overcome some or all of the foregoing disadvantages 

and provide a novel paradigm for Internet search portals, content providers, and/or 

advertisement networks. For example, certain embodiments may be used to supplement 

existing search technologies by substituting more relevant or participatory content in the 

search results presented to a user. By way of example, content may include one or more of 

advertisements, images, news feeds, text, links, streaming media, personal photographs, 

blogs, twitter messages, or other content.  

[0039] Described below are example embodiments. The embodiments may be 

implemented via hardware, software, or a combination of hardware and software. For 

example, certain embodiments may include software/program instructions stored on tangible, 

non-transitory computer-readable medium (e.g., magnetic memory/discs, optical 

memory/discs, RAM, ROM, FLASH memory, other semiconductor memory, etc.), accessible 

by one or more computing devices configured to execute the software (e.g., servers or other 

computing device including one or more processors, wired and/or wireless network interfaces 

(e.g., cellular, WiFi, Bluetooth, T1, DSL, cable, optical, or other interface(s) which may be 

coupled to the Internet), content databases, customer account databases, etc.). By way of 

example, a given computing device may optionally include user interface devices, such as 

some or all of the following: one or more displays, keyboards, touch screens, speakers, 

microphones, mice, track balls, touch pads, etc. While certain embodiments may be 

illustrated or discussed as having certain example components, additional, fewer, or different 

components may be used. Further, with respect to the processes discussed herein, various 

states may be performed in a different order, not all states are required to be reached, and 

fewer, additional, or different states may be utilized.  
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[0040] While certain embodiments discussed herein utilize a client software 

application hosted on a user terminal and configured to perform certain functions, some or all 

of the functions are optionally performed instead or in addition by a device (e.g., a computing 

device) remote from the user terminal that is directly or indirectly in communication with the 

user terminal, such as a peer note, or proxy node, network appliance or another device, that 

may run software that provides some or all of the client software functionality described 

herein.  

[00411 As discussed above, an example embodiment may be utilized with client 

software executing on a client device (e.g., a terminal, such as a personal computer, a 

wireless cellular device, an interactive television, other entertainment device, a personal 

digital assistant, router, switch, other terminal, etc.), sometimes also referred to herein as a 

"node". The client device may be coupled to one or more components of a distributed search 

engine and content distribution system, which may include a central system (wherein the term 

"central" is intended to be functional in nature, not geographical in nature), one or more 

proxies, and/or other nodes.  

[00421 By way of example, the client software may be downloaded over a 

network from one or more system components, such as the system 180 illustrated in Figure 1, 

or may execute on a remote proxy system, peer note and/or other connected system. For 

example, a component may be configured to store and transmit the client software to the user 

device, or the client software may be provided by direct, tangible media, such as removable 

magnetic, optical, or solid state media. The software is installed on the user's client system, 

or a proxy node accessed by the user. In addition, one or more peer node(s) and/or other 

systems can be referenced by the user node as the user's proxy. Optionally, nodes can pull 

content (e.g., to be used in replacing or modifying original content) ahead of time to work 

independently against a locally stored cache.  

[0043] Optionally, nodes (e.g., user peer nodes 92 and/or enterprise proxy nodes 

94) can serve up content, in part or in whole, to other nodes so that a modified page or media 

stream may have come from a plurality of nodes and the discrete ads or content may have 

been further subdivided so that any given node only provides a certain percentage (e.g., 5%, 

10%, 50%, or other percentage) of the actual content, thereby reducing the load on a given 
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node. Thus for example, in either a pull or push operation, a given user node may receive 

portions of an advertisement from 2, 5, 10, or more other nodes, and the given user node then 

assembles the various portions into a complete advertisement for display to the user.  

[00441 By way of example, a peer node or nodes, which may include one or more 

client software nodes, may be configured to share some or the entire processing and 

distribution load for another user node. By way of illustration, the client software installed 

on a device may optionally pull content from one or more peer node(s) that have already 

aggregated the same or similar content, rather than from a central system. A proxy node may 

include client software executed by a computing device (which may be the same as or 

different software than that installed on the user device), that performs some or all the tasks 

that one or more client nodes have delegated to the proxy node. The proxy node optionally 

may only return the updated page and content to the requesting client software nodes, rather 

than providing versions of a page/content that have already been received by the requesting 

client node. This approach reduces the overall bandwidth utilization and processor utilization 

by the requesting client node and by the proxy node as duplicative data need not be 

transferred over the network between the client and the proxy node. Additionally, this 

approach allows the user to forgo installing some or all of the client software on their client 

node and to directly or indirectly access the proxy node to receive some or all of the 

functionality provided by the software.  

[0045] Optionally, content may be downloaded to a user terminal in batch mode, 

before it is even determined that it will be displayed to the user, based in part on the user's 

profile. This enables the client software to access and parse content already received on the 

host user terminal, such as by pulling the content from the user terminal's local cache (or 

optionally, from a peer node, a proxy node, or other remote system). Accessing the content 

locally enables the parsing and process to be performed much faster than if the content had to 

be accessed remotely when needed, thereby improving for the user's experience and enabling 

large volumes to be managed effectively. Further, caching the content ahead of time 

enhances the operation of the merchant/partner interfaces. By way of illustrative example, if 

a user's interest is baseball (e.g., as specified in the user's profile), the user's node may pull 

down "static ads" related to baseball, which may include expiration dates with these ads, for 
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90% of the replacement pool, while 10% of the ads may be in the form of dynamic content, 

such as a live news feed or fresh content, which would be accessed in real time, when 

needed. Thus, when the user node fetches a page, the ad engine (or peer or proxy) may pull 

from the local cache the same "static" ad that would have been served had the user node 

pulled the static ad from the remote server in real time. If the expiration date(s) for some or 

all of the cached ads is reached, the user's node may pull down additional ads with expiration 

dates that have not yet been reached.  

[0046] In an example embodiment, once the client software is installed (e.g., on 

the user device and/or a proxy node), the user can optionally configure the client software to 

run automatically in the background (sometimes referred to herein as a "passive mode"), to 

automatically submit search queries/URL requests (e.g., based on an instruction from a 

remote system), optionally without providing the results for display to the user. Optionally, 

the user can also configure the client software to run interactively based at least in part on the 

user's actions (sometimes referred to herein as an "active mode"). For example, the client 

software may parse, modify, and/or replace content received as a result of a user-submitted 

search query (e.g., search results from a search engine) and/or may parse, modify, and/or 

replace content received as a result of a URL specified by the user or received as a result of a 

link activation by the user.  

[0047] Users can optionally configure execution preferences that affect the 

behavior of the client software (or remote software performing some of all of the functions 

described herein with respect to the client software) via a user interface (e.g., a form provided 

via the client software or via a web page accessed using a browser or other interface, wherein 

the user can check off or otherwise select performance parameters) provided for display by 

the client software, browser, or otherwise, and the preferences are stored in memory (e.g., 

local memory or remote memory). For example, a user may configure the software to 

operate: 

" [0048] only when the user's systems is idle (e.g., when system 

resources are not being used by other applications, or when one or 

more specified system resources are being used at less than a specified 

threshold amount (e.g., 1%, 5%, 10%, 20%, etc.). For example, when 
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the usage of one or more system resources, such as the central 

processing unit and/or disk drive, is less than a specified percentage of 

total resources); 

" [0049] at particular scheduled times; 

- [0050] on specific sites; 

" [0051] for specific content; and/or 

- [0052] for specific advertisement/content providers.  

[0053] Optionally, a user interface is similarly provided (e.g., an electronic form) 

via which a user can enter in relevant demographic data about the user, the user's household, 

the user's place of employment, and/or other users of the user terminal. For example, the 

demographic data can include some or all of the following: 

[00541 age; 

[0055] gender; 

[0056] marital status; 

[0057] level of education; 

[0058] geographic location (which may include the user home and/or work 

address); 

[0059] income; 

[0060] work category/profession 

[0061] etc.  

[0062] The demographic data is optionally provided by the system and used by 

advertisers and content providers (e.g., advertisers, ad servers, ad networks, DSPs, and/or the 

system operator) to select and provide for display content, search results, and/or 

advertisements relevant to the user. Such demographic data may be provided in varying 

increments as incentives or rewards for participation or improved experience. For example, a 

user interface may be provided via which the user can enter demographic information. If the 

user provides a first type of information, such as age, the user may be provided with a first 

level of discount (e.g., 1 point or a 5% rebate/discount). If the user includes their gender the 

user may be provided with a second level of discount (e.g., 5 points or 15% rebate/discount).  

The user may be provided with a third level of discount if the user provides both the user's 
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age and gender (e.g., 10 points or 25% rebate/discount). Other levels of discounts may be 

provided for such user-provided information and combinations thereof, such as income 

level/range and categories/topics of interest, to help advertisers better target ads that are 

relevant to the users age, income, gender, and field of interests.  

[0063] Incentives and rewards may include one or more of the following: money 

deposited in a user account, shared revenues (e.g., where the user is provided a portion, such 

as a percentage or a fixed amount, of fees paid by advertisers), recognition (e.g., a thank you 

note or a banner acknowledgement), discounts on purchases of items or services (e.g., for 

items or services being advertised by the insert/overlay/replacement/modified 

advertisements), ISP access discounts, free access at HotSpots, redeemable coupons or 

certificates for services or products, credits, tokens, or other monetary or non-monetary 

reward.  

[0064] The user's demographic data and interest data (that specifies topics or 

areas of interest to the user) may be stored (e.g., locally and/or remotely in memory) as one or 

more quick reference profiles that allow the user to rapidly specify and/or to rapidly modify 

the demographic data and/or the interest data used by the system to select or create relevant 

content or ads and/or to insert a listing in a search result. For example, the user can access 

one or more electronic forms previously completed by the user and enter additional 

information and/or modify existing information, and the new and/or modified information is 

then stored for later access.  

[0065] Optionally, a user may be able to define and store multiple profiles. For 

example, a user may define a work profile that specifies areas of interest to be used in 

selecting advertisements/content for when the user is at work. The same user may define a 

home profile that specifies areas of interest to be used in selecting advertisements/content for 

when the user is at home. Optionally, the user may manually select the profile to be used at a 

given session via a control provided on a web page, via the client software, by logging into to 

the desired profile, or otherwise. Optionally, the profile is automatically selected by the 

system/client software based on information that indicates where the user is physically 

located (e.g., via an identifier associated with the terminal the user is currently using, via a 

MAC address, or otherwise).  
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[00661 Optionally, in addition to or instead of the other parameters described 

herein, systems and methods described herein may take into account the physical size and/or 

dimensions of content (e.g., an advertisement) being overlain or replaced, wherein the 

replacement content is identified and selected so as to fit within the dimensions of the content 

being replaced (or which can be scaled to fit within the dimensions of the 

content/advertisement being replaced while still being readable/adequately viewable).  

[0067] Unless the context indicates otherwise, the term "replace" as used herein 

includes removing an existing document/item of content, such as an image, photograph, 

video, or text document, as well as to removing a reference (e.g., a URL link) to such a 

document/item of content, and then replacing the existing content with different content or a 

reference thereto. Thus, the phrase "replace original content with replacement content" is 

intended to cover both the case where an actual item of received original content (e.g., 

received as part of a web page) is being replaced with an actual item of replacement content, 

and the case where a link (e.g., in an HTML text stream for a web page) to an item of original 

content is replaced with a link to the replacement content. The phrase "replace original 

content with replacement content" is further intended to encompass the case where the 

original content is "present" but made invisible (e.g., with a "hidden" attribute) and the 

replacement content is located at substantially the same location as the original content, but is 

not hidden.  

[0068] Optionally, the user may configure the client application to only access a 

specific category of sites or to only display content related to a user specified interest, or to 

remove advertisements completely from search results and/or other web pages, or to have 

personal or desired content follow them from page to page (e.g. a picture of their spouse that 

may be displayed overlaying/replacing unwanted advertisements on any web page including 

but not limited to their email page, their favorite news, entertainment or weather pages/sites 

and/or other page/site that is displayed).  

[0069] The client software application optionally further provides a user interface 

via which the user can specify that the client software application is to only communicate 

with selected peer nodes, a proxy system, and/or a central system, or may communicate with 

any peer nodes (e.g., not just trusted nodes). The client software application hosted on the 
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user terminal, peer node and/or proxy node may optionally be configured to gather 

information and content from other peer nodes, and communicate content and information to 

other peer nodes, without having to communicate directly with a central system that may act 

as a central repository of content/advertisements and/or transactions, thus offloading the 

central system and enabling the client software application to operate even if the central 

system is overloaded, has failed, or is otherwise unavailable. Additionally, content or 

advertisement may be subdivided among one or more system nodes such that a portion of any 

given webpage, advertisement or other content may be retrieved of a plurality of nodes 

substantially simultaneously, in series or a combination thereof.  

[0070] For example, the client software may request content from another peer 

node (optionally based on its proximity to the node hosting the client software, which the 

request is provided to a peer node that is relatively closer to the requesting node than other 

nodes) that has already been distributed relevant content, thereby possibly providing faster 

and safer access to the content than having to access the content from a central repository 

system. By way of further example, the client software may request content and a web page 

from a proxy node which may also host the client software. In these two examples, the proxy 

node or the peer node may receive the web page request and create aggregated content (e.g., 

the subsequent web page with relevant content, ads and links), and transmit this aggregated 

content to the requesting client software, or store information or data without generating the 

aggregated content, thereby enabling the client software to more rapidly and securely access 

the stored information and data, and create the desired web page content.  

[0071] Figure 3 and Figure 4 include example user interfaces that illustrate the 

identification of content and advertisements (by the client application and/or other distributed 

search engine and content distribution system components), to thereby enhance or modify the 

content/advertisements based at least in part on the user's preferences, interests, demographic 

profiles and/or other information provided by the user via the client software or otherwise.  

For example, the software might be an add-on to the user's preferred browser or running on a 

proxy node that the users connect through to access internet content. For example, the user 

interfaces may be presented via a web page, a page panel, a model dialog form, and/or via a 

wizard that enables the user to specify information that may be used to help identify and 
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present desirable content to the user, and to specify when and where the user may want such 

information, based in whole or in part on their configured preferences in a user friendly way.  

[0072] Figure 3 illustrates the identification of image advertisements from 

specific providers. By way of example, such identification may optionally be performed by 

recognizing known URLs (e.g., known to be associated with advertising content) or unknown 

URLs, SGML/HTML tags (e.g., associated with advertising content), template masks, page 

handler algorithms, parsing the Document Object Model (DOM) structure, by manually 

tagging and identifying advertising content, by performing a string search (e.g., to identify 

advertising text, such as words or phrases associated with general or specific advertising, or 

to identify specific URL codes), by performing a content index search, and/or using other 

techniques.  

[0073] Referring to Figure 3, a user interface is provided including the following 

interfaces via which a user can customize the identification and/or replacement of 

advertisements and/or the ranking of search results (although fewer or additional interfaces 

may be used): 

[00741 Optional Interface 302, via which the user can select the types/sources 

of advertisements and/or links to target for overlay, replacement or modification; 

[00751 Optional Interface 304 via which a user can manually specify whether 

advertisements on the current displayed page are to be located and identified to the 

user and/or whether the identified advertisements are to be hidden, overlaid or 

replaced; 

[0076] Optional Interface 306 via which a user can specify advertisements 

and/or links that are of interest to the user (e.g., that the user would want to be used to 

replaced other advertisements of less interest), for example the user can specify topics 

of interest such as sports, music, technology, etc; 

[0077] Optional Interface 308 via which the user can specify the user's 

demographic profile (e.g., gender, marital status, birth year, birth month, highest level 

of education, etc.); 

[0078] Optional Interface 310 via which the user can specify proxy settings 

(e.g., use trusted peer nodes only, use any peer node, etc.).  
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[0079] In this example, an image advertisement 312 (e.g., a photograph, a 

graphic, streaming media, etc.) that is to be overlaid, modified or replaced is identified and 

optionally highlighted (in this example and illustration, by a border placed by the client 

application around the image advertisement, although other forms of highlighting may be 

used). In this example, the original advertisement to be replaced was not selected as a result 

of a search query. Optionally, the image advertisement is not highlighted to the user and the 

replacement/modification is optionally performed automatically and transparently to the user 

so that the user is not aware that a given advertisement is being replaced or modified and the 

given advertisement is optionally not displayed to the user via the web page prior to being 

automatically replaced.  

[0080] Figure 4 illustrates the identification of textual links and sponsored text 

advertisements for specific providers. Referring to Figure 4, a user interface is provided 

including the following interfaces via which a user can customize the identification, 

modification, overlaid and/or replacement of advertisements: 

[0081] Optional Interface 402, via which the user can select the types/source 

of advertisements and/or links to target for replacement or modification; 

[0082] Optional Interface 404 via which a user can manually specify whether 

advertisements on the current displayed page are to be located and identified to the 

user and/or whether the identified advertisements are to be modified, overlaid or 

replaced. Optionally, the advertisement is not highlighted to the user and the 

replacement/modification is optionally performed transparently to the user so that the 

user is not aware that a given advertisement is being replaced or modified.  

[0083] Optional Interface 406 via which a user can specify types of content, 

advertisements and/or links that are of interest to the user (e.g., that the user would 

want to be used to make such information of interest more visible to the user and/or 

be used to replace other advertisements of less interest), for example the user can 

specify topics of interest such as sports, music, technology, etc; 

[0084] Optional Interface 408 via which the user can specify the user's 

demographic profile (e.g., gender, marital status, birth year, birth month, highest level 

of education, etc.); 
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[00851 Optional Interface 410 via which the user can specify proxy settings 

(e.g., use trusted peer nodes, use trusted proxy node, use any peer node or proxy node 

etc.) directly or indirectly connected to client software/client device.  

[00861 In this example, several original textual advertisements 412 that have been 

selected by the search engine based at least in part on the user's search query, are identified to 

be modified or replaced and are highlighted (in this example, by a border placed by the client 

application around the textual advertisements to be overlaid, hidden, modified or otherwise 

replaced). In particular, in this example, a textual advertisement 414 in a targeted 

advertisement area on the side of the main search result listing, and a textual advertisement 

416 in a targeted advertisement area above the main search result listing are selected for 

replacement.  

[00871 As discussed above, the software providing functionality described herein 

may be installed on a local user device (e.g., a personal computer or other terminal).  

Optionally, in addition or instead, an enterprise proxy system may used (e.g., operated by an 

employer, a store, a government entity, on a vehicle (e.g., a train or plane) operator, a hotspot, 

etc.), wherein the user browser is re-pointing to the proxy system, such as using acceptance 

scripting ("do you accept...") or a software utility installed on the user device to support the 

proxy. This provides for a relatively broader reach, as the user can benefit from the 

functionality using terminals that have not been specifically configured, and the services can 

be reached via WiFi/hotspots (e.g., at hotels, chain stores, airplanes, etc.). Optionally, a user 

interface is provided (e.g., via a web site) via which a user can configure user preferences and 

specify user demographics.  

[0088] Optionally, the functionality discussed herein can be provided in whole or 

in part utilizing a network/ISP model, optionally without the user having to install additional 

software on the user's device. For example, the proxy service may be performed by a user's 

ISP or network provider. Optionally, a user interface is provided (e.g., via a web site) via 

which a user can configure user preferences and specify user demographics.  

[0089] Two or more implementations (e.g., client based, enterprise based, and 

ISP/networked based) can work together as a hybrid, with various combinations of rights, 

priorities, and overrides. For example, the ISP or enterprise may specify preferred ad 
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networks, but the user client software (based on user configuration information/controls) may 

still be permitted to select from those preferred ad networks what advertisements (if any) are 

to be displayed. Optionally, the user client software may be configured to override the 

enterprise instructions, which may in turn be configured to override the ISP instructions.  

Therefore, by way of example, the following possible combinations may be used (other 

combinations may be used as well): 

[0090] Client device/client software only; 

[0091] Client device/client software + ISP; override for user; 

[0092] Client device/client software + Enterprise + ISP; override for user first, 

enterprise second and then ISP has last priority; 

[00931 Enterprise only; no override for user or ISP; 

[0094] Enterprise + ISP; override for enterprise; 

[0095] ISP Only; no override for user or enterprise.  

[0096] Figure 5 illustrates an example interaction process involving the client 

application in the context of the novel distributed search engine and content distribution 

architecture. In another embodiment, a broker service is optionally contained completely 

within the client software, which can access content, advertisement and/or other information 

and services from existing or traditional ad brokers, ad service providers, ad servers, ad 

networks, ad network providers, advertisers, ad exchanges or Demand Site Platforms (DSP), 

from a web portal, and/or a content provider providing the web page for display.  

[0097] The enhanced search engine and content distribution architecture enables 

users to influence and participate in the selection and delivery of content and advertisements, 

optionally utilizing client software installed and executing on a user terminal, peer nodes, 

proxy nodes, and/or a centralized system (e.g., central system 180 illustrated in Figure 1).  

The architecture may leverage existing or conventional ad broker, ad server, ad network, DSP 

and/or ad provider services with enhanced methods using one or more parameters, including 

those described above, such as user interests, user demographics, ad size, ad source, ad 

content, other characteristics, etc.  

[0098] As similarly discussed above, a user may install client software, such as on 

user terminals 506, 510, 514, 518. The user may enter the various parameters discussed 
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herein. The client software may or may not require registration based on user configuration 

parameters. In certain embodiments, the client software and parameters input by the user are 

registered in a registration system which may optionally include a central system 520, peer 

nodes 508, 516, the client software system and/or the distributed network architecture 502, 

which may be the client software installed on one or more nodes/proxies/ISP systems. For 

example, a distributed software system may receive and transmit data across a network, such 

as the Internet, and may coordinate input and output with a central control system and one or 

more distributed nodes or client software. The client software, via the user terminal or proxy 

node, communicates with the centralized control system and/or may communicate with peer 

nodes 508, 516 or proxy nodes. Some or all the site requests (e.g., made by the client 

software) are optionally parsed for information and analysis.  

[0099] For example, when a user (e.g., via a browser or otherwise) requests a site 

by URL, the page structure may be analyzed to unmask template structure, URL 

randomization and other techniques that may be employed to make it difficult to identify ads.  

By way of illustration, an advertiser (or entity working on behalf of the advertiser) may 

randomize the name of the link or tag name in order to make it more difficult to identify an 

associated advertisement. An example embodiment overcomes such challenges by 

examining the source element value, which is much more difficult to randomize because the 

source element value is generally referenced by domain (e.g., 

adservice.acmeadserver.com?YourRandomizedAddLink). In this example, the domain is 

relatively harder to mask than tags. In the user post back, which is a response to a request 

(e.g. the user clicks on an advertisement link), an example embodiment optionally parses the 

request, records the parsed request, and builds a counter-solution.  

[0100] The client software is optionally configured to render, reformat or 

substitute content (e.g., advertisements) on a user terminal, such as user terminals 506, 510, 

514, 518. For example, the replacement content (e.g., more desired or relevant content for 

the user) may be accessed from a replacement content system 520, which may be in the form 

of a remote server, proxy node, or network appliance such as a router, and the replacement 

content can be inserted into web pages served by web server 522. The other content for the 

web pages served by the web server 522 may be provided by a content creator. The content 
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from the replacement content system 520 may be used to overlay (e.g., as a pop-up, or as 

layered content), modify , insert or replace content (such as advertisements, links, search 

results, etc.) served by a conventional ad broker system, ad network, ad exchange, DSP or 

other ad provider 524 to the web server 522.  

[01011 For example, with respect to utilizing layered content, the layered content 

may be selected and/or sized to have substantially the same dimensions as the original 

content being overlaid. The original content may still be present in the page, but is not 

visible because it is overlaid with the replacement content. For example, with respect to 

HTML, the z-order attribute of the replacement content may be set to a higher order than the 

original content so that the replacement content with be layered above the original content 

and will obscure the original content. By way of further example, an "invisible" attribute for 

the replacement content may be set to "false" and an "invisible" attribute for the original 

content may be set to "true," so that when the replacement content is placed at the position of 

the original content, the replacement content will be visible, and the original content will not 

be visible.  

[0102] Optionally, if there is audio associated with the original content, the audio 

may be automatically muted when the replacement content is displayed. Similarly, in 

addition to muting an audio component of original content, other active/streaming media 

(e.g., video, animation, scripted, etc.) of the original content may be managed. For example, 

such streaming media or active media may be automatically or programmatically stopped, 

paused, muted, rewound, cancelled, or otherwise prevented from playing when the original 

content is replaced/overlaid to reduce the network bandwidth and/or processor utilization that 

would otherwise be used to reproduce such media of the "hidden" original media. The 

replacement content may be provided on behalf of one or more merchants, advertiser or 

publishers 526, 528.  

[0103] The user may configure the client software to receive (via a pull operation 

or a push operation) input from the central system, the content system 520, or one or more 

peer nodes 508, 512, 516, and post output to the central control system or one or more peer 

nodes 508, 512, 516, which participate in a search optimization and/or content 

replacement/modification process. Content may also come from content providers, such as 

-23-



WO 2010/108157 PCT/US2010/028064 

ad exchanges, ad servers, ad networks, DSPs, media sharing sites (e.g., photo/video sharing 

sites, blogs, social networking sites), web-based applications such email or calendar services, 

etc.  

[01041 By way of example, user terminal 506 optionally does not have the client 

software installed, and instead relies on the proxy 504, which does have such software 

installed, to provide the functionality of the client software for the user terminal 20. By way 

of example, user terminal 510 optionally does not have the client software installed, and 

instead relies on the peer node 506 and the peer and proxy 512, which do have such software 

installed, to provide the functionality of the client software for the user terminal 20. By way 

of yet further example, user terminal 514 optionally does have the client software installed 

which can provide the functionality described herein. By way of still further example, user 

terminal 518 optionally does have the client software installed which can provide the 

functionality described herein and further can utilize the services of a peer node 516 and/or a 

proxy node.  

[0105] Network nodes may serve as information beacons that communicate 

topology, frequency of display, page configurations, delivery methods, host configuration 

data (e.g., IP (Internet Protocol) address, OS (operating system) type/version, MAC (Media 

Access Control) address, etc.) and/or other configuration data between nodes and one or more 

system components. Network nodes may also request content (actively or passively) from 

web portals, ad providers and other web sites based on randomized methods or rules, and 

post back to web portals, web sites and ad networks information randomly or by instruction.  

[0106] The user may be provided, via the system and methods described herein, a 

share in proceeds, revenues, shared savings, monitory, other incentives and/or rewards (e.g., 

cash, coupon, monetary certificate, recognition, credit) for participating in the search 

optimization and/or content replacement/modification process. Examples of such 

rewards/incentives many include money, free software, free or discounted access to one or 

more services (e.g., network access via a hotspot or otherwise, certain content, etc.), 

advertising-free music/videos, discount coupons, reward vouchers, and/or other items or 

services. These proceeds, rewards and incentives may be based in part on the level of 
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participation and data configured in the client software (e.g., demographic data, utilization 

data, status or state data, such as CPU participation and availability, etc.).  

[0107] By way of example, a user may be provided a first or basic reward or 

incentive for installing the client software in passive mode (e.g., a first percentage of a 

service fee charged to an advertiser for increasing an ad's visibility). The user may be 

provided with a second, larger incentive/reward for employing the client software in "active 

mode," where the user interacts with content delivered by the client software or peer nodes, 

such as a percentage of the fees paid by an advertiser for the user clicking on an 

advertisement, or a discount on a service or product. If the user provides demographic data 

such as age, gender, or interests (e.g., via the client software, a web page, or otherwise), the 

reward is optionally increased proportionally or incrementally with a corresponding increase 

in the amount of information and/or based on the type of information provided by the user.  

[0108] Active and passive "participation," with or without user intervention, may 

include some or all of the following: 

[0109] random searching; 

[01101 indexing (e.g., Cataloging, sequencing, structure, source and layout of 

SGML/HTML content); 

[0111] scoring of results to monitor and report specific reference location (e.g., 

search a given site and determine that a given line is in X position of Y elements, report the 

foregoing back to a content selection system, wherein the reference location may be used to 

increase in identifying contents relevancy over time as measured from a system node); 

[0112] positioning data and configuration data within resulting sets (e.g., position 

(e.g., X, Y data, where Y is a list and X is the position in the list)/ranking information 

regarding a search list or with respect to a number of advertisement served); 

[0113] simulated execution of the targeted reference to measure and improve 

results and to identify peer relationship and delivery network configurations (e.g., identify 

target advertisement, target link, or target link in X position of Y list, and simulate a user's 

selection of the target advertisement/link by transmitting a request back to the web or content 

service or server with the target information, such as by sending the click-event back to a web 

portal with the desired link simulating the user's click on this actual link).  
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[01141 The "participation" behavior may be controlled by software configuration.  

Active or passive interaction may cause the reprioritization and formatting of results 

consistent with the user configuration and/or based on rules articulated by the central control 

systems or peer nodes or proxy and other system nodes.  

[01151 In non-interactive mode, the software may perform its tasks automatically 

(e.g., as a background process that does not require a user interface or display activity, status, 

or other information) and without user interaction, however, even in non-interactive mode, 

the software may still monitor user's activities and patterns, and adapt the software actions in 

a non-interactive mode. For example, the client software may operate in the background in 

non-interactive mode (e.g., while the client system or proxy node is not being used, is 

relatively idle, or is performing other tasks, such as interacting with web pages using other 

software), and the client software may still perform the functions of replacing, amending, 

navigation or communicating information with other systems and networks including the 

central system 180 illustrated in Figure 1, with or without displaying the replacement 

content/modified content.  

[0116] As previously discussed, in non-interactive/passive mode the software may 

automatically activate links and/or submit search queries to a search engine, optionally using 

links and/or search queries provided to the software in a file or otherwise. Optionally, the file 

may include timing instructions as to when and/or how often links are to be activated and/or 

searches are to be submitted. Optionally, the software may be instructed to activate links 

and/or submit search queries on a substantially random basis, optionally within a specified 

period of time (e.g., within 9:00AM to 11:00 PM), assuming the host terminal is on.  

[01171 In interactive mode and in response to an Internet search for a particular 

item or general content browsing, the client software optionally parses an incoming web page 

(e.g., provided by a search engine and include search results in response to a user query or 

any page as a result of browsing) and inserts, substitutes or modifies content to provide the 

user with content that is more relevant based on the user's configuration characteristics 

and/or participatory rules defined by the system. This insertion/substitution/modification 

may include overlaying, reordering, summarizing, and/or replacing search results provided by 

the search engine to which the user submitted the search query, reordering advertisements, or 
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replacing advertisements, or inserting new content (optionally providing the user with a 

control via which the user can cause the display of the inserted content to be toggled on or 

off). For example, an entry in a search result listing provided by a search engine may be 

moved up or down in the listing based on the user's configuration characteristics and/or 

participatory rules defined by the system.  

[0118] By way of illustration, the selection of replacement and/or additive content 

may include identifying content of similar size, origin, category, type, shape and other various 

attributes as the original page content in order to preserve page formatting and to conform to 

the user's expected experience. The selection of replacement and/or additive content may 

also include identifying and communicating page characteristics, methods and configuration 

data between peer nodes or a central system. Page characteristics and methods might include 

HTML Meta data, scripting, referring or embedded URLs, HTML IFrame or DIV tag content 

encapsulations, script activation methods, dynamically loaded content, and other HTML 

source code elements and methods used to identify, deliver and activate the requested 

content. This is optionally done "privately" within the user's device using the software 

hosted on the device or may be performed on behalf of the user on peer or proxy nodes.  

[0119] For example, if the user added or modified their existing browser software 

to include the client software (e.g., as a browser plug-in, software add-on or extension to the 

network input/output driver stack) the client software enhances the existing browser software 

to include some or all of the functions of the client software discussed herein, such that web 

pages or other interfaces displayed, requested or otherwise accessed by the existing Internet 

browser may be modified, amended, substituted, identified or replaced by the client software.  

[0120] Because each client software node in the system may appear to act 

randomly and seemingly independently, the resulting patterns related to content modification 

or substitution are likely to be ignored and may be difficult for search engine sites and other 

web page providers to detect, thereby ensuring user privacy with respect to the user's 

participation in the processes described herein.  

[0121] Figure I illustrates example components and process states that are 

optionally included to achieve one or more of the results described herein. Fewer, additional 

or different components may used.  
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[01221 In particular, Figure 1 illustrates an example distributed architecture 

system and the relationships between various example software components. Users, 

advertisers, and merchants may independently register with this system and may download 

software modules, such as the client software 40, which form part of the distributed system.  

The client software 40 receives instructions and information from the central system 180 or 

peer node(s) or proxy node(s) to make active and passive requests to the search site portals or 

website providers and may either transform or record the results. Further, Figure 1 illustrates 

the client software modules 50-75 that may be used to act on this content to improve 

reference scoring.  

[0123] Figure 1 further illustrates how a merchant may interact with the system to 

improve the ranking of their entries and/or advertisements in search results on a given search 

site or improve the visibility or ranking of an existing advertisement or new advertisement 

independently of service (e.g., where the merchant may provide advertisement/text content 

but does not actively control when or where such content is displayed and relies on the 

system to cause the display of the content in a manner that meets the merchant's criteria).  

Additionally, Figure 1 illustrates how system components may interact with a financial 

institution to distribute rewards or compensation.  

[0124] The Internet browser and requestor module 45 is representative of example 

requester module, such as Internet browser software, which may or may not be an integrated 

element of the client software (which may be downloaded separately and from a different 

source than other modules of the client software 40). In this example, the Internet browser 

and requester module 45 renders Internet web pages, although other embodiments may render 

different forms of documents/network resources. Once the user navigates to a given search 

engine site or other web page or content service provider, a rule-based reorganizing and 

modification engine 50 enumerates and identifies the various web page elements (e.g., using 

a HTML Document Object Model parser, a string search, a page handler algorithm, etc.) such 

as some or all of the following: text, images, advertisement, etc., to identify possible target 

web page elements to modify/reorganize/replace.  
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[0125] An interface module 76 enables the client software to interface with other 

application software such as internet browsers, cell phone applications, instant messaging 

programs, chat software and other tools, applications and utilities.  

[01261 An content placement engine 55 evaluates the cataloged elements and may 

communicate with other system components, or other service providers or peer nodes, to 

assemble part or all advertisements or content that may (or optionally may not, be) more 

relevant to the user's profile(s) and/or the user's software configuration parameters. A results 

parser module 60 catalogs and may disassemble the results page into discrete web page 

elements which than may be reviewed by a site analysis reader module 65 to determine if the 

site and the site content is known and/or expected.  

[0127] A results analyzer 70 optionally then makes a determination as to what 

web page elements were included or will be returned. Based, in whole or in part, on the 

client software configuration and system rules, a stack automation (e.g., network device layer, 

operating system kernel, input/output stack layer, etc.) and switch server 75 and/or 

page/content reconstruction/modifier module 46 may then reassemble the rendered web page 

using some or all of the original elements and optionally using new elements that are 

substituted or inserted dynamically in the resulting web page. These elements may exist 

locally, may be delivered in whole or in part by peer nodes (such as those illustrated in Figure 

5) or from the central system 180 or by partner systems, such as an ad exchange or ad server.  

[0128] Alternate or substitute advertisements and content may be selected based 

on configuration parameters, parity characteristics size, type, relevancy, interests, etc. For 

example, the selection may be performed so as to select replacement content of similar size 

and shape to an advertisement being overlaid, inserted or replaced, so as not to cause the 

reformatting of other portions of the user's page/content or otherwise adversely impact other 

portions of the user's page/content (e.g., to avoid the insertion of content causing article text 

adjacent to the inserted content to be only a few character wide and to avoid causing each 

word in the article to "break").  

[0129] The user may or may not actually see the changed results as they may be 

hidden. For example, some of the content that may have been replaced may be an invisible 

inclusion and appears to the user and/or the original content sender as unaltered. For 
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example, this may be accomplished by marking the corresponding tag's display attribute as 

hidden. By way of further example, the content media download may be halted or paused.  

By way of still further example, the corresponding content size attribute may be set to 0. Yet 

another example embodiment overlays content on top of original content. The altered 

content may include a user feature (e.g., a control displayed on the altered/replacement 

content, such as a toggle control, or accessed via a toolbar or menu) to unhide or restore the 

original content as desired for display to the user.  

[0130] An example merchant system 150 includes software hosted on a 

computing device that enables content contributors and advertisers to register their profiles 

and content, which optionally may be distributed within the distributed system. It may also 

include interfaces to partner providers such as ad networks, ad servers, DSP, etc. The content 

may include renderable content, such as images, streamlining media, news feeds, blog text, 

textual content, links, program scripts, advertisements, other HTML and/or SGML data, etc.  

In addition to the renderable content, information may be stored related to the content 

attributes, such as size, format, and/or other reference data.  

[01311 The client software 40 may be hosted on a device 20, associated with a 

user 15. The client software 40 may communicate over a network 90 (e.g., the Internet 

and/or other network) to a search entity 100 operating a search engine and/or Internet site 120 

that provides search results 130 or other similar content provider or media including 

streaming media. The client software 40 may be configured to insert, replace or modify 

advertisements and/or search results, and render the results 30. A merchant, via a merchant 

terminal 150, can interact with the client software and/or the system 180 as described 

elsewhere herein.  

[0132] As discussed in greater detail below, the user terminal 20 (e.g., via the 

client software 45) may obtain replacement content/advertisements from one or more other 

client nodes 92 and/or one or more proxy nodes 94 that may be operated by an enterprise.  

The client terminal 20 may receive, directly or indirectly, one or more replacement 

advertisements via ad network 96.  

[01331 Figure 2A illustrates an example process for inserting and/or improving 

the position of certain content. For example, the content may include an advertisement 
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and/or a listing (which may include a link to the merchant) that is or appears to be a search 

result listing. The process may be performed in whole or in part by the client software 

described herein, a proxy node, a peer node, or a central system.  

[0134] At state 202A, data (e.g., Web page data) is received and parsed to 

determine whether a first content (e.g., an advertisement and/or a listing of a merchant or 

advertising partner that has subscribed to have improved visibility of their advertisements 

and/or search rankings) is either not present or is present but at a location that does not meet 

specified criteria (e.g., merchant specified criteria). For example, if the web page includes a 

search result listing from a search engine, and the listing includes a listing for the merchant, 

but the position/ranking of the merchant listing does not meet a position criteria (e.g., where 

the criteria specifies a specific position/ranking, such as the first listing, or a range, such as 

within the first 3 listings), the process will determine that the content is not a 

location/position that meets the criteria. The determination may be stored in memory and the 

position may be reordered for display to the user. Optionally, the process does not determine 

if the search result listing from a search engine includes the first content.  

[0135] At state 204A, if the first content is absent, the process identifies a location 

for the first content. Optionally, this state is performed without determining with the first 

content is absent. The location may be selected based on merchant/advertiser specified 

criteria (e.g., content/advertisement is to be located as the first/top advertisement on page; or 

the content/listing is to be positioned as the first search result listing) and/or the amount of 

physical display space available on the page that is large enough/of the proper dimensions to 

hold the first content. If other content is at the identified location, the other content is 

identified to be replaced or moved.  

[01361 At state 206A, if the first content was determined to be present at state 

204A, but at a location that does not meet the first location criteria (such as the merchant 

specified criteria discussed above), the location of the first content is changed to a location 

that meets or more closely meets the first criterion or criteria (e.g., the advertisement is 

moved to the location as the top advertisement on page; or the content/listing is positioned as 

the first search result listing). If other content is at the new location, the other content is 

identified to be replaced or moved.  
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[0137] Optionally, even if the process does not determine if the first content is 

present in the original search listing, the process inserts the first content at the new location, 

so that the first content may be listed twice, at the original position (if the first content was in 

the original listing) and at the new position. Optionally, the process inserts the first content, 

or variations thereof (such as a related advertisement or related URL), at multiple locations in 

the search listing. Optionally the first content or related content of the merchant/advertiser is 

inserted in the search listing and in a targeted advertisement area (e.g., above and/or on the 

side of the search result listing). Optionally, the number and placement of such insertions 

may. be based at least in part on a fee paid by the merchant advertiser, wherein different fees 

may be charged for different levels of service. For example, a first fee may be charged to 

have the first content inserted in a targeted advertisement area above the search results, a 

second fee may be charged to have the first content inserted in a targeted advertisement area 

on the side of the search results, and a third fee may be charged to have the first content 

included in the search results, wherein the first, second, and third fees may also be based on 

the positioning of the first content within the corresponding areas (e.g., the top listing fee may 

be more expensive than a third position fee). In certain embodiments a fee may be paid to 

have the first content inserted/placed in multiple areas.  

[0138] At state 208A, the process causes the first content to be rendered (e.g., via 

a browser on a user terminal) at the location that meets the first criterion or criteria.  

[0139] Figure 2B illustrates an example process for inserting selecting and 

displaying content. The process may be performed in whole or in part by the client software 

described herein, a proxy node, a peer node, or a central system.  

[0140] At state 202B, data (e.g., web page data) is received and parsed to identify 

one or more types of content (e.g., an advertisement and/or a listing of a merchant or 

advertising partner that has subscribed to have improved visibility of their advertisements 

and/or search rankings), referred to as first content, and parsed to identify the dimensions of 

such first content.  

[0141] At state 204B, a determination is made as to whether there is an 

opportunity to alter the first content based on one or more criteria. At state 206B, second 
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content is selected based on one or more criteria. For example, the criteria can include one or 

more of the following or any combination thereof: 

[0142] a user search query; 

[0143] a user profile (e.g., demographics and/or specified areas of interest); 

[0144] advertiser specified criteria (e.g., desired demographics or interest of 

users to whom advertisements should be served; search terms, wherein if a user enters 

certain search terms in a search query, the advertiser's ads should be served to the 

user; payment of a placement fee by the advertiser, etc.).  

[0145] At state 208B the second content is made more visible than the first 

content when the second content is displayed in the rendered web page. For example, the 

first content (or a link to the first content) may be removed entirely, and the second content 

may be displayed in substantially the same location that the first content was originally 

configured to be displayed at. By way of further example, the first content may be made 

invisible using certain attributes while the second content is made visible. By way of still 

further example, the second content may overlay the first content (e.g., by having the z-order 

attribute of the second content set to a higher order than the first content) so that the first 

content cannot be viewed.  

[0146] Figure 6 illustrates example features, workflow and functions performed 

by the client software. In one such example of this workflow, at state 602 the user obtains 

the client software and installs it on their computing device (e.g., a personal computer 

system). For the purpose of this example the software will be installed as a plug-in to an 

existing Internet browser but could optionally be installed to work with other programs, such 

as instant messaging programs, or independently. At state 604, the user may then establish an 

account with a central system, such as central system 180 illustrated in Figure 1.  

[0147] At state 606, the user may then configure particular parameters that affect 

the behavior of the client software such as scheduled times to execute, maximum usage of 

system resources, and other settings. At state 608, the client software communicates with a 

central system, such a central system 180 illustrated in Figure 1, or other peer nodes for 

further instructions such as a list of reference sites to access (e.g., for use in passive mode 

where the client software automatically accesses the reference sites at one or more specified 
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uniform resource locators (URLs) to simulate a user navigating to the sites), the frequency at 

which these sites may be accessed, the targeted internal references to be found at these sites 

and/or the simulated behavior when accessing the sites.  

[0148] The client software, such as client software 40 illustrated in Figure 1, may 

also be used to provide feedback data and beacon information to the central system or other 

peer nodes. This feedback data can include a batch list of instructions or individual 

instructions to be executed sequentially or in parallel by the central system. The client 

software may also receive a list of advertisements or content in whole or in part from peer 

nodes, the central system 180 or an external system that will be added to or substituted in one 

or more requested pages from these sites. Optionally, the content and/or communications 

may be encrypted.  

[0149] At state 610, the user utilizes the client software (e.g., an existing browser 

enhanced by a plug-in or instructed to use a proxy node providing the functionality discussed 

herein) to submit a search query (e.g., for a topic such as "Concert Tickets" for a particular 

event) or to access a web site web page. At state 612, the search engine provides search 

results to the client software, or the web site accessed by the client software returns a web 

page. The returned search results or web page may include ads or merchant links within the 

search results and/or advertisements and links within the web page.  

[0150] At state 614, the client software parses the content of the search results 

page or other web contents. For example, the client software may evaluate the search results 

page to determine whether a merchant link/entry (e.g., for a merchant whose has been 

designated to benefit from the advertisement enhancement services) is absent from the search 

results or the merchant link entry is listed with a priority/ranking/position lower than the 

merchant is designated to receive, and/or that advertisements for the same or different 

merchant are not displayed, provided for display, and/or readily visible of the web page 

served by the site.  

[0151] Based at least in part on the evaluation performed at state 614, at state 616 

the client software may modify the web page/search results to insert or substitute content, or 

to improve the positioning/ranking of a search result listing, to increase visibility for one or 

more merchants. By way of illustration, an advertisement for a merchant may be inserted in a 
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list of sponsored advertisements, and a missing or hard to find reference link (e.g., hard to 

find because it has a relatively low positioning in the search results so that it will take 

navigations though several pages until the merchant reference link is accessed) may be 

inserted at the top of the list or at a higher position. Optionally, a subsequent background 

process may simulate the selection of the inserted link indicating to the search engine that the 

link was desired. These actions, processes and results may then be logged by the client 

software and communicated back to the central system (e.g., system 180 illustrated in Figure 

1) or to peer nodes. For example, some or all of the nodes can log the processes and results 

so the value of the processes described herein can be reported to one or more recipients (e.g., 

advertisers) and to enable funds/rewards to be distributed appropriately. This process may be 

repeated for the same or different instructions.  

[01521 If the client software is configured for automatic operation, the process 

proceeds from state 608 to state 618. When performing in automatic mode, the client 

software may behave in a similar ways as discussed above with respect to states 610-620, but 

without user interaction or with a reduced amount user interaction and with or without 

displaying requested web page or search results that are automatically requested. By way of 

illustration, when the user is not actively utilizing the host system or the user is executing 

other software (e.g., financial software, a word processor, an Internet browser, an email 

client, etc.), the client software may optionally execute instructions and tasks as similarly 

discussed above.  

[0153] For example, at state 620, the client application receives (via a pull 

operation (e.g., via a client application request) or via a push operation from remote system, 

such as the central system of a proxy node) a list of one or more sites/URLs. At states 622, 

624, 626 the client software optionally automatically navigates to and issues a URL/web page 

request or a user search query to a particular site from the list received, emulating a user 

request/search. Although the page(s) received via the automated request are optionally not 

rendered and the user does not see the pages, the client software optionally evaluates the 

resulting pages and may optionally modify, insert, remove or substitute content from the 

resulting page (whether or not rendered), and based on the instruction set my simulate further 
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actions on the modified page or via a direct link request to the sites enumerated by the 

instruction set.  

[01541 For both the manual process of states 610-616 and the automatic process 

of states 620-626, the process proceeds to state 628, and the client software records and logs 

the activities performed by the client application (e.g., a record of the sites accessed, the 

advertisements modified/replaced, etc.). At state 630, the process forwards some or all of the 

logged events to the central system and/or one or more proxy nodes. At state 632, a system 

(e.g., a financial or rewards system, which may be the central system), updates the user's 

account information to reflect and benefits the user is to receive (financial or otherwise) as a 

result of the advertisement replacement/modification processes performed at the foregoing 

states. At state 634, account settlement is performed (e.g., periodically, such as monthly), 
wherein the user is paid fees for participating in the services.  

[01551 With respect to merchants, a merchant participating or that want to 

participate in the advertisement replacement/listing modification process may register with 

the system. A new merchant may, and optionally is required to enter profile data, financial 

information and/or configuration parameters for use by the system in managing the 

distribution of content and advertisement. A merchant may also include references to other 

data already existing with respect to certain websites, where the user wants to improve the 

visibility and ranking of such data on other sites. For example, a merchant may have their 

own web site or web presence and pay for advertisements and listings to be displayed with 

other respect to the sites/web pages of other website of other companies to provide better 

visibility and availability of the merchant's information. As described herein, the system may 

employ the client software nodes to augment or enhance the visibility and ranking of a 

particular merchants existing content.  

[0156] By way of an illustrative example, a merchant site may rank poorly 

because the site owner has not paid to increase its ranking or visibility on a given search 

engine. Once the merchant registers with central system or otherwise is entitled to the 

advertisement/site ranking processes described herein (e.g., by registering with another 

authorized entity), the client application hosted on one or more terminals of one or more 

users may be instructed to simulate a user by automatically searching and selecting or 
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"clicking" on the merchant's site and/or links therein, thereby increasing the apparent random 

popularity of the site and resulting in improved ranking of the merchants existing site within 

an independent search engine company. This same or similar technique can be used to affect 

the frequency and/or placement of merchant or competitor advertisements.  

[01571 In an example embodiment, a system (e.g., a central server) stores global 

information, including system-wide activities, regarding the system. The system may also 

deliver configuration and command logic to the client software nodes, which supplements or 

augments user configuration data. The central system may be configured to send and receive 

synchronous and/or asynchronous information over the Internet or other network to client 

software nodes, and performs data aggregation for the network. However, optionally, one or 

more client software nodes can operate independently with little or potentially no 

communication with the central system. Thus, even if the central system/server is 

temporarily unable to communicate with the client software nodes, the client software nodes 

can still perform some or all of the functions (e.g., advertisement substitution, ranking 

modification, etc.).  

[0158] The central system may store merchant registration information, including 

some or all of the following: method of payment, authorization of payment, and services 

purchased (e.g., ad replacement services, ad modification services, ranking improvement 

services, etc.). Merchant data may also include data relating to the creation and formatting of 

customized text, images and/or other media. The merchant may select or enter particular 

words, word associations or other data of interest and relate these selections to the included 

text, formatting and media, which are stored and communicated via the central system, peer 

nodes, and/or proxy nodes to one or more client software nodes.  

[0159] The central system also may include an advertisement system and/or an 

interface to one or more advertising partners, such as described elsewhere herein, that enable 

merchants to promote advertiser content, text and/or media. The advertising system may 

utilize some or all of client software nodes to command, monitor, record and/or enhance the 

advertisement process.  

[01601 The central system also may include a payment and reporting system such 

that transaction and services may be recorded using data from the central system, one or more 
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proxy nodes, and/or one or more client software nodes. The payment system is optionally 

configured to manage the distribution of fees and proceeds to various participants based on 

configurable parameters and level of participation. For example, the merchant may configure 

a payment structure for services, wherein some or all of the merchants service payments are 

distributed to users based on their client software configuration and level of participation 

(e.g., the amount of demographic data provided, the number of searches performed using the 

client software, the number of times the merchant's advertisements have been displayed to 

the user, etc.).  

[0161] Figure 7 is an example workflow process performed by a merchant system, 

which may be included as a component of the distributed search engine and content 

distribution system described herein. For the purpose of describing the example workflow 

described by Figure 7, the merchant system will be considered to be a hosted application with 

Internet web pages presenting the user interface(s). In this example, at state 702, a merchant 

enrolls with the system by providing data such as contact and financial data needed to 

identify and bill the merchant, and such information is stored in merchant system memory.  

The merchant system may optionally request or require the input of security information, 

profile information, regulatory information and or/other information.  

[0162] At state 704, the merchant system interface may request and store data 

from the merchant such as some or all of the following: target Internet sites, reference links, 

keywords, Uniform Resource Locator (URLs), advertisement text, advertisement graphics, 

active media, (e.g., FLASH media), streaming media (e.g., real time video media), and/or 

other data. At state 706, the merchant selects payment terms (e.g., a flat monthly fee, a 

performance based fee based on improvements in search result rankings and/or advertisement 

placements) for the services being provided via the distributed search engine and content 

distribution system.  

[01631 At state 708, the received data and/or other data may be used to generate 

instructions for one or more instantiations of client software on one or more hosts, and 

optionally to search sites, identify content or results, evaluate page or link information, 

modify results, or to perform other actions or behaviors within the system or through the 

client software. With respect to actual user searches or requests, at state 710 a user provides 
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a search query to a search engine (e.g., a third party search engine) or a URL that corresponds 

to a search (e.g., a URL that corresponds to a search result, such might be forwarded from 

one user that performed a search to another user). At state 712, the central system and/or 

peers determine which merchant is to be provided with an enhanced ranking and/or 

advertisement placement on the requesting user node based on the user characteristics (e.g., 

demographics) and/or the merchant profile. For example, the process may identify which 

advertisers' profile (which may profile the advertising merchant and/or the desired viewers) 

that more or most closely matches a give user's profile.  

[0164] At state 714, the identified merchant's advertisements are inserted into the 

web page provided to the user (optionally replacing an existing advertisement or other 

content) as a result of the user request/query and/or the merchant's ranking in search results 

returned by the third party search ergine is modified/improved.  

[0165] With respect to automatic mode, where client applications simulate user 

requests/search queries, the process proceeds to state 711. At state 712, the instructions are 

issued to one or a plurality of client applications to cause the client applications to execute 

one or more reference or search lists (as similarly described above) optionally in a manner 

configured to simulate random user requests/search queries. At state 714, references in 

returned pages to the merchant and/or competitors are identified. At 716, one or more client 

applications simulate a user activation of the referenced links (e.g., associated with the 

merchant).  

[0166] At state 718, the client software of the client nodes records and logs the 

activities performed by the respective client software (e.g., a record of the sites accessed, the 

advertisements modified/replaced, etc.). At state 720, the process forwards some or all of the 

logged events to the central system and/or one or more proxy nodes. At state 722, a system 

(e.g., a financial or rewards system, which may be the central system), updates the users' 

account information to reflect and benefits the users are to receive (financial or otherwise) as 

a result of the advertisement replacement/modification processes performed at the foregoing 

states and/or update merchant account information to accordingly bill the merchant. At state 

724, the merchant is charged for the services provided via the distributed search engine and 

content distribution system.  
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[0167] The merchant system may store activity results of the system and the client 

software nodes. This stored data and other data may be used to create reports, calculate 

billings, optimize node inter-communications and pathways, or determine other 

compensation or rewards.  

[0168] Thus, Figure 7 illustrates certain features and functions of an example 

system and interactions with merchants and client software nodes.  

[0169] Referring now in detail to Figures 1 and 5, a process stream is illustrated 

whereby users 10 may connect to a registration system 190, payment system 192, ad engine 

194, reporting system 196, central system 180, and other peer nodes and/or proxy nodes. It 

should be noted that the components of the system 180 may be hosted on a single computer 

system or the components may be hosted on a plurality of computer systems which may be 

geography distributed over a large area and over many systems. Either directly or through the 

use of the client software 40 a user registers with the central system 180 and configures 

elements of the software to run interactively or automatically from the user's device 20, or 

the system can configure the elements of the software.  

[0170] For example, a user may configure the client software to focus content 

based on user specified interests, demographics, and/or other data. Merchants may also 

connect to the central system 180 and enter registration information in the registration system 

190 and the payment system 192. The payment system 192 optionally provides for a shared 

payment and reward methodology that are based on system parameters and participation.  

[01711 The merchants can configure the ad engine 194 with desired representation 

media or reference information which is tracked within the reporting system 196. The client 

software, peer node, or proxy node 40 retrieves information from the central system 180 or 

other peer or proxy nodes, and actively and/or passively makes requests to the third party 

search engine 100 or other Internet sites based on rules configured between the client 

software 40, other peer nodes, other proxy nodes and central system 180. These requests may 

be used to perform one or more of the following: 

[01721 1) increase the search frequency of a desired referee; 

[0173] 2) record the order of a particular reference within a search results; 
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[0174] 3) monitor and report the relative prioritization of a particular reference 

within a search results; 

[0175] 4) reorder or transform in some way the search results or content in a way 

to improve the score or visibility of a specific reference, most likely desired by a merchant; 

[0176] 5) communicate between the distributed system elements information and 

data to optimize the delivery network.  

[0177] 6) alter web page content based at least in part on client software 

configuration.  

[0178] The system 180 may be connected via an interface 181 to a user bank or 

other financial site 198 in order to make deposits of fees being paid to the user 15 for 

participating in processes described herein. The system 180 may be connected to a merchant 

bank or other financial site 199 in order to make withdrawals/charges for services rendered to 

the merchant and/or to made deposits. The system 180 may also be connected to one or more 

partners 98.  

[0179] Optionally, certain embodiments can be utilized by an enterprise, such as 

an employer, merchant, vehicle operator, or venue operator to filter out certain 

advertisements on incoming pages directed to terminals (e.g., employee, customer, and/or 

visitor terminals, which will be referred to as "member terminals"), and replace those 

advertisements with enterprise selected content (or content selected by an entity, such as a 

partner of the enterprise, that has been authorized to select content by the enterprise) retrieved 

from an server (e.g., an enterprise or partner server). For example, the enterprise/partner 

content may include announcements regarding the enterprise, such as new product 

information, employee/customer/visitor events, employee benefit information, etc.  

Optionally, the enterprise can contract with an ad broker or other entity, to serve 

advertisements (e.g., of the enterprise or a partner) to the member terminals, optionally in 

exchange for benefits (such as those described above with respect to users) provided to the 

enterprise. The amount and/or type of benefits may be based on the participation of 

employees/customers/visitors as similarly described above with respect to users.  

[0180] Optionally, certain embodiments can be utilized by a user to replace 

advertisements on incoming pages to a user terminal with user selected content, such as user 
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photographs, videos, or other content. The user content may be accessed from the user 

terminal's memory, or via the user terminal from another system's data store or system node.  

[0181] Unlike conventional centralized portal systems offered by typical search 

engine operators, an example embodiment of the system described herein optionally employs 

a distributed architecture with user-configured software nodes that enhance the relationship 

between merchants and users to shift the content provider and search engine value paradigm.  

[01821 Those of skill would further appreciate that the various illustrative logical 

blocks, modules, circuits, and algorithm steps described in connection with the embodiments 

disclosed herein may be implemented as electronic hardware, computer software, or 

combinations of both. To clearly illustrate this interchangeability of hardware and software, 

various illustrative components, blocks, modules, circuits, and steps have been described 

above generally in terms of their functionality. Whether such functionality is implemented as 

hardware or software may depend upon the particular application and design constraints 

imposed on the overall system. Skilled artisans may implement the described functionality in 

varying ways for each particular application, but such implementation decisions should not 

be interpreted as causing a departure from the scope of the present invention.  

[0183] The previous description of the disclosed embodiments is provided to 

enable any person skilled in the art to make or use the present invention. Various 

modifications to these embodiments will be readily apparent to those skilled in the art, and 

the generic principles defined herein may be applied to other embodiments without departing 

from the spirit or scope of the invention. Thus, the present invention is not intended to be 

limited to the embodiments shown herein but is to be accorded the widest scope consistent 

with the principles and novel features disclosed herein.  
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 

1. A method of processing a document, comprising: 

receiving data for a first document from a remote system, wherein the first document is 

5 received by a client computer to be displayed on a terminal associated with a user of said 

client computer; 

causing, at least in part, an automatic identification of: 

(a) a first advertisement, or 

(b) a reference to content, or 

10 (c) both (a) and (b), 

in the first document data, based at least in part on a user consent of alteration of 

advertising content from one or more network reference content providers and associated with 

a first advertising provider where the casing of an automatic identification includes analysing 

the first document structure to unmask characteristics that are obfuscated if present; 

15 causing, at least in part, a second advertisement to be selected based at least in part on: 

information, accessed from memory, associated with an advertiser associated with the 

second advertisement, and 

user-related information; 

causing after outputting the first document to a web browser associated with the 

20 terminal associated with the user, at least in part, 

the first advertisement to be replaced with the second advertisement, or 

the first advertisement to be obscured by the second advertisement, or 

the reference to content to be replaced with a reference to the second advertisement, 

so that if the first document is displayed on the terminal associated with the user, the 

25 second advertisement is displayed and the first advertisement or the content is not visible, and 

where the first document, with the second advertisement being displayed, preserves formatting 

of the first document with the first advertisement or reference to content.  

2. The method as defined in claim 1, wherein the replacement is performed by: 

30 removing the reference to the content; and 

inserting the reference to the second advertisement.  
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3. The method of any one of the preceding claims, wherein the second advertisement is 

selected based in part on an indication related to a size of the first advertisement.  

4. The method of any one of the preceding claims, further comprising: 

5 causing, at least in part, a user profile associated with the user to be accessed, the 

profile including: 

demographic information regarding the user; or 

an identification of an area of interest of the user; or 

both the demographic information regarding the user and the identification of the area 

10 of interest of the user, 

wherein the second advertisement is selected based at least in part on the user profile.  

5. The method of any one of the preceding claims, further comprising: 

providing the user an incentive to receive advertisement modifications.  

15 

6. The method of any one of the preceding claims, further comprising: providing a 

control in association with the second advertisement via which the user can cause the first 

advertisement to be displayed.  

20 7. The method of any one of the preceding claims, further: comprising providing a 

control via which the user can cause the first advertisement to be displayed instead of the 

second advertisement.  

8. The method of any one of the preceding claims, wherein the replacement is performed 

25 by overlaying the first advertisement with the second advertisement.  

9. The method of any one of the preceding claims, wherein the replacement is performed 

by: 

overlaying the first advertisement with the second advertisement; and 

30 if there is audio associated with the first advertisement, muting the audio associated 

with the first advertisement.  

10. The method of any one of the preceding claims, wherein the replacement is performed 

by: 

- 44 -



identifying a first advertisement image; 

removing the first advertisement image; and 

inserting the second advertisement.  

5 11. The method of any one of the preceding claims, wherein the second advertisement is 

received from a proxy node.  

12. The method of any one of the preceding claims, further comprising causing at least in 

part a deposit or credit to be made with respect to a user account at least partly in response to 

10 the second advertisement replacing the first advertisement.  

13. The method of any one of the preceding claims, wherein: 

a first portion of the second advertisement is received from a first peer node; 

a second portion of the second advertisement is received from a second peer node; and 

15 the first portion and the second portion are combined to form the second 

advertisement.  

14. A computer system adapted to perform the method of any preceding claim.  

20 15. A computer readable medium having computer-executable instructions adapted to 

cause a computer system to perform a method of any preceding claim.  

16. A method of processing search results for display to a user, comprising: 

receiving over a network at a computer system a search result from a remote search 

25 engine provided in response to a search query, 

the search result including a plurality of search result items, 

the plurality of search result items including one or more network resource references; 

selecting, using at least one computing device, a first network resource reference, 

wherein the first network resource reference is selected based at least in part on a: 

30 service subscribed to by an entity, and 

a specification related to the selected network resource reference provided by 

the entity; 
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modifying, using at least one computing device and after the received search result has 

been outputted to a web browser associated with a user terminal, the received search result to 

thereby generate a modified search result, 

wherein the modified search result includes the selected first network resource 

5 reference such that when the modified search result is outputted for display on the web 

browser associated with the user terminal, the first network resource reference is displayed at a 

first location, 

wherein the first location is selected based at least in part on the service 

subscribed to by the entity that provided the specification related to the selected 

10 network resource reference, and is based at least in part on a user consent of alteration 

of advertising content from one or more network reference content providers and 

associated with a first advertising provider where the causing of an automatic 

identification includes analyzing the first document structure to unmask characteristics 

that are obfuscated if present, and 

15 wherein if the received search result from the remote search engine were displayed on 

the user terminal without the modification, the first network resource reference would not be at 

the first location.  

17. The method as defined in claim 16, wherein the first network resource reference is 

20 included in the search result received from the remote search engine in response to the search 

location, such that if the received search result were displayed on the user terminal without the 

modification, the first network resource reference would be displayed at a second location, the 

second location different than the first location, wherein the first location is an enhanced 

location relative to the second location.  

25 
18. The method of claim 16 or 17, wherein the computer system, remote from the search 

engine, is: 

a peer node with respect to the user terminal, or 

the user terminal, or 

30 a network appliance, 

wherein the search engine generated the search results in response to the query from 

the user terminal.  
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19. The method of any one claims 16 to 18, wherein the identified location satisfies a first 

criterion specified by the entity, wherein the network resource reference, when activated, 

causes content specified by the entity to be displayed via the user terminal.  

5 20. The method of any one claims 16 to 19, further comprising: 

receiving a search query term provided by the user to the remote search engine, 

wherein the search results from the search engine are provided in response to the 

search query term; and 

wherein the selection criterion includes relevancy related to the search query.  

10 

21. The method of any one of claims 16 to 20, further comprising: 

generating a report indicating that the selected network resource reference was caused 

to appear at the identified location in the at least a portion of the plurality search result items; 

and 

15 transmitting the report to the entity that provided the specification related to the 

selected network resource reference.  

22. The method of any one of claims 16 to 21, wherein the modification is performed 

without the cooperation of the search engine operator.  

20 
23. A computer system adapted to perform the method of any preceding claim.  

24. A computer readable medium having computer-executable instructions adapted to 

cause a computer system to perform a method of any preceding claim.  

25 
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