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construct a fingerprint image using the motion data either alone or to-
gether with the directional data.
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Title: Method and Apparatus for Fingerprint Motion Tracking Using an In-Line
Array

Background
The invention relates generally to technology for sensing and recording
fingerprints and, more particularly to systems, devices and methods for fingerprint

motion tracking alone and in combination with fingerprint image processing.

A number of devices and teéhniques exist for sensing, capturing, and
recdnstructing the image of a fingerprint as it moves across a sensor array.
Though many devices exist tb sense and record an entire fingerprint, partial
fingerprint sensing devices have been developed for small portable devices to save
space. The sensing devices themselves vary widely, and many devices and related
techniques exist for sensitively detecting the presence of the finger surface and
features located on the surface that make up the unique fingerprint of a person.
For example, one common configuration used for'a fingerprint sensing surface

includes CCD (charge coupled devices) or C-MOS circuits. These components

are embedded in a sensing surface to form a matrix of piezoelectric elements that

generate signals in response to pressure applied to the surface by a finger. These

-signals are read by a processor and used to reconstruct the fingerprint of a user

and to verify identification. Other devices include a matrix of optical sensors that

read light reflected off of a person’s finger and onto optical elements The reflected
light is converted to a signal that defines the fingerprint of the finger analyzed and
is used to reconstruct the fingerprint and to verify identification. More modem

devices include static or radio frequency (RF) devices configured to measure the
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intensity of electric fields conducted by finger ridges and valleys to sense and
capture the fingerprint image. Regardless of the method used to sense the
fingerprint, conventional devices and techniques have common drawbacks,
particularly when used in co‘r'nbination with portable electronic devices. These
devices require small componcrit size because of a lack of space and surface area
due to the devices small size, and further require that any power demand be as

small as possible due to limited battery life.

Specifically, devices exist that have a sensing area that is smaller than the
fingerprint area to be imaged. Such devices are greatly desired because they take
up much less space than a full fingerprint sensor. This is a very useful feature for
small portable devices. These sensing devices generally consist of one or more
imaging lines disposed perpendicular to the axis of motion. As the finger surface
is moved across the sensor, portions of the fingerprint are sensed and captured by
the device. These portions are subsequently reconstructed in a mosaic or
overlapping manner. In operation however, current conventional devices have
severe drawbacks. They generally require extensive processing resources for

computing the algorithms and required data for reconstructing fingerprints.

For applications of fingerprint identification devices in portable
electronics, such as laptops and cellular telephones, low power consumption is‘ a
strict requirement. Therefore, it is important to maintain minimal computation
processing in such applicétions. Again, present conventional fingerprint sensor
technology requires a substantial amount of processing, and thus requires a large
amount of power to perform the required tasks for reconstructing fingerprints for
identification. One major problem is that a large amount of pixel information 1s
required to be recorded and matched in a short a mount of time, burdening the
device processor and consuming substantial power. This is a big problem with

small devices, which already have restrictions on power consumption.
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One conventional device is described in U.S. Patent No. 6,002,815 of
Immega, et al. The technique used by the Imméga device is based on the amount
of time required for the finger to travel a fixed distance between two parallel
image lines that are oriented perpendicular to the axis of motion. After a time
history of samples are captured, the speed is determined by finding the time delay
that provides the best match between data from the first line and data to from the
second line. The device captures the entire image of an object and stores the
image line by line. Such an object is illustrated as a photo copy of a document,
and the reference does not suggest a fingerprint or other image. Thus, it is
directed to a device and method for scanning an image passing over a
perpendicular slit pair at a variable speed, as opposed to objects that pass over the
slit pair at a fixed speed. It does not address the problem of excessive processor
power expended to perform the process. Also, the perpendicular lines of the
image are used for determining the speed of the object as it passes through the
perpendicular slit where the image is captured. These recorded lines are also used
in reconstructing the image when the scan is complete. Thus, a large amount of
data is processed and stored in the process. The amount of processing resources
required to calculate the speed at any given moment is immense, where the
resources include time required, calculation by the processor and power demanded

by the processor. Furthermore, this time series approach has the disadvantage that

~ itis not possible to quickly determine an absolute distance of motion by

comparing only the instantaneous data from the two image lines. This is true for
all cases other than for the rare coincidental case where the finger happens to
travel exactly the distance between the image lines during the interval between the
two samples. Another problem arises when the object is moving much slower
than the sample rate of the device. In this case, the number of samples needed to
find a match is substantial. In addition, at slow speeds, the device must compare a
larger number of stored linés in order to find a match. This greatly increases the
computational requirements, placing a substantial burden on the device processor.
Thus, expensive high order proéessors are required for adequate performance and

substantial power is needed to operate such processors.
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Another technique is described in U.S. Patent No. 6289114 of Mainguet.
A device utilizing this method reconstructs fingerprints based on sensing and
recording images taken of rectangular slices of the fingerprint and piecing them
together using an overlapping mosaic algorithm. Like Immega, the technique
described in Mainguet is also computationally burdensome on the device
processor. Furthermore, the Mainguet method requires a substantial amount of
memory as well as a larger number of imaging pixels in order to properly record
the images. Again, this method demands substantial power to perform algorithms,

a big problem for power rationed portable devices.

For accurate fingerprint capture, it is often advantageous to provide a
navigation function with the same device used for fingerprint sensing. The
navigation‘function can provide more functionality in as little area as possible in a
portable device, and provide a more acéurate fingerprint image. However,
conventional devices and methods for navigation require substantial processor
resources, and thus demand more power. In such devices, in order to sense finger

motion, the sensing device must sample the image at a periodic rate that is fast

enough to ensure that a moving feature will be sampled when it passes both the

primary imaging line and the auxiliary line of pixels. As a consequence, the
sensor needs to operate at full imaging speeds, thus consuming full imaging power
while in the navigation mode. Consequently, conventional navigation methods

demand substantial power, and are thus impractical for small devices.

Thus, there exists a great need in the art for a more efficient means to
accurately sense and capture fingerprints on portable devices and also to provi'de
navigation operations without unduly demanding power. As will be seen, the
invention provides a means to overcome the shortcomings of conventional

systems in an elegant manner.
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Brief Description of the Drawings

Figure 1A is a diagrammatic view of a sensor configured according to the
invention;

Figure B is a diagrammatic view of a sensor configured according to the
invention;

Figure 2A is a diagrammatic view of a sensor configured according to the
invention;

Figure 2B is a diagrammatic view of a sensor cdnfigured according tb the
invention;

Figure 2Cis a diégrammatié view of a fingerprint scan result;

Figure 2D is a diagrammatic view bf a fingerprint scan result;

Figure 2E is a diagrammatic view of a sensor configured according to the
invention;

Figure 2F is a diagrammatic view of a sensor configured according to the
invention;

Figure 2G is a diagrammatic view of a sensor configured accordin g to the
invention;,

Figure 3 is a diagrammatic view of a sensor configured according to the
invention; |

Figure 4is a diagfammatic view of a sensor configured according to the
invention‘; ' |

Figure 5A is a diagrammatic view of a sensor configuréd according to the
invention;

Fi gure 5B is a diagrammatic view of a sensor confi gured according to the
invention; o

Figure 6 is a diagrammatic view of a sensor configured according to the

invention;
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Figure 7 is a diagrammatic view of a sensor configured according to the
invention,

Figure 8A is a diagrammatic view of a sensor configured according to the
invention;

Figure 8B is a diagrammatic view of a sensor configured according to the
invention;

Figure 8C is a diagrammatic view of a sensor configured according to the
invention;

Figure 9A is a diagrammatic view ofa sysiem configured according to the
invention;

Figure 9B is a diagrammatic view of a system configured according to the
invention;

Figures 10a-b is are diagrammatic views of a sensor and fingerprint

| configured according to the invention;

Figures 11a-j are diagrammatic views of a sensor and fingerprint

configured according to the invention.

Figure 12 is a diagrammatic view of a sensor and fingerprint configured

according to the invention.

Figure 12B is a flow diagram of method configured according to the
invention;

Figdre 13 is a flow diagram of method configured according to the
invention; and - |

Figure 14 is a flow diagram of method configured according to the

invention.

Detailed Description

The invention is directed to a fingerprint motion tracking method and
system for sensing features of a fingerprint along an axis of finger motion, where

a linear sensor array has a plurality of substantially contiguous sensing elements
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configured to capture substantially contiguous overlapping segments of image

data. A processing element is configured to receive segments of image data

captured by the linear sensor array and to generate fingerprint motion data.
Multiple sensor arrays may be included for generating directional data, The
motion tracking data may be used in conjunction with a fingerprint image sensor

to reconstruct a fingerprint image using the motion data either alone or together

with the directional data,

The invention provides an independent relative motion sensor that does not
require the power demanded by conventional devices. The independent relative
motion sensor includes a linear array of sensing elements that captures a narrow
string of data that is indicative of fingerprint features along a relatively narrow
sample. In operation, the linear sensor array senses and captures fingerprint
features in the form of a string of data signals by first sensing the features in an
initial sensing and capture, and this is followed by one or more subsequent
operations where a sample is taken of a subset of the fingerprint features are
captured again over a known time period. This time period may be predetermined
or measured as time progresses between sensing and capturing of the samples.
Once at least two samples are taken, a subsequent sample is comparedv agaihst a
previous sample to determine the amount shift of the previous sample relative to
the subsequent sample. In one embodiment, a single linear line of sensor pixels is
used to sense a one-dimensional track of fingerprint features, and the signal
sensed by the pixels is converted from an analog signal to a digital signal, where
the features are then represented as a string of digital values. For example, the
ﬁdges of the fingerprint features may be represented as logical ones, and valleys

reépresented as logical zeros.

When compared, the first string of digital values from one sample can be
compared to the second string in a one to one relationship, and a similarity score

can be produced that measures the number of matching values. If there is an
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immediate match, where both strings are substantially identical, then this would
indicate that there Was no movement during the time between which the two
samples were taken. If there is not an immediate match, then this would indicate
that there was some movement, and additional comparisons fnay be needed to
determine the distance traveled. For each comparison, the strings of digital values
can be shifted one or mbre pixels at a time. Once a good match is found, the
distance traveled by the fingerprint is simply the number of pixels shifted times
the distance between the pixels, which may be measured from the center point of

one pixel to the center point of another pixel in the array of pixel sensors for

example.

In one embodiment, a predetermined number of comparisons can be made
along with corresponding similarity scores. The process may then choose the
highest score to determine the most accurate comparison. The number of pixels
that were shifted to get the best comparison can then be used to determine the
distance traveled, since the size of and distance between the pixels can be
predetermined, and the number of pixels can thus be used to measure the distance
traveled by the fingerprint across the motion sensor over the time period of the

motion.

In another embodiment, the process could make comparisons and generate
scores to measure against a predetermined threshold, rather than making a
predetermined number of comparisons. In this embodiment, the similarity score
from each comparison can be measured after the comparison is made. If the score
is within the threshold, then it can be used to indicate the amount of shift from one
sample to another. This can then be used to determine the distance traveled by the

fingerprint across the linear motion sensor.

In one embodiment, generally, the invention provides a fingerprint motion

tracking system and method, where a single linear sensor array is configured to
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sense features of a fingerprint along an axis of finger motion. The linear sensor
array includes a plurality of substantially contiguous sensing elements or pixels
configured to capture a segment of image data that represents a series of
fingerprint features passing over a sensor surface. A buffer is configured to
receive and store image data from the linear sensor array. And, a processing
element is configured to generate fingerprint motion data. The linear sensor array
may be configured to repeatedly sense at least two substantially contiguous
segments of fingerprint data, and the processor can generate motion data based on
at least two sensed contiguous segments of fingerprint data. In operation, the

linear sensor array is configured to sense a first set of features of a fingerprint

- along an axis of finger motion and to generate a first set of image data captured by

a plurality of substantially contiguous pixels of the sensor array. The linear sensor
array is also confi gured to subsequently sense a second set of features of the
fingerprint along an axis of finger motion and to generate a second set of image
data captured by a plurality of substantially contiguous pixels of the sensor array.
The processing element can then compare first and second sets of image data to

determine the distance traveled by the fingerprint over a time interval.

As used herein, linear sensor array is a generic term that relates to a
portioh of sensing elements, whether they'ar‘e pixels in an optical reader, a static
or radio frequency reader that reads electric field intensity to capture a fingerprint
image, piezoelectric components in touch-sensitive circuit fingerprint readers, or
other elements indicative of fingerprint readers, where the elements are used to
sense a portion of the fingerprint, rather than the entire fingerprint. Such sensor
arrays may be configured in a number of ways within a matrix of well known
sensor devicés. For example, several modem configurations are described and
illustrated in pending U.S. Patent Application Number 11/243,100 entitled:
Fingerprint Sensing Aséemblies‘and Methods of Making; U.S. Patent Application

~ Number 11/112,338 entitled: Methods and Apparatus for Acquiring a Swiped

Fingerprint Image; U.S. Patent Application Number 11/107,682, entitled:
Fingerprint Sensing Methods and Apparatus; U.S. Patent Application Number

S
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10/005,643 entitled: Swiped aperture capacitive fingerprint sensing systems and
methods, and other applications that are all assigned to common assignee Validity,
Inc. Also, many other types of sensor matrices exist in the art directed to
capturing fingefprint images. The invention is directed to a novel system, device
and method that is not limited in application to any particular sensor matrix or
array configuration. In fact, the invention can be used in conjunction with or
incorporated into such configurations to improve performance, and further to

reduce the processing resources required to capture and reconstruct images.

According to the invention, the linear sensor is substantially contiguous,
which is to say that tﬁe sensor elements are in a relative proximity to each other so
that a first reading of a portion of fingerprint features can be taken, followed by a
second reading after a short period of time from a relatively stationary position.
The two samples can be compared to determine the relative distance traveled by
the fingerprint surface in relation to the sensor surface. The linear sensor is
configured to merely take a relatively small sample of the fingerprint at one point

in time, then another at a subsequent time. These two samples are used to

determine movement of the fingerprint. T wo or more samples maybe compared

in order to compute direction and velocity of a fingerprint surface relative to the
linear sensing elements. These samples may be linear, as described below and
illustrated in the drawings, so that a linear array of fingerprint features can be
recorded and easily compared to provide a basis for motion, distance traveled over
time. If more than one sensor is employed, it is possible to determine direction of
motion using vector addition with the different linear samples taken. Thus, some
of the functions provided by the invention are a result of taking a linear sample to
give a basis for vector analysis. However, those skilled in the art will understand
that, given the description below and the related drawings, other embodiments are
possible using other configurations of motion sensors, which would not depart
from the spirit and scope of the invention, which is defined by the appended
claims and their equivalents, as well as any claims and amendments presented in

the future and their equivalents.

10
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One useful feature of the invention is that ambiguity in results is
substantiaily prevented. ‘If properly configured, a system configured according to
the invention can consistently produce a result, where at least two samples can be
taken such that the features of one sample overlap with another sample. Then,
comparisons can be made to determine the amount of shift, indicating the amount
of movement of the fingerprint across the linear sensor. In prior art systems and
methods, it is often the case that no result occurs, ‘and a singularity results. Thus,
a user would need to repeat sensing the fingerprint. In some systems, substantial
predictor algorithms have been created in an attempt to compensate or resolve the .
singularity when it occurs. Such applications are very large and demand a good
deal of computation and processing resources, which would greatly bog down a

portable device. According to the invention, sensing motion of a fingerprint is

| substantially certain, where samples taken from the fingerprint surface are

consistently reliable. This is particularly important in navigation applications,
where relative movement of the finger translates to movement of an object such as

a cursor on a graphical user interface (GUI), discussed further below.

In one embodiment, the linear sensor array may be used alone to determine
linear movement of a fingerprint. In another embodiment, the single sensor array |
may be used in conjunctiori with one or more other linear sensor arrays to
determine mdvement in two dimensions. In either embodiment, the linear sensor
arrays are utilized solely for determining motion. If the motion of the analyzed
fingerprint occurs generally along a predetermined axis of motion, the single
linear sensor array can be utilized to sense the velocity of the fingerprint being
analyzed. To capture and record the motion of a fingerprint that is not directed
along a predetermined axis of motion, two or more linear arrays (a plurality of
arrays) can be used together to sense and record such motion, and a processor can

determine the direction and speed of the fingerprint using vector arithmetic.

11
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In yet another embodiment, one or more such linear arrays may be used in
conjunction with a fingerprint sensor matrix to more accurately capture and
reconstruct a fingerprint image. The sensor matrix can be configured to sense and
capture an image of a portion of a fingerprint being analyzed, and the one or more -
linear arrays can provide motion information for use in réconstructing a
fingerprint image. A device so configured would be able to more accurately
sense, capture, record and reconstruct a fingerprint image using less processing

resources than conventional devices and methods.

The primary distinction between the invention and the prior art, Immega
and Mainguet for example, is that the invention separates the analysis of‘motion
from the capturing of the entire fingerprint image. The concept described in
Immega, for example, requires the entire image to be captured and recoded line by
line. The lines are used to both detemljné speed of the object being sensed and
recorded and also calculate the speed of the object as it is passed over the

perpendicular slot. Immega requires immense processing and storage resources to

" sense, capture, record and reconstruct the image, and all of these functions are

carried out by processing the entire lot of image data captured and recorded.
Similarly, a device configured according to Mainguet must capture large portions

of the fingerprint image and requires substantial processing and storage resources

to overlap and match the image mosaics to reconstruct the image. In stark

contrast, the invention provides a means for detecting motion of a fingerprint
separately from the process of capturing a fingerprint image, and uses the motion
information to more efficiently reconstruct the fingerprint image using less

processing and storage resources.

Alternatively, in yet another embodiment, one or more arrays can be used
to generate motion information for use in accurate navigational operations, such
as for use in navigating a cursor on a graphical user interface (GUI). Utilizing the

improved processing functions of the invention, an improved navigation device

12
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can be constructed that is compatible with a portable device that has the power

and processing restrictions discussed above. Examples of such embodiments are

described and illustrated below.

A motion sensor configured according to the invention uses substantially
less space and power compared to conventional configurations for motion sensing,
navigation and fingerprint image reconstruction. Such a configuration can further
provide aid to conventional fingerprint recohstructing processes by better sensing
motion of a finger while it is being analyzed by a sensing device. This allows a
fingérprint sensing device the ability to reconstruct a fingerprint analyzed by a
fingerprint sensor with reduced power. Utilizing the invention, conventional
processes that need to match and construct fragmented images of a fingerprint,
particularly devices that sense and process a fingerprint in portions, can be
optimized with information related to fingerprint motion that occurs while a
fingerprint surface is being read. Also, using this unique motion detection
technology, optimal navigation functions can be provided that demand
significantly less power than conventional devices. Such navigation functions can
enable a low power navigation device to be integrated in a portable device system,'
such as a mouse pad used to move a cursor across a graphical user interface (GUI)
on portable electronic devices including cellular phones, laptop computers,
personal data aésistants (PDAs), and other devices where low power navigation
functions aré desired. A novel system and method are provided that uses
minimal space and processing resources in providing accurate motion detection

from which fingerprint sensors as well as navigation systems can greatly benefit.

A device or system configured according to the invention can be
implemented as a stand alone navigation device, or a device to provide image
reconstruction information for use with a line imaging device that matches and
assembles a fingerprint image. Such a line imaging device may be any imaging

device configured to sense and capture portions of a. fingerprint, whether it

13
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captures individual perpendicular image lines of a fingerprint, or multiple
perpendicular lines. In operation, a motion detection device can operate as a
separate motion detection and/or direction detection device. Alternatively, a
motion detection device can be used in conjunction with a line imaging device to
more accurately and efficiently sense, capture, store and reconstruct a fingerprint
image. A device configured according to the invention may include a single array
of finger ridge sensing pixels or data sensor points centrally located along the
principal axis of motion to be detected, a sampling system to periodically sample
the finger contact across the array, and a computational module or element that
compares two sets of samples collected at different times to determine the
distance traveled while between the two sample timeé. According to the
invention, the motion sensor pfxels do not necessarily need to have the same
résolufion as the line imager. The motion sensor pixels may in fact use a different

sensing technique than the imager.

Again, the invention provides separate operations for detecting motion and
for sensing and capturing a fingerprint image. Thus, the techniques used for the
separate processes can be the same or may be different depending on the
application. Those skilled in the art will understand that different variations of the
sveparatc processes are possible using known techniques and techniques can be
derived without any undue experimentation. Such variations would not depart

from the spirit and scope of the invention.

In another embodiment, the invention provides the capability of multi-axis
motion sensing with additional off-axis sensing arrays. In this embodiment, there
are two or more (a plurality of) sensor arrays for detecting motion, and each axis

is independently measured to determine the component of velocity in that axis.

. The velocity components from the individual axes are used to compute a vector

sum to determine the actual direction and velocity of motion of the finger with

respect to the sensor surface. According to the invention, it is not necessary to

14
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capture the full image of the fingerprint in order to determine the distance traveled
and the velocity. It‘is only necessary to capture a linear sample of fingerprint
features along the line of motion of the fingerprint. In one embodiment, a
plurality of samples, such as two or three samples, are captured by motion sensor
pixels and are used to determine the distance traveled across the axis of motion of
the fingerprint relative to the sensor surface and the velocity at which the motion

occurs. This information can also be used in navigational operations, and can

further be used in combination with a fingerprint imager to aid in reconstructing a

fingerprint image. Utilizing the invention, either application can be configured in
an economical and useful manner. Moreover, the operation of such a sensor or
navigational device can be optimized to consume substantially less power than
conventional devices, which require excessive processor operations for
reassembly of the fingerprint image. And, given the motion information

generated by a system configured according to the invention, the distance traveled

" and velocity of the fingerprint can be used to more accurately and efficiently

reconstruct a full fingerprint.

Aligning the pixels along the axis of motion, rather than perpendicular to
it, enables the use of motion detection algorithms that can be both time-variant
and distance variant. This enables development of algorithms that utilize short
distance measurement over long time periods for low speed motion and longer
distance motion to more accurately measure higher speed motion, thus optimizing

response time and accuracy. Both embodiments share the advantages gained by

- acquiring and comparing multiple spatial measurements of the fingerprint pattern

at each sampling instance. Because multiple samples are taken and compared
simultaneously, effects of sampling error, both due to noise and imprecision in the

sampling of the finger pattern, are minimized. Also, because samples are taken at

multiple locations along the axis of motion simultaneously at each sampling

period, the images from two sampling periods can be compared to detect if there
had been any significant finger motion between the two sample times. One shared

advantage is that both systems are capable of detecting under-samp]ing of the

15
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image being acquired by the liné imager, as a consequence of their ability to

detect motion of multiple pixels in a short time i‘nterval.

An embodiment using a single segmented motion sensor array offers the

- advantage of detecting motion over a shorter range of distance. This provides

faster response time, particularly at low finger speeds that may be encountered in
navigation applications. Because this embodiment is sensitive to single pixel
motion, it provides unique features that may also reduce the memory requirements
for the computational elements. In order to provide a navigation device, as well
as to detect and correct for finger motion that is not completely aligned with the
desired axis, either of the embodiments may be combined in ensembles such that
one sensor is aligned on the axis of motion, and additional sensors aligned at an
angle (such as 22.5 or 30 degrees) to the principal axis of finger motion.

Examples of different embodiments are discussed below.

Referring to Figure 1A, a diagrammatic view of motion detection and
tracking system configured according to the invention is illustrated. An integrated
circuit package 100 is illustrated having circuits and possibly software embedded
(not shown) and electrical connections 101 for integration in and connection with
a system that utilizes the circuit package. Figure 1 illustrates an embodiment of
the invention whcre a finger 104 can move its fingerprint surface 106 against
sensor surface 108 to be read by the sensors 110, 112. These sensors can pick up
movement information of a fingerprint for use in navigational applications, or can
be used in conjunction with an integrated fingerprint sensor surface 108 to
simultaneously captufe and record portions of a fingerprint. Such a system
configured according to the invention may be a stand alone component as shown,
or can be intcgratéd with 6ther circuits for more space and power savings as well

as efficiency. Those skilled in the art will understand that many variations of the
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configuration are possible, and that the invention is not limited to any particular

configuration, but is defined by the claims and all equivalents,

The system further includes a sensor module 102 that is used to sense a
user’s finger 104 fingerprint surface 106 when it is moved across fingerprint
sensing surface 108. As can be seen, the fingerprint sensing surface 108 is
illustrated as a narrow surface that is‘designed to sense and capture portions of a
fingerprint as it is moves across the sensor. These portions can be subsequently
reconstructed according to the invention using motion information from the
motion 5ensors 110,112, Thus, the sensor components illustrated in Figure 1 have
multiple utilities, and can be configured in devices that utilize part or all of such
utilities, whether it is a stand alone motion sensor confi gured to sense movement
and velocity in one direction, a multidirectional motion sensor configured to sense
movement and velocity in several directions, or a combination device configured
to sense motion either in one or more (one or more meaning a plurality of
directions) directions and used in combination with a fingerprint sensor surface
that reads portions' of fingerprints and reassembles the fingerprints using the
motion information from motion sensors. The features and benefits of several
embodiments of the invention are discussed and illustrated bé]bw. Again, these
are intended as mere examples of different embodiments, and are not intended as
an exhaustive set of samples. And again, those skilled in the art will understand
that these and other embodiments of the invention described herein are illustrative
of the invention and are not intended to limit the spirit and scope of the invention,
which is defined by the appended claims and all equivalents, including claims

appended herein upon filing and also those as possibly amended at a later date.

Referring to Figure 1B, a side view of the sensor system of Figure 1A is
illustrated. In operation, the finger 104 is placed by a user onto the sensor surface
107, which includes fingerprint sensing surface 108, so that the fingerprint sensing

surface 108 and the sensor surface 106 are juxtaposed relative to each other, The
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finger 104 and sensor 100 moves in opposite directions A,B, so that the sensor
102 can move across and analyze the fingerprint surface 106. In different.
applications and devices, this interaction may take on many forms. A user may
hold the fingerprint surface stationary so that sensor 102 can move relative to the
fingerprint, similar to the operations of a photocopy machine. Or, if the sensor is
fixed in a surface, such as on the surface of a laptop computer or cellular phone,
the user can move the fingerprint surface 106 by rubbing it against and along the

fingerprint sensing surface 108 so that the sensor 102 can analyze and read the

fingerprint.

Referring to Figure 2A, one practical application of a navigational system -
is illustrated, where a portable device 202, such as a portable music player, a
cellular phone, PDA or other device, has a graphical user interface (GUI) or .
screen 204, a cursor 206 that may appear on the screen that is capable of being
moved across the screen under control of a user navigating a touch-sensitive
cursor 208. The touch sensitive cursor has navigational indicia 210, which may
be merely directional indicators located about sensor 102 that is located within or
about that touch-sensitive cursor that acts as a navigational pad, similar to that of a
mouse pad commonly used on laptop computers. According to the iﬁvention,
such a navigational pad can be greatly enhanced using sensor technology
accordivng to the invention, where directional movement sensors 110,112 are used
to guide the cursor 206 for searching for and selecting indicia such as toolbar
items or icons for opening files, photos and other items when selected. In some
applications, a multi-step sensor can read the fingerprint structures for guidance at
one level, and may select an indicia by pressing harder on the sensor for another
level of sensing. Thus, a user can move the cursor around by lightly pressing on
and moving a finger along the surface, then pressing harder when selecting an
icon, toolbar or other indicia. Utilizing the invention, a more efficient navigation -
tool can be adapted to perform all of these tasks at low power and high accuracy, a

very adaptable feature for portable devices.
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Referring to Figure 2B, another embodiment of the invention is
illustrated ,whére the integrated circuit (IC) chip 114 is separate from the sensor
surface 108(b). In the illustration of Figures 1A and 1B, the sensor surface may .
be located on top of an IC as in many conventional configurations, but with the -
novel array sensors 110,112 of the invention. Figure 2B illustrates a novel
configuration where the sensor surface 108(b) is located on a film 118, ad the IC
116 is located separately, allowing for more flexible and useful applications. As
discussed hereih, the invention can be applied either type of coﬁfi guration, and is
adaptable to any application where motion and direction information may be
useful, such as for capturing and reconstructing fingerprint images or other

applications.

Referring to figure 2C, a sample output of a scanned fingerprint is
illustrated, where the multiple scans, Scan-a through Scan-d, are assembled to
reconstruct the fingerprint image. As can be seen, if the finger and sensor are
merd in the directions A,B, relative to each other, the scanned portions arrive in
order from the finger knuckle location (C) to finger tip location (D), Figure 2a. In
conventional systéms, the portions must be matched and assembled using
processor intensive algorithms that match the overlapping parts of the different
portions. Utilizing the ihvention, the scan pbrtions, such as Scans a-d, can be
assembled using the motion information, where distance and time expended can
be recorded and can together give a velocity factor. This way, reconstruction can
be done in an efficient manner, with low burden on a device’s processor and
power supply. While this example shows an image composed of rectangular

segments, the invention may also be used to construct an image from a series of

single-line images as well. Referring to Figure 2D, another configuration of the

sample output is illustrated, where vertical scans of the image are captured as

Scans a-d. The invention is also adaptable to such a configuration.
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Referring again to Figure 1A, the surface 108 has embedded motion
sensors 112 that, according to the invention, operate to detect the presence and
motion of a fingerprint surface 106 about the sensor surface 108. A single motion
sensor 110, ali gned with a general fingerprint motion direction for detecting
distance traveled by the fingerprint across the sensor over a period of time. This
allows a processor to compute the velocity of the fingerprint over the sensor
surface. In another embodiment, there may be a single motion sensor 110 on the
surface 108, or there may be a plurality, two or more motion sensors 110_,1 12, 0on
the surface 108, depending on the application. The additional sensors 112 may be
used to detect direction of a fingerpn'ht’s motion across the sensor surface. In
practical applications, a user may not move the finger exactly parallel with the
sensor 110. A user may rub the fingerprint surface 106 at an angle with respect to
the axis of the sensor 110. A processor analyzing the velocity of the fingerprint
motion may then end up with an inaccurate velocity reading. This may be
important when the data generated by the sensor is used for reconstructing a
fingerprint, or when the sensor data is used for navigational purposes. According
to this additional embodiment of the invention, the additional sensors 112 can be
used to determine the direction of the fingerprint surface when it is being
analyzed. Using the data captured by the sensors, a processor can apply vector ”
analysis to generate motion information. This motion information can be used in

processes for reconstructing the fingerprint images, or for navigation processes.

- Figures 3-7 discussed below have a similar numbering pattern, where the
sensor surface 107 includes the two other sensing surfaces: fingerprint sensing
surface 108 and motion sensors 110 and 112. The different embodiments, though
similar in general function, are separately identified to differentiate the different
components in‘ the different embodiments. These are intended as mere examples
of different crhbodiments, and are not intended as an exhaustive set of samples.
Again, those skilled in the art will understand that fhese and other embodiments of

the invention described herein are illustrative of the invéntion and do not limit the

spirit and scope of the invention, which is defined by the appended claims and all
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equivalents, including claims appended herein upon filing and also those as

possibly amended at a later date.

According to another embodiment 102(a) of the invention illustrated in

Figure 3, the sensor surface 108(a) may include image sensing elements used for

broadly sensing and recording the fingerprint features. In addition, a motion

sensor 110(a) is included for sensing and recording the motion of the fingerprint.
Such a device may be a single sensor embedded within the two dimensions of the
sensor surface 107(a), with the fingerprint sensing surface 108(a) included for
sensing and recording the full fingerprint. The motion sensors are configured to
separately sense and recording motion information. Here, the sensor surface
107(a) includes a motion sensor 110(a) configured separately from fingerprint
sensing surface 108(a). According to this embodiment, the motion sensor is
separate from the fingerprint sensing surface, though located on the same sensor-
surface. In operation, a fingerprint surface 106 can be moved simultaneously
along motion sensor 110(a) and fingerprint sensing surface 108(a). The motion
information from the motion sensor, such as distance and time traveled over that
distance, can be utilized together with the fingerprint senSing surface as an aid in

reconstructing the separate portions of the fingerprint.

Referring to Figure 4, another embodiment 102(b) of the invention is
illustrated where motion sensors 110(b), 112(b) are located about fingerprint
sensor surface 108(b) within sensor surface 107(b). The motion sensor 110(b) is
located along an anticipated axis of motion of finger 106 with respect to device
100 in directions A,B. Motion sensor 110(b) can sense the distance and time
expended over that distance to determine velocity, which can be used in
reconstructing the fingerprint portions simultaneously captured by fingerprint
sensor surface 108(b). Using the additional motion sensors 112(b), a fingerprint

surface 106 can be sensed and captured even if a user slides the finger at an angle

_ to the axis of the motion sensor 110(b). In fact, given the angles of the additional
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sensors 112(b) with respect to the central axis of the device, the direction of
motion can be computed by a processor using vector addition. Thus, the
direction, distance and time expended during fingerprint surface travel across the
sensors can be used along with the fingerprint pbrtions captured by the fingerprint

sensor to accurately reconstruct the fingerprint image. This can be done with a

fraction of the processing power, and thus less power source power, than

conventional methods and devices known in the prior art. Thus, the invention
provides great utility for fingerprint reconstruction and verification for devices

that have power and processing restrictions.

Referring to figure Sa, yet another embodiment 102(C) of the invention is
illustrated, where the motion sensors 110(C), 112(C) are interleaved with
fingerprint sensor surface 108(C) in a combined component within sensor surface
107(C). Such a configuration can be created in a sensor surface, where the pixels
or data contact points that sense the fingerprint features ére separately read from
the sensors by a processor. For example, in a matrix of sensor pixels or data
contact points, individual points can be singled out in one or more arrays to
operate as motion sensing arrays. In the same matrix, the remaining pixels or data
contact points can form a fingerprint sensor surface for sensing and capturing the
fingerprint image. In operation, a fingerprint can be juxtaposed and moved along
the sensor surface 107(C) along the anticipated axis of motion or at another angle,
and an accurate sense and capture of a fingerprint can be achieved without undue
computation and power load. While the fingerprint sensor surface 108(C) senses
and captures the portions of images of the fingerprint features upon contact with
the fingerprint surface 106, the motion sensors can simultaneously capture motion
information as the features move past the motion sensors. The motion
information can be used in combination with the portions of fingerprint images to
reconstruct the fingerprint image. Referring to Figure 5b, the same configuration
of Figure 5a is illustrated, with a view of the motion sensors shown much smaller
in comparison to the overall sensor surface. In a sensor sufface that is densely |

populated with pixels or data contact points, the relative size of the portion of the
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sensor surface that is covered with the motion sensing arrays are very small
compared to the pixels and data points that make up the fingerprint sensing
surface 108(C), both located within sensor surface 107(C). Thus, the fingerprint
can be sensed and captured without any interference by the interleaved motion
sensing arrays and accurate portions of a fingerprint image can be captured and
accurately reconstructed using the combined information from the fingerprint
sensors and the motion sensors, Utilizing this embodiment, a universal

component can be constructed and utilized for both motion detection and

“fingerprint capture, and the results from both functions can be utilized to produce

an efficient and power thrifty method of sensing, reconstructing and verifying a

fingerprint.

Referring to Figure 6, another embodiment 102(d) of the invention is
illustrated, where a single motion sensor array 110(d) is interleaved within the
fingerprint sensor surface 108(d) of sensor surface 107(d).. Unlike the
embodiment illustrated in Figures Sa, Sb, this embodiment is limited to one
motion sensor array located along the anticipated axis of motion of the finger;
which is anticipated to move in directions A,B with respect to the device 100. In
operation, the interleaved sensor array 110(d) can sense and capture motion
information regarding the motion of the finger across the sensor surface 107(d),
while simﬁltaneously fingerprint sensor surface 108(d) can sense and capture the
fingerprint images for subsequent reconstruction. The information from both

sensors can be used to more accurately reconstruct the fingerprint image.

Referring to F1 gure 7, yet another embodiment 102(e) of the invention is
illusf.rated, where multiple motion sensors 112(e) are interleaved within
fingerprint sensor surface 108(¢). This embodiment is similar to that illustrated in
figures Sa, 5b, but with more motion sensors at various angles. In operation, a
fingerprint can be juxtaposed and moved along the sensor surface 107(e) along the

anticipated axis of motion or at another angle, and an accurate sense and capture
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of a fingerprint can be achieved without undue computation and power load.
While the fingerprint sensor surface 108(e) senses and captures the portions of
images of the fingerprint features upon contact with the fingerprint surface 106,
the motioﬁ sensors can simultaneously capture motion information as the features
move past the motion sensors. The motion information can be used in
combination with the portions of fingerprint images to reconstruct the fingerprint
image. Those skilled in the art will understand that many variations on the
concept of multiple motion sensors embedded or interleaved within the sensor
surface are possible, and that different applications will have varying demands for -

the different sensor features.

Thus, if a user would stroke a fingerprint surface against a motion sensor
surface, the arrays could pick up the motion and direction information, and a
processor could process the information to generate relative motion and direction
information for use in na?i gation,‘such as for a computer mouse. In this example,
a user can move a finger relative to a cursor on a graphical user interface (GUI),
such as a computer screen, a cellular phone, a personal data assistant (PDA) or
other personal device. The navigation sensor could then cause the cursor to move
relative to the fingerprint motion, and a user can navigate across the GUI to
operate functions on a computer or other device. Since the motion of the cursor is
relative to the movement of 't‘he fingerpﬁnt surface against the navigation sensor,
relatively small movements can translate to equal, lesser or even greater distance

movement of the cursor.

One aspect of the invention that is very useful to navigation configurations
is the ability to consistently generate a motion result. As discussed above, the
invention provides a means to substantially ensure a result when a fingerprint
moves across a motion sehsor. This is true for single array motion sensors as well
as multiple array sensors used for two-dimensional motion processing. In a

navigation application, such a configuration can provide accurate and consistent
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motion and directional information that allows for smooth and reliable

‘navigational operations.

Referring to Figure 8A, another embodiment of the invention is illustrated,
where multiple arrays are located on the sensor surface to allow for sensing and
capturing motion and direction information in different directions of fingerprint
travel. The base film 120, which may be a 35mm film or other material, includes
a sensor surface 121 having several motion sensor arrays. Similar to the three
sensor array illustrated in Figure 5A, there are three sensors that fan upward for
detecting motion and direction. In operation, a user typically will stroke over the
sensor in a downward direction, and the three sensors can determine the direction
and speed using vector analysis. However, it may be desired to account for
motion in either an upward or downward direction, and multiple sensors in either
direction would be useful to better capture the information. From an orientation
of a user facing the sensor illustrated in Figure 8(a), the right sensors 122,124 face
the right, and are configured to capture movement toward the right, where either
sensor could capture movement motion from the upper right to the lower left, and
from the upper left to the lower right. Sensors 126,128 could capture up or down
movement, and sensors 130;132 face the left, and are confi gured to capture
movement toward the right, where either sensor could capture movement motion
from the upper right to the lower left. Utilizing the multiple sensors, a sensor
would be more robust, capable of sensing more fingerprint features, and also able
to process more movement and directional information for use in capturing and
reconstructing fingerprint images or for other applications such as navigation.
The angle e occurring between sensor 121 and center horizontal line 134 can be
any angle, such as 30, 45 or 22.5 degrees in order to most effectively capture
movement that is not ali'gned with center sensors 126,128. All off-axis sensors
124,128,130,132 can be set at various ahgles, which can depend on a panicﬁlar

application.
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A

Refen’ing‘to Figure 8B, an even more robust exdmple of a sensor set on
film 136 having a surface 137 located on the film. The sensor 138 is located on
the film surface 137, and includes multiple array sensors 140 that are set at
various angles. In this embodiment, each array may be set at 22.5 degrees fro
adjacent angles, providing a wide vaﬁety of angles at which to sense and capture
motion information. The sensor, similar to that of Figure 8(a) and 2B, has an IC.

chip139 that is separate from the sensor surface 138.

Referring to Figure 8C, a diagrammatic view of multiple array sensors
located on a sensor 142 is illustrated. Sensors 144,144’ are vertical arrays that are
set to capture one axis of motion. Sensors 146,146’ and 150,150" are located off
axis at én angle to sensors 144,144°. Sensors 148,148’ are optional and may be

used in conjunction with the other sensors to gather motion information in a

* horizontal direction with respect to the vertical sensors. In practice, either or all

of these sensors can be utilized by a system to accurately sense and capture
motion and direction information in multiple directions. Again, which sensors to -

use may depend on a particular application and configuration.

In one embodiment, in order to support motion at any arbitrary
angle, sensor arrays may be oriented at approximately 0,30,60,90,120, and
150 degrees. Another more robust system might space them at 22.5 degree
increments, rather than 30. Once motion reaches 180 degrees, the process
can use reverse motion on the zero degree sensor array, and so on. A
device configured in this way would have some of the properties of a
navigation touchpad such as those used in laptop computers, with the

relative motion sensing capability of a computer mouse.

‘Referring to Figure 9A, a diagrammatic view of a sensing device 100

configured according to the invention is illustrated. The device includes a linear

-array 112 such as described in the embodiments above, and also includes a sensor
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element 102 also discussed above. The device further includes sensor coﬁ‘trol
logic 252 configured to conirol the basic operations of the sensor element. The
exact operations of the sensor element governed by the sensor logic control
greatly depends on a particular sensor configuration employed, which may include
such as power control, reset control of the pixels or data contact points, output
signal control, cooling control in the case of some optical sensors, and other basic
controls of a sensor element. Sensor controls are well known by those skilled in
the art, and, again, depend on the particular operation. The device further includes
a readout circuit 254 for reading analog output signals from the sensor element
when it is subject to a fingerprint juxtaposed on the sensor surface 107. The
readout circuit includes an amplifier 256 configured to'amplify the analog signal
so that the it can more accurately be read in subsequent operations. Low pass
filter 258 is configured to filter out any noise from the analog signal so that the
analog signal can be more efficiently processed. The readout circuit further
includes an analog to digital converter 260 that is configured to convert the output
signal from the sensor element to a digital signal that indicates a series of logic 0's
and 1’s that define the sensing of the fingerprint features by the pixels or data
contact points of the sensor surface 107. Such signals may be separately received |
by the motion sensors and the fingerprint sensing surfaces as discussed in the
embodiments above, and may be read out ahd processed separately. The readout
circuit may store the output signal in storage 262, where fingerprint data 264 is

stored and preserved, either temporarily until the processor 266 can process the

- signal, or for later use by the processor. The processor 216 includes arithmetic

unit 268 configured to process algorithms used for navigation of a cursor, such as
that described in connection with navigation features of Figure 2b, and for
reconstruction of fingerprints. Processing logic 270 is configured to process
information and in‘clucies analog to digital converters, amplifiers, signal filters,
logic gates (all not shown) and other logic utilized by a processor. Persistent
memory 274 is used to store algorithms 276 and software applications 278 that are -

used by the processor for the various functions described above, and in more
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detail below. The system bus 280 is a data bus configured to enable

communication among the various components in the system 100.

Figure 10 depicts the operation of the invention as a section 101 of
fingerprint 100 passes over the sensor array 202. Sensor array 202 is comprised -
of a number of imaging pixel elements arranged along the axis of motion of the -
finger with a sufficie‘n‘t pixel density to resolve fingerprint ridges and valleys,
typically 250-500dpi. The pixéls may sense the presence or absence of the
fingerprint ridge through a variety of techniques, such as capacitance, optical
imaging, or mechanical pressure. The array of imaging pixels 202 is sampled at a
predetermined rate, sufficient to ensure that the finger will not travel more than
two pixels in a sample period. Any reasonable time period could be set, but one
example is 500usec. In this émbodiment, the pixgls are configured as a single

extended array, and software may subdivide the larger array into a number of

potentially overlapping windows.

At each sample time, the state of the sense elements is converted to a series
of numerical values from digitized segments 203a, 203b. For the sake of
simplification, digitized segments 203a,203b shows a binary digitization,
indicating presence or absénce of ridge. The sensor values may be encoded with a
higher precision if the chosen sensor methodology allows. Because the two image
samples 203a and 203b were taken along the axis of motion 106 at different times,
they may be sequentially shifted and compared against each other until a match is
found for an absolute distance of motion D in the period between the samples 7,

resulting in a direct finger velocity measurement D/T,

Unlike conventional systems and methods, the system does not have to
accumulate a large time history when no motion is detected between samples 203a
and 203b. It can simply maintain the earlier sample 203a, and perform a new

computation when the next sample is acquired. This is advantageous in the case
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where there is no prior knowledge of the approximate veldcity speed of the finger.
Often in practice, the finger velocity relative to the sensory surface may vary

greatly. The invention eliminates the need for a large buffer of samples to cover a

wide dynamic range of finger speeds.

| A further advantage offered by the invention is the ability to adjust the
sample rate and therefore the distance of motion traveled between samples as a

function of finger velocity. As the finger velocity increases, the number of sample

periods required to traverse between two adjacent pixels decreases. This

effectively decreases the resolution of a velocity measurement. And, as the
uncertainty of the measurement approaches the measurement peridd, all resolution
is lost. Accordingly, in order to maintain the accuracy of the estimated velocity,
the measurement system may adjust the sample rate to optimize the distance
traveled when looking for a match between two frames. For example, requiring
ten pixels of motion at fast finger swipe speeds can ensure a 10% accuracy in
velocity measurements. Conversely, as the finger velocity decreases, the number
of time samples required to travel a significant distance increases. In this case, the
system could decrease the sample rate and feduce the distance traveled for a
match to as little as one pixel. This would provide a significantly more rapid
response to motion changes in navigation applications and would better tract
finger velocity changes used to reconstruct two dimensional images from a one
dimensional sensor. Those skilled in the art will understand that there are various |
methods for changing the sample rate in order to achieve these and other
objectives, and the invention is not limited to any particular method, and
moreover is inclusive of the various known methods as well as methods readily

ascertainable by one skilled in the art without undue experimentation.

Figures 11a and 11b show the digitization results sampled at two instances
203a and 203b as the finger moves in a downward direction 306. In this example,

the finger has traveled downward approximately 7 pixels between samples 303a
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and 303b. Figures 11a-11j illustrate results from a similarity comparison between

samples 203a and 203b that were converted into binary numbers, giving the

following match results:

Pixel Shift Figure 2 Score
0 (a) (9/16) ~.56
1 (b) TSy ~aT
2 ) (9/14) ~.64
3 d) (4/13) ~.31
4 ) (7/12) ~.58
5 () (8/11) ~.73
6 ®) (1/10) = .10
7 (h) (8/9) ~ .89
8 @) (3/8) ~ 38

The match results show a strong correlation with the actual motion of

seven pixels of vertical distance clearly distinguished in just one sample pair, even

though the ridge fr‘equency‘ is fairly uniform for the selected segment of the

fingerprint. It should also be clear to those knowledgeable in the art that the

accuracy of the match would be significantly enhanced by additional levels of

gray scale in the pixel data.

Figures 12a and 12b depict an embodiment of the invention that includes

three linear arrays disposed at different angles to measure motion across a ran ge

of angles from the principal axis (in this case +/- 25 degrees from the main axis).

The central imaging array 301 is augmented with an array 302 oriented at a -25
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dégree angle to the central axis and an array 303 oriented at a +25 degree angle to
the central axis. It will be understood by those skilled in the art that, given this
disclosure, various different‘ang]es of the arrays can be implemented, as well as
different numbers of arrays. In Figure 11a we see the image of a fingerprint at the
initial starting position superimposed on the sensor arrays, and the resulting binary
images 304a,305a, and 306a with the finger in the initial position. In figure 11D,
the finger has moved a short distance at an approximately +25 degree angle shown
between positions 310 and 311, and the resulting binary images are shown in
304b,305b,and 306b. The following table shows the results of binary comparison
for the pairings of 304a/304b,305a/305b,and 306a/306b using the shift and

compare method previously described:

Pixel Shift Score 304 Score 305 Score 306

0 0.38 0.44 0.38
1 ‘ 0.67 0.47 0.67
2 0.64 0.43 0.21
3 0.38 0.54 0.77
4 0.50 0.33 0.50
5 0.82 0.36 0.18
6 - 040 0.60 1.00
-7 0.44 0.44 0.22
8 0.50 ‘ 0.25 0.50

Because the motion principally follows the axis of sensor 303, the
correlation for the pairing 306a/306b is strong at the correct six pixel distance, but
the pairings 304a/304b, and 305a/305b show weak correlation. When the

direction of motion is at an angle between the axes of any two of the sensor
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arrays, a correlation will be found in both of the sensors, and the true motion will

be found by taking the vector sum of the estimates from the two sensors.

The example above covers the simple case where the motion is completely
aligned with one of the sensor axes. In the case of motion that lies between two
axes, the distance a feature travels along a sensor array will be less than the entire
length of the sensor. To detect motion across a range of angles, sensor afrays
must be provided at a series of angles disposed so that a match will be found on at
least two of the sensor arrays. For example, by arranging the arrays in 30 degree
increments across the allowable range of motion axes, it is possible. to ensure that
if there is worst case alignment (i.e. a 15 degree misalignment between the actual
axis of motion an the two sensor arrays on either side of it), an image feature will
still approximately follow the nearest sensor arrays for more than three pixels of
travel. Thus, by sampling the sensor arrays fast enough to ensure that the finger
has not traveled more than three pixels between samples, it is possible to

determine the axis of motion by finding the adjacent pair of sensors with the

“highest correlation, and computing the vector sum of the distances traveled along.

each of them.

Referring to Figure 12(c), a flow chart 1200 is illustrated that shows one
embodiment of a motion sensor process that can be used for simply detecting and
sensing motion, in conjunction with an image sensor for use in reconstructing a
fingerprint image, for use in navigation applications or other applications where
accurate motion sensing is desired. The process begins at step 1202. In step
1204, an initial sample array of a fingerprint is sensed. In step 1204, a second
sample array is sensed after a period of time, t = n. The arrays are converted into
a digital representation of the array of fingerprint Sensors, and a digital string of
digital ones and zeros is used by a processor to determine the relative movement
between the two samplings. In practice, a prédetemn’ned period of time can be
selected, or it can alternatively be measured, where time is measured between the
first and second samples. In either case, once the distance is determined between

the two samples, assuming that movement has occurred, velocity can be
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calculated using the distance traveled divided by the time expended during such
travel. Continuing, in step 1208, the two arrays are compared. In an initial
alignment, referring briefly to Figure 10, the arrays are compared side by side. If
this comparison shows a high correlatidn, then it is indicative of no relative

motion between the fingerprint and the motion sensor.

In step 1210, a similarity score is generated, defining the amount of
correlation between fhc two arrays. This may be in the form of a probability
value, a percentage correlation value, or other mathematical value that can be used
by the processor to determine the best similarity score among different
comparisons. In step 1212, it is determine whether the similarity score falls
within a threshold. In one embodiment, the threshold is a predetermined number

that is decided aqcording to a particular application. In practice, the invention can

- be configured to produce correlations that are of a high value, thus justifyinga

high threshold. Those skilled in the art will understand that such a threshold can

-be determined without undue experimentation, and that is depends on an

application. If the score does not fall within the threshold, then the arrays are
shifted to offset alignment in step 1214. The di.fection of the shifting may be done
according to a predicted direction that a user would be expected to move the |
fingerprint surface across the sensor. If it is not known, or if the design calls for
either direction, then flexibility can be accommodated by shifting the arrays in
multiple directions until an alignment is reached that is within the threshold. In
either case, the process returns to step 1208, where the arrays are compared again.
A new similarity score is generated in step 1210, and the new score is measured
against the threshold. This process can be reiterated until a score passes the

threshold, and could possibly register an error if one is not met over time or a

: pfedetemu'ned number of cycles. In a practical application, the two arrays can be

shifted and processed once for each pixel in one array, since they are equal in
length given that they were taken from the same array. If a score occurs that is
within the threshold, then the distance is estimated in step 1216. This can be done

by simply counting the number of pixels in which the arrays were shifted before a
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score occurs within the threshold, and multiplying this number by the distance

- between pixels, which can be estimated to be the distance between midpoints of

two pixels. The distance can be accurately measured by sampling distances
between individual pixels and groups of pixels in an array, but the exact method

of measurement would depend on the application. Then, the velocity can be

“estimated in step 1218 by dividing the distance traveled by the time expended

during the travel. The process ends at step 1220, where an estimated velocity

value can be generated.

Referring to Figure 13, another flow chart 1300 is illustrated that shows
one embodiment of a motion sensor process that can be used for simply detecting
and sensing inotion, in conjunction with an image sensor for use in reconstructing
a fingerprint image, for use in névigation applications or other applications where
accurate motion sensing is desired. The process begins at step 1302. In step
1304, an initial sample array of a fingerprint is sensed. In step 1304, a second
sample array is sensed after a period of time, t = n. The arrays are converted into
a digital representation of the array of fingerprint sensors, and a digital string of
digital ones and zeros is used by a processor to determine the relative movement
between the two samplings. In practice, a predetermined period of time can be
selected, or it can alternatively be measured, where time is measured between the
first and second samples. In either case, once the distance is determined between
the two samples, assuming that movement has occurred, velocity can be

calculated using the distance traveled divided by the time expended during such

“travel.

Continuing, in step 1308, the two arrays are compared. In an initial
alignment, referring briefly to Figure 10, the arrays are compared side by side. If
this comparison shows a high correlaﬁon, then it is indicative of no relative
rhotion between the fingerprint and the motion sensor. In step 1310, a similarity
score is generated, defining the amount of correlation between the two arrays.

This may be in the form of a probability value, a percentage correlation value, or
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other mathematical value that can be used by the processor to determine the best
similarity score among different comparisons. In step 1312, it is determine
whether the shift is a last shift in a predetermined number of shifts. In practice, it
is practical to shift at least the number of pixels in the array sensor, since both
image arrays are sensed and sampled by the same sensor array. Again, similar to
the process invention embodied in Figure 12, the direction of the shifting may be
done according to a predicted direction that a user would be expected to move the
fingerprint surface across the sensor. If it is not known, or if the design calls for
either direction, then flexibility can be accommodated by shifting the arrays in
multiple directions until an alignment is reached that is within the threshold. If it
is not the last shift, then the array is shifted in step 1314, and the process returns to
step 1308, where the arrays are again compared, a new score is generated in step
1310, and it is again queried whether it is the last shift. If it is the last shift, then

the highest similarity score is chosen in step 1316.

Then the distance is estimated in step 1318. Again, this cén be done by
simply counting the number of pixels in which the arrays were shifted before a
score occurs within the threshold, and multiplying this number by the distance
between pixels, which can bé estimated to be the distance between midpoints of
two pixels. The distance can be accurately measured by sampling distances
between individual pixels and groups of pixels in an array, but the exact method
of measurement would depend on the application. Then, the velocity can be
estimated in step 1320 by dividing the distance tfaveled by the time expended
during the travel. - The process ends in step 1322 where a velocity value can be
generated.

Referring to Figure 14, a flow chart of another embodiment of a
sensor operation is illustrated, where multiple sensors are used to produce
motion information from a navigation sensor. The process begins
Referring to Figure 14, another flow chart 1400 is illustrated that shows
one embodiment of a motion sensor process that can be used for simply

detecting and sensing motion, in conjunction with an image sensor for use
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in reconstructing a fingerprint image, for use in navigation applications or
other applications where accurate motion sensing is desired. The process |
begins at step 1402. In step 1404, initial sample arrays of a fingerprint are
sensed. In step 1404, a second set of sample arrays are sensed after a
period of time, t = n. The arrays are converted into a digital representation
of the array of fingerprint sensofs, and a digital string of digital ones and
zeros is used by a processor to determine the relative movement between
the each of the two samplings from each sensor. In practice, a
predetermined period of time can be selected, or it can alternatively be
measured, where time is measured between the first and second samples.
In either case, once the distance is determined between the two samples,

assuming that movement has occurred, velocity can be calculated using the

| distance traveled divided by the time expended during such travel, and

direction can be determined using vector analysis of the several vectors’

motion information.

Continuing, in step 1408, the two arrays are compared for each
sensor. In an initial alignment, referring briefly to Figure 10, the digital

representation of the arrays of features is compared side by side for each

sensor array. If this initial comparison shows a high correlation, then it is

indicative of no relative motion between the fingerprint and the motion
sensor. In step 1410, a similarity score is generated for each array,
defining the amount of correlation between the two arrays. This may be in
the form of a probability value, a pércentage correlation value, or other
mathematical value that can be used by the processor to determine the best
similarity score among different comparisons. In step 1412, it is determine
whether the shift is a last shift in a predetermined number of shifts. In
practice, it is practical to shift at least the number of pixels in each of the
array sensors, since both image arrays from each sensor is sensed and
sampled by the same sensor array. Again, similar to the process invention

embodied in Figure 12, the direction of the shifting may be done according
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to a predicted direction that a user would be expected to move the
fingerprint surface across the sensor. If it is not known, or if the design
calls for either direction, then flexibility can be accommodated by shifting
the arrays in multiple directions until an alignment is reached that is within
the threshold. If it is not the last shift, then the array is shifted in step
1414, and the process returns to step 1408, where the arrays are again
compared, a new score is generated in step 1410, and it is again queried
whether it is the last shift. If it is the last shift, then the highest similarity
score is chosen in step 1416. In step 1417, the predominant direction of
motion is detérrhjned by selecting the array with the highest similarity
score at its local maximum. The arrays adjacent to the array at the
predominant motion axis are examined to determine if either their
similarity scores exceeds the threshold for a secondary component axis 1
(this threshold is lower than the threshold for the predominant axis).

Then the distance is estimated in step 1418. Again, this can be
done by simply counting the number of pixels in which the arrays were
shifted, and multiplying this number by the distance between pi'Xels, which
can be estimated to be the distance between midpoints of two pixels. The -
distance can be accurately measured by sampling distances between
individual pixels and groups of pixels in an array, but the exact method of
measurement Would depend on the application.

If the similarity score for either of the‘adjacent' afrays exceeds the
threshold and this similarity score occurs at a distance less than the
distance traveled on the predominant axis, then the principal axis of motion
is assumed to lie between the predomjﬁant axis and this second axis. The
angle of motion is then estimated by computing the ratio of distances along
the predominant and secondary axes. The ratio of these distances is
approximately equal to the ratio of the cosines of the angles between the

actual axis of motion and the axes of the two sensor arrays.
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The final estimated distance is computed by taking the distance
measured on the predominant axis sensor and dividing it by the cosine of
the difference between the estimated angle of motion and the angle of the

Sensor axis.

Then, the velocity can be estimated in step 1420 by dividing the
distance traveled by the time expended during the travel. The process

ends in step 1422 where a velocity value can be generated.

The invention may also involve a number of functions to be performed by
a computer processor, such as a microprocessor. The microprocessor may be a
specialized or dedicated microprocessor that is configured to perform particular
tasks by executing machine-readable software code that defines the particular
tasks. The nﬁcroprdcessor may also be configured to operate and communicate
with other devices such as direct memory access modules, memory storage
devices, Internet related hardWare, and other devices that relate to'the transmission
of data in accordance with the invention. The software code may be configured
using software formats such as Java, C++, XML (Extensible Mark-up Language)
and other languages that may be used to define functions that relate to operations
of devices required to carry out the functional operations related to the invention.
The code may be written in different forms and styles, many of which are known
to those skilled in the art. Different code formats, code configurations, styles and
forms of software programs and other means of configuring code to define the
operations of a microprocessor in accordance with the invention will not depart

from the spirit and scope of the invention.

- Within the different types of computers, such as computer servers, that
utilize the invention, there exist different types of memory devices for storin g and
retrieving information while performing functions according to the invéntion.
Cache memory devices are often included in such computers for use by the central

processing unit as a convenient storage location for information that is frequently
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stored and retrieved. Similarly, a persistent memory is also frequently used with
such éomputers for mainté.ining information that is frequently retrieved by a
central processing unit, but that is not often altered within the persistent memory,
unlike the cache memory. Main memory is also usually included for storing and
retrieving larger amounts of information such as data and software applications
configured to perform functions according to the invention when executed by the
central processing unit. Theée memory devices may be confi gured as random
access memory (RAM), static random access memory (SRAM), dynamic random
access memory (DRAM), flash memory, and other memory storage devices that
may be accessed by a central processing unit to store and retrieve information.
The invention is not limited to any particular type of memory device, or any
commonly used protocol for storing and retrievin g information to and from these

memory devices respectively.

The apparatus and method include a method and apparatus for enabling
and controlling fingerprin‘t sensors and fingerprint image data and motion data in
conjunction ‘wit'h the operation of a electronic device where navigation and
fingerprint verification processes are utilized. Although this embodiment is
described and illustrated in the context of devices, systems and related methods of -
imaging fingerprints and navigation features for a portable device, the scope of the
invention extends to other applications where such functions are useful.
Furthermore, while the foregoing description has been with reference to particular
embodiments of the invention, it will be appreciated that these are only illustrative
of the invention and that changes may be made to those embodiments without

departing from the principles of the invention.
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Claims:

1. A fingerprint motion tracking system, comprising:

a linear sensor array configured to sense features of a fingerprint along an axis of finger
motion, the linear sensor array including a plurality of substantially contiguous sensing elements

configured to capture substantially contiguous overlapping segments of image data; and

a processing element configured to receive segments of image data captured by the linear

- sensor array and to generate fingerprint motion data.

2, A system according to Claim 1, wherein the linear sensor array is configured to
repeatedly sense at least two substantially contiguous segments of fingerprint data, and wherein

the processor is configured to generate motion data based on at least two sensed contiguous

segménts of fingerprint data.

3. A system according to Claim 1, wherein the linear sensor array is configured to
repeatedly sense substantially contiguous segments of fingerprint data, and wherein the processor
is configured to generate motion data based on at least two sensed contiguous segments of

fingerprint data.

4, A system according to Claim 3, the system further comprising a fingerprint image
sensor configured to sense portions of a fingerprint image to be reconstructed into a full

fingerprint image using fingerprint motion data.

5. Asystem according to Claim 1, wherein the linear sensor array is configured to
sense a first set of features of a fingerprint along an axis of finger motion and to generate a first
set of image data captured by a plurality of substantially contiguous pixels of the sensor array

and is also configured to subsequently sense a second set of features of the fingerprint along an

 axis of finger motion and to generate a second set of image data captured by a plurality of
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substantially contiguous pixels of the sensor array, and wherein the processing element is

configured to compare first and second sets of image data to determine the distance traveled by

the fingerprint over a time interval.

6. A system according to Claim 1, wherein the linear sensor array is configured to
sense a fi‘rst set of features of a fingerprint along an axis of finger motion and to generate a first
set of image data captured by a plurality of substantially contiguous pixels of the sensor array
and is also configured to subscquehtly sense a second set of features of the fingerprint along an
axis of finger motion and to generate a second set of image data captured by a plurality of
substantially contiguous pixels of the sensor array, and wherein the processing element is
configured to compare first and second sets of image data to determine the velocity of the

fingerprint moving across the sensor array.

7. A system according to Claim 1, further comprising another linear sensor array
configured to sense features of a‘fi‘ngelprint and to generate directional image data captured by a
plurality of substantially contiguous pixels, wherein the processing elefnent is configured to
produce navigation data using the motion data to assemble contiguous image portions aligned

along a second line of motion. -

8. A system according to Claim 1, further comprising another linear sensor array
aligned along another axis of finger motion and configured to sense features of a fingerprint and

to generate directional image data captured by a plurality of substantially contiguous pixels.

9. A system according to Claim 8, further comprising a sensor matrix configured to
capture portions of a fingerprint image, wherein the processing element is further configured to

reconstruct a fingerprint image using the directional data,

10. A system according to Claim 1, further comprising another linear sensor array

aligned along another axis of finger motion and configured to sense features of a fingerprint and
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to generate directional image data and image motion data captured by a plurality of substantially

contiguous pixels.

11. - A system according to Claim 10, further comprising a sensor matrix configured to
capture portions of a fingerprint image, wherein the processing element is further configured to

reconstruct a fingerprint image using the image motion data and image directional data.

12. A system according to Claim 1, further comprising a plurality of linear sensor

arrays configured to sense features of a fingerprint and to generate directional image data

| captured by a plurality of substantially contiguous pixels, wherein the processing element is

configured to produce navigation data using the motion data to assemble contiguous image

portions.

13. A system according to Claim 1, further comprising a fingerprint sensor matrix
configured to sense and capture image portions of a fingerprint, wherein the processing element
is configured to reconstruct a fingerprint image using the motion data to assemble contiguous

image portions,

- 14, . Asystem according to Claim 1; further comprising another linear sensor array
configured to sense features of a fingerprint and to generate directional image data captured by a
plurality of substantially contiguous pixels, and a fingerprint sensor matrix configured to sense
and capture image portions of a fingerprint, wherein the processing element is configured to

reconstruct a fingerprint image using the motion data to assemble contiguous image portions.

15. A system according to Claim 1, wherein the fingerprint motion data includes data

that indicates the distance traveled by a fingerprint.
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16. A system according to Claim 8, wherein the fingerprint motion data includes data

that indicates the direction traveled by a fingerprint.

17. A system according to Claim 8, wherein the fingerprint motion data includes data

that indicates the distance and direction traveled by a fingerprint.

18.. A system according to Claim 1, wherein the fingerprint motion data includes data

that indicates the velocity of a fingerprint relative to the linear sensor array.

19. A system according to Claim 8, wherein the fingerprint motion data includes data

-that indicates the velocity and direction of a fingerprint relative to the linear sensor array.

20. A method of determining motion of a fingerprint surface with respect to a sensor
surface, comprising:
sensing at least two consecutive arrays of a fingerprint image features located along an

axis of motion of the fingerprint surface with respect to the sensor surface;

storing digital data corresponding to the arrays of a fingerprint image features sensed by

the sensing elements; and

processing the digital data to generate fingerprint motion data.

21. A method according to Claim 20, further comprising:

comparing digital data of a series of fingerprint image features with a subsequently sensed

series of ﬁnger’pn’nt image features; and

determining the amount of shift between the series of fingerprint i 1mage features and the

subsequently sensed series of fingerprint image features

22. A method according to Claim 21, further comprising:
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estimating the distance traveled by the fingerprint surface with respect to the sensor
surface by multiplying the pixel shift detected between subsequent images times the physical
distance of the image pixels in the sensor; and

computing the velocity of ‘the fingerprint surface with respect to the sensor surface by
dividing the estimated distance by the time expended between the sensing of the fingerprint

image features and the subsequently sensed fingerprint image features.

23. A method of determining motion of a fingerprint surface with respect to a sensor
sﬁrface, comprising:

collecting a time sequence of image samples from a linear sensory array, wherein each
sample has a series of pixel values corresponding to substantially contiguous fingerprint image

features;

generating a list of similarity match scores by comparing each image sample with a
previous sample;

determining the pixel shift of two image samples having the hi ghest similarity match
score; |

estimating the distance traveled by multiplying the number of pixels in an image sample

times the physical distance between pixels; and

computing a velocity estimate by dividing the estimated distance by the time expended

between collecting the two samples with the highest match score.

24. A method of determining motion of a fingerprint surface with respect to a sensor
surface, comprising:

collecting a time sequence of images values from each of a plurality of linear image

Sensor arrays;

generating separate lists of smulanty match scores for each linear image sensor array by

comparing successively shifted versions of each image sample with a previous sample;
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determining which linear sensor array produced the highést similarity match score to
represent the principal axis of motion;

determining the pixel shift of the linear sensor array that has the highest similarity match
score;

estimating the distance traveled along the principal axis by multiplying the number of
pixels times the physical distance between pixels; and

computing the velocity of the fingerprint surface with respect to the sensor surfacé and

producing a velocity value.

25. A method according to Claim 24, further comprising:

determining the sensor array adjacent to the principal axis that had the next highest
similarity score to represent the secondary axis of motion;

determining the pixel shift of the secondary axis with the highest similarity match score;
and

if the pixel shift of the pixels on the secondary axis is less than the pixel shift of the pixels -
on the primary axis, computing the final velocity and direction as the vector sum of the pixels on

the secondary axis and the pixels on the primary axis.

26. A system for determining the motion of a fingerprint surface with respect to a

sensor surface, comprising:

means for sensing at least two substantially contiguous overlapping arrays of fingerprint
image features located along an axis of motion of the fingerprint surface with respect to the

sensor surface;

means for generating data representing the two substantially contiguous overlapping

arrays of fingerprint image features; and

means for processing the digital data to generate fingerprint motion data.
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27. A system according to Claim 26, further comprising means for repeatedly sensing
at least two substantially contiguous segments of fingerprint data, and means for generating

motion data based on at least two sensed contiguous segments of fingerprint data.

28. A system according to Claim 26, further comprising means for sensing a plurality
of image arrays of a fingerprint and means for generating directional image data captured by a

plurality of substantially contiguous pixels, and means for producing navigation data using the

directional image data.

29, A system according to Claim 26, further comprising:

means for collecting a time sequence of images values from each of a plurality of linear

image Sensor arrays;

means for generating separate lists of similarity match scores for each linear image sensor

array by comparing successively shifted versions of each image sample with a previous sample;

means for determining which linear sensor array produced the highest similarity match

score to represent the principal axis of motion;

means for determining the pixel shift of the linear sensor array that has the highest

similarity match score;

means for estimating the distance traveled along the principal axis by multiplying the

number of pixels times the physical distance between pixels; and
means computing the velocity of the fingerprint surface with respecf to the sensor surface.

means for comparing the generated data with data representing a subsequently sensed

series of fingerprint image features;

means for determining the amount of shift between the series of fingerprint image

- features and the subsequently sensed series of fingerprint image features; and

- means for generating fingerprint motion and direction data.
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30. A system according to Claim 29, further comprising means for sensing portions of

a fingerprint image to be reconstructed into a full fingerprint image using fingerprint motion data.

31. A system according to Claim 20, further comprising sensing portions of a

fingerprint image to be reconstructed into a full fingerprint image using fingerprint motion data.

32. A system according to Claim 29, further comprising sensing portions of a
fingerprint image to be reconstructed into a full fingerprint image using fingerprint motion and

direction data.
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