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Storing Data at a Remote Location Based on Predetermined Criteria

BACKGROUND

[0001] Environmental monitoring systems, such as security cameras,

often use on site data storage. As data and/or time slices are obtained, the data

is directed to the on site storage. A user can retrieve the data on site and view

the data as desired.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings illustrate various examples of the

principles described herein and are a part of the specification. The illustrated

examples are merely examples and do not limit the scope of the claims.

[0003] Fig. 1 is a diagram of an example of a storing system

according to the principles described herein.

[0004] Fig. 2 is a diagram of an example of a maintenance table

according to the principles described herein.

[0005] Fig. 3 is a diagram of an example of a user interface according

to the principles described herein.

[0006] Fig. 4 is a diagram of an example of a method for storing data

at a remote location based on predetermined criteria according to the principles

described herein.

[0007] Fig. 5 is a diagram of an example of a storing system

according to the principles described herein.

[0008] Fig. 6 is a diagram of an example of a storing system

according to the principles described herein.



DETAILED DESCRIPTION

[0009] Storing the data on site poses the risk that the data can be lost

or stolen. For example, a criminal who burglarizes a convenient store after

hours may take the storage data with him. Further, extreme weather, such a

hurricanes and tornados, may destroy data located on site. Also, the storage

capacity on site may be limited such that the just some of the data that is

desired to be collected can be stored locally before the available storage space

is exhausted.

[0010] The principles described herein include a method that allows

an unlimited amount of data to be stored in a safe, secure environment. Such a

method can include obtaining data from a remote sensor, identifying a storage

provider that meets predetermined storage criteria of the data, and uploading

the data to the storage provider.

[001 1] In the following description, for purposes of explanation,

numerous specific details are set forth in order to provide a thorough

understanding of the present systems and methods. It will be apparent,

however, to one skilled in the art that the present apparatus, systems, and

methods may be practiced without these specific details. Reference in the

specification to "an example" or similar language means that a particular

feature, structure, or characteristic described is included in at least that one

example, but not necessarily in other examples.

[0012] Fig. 1 is a diagram of an example of a storing system (100)

according to the principles described herein. In this example, a sensor (102) is

located at a collection site (104). The sensor (102) is in communication with a

storage broker (106). The storage broker (108) is in communication with

multiple storage providers (108, 110, 112). The storage broker (108) is also in

communication with a user interface (11 ) that allows the user to retrieve and

view the collected data.

[0013] The principles described herein may incorporate any

appropriate type of sensor. In some examples, the sensor (102) is a video

camera that captures visual data. Such a video camera may be positioned in a



bank, a convenient store, a gas station, another location, or combinations

thereof for security purposes. In other examples, a video camera may be used

for non-security purposes, such as monitoring weather, traffic, scientific

observations, other purposes, or combinations thereof. In yet other examples,

the sensor may be a thermometer, a pressure sensor, a weather sensor, an

electrical sensor, an electrical resistivity sensor, a digital sensor, an analog

sensor, a nuclear sensor, a porosity sensor, a level sensor, a health monitoring

sensor, a magnetic sensor, another type of sensor, or combinations thereof. In

some examples, the collection site (104) is a fixed location. In other examples,

the collection site (104) is a mobile site. For example, the sensor (102) may be

incorporated in a cell phone or be part of a health monitoring package that is

used to monitor the condition of a mobile patient.

[0014] The storage broker (106) may be a combination of hardware

and program instructions to provide brokering services. The storage broker

(106) may be located on site with the sensor (102), or the storage broker (106)

may be located at a remote location. In some examples, the storage broker

(106) communicates with the sensor (102) wirelessly, through a cable, over the

internet, through a satellite, with another communication mechanism, or

combinations thereof. In some examples, the sensor (102) sends the data to

the storage broker (106) and temporarily stores the data while the storage

broker (106) determines where to send the data for longer term storage. In

some examples, the sensor (102) communicates with the storage broker (106)

to determine where the data should be stored, and the storage broker (106) tells

the sensor (102) where to send the data for storage. In such examples, the

sensor (102) may send metadata or other types of information that describe the

data to be stored. Such a description may include storage criteria, such as the

accessibility desired for the data, the desired retrieval speed for the data, the

length of a time slice of data, the desired reliability of the storage provider, the

insurance of the storage provider, the security level of the storage provider, the

budget for the data, other storage criteria, or combinations thereof.

[001 5] The storage broker ( 106) may weigh each of the

predetermined criteria about the data, and compare those criteria to the storage



providers (108, 110, 112) available for storage. For example, if a time slice of

data is determined to be highly valuable and will likely to be accessed many

times, the storage broker may select a more expensive storage provider on

which to store the highly valuable data than for a different time slice of data that

is less valuable and less likely to be accessed. Further, the storage price of the

storage providers ( 108, 110, 112) may fluctuate day to day. Thus, a storage

provider that did not meet the storage criteria of a time slice of data at one

moment may meet the storage criteria of that time slice at a later moment. The

storage broker (106) may track all of the changes to the storage providers (108,

110, 112) to optimize the storage of the data.

[0016] The data may be sent to the storage broker (106) or directly to

the selected storage provider in batch installments or in real time. In some

examples, data from the sensor is sent to the storage broker on a periodic

basis, and the value and/or storage criteria are predetermined. Such an

example may include a security camera that consistently records data during

certain times and the storage needs of such data are predictable. In examples

where the value and/or storage criteria of a time slice of data is established

before the time slice is recorded by the sensor (102), the storage broker (106)

may determine where to store the data before the data or its related information

is sent to the storage broker (106). In such an example, the storage provider

( 106) may wait until a time that is closer to when the data is ready for storage

before deciding where to store the data to take advantage of last minute price

changes.

[0017] The storage broker (106) may have a pre-negotiated

relationship with one or multiple storage providers to get a bulk rate. Further,

the storage broker (106) may solicit bids from the storage providers to get as

low of a price on storage as possible for the end user. Such a bid system may

work well for data that that is recorded on a predictable basis, such as with

security cameras.

[0018] In some examples, the data is encrypted before it is sent to the

storage broker (106) or to the selected storage provider. Any appropriate type

of transfer protocol may be used in accordance with the principles described



herein. For example, the communications between the sensor (102) and the

storage broker (106) or storage provider may follow a secure socket layer

protocol.

[0019] The storage broker (106) may be authorized by the sensor

(102) to enter into a contract with the storage providers on behalf of the sensor

(102). An account for each sensor may be established to avail the sensors of

the services of the storage broker (106).

[0020] The storage broker (106) may determine where to send each

time slice of data based on a matrix of multiple factors. The matrix may include

cost, reliability, retrieval speed, and other factors. Each time slice, even time

slices from the same sensor, may have different values or criteria. For

example, if a particular store is historically burglarized just between 1:00 a.m.

and 3:30 a.m., a time slice of data from a security camera that covers that time

slice may be assigned a higher value and other types of storage criteria than

other time slices from the same sensor but taken at different times of the day.

Further, with the fluctuating storage prices of the storage providers, the time

slices from a single sensor may be assigned to multiple storage providers.

Such an arrangement may be more economically efficient for the end user.

[0021] To track the multiple storage providers on which the data is

stored, the storage broker (106) may maintain a maintenance table that

associates the sensor, the time slice of data, and the location of the data. In

this manner, the user can retrieve the data by requesting to view the data from

the user interface ( 1 14). The storage broker (106) may retrieve the requested

data for the user by displaying the data in a monitor. The requested data may

include multiple time slices that are stored in different storage providers. A

playing engine may consult with the maintenance table maintained by the

storage provider (106) and retrieve the appropriate time slices such that the

user can view the data in the sequential order without being aware that the

different time slices are being retrieved from different sites.

[0022] In some examples, the user interface ( 1 14) may be in remote

communication with the storage provider (106). Thus, a user may be able to

view the data from any appropriate location. For example, the user may view



the data from a home computer, a mobile device, a public library, a school,

another location, another device, or combinations thereof.

[0023] Thus, in accordance with the principles described herein, the

data can have an unlimited storage space by interfacing with multiple storage

broker (106). Also, the data is stored off site; thus, theft or disasters at the

collection site will not harm the data that has already been stored. Also, by

allowing the storage broker (106) to select between competing storage

providers based on the predetermined storage criteria and the characteristics of

the available storage providers, the total cost to the end user may be cheaper

than storing all of the data in a single location.

[0024] The storage broker (106) may be used to store all of the data

from a sensor (102) or just a portion of the data. In cases where just a portion

of the data is stored through the services of the storage broker (106), some of

the less valuable data may be stored locally where the more valuable data is

stored remotely with the assistance of the storage broker (106).

[0025] Fig. 2 is a diagram of an example of a maintenance table (200)

according to the principles described herein. In this example, the maintenance

table (200) includes a sensor identifier column (202), a time slice identifier

column (204), a time slice start column (206), a time slice end column (208),

and a location column (210).

[0026] In this example, each of the sensors is identified with an

identifier. Such a sensor identifier can assist a user when seeking to retrieve

the time slices for a particular sensor. For example, the user may look up all the

time slices within a particular time period by the sensor. Further, the sensor

identifier helps the displaying engine to retrieve the appropriate time slice from

the appropriate sensor.

[0027] Likewise, each time slice is also identified with another

identifier. Such an identifier further helps to keep the time slices organized and

retrieved correctly. The maintenance table (200) also tracks the start time and

the end time of each of the time slices. This allows the playing engine to

determine the correct sequential order of the time slices for each sensor.



[0028] The location column (210) identifies the location or provides a

mechanism to find the location of the stored time slices. In some examples, the

location column (210) identifies the uniform resource locator (URL) of the time

slice's location. The location column (210) may also provide a link to the

location, provide a symbol that represents the location, provide another

mechanism that assists the playing engine to find the location, or combinations

thereof.

[0029] In this example, the time slice identified with identifier 045 is

stored in a different location than the other time slices that immediately precede

and immediately follow time slice 045. This time slice may include a time period

that has been determined to have a different value than the other time slices,

and is therefore assigned to a different location that reflects that value. In some

examples, time slice 045 may have a similar value as the other time slices, but

time slice 045 may have a different characteristic, such as a faster retrieval time

criteria than the other time slices. In other examples, the other time slices may

have the same or a similar predetermined value as the time slice 045, but at the

time that time slice 045 was ready to be stored, another storage provider offered

a lower price than when the other time slices were ready to be uploaded for

storage.

[0030] Fig. 3 is a diagram of an example of a user interface (300)

according to the principles described herein. In this example, the user interface

(300) is playing time slices. The first time slice (302) is pulled from a first

location (304), and the second time slice (306) is pulled from a second location

(308). The first and second time slices (302, 306) are sequential such that the

end of the first time slice (302) is immediately followed by the start of the second

time slice (306). The user interface (300) plays these time slices by retrieving

the time slices (302, 306) from their different locations in such a manner that is

transparent to the user. For example, the user may request to view a series of

data from 14:00.00 to 15:30.00. The user interface (300) may play this time

segment, which overlaps the transition between the first and second time slices

(302, 306), such that the user is unaware that the time segment includes data

from multiple locations.



[0031] Fig. 4 is a diagram of an example of a method (400) for storing

data at a remote location based on predetermined criteria according to the

principles described herein. In this example, the method (400) includes

obtaining (402) data from a remote sensor, identifying (404) a storage provider

that meets predetermined storage criteria of the data, and uploading (406) the

data to the storage provider.

[0032] The storage criteria may be based on a determined value of a

time slice of the data, on a duration of the time slices to be stored, on a price of

the storage provider, on a reliability of the storage provider, on a retrieval speed

of the storage provider, another storage criteria, or combinations thereof. In

some examples, the data has a budget, and the method includes selecting an

identified storage provider that is the least expensive of the storage providers

that still meets the storage criteria.

[0033] Multiple time slices of data may be uploaded to different

storage providers based on different characteristics of the time slices. To track

the location of each of the time slices, a table may be maintained of a location of

each time slice. By referring to the table, a playing engine may play back the

data from the storage provider by retrieving the time slices from the appropriate

locations in response to a user request. In some examples, the playing engine

plays back the data from the storage provider by playing a first time slice of the

data stored in a first location followed by playing a second time slice of the data

stored in second location that is different than the first location automatically if

the second time slice sequentially follows the first time slice based on the start

and end time stamps.

[0034] A system to implement such a method may include a data

sensor. Such a data sensor may be, but is not limited to a security camera or

temperature monitoring device. The system may also include a user interface

system and storage providers. The sensors can be located at the site of

collection, which may be a home or a business. The user interface can be

located at an unspecified location that is addressable over a network. The

storage system can be located at an unspecified location such that it is

accessible to the user interface. The sensors may send collected data over a



secure network connection to a storage broker and cause the storage broker to

persist the collected data to selected storage providers. Consumers of the

collected data may communicate with the storage system through the user

interface over a secure network connection. The user interface may allow

secure retrieval of recorded collected data by humans or automated systems.

[0035] Such a system has multiple advantages. The collected data is

not subject to theft or damage at the collection site. Also, the collected data

may be retrieved from any physical location that can connect to the user

interface. Further, there is no theoretical limit on size of collected data as cloud

based systems can automatically allocate additional storage space as it is

desired.

[0036] Fig. 5 is a diagram of an example of a storing system (500)

according to the principles described herein. In this example, the storing

system (500) includes an obtaining engine (502), an identifying engine (504), a

determining engine (506), and an uploading engine (506). In this example, the

storing system (500) also includes a table maintenance engine (510) and a

playback engine (512). The engines (502, 504, 506, 508, 510, 512) refer to a

combination of hardware and program instructions to perform a designated

function. Each of the engines (502, 504, 506, 508, 510, 512) may include a

processor and memory. The program instructions are stored in the memory and

cause the processor to execute the designated function of the engine.

[0037] The obtaining engine (502) obtains data from the environment

through sensors. The data can be sent to an identifying engine (504) along with

data that describes the storage criteria of the data. The identifying engine (504)

identifies those storage providers that meet the storage criteria for each time

slice of data.

[0038] The determining engine (506) determines based on the

storage criteria and the identified storage providers where to store the data. If

the identifying engine (504) identifies that a single storage provider meets each

of the storage criteria for a particular time slice, then the determining engine

(506) will determine that the time slice will be stored in that storage provider.

On the other hand, if the identifying engine (504) determines that multiple



storage providers meet the storage criteria of a particular time slice, than the

determining engine (506) will choose between the identified storage providers.

In some examples, the determining engine (506) may select one of the storage

providers based on the least expensive option. In other examples, the

determining engine (506) may weigh another storage criterion higher than other

storage criteria and select between the identified storage providers based on

the highest weighted storage criterion. In response to determining where to

store the time slice, the uploading engine (508) may upload the data to the

selected storage provider.

[0039] The table maintenance engine (510) may maintain a table that

identifies which time slices are stored at which storage provider. In some

examples, the table includes a direct address or link to the storage location

within the storage provider. The table may track identifiers for the time slice and

corresponding sensor. In some examples, the table tracks the start and stop

times of the time slices. While the above examples have been described with

reference to specific types of data that are included in the maintenance table,

any appropriate type of data may be included in accordance with the principles

described herein.

[0040] The playback engine (512) may play the time slices of data

through a user interface in response to a user request. The playback engine

(512) may retrieve the time slices of data from any appropriate location. In

some examples, sequential time slices are from different storage providers

and/or locations. Thus, the playback engine (512) plays time slices sequentially

from multiple locations. In such examples, the playback engine (512) may play

the time slices in such a manner that the user is unaware that the time slices

are coming from different locations. For example, the user may request to play

a time segment of data that spans multiple time slices that are stored in different

locations. The playback engine (512) may present the entire time segment to

the user in a format that displays a single time slider that represents the entire

time segment, which includes at least portions of different time slices from

different locations. As the slider progresses past a transition in time slices

within the overall time segment, the slider may continue seamlessly without



pausing. Further, as a time slice ends and another time slice begins, the

playback engine (512) may continue between the two time slices without a

pause as well. Under such circumstances, the user may not be aware that the

time slices are coming from different locations.

[0041] In some examples, the user will not have access to the

maintenance table. Thus, the user will be unaware of the actual locations of the

time slices or where the divisions in the time slices occur. In other examples,

the user may have access to the maintenance table based on permissions or

other credentials.

[0042] Fig. 6 is a diagram of an example of a storing system (600)

according to the principles described herein. In this example, the storing

system (600) includes processing resources (602) that are in communication

with memory resources (604). Processing resources (602) include at least one

processor and other resources used to process programmed instructions. The

memory resources (604) represent generally any memory capable of storing

data such as programmed instructions or data structures used by the storing

system (600). The programmed instructions shown stored in the memory

resources (604) include a data obtainer (606), a time slice criteria extractor

(608), a storage identifier (610), a storage selector (612), a time slice uploader

(614), a maintenance table updater (618), a time slice player (620), and a time

slice coordinator (622). The data structures shown stored in the memory

resources (604) include a maintenance table (616).

[0043] The memory resources (604) include a computer readable

storage medium that contains computer readable program code to cause tasks

to be executed by the processing resources (602). The computer readable

storage medium may be tangible and/or non-transitory storage medium. The

computer readable storage medium may be any appropriate storage medium

that is not a transmission storage medium. A non-exhaustive list of computer

readable storage medium types includes non-volatile memory, volatile memory,

random access memory, memristor based memory, write only memory, flash

memory, electrically erasable program read only memory, magnetic storage

media, other types of memory, or combinations thereof.



[0044] The data obtainer (606) represents programmed instructions

that, when executed, cause the processing resources (602) to obtain data from

sensors. The time slice criteria extractor (608) represents programmed

instructions that, when executed, cause the processing resources (602) to

extract storage criteria associated with a time slice of data obtained by the data

obtainer (606). The storage provider identifier (610) represents programmed

instructions that, when executed, cause the processing resources (602) to

identify storage providers that meet the storage criteria. The storage provider

selector (612) represents programmed instructions that, when executed, cause

the processing resources (602) to select one of the identified storage providers

for storing a particular time slice of data. The storage provider selector (612)

may follow a selection policy that weighs different storage criteria differently.

Such a selection policy may be established based on user input, be a default

policy, or be part of a learning model. The time slice uploader (614) represents

programmed instructions that, when executed, cause the processing resources

(602) to upload the time slice in response to the selection of a storage provider.

[0045] The maintenance table updater (618) represents programmed

instructions that, when executed, cause the processing resources (602) to

update the maintenance table (616), which tracks the locations of each of the

time slices uploaded to a storage provider. The time slice player (620)

represents programmed instructions that, when executed, cause the processing

resources (602) to play the time slice through a user interface in response to a

user request. The time slice coordinator (622) represents programmed

instructions that, when executed, cause the processing resources (602) to

coordinate the time slices such that the time slice player (620) can play time

slices from different locations in such a manner that the user is unaware that the

time slices are coming from different sources.

[0046] Further, the memory resources (604) may be part of an

installation package. In response to installing the installation package, the

programmed instructions of the memory resources (604) may be downloaded

from the installation package's source, such as a portable medium, a server, a

remote network location, another location, or combinations thereof. Portable



memory media that are compatible with the principles described herein include

DVDs, CDs, flash memory, portable disks, magnetic disks, optical disks, other

forms of portable memory, or combinations thereof. In other examples, the

program instructions are already installed. Here, the memory resources can

include integrated memory such as a hard drive, a solid state hard drive, or the

like.

[0047] In some examples, the processing resources (602) and the

memory resources (604) are located within the same physical component, such

as a server, or a network component. The memory resources (604) may be

part of the physical component's main memory, caches, registers, non-volatile

memory, or elsewhere in the physical component's memory hierarchy.

Alternatively, the memory resources (604) may be in communication with the

processing resources (602) over a network. Further, the data structures, such

as the libraries and may be accessed from a remote location over a network

connection while the programmed instructions are located locally. Thus, the

storing system (600) may be implemented on a user device, on a server, on a

collection of servers, or combinations thereof.

[0048] The storing system (600) of Fig. 6 may be part of a general

purpose computer. However, in alternative examples, the storing system (600)

is part of an application specific integrated circuit.

[0049] The preceding description has been presented only to illustrate

and describe examples of the principles described. This description is not

intended to be exhaustive or to limit these principles to any precise form

disclosed. Many modifications and variations are possible in light of the above

teaching.



CLAIMS

WHAT IS CLAIMED IS:

1. A computer program product for storing data at a remote location

based on predetermined criteria, comprising:

a non-transitory computer readable storage medium that

comprises program instructions that, when executed, causes a

processor to:

obtain data from a remote sensor;

identify a storage provider that meets predetermined

storage criteria of said data; and

upload said data to said storage provider.

2. The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to identify said storage provider based on a determined value of a

time slice of said data.

3. The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to identify said storage provider based on a duration said data is to

be stored.

4. The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to identify said storage provider based on a price of said storage

provider.



The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to identify said storage provider based on a reliability of said

storage provider.

The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to identify said storage provider based on a retrieval speed of said

storage provider.

The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to upload multiple time slices of data to different storage providers

based on different characteristics of said multiple time slices.

The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to maintain a table of a location of time slices of said data.

The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to play back said data from said storage provider.

The computer program product of claim 1, further comprising

program instructions that, when executed, causes said processor

to play back said data from said storage provider by playing a first

time slice of said data stored in a first location followed by playing

a second time slice of said data stored in second location that is

different than said first location automatically if said second time

slice sequentially follows said first time slice based on time

stamps.



A system for storing data at a remote location based on

predetermined criteria, comprising:

an obtaining engine to obtain data from a remote sensor;

an identifying engine to identify storages provider that meet

predetermined storage criteria of said data;

a determining engine to determine which of said storages

providers to store a time slice of said data; and

an uploading engine to upload said time slice to said

storage provider.

The system of claim 11, further comprising a table maintenance

engine to maintain a table that tracks with which storage providers

time slices of said data are stored.

The system of claim 11, further comprising a play back engine to

play back time slices of said data.

The system of claim 13, wherein said play back engine to further

play a first time slice of said data stored in a first location followed

by playing a second time slice of said data stored in second

location that is different than said first location automatically if said

second time slice sequentially follows said first time slice based on

time stamps.

A system for storing data at a remote location based on

predetermined criteria, comprising:

obtaining data from a remote sensor;

identifying storages provider that meet predetermined

storage criteria of said data;

determining which of said storages providers to store a time

slice of said data;



uploading said time slice to said storage provider; and

maintaining a table that tracks with which storage providers

time slices of said data are stored.
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