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NETWORK DEVICES 

CROSS-REFERENCE TO RELATED APPLICATIONS 
[0001] This application claims priority to U.S. Provisional Application 

No. 62/372,081, filed on August 8, 2016. This priority application is herein 

incorporated by reference in its entirety.  

FIELD 
[0002] The present disclosure relate generally to networks. Certain 

embodiments relate to systems, methods and/or devices used within such networks 

wherein at least a substantial portion of a plurality of devices are capable of 

interacting with one or more neighboring devices from the plurality of devices to 

comprise such a network.  

BACKGROUND 
[0003] Networks are utilized in a number of application areas to route 

data and/or other information between devices/nodes within the network. For 

example, star topology networks are used in lighting applications to route data and/or 

other information between lights, switches and sensors. Some networks allow for 

substantially continuous connections by retransmitting messages from access point

to-device until a destination is reached and some networks allow for reconfigurations 

around interferences.  

[0004] One approach is to create a wired set of access points that may 

form a tree, where the leaves are access points. Those routers typically have to be 

able to maintain high speed links to serve a variety of demanding bandwidth and 

low-latency applications (such as video). The access point then uses Wi-Fi,and/or 

BLE to communicate with the end-devices. This approach may be suitable for 

applications like the deployment of surveillance cameras, etc.  

[0005] A different set of emerging applications involves the 

interconnection of predominantly static devices. Spaces that have this form of 

problem are, for example, lighting control, smart grid, home automation, building 

automation, networks of sensors and controllers and ad-hoc network applications.  

[0006] The access point approaches known in the art are constrained 

by resource limitations. The number of devices that an access point may manage is 
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limited. Wiring of the access points also increases the cost of end device 

connectivity.  

[00071 Non time-synchronous mesh networks suffer from inability to 

have more than one, two or five hops for battery-powered devices. This limits 

applications where such mesh networks may be used.  

[0008] Traditional time-synchronous mesh networks suffer from 

limited ability to provide reasonable number of hops and unable to mesh dense 

networks due to internal interference.  

[0009] Traditionally wireless networks typically have at least one 

gateway, access point or router. This often leads to necessity to have specialized 

hardware and also provides a single point of failure and/or security attack.  

[0010] Accordingly, systems, methods and/or devices for addressing 

these and other problems disclosed herein within wireless networks are desirable.  

The present disclosure is directed to overcome and/or ameliorate at least one of the 

disadvantages of the prior art as will become apparent from the discussion herein.  

[0011] It is to be understood that, if any prior art publication is referred 

to herein, such reference does not constitute an admission that the publication forms 

a part of the common general knowledge in the art, in Australia or any other country.  

SUMMARY 
[0012] According to an aspect of the invention there is provided a 

network system comprising a plurality of devices wherein a substantial portion of the 

plurality of devices are capable of transmitting data and/or receiving data; wherein 

the distance between devices allows communication between at least one device and 

at least one other device; and wherein at least a portion of the plurality of devices 

comprising the network system configure themselves based on local network 

information wherein at least one device from the plurality of devices stores 

previous configurations and the network build up time is one or more of the 

following: less than 10 minutes, less than 5 minutes, less than 1 minute, less than 

30 seconds, less than 10 seconds, less than 5 seconds, less than 1 second, less 

than 100 msec, less than 50 msec and less than 10 msec.  

[0013] Certain embodiments relate to a network system comprising a 

plurality of devices wherein a substantial portion of the plurality of devices are 

capable of transmitting data and/or receiving data; wherein the distance between 
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devices allows communication between at least one device and at least one other 

device; wherein the network has substantially no access points and substantially no 

routers; and wherein a substantial portion of the plurality of devices comprising the 

network system are synchronous in time.  

[0014] Certain embodiments relate to a network system comprising a 

plurality of devices wherein a substantial portion of the plurality of devices are 

capable of transmitting data and/or receiving data; wherein the distance between 

devices allows communication between at least one device and at least one other 

device; and wherein the substantial portion of the plurality devices comprising 

the network are synchronous in time and the network is substantially internal 

interference free.  

[0015] According to a further aspect of the present invention there is 

provided a network system comprising a plurality of devices wherein a substantial 

portion of the plurality of devices are capable of transmitting data and/or 

receiving data; wherein the distance between devices allows communication 

between at least one device and at least one other device; wherein the number of 

devices comprising the network is N; and wherein at least one device from a 

plurality of devices comprising the network system stores previous 

configurations and the network build up time is one or more of the following: less 

than 100*N seconds, less than 50*N seconds, less than 10*N seconds, less than N 

seconds, less than 0.5*N seconds, less than 0.l*N seconds, less than 0.01*N 

seconds and less than 0.001*N seconds, where the symbol "*" represents 

multiplication function.  

[0016] Certain embodiments relate to a network system comprising a 

plurality of devices wherein a substantial portion of the plurality of devices are 

capable of transmitting data and/or receiving data; wherein the distance between 

devices allows communication between at least one device and at least one other 

device; and wherein a substantial portion of a plurality of devices comprising 

adjacent networks may be synchronized in time.  

[0017] Certain embodiments relate to a method for configuring at least 

a portion of the plurality of devices to comprise a network based on local network 

information; wherein a substantial portion of the plurality of devices are capable of 

transmitting data and/or receiving data; and wherein the distance between devices 

allows communication between at least one device and at least one other device; 
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[0018] Also disclosed are computer programming instructions adapted 

to cause a processing system to carry out these methods which may be embodied 

within a non-transitory computer readable storage medium.  

[0019] As well as the embodiments discussed in the summary, other 

embodiments are disclosed in the specification, drawings and claims. The summary 

is not meant to cover each and every embodiment; combination or variations are 

contemplated with the present disclosure.  

BRIEF DESCRIPTION OF FIGURES 
[0020] These and other features, aspects, and advantages of the present 

disclosure will be better understood with regard to the following description, 

appended claims, and accompanying figures where: 

[0021] Figure 1 illustrates exemplary embodiment of a maintenance 

channel with allocated time slots for transmission and reception of one or more of 

the following: beacons, network information, join requests and configuration 

responses.  

[0022] Figure 2 illustrates exemplary embodiment of local network 

information.  

[0023] Figure 3 illustrates exemplary embodiment of process of device 

joining a network.  

[0024] Figure 4 depicts an exemplary embodiment of network with 

multiple routes.  

[0025] Figure 5 depicts an exemplary embodiment of process of device 

sending a join request to join the network.  

[0026] Figure 6 illustrates an exemplary embodiment of network 

configuration after a substantial portion of devices has joined the network.  

[0027] Figure 7 depicts an exemplary embodiment of networks with 

relay.  

[0028] Figure 8 depicts an exemplary embodiment showing data 

injected to and received from the network.  

[0029] Figure 9 illustrates an exemplary embodiment of packet before 

and after discarding the data.  

[0030] Figure 10 illustrates an exemplary embodiment of configuration 

where devices configured to report in different cycles.  
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[00311 Figure 11 depicts an exemplary embodiment of an 

acknowledgement packet.  

[0032] Figure 12 depicts an exemplary embodiment of adjacent 

channelinterference.  

[0033] Figure 13 depicts an exemplary embodiment of devices joining 

a network.  

[0034] Figure 14 depicts an exemplary embodiment of a plurality of 

devices comprising a network after devices joined the network.  

[0035] Figure 15 depicts an exemplary embodiment of a wireless 

lighting control system.  

[0036] Figure 16 depicts an exemplary embodiment of mixed wired 

and wireless lighting control system.  

[0037] Figure 17 depicts an exemplary embodiment of asset 

management system and/or people tracking system.  

DETAILED DESCRIPTION 
[0038] The present disclosure is described in further detail with 

reference to one or more embodiments, some examples of which are illustrated in the 

accompanying drawings. The examples and embodiments are provided by way of 

explanation and are not to be taken as limiting to the scope of the disclosure.  

Furthermore, features illustrated or described as part of one embodiment may be 

used by themselves to provide other embodiments and features illustrated or 

described as part of one embodiment may be used with one or more other 

embodiments to provide further embodiments. The present disclosure covers these 

variations and embodiments as well as other variations and/or modifications.  

[0039] The term "comprise" and its derivatives (e.g., comprises, 

comprising) as used in this specification is to be taken to be inclusive of features to 

which it refers, and is not meant to exclude the presence of additional features unless 

otherwise stated or implied.  

[0040] Certain embodiments disclosed herein may be mesh networks, 

wireless networks, networks that have both wired devices/nodes and wireless 

devices/nodes. The networks may comprise devices wherein a substantial portion of 

the devices are wireless. The networks may comprise devices wherein a first portion 

of the devices are wireless and a second portion of the devices are wired.  
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[0041] As used herein, a substantial portion of a plurality of devices 

means 40% of the plurality of devices, 50% of the plurality of devices, 70% of the 

plurality of devices, 80% of the plurality of devices, 90% of the plurality of devices, 

95% of the plurality of devices, 99% of the plurality of devices or 100% of the 

plurality of devices.  

[0042] As used herein, a substantial portion of a plurality of devices 

means between 40% to 60% of the plurality of devices, between 50% to 70% of the 

plurality of devices, between 60% to 80% of the plurality of devices, between 70% 

to 90% of the plurality of devices, between 80% to 100% of the plurality of devices 

or between 90% to 100% of the plurality of devices.  

[0043] As used herein, substantially no routers means that amount of 

routers in the network is one or more of the following: zero, one, two, between 

0.001% to 0.01%, between 0.01% to 0.1% and between 0.1% to 1% of a plurality of 

devices comprising a network.  

[0044] As used herein, substantially no access points means that 

amount of access points in the network is one or more of the following: zero, one, 

two, between 0.001% to 0.01%, between 0. 0 1% to 0.1% and between 0.1% to 1% of 

a plurality of devices comprising a network.  

[0045] As used herein, internal interference means that a first device of 

a plurality of devices comprising a network transmits data to a second device of the 

plurality of devices comprising the network and a third device of the plurality of 

devices comprising the network transmits data to a fourth device of the plurality of 

devices comprising the network; and distance between the first device of the 

plurality of devices comprising the network and the fourth device of the plurality of 

devices comprising the network allows communication between the first device of 

the plurality of devices comprising the network and the fourth device of the plurality 

of devices comprising the network; and the fourth device of the plurality of devices 

comprising the network fails to receive the data from the third device of the plurality 

of devices comprising the network due to jamming from the first device of the 

plurality of devices comprising the network.  

[0046] As used herein, substantially internal interference free 

network means a plurality of devices comprising a network, wherein probability 

of interference from at least one device from the plurality of devices comprising 

the network is 0%, between 0% to 0.00001%, between 0.00001%, to 0.0001%, 

between 0.0001%, to 0.001% and between 0.001%, to 0.01%.  
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[00471 As used herein, network build up time means a time at which 

a number of devices comprising a network is at least 70%, 80%, 90%, 95% or 

99% of a plurality of devices that may comprise the network.  

[0048] Time synchronization.  

[0049] As used herein, synchronize and/or synchronize in time and/or 

time synchronization means: at least two devices perform an action at substantially 

the same time and/or at least two devices reference substantially the same time.  

[00501 As used herein, action means one or more of the following: 

interrupt, MPU instruction, turning receiver on, turning receiver off, turning 

transmitter on, turning transmitter on, turning oscillator on, turning oscillator off and 

another action.  

[00511 As used herein, neighbors of a device from a plurality of 

devices means a portion or a substantial portion of devices from the plurality of 

devices wherein the distance between the device from the plurality of devices and the 

substantial portion of the portion or the substantial portion of devices from the 

plurality of devices allows communication between the device from the plurality of 

devices and the substantial portion of the portion or the substantial portion of devices 

from the plurality of devices.  

[0052] In certain embodiments, substantially the same time may mean 

that time difference between at least two actions is no greater than 1 part per million 

(ppm), 5 ppm, 10 ppm, 20 ppm, 30 ppm, 50 ppm or 100 ppm.  

[0053] In certain embodiments, substantially the same time may mean 

that time difference between at least two actions is between 1 to 5 ppm, 5 to 10 ppm, 

10 to 20 ppm, 10 to 30 ppm, 20 to 50 ppm or 40 to 100 ppm.  

[0054] In certain embodiments, substantially the same time may mean 

that time difference between at least two actions is no greater than 1 microsecond, 5 

microseconds, 10 microseconds, 50 microseconds, 100 microseconds, 200 

microseconds, 500 microseconds, 1 millisecond, 2 milliseconds, 5 milliseconds or 10 

milliseconds.  

[0055] In certain embodiments, substantially the same time may mean 

that time difference between at least two actions is between 1 to 5 microseconds, 5 to 

10 microseconds, 10 to 50 microseconds, 50 to 100 microseconds, 50 to 200 

microseconds, 100 to 500 microseconds, 500 microseconds to 1 millisecond, 1 to 2 

milliseconds, 2 to 5 milliseconds or 5 to 10 milliseconds.  
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[0056] Certain embodiments disclosed herein may be directed to a 

plurality of devices comprising a mesh network, a wireless network or networks 

where a first portion of the devices are wired and a second portion of the devices are 

wireless, wherein a substantial portion of the plurality of devices are synchronized in 

time.  

[00571 In certain embodiments, time synchronization may be achieved 

by one or more of the following means: by device listening on one or more RF 

channel(s) and adjusting it's clock based on one of the following: start of a frame, 

start of a synchronization sequence, reception of predefined number of symbols 

of the synchronization sequence, start of data, end of the frame, end of the 

synchronization frame and receiving predefined number of data symbols.  

[0058] As used herein, adjacent networks means a plurality of devices 

comprising a first network and at least one second plurality of devices comprising at 

least one second network, wherein at least one device from the first network and at 

least one device from the at least one second network are within the distance that 

allows communication between the at least one device from the first network and the 

at least one device from the at least one second network.  

[0059] In certain embodiments, a substantial portion of a plurality of 

devices comprising adjacent networks may be synchronized in time. At least one 

device from the plurality of devices comprising adjacent networks may be elected to 

act as clock master. Clock master devices may send messages at substantially regular 

intervals and those messages may be used by at least a portion of the plurality of 

devices comprising adjacent networks to synchronize their clocks.  

[0060] In certain embodiments, a clock master election process may 

involve the following: at least one device from a plurality of devices comprising a 

network offers itself as clock master; at least one device from the plurality of devices 

comprising a network may fill in a voting packet by setting a bit corresponding to a 

network address of the at least one device from the plurality of devices comprising 

the network; the at least one device from the plurality of the devices comprising the 

network may vote for a new clock master if the at least one device from the 

plurality of devices comprising the network has not received one or more of the 

following packets originated by one or more of previous clock masters: a 

predefined number of consecutive packets, 50% of the predefined number of 

consecutive packets, 75% of the predefined number of consecutive packets, 90% 
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of the predefined number of consecutive packets, between 50% to 75% of the 

predefined number of consecutive packets, between 60% to 90% of the predefined 

number of consecutive packets, between 80% to 100% of the predefined number 

of consecutive packets and a predefined number of packets within a predefined 

time interval.  

[0061] Maintenance channel and beacons 

[0062] In certain embodiments, a device from a plurality of devices 

comprising a second network may receive a beacon that may contain first network 

timing information from a device from a plurality of devices comprising a first 

network. The device from the plurality of devices comprising the second network 

may send the first network timing information to the second network clock master.  

The second network clock master may resynchronize the second network so that the 

second network is synchronized with the first network.  

[0063] In certain embodiments, RF channel may mean one of more of 

the following: narrow band RF channel, wideband RF channel and ultra wide band 

RF channel. Other suitable RF channels may be used.  

[0064] In certain embodiments, at least one device from a plurality of 

devices comprising a network may initiate data transmission based on one or more of 

the following: internal clock, crystal based clock, RC oscillator and external 

oscillator.  

[00651 In certain embodiments, a device from a plurality of devices 

comprising a network may learn rate and direction of crystal drift for given 

temperature and may compensate for crystal drift. In other embodiments the device 

from the plurality of devices comprising the network may record one or more of the 

following: direction of the drift, rate of the drift and temperature.  

[0066] In certain embodiments, a substantial portion of a plurality of 

devices comprising a network may use dedicated maintenance channel to transmit 

beacon information. The beacon information may contain one or more of the 

following: network identification, cycle number and time period length. Beacon 

information may be encrypted. The substantial portion of the plurality of devices 

comprising the network may be preconfigured with encryption and/or decryption 

key.  

[0067] In certain embodiments, encryption and/or decryption keys may 

be loaded into a portion of a plurality of devices comprising a network using Public 

Key cryptography.  

18607900_1 (GHMaters) P106572.AU



10 

[00681 In certain embodiments, encryption and/or decryption keys may 

be loaded into a substantial portion of a plurality of devices comprising a network 

using Public Key cryptography.  

[0069] In certain embodiments, substantial portion of a plurality of 

devices that may join a network may be preconfigured with encryption and/or 

decryption key.  

[0070] In certain embodiments, encryption and/or decryption keys may 

be loaded into a portion of a plurality of devices that may join a network using 

Public Key cryptography.  

[0071] In certain embodiments, encryption and/or decryption keys may 

be loaded into substantial portion of a plurality of devices that may join a network 

using Public Key cryptography.  

[0072] In certain embodiments, a portion of a plurality of devices 

comprising a network may transmit beacon information on maintenance channel at 

predefined times and/or time interval.  

[0073] In certain embodiments, number of devices from a plurality of 

devices comprising a network transmitting beacon information on maintenance 

channel may be at least 10%, 20%, 30%, 50%, 70%, 90% or 100% of the plurality of 

devices comprising the network.  

[0074] In certain embodiments, beacon information may be sent as 

clear text and may be signed. Signing the network information may help to reduce 

the severity of denial of service (DoS) attacks. Signing the network information may 

be done by using AES-128, AES-256, AES-512 or any other block signing method.  

[0075] In certain embodiments, a portion of a plurality of devices 

comprising a network transmitting beacon information on maintenance channel may 

transmit the beacon information at one or more of the following times: randomly 

selected time, prescribed time, randomly selected offset within a time slot, prescribed 

offset within a time slot, time derived by applying a mathematical formula and offset 

within a time slot derived by applying a mathematical formula.  

[0076] In certain embodiments, maintenance channel may be CDMA 

sequence.  

[0077] In certain embodiments, maintenance channel may be FDD 

sequence.  

[0078] In certain embodiments, maintenance channel may be 

UWCDMA sequence.  
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[00791 In certain embodiments, RF channel may be CDMA sequence.  

[0080] In certain embodiments, RF channel may be FDD sequence.  

[0081] In certain embodiments, RF channel may be UWCDMA 

sequence.  

[0082] In certain embodiments, maintenance channel may be shared 

with data channel.  

[0083] In certain embodiments, maintenance channel may be multiple 

channels.  

[0084] In certain embodiments, beacon information may be included in 

a data packet. A device from a plurality of devices that may join a network may 

retrieve beacon information by one or more of the following means: scanning at least 

one maintenance channel, scanning at least one data channel, scanning between 0 to 

10% of available channels, scanning between 10% to 30% of available channels, 

scanning between 20% to 50% of available channels, scanning between 40% to 80% 

of available channels, scanning between 50% to 90% of available channels, scanning 

between 60% to 90% of available channels and scanning between 80% to 100% of 

available channels.  

[00851 In certain embodiments, a device may store one or more of the 

following: all received beacon information, portion of received beacon information, 

substantial portion of received beacon information, all received beacon information 

from all devices from a plurality of devices comprising a network, all received 

beacon information from portion of devices from the plurality of devices comprising 

the network, portion of received beacon information from the portion of devices 

from the plurality of devices comprising the network and substantial portion of 

received beacon information from the portion of devices from the plurality of 

devices comprising the network 

[0086] Figure 1 illustrates an exemplary embodiment of a maintenance 

channel with allocated time slots for transmission and reception of one or more of 

the following: beacons, network information, join requests and configuration 

responses. Time interval 1 may be comprised of at least one timeslot. Time interval 1 

may be repeated in time. A substantial portion of a plurality of devices comprising a 

network may transmit beacons during time interval 2. In certain embodiments, a 

portion of the plurality of devices comprising the network may transmit local 

network information packet during time interval 3. In certain embodiments, a 

substantial portion of devices from a plurality of devices that may join a network 
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may transmit join requests during time interval 4. In certain embodiments, at least 

one device from the plurality of devices comprising the network may respond to join 

requests during time interval 5.  

[0087] Local network information.  

[0088] Certain embodiments are directed to a plurality of devices, 

wherein at least portion of the plurality of devices may comprise a network based on 

local network information. Local network information may contain one or more of 

the following: information about neighbors of at least one device from the plurality 

of devices and RF conditions around the at least one device from the plurality of 

devices and/or around neighbors of the at least one device from the plurality of 

devices. The local network information may be obtained by one or more of the 

following means: preprogrammed in a device from the plurality of devices, receiving 

beacon, receiving local network information packet, listening to RF channels and 

listening to at least one RF channel during at least one timeslot based on at least one 

received local network information packet.  

[0089] In certain embodiments, local network information packet may 

contain information about occupied time-slots and signal strength (RSSI) at those 

time slots. In certain embodiments, local network information packet may also 

contain information about a configuration and repeat timeslots of a device from a 

plurality of devices comprising a network.  

[0090] In certain embodiments, local network information packet may 

be transmitted by portion of a plurality of devices comprising a network.  

[0091] In certain embodiments, a portion of a plurality of devices 

comprising a network transmitting local network information packet may be 10%, 

20%, 40%, 60%, 80%, 90% and 100% of the devices from the plurality of devices 

comprising the network.  

[0092] In certain embodiments, a portion of a plurality of devices 

comprising a network transmitting local network information packet may be between 

10% to 20%, 20% to 40%, 40% to 60%, 60% to 80%, 70% to 90% and 80% to 100% 

of the devices from the plurality of devices comprising the network.  

[0093] In certain embodiments, network information packet may be 

encrypted.  

[0094] In certain embodiments, network information packet may be 

sent as clear text and signed.  
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[00951 In certain embodiments, network information packet may be 

transmitted with higher power than data packets.  

[0096] Figure 2 illustrates an exemplary embodiment of local network 

information 2 of a device 1 from a plurality of devices comprising a network that 

may contain one or more of the following: occupied time-slots 3 by the device 1 

from the plurality of devices comprising the network, signal strength (RSSI) of 

occupied timeslots 4, noise level 5 of the timeslot. The exemplary local network 

information 2 of the device 1 from the plurality of devices comprising the network 

may be derived at least in part from an exemplary network information packet 6 

received from device 7 from the plurality of devices comprising the network.  

[0097] In certain embodiments, network information packet may also 

contain device number in the routed tree and/or number of children.  

[0098] In certain embodiments, a device may scan a portion, a 

substantial portion or all of the frequency channels and update local network 

information.  

[0099] Network formation 

[00100] Figure 3 illustrates an exemplary embodiment of a process of 

device joining a network. Variations to the exemplary embodiment of the process of 

device joining a network are apparent to those skilled in the art.  

[00101] In certain embodiments, a device that wants to join a network 

or a network route may select a device from a plurality of devices comprising the 

network by using one or more of the following criteria: randomly, highest RSSI, 

lowest number in the chain, power source and a number of children devices in a 

routed tree. The device that wants to join the network may send a join request to the 

device from the plurality of devices comprising the network.  

[00102] In certain embodiments, the power source may be one or more 

of the following: AC power, battery power, solar power and power form energy 

harvesting.  

[00103] In certain embodiments, a network route may be a path to 

deliver a message to or from a device.  

[00104] In certain embodiments, a device from a plurality of devices 

comprising a network may have M network routes, wherein the device may have M 

links, M-1 links or M-N links, where N is between 1 to M/2, 1 to 3*M/4, 1 to M/3 

and 1 to M/4, where the symbol "*" represents multiplication function.  
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[001051 Figure 4 depicts an exemplary embodiment of a network with 

multiple routes. The depicted exemplary embodiment of the network contains route 1 

and route 2. Multiple routes may include portion of devices comprising the network, 

substantial portion of devices comprising the network, and/or all devices comprising 

the network.  

[00106] In certain embodiments, multiple routes may be used to reduce 

message error rate and/or packet error rate of a link to a device by at least a factor of 

between 1.01 to 1.5, 1.5 to 2, 1.8 to 2.5, 2 to 3, 2.5 to 3.5, 3 to 5 and 4 to 6.  

[00107] In certain embodiments, multiple routes may be used to 

increase the probability of successfully delivering message to or from a device by at 

least factor of between 1.01 to 1.5, 1.5 to 2, 1.8 to 2.5, 2 to 3, 2.5 to 3.5, 3 to 5 and 4 

to 6.  

[00108] In certain embodiments, a device may be part of N routed trees 

within a network. The device may have M links and M may be less or equal than N.  

[00109] Figure 5 depicts an exemplary embodiment of a process of 

device sending a join request to join a network.  

[00110] In certain embodiments, if configuration response is not 

received, than a device may wait for one or more of the following before repeating 

join request process: random periods of time, substantially random periods of time, 

random number of cycles, substantially random number of cycles, predefined 

number of cycles or substantially predefined number of cycles.  

[00111] Figure 6 illustrates an exemplary embodiment of a network 

configuration after a portion of a plurality of devices has formed the network. In the 

exemplary embodiment UP packet may include an acknowledgement for receiving 

DOWN packet. In the exemplary embodiment of the network configuration device 1 

is a parent to device 2, device 2 is a parent to devices 3 and 4. The table numbered 5 

in figure 6 depicts exemplary timeslot allocation of the portion of plurality of devices 

that formed the network.  

[00112] In certain embodiments, DOWN and/or UP packet may be 

followed by an acknowledgement. In certain embodiments, the acknowledgement 

may be included in the next UP packet and/or the next DOWN packet. In certain 

embodiments, the acknowledgement may be transmitted within 100 usec, 200 usec, 

500 usec, 1 msec and 2 msec after receiving UP and/or DOWN packet.  

[00113] In certain embodiments, device seeking to joint a first network 

may send a request to join the first network through a relay device residing on a 
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second network. The relay device residing on the second network may join the first 

network for the purpose of being a relay for the device seeking to joint the first 

network. Figure 7 depicts exemplary network 1 and network 2 with relay 3.  

[00114] In certain embodiments, device capabilities may include one or 

more of the following: power source, battery size, receiver current consumption, 

transmitter current consumption and MPU current consumption.  

[00115] In certain embodiments, device needs may include one or more 

of the following: device type, command size, response size, preferred time between 

commands and preferred time between responses.  

[00116] In certain embodiments, join request may include one or more 

previous configurations. Cycle numbers may be used as timestamps for previous 

configurations.  

[00117] In certain embodiments, join request may include spectrum 

analysis of the RF space. An example of the spectrum analysis may be one or more 

of the following: average noise in portion of channels, average noise in a substantial 

portion of channels, average noise in all channels, maximum noise in a portion of 

channels, maximum noise in substantial portion of channels and maximum noise in 

all channels.  

[00118] In certain embodiments, join request may include one or more 

of the following information about a device that may join a network or network 

route: capabilities, needs, at least one previous configuration and spectrum analysis 

of the RF space.  

[00119] In certain embodiments, information in the join request may be 

used by a device from the plurality of devices comprising a network, receiving the 

join request, to create the configuration for the device that may join a network. The 

join request may include capabilities and/or needs of the device that may join the 

network.  

[00120] In certain embodiments, a device may discard a packet if 

between 90% to 100%, 80% to 100%, 60% to 90% and 50% to 80% of the 

information in the packet is substantially similar to information in at least one 

previously received packet, wherein the information in the packet may be identified 

as substantially similar by one or more of the following: comparing substantially 

entire message, comparing portion of the message, comparing message 

cryptographic signature, comparing portion of the message cryptographic signature 
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and calculating hash function of the message and comparing it to hash functions of 

previous messages.  

[00121] In certain embodiments, configuration response may contain 

network specific parameters. Network specific parameters may include one or more 

of the following: allow or disallow battery powered devices to send beacons, 

maximum number of children, minimum RSSI for parent selection, set of available 

channels and virtual to real channels mapping or function.  

[00122] In certain embodiments, a device from a plurality of device 

comprising a network or a route that fails to receive a predefined number of 

substantially consecutive UP and/or DOWN packets may listen to beacons and 

resynchronize to the network or the route.  

[00123] In certain embodiments, a portion or substantial portion of a 

plurality of devices comprising a network may store a configuration in FLASH and 

at least one device from the portion or substantial portion of the plurality of devices 

comprising the network may continue to use the configuration after the at least one 

device from the portion or substantial portion of the plurality of devices comprising 

the network is powered up and/or synchronized on the network after receiving a 

beacon.  

[00124] Figure 13 depicts an exemplary embodiment of joining device 7 

and device 8 to a network comprised of devices 1-6. Communication distance 9 of 

device 7 is shown as a circle. The table numbered 10 in figure 13 shows timeslot 

allocation within the exemplary embodiment. The table numbered 11 in figure 13 

shows local network information of device 7.  

[00125] Figure 14 depicts an exemplary embodiment of a plurality of 

devices 1 to 8 comprising a network after device 7 and device 8 joined the network 

comprised of the plurality of devices 1 to 8. Communication distance 9 of device 7 is 

shown as a circle. The table numbered 10 in figure 14 shows timeslot allocation 

within the exemplary embodiment. The table numbered 11 in figure 14 shows local 

network information of device 7.  

[00126] Data handling 

[00127] In certain embodiments, at least one device from a plurality of 

devices comprising a first network may be used to inject command into the first 

network from a second network or send a packet from the first network to the second 

network, wherein the second network may be wireless network, wired network 

and/or cloud based network.  
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[00128] Figure 8 depicts an exemplary embodiment showing data 

injected to and received from a network. In the exemplary embodiment, device 1 has 

an address 0x1234, command to device 1 is injected via device 2 and data from 

device 1 is received via device 3.  

[00129] In certain embodiments, a device may have multiple group 

and/or application encryption and/or decryption keys. The device may decide which 

application the packet belongs to by successfully matching signature of the packet.  

[00130] In certain embodiments, if a packet is between 90% to 100%, 

80% to 100% or 70% to 95% full and a device from a plurality of devices 

comprising a network has data to send, the device from the plurality of devices 

comprising the network may skip one or more packets. If one or more of the next 

packets is substantially full, than the device from the plurality of devices comprising 

the network may discard data or substantially portion of the data from another 

substantially random or substantially predefined device from the plurality of devices 

comprising the network and replace it with the data to send. Figure 9 illustrates an 

exemplary embodiment of a packet before (1) and after (2) discarding the data.  

[00131] In certain embodiments, a device may request additional repeat 

timeslots.  

[00132] In certain embodiments, portion or substantial portion of a 

plurality of devices comprising a network may learn one or more of the following 

information: average data rates, minimum data rates and peak data rates. At least one 

device from the portion or substantial portion of the plurality of devices comprising 

the network may use the one or more of the above information to add or refuse to 

add more devices to the network.  

[00133] Figure 10 illustrates an exemplary embodiment of a 

configuration where devices configured to report in different cycles. In the 

exemplary embodiment of the configuration device 1 is configured to report in cycle 

1, device 2 is configured to report in cycle 2, device 3 is configured to report in cycle 

3, device 4 is configured to report in cycle 4 and device 5 is configured to report in 

cycle 6. Such a configuration may be achieved by the first device sending a 

configuration to the second device, where the first device reports on cycle N and the 

configuration makes the second device to report on cycle N+1 modulo predefined, 

substantially predefined or random number.  

[00134] Figure 11 depicts an exemplary embodiment of an 

acknowledgement packet. Device 1 sets acknowledgement bit 3 and device 2 sets 
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acknowledgement bit 4. The acknowledgement packet may be used to indicate 

received or not received command or data. Acknowledgement bit may be set when 

device receives a new command. A device that injected the command may reset 

the acknowledgement bit.  

[00135] In certain embodiments, device injecting a command may 

retransmit the command until it's successfully acknowledged.  

[00136] Adjacent channel 

[00137] In certain embodiments, device may lower the RF sensitivity 

level. Lowering RF sensitivity level may be beneficial to substantially avoid adjacent 

channel interference. Figure 12 depicts an exemplary embodiment of adjacent 

channel interference. In the exemplary embodiment, device 4 receives a transmission 

from device 5 with signal strength of -60 dBm. In the exemplary embodiment, device 

4 receives a transmission from device 1 on an adjacent channel with signal strength 

of -90 dBm. If the transmission from device 1 is received prior or substantially prior 

to the transmission from device 5, device 4 may receive the transmission from device 

1 and miss a transmission from device 5. In the exemplary embodiment, limiting 

device 4 sensitivity to -80 dBm may eliminate the adjacent channel jamming 

problem.  

[00138] In certain embodiments, a synchronization preamble may be 

assigned to a first channel and the orthogonal preamble may be assigned to a second 

channel. This may solve the adjacent channel problem.  

[00139] Exemplary non limiting applications 

[00140] In certain embodiments, a portion or substantial portion of a 

plurality of devices comprising a network may be acting as beacons (for example 

iBeacons) to determine micro location. In certain embodiments other methods may 

be employed to determine macro-location and beacons may be used to determine 

micro-location. Beacons may be synchronous to avoid mutual interference.  

[00141] In certain embodiments, at least one tag may transmit a signal 

and a portion of a plurality of devices comprising a network may receive the signal 

and the signal strength may be used to determine the location of the at least one tag.  

Tags may be synchronous to avoid mutual interference.  

[00142] In certain embodiments, devices may be LiFi access points and 

be interconnected through mesh network. Devices may use one or more of LiFi 

communication methods to communicate within the mesh network.  
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[00143] Devices and/or sensors that may be used with certain 

embodiments includes, for example, current sensors, light sensors, humidity sensors, 

pressure sensors, gas sensors, chemicals sensors, proximity sensors, movement 

sensors, magnetic (hall effect) sensors, radiation sensors, cameras, scanners, 

sprinkles, heater controllers, pump controllers, air-conditioning controllers, water 

supply controllers or combinations thereof. In certain embodiments of the disclosed 

technology, a device may perform multiply functions, for example, the device may 

include one of more of the following: measure something, control another device 

(using dry contacts, wired or wireless communication protocol), monitor something, 

report measured data back, report anomalies, accept and execute control commands.  

[00144] Certain embodiments may involve controlling cameras, wherein 

one of the purposes may be 3D face and / or body recognition.  

[00145] Certain embodiments may involve deploying sensors to monitor 

ice levels. Sensors may also be positioned at one or more of the following intervals: 

sufficient intervals, suitable intervals, and combinations of distances such as 5m, 

10m, 30m, 50m, 200m and 500m. A network may have one or more gateways to 

transmit the information using other communication methods. Other communication 

methods may be one or more of the following: 3G, 4G, LTE, SatComm, WiFi, 

WiMax, Ethernet and optical cable.  

[00146] Certain embodiments may involve deploying road markers.  

Road markers may be positioned at one or more of the following intervals: sufficient 

intervals, suitable intervals, and combinations of distances such as 1m, 3m, 5m, 10m, 

30m, 50m, 200m and 500m.  

[00147] Certain embodiments are directed to systems, methods and/or 

devices that may be used to manage energy usage related functions over an area that 

is being managed. In certain embodiments, at least a portion of the received data 

from a plurality of sensors may be used to perform one or more of the following: 

generate energy consumption reports, predict future energy usage of the area, create 

at least one computer generated behavioral patterns for the area, optimize 

environmental conditions of the area and learn about and/or create pattern of 

environmental preferences of occupants of the area.  

[00148] Exemplary non limiting lighting control example 

[00149] Figure 15 depicts an exemplary embodiment of a wireless 

lighting control system. The exemplary embodiment shows a plurality of lights with 
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wireless controls 1 to 8, wireless switches 11 and 12, motion sensor 16 and wireless 

touch screen 15 comprising a network with a first route 13 and a second route 14.  

[00150] In certain embodiments, switches and/or motion sensor may 

control at least a portion of a plurality of lights and cause the portion of the plurality 

of lights to perform one or more of the following actions: turn at least one light of the 

portion of the plurality of lights on, turn at least one light of the portion of the 

plurality of lights off, change the brightness of at least one light of the portion of the 

plurality of lights to a predefined level, change the colour temperature of at least one 

light of the portion of the plurality of lights to a predefined colour temperature and 

change the colour of at least one light of the portion of the plurality of lights to a 

predefined colour.  

[00151] In certain embodiments, touch screen may control at least a 

portion of a plurality of lights and cause the portion of the plurality of lights to 

perform one or more of the following actions: turn at least one light of the portion of 

the plurality of lights on, turn at least one light of the portion of the plurality of lights 

off, change the brightness of at least one light of the portion of the plurality of lights, 

change the colour temperature of at least one light of the portion of the plurality of 

lights and change the colour of at least one light of the portion of the plurality of 

lights.  

[00152] In certain embodiments, at least a portion of a plurality of lights 

may perform different actions at different times and/ or days and/or days of the 

week.  

[00153] In certain embodiments, touch screen can be used to program at 

least one function of at least a portion of a plurality of lights.  

[00154] Figure 16 depicts an exemplary embodiment of mixed wired 

and wireless lighting control system wherein the wireless lighting control system is 

based on at least one of the embodiments described herein. The exemplary 

embodiment shows a plurality of lights with wireless controls 1 to 8, wireless 

switches 11 and 12, motion sensor 16, wireless touch screen 15 and a gateway 17 

comprising a network with a first route 13 and a second route 14. The exemplary 

embodiment shows wired control system comprised of gateway 17, lights 18 and 19 

and switch 20.  

[00155] In certain embodiments, wired control system may be one or 

more of the following: DALI, C-Bus, DSI, DMX, KNX and Modbus.  
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[00156] In certain embodiments, gateway may support one or more of 

the following: wireless system of one or more of the embodiments described herein, 

DALI, C-Bus, DSI, DMX, KNX, ZigBee, Z-wave and Modbus.  

[001571 In certain embodiments, gateway may be connected to the 

cloud by one or more of the following means: Ethernet, WiFi, 3G modem, 4G 

modem, LTE modem, NB-LTE modem and SatComm modem.  

[00158] In certain embodiments the lighting control may be one or more 

of the following: embedded into the light fitting, embedded into a light, embedded 

into a ballast, a module connected to the ballast and a module connected to the light.  

In certain embodiments the ballast may be one or more of the following: DALI, C

Bus and other ballast.  

[001591 In certain embodiment light and/or light fitting may incorporate 

one or more of the following: motion sensor, temperature sensor, PIR sensor, current 

sensor and light sensor. In certain embodiment sensor data may be used for 

preventive maintenance.  

[00160] Exemplary non limiting asset management and people tracking 

example 

[00161] Figure 17 depicts an exemplary embodiment of asset 

management system and/or people tracking system based on a wireless lighting 

control system. The exemplary embodiment shows a plurality of lights with wireless 

controls 1 to 8, wireless switches 11 and 12, motion sensor 16 and wireless touch 

screen 15 comprising a network with route 14. In the exemplary embodiment at least 

one light of the plurality of lights listens on at least one predefined channels, wherein 

the at least one predefined channel may be one or more of the following: Bluetooth 

channel, BLE channel, ZigBee channel and other RF channel. In the exemplary 

embodiment wireless tag 13 may transmit a packet. The packet may be transmitted at 

one or more times: periodically, randomly, at predefined times and during a 

predefined time interval. Wireless tag 13 may transmit the packet on at least one 

predefined channels, wherein the at least one predefined channel may be one or more 

of the following: Bluetooth channel, BLE channel, ZigBee channel and other RF 

channel. The packet may contain one or more of the following: identification 

number, short identification number, hash of identification number, battery level, 

URL, RFID address and preprogrammed number. The at least one light of the 

plurality of lights that listens on the at least one predefined channel may receive the 

packet and may record the signal strength of the received packet. The recorded signal 

18607900_1 (GHMaters) P106572.AU



22 

strength may be used to determine tag location. Maximum signal strength may be 

used to determine tag location. The tag may be carried by at least one personnel.  

[00162] In certain embodiments, RFID reader may be embedded in the 

light fittings and the tag may be RFID tag.  

[00163] Exemplary non limiting remote site monitoring example 

[00164] Figure 18 depicts an exemplary embodiment of remote site 

monitoring wherein equipment 1 and 2 are connected through a wired system 5 and 

equipment 7, 8 and 10 are connected through wired system 9; and wherein wireless 

devices 3, 4, 1 and 10. The wireless network may relay data between wired system 5 

and wired system 9. Equipment 1 and/or 7 and/or 4 may be a gateway and may be 

connected to the cloud by one or more of the following means: Ethernet, WiFi, 3G 

modem, 4G modem, LTE modem, NB-LTE modem and SatComm modem.  

[001651 Other Exemplary Non-limiting Embodiments 

[00166] Examples A 

[001671 Example Al. A network system comprising a plurality of 

devices wherein a substantial portion of the plurality of devices are capable of one or 

more of the following: transmitting data and receiving data; wherein the distance 

between devices allows communication between at least one device and at least one 

other device; and wherein at least a portion of the plurality of devices comprising the 

network system configure themselves based on local network information.  

[00168] A2. The network system of example Al, wherein the network 

has substantially no access points and substantially no routers; and wherein a 

substantial portion of the plurality of devices are synchronous in time.  

[00169] A3. The network system of one or more of examples Al and 

A2, wherein the substantial portion of the plurality devices are synchronous in 

time and the network is substantially internal interference free.  

[00170] A4. The network system of one or more of examples Al to A3, 

wherein at least one device from the plurality of devices stores previous 

configurations and the network build up time is one or more of the following: less 

than 10 minutes, less than 5 minutes, less than 1 minute, less than 30 seconds, 

less than 10 seconds, less than 5 seconds, less than 1 second, less than 100 msec, 

less than 50 msec and less than 10 msec.  

[00171] A5. The network system of one or more of examples Al to A4, 

wherein the number of devices is N; wherein at least one device from the plurality 
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of devices comprising the network system stores previous configurations and the 

network build up time is one or more of the following: less than 100*N seconds, 

less than 50*N seconds, less than 10*N seconds, less than N seconds, less than 

0.5*N seconds, less than 0.l*N seconds, less than 0.01*N seconds and less than 

0.001*N seconds.  

[00172] A6. The network system of one or more of examples Al to A5, 

wherein at least one device from the plurality of devices dynamically adjusts 

packet error rate and/or message error rate through repeat timeslots and/or 

modulation and/or alternative routes.  

[001731 A7. The network systems of one or more of examples Al to 

A6, wherein a substantial portion of the plurality of devices comprising at least one 

adjacent network are synchronized in time.  

[00174] A8. The network system of one or more of examples Al to A7, 

wherein at least one device from the plurality of devices comprising the network 

system estimates crystal drift.  

[00175] A9. The network system of one or more of examples Al to A8, 

wherein at least one device from the plurality of devices comprising the network 

system has multiple group and/or application encryption and/or decryption keys; and 

wherein at least one device from the plurality of devices comprising the network 

system decides which application a packet belongs to by successfully matching a 

signature of the packet.  

[00176] Examples B 

[00177] B1. A network system comprising a plurality of devices 

wherein a substantial portion of the plurality of devices are capable of one or 

more of the following: transmitting data and receiving data; wherein the distance 

between devices allows communication between at least one device and at least 

one other device; and wherein the substantial portion of the plurality devices 

comprising the network are synchronous in time and the network is substantially 

internal interference free.  

[00178] B2. The network system of the example Bl, wherein at least a 

portion of the plurality of devices configure themselves based on local network 

information.  

[00179] B3. The network system of one or more of examples Bl and 

B2, wherein the network has substantially no access points and substantially no 
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routers; and wherein a substantial portion of the plurality of devices are synchronous 

in time.  

[001801 B4. The network system of one or more of examples B1 to B3, 

wherein at least one device from the plurality of devices stores previous 

configurations and the network build up time is one or more of the following: less 

than 10 minutes, less than 5 minutes, less than 1 minute, less than 30 seconds, 

less than 10 seconds, less than 5 seconds, less than 1 second, less than 100 msec, 

less than 50 msec and less than 10 msec.  

[001811 B5. The network system of one or more of examples B1 to B4, 

wherein the number of devices comprising the network is N; wherein at least one 

device from the plurality of devices comprising the network system stores 

previous configurations and the network build up time is one or more of the 

following: less than 100*N seconds, less than 50*N seconds, less than 10*N 

seconds, less than N seconds, less than 0.5*N seconds, less than 0.l*N seconds, 

less than 0.01*N seconds and less than 0.001*N seconds, where the symbol"*" 

represents multiplication function.  

[00182] B6. The network system of one or more of examples B1 to B5, 

wherein at least one device from the plurality of devices may dynamically adjust 

packet error rate and/or message error rate through repeat timeslots and/or 

modulation and/or alternative routes.  

[001831 B7. The network systems of one or more of examples B1 to B6, 

wherein a substantial portion of a plurality of devices comprising at least one 

adjacent network may be synchronized in time.  

[00184] B8. The network system of one or more of examples B1 to B7, 

wherein at least one device from a plurality of devices comprising the network 

system may estimate crystal drift.  

[00185] B9. The network system of one or more of examples B1 to B8, 

wherein at least one device from the plurality of devices comprising the network 

system may have multiple group and/or application encryption and/or decryption 

keys; wherein the wherein at least one device from the plurality of devices 

comprising the network system may decide which application a packet belongs to by 

successfully matching a signature of the packet.  

[00186] Examples C 
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[001871 C1. A method for configuring at least a portion of a plurality of 

devices to comprise a network based on local network information; wherein a 

substantial portion of the plurality of devices are capable of transmitting data and/or 

receiving data; and wherein the distance between devices allows communication 

between at least one device and at least one other device.  

[00188] C2. The method of the example C1, wherein a substantial 

portion of the plurality of devices comprising the network is synchronous in time 

and the network is substantially internal interference free.  

[00189] C3. The method of one or more of examples Cl and C2, 

wherein at least one device from the plurality of devices comprising the network 

system stores previous configurations and the network build up time is one or 

more of the following: less than 10 minutes, less than 5 minutes, less than 1 

minute, less than 30 seconds, less than 10 seconds, less than 5 seconds, less than 

1 second, less than 100 msec, less than 50 msec and less than 10 msec.  

[00190] C4. The method of one or more of examples Cl to C3, wherein 

the number of devices comprising the network is N; wherein at least one device 

from the plurality of devices comprising the network system stores previous 

configurations and the network build up time is one or more of the following: less 

than 100*N seconds, less than 50*N seconds, less than 10*N seconds, less than N 

seconds, less than 0.5*N seconds, less than 0.l*N seconds, less than 0.01*N 

seconds and less than 0.001*N seconds, where the symbol "*" represents 

multiplication function.  

[00191] C5. The method of one or more of the examples Cl to C4, for 

at least one device from the plurality of devices comprising the network system 

to dynamically adjust packet error rate and/or message error rate through repeat 

timeslots and/or modulation and/or alternative routes.  

[00192] C6. The method of one or more of examples Cl to C5, wherein 

a substantial portion of a plurality of devices comprising at least one adjacent 

network may be synchronized in time.  

[00193] C7. The method of one or more of examples Cl to C6, for at 

least one device from the plurality of devices comprising the network system to 

estimate crystal drift.  

[00194] C8. The method of one or more of examples Cl to C7, for at 

least one device from the plurality of devices comprising the network system to 
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decide which application the packet belongs to by successfully matching a signature 

of a packet; wherein the network system may have multiple group and/or application 

encryption and/or decryption keys.  
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CLAIMS 

1. A network system comprising: a plurality of devices wherein a 

substantial portion of the plurality of devices are capable of one or more of the 

following: 

transmitting data and receiving data; wherein the distance 

between devices allows communication between at least one device and at least one 

other device; and 

wherein at least a portion of the plurality of devices comprising 

the network system configure themselves based on local network information; 

and 

wherein at least one device from the plurality of devices 

stores previous configurations and a network build up time is one or more of the 

following: less than 10 minutes, less than 5 minutes, less than 1 minute, less than 

30 seconds, less than 10 seconds, less than 5 seconds, less than 1 second, less 

than 100 msec, less than 50 msec and less than 10 msec 

2. The network system of claim 1, wherein the network has 

substantially no access points and substantially no routers; and wherein a substantial 

portion of the plurality of devices are synchronous in time.  

3. The network system of one or more of claims 1 and 2, wherein 

the substantial portion of the plurality devices are synchronous in time and the 

network is substantially internal interference free.  

4. The network system of one or more of claims 1 to 3, wherein 

the number of devices is N; wherein at least one device from the plurality of 

devices comprising the network system stores previous configurations and the 

network build up time is one or more of the following: less than 100*N seconds, 

less than 50*N seconds, less than 10*N seconds, less than N seconds, less than 

0.5*N seconds, less than 0.l*N seconds, less than 0.01*N seconds and less than 

0.001*N seconds.  
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5. The network system of one or more of claims 1 to 4, wherein 

at least one device from the plurality of devices dynamically adjusts packet error 

rate and/or message error rate through repeat timeslots and/or modulation and/or 

alternative routes.  

6. The network systems of one or more of claims 1 to 5, wherein a 

substantial portion of the plurality of devices comprising at least one adjacent 

network are synchronized in time.  

7. The network system of one or more of claims 1 to 6, wherein at 

least one device from the plurality of devices comprising the network system 

estimates crystal drift.  

8. The network system of one or more of claims 1 to 7, wherein at 

least one device from the plurality of devices comprising the network system has 

multiple group and/or application encryption and/or decryption keys; and wherein at 

least one device from the plurality of devices comprising the network system 

decides which application a packet belongs to by successfully matching a signature 

of the packet.  

9. A network system comprising: 

a plurality of devices wherein a substantial portion of the plurality of 

devices are capable of one or more of the following: transmitting data and 

receiving data; 

wherein the distance between devices allows communication between at 

least one device and at least one other device; 

wherein at least a portion of the plurality of devices comprising the 

network system configure themselves based on local network information; 

wherein the number of devices is N; and 

wherein at least one device from the plurality of devices comprising the 

network system stores previous configurations and a network build up time is one 

or more of the following: less than 100*N seconds, less than 50*N seconds, less 

18607900_1 (GHMatters) P106572.AU



29 

than 10*N seconds, less than N seconds, less than 0.5*N seconds, less than 0.1*N 

seconds, less than 0.01*N seconds and less than 0.001*N seconds.  

10. The network system of claim 9, wherein the network has 

substantially no access points and substantially no routers; and wherein a 

substantial portion of the plurality of devices are synchronous in time.  

11. The network system of claim 9 or 10, wherein at least one 

device from the plurality of devices stores previous configurations and the 

network build up time is one or more of the following: less than 10 minutes, less 

than 5 minutes, less than 1 minute, less than 30 seconds, less than 10 seconds, 

less than 5 seconds, less than 1 second, less than 100 msec, less than 50 msec and 

less than 10 msec.  

12. The network system of any one of claims 9 to 11, wherein 

the substantial portion of the plurality devices are synchronous in time and the 

network is substantially internal interference free.  

13. The network system of any one of claims 9 to 12, wherein at 

least one device from the plurality of devices dynamically adjusts packet error 

rate and/or message error rate through repeat timeslots and/or modulation and/or 

alternative routes.  

14. The network systems of any one of claims 9 to 13, wherein a 

substantial portion of the plurality of devices comprising at least one adjacent 

network are synchronized in time.  

15. The network system of any one of claims 9 to 14, wherein at 

least one device from the plurality of devices comprising the network system 

estimates crystal drift.  

16. The network system any one of claims 9 to 15, wherein at 

least one device from the plurality of devices comprising the network system has 

multiple group and/or application encryption and/or decryption keys; and 

wherein at least one device from the plurality of devices comprising the network 
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system decides which application a packet belongs to by successfully matching a 

signature of the packet.  
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