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METHOD AND APPARATUS FOR MANAGING MULTIPLE APPLICATIONS

IN LARGE SCALE NETWORKS

BACKGROUND OF THE INVENTION

The present i1nvention relates to a method and
apparatus that allows a digital network to manage and

utilize multiple applications in consumer terminals

(e.g., set-top boxes). The applications can be
provided in different service tiers on a fee basis.
The invention provides a "Multiple Application
Managément (MAM) " feature by defining mechanisms,
messages and data structures.

The communication of data via digital networks,

including broadband communication networks such as

cable and satellite television networks, has become

increasingly popular. Such networks allow consumers

and others to receive high quality video and audio

programming services. Moreover, commonly an

application such as an Electronic Program Guide (EPG)

which lists the available programming services has been
made available.

With the increasing integration of computer
networks such as the Internet, telephony networks, and
broadband distribution networks, many opportunities
arise for providing new types of applications, such as
electronic program guides, Internet browsers, video on
demand, audio on demand, mailil services (e.g., text e-
mail, voice mail, audio mail, and/or video maill),

telephony services, stock prices, weather data, travel
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information, games, gambling, banking, shopping,

voting, and others.

However, currently there is a lack of capability
within broadband digital terminal networks to
efficiently support more than one software application.
As mentioned, typically this single software
application is an electronic program guide. Thus,
existing digital terminals cannot support additional
software applications that can enhance the user's
experience and 1ncrease revenue for the service
provider.

Accordingly, 1t would be desirable to provide the

capability for a digital terminal to download more than

one application, and to manage the resources used by
different applications. The system should manage the
authorization and enabling of the different
applications 1n different digital terminals in a

terminal population. The system should inform the user

as to what applications are authorized and availilable

for use.

Generally, the system should:

1. allow a digital terminal to support multiple
applications;
2. inform the terminal and end user, e.g., via

an on-screen menu, which applications are authorized 1n

a given terminal, and allow the user to select (e.g.,

"launch") an application;

3. indicate to a digital terminal i1f an

application has special features (e.g., such as built-
in e-mail), and authorize these features in the digital

terminal ;
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4 lndicate that a specific programming source
or channel should be tuned to before an application is
launched;
5. effectively manage volatile and non-volatile
5 memory (terminal resources) used by an application;
6 . authorize an application on a terminal via a

Billing System (e.g., at a headend), and provide the
different applications on a fee basis, including the

provision of different service tiers;

10 7 . provide conditional downloading of

applications while avoiding unnecessary expense in

terms of security processing;

8 . provide backward compatibility with existing

terminals in the network (e.g., operator's plant) to

15 allow the terminals to continue to operate without any
detrimental side effects; and

9. provide updated and test versions of

applications to specific terminals, and manage the
enabling thereof at the terminals.

20 The present invention provides a system having the
above and other advantages.
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SUMMARY OF THE INVENTION

The present i1nvention relates to a method and

apparatus for allowling a digital network to manage and

utilize multiple applications in consumer terminals.

5 Significant features of the present invention
include:
1. Use of a digital message (such as a Virtual

Object message encapsulated within an MPEG message),
transmitted across any network (such as a broadband
10 cable network), to deliver the following to a digital
consumer terminal :
1-A. Software application specific information

(such as a Virtual Application Table, or VAT),
including, but not limited to:

15 i) Application authorization requirements used
to authorize the download of an application to a

digital terminal;

11) Index or reference to an authorized

application (such as on a broadband network multiplex
20 or on the Internet) ;

111) Application authorization requirements used

to authorize the execution of (or enabling of) an
application in a digital terminal;
1v) Application feature authorization
25 requlrements used to authorize such features on a
digital terminal (e.g., built-in e-mail, video-on-
demand, or web browsing capabilities associated with an

application such as an electronic program guide) ;

V) Application-specific commands and operations

30 to be executed prior to the download and/or launch of
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an application, such as tuning to a specific channel
(or channels, 1f multiple tuners are available) ;

vi) Application menu data used by a digital
terminal for creating a menu of authorized applications
avalilable for selection by an end user, such as text

data describing one or more authorized applications

(L.e., the names of the applications); and

1-B. Initialization and configuration information

allowing:
1) A digital terminal to be configured for
multiple applications;

11) A digital terminal to be allocated a

speclfied amount of volatile memory for the download of

multiple applications; and

1i1) A digital consumer terminal to receive the
software.

2. The 1nvention also provides dynamic creation

of user application selection menu(s) containing a list

of applications which are currently authorized for a
digital terminal.

3. The 1nvention also provides removal of

application data in non-volatile or volatile memory

based upon the current authorization state of

application versions.

4 . The i1nvention also provides authorization of

the following via a billing system interface:

A. Access to broadcast and/or interactive data

servers allowing for access to data objects or data

services, such as software applications and associated

application features.
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In accordance with the present invention, a method

for managing multiple applications in a digital network

having a headend that broadcasts programming services
to a terminal population ﬁia a communication channel,
includes the step of: communicating configuration data
from the headend to the terminals in the terminal
population via the communication channel to configure

the terminals to receive application data and control

data. The application data is provided for a plurality
of applications, and defines an identifier, a version,

and a required authorization state for each of the
applications.

The control data defines respective authorization
states (or tiers) for the terminals. The application
data and control data are communicated from the headend
to the terminals via the communication channel to
enable the terminals to download and access the
versions of the applications for which the required
authorization state thereof corresponds to the

terminal's authorization state.

The terminal automatically downloads any new

version of an application for which it is authorized to

replace the old version. Similarly, if the terminal's

authorization state is upgraded, e.g., upon payment of
additional fees by the subscriber, additional

applications are downloaded. If the terminal's

authorization state is downgraded, applications already

stored but no longer authorized are deleted.

A corresponding method for managing multiple

applications at a terminal is disclosed.

Corresponding apparatuses are also disclosed.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1llustrates an overview of a digital
network for providing multiple application management
in accordance with the present invention.

FIG. 2 1llustrates a digital terminal with a
multiple application management capability in

accordance with the present invention. |

FIG. 3 1llustrates the creation of a local virtual
application table (VAT) for a terminal based on the
terminal's authorized tiers in accordance with the

present invention.

FIG. 4 1llustrates an example dynamically-created

ol

menu of the available applications at a terminal in

accordance with the present invention.
FIG. 5 1llustrates a method for providing multiple

application management in a digital network in

accordance with the present invention.



CA 02387408 2002-04-12
WO 01/31920 PCT/US99/24745

DETAILED DESCRIPTION OF THE INVENTION

The present invention relates to a method and
apparatus for allowing a digital network to manage and

utllize multiple applications in consumer terminals.

5 FIG. 1 1llustrates an overview of a digital

network for providing multiple application management

in accordance with the present invention. A business

system 105, which may be located at, or otherwise be in
communication with, the headend 115 of a network such
10 as a cable or satellite television network, manages the

billing and authorization of applications for each

specific terminal in a network.

Users of the network can make arrangements to
receive authorizations for the applications using

15 conventional techniques, e.g., by phoning an operator

and authorizing a credit card payment, or by use of an

upstream communication path on the network, if

avallable. For example, a user may request an

authorization for an e-mail application, assuming the
20 terminal has the capability to access a network such as

the Internet. Moreover, the user may have the option

g

of requesting a basic or an enhanced e-mail capability
for different fees.
Thus, a virtual application can be viewed as a

25 "service" from the perspective of the Business System
105.

M

oreover, the network operator has the capability
to authorize specific terminals to receive an

application without a user request, e.g., as a

30 promotion, or as part of a package deal when other
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reached, such as the user purchasing a certain dollar

Ogramming services are ordered, or some other goal is

value of video-on-demand programs.

The business system 105 can be implemented with a

5 computer and known record-keeping and billing

procedures.

The business system 105 communicates with a

controller 120, which communicates with a download
server 110. The download server 110 transmits the
10 application data via an interface 130, and physical

network and intermediate equipment 140 to a terminal

150. Note that the example terminal 150 is assumed toO

be part of a large terminal population. The

application data may be broadcast to all terminals, but
15 preferably can only be recovered by the terminals based
on control data from the controller 120.

Alternatively, or in addition, control data can be
provided to the terminal 150 by other means, such as

locally using a smart card, or at the time of

20 installation or manufacture of the terminal. However,

the provision of control data via a controller that is

under the direct control of a headend 115 is believed

Lo provide the greatest flexibility since updated
C

oy

ontrol data can be transmitted immediately to the

25 terminal 150. Moreover, known decoder addressing and

conditional access techniques can be used to deliver

specific control data to specific terminals or groups

of terminals. For example, the control data can be

encrypted under a key that has been assigned to the

30 specific terminal.
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The controller 120 thus configures and authorizes
the terminals under the control of the Business System
105. |

Programmling services, e.g., conventional
television programs, or other video, audio or other

data, 1s provided by a programming services function
125.

The application and control data can be
encapsulated in transport packets, for example, such as
MPEG-2 packets, using known techniques. The
application and control data can be carried in-band,
with the programming services, or out-of-band, apart
from the programming services. Also, the application

data can be sent via any reliable transport mechanism,

for example via TCP/IP.

The physical network and intermediate equipment

140 may include cable and/

or optical fiber, as well as

required switches, amplifiers and other conventional
components.

FIG. 2 1llustrates a digital terminal with
multiple application management capability in
accordance with the present invention. Like-numbered
elements correspond to one another in the figures. The
terminal 150 receives MPEG messages (packets), such as
an example packet 205, from a communication channel.

Use of MPEG packets 1s discussed herein only as an

example. Any digiltal data transport protocol may be
used.

An MPEG packet processor and packet identifier
(PID) filter 210 procegses the packet 205 to recover
the control data from the controller 120 of FIG. 1,
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whlich 1s provided to a security processor 250 and a

Multiple Application Manager (MAM) 240. The MAM 240

- and other terminal functions can be implemented using
any known software, firmware and/or hardware
5 techniques.

The control data, i1ncluding authorization state
data, can be stored at a memory assoclated with the
terminal 150. The packet processor 210 also recovers
the application data and forwards i1t to a downloader

10 230. The downloader 230 has an associated memory for
storing the downloaded application data, i1ncluding the
applications themselves, such as code objects.
"Downloading" refers to recovering and storing. The

downloader 230 also receives a "Tune Download Channel®

15 message that commands 1t to download particular
applications, and/or particular versions of the same

application from a specific channel. The channel may

be identified by a PID in a known manner.

The packet processor 210 may also recover

20 conventional programming services for decoding, e.g.,
at an MPEG video decoder 215, and display on a display
200.

The MAM 240 can output data to the display 200 for
launching the applications, such as e-malil or web
25 browser, stock ticker, or the like, separately or
together with data from a programming service.
The MAM 240 can also output data to the display
200 for providing an on-screen menu of available
applications (see FIG. 4). A user may 1lnteract with

30 the menu via a user command processor 255, e.g., which
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receives input signals from a keyboard, infra-red .
remote control or the like.

- - ——— - - -

e The secur:l.‘ty processor 250, a Local Virtual —- ——
'~ Application Table . (VAT) memory 260, a Home VAT data
5 memory 265, and a message router/f:l.lter 225 communicate
| with the MAM 240. Home VAT data refers to common VAT
table that is downloaded to all terminals, while local
. VAT data refers to data that is used by each terminal,
| “and is derived as a subset of the home VAT data based
| io" - on the terminal's authorization state. Essent:.ally,
,'the local VAT data desn.gnates the latest version of
each appl:l.cat:u.on that a term.mal is author:.zed to -

download and access.: The local. VAT data can therefore
“be dlfferent for d:.fferent term:x.nals

©15. . . - . The message filter/router 225 ‘sends data such as-

: ' control data and authorlzat:l.on data, including the home
VAT data and Entitlement Management Messages (EMMs) to

" the MAM 240, while the- applicat:.on code (software) :.s
| 7! .sent to the downloader 230. - .
o .'20 . With the present 1.nvent:n.on, control data is used
| '-to authorize terminals to acquire multiple

fappl:u.cat:l.ons, and to enable the. appllcatlons for use
within the termlna.l |

The MAM 240 can be implemented by using new

25 | messages in the terminal 150, as well as some existing

messages _that_.;f are modified and/or interpreted . | -

' differently. | o |
- The MAM:‘24O receives and processes these messages,

and uses the security processor 250 to determine which
30 - of the multiple applications. is authorized for

acquisition and enabling at the terminal.

A
A

\
}

 AMENDED SHEET
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Virtual applications are applications that can be

identified, downloaded, and enabled under the control

of the MAM 240. The virtual applications can be

transported to the terminal 150 i1n download messages.

5 However, the applications could downloaded wvia other
means, such as wvia HTTP.
Virtual Application configuration messages and
Virtual Object messages, which contain Virtual
Application Tables, are examples of messages which can

10 be used 1n a digital network, such as the one depicted

in FIG. 1, for managing multiple applications, and for
configuring a terminal for multiple application

management .

The data structures and information contained 1n

15 the messages also provide authorization requirements
needed by a terminal for downloading an application,
and for enabling and executing an application or any
special characteristics that may be associated with the

application.

20 In addition, via other messages sent by the

controller, the terminal receives authorization rights
for an application or for any special characteristics

assoclated with an application.

For example, EMMs sent from the controller can

25 authorize a terminal for an application or its
characteristics. This 1s done in the same manner that

a terminal 1s authorized for a video service.

Using the authorization requirements and the
authorization rights, the MAM 240 uses the security

30 processor module 250 within the terminal 150 to

determine the authorization state, or other special
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characteristics, of any given version of an
application.

In one possible implementation, the MAM 240
malintains the required authorization state of a virtual

application in non-volatile memory within the terminal
150.

The authorization state of an application

determines if an application can be downloaded by the

downloader 230 at the terminal 150, i.e., whether an

application (or a specific version of the application)

1s preserved in, purged from, or deleted from, the
downloader's memory.

Also, the authorization state of an application

may determine whether or not specified resources can be

pre-allocated for the application in the terminal, such

as the amount of volatile and non-volatile memory.

The messages from the controller 120 also provide

the terminals with additional information pertaining to

the applications, such as an index or reference to an

application code object on a network.

The messages also provide information regarding

the specific channel or channels which the terminal 150

may tune to for acquiring video, audio, and/or data

content associated with the applications.

The VAT data may be stored i1n non-volatile flash

memory, battery-backed SRAM, a hard drive i1f available,

Oor any other non-volatilile memory available 1in the

terminal. Alternatively, the VAT data may be stored in

aing

olatile memory, in which case 1t is simply re-acquired
from the network each time the terminal 1s powered on.

Moreover, the VAT data may be sent to the terminal
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150 from the controller 120 on =a cyclic basis, e.qg.,
every twenty seconds. However, this time frame can be

adjusted based upon specific network configurations and
demands. |

5 A virtual application can be configured and
enabled as follows. The terminal 150 may optionally
receive a configuration message ("Virtual Application
Config") that informs it that it is configured in a MAM
state. When so configured, the terminal can receive a

10 "virtual object message", which provides the home VAT

to the terminal. The terminal 150 derives 1it's own

local VAT 260 based on the received home VAT data 265
and the received control data, which sets the

terminal's authorized tier(s) (e.g., authorization
15 state) .

The MAM 240 can maintain the information from the
Virtual Application Config. and the Virtual Object

messages 1n non-volatile memory. The information would

thus be preserved through any warm resets of the
20 terminal. A warm reset causes volatile memory, such as

DRAM to be cleared/reset. This may be caused by

unplugging the terminal from its power supply, for
example.

The MAM 240 communicates with the security
25 processor 250 to check the required authorization tiers

ftor applications, which are specified in the received
VAT data. The authorization state information is

typically maintained in non-volatile mem ry.

The downloader 230 maintains a directory of the

30 versions of the code objects that are already stored.
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1f the Tune Download Channel message for a virtual

application is received by the downloader 230, the

downloader 230 checks its object directory to determine

1f the version of the code object specified in the
message 1s already present. If the code object (e.g.,

application) is not already present, the downloader 230
will check with the MAM 240 to determine if the version

of the application is authorized for ddwnloading.

If the MAM 240 informs the downloader 230 that a
speciflc virtual application version is authorized, the
downloader 230 tunes to a download channel for the
application and attempts to acquire the specified
application version. After acquiring a virtual
application, the downloader 230 de-tunes from the
download channel.

The applications can be assigned a default
"disabled" status when first recovered. 1In this case,
the MAM 240 also informs the downloader 230 whether to
enable the applications or to leave them disabled.
Alternatively, the applications can be automatically
enabled when they are recovered by the downloader 230.

In one possible implementation, only one

application is enabled at any given time. This may be

the case when current applications do not gracefully

share resources, such as memory, queues, and so forth,

sO the MAM 240 has to disable an application to

reacqulire these resources for use by another

application. Preferably, the terminal has the

capability of enabling more than one application at a
time. To accomplish this, a sec

ol

ond set of states, or
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modes of operation, can be added for applications that

are enabled. This set would consist of foreground and

background modes. 1In this type of implementation, only
one application will ever be the "foreground"
5 application at any time.

The MAM can also dynamically prepare an on-screen
menu based upon the authorized virtual applications, as
discussed further in connection with FIG. 4.

Moreover, the MAM 240 can tune, if specified, to a

10 channel (or channels) that are associated with a
virtual application prior to, concurrent with, or after

launching the wvirtual application. For example, the

virtual application may comprise a banner of sports

scores, 1n which case the MAM 240 can cause a specific

15 sports-oriented programming service (e.g., ESPN(tm)) to
be tuned and displayed. Conversely, the application of
sports scores may be automatically launched when the
pr

ogramming service is tuned.

The MAM 240 can re-check the reqguired

20 authorizations of all virtual applications if the

terminal 150 receives a new VAT, receives a change in
its existing VAT, oxr receives new authorization rights,
e.g., via an EMM. The VAT data and control messages
can be transmitted to the terminals on an on-going

25 baslis, at regular intervals, or only at specific times.

Optionally, each VAT may have revision data, such
as a sequence number, that changes whenever application

versions are added or removed. The MAM 240 is alerted

by the revision data to re-check its authorizations and

30 modify 1ts local VAT, 1f necessary. Or, the MAM 240
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may simply recheck its authorizations periodically or
based on some other criteria.

Efficient management of a terminal's memory
resources 1& also an lmportant part of the present
invention. Accordingly, the MAM 240 can provide
control signals to the downloader 230, based upon the
existence of and/or the authorization state of a
virtual application, which determine whether or not the
downloader 230 should remove or maintain the code

objects related to the virtual application(s) that are
stored in the downloader's memc

gl

ry. Generally, lower
versions of an application (authorized or unauthorized)
that are being replaced should be deleted when the new

highest authorized version i1s downloaded.

Advantageously, it 1s possible to upgrade only a

subset of the terminals 1n a terminal population by

providing a decoder conditional, "configured for MAM",

that determines whether each terminal will acquire a
VAT and become MAM enabl

ed, and tune to a download
channel to acquire a virtual application. Thus,

gy

terminals that have not been upgraded with MAM-capable
firmware platform code can continue to operate without

any detrimental side effects caused by the innovations
involved with MAM. On the other hand,

"configured for MAM" can be set to allow progressive
upgrading of a terminal population.

The "Virtual Application Config" message (e.qg.,

"configuration data") 1s used to configure or de-

S

configure a terminal for MAM, and to provide MAM

configuration settings to a terminal. Information
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derived from the Virtual Application Config message is

typlcally stored by the terminal in non-volatile memory

(e.g., via the MAM 240) to preserve it through (warm)
resets of the terminal.

5 The Virtual Application Config message can include

the following significant fields in an example syntax:

"config for multi apps", when set to "yes",

configures a terminal for MAM capability. The terminal

1s then considered to be in a configured for MAM state,

10 and 1s able to receive other messages which have the

configured for MAM decoder condition in the message

preamble. If this field is cleared to "no", the
terminal will no longer be configured for MAM, nor
enabled for MAM;

15 "home VAT ID" i1dentifies a VAT which is used as a

terminal's default VAT ("home VAT") ;

"default application ID" identifies an application

which will be the default virtual application for a

terminal. This ID correlates to the

20 object application ID of a virtual application in the

home VAT; and

"volatile memory config" specifies the number of

bytes of volatile memory that the terminal allocates
and make avallable for the download of virtual

25 applications other than the default virtual
application.

Furthermore, the present invention can use a

message type known as a "Virtual Object message", e.qg.,

to deliver a VAT to a terminal. Moreover, this message
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can be carried i1n a network stream {(an MPEG standard

that denotes any data delivered on the network PID

within a multiplex), and may be sent either broadcast-
addressed (to all terminals 1n the network), multicast-
addressed (to a group of terminals) or singlecast-
addressed (to an individual terminal) .

The controller 120 1n FIG. 1 prefixes the virtual

object message with a configured for MAM decoder

condition 1n the message preamble. As a result, only

terminals which are configured for MAM will process

this message. This ensures that terminals which are

not running a MAM capable firmware platform code will

fail the decoder condition test, and will not acquire a
VAT.

A terminal i1s considered to be 1in a MAM enabled

state 1f 1t 1s configured for MAM, and has completely

acquired the home VAT.

Information derived from the Virtual Object

message, 1including the VAT, is stored typically by the
terminal 1n non-volatile memory (e.g., at the MAM 240),

to preserve 1t through (warm) resets of the terminal.

The Virtual Object message can include the
following significant fields:

"table subtype" specifies that this Virtual Object

message contains a VAT;

"VAT ID" specifies an identifier for the VAT

contained in this message. This ID may be the same as

the home VAT ID from the Virtual Application Config

message;
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"sequence number" specifies a version number for

the VAT. If the sequence number for the VAT included

in this message 1is different from the sequence number
associated with the VAT, and the same VAT ID 1s already

present in the terminal, this 1mplies that the VAT has
changed;

"number of va records" specifies how many VAT

records are present in the VAT included 1n this
message; and

"va record" 1s an array of VAT records

constituting the VAT. Each record identifies a virtual
application. One of the records may 1identify the

virtual application whose default application ID was

given in the Virtual Application Config message.

Each record of the VAT can include the following

significant fields:

"object application ID" contains a numeric

identifier for the virtual application. The i1dentifier
should be unique among all va records within a VAT;

"VCT source ID" is a list of 1dentifiers of

programming "sources" which are associated with the
virtual application. Programming sources 1nclude any

video, audio, or data "sources" that can be identified

by a "source ID", which 1s typically used to map a

source name (e.g., ABC, HBO) to a virtual channel. The
terminal may use these values to obtain a virtual
channel to be tuned to before enabling the virtual

application.
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"VCT _application ID" is a list of identifiers of

"services" associated with the virtual application.

The values and usage are the same as described for

VCT source ID above;

5 "object_version" is a list of version numbers for

each of the versions which can exist of a virtual

application. The terminal will download the highest

authorized version;

"virtual_application_ tier" is a list of required

10 authorization tiers for the virtual application, one

per version. All versions of an application may have
the same or different tiers. This specifies the
authorization requirements for the versions of the
virtual application; and

15 "virtual name" is a multi-lingual text string of

printable ASCII characters. The name can be used for
on-screen displays at the terminal.

The Tune Download Channel Message is a sub-command

of the Download Control message. A field

20 "tune_download_ function field" can specify whether the
message applies to a "virtual application" or to a

standard, non-MAM application.

The Tune Download Channel message for all virtual

applications should contain the configured for MAM

25 decoder conditilion in the message preamble. As a

result, only terminals which are configured for MAM

will process this message. This ensures that terminals

which are not running a MAM-capable firmware platform
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code will fail the decoder condition test, and will not

acquire a virtual application.
If a virtual application is specified in the Tune

Download Channel message, the virtual application 1s
identified by the obj application ID field 1n the

message. This virtual application then correlates tO

the one identified by the object_application ID field
in one of the records of the VAT (i.e., the home_ VAT)

Npe®

MAM 240 of FIG. 2. Moreover, the

(U

maintained by th
obj application_ID, tune_object_name and

tune object version in the Tune Download Channel
message should correlate with the application_ID,
object name and object_version, respectively, in the

Download message for the virtual application.
A Tune Download Channel message can be provided

for a system-wide default virtual application. The

configured for MAM decoder condition is not used for

this default application. As a result, all terminals
will always be able to acquire the system-wide default

application.

The invention may also replace the use of Download

Control messages. Since the MAM 240 has the

information (via the VAT) about which applications
should be enabled, disabled, purged, etc., the
Downloader 230 can no longer directly act on the
receipt of the Download Control sub-command message.
As a result, if MAM is enabled, the "enable®,

ndisable", "delete" and "purge" functions specified in
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a Download Control message, for virtual applications,

are 1i1gnored by the Downloader 230.

Also, 1f MAM is enabled, the "enable" function
specified in a Download Control message for a virtual

application causes the Downloader 230 to interrogate

the MAM 240 to see 1f a particular application should
indeed be enabled. The MAM responds back with

instructions to enable or disable the virtual

application.

The i1nvention may also use a "Virtual Channel
Config Message". If MAM is enabled, the terminal will
disregard the turnon VC defined, turnon VC,

turnoff VC _defined and turnoff VC fields specified by

this message if the default virtual application has a

defined VCT_source ID. "VC" indicates a wvirtual

channel. In this case, the terminal will tune to the

channel associated with the VCT source ID given for th

default wvirtual application.

(D

The MAM feature requires the presence of versions

of software, in the controller 120, and in a terminal
150, which are capable of executing the MAM
functionality. The controller 120 should have a
version of software which can create and send the new
and modified messages to the terminals. The controller
should be capable of providing one-way refreshes of
speclfic configuration messages to terminals.

The controller should also provide multiple

billing system authorization support for multiple
applications.
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All current terminals executing out of ROM code

cannot be configured for MAM, because reserved entries

and fields are used for implementing the MAM
functionality.

5 Likewise, all terminals currently executing non-
MAM capable software from flash memory should be

downloaded with a version of software which is MAM

capable that can acquire, understand and process the
new and modified messages related to MAM functionality.

10 The i1nvention implements a MAM while minimizing

required changes to existing applications by providing
a default virtual application, such as an electronic
program gulde (EPG), on a system-wide basis.

The Tune Download Channel message for the system-

15 wide default virtual application is the only such
message 1n the system that specifies the object as a
virtual application, and does not require a

configured for MAM decoder condition in the preamble of

the message. Each Tune Download Channel message

20 speciflies an object to download. For standard
applications, the message includes an application name
and version as well as a channel where the application
object 1s being transmitted. When a terminal receives
this message, it tunes to the specified channel to

25 acquire the object. For virtual applications, this
message also i1ncludes the application ID for the object

1n addition to the information included for a standard

application.

As a result, any terminal that is not running a
30 version of software that is MAM capable, will acquire
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and enable the system-wide default application without
recognizing it as a virtual application.

A terminal which is running a MAM capable version
of firmware platform code can also acquire the system-
wide default application. However, after acquiring the
application, it will be treated as a virtual
application to be managed by the MAM 240.

A MAM enabled terminal's default virtual
application is downloaded into non-volatile memory at
the terminal and also uses non-volatile memory for its
settings so that the default is preserved even while
another wvirtual application is enabled.

When MAM 1s enabled, the default wvirtual

application, if present in the terminal, is typically

enabled after any warm reset of the terminal, or when

the terminal transitions from a "Terminal On" to a

"Terminal QOff" state.

FIG. 3 1llustrates the creation of a local VAT for

a terminal based on the terminal's authorized tiers in

accordance with the present invention.

VAT data that 1s received by each MAM configured
terminal 1n the network, shown generally at 300,
includes a number of rows 310, 330, 350 and 370 of

records (va_records). Records 312, 332, 352 and 372
contain the identifications (object application ID) of

the first, second, third and fourth applications (i.e

Applications No. 1, No. 2, No. 3, and No. 4,

Y J

respectively) .
Records 314, 316 and 318 contain the version

1dentifier (object version) and required tier
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(virtual application tier) for a first application. For

example, record 314 has a version "1.0" and a required

tier of "4", record 316 has a version "1.1" and a
required tier of "5", and record 318 has a version
5 "1.2" and a required tier of "7".

As an example, Application No 1. might be an e-

mail capability, where version 1.0 is a basic version,

version 1.1 is an enhanced version, and version 1.2 1s

a test version. Therefore, the invention allows a
10 network operator to control which terminals can access
which version of Application No. 1. Those who pay a

small fee can access version 1.0, those who pay a

larger fee can access version 1.1, and others can

access version 1.2, e.g., to provide feedback to the

15 network operator as to whether the version 1.2 works
properly or provides desirable features.

For Application No. 2, record 334 has a version

"2.0" and a required tier of "5", and record 336 has a

version "2.1" and a requlred tier of "e6".
20 For Application No. 3, record 354 has a version
"7.5" and a required tier of "8".
For Application No. 4, record 374 has a version
"]1.0" and a required tier of "3", record 376 has a

version "1.1" and a required tier of "4", record 378

25 has a version "2.0" and a required tier of "7", and
record 379 has a version "2.1" and a required tier of
Il8l! .

D

Versions and tiers are always numeric values. Th
virtual application name is a text string that 1is

30 associated with all versions of a virtual application
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and is displayed on the dynamically built menu 1f C

ne

of the versions 1s authorized in the terminal.
The local VAT data that 1s authorized at the

terminal, shown at 355, is assembled from the received

5 VAT records 300 according to the tier

(virtual application tier) with which the particular

terminal is authorized. In the present example, 1t 1s
assumed that the terminal's authorized‘rights include
tiers "4" and "5". The local VAT data 355 and 1its

10 tiers denote an authorization state of the terminal.

In this case, the matching tier requirements 1in

the VAT records 300 are in records 316, 334 and 376.
Accordingly, the terminal's 1local VAT 355 includes
these records, e.g., stored in the VAT memory 260 of

15 FIG. 2, as records 316', 334' and 376'. Note that when

a terminal i1s authorized to receive two oOr more

versions of the same application (e.g., records 314 and

316), 1t 1is generally desirable to select the most
recent version (e.g., record 31l6). Generally, the
20 required authorization state of an application 1s said

to "correspond" to the authorization state of a
terminal when the terminal's securlty processor has

received a matching tier via an EMM.

If there is no matching tier for the terminal,
25 e.g., as with Application No. 3, the terminal 1s not
authorized to receive that application, and 1t 1s not
downloaded.
It is possible to provide a required tier and/or

authorized tier that allows a terminal to receive the

30 highest version of all available applications.
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Note that the VAT data 300 shown 1s only an

example, and various numbers of applications, versions

and tiers may be present in the VAT data.
Additionally, the local VAT 355 may include all, some
or none of the applications 1n the received home VAT
300.

FIG. 4 i1llustrates an example dynamically-created
menu of the available applications at a terminal in
accordance with the present invention. The menu 400
presents the availlable authorized applications to the

user, e.g., on a television screen. Note that the menu

items correspond to the terminal's local VAT 355.
Each application may have a user-friendly textual

data (virtual name) associated with 1t. The messages

provided to the terminal provide this textual data that
describes the application. This data can be used on
the display menu 400 of the terminal.

For example, referring to the example of FIG. 3,
Application Nos. 1, 2 and 4 may have the textual data
"BE-maill", "Video-on-Demand, and "Web Browser",
respectively.

Optionally, an additional textual string denotes

the version of the application, or the corresponding

service tier that the user has purchased. For example,

for marketing purposes the versions may be denotes by

bronze, silver or gold or the like.

Using the text associated with applications, the

MAM 240 of FIG. 2 can dynamically construct a menu of

authorized applications.
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A user of a terminal can activate this menu and

launch (e.g., start) one or more of the available

applications by conventional interface techniques,
e.g., using a key on a remote control. A particular

key may be reserved on the remote control as a "MAM

menu button".

Upon receiving VAT data from the controller 120,

the MAM may build a menu consisting of a list of names

of the authorized applications. This can be

accomplished using known software techniques, for
example. The menu may also include an "Exit" item to
exit the menu. The menu may be implemented as a full
or partial screen overlay with the audio muted. In
addition, the front panel LEDs may be cleared while the
menu is displayed.

A user can activate the display of the menu by

pressing the "MAM menu button" on the remote control,

and use the "up"

apiege

or "down" keys on the remote control

or on the front panel to scroll through the menu. A
user can select an application for launch by pressing

the "select" button on the remote control or the front

panel of the terminal.

When an application is selected from the menu, the
MAM 240 may inform the downloader 230 to enable the

application, and the application 1s started (e.g.,
launched). The terminal may tune to a specified
channel before enabling the application.

If the user selection is not authorized, or 1is not
present in the VAT or in the downloaded objects
directory, the MAM 240 will try to re-create the menu

and re-display it. After several failed attempts to
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launch a specific virtual application, the terminal

wlill resort to some type of graceful recovery action.

The user can choose to not select any virtual
application on the menu, és a result of which the MAM
will re-enable the previously enabled (i.e. - prior to
the menu being displayed) virtual application, or
resort to a graceful recovery action that may enable
the terminal's default virtual application.

FIG. 5 1llustrates a method for providing multiple
application management in a digital network in
accordance with the present invention. A simplified
overview of the method of the present invention is
shown.

As shown at block 500, control data including
terminal authorization rights, and MAM configuration
data with an enable signal are sent to each terminal,
or selected terminals, in a network. At block 510,
application data (i.e., VAT data) with the version

identifiers and authorization requirements (e.g.,

required tiers) for each application are transmitted to
the terminals.

At block 520, the corresponding authorization

rights and configuration data are stored at the

terminals. As discussed, each terminal can have its
own authorization state, which may be subsequently
replaced or supplemented. At block 530, the terminal
compares 1t authorization state to the authorization
requlrements for each version of the applications in
the home VAT to build and store its local VAT. At
block 540, the highest versions of the applications

whose required authorization state corresponds to the
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terminal's authorization state (i.e., of the versions

1n the local VAT) are downloaded. Lower versions

(authorized or unauthorized) of the applications that

are being replaced, if any, are erased at the terminal.
At block 550, th

the received control data and VAT data to determine if

ol

> terminal continues to monitor

this data has been changed. If so, blocks 520, 530 and

540 are repeated. A change in the terminal's

authorization state and/or the VAT data may or may not
result in a new home or local VAT and downloading of
new applications.

Accordingly, 1t can be seen that the present

invention provides a method and apparatus for allowing

a digital network to manage and utilize multiple

applications in consumer terminals. Different

terminals are authorized individually to download and

access one or more of a number of available
applications according to the authorization
requirements of the application/version combination,

and the authorized state of the terminal. Each
terminal builds its own "local" VAT that identifies the

application/versions for which it is authorized. The

invention allows network operators to provide the
different applications on a fee basis. Moreover, a
customized on-screen menu for each terminal can be

dynamically generated based on the terminal's local VAT
data.

Although the i1nvention has been described in
connection with various specific embodiments, those
skilled in the art will appreciate that numerous

adaptations and modifications may be made thereto
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without departing from the spirit and scope of the

invention as set forth in the claims.

For example, while various syntax elements have

been proposed hereiln, note that they are examples only,
and any syntax may be used.

Moreover, while the invention was discussed 1n

connection with a cable or satellite television

broadband communication networks, it will be
appreciated that other networks such as Digital
Subscriber Loops (DSLs), local area networks (LANs),
metropolitan area networks (MANs), wide area networks

(WANs), i1nternets, intranets, and the Internet, or
combinations thereof, may be used.
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What 1s claimed 1s:

1. A method for managing multiple applications
in a digital network having a headend that broadcasts

programming services to a terminal population via a

communication channel, comprising the steps of:

communicating configuration data from the headend

to terminals in the terminal population via the

communication channel to configure the terminals to

receive application data and control data; wherein:

said application data is provided for a plurality
of applications, and defines an identifier, a version,

and a required authorization state for each of the

applications; and

said control data defines respective authorization
states for the terminals; and

communicating said application data and said
control data from the headend to the terminals wvia the

communication channel to enable the terminals to

download and access the versions of the applications
for which the required authorization state thereof

corresponds to the terminal's authorization state.

2. The method of claim 1, wherein:
the required authorization state for each terminal

corresponds to one of a plurality of available service

level tiers offered by the headend.
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3. The method of claim 2, wherein:

the availilable service level tiers are offered by

the headend upon payment of corresponding fees by users
of the terminals.

4 . The method of claim 1, wherein:
the control data 1s communicated from the headend

to the terminals by addressing individual ones of the
terminals.

5. The method of claim 1, wherein:

the control data 1s communicated from the headend

to the terminals by addressing a group of the
terminals.

6. The method of claim 1, wherein:
sald control data defines a global authorized tier

for enabling at least one of the terminals to access

all of the applications.

7. The method of claim 1, comprising the further
step of:

providing a billing system for billing specific
ones of the terminals according to their authorization
state.
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8. The method of claim 1, wherein the
applications include at least one of:

electronic program guide, Internet browser, video-

on-demand, audio-on-demand, mail service, telephony

service, stock prices, weather data, travel

information, games, gambling, banking, shopping, and
voting.

O. The method of claim 1, wherein
the application data is communicated via the
communication channel in transport packets in a

separate band from a band in which the programming
services are broadcast.

10. The method of claim 1, comprising the further
step of:

generating an on-screen menu at the terminals
using the application data thereof according to the

versions of the applications the terminals are
authorized to access.

11. The method of claim 1, wherein:

when at least two versions of one of the

applications have required authorization states that
correspond to the authorization states of one of the
terminals, the highest one of the versions is

downloaded and accessed by the one of the terminals.

12. The method of claim 1, wherein:

the configuration data identifies a default
application for the terminals.
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13. The method of claim 1, wherein:

the configuration data provides information to the
terminals for downloading the application data from the
communication channel.

14. The method of claim 1, wherein:
the digital network is a broadband television

communication network.

15. The method of claim 1, comprising the further
step of:

specifying a particular programming service that
is to be tuned by the terminals when a corresponding
application is launched thereat.

16. The method of claim 1, comprising the further
step of:

storing the control and configuration data at the
terminals for subsequent use in downloading and
accessing the versions of the applications for which

the required authorization state thereof corresponds to
the terminal's authorization state.

-

/
,

17. The meéthod of claim l, wherein:
the application data includes revision data that

allows the terminals to determine when revised

application data is being communicated thereto; and

the terminals are responsive to the revision data

for determining whether the versions of the
applications for which the terminals are authorized to

access has changed.

AMENDED SHEET

US99247
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18. The method of claim 1, wherein:

when the versions

i

of the applications for which
the terminals are authorized to access has changed, the

terminals delete data stored thereat corresponding to a
replaced version of the authorized application, and

store data thereat corresponding to a new version of
the authorized application.

19. The method of claim 1, wherein:

the control data causes the terminals to download

the versions of the applications for which the

terminals are authorized to access, while rejecting the

versions of the applications for which the terminals
are not authorized to access.

20. The method of claim 1, wherein:

the configuration data causes the terminals to

allocate an amount of memory thereat for storing the

versions of the applications for which the terminals
are authorized to access.
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21. The method of claim 1, wherein:

said identifier, version, and required
authorization state fc

application table; and

each terminal builds it own local virtual

application table from the common virtual application

table in accordance with the respective authorization

state to define the version(s) of the application(s)

for which the required authorization state corresponds
to the terminal's authorization state.

22. The method of claim 1, wherein:

if the authorization state of one of the terminals
1s downgraded, at least one application already stored
thereat but no longer authorized is deleted.
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23. A method for managing multiple applications
1in a terminal of a digital network, said digital

- network having a headend that broadcasts programming

services to a terminal population, including said

terminal, via a communication channel, comprising the
steps of:

receiving configuration data from the headend at

the terminal in the terminal population via the

communication channel to configure the terminal to

receive application data and control data; wherein:
sald application data is provided for a plurality

of applications, and defines an identifier, a version,

and a requlred authorization state for each of the

applications; and

said control data defines respective authorization

states for the terminal; and

recelving said application data and said control

data from the headend at the terminal via the
communication channel for use in downloading and
accessing the version(s) of the application(s) for
which the required authorization state thereof

corresponds to the terminal's authorization state.
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24. An apparatus for managing multiple

applications in a digital network having a headend that

broadcasts programming services to a terminal

population via a communication channel, comprising:
means for communicating configuration data from
the headend to the terminals in the terminal population

via the communication channel to configure the

terminals to receive application data and control data;
wherein:

sald application data is provided for a plurality
of applications, and defines an identifier, a version,
and a required authorization state for each of the

applications; and

sald control data defines respective authorization
states for the terminals; and

means for communicating said application data and

sald control data from the headend to the terminals via

the communication channel to enable the terminals to

download and access the versions of the applications
for which the required authorization state thereof

corresponds to the terminal's authorization state.
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25. A terminal for managing multiple

applications, said terminal being provided in a digital

network having a headend that broadcasts programming

services to a terminal population, including said

terminal, via a communication channel, comprising:
means for receiving configuration data from the

headend via the communication channel to configure the

terminal to receive application data and control data;
wherein:

sald application data is provided for a plurality
of applications, and defines an identifier, a version,

and a required authorization state for each of the
applications; and

said control data defines respective authorization
states for the terminal; and

means for receiving said application data and said

control data from the headend at the terminal wvia the

communication channel for use in downloading and

accessing the version(s) of the application(s) for

which the required authorization state thereof

corresponds to the terminal's authorization state.
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