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(57) Abstract: An antimalware support system is provided to support one or more host-based antimalware clients. A query is re-
ceived from a particular host device that identifies a file detected by an antimalware tool local to the particular host device. Reputa -
tion data is determined for the file, and a response to the query is sent to the particular host device. The query response includes the
reputation data determined for the file.
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SERVER-ASSISTED ANTI-MALWARE

RELATED APPLICATIONS

{0001] The present Application is related to PCT International Application Serial
MNo. PCT/US2013/0321886, filed on March 15, 2013, and is alsc related to a PCT international
Application entitled “REMOTE MALWARE REMEDIATION” filed on March 15, 2013, naming
inventors John Teddy, lames Douglas Bean, Gregory William Dalcher, and leff Hetzler
{Attorney Docket No. 04796-1157WQ0), both of which are hereby incorporated by reference

in their entirety as if originally and explicitly set forth hersin.

TECHNICAL FIELD

{00021 This disclosure relates in general to the field of computer security and,

more particularly, 1o malware detection and remediation.

BACKGROUND

{0003] The Internet has enabled interconnection of different computer networks
all over the world. The ahility to effectively protect and maintain stable computers and
systams, however, presents a significant obstacle for component manufacturers, system
designers, and network operators. Indeed, sach day thousands of new threats,
vuinerabilities, and malware are identified that have the potential of damaging and
compromising the security of computer systems throughout the world,  Antivirus,
antispyware, and other antimalware products and solutions have been developed. Some
traditional antimalware products employ a host-centric approach in which the bulk of the
functionality of the antimalware tool is installed onto the host, with the antimalware ool
occasionally downloading an update of remediation tools, virus definition files, and other
content to keep the antimalware tool abreast of newly discovered malware and other
developments. The antimalware tool can then screen objects, processes, downloads, and
other events on the host machine to determine whether malware exists on the host, per the
content received from the updater, as well as attempt to remediate the malware using

functionality available at the host-based antimalware tool. In some cases, the host-based
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antimalware tool can further attempt to remediate any malware discovered on the host by
attempting, for instance, to guarantine or remove the file from the host.

BRIEF DESCRIPTION OF THE BRAWINGS

{0004] FiG. 1 is a simplified schematic diagram of an example system including an
antimalware support system in accordance with one embodiment;

{0005 FIG. 2 is a simplified block diagram of an example system including an
example antimalware support system in accordance with one embodiment;

[0006] FIG. 3 is a simplified block diagram representing additional aspects of an
example system including an example antimalware support system in accordance with ons
embodiment;

{00071 FiG. 4 is a simplified block diagram representing interactions between an
example antimalware support system, example antimalware client, and example threat
intelligence service in accordance with one embodiment;

{0008 FIG. 5 is a simplified block diagram representing example reputation data in
accordance with one embodiment;

{0009] FIG. 6 is a flowchart representing example operations of an example
antimalware support system in accordance with one embodiment;

{00101 FIG. 7 is a flowchart representing example operations of an example
antimalware support system in accordance with one embodiment;

{0011 FiG. 8 is a flowchart representing example operations of an example
antimalware support system in accordance with one embodiment;

{0012] FIGS. 9A-9C are flowcharts representing example technigues involving a
hosi-based antimalware client in accordance with at least some embodiments;

{0043} FiG. 10 is a block is a block diagram of an exemplary processor in
accordance with one embodiment;

{0014] FiG. 11 is a block diagram of an exemplary mobile device system in
accordance with one embodiment; and

[0018] FIG. 12 is a block diagram of an exemplary computing system in accordance

with one embodiment.
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€8]

[0018] Like reference numbers and designations in the various drawings indicate

like elements.

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS

{00171 FIG. 1is a simplified block diagram illustrating an example embodiment of a
computing environment 100 including one or more anti-malware support system servers
105, 110 assisting antimalware clients installed on host computing devices {or “hosts”} {e.g.,
115, 120, 125, 130, 135, 140, etc.}. An antimalware support system {e.g., 105, 110) can be
associated with a particular computing domain or network {e.g., 145, 150}, such as an
enterprise network, university network, celivlar data network, private local area network,
and so on. Hosts can communicate using a particular domain’s network {e.g., 145, 150} and
can be asscciated with one or more distinct environments. indeed, in some examples, a
single host device {e.g., 115} can alternatively {or even, in some cases concurrently) access,
communicate over, be resident in, or otherwise utilize multiple networks {e.g., 145, 150} of
multiple environments.

{0018] In some implementations, a particular domain may have one or more
dedicated antimalware support servers {e.g., 105, 110} hosting an antimalware support
system configured to provide support to and operate cooperatively with antimalware clients
installed on the hosts of the raspective domain. In some implementations, an antimalware
support system can be configured to interoperate with multiple different versions or types
of antimalware clients hosted by a variety of different host devices {e.g., 115, 120, 125, 130,
135, 140}, An antimalware support system {e.g., 105, 110} can be dedicated to its particular
domain and can be configurable, for instance, by an administrator of the domain, to provide
customized anti-malware support consistent with one or more domain-specific rules,
policies, characteristics, or definitions.

{00181 In some implementations, each instance of a domain-specific antimalware
support system {e.g., 105, 110} can further interface with a threat intelligence system 155
maintaining records for and detecting system threats across muitiple domains. In one
example, a threat intelligence system 155 can utilize data from a variety of different sensors

and security tools deploved across multiple different domains, networks, and computing
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devices, including various types of networks and computing device to deveiop reputation
and threat data that can be provided to other systems. A threat intelligence system 155
can, for example, correlate threat intelligence from files, web-based resources, messaging,
email, networks, etc., to generate alerts and reputation updates for various threats and
malware as they are detected. For instance, a threat intelligence system 155 can be utilized
to collect intelligence regarding the billions of files and objects made available over the
internet by web-based sources {e.g., 160} and other actors, intelligence that could otherwise
be prohibitively difficult for a single entity to collect in light of the other business and non-
profit abjectives, etc. of the entity, among other examples.

{00201 In some examples, a threat intelligence system 1585 can gather and
correlate data from, in some cases, millions of sensors gathering real-world threat
information, correlate the collected data, and deliver reputation-based threat intelligence
that can be consumed by sensors and security tools potentially throughout the world,
including by antimalware support systems 105, 110. In some instances, various security
vendars and other entities can provide separate threat intelligence feeds as services
implemented using a respective threat intelligence system {e.g., 1551 In some examples, an
antimalware support system {e.g., 105, 110} can consume threat intelligence and reputation
information developed and served by multiple different threat intelligence systems 155 and
further correlate, supplement, and process the various threat intelligence data for an even
more comprehensive look at the malware, malicious websites, malicious events and entities
discovered by other systems potentially throughout the world {e.g., as provided to threat
intelligence systems {e.g., 155} by deployed sensors and security tools, etc.).

{00211 An antimalware support system 105, 110 can include substantially
comprehensive functionality for assessing, scanning, identifying, and remediating known
malware. At least some of the functionality and/or content used by antimalware support
systems 105, 110 to deliver this functionality, can be provided through one or more threat
intelligence systems {e.g., 155} in communication with the antimalware support systems
105, 110. Threat intelligence received through threat intelligence systems {e.g., 155} can be
further supplemented, modified, or filtered according to domain-specific definitions,

policies, and rules defined at a respective antimalware support system {e.g., 105, 110}
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Further, given the robust {and in some cases, domain-specific) antimalware functionality
available at an antimalware support system {e.g., 105, 110}, robust antimalware tools and
content supporting the functionality of such tools can be paired down substantially at the
host device level. Indeed, in some examples, an antimaiware client installed on the host
device {e.g., 115, 120, 125, 130, 135, 140} can be “thin” in that it provides minimal
functionality at the antimalware client independent of the antimalware support system
{e.g., 105, 110} with which it operates. In some instances, an antimalware support system
{e.g., 105, 110} can handle antimalware scans, assessments, and remediation that are
beyond the capabilities of the host-based, thin antimalware clients on host devices
supported by the antimalware support system {e.g., 105, 110). Further, reguests, gueries,
and other data communicated by distributed antimalware clients can be used by
antimalware support systems 105, 110 to develop cumulative and crowd-sourced
intelligence concerning the particular domain served by the antimalware support system
105, 110. The antimalware support system 105, 110 can utilize such intelligence to further
customize its responses within the domain, tailor how it utilized threat intelligence from
other sources {e.g., threat intelligence system 155} ouiside of its domain, and offer
administrators within the domain valuable information that can be utilized to further fine-
tune and define domain-specific rules, policies, and reputation algorithms, among other
examples.

LTS

{00221  In general, “servers,)” “devices,” “computing devices,” “host devices,” “end

o

user devices,

0 il

chients,

o

endpoints,” “computers,” “systems,” etc. {e.g., 105, 110, 115, 120,
125, 130, 135, 140, 155, etc.) can include electronic computing devices operable to receive,
transmit, process, store, or manage data and information associated with the sofiware
systemn 100, As used in this document, the term “computer” “computing device,”
“processor,” or “processing device” is intended to encompass any suitable processing device
adapted to perform computing tasks consistent with the execution of computer-readable
instructions. Further, any, all, or some of the computing devices may be adapted to execute
any operating system, including Linux, UNDB( Windows Server, etc., as well as virtual

machines adapted to virtualize execution of & particular operating system, including

customized and proprietary aperating systems.
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{0023] Host devices {e.g., 115, 120, 125, 130, 135, 140} can further computing
devices implemented as one or more local andfor remote client or end user devices, such as
personal computers, laptops, smartphones, tablet computers, personal digital assistants,
media clients, web-enabled televisions, telepresence systems, gaming systems, multimedia
servers, set top boxes, smart appliances, in-vehicle computing systems, and other devices
adapted to receive, view, compose, send, or otherwise interact with, access, manipulate,
consume, or otherwise use applications, programs, and services served or provided through
servers within or outside the respective device {or environment 100}, A host device can
include any computing device operable to connect or communicate at least with servers,
other host devices, networks, and/or other devices using a wireline or wireless connection.
A host device, in some instances, can further include at least one graphical display device
and user interfaces, including touchscreen displays, allowing a user to view and interact with
graphical user interfaces of applications, tools, services, and other software of provided in
environment 100, It will be understood that there may be any number of host devices

associated with environment 100, as well as any number of host devices external to

7 LA {1

environment 100, Further, the term “host device,” “client,” “end user device,” "endpoint
device,” and “user” may be used interchangeably as appropriate without departing from the
scope of this disclosure. Moreover, while each end user davice may be described in terms of
being used by one user, this disclosure contemplates that many users may use one computer
or that one user may use multiple computers, among other examples.

[0024] While FIG. 1 is described as containing or being associated with a plurality
of elements, not all elements illustrated within system 100 of FiG. 1 may be utilized in each
alternative implementation of the present disclosure. Additionally, one or more of the
elements described herein may be located external to system 100, while in other instances,
certain elements may be included within or as a portion of one or more of the other
described elements, as well as other elements not described in the ilustrated
implementation. Further, certain elements illustrated in FIG. 1 may be combined with other

components, as well as used for alternative or additional purposes in addition to those

purposes described herein,
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{0025] Malware is in a constant state of development and evolution. One of the
greatest challenges facing antimaiware vendors and their systems is the corresponding
struggle of identifying new malware as early as possible and developing mechanisms for
remediating the malware before its damage is widespread. This is particularly difficult given
the awesome {and ever-expanding) volume and variety of malware variations. Traditional
antimalware and other security solutions have relied upon databases of malware definitions
that can be used to store and organize the content utilized by traditional antimalware
solutions to attempt to keep pace with new developments and identify and remediate
malware on a host device. Traditionally, databases have been used to store malware
definitions and other content depended on by antimalware tools, with such databases and
antimalware tools hosted locally on the host device protected by the antimalware tools. As
new malware is discovered, the database is to be updated so that the host-based-
antimalware tool is not using stale malware definitions and potentially missing new and
active malware potentially threatening the host device {and with it, potentially other host
devices and domains in communication with the infected host device).

{0026] In some cases, traditional systems update their definitions daily with
additional content uploaded by a server. In some environments, each time a host device is
started or restaried, new dafinitions are uploaded to update the host device’s antimalware
tools.  In some cases, these new definitions can include large amounts of data taking
potentially several minutes to upload, depending, for instance, on the processing power of
the host device, the bandwidth of the network used, among other factors. Additionally, a
common compliaint of traditional antimalware systems is that their presence degrades the
averall performance of the host device, given the large amount of processing and data
overhead utilized by antimalware tools. This can be an unfortunate and ironic result for
users employing antimalware solutions with the hope that such tools will protect their
machines from malware that threatens to impede or damage the performance of their
machine.

{00271 Additionally, as the paradigm within computing continues to shift from
deskiop computers to mobile computing devices, providing malware detection on maobile

and embedded devices can present additional and unique challenges. While the capabilities
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of such devices have increased {as their dimensions decrease), resources can still be limited
compared to more robust deskiop and server environments. Additionally, these devices
have, in many instances, been developed to support quickly returning to full operation
following an extended hibernation and consumers have, in many instances, come to expect
such at-a-moments-notice availability from their device. Such expectations and designs,
however, can preclude lengthy antimalware content updates upon restart as has become
commonplace with many traditional security solutions.  Additionally, the comparatively
streamlined processing power of mobile computing devices makes the deployment of
resgurce-heavy antimalware solutions potentially even more problematic and burdensome
than with traditional desktop and server-based systems and device. Even on robust
traditional devices, in some instances, traditional antimalware solutions can rely upon
databases of malware definition files and other content to recognize and remediate
malware that push the limits of what can be supported on many host devices. Other issues
and challenges also exist beyond the above examples with respect to traditional tools and
solutions for detection and remediation of malware.

{0028]  In some instances, computing devices can be dedicated to handle the more
resource-intensive aspects of antimalware detection and remediation, including the
updating of antimalware definitions and content, among other examples, and provide at
least a portion of an antimalware solution on behalf of one or more client host devices. The
host devices can additionally retain at least a portion of the antimalware solution local on
the host device. For example, systems and tools can be provided, simifar to those described
in the present Specification, that provide these and other benefits and resclve many of the
above-described issues in traditional antimalware solutions. For instance, as shown in the
example of FIG. 2, a simplified block diagram 200 is shown illustrating a system or
computing environment that includes, for instance, an antimalware support system 205,
one or more host devices {e.g., 210} each including a respective local antimalware client
{e.g., 215}, one or more threat intelligence systems {e.g., 220}, other security tools {e.g.,
225}, among other examples, including components and subsystems combining or further
dividing functionality of the various subsystems and component described in connection

with this particular example.
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{00291 An example antimalware support system 205 can include one or more
processor devices {e.g., 226}, one or more memory elements {e.g., 228}, as well as one or
maore logic components implemented in software and/or hardware to provide functionality
of the example antimalware support system 205. Such components can include, for
example, a reputation engine 230, a scanner 232, a data manager 234, a client
communication module 2386, a threat intelligence client 238, a remediation engine 240, an
override engine 242, and rule engine 244, among potentially additional components and
corresponding functionality, as well as components combining {or further dividing} the
functionality described in connection with the foregoing examples.

{00301 A host device 210 can be one of several host devices making use of
antimalware support system 205. Each host device {e.g., 210} can include one or more
processor devices {e.g., 252} and memory elements {e.g., 254}). Additionally, each host
device {e.g., 210} can include a local antimalware client {e.g., 215} In some
implementations, antimalware client 215 can he a thin antimalware client. For instance, in
some examples, antimalware client 215 can be provided with a minimal subset of
antimalware functionality. The subset of antimalware functionality can be selected so as to
realize a relatively small footprint on the host device 210 in terms of the antimalware
client’s 215 demands on mamory and processing resources of the host device 210, Further,
that subset of antimalware functionality assigned to the host device's local antimalware
client 215 can be provided so as to optimize the amount of malware that can be detected
and remediated at as low a computing cost as possible or desirable. Antimalware activities
that can be performed simply and with relatively little to moderate computing overhead can
he configured to be performed by antimalware client 215, Antimalware tasks that are
beyond the capabilities and familiarity of the antimalware client 215 can be escalated to a
remote antimalware support system {e.g., 205}. The remote antimalware support system
205 can include comprehensive, and in some ¢ases, customized, antimalware functionality
and resources to address antimaliwars issues that cannot be effectively handled by the host
device’s 210 local antimalware client 215.

{0031] While all of the antimalware detection and remediation for a given host

device could be provided by a remote antimalware support system {e.g., 205} in accordance
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with the concepts described in the Specification, in some implementations and domains this
can be undesirable. In some instances, a purely server-driven antimalware approach can be
difficult to scale. For instance, in g large enterprise network emploving many host devices
{e.g., 210} serviced by a given antimalware support system {e.g., 205}, were host devices
{e.g., 210} to rely solely on antimalware support system {e.g., 205} for their respective
antimalware protection, maintaining an antimalware support system 205 and network
resources {e.g., 250} capable of handling such demand may be too expensive. Indeed, over-
taxing a server-based antimalware solution can result in performance delays by the server-
based antimalware solution. In many cases, delays in the detection and remediation of
malware can lead to costly and severe damage 1o the host device and associated domain.
Accordingly, an antimalware client 215 can further possess functionality for addressing
malware representing “low hanging fruit” resulting in such malware issues being detected
and/or remediated without the involvement of the an antimalware support system {e.g.,
205}, Additionally, antimalware support systems 205 can employ traffic management
technigues so as optimize use of network handwidth in connection with outbound messages
communicated from the antimalware support system 205 1o antimalware clients {e.g., 215}
supported by the antimalware support system 205, among other examples.

{0032] In one example, antimalware client 215 can include one or more
components or modules through software and/or hardware for realizing wvarious
functionality of the antimalware client 215. For example, an example antimalware client
215 can include such components as a reputation engine 260, scanner 262, cache manager
264, server communication meodule 266, user assistance engine 268, user input engine 270,
among other potential examples and combinations of the foregoing. In one example,
antimalware client 215 can include functionality for determining whether or not to allow a
particular file to be loaded. A data store, or cache 275, of records can be maintained locally
or the host device 218, and can include information for a limited subset of files installed on,
accessed by or accessible 1o, or likely to be encountered by the host device 210, among
other examples. The cache 275 can further include descriptions of behaviors and
characteristics of the respective files, including, in some cases executable and/or non-

executable files. In some instances, the cache 275 can be limited to only executable files,
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among other examples. The cache 275 can also include reputation data for the respective
file or object.

{0033] An example reputation engine 260 can be rules- or policy-based and can
utilize cache 275 to identify reputation scores for the identified file and/or determine a
reputation score based on behaviors or characteristics of the file identified in the cache
records, for example. In some instances, characteristics can include whether the file has a
certificate or signature. An example reputation engine 280, in some examples, can have
access to a local listing of a set of certificates {and/or publishers associated with one or
more certificates, such as popular, trusted software vendors) and determine a reputation
hased at least in part {and in some cases solely} on whether the file is signed with an
approved, verified, and/or trusted certificate. That the file is signed with certificate can be
insufficient, as some malware is itself issued and signed with certificate. A given certificate
may only be included in the local listing if the certificate has been verified as belongingto a
reputable vendor, publisher, etc., for instance, hased on intelligence gleaned from
antimalware support server 205 {and/or threat intelligence system 220}, Additionally, a
combination of factors, behaviors, and characteristics can be considered by a reputation
engine in determining a reputation score for the file or determining whether the file
satisfies rules 276 defined for a particular domain {e.g., as communicated, for instance, by
antimalware support server 2058},

{00341 In some instances, antimalware client 215, in addition to possessing
simplified malware assessment functionality through reputation engine 260, may additional
include simplified scanning functionality through, for instance, an example scanner 262,
Scanner 262 can include functionality for identifying, from the file, whether the file
possesses one or more pre-defined behaviors capable of being discovered from the binary
file by scanner 262. Scanner 262 may be limited to identifying only a subset of more easily
discoverable executable file behaviors in one example. A scanner 262 can be used by
antimalware client 215, for instance, to scan a file prior to the loading of the file, {o attempt
to discover behaviors of the file. Behaviors discovered for the file can be documented in

cache 275 and further considered by reputation engine 260, Such discovered behaviors can
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e the basis for approving or denying, at antimalware client 215, whether the file has a
satisfactorily trustworthy reputation and can be loaded.

{0035] In some implementations, antimalware client 215 can utilize a series or
hierarchy of assessments and scans in an attempt to more quickly and efficiently conclude
whether a particular should be loaded or not on the host device 216, More resource
intensive operations of the antimalware client 215 can be postponed in the event less
resource intensive operations {performed first) prove conclusive. Additionally, if the
antimalware assessment functionality of the antimabware client 215 is exhausted for a given
file, the antimalware client may then escalate assessment and handling of the file to the
antimalware support system 205 for the domain. In one example, antimalware client may
first attempt to determine whether the file is known and whether a determinative
assessment has been made regarding the file and is reputation {together with 2a
confirmation that the file has not been modified since this assessment). If the cache 275
records reveal determinative information concerning the file, the antimalware client 215
can correspondingly act to either conclusively permit or deny loading of the file on host
device 210 consistent with the information described in the cache 275, However, if cache
record are at least partially inconclusive, antimalware client 215 {e.g., using reputation
engine 260} can move to a second assessment, such as an attempt to identify a certificate of
the file and determine whether the certificate is one previously identified as trusted {or
even untrusted). Additional features of the file can 3also be determined if earlier
assessments have proven inconclusive, including determining behaviors of the file {e.g.,
using scanner 262} and the reputation engine 260 can determine whether a combination of
the discovered traits violate or satisfy a given rule {e.g., 276} s0 as to conclusively allow or
block the file.

{00368] As an example, assessments of a particular file by the antimalware client
215 can conclude that there is no record of the file, that a certificate of the file is neither
known to be trusted or untrusted, and that the file is 3 packed file. In this particular
example, rules {e.g., 276} for a particular domain can define that such a combination of
features should not be allowed to be loaded on the host device 210, Further, the

antimalware client 215 can send a copy of the file along with information gathered for the
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file to the antimalware support system 205 for more information. A guery to the
antimalware support system 205 can yield results that, in some cases, then allow the file to
he loaded on the host device 210 {e.g., based on an assessment by the antimalware support
system 205 that the file is not malicious and can he trusted).

{0037] As discussed above, when an antimalware client 215 is able to sufficiently
assess files for malware using the subset of information and functionality provided, the
antimalware client 215 can spare the involvement of the antimalware support system 205
for queries by other antimalware clients {or security tools} in the domain, including on other
host devices within the domain. Indeed, in some implementations, an antimalware support
system 205 can provide support to a multitude of host devices. Further, as noted above, in
some instances, the antimalware client 215 can communicate with the antimalware support
system 205 {e.g., over one or more networks 250 utilizing server communication module
236} in connection with the assessment of one or more files detected at the host device
{e.g., 210}). In some instances, the antimalware client 215 of a host device 210 can
determine that it possesses insufficient information to definitively determine whether a
particular file should be loaded on the host device. In some instances, the host device 210
can query the antimalware support system 205 for additional intelligence or to apply
additional scanning or assessment functionality available at the antimalware support system
205, Such a query can includs information detected by the antimalware client 215, such as
behaviors of the file, an identification of a detected publisher of the file, a URL associated
with the file {e.g., a source of the file}, the type of file, a certificate of the file, among other
examples of basic information identifiable using the antimalware client 215,

{0038} An antimalware support server 205 can utilize information received from
an antimalware client 215 to both attempt to generate a response o the antimalware client
215 as well as supplement its own records {e.g., cache 246}. As antimalware support system
205, in some examples, will support multiple host devices and antimalware clients, including
various types of host devices {and/or antimalware clients}, antimalware support system 205
can obtain a wealth of information from the supported devices as they submit gueries for
assistance or simply report the identification of files, changes to files or file behaviors, etc.

that are inconsistent with the respective hosts’ previous cache records {e.g., 275). Further,
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some host devices may possess functionality that other host devices served by an
antimalware support system 205 do not.  For example, some devices may possess
hardware-based scanners that are capable of identifying file behaviors and characteristics at
the processor level {e.g., below the operating system level}, that other host devices may not
he able to detect {e.g., because they utilize different chipsets not employing such
technology). However, characteristics identified by any one host device {or corresponding
antimalware client) can be effectively used by every other host device within the domain as
the antimalware support system 205 sources file information from each of the various host
devices it supports. For instance, a guery by a first host device that is unable to detect &
certain behavior of a particular file can query the antimalware support system 205 for
additional information or assessment of the particular file. The antimalware support system
205 may have obtained additional information for the particular file from another host
device in the domain and can apply this information in addressing the query of the
particular host device, among other examples.

{00331 An antimalware support system 205 can obtain a variety of information for
use in assessing potential malware detected by anyone of a variety of antimalware clients
on host devices within the domain supporied by the antimalware support system 205. For
example, in addition to developing crowd-sourced, or collaborative, intelligence about the
variety of files encountered by the hosts in its domain, the antimalware support system 205
can additionally coliect, generate, and use further statistical and heuristic information that
can be the basis for a reputation score or other assessment. For instance, an antimalware
support system 205 can collect first contact information identifying the date and conditions
of a particular file {e.g., by a particular host device) within the domain. This information can
be used, for instance, to track the development, evelution, or spread of a particular file
within the domain, among other examples. Additionally, prevalence data can be generated
and maintained by the antimahware support system 205 documenting the frequency that a
particular file or event is detected by antimalwars clients in the domain. In some instances,
the prevalence of a particular file or event can serve as an additional data point for assassing
the likelihood that the file or event corresponds to something malicious. As an example, in

some instances, a file having zero prevalence (i.e., detected on only a singie host) can be
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evidence of a polymorphic malware, when combined with other characteristics determined
for the file {e.g., by the antimalware client and/or antimalware support system). In another
example, high prevalence of a file can also be incorporated within an assessment of a file or
event as malicious or trustworthy, among other examples.

{0040] An antimalware support system 205 can respond in a variety of ways to a
received query {or other data) from an antimalware client {e.g., 215). For instance, as
antimalware clients 215, in some examples, may possess a relatively limited subset of
information available {e.g., at the antimalware support system 205} concerning various files,
file certificates, file behaviors and characteristics, etc., a query by an antimalware client 215
may seek to obtain any additional intelligence available at the antimalware support system
205, Such queries can be responded to in substantially real time with little delay to the
antimalware client. For example, in response to a guery for more information about 3
particular file, an antimalware support system 205 can return additional information
concerning behaviors detected for the file by other antimalware clients, from threat
intelligence system 220, or ancther source. The antimalware client 205 can utilize this
additional information to performed a more complete assessment of the file {e.g., using
reputation engine 260} based on the rules 276 driving the assessment to finally determine
whether to allow or deny loading of the particular file, among other examples.

{00411 In some instances, an antimalware support system 205 can perform a
reputation assessment {e.g., using a more robust reputation engine 230} on behalf of the
antimalware client 215 in response to a guery of the antimalware support system 205 in
connection with a particular file detected at the host device 210, As noted above,
antimalware support system 205 can have access to additional information, including trend,
heuristic, and aggregated data, and can generate a repulation score of the particular file
hased on this information together with any information provided by the antimalware client
215 or described for the file in the antimalware support system’s 205 own cache. The
antimalware support system 205 can then return the reputation assessment result to the
antimalware client 215 prompting the antimalware client to act on the information, as well
as update its own cache records 275 {e.g., using cache manager 264} based on the feedback

received from the antimalware support system 205. Upon updating its cache 275 to reflect
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the information obtained from the antimalware support system 205, future encounters with
the file can be handled simply at the antimalware client 215 by identifying the previcusly
determined reputation information in the cache 275 {e.g., provided the character of the file
has not be modified since the initial encounter and assessment, etc.).

{0042] In still other examples, an antimalware support system 205 can receive a
query from an antimalware client {e.g., 215} for a particular file which even the antimalware
support system 205 is unable to conclusively assess. While between the combined
functionality of the antimalware client 215 and antimalware support system 205 {with
additional support and intelligence of a threat inteliigence system 220} much of the files
identified at hosts {e.g., 210} within the domain can be definitively categorized as safe {or
“white”} or unsafe, untrustworthy, or “black,” still other files, such as files newly discovered
on the domain, may remain somewhere in between, or “gray.” in some instances, an
antimalware support system 205, upon concluding that a particular file is gray can report
this information to the antimalware client 205, In some instances, depending upon the
rules {e.g., 248, 276} set for a domain, a gray file may be automatically blocked at the host
device, while in other instances, a determination that a file is gray may result in a user of the
host device 210 {or administrator of the domain} being given the option of leading the file
despite this finding, among other examples.

{0043] In some instances, if neither the antimalware support system 205 nor the
antimalware client 210 can resolve the reputation of a particular file {including, in some
instances, with the additional assistance of threat intelligence system 220} using
information already available to the respective systems, antimalware support system 205
can make use of scanner utilities {e.g., 232} available to it to perform deeper analyses and
scans of the file. in traditional systems, a file that could not be resolved may have been sent
1o another vendor for analysis. in some implementations of an antimalware support system
205, a scanner 232 can be provided that can scan the file, for instance, by allowing the file to
be loaded and/or executed in a sandbox or other virtual or protected environment and
scanned 1o assess the various behaviors and potential maliciousness of the file, among other

examples. Once a scanner 232 returns some results for the file, the antimalware support
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system 205 can communicate this additional information to the antimalware client 215 to
update the cache 275 of the antimalware client 215, among other examples.

{0044] As noted above, in some examples, a user can he presented with an option
as to how to handle a particular file, website, event, elc. encountered on a client device.
Such functionality can be expanded beyond decisions of whether to allow a particular file to
be loaded or not in connection with an assessment involving at least antimalware client 215.
For instance, allowing a file to execute, make changes to other files, install files, add data to
memory, access particular online resource, etc. ¢an cause a user of the host device to be
prompied {e.g., using user assistance engine 268) for permission to being/continue the
operation. Some traditional downloaders and other tools may ask users for permission
through a presentation of interactive prompt, however, users are often left to their own
devices in determining the appropriate response to the prompt. The more cautious or
capable users may attempt to scour the internet for information regarding the risks inherent
in granting permission in response to such a prompt, although such efforts can not only be
inconvenient but reliant on potentially irrelevant, outdated, or incorrect information, among
other potential issues. In some implementations of an example antimalware client 215,
user assistance engine 268 can identify events that trigger presentation of a permission
prompt for the user. In connection with such a permission prompt, the user assistance
engine 268 can query cache 275 as wall as, in some instances, antimalware support system
{or even a threat intelligence system 220} for additional intelligence regarding the nature
and potential risks associated with the event for which permission is requested. For
instance, the permission prompt can identify that a certificate of a file associated with the
event is trusted/untrusted/unknown, can identify that the event is the first detected of its
kind {e.g., a first contact event of the domain), involves a file capable of performing a
particular set of behaviors, involves a file, URL, publisher, vendor, elc. with a particular
computed reputation score, among other examples. The user can elect to utilize this data
{or even have this data presented to them if they are interested) in connection with a

decision to grant or deny permission of the event.
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{0045] In addition to providing information to a user in connection with user-
driven permissions or actions based on collective intelligence derived from an antimalware
support system 205, in some examples, an example antimalware client 215 can additionally
capture the response of a user to a particular event, including permission prompts, and
report this feedback to the antimalware support system 205 {e.g., using user input engine
270). Such user-provided intelligence can be used by antimalware support system 205 to
further supplement the intelligence it collects ashout particular files, events, URLs,
publishers, etc. and uses to provide antimalware support to antimalware clients in the
domain. Additionally, in addition to cumulating and crowd-sourcing intelligence from the
multiple antimalware clients it serves, the antimalware support system 205 can additionally
crowd-source information based on the variety of user feedback it receives, such as users’
responses to various prompis, including prompts serviced by example user assistance
engines {e.g., 268). Further, this user-based intelligence can be delivered for use by
example user assistance engines {e.g., 268). For instance, a user assistance engine 268 can
present, along with detected characteristics of a file or event, a summary of how other users
responded to the prompt. For instance, a permission prompt can identify, as an example,
that 23% of users in a domain granted permission for an event based on a similar permission
prompt, potentially evidencing to the current user that they should respond in kind, among
potentially many other examples.

{0046] Occasionally, in some implementations, rules {e.g., 276} as well as records
and information in cache 275 concerning one or mere files can be updated. For instance,
the cache {e.g., 275} of a particular host-based antimalware client 215 may be incomplete or
cut-of-date. As the corresponding antimalware support system 205 may be constantly
identifving new files and associated file intelligence from other antimalware clients in the
domain as well as through threat intelligence system 220, in some instances, it ¢an become
prohibitively expensive for the antimalware support system 205 to be continuously
broadcasting any and all such updates to all of the potentially many host-based antimalbware
clients serviced by the antimalware support system 205  in the domain. In some
implementations, such updates can be tailored to each antimalware client and be

performed at least partially in an opportunistic manner. As an example, antimalware
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support system 205 as it receives communications from various host devices concerning
various files encountered on the host devices {e.g., 210}, the antimalware support system
205 can correspondingly record that the respective files reside on or have some other
relevance to the host devices submitting queries or reporting information about them.
Through records {e.g., 246} associating files with various host devices {e.g., 210} in the
domain, the antimalware support system 205 can correspondingly filter what update
information is sent to each host device. The antimalware support system 205 ¢an maintain
or otherwise access {e.g., from an asset management system of the domain {not shown}}
other information for the host devices in the domain to further discover whether particular
information and updates are relevant to the host devices. Indeed, such information can be
usad when first provisioning a subset of file records and other data in cache 275 customized
for use by the antimalware client 215 in addressing those files, events, and issues most likely
1o be encountered at the host device 2310

{00471 An example antimalware support system 205 can further time
communications and updates for various host devices opportunistically.  For example,
rather than broadcasting a particular update {e.g., of file behavior information, among other
examples} to the set of antimalware clients to which the update is likely relevant, the
antimalware support system 205 can seek to piggyback such updates on other responses to
or communications with the host device so as to maximize the bandwidth consumed in such
communications. As an example, an antimalware client 215 can query antimalware support
system 205 for more information concerning a particular file {if available). In response, the
antimalware support systermn 205 can identify that the guery is from the antimalware client
215 of host device 210 and further determine whether the antimalware support system 205
has any updates for the antimalware client 215 since the last time an update was issued,
indeed, antimalware support system 205 can maintain, for each antimalware client it
supports, a gueue of updates that should be delivered during the next opportunity to
communicate with the antimalware client.  Continuing with the previcus example, in
addition to providing a response to the guery with additional information about the
particular file, the antimalware support system 205 can additionally provide update

information for the antimalware client {e.g., for use in updating cache 275}, including
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update information for files and events other than the particular file that was the subject of
the query.

{00481 While opportunistic updating can be employed by an antimalware support
system 205, such as in the examples above, in other instances, antimalware support system
205 may push at least some of the updates to corresponding antimalware clients {e.g., 215).
For instance, if a particular threshold time has expired since a last update, the antimalware
support system 205 can push updates to the antimalware client 215, for instance, the next
time the host device is started or otherwise available on the network, ete. Further, a subset
of the updates can be identified as high priority updates and these can be pushed to their
respective antimalbware clients according to a shorter threshold time or immaediately, among
other examples. Further, in still other examples, some update information can be broadcast
to two or more antimalware clients serviced by the antimalware support system 205, for
instance, to report a change to a rule {e.g., 276} to be applied by the particular antimalware
client, among other examples.

{0043] As updates are received identifying new or updated characteristics of file
already identified in cache 275 or as new files are identified, a cache manager 264 of
antimalware client 215 can update the cache 275, While in traditional antimahware tools
content and caches can expire and the entirety of the cache is replaced, for instance, on &
daily basis, to ensure that the cache remains current, the cachs 275 managed by
antimalware clients {e.g., 215}, in some examples, can be piecemeal and selective, such as in
response to specific update information affecting only a subset of the records in the cache
275, Additionally, rather than replacing the entirety of the cache 275 or even a single
record of the cache 275, particular metadata of a cache record describing such
characteristics as a file’s certificate, behaviors, reputation score, etc. can be maintained
persistently until an update is received {or additional characteristics are identified locally
using antimalware client 215), allowing for precision in updating only those particular
elements of the record based on the update information received. This can, among other
potential benefits, allow for more economical updating of the cachs 275 both in terms of
network traffic for coordination of updates with an antimalware support system 205 and

processing overhead at the host device 210, which, in some cases, may be a mobile
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computing device or other computing device with more streamlined or focused processing
capabilities or design.

{0030] In some implementations of a thin antimalware cdient {e.g., 215},
remediation functionality can be provided o remediate certain subsets of detected
malware at the host device 210. In other instances, an example thin antimalware client can
be focused on deciding whether a particular file {executable and/or non-executable} should
or should not be loaded, executed, etc. based on whether the particular file satisfies rules
defined for the host device {e.g., 210} and/or domain. More robust remediation
functionality can be provided through antimalware support system 205 {e.g., through
remeadiation engine 240}, In one example, antimalware client 215 can request remediation
of a particular issue discovered on or relating to the corresponding host device 210,
including issues identified by the antimalware client 215 alene or with assistance of the
antimalware support system 205. The antimalware support system 205, in such instances,
can identify a corresponding remedy for the issue and cause the remedy to be applied to
the host device 210.

{0051] Forinstance, in one example, a library of remediation scripts or tools can be
maintained at the antimalware support system 205, In traditional antimalware tools, such a
library of tools may have been attempied to be incorporated within the host-based tool
itself, to the extent providing a full library of available antimabware remediation
functionality was possible given memory and processing constraints of the host device. in
one example implementation, the antimalware support system 205 can identify one or
more remediation scripts as candidates for remediating a particular identified issue at the
host device. The selection of the particular remediation scripts can be based, in some
examples, on feedhack received from similar other host devices in the domain regarding the
effectiveness of the remediation scripts, among other examples and considerations. The
antimalware support system 205 can then send the selected remediation scripts to the
antimalware client 215 on the host device 210 for use {e.g., in connection with other logic
on antimahware client 215 capable of executing or otherwise using the functionality of such
scripts) by the antimalware client 215 to remedy the issues at the host device 210, Once

remediation of the issues is confirmed {e.g., in some instances, based on a query of the
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antimalware support system 205 for confirmation or through further operations of the
remediation script), the antimalware client 215 can dispose of the received remediation
scripts to reserve resources for potentially other scripts that may be used in the future by
the antimalware client 215 to address other malware issues. In a sense, the antimalware
remediation script can be considered, in some implementations, as a dissolvable tool that is
used and then disposed of by the antimalware client 215, among other examples. As other
malware issues are encountered, the antimalware client 215 can send subsequent requests
for remediation to the antimailware support system 205 and can be provided with other
remediation scripts from the antimalware support system’s library that correspond to the
other malware issues, and so on.

{00521 In other, or supplemental, implementations, a remediation engine {e.g.,
240} of the antimalware support system 205 can perform at least a portion of the
remediation of a malware issue on a host device {e.g., 210} at the antimalware support
system 205, For instance, in one example, remediation engine 240 can include a virtual
machine or virtual environment that permits weightier remediation processes to be run
within the virtual environment on behalf of and to remediate the issue on the host device
210. For example, a filter driver of the virtual environment {or antimalware support system
205} can intercept certain operations instantiated and run from the virtual environment and
redirect the gperation to the host device so that the logic is executed within the virtual
environment but the operations are performed on the host device {i.e., rather than the
virtual environment}. In some instances, a variety of antimalware tools and processes can
be run within the virtual environment, including a battery of normally incompatible or
redundant processes, such as a battery of antimalware remediation processes provided by
different third-party vendors. Such a set of remediation processes can be each run in series
within virtual environments provided through the remediation engine 240, and can be
predefined as a recipe for addressing certain malware issues by the antimalware support
systam 205, among other examples.

{0053]  In still other examples, a remediation engine 210 can be used to launch or
initiate certain processes remotely on the host device 210 in connection with a remediation

diagnosis of ane or more particular malware issues discovered and/or reported on the host
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device. For example, a remediation step can include, in some instances, remote rebooting
of the host device, calls through an APl to one or more hardware-based security or system
management services available through a chipset of the host device 210 {including services
that may allow access to the host device when disabled or when the operating system is not
aperational, among other examples), among other potential examples. Such remotely-
invoked remediation steps can be paired with other remediation operations including
remediation operations served in virtualized environments provided by remediation engine
240 or remediation scripts provided by the remediation engine 240 for local execution on
the host device, among other examples utilizing remediation assistance functionality of the
antimalware support system 205, Further, as noted above, feedback data can be collected
reporting the effectiveness of various remediation technigues managed by the antimalware
support system 205 for a particular host device 210 and this feedback can be used as the
basis of selecting {or not selecting} certain remediation technigues in connection with
subsequent efforts by the antimalware support system 205 to assist with the remediation of
similar malware issues on other host devices within the domain, among other potential
features and benefits.

[0054] As noted above, malware detection and assessment at an antimalware
client {e.g., 215} in example environment 200 can be rules- or policy-based. Rule definitions
{e.g., 276} can be maintained locally at the host device 210 for use by the antimalware client
215, Such rules can be provided by and updated according to system rules 248 maintained
by the antimalware support system 205. Some rules 276 at the host device 210 can be
tailored or be specific to the host device 210, such as rules that are specific to the particular
functionality, feature, make, model, etc. of the host device 210, In other words, the rules
276 maintained at a host device 210 may only be a subset of the rules {e.g., 248) maintained
for an entire domain by the antimalware support system 205, Additionally, updates sent to
the host device 210 may be tailored to updating the particular subset of rules relevant to
the host device, among other examples.

{0058]  In some instances, a particular host can migrate between multiple different
domains, such as a work, school, and/or personal domain, or network. Such scenarios are

bBecoming increasingly common with the increased mobility of personal computing devices
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and the acceptance of bring your own device (BYOD) policies by employers and other
institutions. In some instances, a single antimalware client {e.g., 215} of a host device 210
can be configured to determine what domains are applicable to the host device 210 at &
particular instant, such as based, for instance, on networks with which the host device 210
can detect or access, geolocation data, and a sign-on to the network, etc. Further, multiple
different rule sets can be maintained by the antimalware client 215 for the host device 210
for each of the domains to which the host device 210 is known to associate with and
communicate in. The antimalware client 215 can identify the rule set{s) {e.g., 276} that it
isfare to apply, as well as the respective antimalware support systems with which the
antimalware client is to communicate and operate based when within the respective
domain. Indeed, in some instances, an antimalware client 215 can determine that a host
device is within, logically or physically, twe or more domains simultaneously, and can apply
rules from each domain to the extent possible, among other examples,

{0056] insome implementations, an antimalware support system 205 may possess
functionality {e.g., through rule engine 244} to custom-define and tailor rules 276 to a
particular domain. The data {e.g., 274} and applications {e.g., 274} hosted within a given
domain can vary widely together with the goals, risk tolerances, and character of the
business, educational, governmental, non-profit, or personal  entity. Traditional
antimalware tools utilize g predominantly one-size-fits all model, representing in some
cases, the antimalware tools’ goal to detect and potentially remediate any and all malware
that a given host or domain may potentially be exposed to. However, what may not be
regarded as malware by some can be regarded as malware by others, and what may be
considered as safe by some may be regarded as untrustworthy by others, and so on.
Further, some objects and files may possess many characteristics commonly shared with
malware, such as packed files, among other examples. As a result, some antimalware
products employ under-inclusive {or over-inclusive) algorithms for categorizing files as
malware or not, amoeng other potential deficiencies. An administrator of a domain, using
antimalware support system 205 may be able to custom dafine rules for defining how 1o
classify files as malicious, trusted, unknown, mixed, etc. In some instances, a default set of

rufes can be provided and rule engine 244 can be used to tailor exceptions, exclusions, and
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other customizations of the domain’s rule set using the default set as a starting point,
among other examples.

{00571 Further, an example antimalware support system 205, in some instances,
can consumer data from one or more threat intelligence systems 220 collecting and
processing security data across multiple different domains and from multiple different types
of security tools {e.g., 285} monitoring various aspects of those domains. Such security tools
285 can include, among other examples, other antivirus and antimalware tools, host
intrusion protection systems, network intrusion protection systems, web gateways, email
gateways, intrusion detection systems, data-leak prevention systems, firewalls,
whitelist/blacklist managers, and other host- and network-based security tools within
multiple different domains.

{00538] Example threat intelligence systems {e.g., 220} can include one or more
processor devices {e.g., 278}, one or more memory elements {e.g., 280}, among one or more
hardware and/or software-based components, such as, for example, a reporting engine 282
and reputation engine 284, among other potential examples and combinations of the
foregoing. In some instances, threat intelligence systems 220 can provide intelligence {e.g.,
through reporting engine 282} that identifies various threats, including malware, detecting
among the various domains and systems providing the threat intelligence system 220 data.
indeed, antimalware support system 205, antimalware clients {e.g., 215}, and other security
toois of a domain can also supply data 1o one or more threat intelligence systems {e.g., 220}
in some examples. A reputation engine 284 can be used to apply certain global
classifications to the information collected and reported by the reputation engine 284, in
some instances, however, threat intelligence systems 220 can also suffer from issues of
being over-inclusive, under-inclusive, too conservative, or too liberal, etc. in their reporting
and characterization of information it receives. Forinstance, files, events, sources, ete. that
are considered malicious to a particular domain but not necessarily to others may be
completely {or at least partially) omitted or inadequately characterized in intelligence data
served {e.g., to antimalware support system 205} by the threat intelligence system 220.
Further, some threat intelligence data may be regarded differently by the domain such that

it can be ignored. Additionally, data collected within the domain, for instance, from
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antimalware clients {e.g., 215} monitoring various hosts in the domain, may be used to
supplement the threat intelligence feed received from a threat intelligence system 220,
among other examples.

{00581 In some example implementations, antimalware support system 205 can
include an override engine {e.g., 242} or other functionality {e.g., provided through rule
engine 244} adapted to tailor threat intelligence data received from one or more threat
intelligence systems {e.g., 220} according, for instance, to one or more preferences {and/or
rules {e.g., 248}} of the domain. For instance, exceptions can be defined for threat
intelligence data {e.g., 286} generated and served by threat intelligence systems {e.g., 220}
to aexclude certain types of information, such as information that is based on rules or
assumption not adopted by the domain or relating to events, objects, URLs, publishers, etc,
that the domain considers trustworthy. Further override engine 242 can additionally
supplement or modify reputation scores and other data received from the threat
intelligence systems {e.g., 220} to account for particular characteristics, files, or issues
unigue to or otherwise of interest to the domain, among other examples.

{0060] Turning to FIG. 3, a simplified block diagram is shown illustrating an
example computing environment including antimalware support system 205 of a domain
including multiple host devices 305, 310, 315, 320, Each host device {e.g., 305, 310, 315,
320} can include a respective antimalware client {e.g., 325, 330, 335, 340} that utilizes a
respective local cache {e.g., 345, 350, 355, 360} of the host device in connection with
prefiminary assessments of files on the host device. Antimalware support system 205 can
send updates to the various hosts {e.g., 305, 310, 315, 320} it services within the domain
and the hosts {e.g., 305, 310, 315, 320}, in some cases, through their respective antimalware
clients {e.g., 325, 330, 335, 340} can update their respective local caches {e.g., 345, 350, 355,
360} in response to the update.

{00611 In one example implementation, antimalware support system 205 can
maintain reputation data that it can use to generats reputation assessments for files
encountered {e.g., by antimabware clients 325, 330, 335, 340} in the domain as well as
develop update data to be distributed to the host devices 305, 310, 315, 320 in the domain.

in one example, antimalware support system 205 can include first contact data 365, file
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metric data 37C, threat intelligence data 375, among other potential examples. Further, it
should be appreciated that the foregoing data can be combined and included in a single or
multiple different records maintained by the antimalware support system 205 for the file,
among other examples,

{00621 Example first contact data 365 can identify the instance, within the domain,
when a file was first identified within the domain. First contact data 365 can be associated
with the file, including a hash of the file or other identifier of the file. Further, first contact
data can identify when and how the file was first encountered, such as by a particular host
device in the domain. Accordingly, in such examplas, first contact data can identify the host
device that first encountered the file, as well as describe characteristics of the first contact
{e.g., as described in data reported by the host device, such as collected by the host's
antimalware client).

{0063] Example file metric data 370 can describe characteristics of a file known to
antimalware support system 205. Such characteristics can include an identification of the
file's certificate, publisher, hehaviors, etc. Further, file metric data 370 can include
statistical data, prevalence data, URLs, IP addresses, and other information describing the
file’s presence or entry within the domain. Antimalware support system 205 can update and
supplement file metric data as additional information is obtained from the variety of host
devices {e.g., 305, 310, 315, 320), for instance, in connection with gueries received from
antimalware clients {e.g., 325, 330, 335, 340}. File metric data 370 can be based on
feedback data for a file as detected and analyzed by multiple different host devices within
the domain. As the functionality of host devices 305, 310, 315, 320 in domain can vary in
terms of what characteristics can be detected on the host device 305, 310, 315, 320 as well
as the contexts or host device uses in which the characteristics are detected, pooling
information detected at these devices can assist in making file metric data 370 maintained
by the antimalware support system 205 more comprehensive. File metric data 370 {along
with other data describing files maintained by antimalware support system 205} can also be
indexed by a corresponding file identifier, such as a hash of the file or other identifier.

{00641 Antimalware support system 205 can consume threat intelligence data

served by threat intelligence system 220, Threat intelligence data can be based on
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abservations of multiple different sensors collected from multiple domains.  Antimalware
support system 205 can maintain threat intelligence data 375 based on the information
abtained from threat intelligence system 220, In some instances, antimalware support
system 205 can apply domain specific rules, preferences, and/or exceptions to threat
intelligence data received from a threat intelligence system 220 to bring the data more into
accordance with the antimalware rules and domain-specific conditions within the domain.
in some instances, threat intelligence data can be further indexed by file, in some instances,
describing files outside of the set of files discovered within the domain, among other
examples.

{00851 Antimalware support system 205 can utilize combinations of first contact
data, file metric data 370, threat intelligence data 375, among other data collected and
generated through information obtained from the host devices 305, 310, 315, 320 and
threat intelligence system 220 to assess reputations of the respective file. A reputation
assessment can involve applving domain-specific {or domain-wide} rules to the file's data
{e.g., 365, 370, 375} maintained by the antimalware support system 205. A reputation score
can be generated by the antimalware support systern 205, Reputation assessment data
describing the reputation assessment of the antimalware support system 205 can be
generated and associated with the file and maintained by the antimalware support system
205,

{00661 Antimalware support system 205 data {e.g., 365, 370, 375} describing a file
may be more complete and/or up-to-date than corresponding data for the file maintained
at any one of the local caches {e.g., 345, 350, 355, 360} of host devices 305, 310, 315, 320 in
the domain. Indeed, antimalware support system 205 can maintain data for files not
identified or included in the local caches 345, 350, 355, 360 of host devices 305, 310, 315,
320, In some implementations, a host device may limit the file data maintained at the host
device’s local cache to those files already detected at the host device. Accordingly,
antimalware support system 205 can provide updates to the local caches of the host devices
on an as-needed basis, in some instances, and in response to the host device detecting a file
described in the antimalware support system data {e.g., 365, 370, 375}, among other

examples.



WO 2014/143000 PCT/US2013/032275
29

{00871 Turning to FIG. 4, a simplified block diagram is shown representing example
functionality of an antimalware system including an antimalware {or antivirus} support
system 205, an antimalware thin client 215 operating locally on a host device 210, together
with one or more threat intelligence systems {e.g., 220}. In the example of FIG. 4,
antimalware client 215 can encounter a variety of files {e.g., 405, 410}, including files
originating from external sources, such as web servers {e.g., 415, 420). For instance, a file
410 can be detected by the antimalware client 215, and antimalware client 215 can apply
the subset of detection and assessment provisioned on it to make a cursory assessment of
the file 410. For instance, antimalware client can assess whether the source {e.g., 420} of
the file 410 {or process associated with or provided through the file, such as an updater
process} is trusted or not. Such a trust assessment can be based on identifying a certificate
of the file 410 and comparing the certificate against, in some cases, a focused or limited
listing of trusted certificates. in some implementations, at least a portion of a listing of
trusted URLs, IP addresses, or other source information {e.g., 415, 420} determined for the
domain can be available locally at the host device to further assist in assessing {e.g., in
combination with the certificate listing) whether the source is to be trusted. If the
antimalware client 215 possesses the requisite functionality to identify sufficient
information from the file as well as access local data describing features of the file, including
the file's source, the antimabware client 215 can apply rules, such as domain-specific rules,
1o determine whether to regard the file {e.g., 410} as known clean, known dirty, or grey, and
whether to allow or disallow launch or loading of the file {e.g., using a reputation
assessment engine {e.g., 260}). Additional information can also be assessed for the file 410,
such as behaviors of the file and other information, for instance, identified from a local file
cache 275 of the antimalware client 215 among other examples.

{0068] In instances where decision logic of the antimalware client 215 determines
that it is unable to satisfactorily assess a file {e.g., 405, 410) based on its thin functionality
set {or the focused content set {e.g., 275} available to it}, antimalware client 215 can possess
additional logic to guery outside sources for assistance. For example, antimalware client

215 can engage antimalware support server 210, or, in cases when antimalware support
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server 210 is down or otherwise unavailable, guery a threat intelligence system 220 in some
examples.

{0069] Antimalware client 215 can assemble what information it can for a
detected file and send this information to antimalware support system 210 as a query for
additional intelligence. In some instances, all the antimalware client 215 may be able to
provide is a hash of the file, while in other instances, functionality of antimalware client 215
may be able to assemble additional data describing various aspects of the file, such as
whether or not the file was signed {or had a certificate)}, an identification {or copy) of any
certificate, behaviors detected for the file, other information identifying a source of the file
{e.g., a URL or IP address, efc.}, among other information in accordance with the limited
subset of functionality provisioned on the antimalware client 215,

{0070] Using at least the identification {e.g., a secure hash algorithm {SHA} hash} of
the file, the antimalware support system 205 can attempt to identify additional information
known concerning the file, including information described in file records or cache {e.g.,
246} maintained by the antimalware support system 205, such as first contact data, file
metric data, threat intelligence data, reputation score data, etc. As discussed above,
antimalware support system can further utilize information obtained from the antimalware
client 215 in s query in combination with the antimalware support system’s own data
describing the file to conduct a reputation assessment {e.g., using reputation engine 230} in
connection with the query, among other examples. The antimalware support system 205
can return results for the guery including additional information known for the file at
antimalware support system 205 as well as reputation assessment data generated by the
antimalware support system {or even reported by threat intelligence service 220}, The
antimalware client 215 can utilize this information {including consideration of the
antimalware support system’s {and/or threat intelligence system’s) reputation assessment)
to decide whether to launch or disallow the file locally at the host device 210, Further, in
some instances, in connection with the decision to {aunch or disallow the file, antimalware
client 215 may additionally process the various data {e.g., reputation data) returned in the
guery and complete its own reputation assessment {e.g., generation of a reputation score},

among other examples.
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[0071] Turning to FIG. 5, an example guery response 500 of an antimalware
support system is represented provided in response to a guery of a particular file by an
antimalware client local to a host device. As shown in the example of FIG. 5, a variety of
information can be communicated in the guery response corresponding to all or a portion of
the information available at or through the antimalware support system with regard 1o 3
particular file. Forinstance, in this example, reputation data included in the guery response
500 can include identified of the file, a trust or reputation level of a threat intelligence
system, a trust or reputation level of an enterprise or domain {such as a reputation level or
score computed by the antimalware support system), a value for whether domain
reputation level or scores should override, preempt, or be preferred over the threat
intelligence score {e.g., because different domain-specific {or —preferred) rules or reputation
data are used in calculating the domain score, etc.), and so on. For example, additional
reputation data can include a first contact date for the file, prevalence of the file in the
domain {e.g., the number of different host devices in the domain that have identified the
file), and whether a user warning or other user-provided negative feedback has been
captured for the file. Certificate or signature information can also be identified in
reputation data including whether the file is signed and by whom {e.g., the publisher}). File
behavior data can also be provided, such as a behavior-based score, flags identifying the
respective behaviors detected for the file or other communication of the file's behaviors,
among other examples.

{00721 Turning now to FIG. 6, a flowchart 600 is shown representing example
technigues and operations of an example implementation of an antimalware support
system {e.g., 205). An antimalware support system can assist thin antimalware clients
provisioned on host devices within a domain managed by the antimalware support system
in connection with gueries received from the host device antimalware clients. For instance,
a query can be received 605 from an antimalware client including data identifying one or
more files, including executable and/or non-executable files and objects. in some instances,
the query can include a hash of the file {such as a hash of the entirety or a portion of the file
using MD5 or another cryptographic hash function} and the antimalware support system

can determine whether records exist for the file based on a lookup 610, The lockup 610 can
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involve searching records and data maintained by the antimalware support system that are
indexed by or otherwise include the hashes of files for which the antimalware support
system maintains records.  Such records and data can include reputation data of the
respective file, including reputation data included in first contact data, file metric data,
threat intelligence data, and other data or combinations thereof. Such data can be
considered, in some implementations, the cache of the domain or antimalware support
system.

{00731  Ininstances where the antimalware support system determines that a hash
recaived in a guery from an antimalware client matches one or more records maintained by
the antimalware support systam, the antimalwars support system can sttempt to identify
{e.g., at 615, 635, 6530) for reputation data for the file corresponding to the hash. In the
instance that the antimalware support system determines that it has no records for the
hash, antimalware support system can generate {e.g., at 620} a record for the file including
the hash of the file. The antimalware support system can further query one or more global
intelligence services, such as a third party threat intelligence service, that maintain records
and reputation data relating to files as collected from multiple systems including, in some
instances, systems in other domains and located {and functioning} across the world. The
guery 625 can include the hash of the file. In other instances, the antimalware support
system can utilize or extract other identifiers for the file, for instance, from the hash or from
the incoming query 605, to identify the file for the gleobal intelligence service. If any
reputation information or other information is returned for the file in response to the guery
of the global intelligence service, the antimalware support system can add the received
information as data to one or more records generated {e.g., at 620} by the antimalware
support system for the file. For instance, information received in data returned from the
guery 625 can incorporated {e.g., at 630} in threat intelligence data {e.g., 375). In one
implementation, a global intelligence data record can be generated {e.g., at 630} based on
the results of guery 625, amaong other examples. The generated record {or data) {e.g., at
630} can be used to not only add to the knowledge base of the antimalware support system
and respond to the incoming query 605 but can also serve as an identifier, in some

instances, of the last qguery of the global intelligence service by the antimalware support



WO 2014/143000 PCT/US2013/032275

[ Y]
[

system regarding the particular file referenced by the hash. For example, in a subsequent
guery involving the file, the antimalware support system can determine when the latest
query of a particular threat intelligence system {or other global intelligence system) was
with regard to the file and, in some cases, limit gueries to the threat intelligence system
when it is determined that the last query was sufficiently recent and fresh, among other
examples.

{0074] In addition to querying one or more global intelligence systems for
information concerning a file, an example antimalware support system can further create
records {e.g., 640a, 645a) based on information available at the antimalware support system
or elsewhere in the antimalware support system’s domain relating to the file. In some
instances, the information can include the information received from the host device in the
query 605, such as the time the host device identified the file, events surrounding the
identification of the file by the host device {e.g., other files running on the host device that
may have caused the file to be downloaded or delivered, a URL or IP address assaciated
with the file, etc.}), identification of the host device, behaviors of the file identified by the
antimalware client local to the reporting host device, user feedback received in connection
with the file at the host device, and so on. Additionally, in some instances, the antimalware
support system can collect data from other tools and sensors available to it in the domain
and with information potentially describing the events leading up to or otherwise associated
with reporting host device’s encounter with the file, such as firewalis, internet gateways,
email gateways, among other examples. Such information can be correlated with the guery
605 and included in additional records and reputation data generated {e.g., at 640a, 645a)
by the antimalware support system, among other examples. Further, in some instances, the
antimalware support system can perform one or more scans on a copy of the file {e.g., in
instances when a copy of the file is included in, derivable from, or accessible based on the
information received in the query 605}, to identify additional reputation data for inclusion in
records, such as first contact records, metrics records, and so on.

{00751 Information generated {e.g., at 620, 630, 6403, 6453} by the antimalware
support system in response to identification of a previously unknown file can be further

utilized to generate 660 a reputation rating by the antimalware support system in some
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instances, Reputation ratings or scored generated by the antimalware support system can
be further added to or otherwise incorporated in records concerning the file and maintained
by the antimalware support system. Further, the antimalware support system can build a
response to the query 605 that includes some or all of the reputation data gathered and
generated {e.g., 620, 625, 630, 640a, 645a) by the antimalware support system, including
prevalence data, reputation scores generated by the antimalware support system {or
retrieved from a global intelligence system), whether the file represents a first contact, and
so on. in some instances, the antimalware support system can identify the antimalware
client and/or host device sending the guery 605 and determine, from this identification,
what data is stored or otherwise utilized by the antimalware client on the host devica.
Further, an antimalware support system, in some implementations, can tailor the guery
response to the particular antimalware client {and cache records used and maintained by
the antimalware client}, so as to further promote efficient and targeted communications
and data sharing between the antimaiware support system and the various antimalware
clients service by it, among other potential advantages. Antimalware clients can act upon
this information, for instance, o determine whether to allow or deny the file to load or
launch on the host device, as well as whether and how to remediate the file from the host
device, among other uses and examples.

{0076] In instances where the antimalware support system determines {e.g., at
610} that records are available that correspond to a particular hash identified in a query
605, the antimalware support system can query one or more different records, databases,
and other data structures to identify reputation data corresponding to the host identified
with the particular hash. For example, antimalware support system can check 615 global
intelligence records {e.g., threat intelligence data 375} and determine whether the identified
data is stale or not {e.g., by referencing a last gueried value or other information identifying
the last time the antimalware support system queried or otherwise received data from 3
particular giobal intelligence system relevant to the file. if the antimalware support system
determines that the global intelligence is stale, the antimalware support system can initiate

a new guery 625 of the global intelligence service to potentially identify updated
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information for the file from the global intelligence service. Any new information obtained
from the guery 625 can be used to update 630 records including the global intelligence data.

{00771 Upon determining that the antimalware support system has access 1o
sufficiently up-to-date global intelligence data for a file {if such data is even available from
the service}, the antimalware support system can check other data and/or records, such as
first contact records {e.g., at 635} and/or file metric data {e.g., at 650} associated with the
file at the antimalware support system to identify still additional reputation data for the file
that is relevant 1o the query 605, in the case of first contact records {e.g., 635}, for example,
a query of a first contact record for a file can include identification of the host device within
the domain that was the first 1o encounter {and, in some cases, query the antimalware
support system regarding) a particular file. In some implementations, in connection with
the assessment of first contact data, an antimalware support system can query the host
device identified as having had first contact with the particular file for any additional
information discovered regarding the file. The antimalware support system can further
consider the evolution and prevalence of the particular file based on the first contact data,
such as, for instance, how many and how frequently the file has been encountered in the
domain since the first contact, among other examples.

{0078] First contact records can provide valuable information for use in
reputations assessments of files. In some instances, the first contact with a particular file
can represent a premium opportunity to collect and assess a sample of the first-contacted
file. Further, from a prevalence standpoint, when a host device is the first to identify a
particular file, this first contact, in some implemeantations, can be heavily-weighted factor in
the local risk level determined for the particular file. Similarly, the prevalence of first
contacts {i.e., with different files} by host devices within a particular network or domain can
serve as a heavily-weighted factor for identifying trends in risk within a particular domain. |f
a first-contacted object is later determined to be “bad,” first contact records can also
provide the date, location, eic. of the object and can be used to discover the ultimate
source or cause of the file as well as the manner in which the object distributes itself within

a network, among other examples.
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{00791  In some instances, the antimalware support system may determine that it
lacks sufficient data {e.g., metrics data) relating to a file or may determine o otherwise
trigger a scan of the file to obtain still additional information for the file. In some
implementations, an antimalware support system can employ one or more scanners o
abtain additional information concerning the behavior and features of a particular file. In
one example, an antimalware support system can include a dedicate scanner that can be
utilized to assess operation and character of a particular file. In one example, the scanner
can include a virtualized environment in which the file can be allowed to run, isolated from
other systems which the file could potentially damage. in some instances, a copy of the file
can be sent from the host device discovering the host device and the file can be placed in 3
virtualized operating system of a virtualized personal computer, tablet computer, smart
phone, or other device, The file can be allowed to load and launch within the virtuslized
system as well as interact with other applications and data made available on the virtual
machine platform. The scanner can observe how the file operates when various simulated
events are caused to take place within the virtual environment. Multiple iterations of a test,
simulation, or scan can be allowed to run using the scanner. In some instances, long
duration simulations can be allowed to run in an attempt to detect latent malicious
behaviors of the file triggered over a passage of time, among other examples. The scanner
can be implemented, in some cases, using cloud-based virtual machines that can be
provisioned for use by the antimalware support system on an as needed basis. in this and
ather scanner implementations, the antimalware support system can test and scan multiple
different files presented to it from various host devices within the domain to ebtain and
build more comprehensive records describing the files,

{0080] After a scanner used in connection with the antimalware support system
returns results of the scans, various data can be generated describing the results and these
results can be added to one or more records maintained by the antimalware support system
for the file. In some instances, upon determining that a scan of a file would be desirable to
provide mere information allowing a more accurats assessment of a file, the host device
guerying the antimalware support system regarding the file may be forced to take

prefiminary or provisional action on the file pending the development of additional
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information from the scan. In some instances, domain rules can cause a host device 1o ery
on the side of caution by disallowing, quarantining, or delaying launch of the file pending
additional results from the scan. In some instances, a host device can delay action on a file
for a threshoid period of time and if scan results are not delivered within that threshold
limit, action can be taken based on the limited information provided by the antimalware
support system for the guery. indeed, guery resulis can indicate that the scan has been
ordered, is in process, or that additional information for the file is expected in the future.
Such notifications can also be considered by the host device in reaching a decision with
regard to the file.

{00811 When scan resulls can be returned, in some implementations {and, in some
cases, depending on the nature and type of file), the scan results can be pushed to the host
device allowing the host device to update or complete the action on the file. in other
instances, scan results may be opportunistically delivered, such as in connection with the
host device’s next encounter with the file or to he piggybacked on query results as a
reputation data update notification, among other examples. In such instances, a scanner of
an antimalware support system can be used to both complete a response to a guery by a
host device as well as supplement its own file reputation data to improve its responses to
other subseguent gueries involving the same file by potentially other {or the same} host
devices in the domain, among other examples.

{00821 Scanners utilized by an antimalware support system can be provided “off-
Box” in that the scanner are provided or hosted on remote computing systems, including, in
some cases, systems controlled or provided by a third party. An interface can be provided
hetween the antimalware support system and multiple different scanners. Scanners ¢an
each provide 3 specialized type of scan. Scanners can include, for example, a URL scanner or
IP address scanner {e.g., capable of crawling websites or remote servers associated with an
identified URL or IP address to obtain more information regarding a source of a file}, various
file scanners {e.g., capable of examining the contents, behaviors, and architecture of the
file}, static scanners, dynamic scanners, among other potential examples. Scanner can
register with the antimalware suppert system and the antimalware support system can

associate particuiar file types, behaviors, reputation information, source information, and
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other information that can be discovered for a target file {including information gleaned
from reputation data provided in a query by a3 host device) with corresponding registerad
scanners {e.g., scanners considered to be effective in discovering additional information for
such files). The scanners can further register to indicate gueue length, processing times,
resolution statistics, and other information for use by the antimalware support system in
connection with determining which of the one or more scanners to employ in the scanning
of a particular file. Additionally, some scanners can include {and register) functionality for
triggering re-scans of files, for instance, in connection with an update of the scanner, among
other exampies. The antimalware support system can provide the file to be rescanned and,
in some cases, update reputation data and scores based on such rescans, among other
features and implementations.

{0083] In the particular example of FIG. 6, antimalware support system 645b can
build or add reputation data to records corresponding to the file. Such data can include one
ar both of information received from the query 605 describing the results of scans and other
information obtained for the file at the host device responsible for the query 605 as well as
from information results from scans of the file based at the antimalware support system or
scanner accessible to and/or under the control of the antimalware support system
including, in some implementations, third party scanner services and other examples.
Based on the reputation data for the file included in global intelligence data {e.g., 615}, first
contact records {e.g., 635}, metric data {e.g., 650} and other information and reputation
data describing the behaviors, spread, use, and other characteristics of a file can all be
considered against the rules set for the domain to return 660 a reputation score or level
value to the host device along with portions {or all} of the reputation data for the file. The
host device can then use this information to supplement the information it was able to
obtain, for instance, using its local thing antimalware client, to reach a decision with regard
to how the host device should handle or even load the file, among other examples.

{00841 As noted above, in response to receiving result data from a guery of an
antimalware support system, as in the example of FIG. 6, an antimalware client can not only
direct handling of one or more corresponding files by the host device based on the query

results, but the antimalware client can update its own records for the file to include the
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information obiained from the antimalware support system’s query results. Additionally,
the antimalware client can update its records to reflect the decision it reached based on the
reputation data returned in the antimalware support system’s guery results.

{0085] Turning now to FIG. 7, an example flowchart 700 is shown illustrating
example technigues involving an antimalware support system operating cooperatively with
and supporting operation of an antimalware client local to a host device remote from the
antimalware support system.  As noted above, an antimalware client can maintain records
for a subset of files it has already encountered or is most likely 1o encounter in the future
and consuit those records in connection with subsequent encounters with the file. As
additional information is obtained by the antimalware support system for the file{s},
however, update notifications can be sent to the antimalware client reflecting this
additional inteliigence regarding the file{s}. Indeed, in some instances, an antimalware
support system can change the reputation level it calculates for a particular file based on
additional information it receives from source internal and external to its domain.

{0086] Changes to reputation data of a particular file, as provided by the
antimalware support system to an antimalware client, can potentially result in the
antimalware client performing a different action the next time the particular file is assessed
by the antimalware client. Rather than identifying from its local cache the decisions or
actions performed the last time the particular file was encountered at the host device {e.g.,
as determined by the local antimalware client), the assumptions underpinning the previous
action may be undermined by changes to the reputation data as reported by the
antimalware support system. Accordingly, as shown in the example of FIG. 7, a change to a
reputation level of the domain, a reputation score from a global intelligence system, or
other reputation data (such as updated behavior information reported by another host
device to the antimalware support system} can be detected {e.g., 705, 710} and notification
events can be generated 715 to report the new or modified reputation data to those host
devices possessing records for the affected files. These updatss can be communicated, in
some cases, opportunistically, to the host device. An antimalware client on the host device
can update local cache to reflect the received updates and further clear {e.g., 725) other

cache values such as decision results of the antimalware client for the particular files that
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were based on old reputation data for the particular file. Upon encountering the particular
file again, a decision can be made utilizing the updated reputation data and the new
decision result can be used o re-populate a field expressing previous decision results for the
particular file. In still other implementations, an antimalware client may preemptively
decide how it would react to reencountering the particular file based on the updated
reputation data, populate the decision value in local cache, and rely on the new decision
value the next time the host device encounters the particular file again, among other
examples.

{00871 Other values and information controlled by an antimalware support system
and relied upon by supported antimalware clients can be changed resulting in
carresponding changes to local caches and other data stores of the host devices. Further,
these changes can effect changes in the way antimalware clients respond to subsequent
files to be preliminarily assessed by the antimalware clients. For instance, in some
implementations, domain-specific rules can be defined that are io be applied across the
domain. Some rules may be further tailored to particular devices or device types {e.g.,
smart phone specific rules, rules for particular capabilities, and so on}). The domain-specific
rule set applicable to a particular host device can be provided to the antimalware client on
the host device for use in processing reputation data in connection with a decision for &
particular file. In some instances, a single antimalware client on a single host device can
manage multiple sets of rules for potentially multiple different domains. The antimalware
client can additionally, in some contexts, identify when the host device is in one domain and
selectively apply a set of rules {or a portion thereof} for that domain when the host device is
in that domain, among other examples.

{00881 Domain rules can be changed by administrators of a domain. For instance,
an administrator may determine that a particular rule is too under-inclusive or over-
inclusive. As the antimalware support system, in some implementations, includes data
identifying the files encountered within a system {e.g., from first contact data) as well as the
host devices that have reported encountering such files {e.g., from query records), the
antimalware support system can support analytics illustrating the effects of certain rules

within a domain as well as the hypothetical effect of potential rules or rule changes. For
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example, query data can be mined, as collected by the antimalware support system, o
identify one or muore queries that involve files of a certain type {e.g., a packed file},
possessing certain behaviors, signed by a particular certificate, etc. to identify a trend or
history involving these file characteristics. To the extent domain rule address one or more
of these {or other) characteristics, administrators can assess how these files are being
handled by antimalware clients {e.g., by guerving antimalware clients or data reported by
the antimalware clients to the antimalware support system reporting their decisions with
regard to the files) to determine whether the present rules are having the appropriate
effect, whether a particular type of file with particular questionable characteristics are
entering the environment, and s¢ on {o assist administrators in further defining the rules.

{00831 Changes to one or more rules for a domain can affect not only assessments
of the host device-based antimalware clients but also reputation assessments performed by
the antimalware support system. Further, changes to one or more rules can trigger these
changes to be reported to affected antimalware clients to ensure that the antimalware
clients apply the new rules. Turning to FIG. 8, a flowchart 800 is shown illustrating example
technigues involving antimalware support systems and antimalware clients. For instance, a
rule change can be made by, communicated to, or otherwise detected by an antimalware
suppoert system. The antimalware support system can identify those antimalware clients
affected by the rule change. To the extent the updated rule{s} only affects host devices of
certain types, configurations, etc., the antimalware support system may only communicate
the update to these corresponding host devices {and antimalware clients). In other
instances, the antimalware support system can communicate a rule change to all
antimalware clients serviced by the antimalware support system in the domain. In some
implementations, a rule change can be pushed to the affected antimalware clients so as to
expedite application of the new rules on the host devices. in some cases, such a push can
be facilitated in substantially real time.

{00807  In the example of FIG. 8, a rule change 805 can be communicated to an
antimalware client. In addition to affecting the antimalware client’s assessments of future
files encountered by the corresponding host device, a rule change 805 can also cause the

local cache of the host device 1o be updated, for instance, to dear or replace previously-
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stored cache values based on the changed rule {e.g., at 810}, As with changes to reputation
data, a subseguent assessment by the antimalware client using the updating rule can cause
the cleared cache values to be updated {e.g., a decision value reflecting a decision for the
file based on the new rule}. Additionally, in some implementations, an antimalware client
can preemptively determine new vaiues based on the updated rules, among other
examples.

{0081] it should be appreciated that the examples presented above are non-
limiting examples provided merely for purposes of illustrating certain principles and features
and not necessarily limiting or constraining the potential embodiments of the concepts
describad herein. For instance, a variety of different embodiments can be realized utilizing
various combinations of the features and components described herein, including
combinations realized through the various implementations of components described
herein. Other implementations, features, and details should be appreciated from the
contents of this Specification.

{0092] FIGS. 9A-9C are simplified flowcharts 900a-¢ llustrating example technigues
involving an antimalware support system supporting one or more antimalware clients on
host devices remote from the antimalware support system. For example, in the example of
FIG. A, a query can be received 905 from a remote host device relating a file encountered
on the host device. A file can be identified 910 from the guery that has been detected on
the host device by an antimalware client local 1o the host device. The guery, in some
instances, can further include data representing information collected by the antimalware
client regarding the file, in some cases, including reputation data generated by the
antimalware client. The antimalware support system can determine 915 additional
reputation data for the file based on the identification of the file, and in some instances,
also from the data included in the query provided by the antimalware client local on the
host. in some instances, the reputation data can include a reputation score generated by
the antimalware support system from the reputation data available to i, including, in soms
instances, both reputation data obtained for the file from other devices as well as
reputation data obtained for the file from the host device {e.g., using a local antimalware

client}. The reputation data be determined by the antimalware support system can be sent
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920 to the host device in respense o the query. In some instances, this reputation data can
be used by the host device as the basis for a decision by the host device {e.g., using its local
antimalware client) as to whether to allow the encountered file to launch on the host device
or not, among other potential uses.

{0093] In the example of FIG. 9B, a first query can be identified 925 from a first
host device relating to a particular file. The first guery can include data describing various
characteristics of the particular file as detected at the first host device as well as describing
how the first host device handled the particular file, among other examples. A second query
from a second host device can be identified 930 {e.g., received} also identifying the
particular file. In some cases, the second gqusry can also include data describing the
particular file as detected at the second host device. Reputation data for the particular file
can be identified 935 that includes or is based at least in part on data received in connection
with the first query {or otherwise communicated from the first host device to an
antimalware support system). A response to the second query can be generated 940 from
the identified reputation data and can be returned to the second host device.

{0084] Turning to FIG. 9C, in some instances, data can be received 945 by an
antimalware support system from an antimalware tool local to a remote host device. in
somea instances, the data can be received 945 in connection with a query of the antimalware
support system by the antimalware tool. A file can be identified 950 from the data that is
present at the host device. Reputation data can be received 955 from a remote intelligence
service that relates to the file. In some instances, the antimalware support system can
guery the remote intelligence service regarding the file and receive 955 the reputation data
in response. In some cases, such a guery can be sent in response to identifying 850 the file
from the received data, among other examples. Domain-specific rules can be applied 960 1o
the reputation data to determine a reputation value, such as a score or rating, for the file
within the domain. Such domain-specific rules can be based on assumptions, algorithms,
metrics, and considerations different from those applied by the remote intalligence servige
in generating or supplying the reputation data for the file, among other examples.

{00851 FIGS. 10-12 are block diagrams of exemplary computer architectures that

may be used in accordance with embodiments disciosed herein. Other computer
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architecture designs known in the art for processors, mobile devices, and computing
systems may also be used. Generally, suitable computer architectures for embodiments
disclosed herein can include, but are not limited 1o, configurations illustrated in FIGS. 10-12.

{0096] FiG. 10 is an example illustration of a processor according to an
embodiment. Processor 1000 is an example of a type of hardware device that can be used
in connection with the implementations above.

{00871  Processor 1000 may be any type of processor, such as a microprocessor, an
embedded processor, a digital signal processor (DSB), a network processor, a multi-core
processor, a single core processor, or other device to exscute code. Although only one
processor 1000 is illustrated in FIG. 10, a processing element may alternatively include more
than one of processor 1000 illustrated in FIG. 10, Processor 1000 may be a single-threaded
core or, for at least one embodiment, the processor 1000 may be multi-threaded in that it
may include more than one hardware thread context {or “logical processor”) per core.

{0098] FIG. 10 also illustrates a memory 1002 coupled to processor 1000 in
accordance with an embodiment. Memory 1002 may be any of a wide variety of memories
{including various layers of memory hierarchy} as are known or otherwise available to those
of skill in the art. Such memory elements can include, but are not limited to, random access
memory {RAM), read only memory (ROM]}, iogic blocks of a field programmable gate array
(FPGA}, erasable programmable read only memory {(EPROM), and elactrically erasable
programmable ROM (EEPROM].

{0099] Processor 1000 can execute any type of instructions associated with
algorithms, processes, or operations detailed herein.  Generally, processor 1000 can
transform an element or an article {e.g., data} from one state or thing to another state or
thing.

{0100] Code 1004, which may be one or more instructions 1o be executed by
processor 1000, may be stored in memory 1002, or may be stored in software, hardware,
firmware, or any suitable combination thereof, or in any other internal or external
component, device, element, or obiject where appropriste and based on particular needs. In
one example, processor 1000 can follow a2 program seguence of instructions indicated by

code 1004, Lach instruction enters a front-end logic 1006 and is processed by one or more
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decoders 1008, The decoder may generate, as its oulput, a micro operation such as a fixed
width micro operation in a predefined format, or may generate other instructions,
microinstructions, or conirol signals that reflect the original code instruction. Front-end
logic 1006 also includes register renaming logic 1010 and scheduling logic 1012, which
generaily allocate resources and gueue the operation corresponding to the instruction for
execution.

{0101] Processor 1000 can also include execution logic 1014 having a set of
execution units 1016a, 1016b, 1016n, etc. Some embodiments may include a number of
execution units dedicated to specific functions or sets of functions. QOther embodiments
may include only one execution unit or one execution unit that can perform a particular
function. Execution logic 1014 performs the operations specified by code instructions.

{0102] After completion of execution of the operations specified by the code
instructions, back-end logic 1018 can retire the instructions of code 1004, In one
embodiment, processor 1000 allows out of order execution but requires in order retirement
of instructions. Retirement logic 1020 may take a variety of known forms {e.g., re-order
buffers or the like). In this manner, processor 1000 is transformed during execution of code
1004, at least in terms of the output generated by the decoder, hardware registers and
tables utilized by register renaming logic 1016, and any registers {not shown} modified by
execution logic 1014,

{01031 Although not shown in FIG. 10, a processing element may include other
elements on a chip with processor 1000, For example, a processing element may include
memory control logic along with processor 1000. The processing element may include (/O
control logic and/or may include 1/0O control logic integrated with memory control logic. The
pracessing element may also include one or more caches. In some embodiments, non-
volatile memory {such as flash memory or fuses) may also be included on the chip with
processor 1000,

{01041 Referring now to FIG. 11, a block diagram is illustrated of an example
mabile device 1100, Mobile device 1100 is an example of a possible computing system {&.g.,
a host or endpoint device} of the examples and implementations described herein. in an

embodiment, mobile device 1100 operates as a transmitter and a receiver of wireless
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communications signals. Specifically, in one example, mohile device 1100 may be capable of
both transmitting and receiving cellular network voice and data mobile services. Mobile
services include such functionality as full Internet access, downloadable and streaming video
content, as well as voice telephone communications.

{0105] Mobile device 1100 may correspond to a conventional wireless or cellular
portable telephone, such as a handset that is capable of receiving "3G", or "third
generation” cellular services. In another example, mobile device 1100 may be capable of
transmitting and receiving “4G” mobile services as well, or any other mohile service.

{0106] Examples of devices that can correspond to mobile device 1100 include
celivlar telephone handsets and smartphones, such as those capable of Internet access,
email, and instant messaging communications, and poriable video receiving and display
devices, along with the capability of supporting telephone services. It is contemplated that
those skilled in the art having reference to this specification will readily comprehend the
nature of modern smartphones and telephone handset devices and systems suitable for
implementation of the different aspects of this disclosure as described herein. As such, the
architecture of mobile device 1100 illustrated in FIG. 11 is presented at a relatively high
level.  Nevertheless, it is contemplated that modifications and alternatives to this
architecture may be made and will be apparent to the reader, such medifications and
alternatives contemplated to be within the scope of this description.

{01071 In an aspect of this disclosure, mobile device 1100 includes a transceiver
1102, which is connected to and in communication with an antenna. Transceiver 1102 may
be a radio frequency transceiver. Also, wireless signals may be transmitted and received via
transceiver 1102, Transceiver 1102 may be constructed, for example, to include analog and
digital radio frequency (RF) front end’ functionality, circuitry for converting RF signals to a
baseband frequency, via an intermediate frequency (iF} if desired, analog and digital
filtering, and other conventional circuitry useful for carrving out wireless communications
over modern cellular freguencies, for example, those suited for 3G or 4G communications.
Transceiver 1102 is connected to a processor 1104, which may perform the bulk of the
digital signal processing of signals to be communicated and signals received, at the

haseband frequency. Processor 1104 can provide a graphics interface to a display element
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1108, for the display of text, graphics, and video to a user, as well as an input element 1110
for accepting inputs from users, such as a touchpad, keypad, roller mouse, and other
examples. Processor 1104 may include an embodiment such as shown and described with
reference to processor 1000 of FIG. 10.

{0108] In an aspect of this disclosure, processor 1104 may be a processor that can
execute any type of instructions to achieve the functionality and operations as detailed
herein. Processor 1104 may also be coupled to a memory element 1106 for storing
information and data used in operations performed using the processor 1104, Additional
details of an example processor 1104 and memory element 1106 are subseguently
describad herein. In an example embodiment, mobile device 1100 may be designed with a
system-on-a-chip {SoC) architecture, which integrates many or all components of the mobile
device into a single chip, in at least some embodiments.

{0109] FiG. 12 illustrates a computing system 1200 that is arranged in a point-to-
point {PtP} configuration according to an embodiment. In particular, FIG. 12 shows a system
where processors, memory, and input/output devices are interconnected by a number of
point-to-point interfaces. Generally, one or more of the computing systems described
herein may be configured in the same or similar manner as computing system 1200.

{03107 Processors 1270 and 1280 may also each include integrated memory
controller logic {(MC) 1272 and 1282 to communicate with memory elements 1232 and
1234, In alternative embodiments, memory controller logic 1272 and 1282 may be discrete
logic separate from processors 1270 and 1280. Memory elements 1232 and/or 1234 may
store various data to be used by processors 1270 and 1280 in achieving operations and
functionality outlined herein.

{0111] Processors 1270 and 1280 may be any type of processor, such as those
discussed in connection with other figures. Processors 1270 and 1280 may exchange data
via a point-to-point {PtP)} interface 1250 using point-to-point interface circuits 1278 and
1288, respectively. Processors 1270 and 1280 may each exchange data with a chipset 1220
via individual point-to-point interfaces 1252 and 1254 using point-to-point interface circuits
1276, 1286, 1294, and 1298. Chipset 1230 may aiso exchange data with a high-performance

graphics circuit 1238 via a high-performance graphics interface 1239, using an interface
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circuit 1292, which couid be a PtP interface circuit. In alternative embodiments, any or all of
the PP links #Hlustrated in FiG. 12 could be implemented as a multi-drop bus rather than a
PLP link.

{0112] Chipset 1290 may be in communication with a bus 1220 via an interface
circuit 1296. Bus 1220 may have one or more devices that communicate over if, such as a
bus bridge 1218 and /0 devices 1216. Via a bus 1210, bus bridge 1218 may be in
communication with other devices such as a keyboard/mouse 1212 {or other input devices
such as a touch screen, trackbali, ete.), communication devices 1226 {such as modems,
network interface devices, or other types of communication devices that may communicate
through a computer network 1260), audio /O devices 1214, and/or a data storage device
1228, Data storage device 1228 may store code 1230, which may be executed by
processors 1270 and/or 1280. in alternative embodiments, any portions of the bus
architectures couid be implemented with one or more PtP links.

{0113] The computer system depicted in FIG. 12 is a schematic illustration of an
embodiment of a computing system that may be utilized to implement various
embodiments discussed herein. It will be appreciated that various components of the
system depicted in FIG. 12 may be combined in a system-on-a-chip {SoC} architecture or in
any other suitable configuration capable of achieving the functionality and features of
examples and implementations provided herein.

{0114] Although this disclosure has been described in terms of certain
implementations and generally associated methods, alterations and permutations of these
implementations and methods will be apparent to those skilled in the art. For example, the
actions described herein can be performed in a different order than as described and still
achieve the desirable results. As one example, the processes depicted in the accompanying
figures do not necessarily require the particular order shown, or sequential order, io
achieve the desired results. In certain implementations, multitasking and parallel processing
may be advantageous. Additionally, other user interface layouts and functionality can be
supported. Cther variations are within the scope of the following claims.

{01151 Embodiments of the subject matter and the operations described in this

specification can be implemented in digital electronic circuitry, or in computer software,
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firmware, or hardware, including the structures disclosed in this specification and their
structural eguivalents, or in combinations of one or more of them. Embodiments of the
subject matter described in this specification can be implemented as one or more computer
programs, ie., one or more modules of computer program instructions, encoded on
computer storage medium for execution by, or to control the operation of, data processing
apparatus. Alternatively or in addition, the program instructions can be encoded on an
artificially generated propagated signal, e.g., a machine-generated electrical, optical, or
electromagnetic signal that is generated to encode information for transmission to suitable
receiver apparatus for execution by a data processing apparatus. A computer storage
medium can be, or be included in, 3 computer-readable storage device, a3 computer-
readable storage subsirate, a random or serial access memory array or device, or a
combination of one or more of them. Moreover, while a computer storage medium is not a
propagated signal per se, a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially generated propagated signal. The
computer storage medium can also be, or be included in, one or more separate physical
components or media {e.g., multiple CDs, disks, or other storage devices), including a
distributed software environment or cloud computing environment.

{03118} In general, one aspect of the subject matter described in this specification
can be embodied in methods and executed instructions that include or cause the actions of
receiving a query from a particular host device, identifying a file detected by an antimalware
tool iocal to the particular host device, determining particuiar reputation data for the file,
and sending a response to the query to the particular host device. The guery response can
include the particuiar reputation data.

[0117] Ancther general aspect of the subject matter described in this specification
can be embodied in systems that include a3 processor device, memory element, and an
antimalware support server. The antimalware support server can be adapted when
executed by the at least one processor device o receive a query from a particular host
device, identify a file dstected by an antimalware tool local to the particular host device,
determine particular reputation data for the file, and send a response to the guery to the

particular host device. The response can include the particular reputation data.
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{0118] These and other embodiments can each optionally include one or more of
the following features. The query can include local reputation data collected by the
antimalware tool. The local reputation data can include identification of a certificate of the
file. The local reputation data can include behaviors of the file detected by the antimalware
tool. Records can be maintained, in a data store for a domain, describing a plurality of files,
the records hased on information obtained from a plurality of host devices in the domain
including the particular host device.  information for a record of the data store
carresponding to the file can be supplemented based on the local reputation data. At least
a portion of the information obtained from the plurality of host devices can be recsived in
connaction with a query by ancther one of the plurality of host devices. The query can
include a hash of the file. Determining the particular reputation data can include identifying
predetermined reputation data for the file. Such predetermined reputation data can be
based on an encounter of the file by another host device. The query can include
identification of a certificate of the file and at least one behavior of the file. A security score
can be determined for the file based at least in part on information included in the guery.
Security scores can be further based on predetermined reputation data for the file provided
by one or more other host devices, intelligence data received from a remote threat
intelligence system, and other sources. Determining the security score can include applving
a set of domain-specific rules against reputation data describing aspects of the file, wherein
the set of rules is specific to a domain. Antimalware tools on host devices can be adapted to
detect a portion of a set of characteristics of the file and attempt to decide whether to allow
the file to load on the particular host device based at least on the portion of the set of
characteristics. A query can be sent from an antimalware tool based on a determination
that the portion of the set of characteristics is insufficient to decide whether to allow the file
io load on the particular host device. Hesponses to such queries can describe additional
characteristics of the particular host device and the antimalware tool can attempt to decide
whether to allow the file further based on the additional characteristics.

{01191 In general, one aspect of the subject matter described in this specification
can be embodied in methods and executed instructions that include or cause the actions of

identifying a first guery of a first host device in a domain that identifies a file and requests
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additional reputation information concerning the file, identifying a second guery of a second
host device in the domain that identifies the file and requests additional reputation
information concerning the file for use by an antimalware tool on the second host device in
assessing the file, and returning a result to the second guery based at ieast in part on the
first query.

{01201 Another general aspect of the subject matter described in this specification
can be embodied in systems that include a3 processor device, memory element, and an
antimalware support server. The antimalware support server can be adapted when
executed by the at least one processor device to identify a first query of a first host devige in
a domain that identifies a file and requests additional reputation information concerning the
file, identify a second query of a second host device in the domain that identifies the file and
also requests additional reputation information concerning the file for use by an
antimalware tocl on the second host device in assessing the file; and return a result to the
second query based at least in part on the first query.

{0121] These and other embodiments can each optionally include one or more of
the following features. The first query can include reputation data describing characteristics
of the file. The first query can identify a certificate of the file detected by an antimalware
tool local to the first host device. The first query can identify one or more behaviors of the
file detected by an antimalware tool local to the first host device. The first guery can
identify an address identified as associated with a source of the file. The result can be based
at least in part on the reputation data and include at least a portion of the reputation data
and, in some cases, a reputation score for the file based at least in part on the reputation
data. In some instances, a reputation score can be based at least in part on intelligence data
for the file provided by a third party socurce. Reputation data can include first reputation
data and the second query can include second reputation data, the second reputation data
including reputation data not included in the first reputation data, and the results based on
both the first and second reputation data. A result can be determined for the first query
hased at ieast in part on reputation data for the file detected by an antimalware tool local to
the first host device, the reputation data included in the first guery and the resuit 1o the

second query also based at least in part on the reputation data. A scan of the file can be
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initiated to generate additional reputation data for the file and this additional reputation
data can be included in the result of the guery. The result can include a reputation score for
the file hased at least in part on reputation data included in the first query and reputation
data included in the second query. The reputation score can be further based at least in
part on intelligence data for the file provided by a third party source. The result can be
further based on user-provided feedback data received from a device other than the second
host device as well as prevalence data representing prevalence of the file within a domain,
among other examples.

{03221 In general, one aspect of the subject matter described in this specification
can be embodied in methods and executed instructions that include or cause the actions of
receiving data from an antimalware tool on a host device, identifying a file present on the
host device from the received data, receiving reputation data from a remote intelligence
service relating to the file, and applying a domain-specific set of rules to the reputation data
to determine a reputation value for the file.

{01231 Another general aspect of the subject matter described in this specification
can be embodied in systems that include a3 processor device, memory element, and an
antimalware support server. The antimalware support server can be adapted when
executed by the at least one processor device to regeive data from an antimalware toclon &
host device, identify a file present on the host device from the received data, receive
reputation data from a remote intelligence service relating to the file, and apply a domain-
specific set of rules to the reputation data to determine a reputation value for the file.

{0124] These and other embodiments can each optionally include one or more of
the foliowing features. The host device can he within the domain and the domain can
include a plurality of host devices including the host device. The domain can correspond to
a network of an entity, such an enterprise computing system. The data can include iocal
reputation data identified by the antimalware tool. The data can include a query for
additional reputation data from an antimalware support system for the domain. A responss
to the guery can be returned to include an indication of the reputation valus. The
reputation value can be further based on the local reputation data. The domain-specific set

of rules can include at least one override of the reputation data, and applying the domain-
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specific set of rules can cause a modified version of the reputation data to be considered in
determination of the reputation value. The remote intelligence service can be gueried and
the reputation data can be received in response to the query. The guery can be sent in
response to identification of the file. Applying the domain-specific set of rules can include
madifying the reputation data based on the set of rules. Maodifying the reputation data can
include filtering at least a portion of the reputation data. The portion of the reputation data
can characterize reputations of one or more files that are inconsistent with the set of rules.
An antimalware support server can include a repository of reputation data records for each
of a plurality of files. The reputation data records can be updated based on the received
reputation data. Further, applying the domain-specific set of rules can include modifying
the reputation data based on the set of rules and updating the reputation data records can
include adding the modified reputation data to the reputation data records.

{01251 While this specification contains many specific implementation details,
these should not be construed as limitations on the scope of any inventions or of what may
be ciaimed, but rather as descriptions of features specific to particular embodiments of
particular inventions. Certain features that are described in this specification in the context
of separate embodiments can also be implemented in combination in a single embodiment.
Conversely, various features that are described in the context of a single embodiment can
also be implemented in multiple embodiments separately or in any suitable
subcombination. Moreover, although features may be described above as acting in certain
combinations and even initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed
combination may be directed to a subcombination or variation of a subcombination.

{0126] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all illustrated operations be
performed, to achieve desirable results. in certain circumstances, multitasking and paralle!
processing may be advantageous. Moreover, the separation of varicus system components
in the embodiments described above should not be understood as requiring such separation

in all embadiments, and it should be understood that the described program components
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and systems can generally be integrated together in a single software product or packaged
into multiple software products.

{0127} Thus, particular embodiments of the subject matter have been described.
Other embodiments are within the scope of the foliowing claims. In some cases, the actions
recited in the claims can be performed in a different order and still achieve desirable results.
in addition, the processes depicted in the accompanying figures do not necessarily reguire

the particular order shown, or sequential order, to achieve desirable results.
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WHAT IS CLAIMED IS:

1. At least one machine accessible storage medium having instructions stored thereon,
the instructions when executed on a machine, cause the machine to:
receive a query from a particular host device;
identify a file detected by an antimalware tool local 1o the particular host device;
determine particular reputation data for the file; and
send a response to the guery to the particular host device, wherein the response

includes the particular reputation dats

2. The storage medium of Claim 1, wherein determining the particular reputation data

includes identifying predetermined reputation data for the file.

3. The storage medium of Claim 2, wherein the predetermined reputation data is based

on an encounter of the file by another host device,

4, The storage medium of any of Claims 1-3, wherein the query includes identification

of a certificate of the file and at least one behavior of the file.

5. The storage medium of any of Claims 1-4, wherein the instructions, when executed
on a machine, further cause the machine to determine a security score for the file based at

least in part on information included in the query.

6. The storage medium of any of Claims 1-5, wherein the security score is further based

on predetermined reputation data for the file provided by one or more other host devices.

7. The storage medium of any of Claims 1-6, wherein the security score is further based

on intelligence data received from a remote threat intelligence system.
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8. The storage medium of any of Claims 1-7, wherein determining the security score
includes applying a set of rules against reputation data describing aspects of the file,

wherein the set of rules is specific to a domain.

3. The storage medium of any of Claims 1-8, wherein determining the reputation data

includes initiating a scan of the file, wherein the reputation data includes results of the scan.

10. The storage medium of any of Claims 1-8, wherein initiating the scan includes
selecting one or more particular scanners from a plurality of remote scanners for use in the

scanning of the file.

i1, The storage medium of any of Claims 1-10, wherein selecting the one or more

particular scanners is based, at feast in part, on the particular reputation data.

12. A method comprising:
receiving a query from a particular host device;
identifying a file detected by an antimalware tool iocal to the particular host device;
determining particular reputation data for the file; and
sending a response to the guery to the particular host device, wherein the response

includes the particular reputation data.

13. The method of Claim 12, wherein the guery includes local reputation data collected

by the antimalware tool.

14, The method of Claim 13, wherein the local reputation data includes identification of

a certificate of the file.

15. The method of any of Claims 12-14, wherein the local reputation data includes

hehaviors of the file detected by the antimalware tool



WO 2014/143000 PCT/US2013/032275

57

16. The method of any of Claims 12-15, further comprising:

maintaining, in a data store for a domain, records describing a plurality of files,
wherein the records are based on information obtained from a plurality of host devices in
the domain including the particular host device; and

supplementing information for a record of the data store corresponding to the file

based on the local reputation data.

17. The method of any of Claims 12-16, wherein at least a portion of the information
obtained from the plurality of host devices was recsived in connection with a query by

another one of the plurality of host devices.

18. The method of any of Claims 12-17, wherein the guery includes a hash of the file.

19. A system comprising:
at least one processor device;
at least one memory element; and
an antimalware support server adapted when executed by the at least one processor
device to:
recaive a quary from a particular host device;
identify a file detected by an antimalware tool local to the particular host
device;
determine particular reputation data for the file; and
send a response to the gquery to the particular host device, wherein the

response includes the particuiar reputation data

20. The system of Claim 19, further comprising a plurality of host devices including the

particular host device,

21. The system of Claim 19, wherein the antimalware tool is adapted to detect a portion
of a set of characteristics of the file and attempt to decide whether 1o allow the file to load

on the particular host device based at least on the portion of the set of characteristics.
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22. The system of Claim 21, wherein the guery is based on a determination that the
portion of the set of characteristics is insufficient to decide whether to allow the file to load

on the particular host device,

23. The system of Claim 22, wherein the response to the query describes additional
characteristics of the particular host device and the antimalware tool is to attempt to decide

whether to allow the file further based on the additional characteristics.

24, At least one machine accessible storage medium having instructions stored thereon,
the instructions when executed on a machine, cause the machine to:

identify a first query of a first host device in a domain identifying a file and
regquesting additional reputation information concerning the file;

identify a second query of a second host device in the domain identifying the file and
reguesting additional reputation information concerning the file for use by an antimalware
tool on the second host device in assessing the file; and

return a resuit to the second guery based at least in part on the first query.

25, The storage medium of Claim 24, wherein the instructions, when executed on a
machine, further cause the machine to determine a result for the first query based at least
in part on reputation data for the file detected by an antimalware ool local to the first host
device, wherein the reputation data is included in the first query and the result to the

second query is also based at least in part on the reputation data.

26, The storage medium of Claim 24, wherein the result comprises a reputation scare for
the file based at least in part on intelligence data for the file provided by a third party

souree.

27. The storage medium of Claim 24, wherein the instructions, when executed on a
machine, further cause the machine to initiate a scan of the file, wherein the scan is to
generate additional reputation data for the file and the result includes the additional

reputation data.
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28, The storage medium of Claim 27, wherein initiating the scan includes selecting one
or more particular scanners from a plurality of remote scanners for use in the scanning of

the file.

28, The storage medium of Claim 28, wherein selecting the ons or more particular

scanners is based, at least in part, on characteristics determined for the file.

30, The storage medium of Claim 24, wherein the result comprises a reputation score for
the file based at least in part on repufation data included in the first gquery and reputation

data included in the second guery.

31, The storage medium of Claim 30, wherein the reputation score is further based at

least in part on intelligence data for the file provided by a third party source.

32. The storage medium of any of Claims 24-31, wherein the result is further based on

usar-provided feedback data received from a device other than the second host device,

33. The storage medium of any of Claims 24-32, wherein the result is further based on

prevalence data representing prevalence of the file within a domain.

34, The storage medium of any of Claims 24-33, wherein in the first query includes

reputation data describing characteristics of the file.

35, The storage medium of any of Claims 24-34, wherein the first query identifies a

certificate of the file detected by an antimalware tool local to the first host device.

36, The storage medium of any of Claims 24-35, wherein the first guery identifies one or

maore behaviors of the file detected by an antimabware tool local to the first host device
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37. The storage medium of any of Claims 24-36, wherein the first query identifies an

address identified as associated with a source of the file.

38, The storage medium of any of Claims 24-37, wherein the result is based at least in

part on the reputation data.

39, The storage medium of any of Claims 24-38, wherein the result includes at least a

portion of the reputation data.

40. The storage medium of any of Claims 24-39, wherein the result includes a reputation

score for the file based at least in part on the reputation data.

41. The storage medium of any of Claims 24-40, wherein the reputation data comprises
first reputation data and the second guery includes second reputation data, the second
reputation data includes reputation data not included in the first reputation data, and the

results is based on both the first and second reputation data.

42. At least one machine accessible storage medium having instructions stored thereon,
the instructions when executed on a machine, cause the machine to:

receive data from an antimalware tool on a host device;

identify a file present on the host device from the received data;

receive reputation data from a remote intelligence service relating to the file; and

apply a domain-specific set of rules to the reputation data to determine a reputation

vatue for the file.

43, The storage medium of Claim 42, wherein the instructions, when executed on the
machine, further cause the machine to guery the remote intelligence service, wherein the

reputation data is to be received in response to the query.
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44, The storage medium of Claim 43, wherein the query is to be sent in response 1o
identification of the file.
45, The storage medium of Claim 42, wherein applying the domain-specific set of rules

includes modifying the reputation data based on the set of rules,

46, The storage medium of Claim 45, wherein modifying the reputation data includes

filtering at least a portion of the reputation data.

47. The storage medium of Claim 46, wherein the portion of the reputation data

characterizes reputations of one or more files inconsistent with the set of rules.

48, The storage medium of any of Claims 42-47, wherein the host device is within the

domain and the domain includes a plurality of host devices including the host device,

49, The storage medium of any of Claims 42-48, wherein the domain corresponds to a

networl of an entity.

50. The storage medium of any of Claims 42-49, wherein the data comprises local

reputation data identified by the antimalware tool.

51. The storage medium of any of Claims 42-50, wherein the data comprises a query for

additional reputation data from an antimalware support system for the domain.

52. The storage medium of any of Claims 42-51, wherein the instructions, when
executed on a machine, further cause the machine to return a response to the gquery

including an indication of the reputation value.

53. The storage medium of any of Claims 42-52, wherein the reputation value is further

based on the local reputation data.



WO 2014/143000 PCT/US2013/032275

62

54. The storage medium of any of Claims 42-53, wherein the domain-specific set of rules
includes at least one override of the reputation data, and applying the domain-specific set
of rules causes a modified version of the reputation data 1o be considered in determination

of the reputation value.
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