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IMAGE PROCESSING SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This Nonprovisional application claims priority under 35 
U.S.C. S119(a) on Patent Applications No. 2004-172940 filed 
in Japan on Jun. 10, 2004, No. 2004-172941 filed in Japan on 
Jun. 10, 2004, No. 2004-172942 filed in Japan on Jun. 10, 
2004, No. 2004-172945 filed in Japan on Jun. 10, 2004, and 
No. 2004-194865 filed in Japan on Jun. 30, 2004 the entire 
contents of which are hereby incorporated by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates to an image processing sys 
tem constructed by connecting a data processing apparatus 
for performing various kinds of data processing including 
data protection, to an existing image processing system. 

In the prior art, a system has been proposed in which 
information processing apparatuses such as personal comput 
ers and image forming apparatuses such as printers and com 
plex apparatuses are interconnected on a communication net 
work, so that each image forming apparatus is shared by a 
plurality of the information processing apparatuses. Such a 
system is actually introduced into offices, stores, and the like. 
This has become possible because of the improvement in the 
speed of the image forming apparatuses itself as well the 
employment of auxiliary storage devices such as HDD (Hard 
Disk Drive) units into the image forming apparatuses. The 
employment of auxiliary storage devices has improved the 
processing capability of the systems into such a manner that 
a plurality of jobs are accepted without stagnation and then 
Successively processed by image formation. Meanwhile, in 
Such a system, a large number of users share an image form 
ing apparatus, and hence much attention is recently focused 
on the security of data treated in the image forming appara 
tuSeS. 

In Such a situation, a system has been proposed in which 
encryption is performed on printing data transmitted between 
an information processing apparatus and an image forming 
apparatus on a communication network (for example, Japa 
nese Patent Application Laid-Open No. H3-184477 (1991)). 
Further, a certain image forming apparatuses is provided with 
the function of so-called confidential printing (hold print) 
where a received print job is temporarily stored in the image 
forming apparatus, and then the printing is started in response 
to a password authentication or the like for the user (for 
example, Japanese Patent Application Laid-Open No. 
H7-276744 (1995)). Another image forming apparatus is pro 
vided with the function of deleting data stored in an HDD unit 
(for example, Japanese Patent Application Laid-Open No. 
H9-223,061 (1997)). 

Nevertheless, existing image forming apparatuses without 
a data protection function can be connected to a communica 
tion network in many cases. From the perspective of the 
security of the entire system, this causes a problem that a 
unified security environment cannot be proposed. Thus, in the 
prior art, a system has been proposed that is constructed from 
a host computer for controlling printers and from terminal 
units connected to the host computer, so that when printing 
data is transmitted from the terminal unit, the data is trans 
mitted in an encrypted form. At a stage of performing the print 
processing, the host computer requests the transmission of a 
decryption key from a terminal unit. Then, decryption is 
performed on the printing data by using the decryption key 
transmitted in response to the request. Then, the print pro 
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2 
cessing is performed (for example, Japanese Patent Applica 
tion Laid-Open No. H4-178038 (1992)). 

Nevertheless, in the construction of the system disclosed in 
Japanese Patent Application Laid-Open No. H4-178038 
(1992), software for encrypting the printing data and software 
for generating the decryption key need be installed in each 
terminal unit. This causes a problem that much time and effort 
and a high cost are required in order to introduce the tech 
nique into an existing system. Further, in this system, the host 
computer requests the transmission of a decryption key from 
a terminal unit at a stage of performing print processing, and 
then the terminal unit transmits the decryption key in 
response to the request. This causes an increase in the traffic 
in comparison with an existing system. Thus, a problem of 
stagnation of the processes can arise especially when a large 
number of terminal units are present on the communication 
network. 

BRIEF SUMMARY OF THE INVENTION 

The invention has been devised with considering such situ 
ations, an object of the invention is to provide an image 
processing system in which a data processing apparatus is 
connected to an image processing apparatus so that various 
kinds of functions including a data protection function are 
imparted, and in which a situation that a data processing 
apparatus or an image processing apparatus having been con 
nected has been removed is detected at an early stage and then 
notified to a user. 

Another object of the invention is to provide an image 
processing system in which when a data processing apparatus 
or an image processing apparatus having been connected is 
removed, execution permitted processes are restricted so that 
the leakage, the unauthorized use, or the like of data is pre 
vented that can occur when the data processing apparatus or 
the image processing apparatus is removed. 

Yet another object of the invention is to provide an image 
processing system in which an additional processing appara 
tus is connected to an image processing apparatus not pro 
vided with the function of image data protection, so that 
image data protection is achieved. 

Another object of the invention is to provide an image 
processing system comprising: connecting means for being 
connected to an image processing apparatus; and storage 
means for storing received data, so that the connection status 
of the image processing apparatus to the connecting means is 
detected. Then, on the basis of the detection result, the read 
out of the data stored in the storage means is suspended. This 
ensures the security of the image data treated in an existing 
system, without degradation in the processing efficiency. 

Another object of the invention is to provide an image 
processing system comprising connecting means for being 
connected to an image processing apparatus, so that the status 
of connection to the image processing apparatus is detected. 
Then, on the basis of the detection result, the processing on 
inputted image data is suspended. This system is easily appli 
cable to an existing system. This ensures the security of image 
data without degradation in the processing efficiency. 

Another object of the invention is to provide an image 
processing system in which a data processing apparatus is 
connected to an image processing apparatus so that various 
kinds of functions are imparted. When a data processing 
apparatus is connected to the image processing apparatus, 
authentication is performed so that the connected data pro 
cessing apparatus is permitted to operate effectively only 
when the connected data processing apparatus is appropriate 
OC. 
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Another object of the invention is to provide an image 
processing system in which the result of authentication in an 
image processing apparatus is notified so that a user is 
informed of the permission or inhibition of the operation of 
the connected data processing apparatus. 
An image processing system according to the invention is 

an image processing system constructed by interconnecting: 
a data processing apparatus for processing data inputted from 
an outside; and an image processing apparatus for performing 
image processing on the data processed by the data process 
ing apparatus, wherein at least one apparatus selected from 
the data processing apparatus and the image processing appa 
ratus includes: detecting means for detecting a status of con 
nection to the other apparatus; and notifying means for noti 
fying the detection result of the detecting means. In this image 
processing system, the data processing apparatus and the 
image processing apparatus are interconnected so that vari 
ous kinds of functions including a data protection function are 
imparted to the image processing system. Then, at least one 
apparatus of the data processing apparatus and the image 
processing apparatus detects the status of connection to the 
other apparatus, and then notifies the detection result. By 
virtue of this, when these apparatuses are disconnected by a 
certain reason, the situation is informed to users in the vicin 
ity, while an informing e-mail is transmitted to the adminis 
trator or the like. This effectively prevents data leakage and 
improves the security. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes power detecting means for 
detecting own power activation, while when the power detect 
ing means detects power activation, the detecting means 
detects a status of connection to the other apparatus. In this 
configuration, the apparatus for detecting the status of con 
nection to the other connected apparatus detects the status of 
connection to the other apparatus when the own power is 
turned ON. Thus, the situation whether these apparatuses 
have been disconnected during the power shut down is 
detected at a stage of various kinds of initial operation after 
the power activation, that is, at an early stage after the power 
activation. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes time counting means, while on 
the basis of a result of time counted by the time counting 
means, the detecting means detects a status of connection to 
the other apparatus periodically. In this configuration, the 
apparatus for detecting the status of connection to the other 
connected apparatus detects the status of connection to the 
other apparatus periodically. Thus, the situation whether 
these apparatuses have been disconnected is detected at an 
early stage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes: identification information 
storing means for storing identification information for iden 
tifying the other apparatus; requesting means for requesting 
transmission of identification information from the con 
nected apparatus; and acquiring means for acquiring identi 
fication information from the connected apparatus, while on 
the basis of comparison of the acquired identification infor 
mation with the identification information stored in the iden 
tification information storing means, the detecting means 
detects a status of connection to the other apparatus. In this 
configuration, on the basis of the identification information 
imparted to the other apparatus, the apparatus for detecting 
the status of connection to the other connected apparatus 
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determines whether the connection to the other apparatus is 
maintained. For example, on the basis of apparatus proper 
information Such as the serial number, the manufacturer 
name, the model name, the user information, and the instal 
lation location information, the situation whether the connec 
tion to the apparatus connected in advance is maintained is 
determined. Thus, a situation that a different apparatus is 
connected is detected at an early stage. This efficiently pre 
vents the leakage, the unauthorized use, or the like of the data 
that can occur when a different apparatus is connected. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes user detecting means for 
detecting presence of a user in a vicinity, while when the user 
detecting means detects the presence of a user, the notifying 
means notifies the detection result of the detecting means. In 
this configuration, when the presence of a user in the vicinity 
is detected, the apparatus for detecting the status of connec 
tion to the other connected apparatus notifies the detected 
status of connection of the data processing apparatus and the 
image processing apparatus. Thus, a situation that these appa 
ratuses have been disconnected by a certain reason is ensured 
to be notified to the user in the vicinity. This effectively 
prevents data leakage and improves the security. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes restricting means for restrict 
ing an execution-permitted process when the detecting means 
detects no connection to the other apparatus. In this configu 
ration, when a data processing apparatus oran image process 
ing apparatus having been connected is removed, the appara 
tus having detected the removal of the connected apparatus 
restricts the execution permitted process. Thus, when read out 
of the data is restricted, the leakage and the unauthorized use 
of the data are prevented. This improves the security. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
at least one apparatus includes canceling means for canceling 
the restriction on the execution-permitted process when the 
detecting means re-detects a connection to the other appara 
tus. In this configuration, when a data processing apparatus or 
an image processing apparatus having been removed once is 
re-connected, the apparatus having detected the connection of 
the other apparatus cancels the restriction on the execution 
permitted process. Thus, even when these apparatuses are 
disconnected by a certain reason, these apparatuses can oper 
ate normally when re-connected. 
An image processing system according to the invention is 

an image processing System comprising: an image processing 
apparatus provided with processing means for processing 
image data; and an additional processing apparatus for per 
forming a predetermined process in addition to processes 
performed by the processing means, wherein the additional 
processing apparatus is connected to the image processing 
apparatus in a manner that attachment and detachment are 
allowed, wherein the image processing apparatus includes: 
connecting means for connecting the additional processing 
apparatus; and control means for permitting the additional 
processing apparatus to perform the predetermined process in 
addition to the processes performed by the processing means, 
when the additional processing apparatus is connected to the 
connecting means, and wherein the additional processing 
apparatus includes protection processing means for perform 
ing a process of protecting image data as the predetermined 
process, when the additional processing apparatus is con 
nected to the connecting means. In this image processing 
system, when an additional processing apparatus which may 
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be connected to the image processing apparatus in a manner 
that the attachment and detachment is allowed is connected, 
the additional processing apparatus is allowed to perform a 
predetermined process in addition to the processes originally 
performed by the image processing apparatus. When con 
nected to the image processing apparatus, the additional pro 
cessing apparatus performs the process of protecting the 
image data processed by the image processing apparatus. In 
the case that the image processing apparatus has such a con 
figuration that the process of protecting the image data is 
performed only when the additional processing apparatus is 
connected, the image data is protected from the unauthorized 
use of information. Further, the original image processing 
apparatus is not provided with the function of image data 
protection. This reduces the cost. Furthermore, even when the 
necessity of treating confidential information arises owing to 
a change in the operating condition of the image processing 
apparatus, the connection of merely the additional processing 
apparatus realizes the protection of image data from the unau 
thorized use of information in an already introduced image 
processing apparatus. 
An image processing system according to the invention is 

an image processing system provided with connecting means 
for being connected to an image processing apparatus so as to 
perform transmission and reception of data to and from the 
image processing apparatus connected to the connecting 
means, comprising: Storage means for storing received data; 
detecting means for detecting a connection status of the 
image processing apparatus to the connecting means; and 
Suspending means for Suspending read out of data stored in 
the storage means, on the basis of a detection result of the 
detecting means. In this configuration, the means for being 
connected to the image processing apparatus is provided so 
that the read out of the data stored in the storage means is 
Suspended depending on the status of connection to an image 
processing apparatus. Thus, depending on the status of con 
nection to an image processing apparatus Such as a printer, a 
digital complex apparatus, and a scanner, the read out of the 
data can be suspended. This prevents data leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the detecting means 
includes determination means for determining whether the 
image processing apparatus connected to the connecting 
means is an image processing apparatus registered in 
advance, so that when an image processing apparatus differ 
ent from the image processing apparatus registered in 
advance is being connected, read out is Suspended for the data 
stored in the storage means. In this configuration, it is deter 
mined whether the connected image processing apparatus is 
one registered in advance. Then, when an image processing 
apparatus different from the image processing apparatus reg 
istered in advance is being connected, data read out is sus 
pended. This prevents unauthorized data retrieval by means of 
replacement, duplication, or the like of an external device by 
a third party. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided are: 
identification information storing means for storing identifi 
cation information for identifying an image processing appa 
ratus to be connected; requesting means for requesting trans 
mission of identification information from an image 
processing apparatus connected to the connecting means; and 
receiving means for receiving the identification information 
transmitted from the image processing apparatus in response 
to the request, wherein on the basis of the received identifi 
cation information and the identification information stored 
in the identification information storing means, the detecting 
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means determines whether the image processing apparatus 
connected to the connecting means is the image processing 
apparatus registered in advance. In this configuration, the 
determination whether the connected image processing appa 
ratus is one registered in advance is performed on the basis of 
identification information imparted to the image processing 
apparatus. That is, the determination whether the connected 
image processing apparatus is one registered in advance is 
performed on the basis of apparatus proper information Such 
as the serial number, the manufacturer name, the model name, 
the user information, and the installation location informa 
tion. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided is 
notifying means for notifying a situation, when read out is 
Suspended for the data stored in the storage means. In this 
configuration, when data read out is suspended, the situation 
is notified. Thus, when unauthorized behavior such as the 
replacement of an image processing apparatus is detected, 
users in the vicinity are notified, while the administrator or the 
like is informed by e-mail. This effectively prevents data 
leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided are: 
reception means for receiving user information; performing 
means for performing user authentication on the basis of the 
received user information; and canceling means for canceling 
the Suspension of read out of the data stored in the storage 
means when the user authentication has been Successful. In 
this configuration, the Suspension of data read out is cancelled 
only when the user authentication has been Successful. Thus, 
authorized persons as such an apparatus administrator are 
solely allowed to change connection status. This prevents 
data leakage by means of replacement or the like of an image 
processing apparatus. 
An image processing system according to the invention is 

an image processing system for performing a process on 
inputted image data, comprising: connecting means for being 
connected to an image processing apparatus; detecting means 
for detecting a connection status of the image processing 
apparatus to the connecting means; and Suspending means for 
Suspending the process on the basis of a detection result of the 
detecting means. In this configuration, means for being con 
nected to the image processing apparatus is provided so that 
the process performed on the image data is suspended on the 
basis of the status of connection to the image processing 
apparatus. Thus, the process of transmitting the data to the 
outside can be suspended depending on the status of connec 
tion to the image processing apparatus. This prevents data 
leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the detecting means 
detects a presence or absence of connection between the 
image processing apparatus and the connecting means, while 
when an absence of connection to the image processing appa 
ratus is detected, the process is suspended. In this configura 
tion, the status of connection to the image processing appa 
ratus is detected so that when absence of the connection to the 
image processing apparatus is detected, the process per 
formed on the image data is Suspended. This allows the Sus 
pension of the process of transmitting the data to the outside, 
and hence prevents data leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the detecting means 
includes determination means for determining whether the 
image processing apparatus connected to the connecting 
means is an image processing apparatus registered in 
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advance, so that when an image processing apparatus differ 
ent from the image processing apparatus registered in 
advance is being connected, the process is suspended. In this 
configuration, it is determined whether the connected image 
processing apparatus is one registered in advance. Then, 
when an image processing apparatus different from the image 
processing apparatus registered in advance is being con 
nected, the process performed on the image data is sus 
pended. This prevents unauthorized data retrieval by means of 
replacement, duplication, or the like of the image processing 
apparatus device by a third party. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided are: 
identification information storing means for storing identifi 
cation information for identifying an image processing appa 
ratus to be connected; requesting means for requesting trans 
mission of identification information from an image 
processing apparatus connected to the connecting means; and 
receiving means for receiving the identification information 
transmitted from the image processing apparatus in response 
to the request, wherein on the basis of the received identifi 
cation information and the identification information stored 
in the identification information storing means, the detecting 
means determines whether the image processing apparatus 
connected to the connecting means is the image processing 
apparatus registered in advance. In this configuration, the 
determination whether the connected image processing appa 
ratus is one registered in advance is performed on the basis of 
identification information imparted to the image processing 
apparatus. Thus, the determination whether the connected 
image processing apparatus is one registered in advance is 
performed on the basis of apparatus proper information such 
as the serial number, the manufacturer name, the model name, 
the user information, and the installation location informa 
tion. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the above-mentioned 
process is a process of transmitting received image data to an 
outside. In this configuration, the process of transmitting 
received image data to the outside is suspended depending on 
the status of connection to the image processing apparatus. 
This prevents data leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided is 
notifying means for notifying a situation when the process is 
Suspended. In this configuration, when the process performed 
on the image data is suspended, the situation is notified. Thus, 
when unauthorized behavior such as the replacement of the 
image processing apparatus is detected, users in the vicinity 
are notified, while the administrator or the like is informed by 
e-mail. This effectively prevents data leakage. 

In the above-mentioned configuration of an image process 
ing system according to the invention, further provided are: 
reception means for receiving user information; performing 
means for performing user authentication on the basis of the 
received user information; and canceling means for canceling 
the Suspension of the process when the user authentication 
has been Successful. In this configuration, when the user 
authentication has been Successful, the Suspension of the 
process performed on the image data is cancelled. Thus, 
authorized persons as such an apparatus administrator are 
solely allowed to change connection status. This prevents 
data leakage by means of replacement or the like of an image 
processing apparatus. 
An image processing system according to the invention is 

an image processing System comprising: a data processing 
apparatus; and an image processing apparatus connected to 
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the data processing apparatus via connecting means so as to 
perform image processing on data processed by the data 
processing apparatus, wherein the image processing appara 
tus comprises: connection detection means for detecting a 
status of connection to the data processing apparatus via the 
connecting means; authentication means for performing 
authentication when the connection detection means detects a 
connection to the data processing apparatus; and permission 
means for permitting transmission and reception of data to 
and from the data processing apparatus when the authentica 
tion has been Successful in the authentication means. In this 
image processing System, the data processing apparatus is 
connected to the image processing apparatus so that various 
kinds of data processing functions are imparted to the image 
processing apparatus. Then, the image processing apparatus 
detects the status of connection to the data processing appa 
ratus. When a connection to a data processing apparatus is 
detected, authentication is performed. Then, when the 
authentication has been Successful, data transmission and 
reception to and from the data processing apparatus is per 
mitted. That is, when the authentication has been unsuccess 
ful, the image processing apparatus inhibits the data trans 
mission and reception to and from data processing apparatus. 
This efficiently prevents the leakage, the unauthorized use, or 
the like of the data. 

In the above-mentioned configuration of an image process 
ing system according to the invention, the image processing 
apparatus includes notifying means for notifying a result of 
authentication in the authentication means. In this configura 
tion, when a data processing apparatus is connected and then 
authentication is performed if necessary, the image process 
ing apparatus notifies the result of authentication. Thus, the 
user is informed of whether the connected data processing 
apparatus is permitted to operate effectively. When the 
authentication has been unsuccessful, for example, an input 
prompt for prompting re-inputting of an authentication code 
is displayed for a re-authentication process. 
The above and further objects and features of the invention 

will more fully be apparent from the following detailed 
description with accompanying drawings. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

FIG. 1 is a schematic diagram showing an example of the 
configuration of an image processing system according to the 
invention; 

FIG. 2 is a block diagram showing an example of the 
internal configuration of a complex apparatus (an image pro 
cessing apparatus) and a security box (a data processing appa 
ratus or an additional processing apparatus); 

FIG. 3 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 1; 

FIG. 4 is a flow chart showing a procedure performed in a 
security box (data processing apparatus) of Embodiment 2: 

FIG. 5 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 3: 

FIGS. 6A and 6B are schematic diagrams showing an 
example of display on a touch panel of Embodiment 3: 

FIG. 7 is a flow chart showing a procedure performed in an 
image processing system of Embodiment 3: 

FIG. 8 is a flow chart showing a procedure performed in an 
image processing system of Embodiment 3: 

FIG. 9 is a conceptual diagram showing an example of a 
management table of Embodiment 4: 
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FIG. 10 is a flow chart showing a procedure performed in a 
security box (data processing apparatus) of Embodiment 4: 

FIG. 11 is a flow chart showing a procedure performed in a 
security box (data processing apparatus) of Embodiment 4: 

FIG. 12 is a flow chart showing a procedure performed in a 
security box (data processing apparatus) of Embodiment 4: 

FIG. 13 is a conceptual diagram showing an example of a 
management table of Embodiment 5; 

FIG. 14 is a schematic diagram showing an example of an 
operation panel; 

FIGS. 15A-15C are schematic diagrams showing an 
example of a screen displayed on a displaying section of an 
operation panel of Embodiment 5; 

FIGS. 16A and 16B are schematic diagrams showing an 
example of a screen displayed on a displaying section of an 
operation panel of Embodiment 5; 

FIG. 17 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 5; 

FIG. 18 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 5; 

FIG. 19 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 5; 

FIG. 20 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 6: 

FIG. 21 is a schematic diagram showing the contents of 
registration in a function database of Embodiment 7: 

FIG.22 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 7: 

FIGS. 23A and 23B are schematic diagrams showing the 
contents of registration in a function database of Embodiment 
8: 

FIG. 24 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 8: 

FIG. 25 is a schematic diagram showing the contents of 
registration in a function database of Embodiment 9; and 

FIG. 26 is a flow chart showing a procedure performed in a 
complex apparatus (image processing apparatus) of Embodi 
ment 9. 

DETAILED DESCRIPTION OF THE INVENTION 

The invention is described below in detail with reference to 
the drawings showing the embodiments. 

FIG. 1 is a schematic diagram showing an example of the 
configuration of an image processing system according to the 
invention. In the figure, numeral 1 indicates a complex appa 
ratus serving as an image processing apparatus of the inven 
tion. Numeral 3 indicates a security box serving as a data 
processing apparatus oran additional processing apparatus of 
the invention. The complex apparatus 1 has a print function, a 
copy function, and a scanner function. The complex appara 
tus 1 is connected to the security box 3 via a USB (Universe 
Serial Bus) cable 100, and further is connected to a commu 
nication network N via the security box 3. 
On the communication network N; computers 5,5 . . . are 

connected in each of which a computer program (driver pro 
gram) for utilizing the complex apparatus 1 is installed. Print 
jobs generated by the computers 5,5 . . . on the basis of 
documents, graphics, or the like are transmitted to the com 
plex apparatus 1, so that image processing is performed. The 
communication network N is connected to the Internet I. 
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10 
Thus, a computer 6 and an Internet facsimile 7 on the Internet 
I can similarly perform data transmission and reception to and 
from the complex apparatus 1 via the communication net 
work N. 
The complex apparatus 1 itself is not provided with a data 

protection function Such as a hold print function, a confiden 
tial function, and an encryption function. However, when 
combined with the security box 3, these protection functions 
are imparted. That is, the security box 3 includes: a data 
processing section for encrypting received data; and a data 
storage section for retaining the received data (see FIG. 2). 

FIG. 2 is a block diagram showing an example of the 
internal configuration of the complex apparatus 1 and the 
security box 3. The complex apparatus 1 comprises a control 
section 10, a ROM 11, a RAM 12, an operation panel 13, an 
image reading section 14, an image memory 15, an image 
forming section 16, a USB interface 17, a management sec 
tion 18, a notifying section 19, and a timer 20. These are 
connected with each other via a bus 1a. 
The control section 10 comprises a CPU (Central Process 

ing Unit) or an MPU (Micro Processor Unit), and controls the 
above-mentioned hardware components connected via the 
bus 1a and. Further, the control section 10 loads onto the 
RAM12 an appropriate control program stored in advance in 
the ROM 11, and then executes the program. The ROM 11 
stores in advance various control programs necessary for 
causing the complex apparatus 1 to serve as an image pro 
cessing apparatus of the invention. The RAM12 is composed 
of an SRAM or a flash memory, and temporarily stores data 
generated at the run time of the control program executed by 
the control section 10. 
The operation panel 13 comprises: an operation section for 

receiving a user's operation instruction; and a displaying 
section for displaying information to be notified to the user. 
The operation section is provided with various kinds of opera 
tion keys used by the user for inputting an operation instruc 
tion, and thereby receives user instructions including: the 
setting of operation values such as the number of sheets to be 
printed and the copy density; the Switching of functions; and 
an output start instruction. The displaying section comprises 
a liquid crystal display, and thereby displays: the operation 
status of the complex apparatus 1; various kinds of setting 
values inputted through the operation section; and informa 
tion to be notified to the user. 
The image reading section 14 is a scanner unit comprising: 

a light Source for irradiating with light a manuscript to be 
read; an image sensor employing a CCD (Charge Coupled 
Device) or the like; and an A/D converter. In the image read 
ing section 14, the image of a manuscript placed at a prede 
termined reading position is formed on the image sensor, and 
thereby converted into an analog electric signal. The obtained 
analog electric signal is A/D-converted by the A-D converter. 
Then, the digital signal obtained by the A/D conversion is 
corrected with respect to the light distribution characteristic 
of the light Source at the time of manuscript reading, the 
sensitivity unevenness of the image sensor, and the like. As 
Such, image data of digital format is generated and stored into 
the image memory 15. 
The image memory 15 is composed of a DRAM or the like, 

and temporarily stores: data generated by the image reading 
section 14 having read the image of the manuscript; image 
data acquired by expanding a print job received from the 
outside via the security box 3; and the like. The image data 
temporarily stored in the image memory 15 is transmitted to 
an appropriate destination depending on the purpose of utili 
Zation. Specifically, image data used for image formation 
onto a print sheet is transmitted to the image forming section 
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16, while image data to be transmitted intact to a computer 5 
and image data to be stored intact into a computer 5 are 
transmitted to the USB interface 17. 

The image forming section 16 comprises, for example: an 
electrostatic charging unit for charging a photosensitive drum 
into a predetermined potential; a laser writing unit for emit 
ting a laser beam on the basis of the image data, and thereby 
generating an electrostatic latent image on the photosensitive 
drum; a developing unit for Supplying toner onto the electro 
static latent image formed in the photosensitive drum surface, 
and thereby generating a visible image; and a transfer unit for 
transferring the toner image formed on the photosensitive 
drum Surface onto a print sheet Such as a paper sheet and an 
OHP film (these units are not shown). Then, the image form 
ing section 16 forms an image desired by the user, on a print 
sheet by electrophotography. In this example, the image 
forming section 16 performs image formation by electropho 
tography using a laser writing unit. However, an inkjet 
method, a thermal ink transfer method, or a Sublimation 
method may instead be adopted in the image formation. 
The USB interface 17 is an interface for the connection 

through the USB cable 100, and comprises an SIE (Serial 
Interface Engine) for performing data transmission and 
reception through the USB cable 100. 
The management section 18 comprises a flash memory or 

the like, and stores: information concerning the hardware 
constituting the complex apparatus 1; and information con 
cerning the inner status of the apparatus. At the power acti 
Vation, the management section 18 communicates with the 
hardware components, and thereby acquires the information 
described here. Further, the management section 18 periodi 
cally monitors the status of the hardware in operation, and 
thereby updates the contents of the management information 
when necessary. 

The notifying section 19 comprises a notifying lamp com 
posed of an LED (Light Emitting Diode) or the like, and 
notifies information to the user, in the form of ON-OFF state 
of the lamp. The timer 20 performs time counting. 
As shown in FIG. 2, the security box 3 comprises a control 

section 30, a ROM 31, a RAM32, an operation section 33, a 
management section 34, a data processing section 35, a data 
storage section 36, a USB interface 37 for the connection 
through the USB cable 100, a communication interface 38 for 
the connection to the communication network N, a notifying 
section 39 for notifying abnormality to the user, and a timer 
40 for performing time counting. These components except 
for the control section 30 itself are connected to the control 
section 30, and thereby operate under the control of the con 
trol Section 30. 

The control section 30 comprises a CPU or an MPU, and 
controls the hardware components connected as described 
above. Further, the control section 30 loads onto the RAM32 
an appropriate control program stored in advance in the ROM 
31, and then executes the program. The ROM 31 stores in 
advance various control programs for causing the security 
box 3 to serve as a data processing apparatus of the invention. 
The RAM 32 is composed of an SRAM or a flash memory, 
and temporarily stores data generated at the run time of the 
control program executed by the control section 30. The 
operation section 33 is provided with various kinds of opera 
tion keys used by the user for inputting an operation instruc 
tion. 

The USB interface 37 is an interface for the connection 
through the USB cable 100, and comprises an SIE for per 
forming data transmission and reception through the USB 
cable 100. The communication interface 38 is an interface in 
accordance with a telecommunication standard of the com 
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munication network N. This communication interface 38 
receives print jobs from the computers 5 connected to the 
communication network N, and transmits information to be 
notified to these computers 5. The management section 34 
comprises a flash memory or the like, and stores an identifi 
cation number for identifying the security box 3. 
The data processing section 35 has a function of perform 

ing a predetermined process on the data to be transmitted and 
received through the USB interface 37 or the communication 
interface 38. The processes performed by the data processing 
section 35 include: the process of expanding image data from 
a print job received through the communication interface 38: 
the process of encrypting image data stored in the data storage 
section 36; and the process of decryption performed when 
encrypted data is read from the data storage section36. Thus, 
the data processing section 35 comprises: an interpreter for 
interpreting PDL (Page Description Language) used as the 
description language of the printjob; an encryption circuit for 
encrypting data according to a predetermined algorithm; and 
a decryption circuit for decrypting data according to a prede 
termined algorithm. Here, each of the encryption circuit and 
the decryption circuit may be implemented as a Software 
based function in which a control program for performing a 
predetermined encryption or decryption process is stored in a 
memory or the like and executed by the control section 30. 
The data storage section 36 comprises a nonvolatile 

memory or an HDD. A part of the storage area is used as a 
storage area for storing image data obtained by expanding a 
received print job. When a request is received from an exter 
nal apparatus via the USB interface 37 or the communication 
interface 38, the image data stored in the data storage section 
36 is read out and then transmitted to the requesting source 
apparatus (the complex apparatus 1 or a computer 5). 

(Embodiment 1) 
In the management section 18 Serving as an identification 

information storing section, a part of the storage area stores: 
an identification number (identification information) for 
identifying the complex apparatus (image processing appa 
ratus) 1; and an identification number for identifying the 
security box (data processing apparatus) 3 connected via the 
USB cable 100. The identification number for the complex 
apparatus 1 itself may be the serial number, the manufacturer 
name, the model name, the user information, the installation 
location information, or the like, and is proper information 
inputted in advance at manufacturing or installation of the 
apparatus. Similarly to the identification number of the com 
plex apparatus 1, the identification number of the security box 
3 is the serial number, the manufacturer, the model, user 
information, installation location information, or the like. At 
the first time of connection to the security box 3, the complex 
apparatus 1 requests and acquires the identification number 
from the security box 3. The identification number of the 
security box 3 may be inputted in advance through the opera 
tion panel 13 by a system administrator or the like. 
When detecting that the security box 3 having been con 

nected via the USB cable 100 is removed, or alternatively 
when detecting that a security box different from the prede 
termined one is connected, the notifying section (notifying 
lamp) 19 is turned ON, and thereby notifies the situation to a 
user near the complex apparatus 1. 

In the management section 34 in the security box 3, a part 
of the storage area stores an identification number for identi 
fying the security box 3. The identification number for the 
security box 3 itself may be the serial number, the manufac 
turer name, the model name, the user information, the instal 
lation location information, or the like, and is apparatus 
proper information inputted in advance at manufacturing or 
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installation of the apparatus. The identification number stored 
in the management section 34 is transmitted to the complex 
apparatus 1 in response to a transmission request from the 
complex apparatus 1. 

In Embodiment 1, in order that the removal of the security 
box 3 connected to the complex apparatus 1 should be 
detected at an early stage, the complex apparatus 1 periodi 
cally acquires the proper information of the security box 3. 
and thereby detects the connection status. Thus, when the 
connection is dissolved, or alternatively when a security box 
different from the predetermined one is connected, the situ 
ation is notified to the outside. Obviously, when the connec 
tion to the security box 3 is dissolved, or alternatively when a 
security box different from the predetermined one is con 
nected, the complex apparatus 1 is not permitted to perform 
various functions permitted when the appropriate security 
box 3 is connected. 

In the image processing system having the above-men 
tioned configuration, the control section 10 of the complex 
apparatus 1 serves as a power detecting section for detecting 
that the own power becomes ON when the complex apparatus 
1 is powered ON. This function is attained by receiving a 
notification of that situation from a power Supply section (not 
shown). The control section 10 serves also as a detecting 
section for detecting whether the connection to the security 
box 3 through the USB interface 17 is maintained when the 
power is turned ON. 

Specifically, the control section 10 requests the transmis 
sion of an identification number from the security box 3. In 
response to this request, the control section 30 of the security 
box 3 transmits to the complex apparatus 1 the identification 
number of the security box 3 itself stored in the management 
section 34. When no response is returned from the security 
box 3 within a predetermined time after the request of trans 
mission of the identification number of the security box 3, or 
alternatively when the identification number transmitted 
from the security box 3 differs from the identification number 
of the security box 3 stored in advance in the management 
section 18 of the complex apparatus 1, the control section 10 
of the complex apparatus 1 detects that the appropriate Secu 
rity box 3 is not connected. 
When the connection to the security box 3 is dissolved, the 

control section 10 of the complex apparatus 1 displays a 
warning screen indicating that the security box 3 has been 
removed, on the displaying section of the operation panel 13. 
At the same time, the notifying section 19 is turned ON. Thus, 
the user of the complex apparatus 1 is notified that the security 
box 3 is removed from the complex apparatus 1. Further, 
when the connection to the security box 3 is dissolved, the 
complex apparatus 1 restricts the execution of the processes 
permitted only when the security box 3 is connected. Specifi 
cally, these restricted functions are data protection functions 
Such as a hold print function, a confidential function, and an 
encryption function. 
The control section 10 of the complex apparatus 1 mea 

Sures a predetermined time using the timer 20. At each time 
that the predetermined time has been elapsed, the control 
section 10 monitors the USB interface 17 similarly to the 
above-mentioned operation, and thereby detects the status of 
connection to the security box 3. When detecting that the 
security box 3 that has been removed is re-connected, the 
control section 10 terminates the display of the warning 
screen and the ON indication of the notifying section 19, and 
permits the execution of the processes that had been restricted 
when the connection to the security box 3 was dissolved. 

Described below is the operation of the complex apparatus 
1 of the configuration of having described above. FIG. 3 is a 
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flow chart showing the procedure of a process performed by 
the complex apparatus 1 of Embodiment 1. The complex 
apparatus 1 and the security box 3 are each provided with a 
power button, so that each is powered ON in response to the 
operation of the power button by a user. The following pro 
cess is performed by the control section 10 according to the 
control program stored in the ROM 11 in advance. 
When the complex apparatus 1 is powered ON (S1), the 

control section 10 requests the transmission of an identifica 
tion number from the security box 3 (S2), and then waits for 
the reception of the identification number from the security 
box 3. The control section 10 determines whether the identi 
fication number has been received from the security box 3 
within a predetermined time (S3). When received (S3:YES), 
the control section 10 reads out onto the RAM 12 the identi 
fication number of the security box 3 already stored in the 
management section 18, and then determines whether the 
identification number agrees with the received identification 
number (S7). 
When no identification number is received from the secu 

rity box 3 (S3: NO), or alternatively when the received iden 
tification number does not agree with the identification num 
ber stored in the management section 18 (S7:NO), the control 
section 10 displays a warning screen indicating that the 
appropriate security box 3 is not connected through the USB 
cable 100, on the displaying section of the operation panel 13 
(S4). At the same time, the notifying section (notifying lamp) 
19 is turned ON (S5). Further, execution is restricted for the 
processes permitted only when the security box 3 is con 
nected, so that execution is permitted solely for the functions 
originally provided in the complex apparatus 1 (S6). 
On the other hand, when the received identification number 

agrees with the identification number stored in the manage 
ment section 18 (S7: YES), and when execution is restricted 
for the processes permitted only when the security box 3 is 
connected, the control section 10 cancels this restriction, and 
permits the execution of the functions provided in the com 
plex apparatus 1 and the security box 3 (S8). 

Then, the control section 10 starts the time counting using 
the timer 20 (S9), and determines whether a predetermined 
time has elapsed (S10). At each time that the predetermined 
time has elapsed (S10: YES), the procedure returns to the 
process S2, and detects whether the status of connection to the 
security box 3 is maintained. In contrast, as a result of the time 
counting using the timer 20, when the predetermined time has 
not yet elapsed (S10: NO), the control section 10 determines 
whether any execution instruction for processing has been 
inputted by means of the operation of the operation panel 13 
by a user or of reception of a data processing command from 
the connected security box 3 (S.11). 
When an execution instruction for processing has been 

inputted (S11: YES), the control section 10 performs a pro 
cess corresponding to the execution instruction (S12). When 
no execution instruction for processing has been inputted 
(S11: NO), the procedure returns to the process S10. Further, 
the control section 10 determines whether the power is turned 
OFF (S13). When the power is turned OFF (S13:YES), the 
control section 10 terminates the procedure. When the power 
is not turned OFF (S13: NO), the procedure returns to the 
process S10. 
As such, in Embodiment 1, in addition to the functions 

originally provided in the complex apparatus 1, data protec 
tion functions and the like are imparted when the complex 
apparatus 1 is connected to the security box 3. This improves 
the capability of document security protection in the complex 
apparatus 1. Further, when the expected connection of the 
complex apparatus 1 to the security box 3 is dissolved, the 
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complex apparatus 1 notifies that the security box 3 has been 
removed. This allows the user to be notified of the situation at 
an early stage. This efficiently prevents the leakage, the unau 
thorized use, or the like of the data. 

In Embodiment 1 described above, the complex apparatus 
1 has notified that the security box 3 has been removed, by 
means of displaying a warning screen and turning ON the 
notifying section 19. However, a warning Sound may be out 
putted for the notification. Further, a revolving light may be 
turned ON. Further, the complex apparatus 1 may be provided 
with a sensor (detection means) for detecting a user in the 
vicinity, so that when a user approaches the complex appara 
tus 1, the notification may be performed efficiently. 

(Embodiment 2) 
Animage processing system of Embodiment 2 is described 

below. When the control section 30 detects an abnormality 
such as that the security box 3 is removed from the complex 
apparatus (image processing apparatus) 1 so that the commu 
nication with the complex apparatus 1 is disconnected, the 
notifying section 39 in the security box (data processing 
apparatus)3 notifies the situation to a user in the vicinity. For 
the purpose of this, the notifying section 39 comprises: an 
alarm outputting section for outputting a warning Sound or 
Voice; a display panel Such as an LCD (Liquid Crystal Dis 
play) for displaying a warning message; and a warning light 
output section Such as an LED and a revolving light. 

In Embodiment 2, in order that the dissolution of the nec 
essary connection of the complex apparatus 1 to the security 
box 3 should be detected at an early stage, the security box 3 
acquires the proper information of the complex apparatus 1 
from the complex apparatus 1, and thereby detects the con 
nection status. Then, when the connection is dissolved, or 
alternatively when a complex apparatus different from the 
predetermined one, the notifying section 39 notifies the situ 
ation to the user in the vicinity. Further, an e-mail is transmit 
ted to a predetermined computer 5 connected to the commu 
nication network N. Here, it is assumed that even when the 
security box 3 is removed from the complex apparatus 1, the 
security box 3 is connected to the communication network N. 

That is, the control section 30 of the security box 3 serves 
as a power detecting section for detecting that the own power 
becomes ON when the security box 3 is powered ON. This 
function is attained by receiving a notification of that situation 
from a power supply section (not shown). The security box 3 
serves also as a detecting section for detecting whether the 
connection to the complex apparatus 1 through the USB 
interface 37 is maintained when the power is turned ON. 

Specifically, the control section 30 requests the transmis 
sion of the identification number from the complex apparatus 
1. In response to this request, the control section 10 of the 
complex apparatus 1 transmits to the security box 3 the iden 
tification number of the complex apparatus 1 stored in the 
management section 18. When no response is returned from 
the complex apparatus 1 within a predetermined time after the 
request of transmission of the identification number of the 
complex apparatus 1, or alternatively when the identification 
number transmitted from the complex apparatus 1 differs 
from the identification number of the complex apparatus 1 
stored in advance in the management section 34 of the Secu 
rity box 3, the control section 30 of the security box 3 detects 
that the appropriate complex apparatus 1 is not connected 
through the USB cable 100. 

In the security box 3 where the connection to the complex 
apparatus 1 is dissolved, the control section 30 notifies 
through the notifying section 39 to the user that the security 
box 3 has been removed from the complex apparatus 1. Fur 
ther, the security box 3 having been removed from the com 
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plex apparatus 1 restricts the operation of read out or the like 
of data from the data storage section 36. 
The control section 30 of the security box 3 measures a 

predetermined time using the timer 40. At each time that the 
predetermined time has been elapsed, the control section 30 
monitors the USB interface 37 similarly to the above-men 
tioned operation, and thereby detects the status of connection 
to the complex apparatus 1. When detecting that the complex 
apparatus 1 that has been removed is re-connected, the con 
trol section 30 terminates the informing process through the 
notifying section 39, and permits the execution of the opera 
tions that has been restricted. 

Described below is the operation of the security box 3 
having the above-mentioned configuration. FIG. 4 is a flow 
chart showing a procedure performed in the security box 3 of 
Embodiment 2. The complex apparatus 1 and the security box 
3 are each provided with a power button, so that each is 
powered ON in response to the operation of the power button 
by a user. The following process is performed by the control 
section 30 according to the control program stored in the 
ROM 31 in advance. 
When the security box 3 is powered ON (S21), the control 

section 30 requests the transmission of an identification num 
ber from the complex apparatus 1 (S22), and then waits for the 
reception of the identification number from the complex 
apparatus 1. The control section 30 determines whether the 
identification number has been received from the complex 
apparatus 1 within a predetermined time (S23). When 
received (S23:YES), the control section 30 reads out onto the 
RAM32 the identification number of the complex apparatus 
1 already stored in the management section 34, and then 
determines whether the identification number agrees with the 
received identification number (S27). 
When no identification number is received from the com 

plex apparatus 1 (S23: NO), or alternatively when the 
received identification number does not agree with the iden 
tification number stored in the management section 34 (S27: 
NO), the control section 30 warns the user in the vicinity 
through the notifying section 39 that the appropriate complex 
apparatus 1 is not connected via the USB cable 100 (S24). At 
the same time, an e-mail to a predetermined computer 5 is 
generated and transmitted through the communication inter 
face 38 (S25). Further, the control section 30 restricts the 
execution-permitted process Such as communication process 
ing performed through the USB interface 37 and the commu 
nication interface 38 (S26), and thereby restricts the read out 
of the data stored in the data storage section 36. 
On the other hand, when the received identification number 

agrees with the identification number stored in the manage 
ment section 34 (S27: YES), and when the process such as 
communication processing performed through the USB inter 
face 37 and the communication interface 38 is restricted, the 
control section 30 cancels this restriction (S28), and permits 
the execution of the functions provided in the complex appa 
ratus 1 and the security box 3. 

Then, the control section 30 starts the time counting using 
the timer 40 (S29), and determines whether a predetermined 
time has elapsed (S30). At each time that the predetermined 
time has elapsed (S30: YES), the procedure returns to the 
process S22, and detects whether the status of connection to 
the complex apparatus 1 is maintained. In contrast, as a result 
of the time counting using the timer 40, when the predeter 
mined time has not yet elapsed (S30: NO), the control section 
30 determines whether any execution instruction for process 
ing has been inputted by means of the operation of the opera 
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tion panel 33 by a user or of reception of a data processing 
command from the connected complex apparatus 1 or a com 
puter 5 (S31). 
When an execution instruction for processing has been 

inputted (S31: YES), the control section 30 performs a pro 
cess corresponding to the execution instruction (S32). When 
no execution instruction for processing has been inputted 
(S31: NO), the procedure returns to the process S30. The 
control section 30 determines whether the power is turned 
OFF (S33). When the power is turned OFF (S33: YES), the 
control section 30 terminates the procedure. When the power 
is not turned OFF (S33: NO), the procedure returns to the 
process S30. 
As such, in Embodiment 2, the complex apparatus 1 is 

connected to the security box 3, so that in addition to the 
functions originally provided in the complex apparatus 1, 
data protection functions and the like are imparted. This 
improves the capability of document Security protection in 
the complex apparatus 1. Further, when the expected connec 
tion of the complex apparatus 1 to the security box 3 is 
dissolved, the security box 3 notifies that the complex appa 
ratus 1 has been removed. This allows the user to be notified 
of the situation at an early stage. This efficiently prevents the 
leakage, the unauthorized use, or the like of the data. 

Also in the image processing system in Embodiment 2 
described here, the modifications described in Embodiment 1 
are similarly employable. In the configuration of the image 
processing system of Embodiment 1 described above, the 
complex apparatus 1 has the function of notifying the situa 
tion when itself has been disconnected from the security box 
3. In contrast, in the configuration of the image processing 
system of Embodiment 2, the security box 3 has the function 
of notifying the situation when itself has been disconnected 
from the complex apparatus 1. Thus, both of the complex 
apparatus 1 and the security box 3 may detect appropriately 
the status of connection to the appropriate partner. Then, 
when the connection to the partner is dissolved, the user may 
be notified. 

(Embodiment 3) 
The complex apparatus (image processing apparatus) 1 is 

not provided with the function of protecting the image data to 
be processed. Thus, in a state that the security box (additional 
processing apparatus) 3 Serving as an additional processing 
apparatus is not connected, the image data is processed with 
out protection. When the security box 3 is connected to the 
complex apparatus 1, in addition to the processes originally 
performed by the complex apparatus 1, the security box 3 
performs the process of protecting the image data. The image 
processing system of the embodiment 3 comprising the com 
plex apparatus 1 and the security box 3 performs: an encryp 
tion process for image data transmitted and received by the 
complex apparatus 1 via the communication network N; and 
a hold process to be performed when the complex apparatus 
1 outputs an image on the basis of image data transmitted 
from a computer 5 (in this process, when image data is 
received, the image data is stored in a state Suspending the 
output, and then an image processing instruction issued by a 
user's direct operation is awaited in this state). 

FIG. 5 is a flow chart showing the procedure of a process 
performed at initial startup by the complex apparatus 1. 
According to a control program and an additional processing 
control program stored in the ROM 11, the control section 10 
of the complex apparatus 1 performs the following process. 
When the complex apparatus 1 is powered ON, or alterna 
tively when the complex apparatus 1 is reset, the control 
section 10 checks the external apparatus connected via the 
USB interface 17 (S41). Then, on the basis of the result of 
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connection check, the control section 10 determines whether 
the security box 3 (additional processing apparatus) is con 
nected via the USB interface 17 (S42). When the security box 
3 is not connected (S42: NO), the control section 10 starts 
usual process where the image data to be processed is not 
protected (S43), and then completes the process to be per 
formed at startup. 
When the security box 3 is connected via the USB interface 

17 (S42:YES), the control section 10 sets the internal status of 
the complex apparatus 1 into a state that the security box 3 can 
perform a protection process (S44). Next, the control section 
10 changes the displayed screen on the displaying section into 
a state that the operation panel 13 can receive through the 
operation panel 13 an instruction for a process performed by 
the security box 3 (S45). 

FIGS. 6A and 6B are schematic diagrams showing an 
example of change in the displayed screen on a touchpanel in 
the case that the operation panel 13 is provided with a touch 
panel. FIG. 6A shows an example of displayed screen on the 
touchpanel in the case that the security box 3 is not connected 
to the complex apparatus 1. This screen includes buttons each 
for receiving an instruction for a usual process such as copy, 
facsimile transmission, and scanner processing performed by 
the complex apparatus 1. FIG. 6B shows an example of 
changed displayed screen on the touch panel in the case that 
the security box 3 is connected the complex apparatus 1 so 
that the process of protecting the image data can be per 
formed. In addition to the above-mentioned buttons, this 
screen includes: a button for receiving from the user a hold 
canceling instruction specifying that image data having been 
held by a hold process should be processed; and a button for 
receiving an encrypted transmission instruction specifying 
that image data to be transmitted to the outside should be 
encrypted before the transmission. When the user operates 
the operation panel 13 by using the display newly added on 
the touchpanel, the image processing system performs image 
processing together with the process of protecting the image 
data. 

Then, the control section 10 transmits information indicat 
ing that the protection process is execution-permitted, 
through the USB interface 17 to a predetermined computer 5 
of the user of the image processing system (S46). Then, the 
procedure is completed. As such, the user is informed that the 
protection processes are execution-permitted. This allows the 
image processing system to perform an appropriate process 
depending on the situation. 

FIG. 7 is a flow chart showing the procedure of a process 
performed by the image processing system of Embodiment 3 
in the reception of image data. The control section 30 of the 
security box 3 monitors that the communication interface 38 
receives image data and a processing instruction Such as 
output instruction for the image data which are transmitted 
via the communication network N from a computer 5 (S51). 
When no image data and no processing instruction is received 
(S51: NO), the control section 30 continue to monitor the 
reception of image data and a processing instruction. When 
image data and a processing instruction are received in the 
communication interface 38 (S51: YES), the image data and 
the processing instruction having been received are stored 
into the data storage section 36 (S52). Then, the data process 
ing section 35 determines whether an instruction of hold 
processing is included in the received processing instruction 
(S53). When an instruction for hold processing is included in 
the processing instruction (S53: YES), in the state that the 
data storage section 36 stores the image data and the process 
ing instruction, the control section 30 transmits through the 
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USB interface 37 the reception information indicating that 
the image data has been received by the complex apparatus 1 
(S54). 
The complex apparatus 1 receives through the USB inter 

face 17 the reception information transmitted from the secu 
rity box 3 (S55). Then, the control section 10 monitors the 
reception of a hold canceling instruction for the image data 
held in the security box 3 (S.56). This instruction is issued by 
a user's operation of the operation panel 13. When no hold 
canceling instruction is received (S.56: NO), the control sec 
tion 10 continue to monitor the reception of a hold canceling 
instruction. When a hold canceling instruction is received 
through the operation panel 13 in response to a user's opera 
tion of the operation panel 13 (S.56:YES), the control section 
10 transmits the hold canceling instruction through the USB 
interface 17 to the security box 3 (S57). 

The security box 3 receives through the USB interface 37 
the hold canceling instruction transmitted from the complex 
apparatus 1 (S58). When the process S58 is completed, or 
alternatively when on instruction for hold processing is 
included in the processing instruction (S53: NO), the data 
processing section 35 of the security box 3 determines 
whether the image data is encrypted (S59). When the image 
data is encrypted (S59: YES), the data processing section 35 
decrypts the image data stored in the data storage section 36 
(S60). When the process S60 is completed, or alternatively 
when the image data is not encrypted (S59: NO), the control 
section 30 transmits the image data and the processing 
instruction through the USB interface 37 to the complex 
apparatus 1 (S61). Then, the data processing section 35 
deletes the image data and the processing instruction stored in 
the data storage section 36 (S62). Then, the security box 3 
completes the procedure. 
The complex apparatus 1 receives through the USB inter 

face 17 the image data and the processing instruction trans 
mitted from the security box 3 (S63). The control section 10 
performs a process for the image data according to the pro 
cessing instruction (S64). The process performed here is, for 
example, that an image is formed from the image data in the 
image forming section 16, or that the image data is transmit 
ted by facsimile communication. Then, the procedure is com 
pleted. 

FIG. 8 is a flow chart showing the procedure of a process 
performed by the image processing system of Embodiment 3 
in the transmission of image data. The control section 10 of 
the complex apparatus 1 monitors that an instruction for 
transmitting the image data generated by the image reading 
section 14 or the image data stored in the image memory 15 is 
received in response to a user's operation of the operation 
panel 13 (S71). At that time, the complex apparatus 1 may 
receive the specification of the image data to be transmitted 
and the specification of the transmission destination com 
puter 5 for the image data, and may receive an instruction for 
transmitting encrypted image data. When no image data 
transmission instruction is received (S71: NO), the control 
section 10 continue to monitor the reception of a transmission 
instruction. When a transmission instruction for the image 
data is received through the operation panel 13 (S71: YES), 
the control section 10 transmits through the USB interface 17 
the image data and the transmission instruction to the security 
box 3(S72). 

The security box 3 receives through the USB interface 37 
the image data and the transmission instruction transmitted 
from the complex apparatus 1 (S73). Then, the data process 
ing section 35 determines whether an instruction for the 
encryption of the image data is included in the received trans 
mission instruction (S74). When no instruction for the 
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encryption of the image data is included in the received trans 
mission instruction (S74: NO), the control section 30 trans 
mits the image data through the communication interface 38 
to the computer 5 specified in the received transmission 
instruction (S75). Then, the procedure is completed. When an 
instruction for the encryption of the image data is included in 
the received transmission instruction (S74: YES), the data 
processing section 35 encrypts the image data (S76). Then, 
the control section 30 transmits through the communication 
interface 38 the encrypted image data to the computer 5 
specified in the received transmission instruction (S77). 
Then, the procedure is completed. 

In the process described above, the security box 3 has 
performed the process of relaying the transmission and recep 
tion of the information between the complex apparatus 1 and 
the computer 5. Similarly, the process may be performed that 
relays the transmission and reception of the information 
between the computer 6 or the Internet facsimile 7 on the 
Internet I and the complex apparatus 1 through the commu 
nication network N and the Internet I. 
As described above in detail, in the configuration of the 

complex apparatus 1 and the security box 3 of Embodiment 3, 
when a security box (additional processing apparatus) 3 is 
connected to the complex apparatus (image processing appa 
ratus) 1 not provided with the function of image data protec 
tion, the security box 3 can perform the process of protecting 
the image data, in addition to the processes originally per 
formed by the security box 3. In the configuration that the 
complex apparatus 1 can perform the process of protecting 
the image data when the security box 3 is connected, the use 
of the image processing system of Embodiment 3 protects the 
image data from the unauthorized use of information. Further, 
the original image processing apparatus 1 is not provided with 
the function of image data protection. This reduces the cost. 
Further, even when the necessity of treating confidential 
information arises owing to a change in the operating condi 
tion of the complex apparatus 1, the image data is protected 
from the unauthorized use of information in the already intro 
duced complex apparatus 1. 

Further, in Embodiment 3, the security box 3 protects the 
image data transmitted and received between the complex 
apparatus 1 and the outside, by means of encryption or the 
like. Thus, even when confidential information is treated in a 
low-cost complex apparatus 1, the image data is protected 
from the unauthorized use of information, Such as the unau 
thorized retrieval of the image data from the complex appa 
ratus 1 or the communication network N. Further, the security 
box 3 allows the hold processing of the image data transmit 
ted to the complex apparatus 1, and hence prevents the unau 
thorized use of recorded matter of the image so as to protect 
the image data. 

(Embodiment 4) 
A part of the storage area of the management section 34 in 

the security box (data processing apparatus) 3 is used as a 
management table for storing: an identification number for 
identifying itself an identification number for identifying a 
connection destination apparatus; a password for an admin 
istrator; and the e-mail address of a notification destination. 
FIG. 9 is a conceptual diagram showing an example of the 
management table. In the management table of FIG. 9, “SB 
AAAA”, “AR-XXXX”, “1234, and “oo(a)AA.ne.jp' are regis 
tered as the own identification number, the identification 
number of the connection destination apparatus, the pass 
word for the administrator, and the e-mail address of the 
notification destination, respectively. The own identification 
number may be the serial number, the manufacturer name, the 
model name, the user information, the installation location 
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information, or the like, and is inputted in advance at the 
manufacturing or the installation of the apparatus. The iden 
tification number of the apparatus at an installation location 
is, similarly to the identification number of the security box 3. 
the serial number, the manufacturer name, the model name, 
the user information, the installation location information, or 
the like. When the apparatus is connected to the complex 
apparatus (image processing apparatus) 1 for the first time, 
the identification number is set up through the operation 
section 33 or the like. The password for the administrator and 
the e-mail address of the notification destination are regis 
tered by the administrator or a serviceperson through the 
operation section 33 or using the computer 5 connected via 
the communication interface 38. Such information registered 
in the management table is preferably maintained in an 
encrypted form, and is decrypted when necessary. 

In the configuration of Embodiment 4, in order that the 
security should be ensured for the data stored in the security 
box 3, proper information (identification information) is peri 
odically exchanged with each other, so that the connection 
status is detected. When the connection is dissolved, or alter 
natively when an inappropriate complex apparatus 1 is con 
nected, the security box 3 shuts down the communication 
with the outside, and thereby suspends the read out of the data 
stored in the data storage section 36. 
The operation of the security box 3 is described below. 

FIGS. 10 and 11 are flow charts describing the procedure of a 
process performed by the security box 3 when connected to 
the complex apparatus 1. When the security box 3 is powered 
ON (S81), the control section 30 monitors the USB interface 
37, and thereby determines whether the connection to the 
complex apparatus 1 is detected (S82). When the connection 
to the complex apparatus 1 is not detected (S82: NO), the 
control section 30 waits until the connection to the complex 
apparatus 1 is detected. 
When the connection to the complex apparatus 1 is 

detected (S82:YES), the control section 30 requests the trans 
mission of the identification number from the complex appa 
ratus 1 (S83). Then, the control section 30 sets the timer 40 
(S84), and thereby determines whether the identification 
number from the complex apparatus 1 has been received 
(S85). When no identification number has been received from 
the complex apparatus 1 (S85: NO), with reference to the 
output of the timer 40, the control section 30 determines 
whether timeout has been reached (S86). When timeout is not 
reached (S86: NO), the procedure returns to S85. When tim 
eout has been reached without the reception of an identifica 
tion number (S86:YES), error processing is performed (S87), 
and then the procedure of this flow chart is completed. 
When an identification number is received (S85:YES), it is 

determined whether the identification number of any connec 
tion destination is already stored in the management table in 
the management section 34 (S88). When no identification 
number of any connection destination is stored already (S88: 
NO), that is, when the security box 3 is connected to the 
complex apparatus 1 for the first time, the setting of an iden 
tification number need be received (S89). The setting of the 
identification number is received in response to the operation 
of the administrator through the operation section 33 or 
through the operation panel 13 of the complex apparatus 1. 
The received identification number is registered into the man 
agement table. Then, the procedure goes into a waiting state 
for awaiting data through the USB interface 37 and the com 
munication interface 38 (S90). 
When the identification number of any connection desti 

nation is already stored in the management table in the man 
agement section 34 (S88: YES), the received identification 
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number is compared with the identification number stored in 
the management table in the management section34 (S91), so 
that it is determined whether these identification numbers 
agree with each other (S92). When these identification num 
bers agree (S92: YES), the procedure goes into a waiting state 
for awaiting data through the USB interface 37 and the com 
munication interface 38 (S93). 
When the received identification number does not agree 

with the identification number stored in the management 
table (S92: NO), a user in the vicinity is warned through the 
notifying section 39. Further, an e-mail to the administrator is 
generated and transmitted through the communication inter 
face 38 so that the administrator is informed (S94). 

Then, the control section 30 shuts down the communica 
tion through the USB interface 37 and the communication 
interface 38 (S95), and thereby suspends the read out of the 
data stored in the data storage section 36. Then, the control 
section 30 determines whether the shut down of the commu 
nication has been canceled by an operation of the administra 
tor (S96). When not yet canceled (S96: NO), the cancellation 
is awaited. When the shut down of the communication is 
canceled in response to an operation using the operation 
section 33 or the like (S96: YES), the received identification 
number is registered into the management table so that the 
identification number is updated (S97). Then, the shut down 
of the communication through the USB interface 37 and the 
communication interface 38 is canceled (S98). Then, the pro 
cedure goes into a waiting State for awaiting the reception of 
the data (S99). 

FIG. 12 is a flow chart describing the operation of the 
security box 3 in a waiting state. The control section 30 first 
resets the timer 40 (S101), and then determines whether a 
predetermined time has elapsed (S102). When the predeter 
mined time has elapsed (S102: YES), the control section 30 
checks the USB interface 37, and thereby checks the status of 
connection to the complex apparatus 1 (S103). Then, it is 
determined whether the connection is maintained (S104). 
When the connection is maintained (S104: YES), the proce 
dure returns to S101. 
When the connection is not maintained (S104: NO), a user 

in the vicinity is warned through the notifying section 39. 
Further, an e-mail to the administrator is generated and trans 
mitted through the communication interface 38, so that the 
administrator is informed (S105). Then, the control section 
30 shuts down the communication through the USB interface 
37 and the communication interface 38 (S106), and thereby 
restricts the read out of the data stored in the data storage 
section 36. After the shut down of the communication, a 
canceling operation from the administrator is requested simi 
larly to the above-mentioned case. When a canceling opera 
tion is received, the complex apparatus 1 is re-connected to 
the security box 3 according to a procedure similar to the flow 
chart of FIG. 10. 
When the predetermined time has not yet elapsed (S102: 

NO), it is determined whether any processing request has 
been inputted from the complex apparatus 1 (S107). When a 
processing request has been inputted (S107: YES), the pro 
cessing is performed on the basis of the request (S108). Then, 
the control section 30 determines whether the processing has 
been completed (S109). When the processing is not com 
pleted (S109: NO), the procedure returns to S108. 
When the processing is completed (S109: YES), or alter 

natively when no processing request remains in the complex 
apparatus 1 (S107: NO), it is determined whether interrupt 
processing is necessary in association with the operation of 
powering OFF or the like (S10). When no interrupt process 
ing is necessary (S110: NO), the procedure returns to S102. 
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When interrupt processing is necessary (S110: YES), the 
procedure of this routine is completed in a state that the 
identification number registered in the management table in 
the management section 34 is maintained (S111). 
As such, in Embodiment 4, when the combination of the 

complex apparatus 1 and the security box 3 is inappropriate, 
the operation of the security box 3 is suspended. This prevents 
secrets leakage by means of replacement, falsification, or the 
like of the apparatus. Further, the use of a duplicated security 
box 3 is prevented. 

Further, the communication through the USB interface 37 
and the communication interface 38 of the security box 3 has 
been Suspended, so that the read out has been Suspended for 
the data stored in the data storage section 36. However, the 
communication through these interfaces may be maintained 
intact, while the data storage section 36 may be controlled 
such that the data read out should be suspended. 

(Embodiment 5) 
A part of the storage area of the management section 18 in 

the complex apparatus (image processing apparatus) 1 is used 
as a management table for storing: an identification number 
for identifying itself an identification number for identifying 
a connection destination apparatus; a password for the admin 
istrator, the e-mail address of a notification destination; and 
information concerning the turning ON and OFF of the pro 
cess. FIG. 13 is a conceptual diagram showing an example of 
the management table. In the management table of FIG. 13, 
“AR-XXXX”, “SB-AAAA”, “1234, and “oo(a)AA.ne.jp” are 
registered as the own identification number, the identification 
number of the connection destination apparatus, the pass 
word for the administrator, and the e-mail address of the 
notification destination, respectively. Further, in the manage 
ment table, flags are registered that indicate the permission or 
inhibition of execution of a secrets process and a transmitting 
process. Thus, depending on the connection status of the 
complex apparatus 1 and the security box (data processing 
apparatus) 3, these processes can be made enabled or dis 
abled. In the example of FIG. 13, both flags are ON. Thus, the 
functions of the secrets process and the transmitting process 
are permitted. 
The own identification number registered into this man 

agement table may be the serial number, the manufacturer 
name, the model name, the user information, the installation 
location information, or the like, and is proper information 
inputted in advance at manufacturing or installation of the 
apparatus. Further, the identification number of the connec 
tion destination apparatus is, similarly to the identification 
number of the complex apparatus 1, the serial number, the 
manufacturer name, the model name, the user information, 
the installation location information, or the like. When the 
security box 3 is connected for the first time, the administrator 
or the like sets up the identification number. Further, the 
password for the administrator and the e-mail address of the 
notification destination are registered by the administrator or 
the like using the operation panel 13. Such information reg 
istered in the management table is preferably maintained in 
an encrypted form, and is decrypted when necessary. 

In the configuration of Embodiment 5, in order that the 
security should be ensured for the data stored in the security 
box 3, proper information is periodically exchanged with 
each other, so that the connection status is detected. When the 
connection is dissolved, or alternatively when an inappropri 
ate security box 3 is connected, the complex apparatus 1 shuts 
down the communication to the security box 3, and thereby 
Suspend the read out of the data stored in the data storage 
section 36. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

24 
In Embodiment 5, when the security box 3 is connected, the 

complex apparatus 1 enables the hold print function and the 
image transmitting function Such that these functions may be 
used through the operation panel 13. FIG. 14 is a schematic 
diagram showing an example of the operation panel 13. The 
operation panel 13 comprises: an operation section provided 
with various hardware keys; and a displaying section 130 
provided with an LCD unit employing a touch panel. The 
hardware keys provided in the operation section comprises: 
function change keys 131a-131d for changing the function 
among a print function, an image transmitting function, a 
copy function, and a job situation displaying function; a 
numeric keypad 132 for numerical input; a clear key 133 for 
clearing various inputted setting values; an all clear key 134 
for clearing all the inputted setting values; and a start key 135 
for instructing the copy start or the like. A part of the display 
ing section 130 constitutes software keys of touch panel 
method. Thus, various kinds of setting values inputted 
through the operation section and information to be notified 
to the user are displayed, while the selection operation for the 
various contents of the setting can be received through the 
Software keys. 

FIGS. 15A-15C, 16A and 16B are schematic diagrams 
showing an example of a screen displayed on the displaying 
section 130 of the operation panel 13. When the functional 
change key 131d is pressed for displaying the job situation, a 
screen as, shown in FIG. 15A is displayed on the displaying 
section 130, so that the situation is displayed for already 
completed jobs and currently held jobs. In the example of the 
screen of FIG. 15A, the job having a job name “P001” and a 
job having a job name “P002 have been completed. The job 
having a job name “P003” is held in the security box 3. In the 
display screen of FIG. 15A, a software key is provided in 
correspondence to each job. When a corresponding Software 
key is pressed, the held job is outputted. 
The hold print function is disabled in a state that the secu 

rity box 3 is not connected. Thus, even when the software key 
corresponding to the job having the job name “P003” is 
pressed, a warning message as shown in FIG. 15B is dis 
played, so that the user is informed of the situation that the 
output of the data is inhibited. In contrast, in a state that the 
security box 3 is connected, the hold print function is enabled. 
Thus, the user is prompted to input authentication informa 
tion (such as a PIN code) such that the data should be output 
ted (see FIG. 15C). 

Further, in a state that the security box 3 is not connected, 
the image transmitting function is disabled. Thus, even when 
the function change key 131b is pressed, a warning message 
as shown in FIG.16A is displayed, so that the user is informed 
of the situation that the transmitting function is Suspended. In 
contrast, in a state that the security box 3 is connected, the 
image transmitting function is enabled. Thus, a screen (see 
FIG. 16B) for prompting the user to input the number for the 
transmission destination Such as the facsimile number, the 
e-mail address, the network address, or the like. As such, an 
image data transmission request is received. 
The operation of the complex apparatus 1 is described 

below. FIGS. 17 and 18 are flow charts showing the procedure 
of a process performed by the complex apparatus 1 at power 
activation. When the complex apparatus 1 is powered ON 
(S121), the control section 10 monitors the USB interface 17, 
and thereby determines whether the connection to the secu 
rity box 3 is detected (S122). When the connection to the 
security box 3 is not detected (S122: NO), the flags in the 
management table are set up, so that the functions of the 
secrets process and the transmitting process are disabled 
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(S123). Then, the procedure goes into a waiting state for 
awaiting the input of a job from the outside (S124). 
When the connection to the security box 3 is detected 

(S122:YES), the transmission of the identification number is 
requested to the security box 3 (S125). Then, the control 
section 10 sets the timer 20 (S126), and then determines 
whether the identification number from the security box 3 has 
been received (S127). When no identification number has 
been received from the security box 3 (S127: NO), with 
reference to the output of the timer 20, it is determined 
whether timeout has been reached (S128). When timeout is 
not reached (S128:NO), the procedure returns to S127. When 
timeout has been reached without the reception of an identi 
fication number (S128: YES), error processing is performed 
(S129), and then the procedure of this flow chart is completed. 
When an identification number is received (S127:YES), it 

is determined whether the identification number of any con 
nection destination is already stored in the management table 
in the management section 18 (S.130). When no identification 
number of any connection destination is stored already 
(S130: NO), that is, when the security box 3 is connected to 
the complex apparatus 1 for the first time, the setting of an 
identification number need be received (S131). The identifi 
cation number is inputted by the operation of the administra 
torthrough the operation panel 13 of the complex apparatus 1. 
The received identification number is registered into the man 
agement table in the management section 18. Then, the func 
tions of the Secrets process and the transmitting process are 
enabled (S132). Then, the procedure goes into a waiting state 
for awaiting data through the USB interface 17 (S133). 
When the identification number of any connection desti 

nation is already stored in the management table in the man 
agement section 18 (S130: YES), the received identification 
number is compared with the identification number stored in 
the management table in the management section 18 (S134), 
so that it is determined whether these identification numbers 
agree with each other (S135). When these identification num 
bers agree (S135: YES), the functions of the secrets process 
and the transmitting process are enabled (S136). Then, the 
procedure goes into a waiting state for awaiting data through 
the USB interface 17 (S137). 

Further, when the received identification number does not 
agree with the identification number stored in the manage 
ment table (S135:NO), a warning message is displayed on the 
operation panel 13. Further, an e-mail to the administrator is 
generated and transmitted through the USB interface 17, so 
that the administrator is informed (S138). Then, the functions 
of the Secrets process and the transmitting process are dis 
abled (S139). Then, the complex apparatus 1 requests a can 
celing operation for restoring the status of connection to the 
security box 3, and then determines whether cancellation has 
been achieved by the operation of the administrator (S140). 
When not canceled (S140: NO), the cancellation is awaited. 
When canceled (S140: YES), the procedure returns to S122. 

FIG. 19 is a flow chart describing the operation of the 
complex apparatus 1 in a waiting state. The control section 10 
first resets the timer 20 (S141), and then determines whether 
a predetermined time has elapsed (S142). When the predeter 
mined time has elapsed (S142: YES), the control section 10 
checks the USB interface 17, and thereby detects the status of 
connection to the security box 3 (S143). Then, it is deter 
mined whether the connection is maintained (S144). When 
the connection is maintained (S144: YES), the procedure 
returns to S141. 
When the connection is not maintained (S144: NO), a 

warning message is displayed on the operation panel 13. 
Further, an e-mail to the administrator is generated and trans 
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mitted through the USB interface 17, so that the administrator 
is informed (S145). Then, the functions of the secrets process 
and the transmitting process are disabled (S146). After the 
functions of the secrets process and the transmitting process 
are disabled, a canceling operation from the administrator is 
requested similarly to the above-mentioned case. When a 
canceling operation is received, the complex apparatus 1 is 
re-connected to the security box 3 according to a procedure 
similar to the flow chart of FIG. 17. 
When the predetermined time has not yet elapsed (S142: 

NO), it is determined whether the processing request has been 
received through the operation panel 13 and the USB inter 
face 17 (S147). When a processing request has been received 
(S147: YES), the processing is performed on the basis of the 
request (S148). Then, the control section 10 determines 
whether the processing has been completed (S149). When the 
processing is not completed (S149: NO), the procedure 
returns to S148. 
When the processing is completed (S149: YES), or alter 

natively when no processing request remains in the complex 
apparatus 1 (S147: NO), it is determined whether interrupt 
processing is necessary in association with the operation of 
powering OFF or the like (S150). When no interrupt process 
ing is necessary (S150: NO), the procedure returns to S142. 
When interrupt processing is necessary (S150: YES), the 
procedure of this routine is completed in a state that the 
identification number registered in the management table in 
the management section 18 is maintained (S151). 

As, in Embodiment 5, when the combination of the com 
plex apparatus 1 and the security box 3 is not appropriate, the 
functions of the secrets process and the transmitting process 
in the complex apparatus 1 are restricted. This prevents 
secrets leakage by means of replacement, falsification, or the 
like of the apparatus. Further, the use of a duplicated security 
box 3 is prevented. 

(Embodiment 6) 
When the security box (additional processing apparatus) 3 

is connected, the complex apparatus (image processing appa 
ratus) 1 performs authentication in order to determine 
whether the connection has been performed by an appropriate 
administrator. In Embodiment 6, the complex apparatus 1 
detects whether the security box 3 has been connected via the 
USB cable 100. Then, when detecting the connection to the 
security box3, authentication is performed. When the authen 
tication has been Successful, the complex apparatus 1 enables 
the operation of the security box 3, and permits data trans 
mission and reception to and from the security box 3. When 
the authentication has been unsuccessful, data transmission 
and reception are not allowed to and from the security box 3. 
and the execution is not allowed for the functions imparted 
only when the security box 3 is connected. 

In the image processing system of Embodiment 6, the 
control section 10 of the complex apparatus 1 serves as a 
connection detection section for detecting the status of con 
nection to an security box 3 through the USB interface 17, and 
serves also as an authentication section for performing 
authentication when the security box 3 is connected to the 
complex apparatus 1. 

Specifically, when the security box 3 is connected via the 
USB cable 100, the control section 10 displays on the opera 
tion panel 13 an input prompt for authentication data, and 
thereby requests the inputting of the authentication data. The 
administrator who has connected the security box 3 to the 
complex apparatus 1 inputs predetermined authentication 
data through the operation section of the operation panel 13. 
When the inputted authentication data agrees with the authen 
tication information stored in the management section 18, the 
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control section 10 authorizes the connection of the security 
box 3, and permits data transmission and reception to and 
from the security box 3. Thus, for example, when the user of 
the complex apparatus 1 issues an instruction Such that image 
data read out in the image reading section 14 should be 
transmitted to a computer 5 connected to the communication 
interface N, the complex apparatus 1 transmits the read out 
image data to the computer 5 via the security box 3. 

In contrast, when the inputted authentication data does not 
agree with the authentication information stored in the man 
agement section 18, the control section 10 requests re-input 
ting of the authentication data, and repeats this request for a 
predetermined number of times until the inputted authentica 
tion data agrees with the authentication information stored in 
the management section 18. Then, when any of the authenti 
cation data inputted repeatedly by the predetermined number 
of times does not agree with the authentication information 
stored in the management section 18, the control section 10 
determines that the appropriate security box 3 is not con 
nected, that is, the authentication has been unsuccessful. 
Thus, data transmission and reception are inhibited to and 
from the security box 3. Then, the situation that the authen 
tication has been unsuccessful is displayed on the operation 
panel 13, so that the administrator is informed. The predeter 
mined number of times for repeating the authentication is set 
up in advance and stored in the ROM 11. The number of times 
of unsuccessful authentication for counting the number of 
times of unsuccessful authentication is stored in the RAM 12 
and updated appropriately. 
By virtue of this, the administrator who has inputted the 

authentication data recognizes that the authentication has 
been unsuccessful, and hence that the functions of the secu 
rity box 3 cannot be used. Here, even when the data transmis 
sion and reception to and from the security box 3 are inhib 
ited, the complex apparatus 1 can perform the processes other 
than the data transmission and reception to and from the 
security box 3. 

Described below is the operation of the complex apparatus 
1 of the image processing system of Embodiment 6 in the case 
that the security box 3 is connected. FIG. 20 is a flow chart 
showing the procedure of a process performed by the com 
plex apparatus 1 of Embodiment 6. The following process is 
performed by the control section 10 according to the control 
program stored in the ROM 11 in advance. 
On the basis of the transmission and reception of signals 

through the USB cable 100, the control section 10 of the 
complex apparatus 1 determines whether the security box 3 is 
connected (S161). When the security box 3 is connected 
(S161: YES), the number of times of unsuccessful authenti 
cation for counting the number of times of unsuccessful 
authentication in the authenticating process to be performed 
here is initialized into zero, and then stored into the RAM 12 
(S162). Further, the control section 10 displays on the opera 
tion panel 13 an input prompt for authentication data, and 
thereby requests the inputting of the authentication data 
(S163). When the connection to the security box 3 is not 
detected (S161: NO), the procedure goes to S170. Then, the 
control section 10 sets up execution permission solely for the 
functions originally provided in the complex apparatus 1 
(S170). 
The control section 10 receives the authentication data 

inputted by the administrator who has connected the security 
box 3, according to the prompt-on the operation panel 13 
(S164), and then determines whether the received authenti 
cation data is appropriate, on the basis of whether the received 
authentication data agrees with the authentication informa 
tion stored in the management section 18 (S165). 
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When the authentication data is appropriate (S165: YES), 

the control section 10 sets up execution permission for data 
transmission and reception to and from the security box 3 
(S166). Thus, for example, when the user instructs the reten 
tion of data in the security box 3, the data is permitted to be 
transmitted to the security box 3. 
When the received authentication data is not appropriate 

(S165: NO), the number of times of unsuccessful authentica 
tion is incremented by 1, and then stored into the RAM 12 
(S167). The control section 10 determines whether the num 
ber of times of unsuccessful authentication stored in the RAM 
12 reaches a predetermined value or more (S168). When the 
predetermined value is not reached (S168: NO), re-inputting 
of the authentication data is requested (S163). In contrast, 
when the number of times of unsuccessful authentication 
reaches a predetermined value or more (S168: YES), the 
control section 10 displays and notifies on the operation panel 
13 that the authentication is unsuccessful and hence that the 
operation of the security box 3 is inhibited (S169). Then, the 
control section 10 sets up execution permission solely for the 
functions originally provided in the complex apparatus 1 
(S.170). 
As such, in Embodiment 6, when the security box 3 is 

connected to the complex apparatus 1, authentication is per 
formed whether the connection has been performed by an 
appropriate administrator. When the authentication has been 
Successful, various data processing functions such as the data 
protection function are imparted in addition to the functions 
originally provided in the complex apparatus 1. Thus, the 
capability of processing and the capability of document Secu 
rity protection are improved in the complex apparatus 1. 
Further, when the authentication has been unsuccessful, the 
operation of the security box 3 is inhibited. This prevents the 
leakage, the unauthorized use, or the like of the data. 

In Embodiment 6 described above, when the authentica 
tion that the connection of the security box 3 had been per 
formed by an appropriate administrator has been unsuccess 
ful, a message indicating that situation has been displayed on 
the operation panel 13. However, the notifying section (noti 
fying lamp) 19 may be turned ON for the notification. Further, 
a warning Sound may be outputted. Alternatively, a revolving 
light may be turned ON. 

(Embodiment 7) 
In the complex apparatus (image processing apparatus) 1 

of Embodiment 7, the management section 18 stores a func 
tion database concerning the security box (data processing 
apparatus) 3 as shown in FIG. 21. In this function database, 
the function code, functional contents, and the authentication 
necessity or non-necessity are registered in a manner associ 
ated with each other for each function that could be provided 
in the external apparatus connected via the USB cable 100. 
When the functions used in the external apparatus that may be 
connected via the USB cable 100 are changed or added, the 
function database is updated by the control section 10 in 
response to the administrator's operation of the operation 
panel 13. 
When the security box 3 is connected via the USB cable 

100, the complex apparatus 1 requests the transmission of 
function codes (function information) indicating the func 
tions provided in the connected security box 3. The security 
box 3 Stores in advance in the management section 34 the 
function codes indicating the functions provided in itself. 
Thus, in response to the request from the complex apparatus 
1, the security box 3 transmits the function codes stored in the 
management section 34 to the complex apparatus 1. As a 
result, the complex apparatus 1 acquires the requested func 
tion codes. Then, the control section 10 determines whether 



US 8,797,568 B2 
29 

each function having a function code acquired from the Secu 
rity box 3 is set up as requiring authentication, in the function 
database. Then, authentication is performed if necessary. 

In FIG. 21, “the function of data reception through the 
communication network” and “the function of data transmis 
sion through the communication network” are set up as 
requiring authentication. Thus, it is determined whether the 
functions indicated by the function codes acquired from the 
security box 3 are these functions. As such, authentication is 
performed when the security box 3 is connected that has a 
function of performing data transmission or reception to or 
from the external apparatus via the communication network 
N. This efficiently prevents the unintentional unauthorized 
use of the data transmitted or received between the complex 
apparatus 1 and the security box 3. 
When authentication is performed, and when the authenti 

cation has been successful that the security box 3 is connected 
appropriately, the control section 10 enables the operation of 
the security box 3, and permits data transmission and recep 
tion to and from the security box 3. In contrast, when the 
authentication that the security box 3 is connected appropri 
ately has been unsuccessful, the control section 10 inhibits 
data transmission and reception to and from the security box 
3, and does not permit the execution of the functions imparted 
only when the security box 3 is connected. Further, compari 
Son of the authentication data inputted by the administrator 
with the authentication information stored in and the man 
agement section 18 is repeated by a predetermined number of 
times. Then, when any of the authentication data inputted 
repeatedly by the predetermined number of times does not 
agree with the authentication information stored in the man 
agement section 18, the authentication is unsuccessful. Thus, 
data transmission and reception is inhibited to and from the 
security box 3. Further, the situation that the authentication 
has been unsuccessful is displayed on the operation panel 13, 
so that the administrator is informed. 

FIG.22 is a flow chart showing the procedure of a process 
performed by the complex apparatus 1 of Embodiment 7. The 
following process is performed by the control section 10 
according to the control program stored in the ROM 11 in 
advance. 
On the basis of the transmission and reception of signals 

through the USB cable 100, the control section 10 of the 
complex apparatus 1 determines whether the security box 3 is 
connected (S171). When the security box 3 is not connected 
(S171: NO), the control section 10 sets up execution permis 
sion solely for the functions provided in the complex appa 
ratus 1 (S183). When a security box 3 is connected (S171: 
YES), the control section 10 requests the transmission of the 
identification number stored in the management section 34. 
from the connected security box 3 (S172). 

Then, the control section 10 acquires the function code 
transmitted from the security box 3 in response to the request 
(S.173). Then, on the basis of the contents of registration in the 
function database stored in the management section 18, the 
control section 10 determines whether authentication is nec 
essary (S174). When authentication is not necessary (S174: 
NO), the control section 10 does not perform authentication, 
and sets up execution permission for data transmission and 
reception to and from the security box 3 (S179). Thus, for 
example, when the user instructs the retention of data in the 
security box 3, the data is permitted to be transmitted to the 
security box 3. 

In contrast, when authentication is necessary (S174:YES), 
the control section 10 initializes into zero the number of times 
of unsuccessful authentication, and then stores the value into 
the RAM 12 (S175). Further, the control section 10 displays 
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on the operation panel 13 an input prompt for authentication 
data, and thereby requests inputting of the authentication data 
(S176). 
The control section 10 receives the authentication data 

inputted by the administrator who has connected the security 
box 3, according to the prompt on the operation panel 13 
(S.177), and then determines whether the received authenti 
cation data is appropriate, on the basis of whether the received 
authentication data agrees with the authentication informa 
tion stored in the management section 18 (S178). 
When the authentication data is appropriate (S178: YES), 

the control section 10 sets up execution permission for data 
transmission and reception to and from the security box 3 
(S179). When the received authentication data is not appro 
priate (S178: NO), the control section 10 increments by 1 the 
number of times of unsuccessful authentication, and then 
stores the value into the RAM 12 (S180). The control section 
10 determines whether the number of times of unsuccessful 
authentication stored in the RAM 12 reaches a predetermined 
value or more (S181). When the predetermined value is not 
reached (S181: NO), re-inputting of the authentication data is 
requested (S.176). In contrast, when the number of times of 
unsuccessful authentication reaches the predetermined value 
or more (S181: YES), the control section 10 displays and 
notifies on the operation panel 13 that the authentication is 
unsuccessful and hence that the operation of the security box 
3 is inhibited (S.182). Then, the control section 10 sets up 
execution permission solely for the functions originally pro 
vided in the complex apparatus 1 (S183). 

In Embodiment 7, when the security box 3 is connected to 
the complex apparatus 1, on the basis of the kinds of functions 
provided in the connected security box 3, authentication is 
performed whether the connection has been performed by an 
appropriate administrator. For example, when the security 
box 3 provided with the function of data transmission and 
reception through the communication network N is con 
nected to the complex apparatus 1, authentication is per 
formed. When the authentication has been successful, various 
data processing functions such as the data protection function 
are imparted in addition to the functions originally provided 
in the complex apparatus 1. Thus, the capability of processing 
and the capability of document security protection are 
improved in the complex apparatus 1. Further, when the 
authentication has been unsuccessful, the operation of the 
security box 3 is inhibited. This prevents the leakage, the 
unauthorized use, or the like of the data. 

Also in the image processing system in Embodiment 7 
described here, the modifications described in Embodiment 6 
are similarly employable. Further, in Embodiment 7 
described above, when the security box 3 is connected to the 
complex apparatus 1, the complex apparatus 1 has requested 
the transmission of the function code from the security box 3. 
However, when the security box 3 is connected to the com 
plex apparatus 1, the security box 3 may notify the complex 
apparatus 1 that authentication is necessary. 

(Embodiment 8) 
In the complex apparatus (image processing apparatus) 1 

of Embodiment 8, the management section 18 stores a func 
tion database concerning the security box (data processing 
apparatus) 3 as shown in FIG.23A. In this function database, 
the function codes indicating the functions provided in each 
external apparatus, the contents of the functions, and the 
necessity or non-necessity of authentication are registered in 
a manner associated with each other for each identification 
number (identification information) for identifying each 
external apparatus that may be connected via the USB cable 
100. When the types of the external apparatuses that may be 
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connected via the USB cable 100 are changed or added, the 
function database is updated by the control section 10 in 
response to the administrator's operation of the operation 
panel 13. 
When the security box 3 is connected via the USB cable 

100, the complex apparatus 1 requests the transmission of the 
identification number (identification information) for identi 
fying the connected security box 3. The security box 3 stores 
in advance in the management section 34 the identification 
number (identification information) for identifying itself. 
Thus, in response to the request from the complex apparatus 
1, the security box 3 transmits the identification number to the 
complex apparatus 1. As a result, the complex apparatus 1 
acquires the requested identification number. Then, the con 
trol section 10 determines whether each function provided in 
the apparatus identified by the identification number acquired 
from the security box 3 is registered as requiring authentica 
tion, in the function database. Then, authentication is per 
formed if necessary. 

For example, when the complex apparatus 1 acquires the 
identification number 100 from the security box 3, it is deter 
mined whether any function having been set up as requiring 
authentication is included in the functions provided in the 
apparatus having the identification number 100. Then, 
authentication is performed if necessary. Here, as shown in 
FIG. 23B, a function database may be used in which the 
authentication necessity or non-necessity is simply listed for 
each identification number to be acquired from the security 
box 3. Then, on the basis of the identification number from the 
security box 3, it may be determined whether authentication 
is necessary. 
When authentication is performed, and when the authenti 

cation has been successful that the security box 3 is connected 
appropriately, the control section 10 enables the operation of 
the security box 3, and permits data transmission and recep 
tion to and from the security box 3. In contrast, when the 
authentication that the security box 3 is connected appropri 
ately has been unsuccessful, the control section 10 inhibits 
data transmission and reception to and from the security box 
3. Thus, execution is not allowed for the functions imparted 
only when the security box 3 is connected. Then, comparison 
of the authentication data inputted by the administrator with 
the authentication information stored in the management sec 
tion 18 is repeated by a predetermined number of times. Then, 
when any of the authentication data inputted repeatedly by the 
predetermined number of times does not agree with the 
authentication information stored in the management section 
18, the authentication is unsuccessful. Thus, data transmis 
sion and reception is inhibited to and from the security box 3. 
Further, the situation that the authentication has been unsuc 
cessful is displayed on the operation panel 13, so that the 
administrator is informed. 

Described below is the operation of the complex apparatus 
1 in the case that the security box 3 is connected. FIG. 24 is a 
flow chart showing the procedure of a process performed by 
the complex apparatus 1 of Embodiment 8. The following 
process is performed by the control section 10 according to 
the control program stored in the ROM 11 in advance. 
On the basis of the transmission and reception of signals 

through the USB cable 100, the control section 10 of the 
complex apparatus 1 determines whether the security box 3 is 
connected (S191). When the security box 3 is not connected 
(S191. NO), the control section 10 sets up execution permis 
sion solely for the functions provided in the complex appa 
ratus 1 (S203). When the security box 3 is connected (S191. 
YES), the control section 10 requests the transmission of the 
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identification number stored in the management section 34. 
from the connected security box 3 (S192). 

Then, the control section 10 acquires the identification 
number transmitted from the security box 3 in response to the 
request (S193). Then, on the basis of the contents of registra 
tion in the function database stored in the management sec 
tion 18, the control section 10 determines whether authenti 
cation is necessary (S194). When authentication is not 
necessary (S194: NO), the control section 10 does not per 
form authentication, and sets up execution permission for 
data transmission and reception to and from the security box 
3 (S.199). Thus, for example, when the user instructs the 
retention of data in the security box 3, the data is permitted to 
be transmitted to the security box 3. 

In contrast, when authentication is necessary (S194:YES), 
the control section 10 initializes into zero the number of times 
of unsuccessful authentication, and then stores the value into 
the RAM 12 (S195). Further, the control section 10 displays 
on the operation panel 13 an input prompt for the authentica 
tion data, and thereby requests inputting of the authentication 
data (S196). The control section 10 receives the authentica 
tion data inputted by the administrator who has connected the 
security box3, according to the prompton the operation panel 
13 (S197), and then determines whether the received authen 
tication data is appropriate, on the basis of whether the 
received authentication data agrees with the authentication 
information stored in the management section 18 (S198). 
When the authentication data is appropriate (S198: YES), 

the control section 10 sets up execution permission for data 
transmission and reception to and from the security box 3 
(S199). When the received authentication data is not appro 
priate (S198: NO), the control section 10 increments by 1 the 
number of times of unsuccessful authentication, and then 
stores the value into the RAM 12 (S200). The control section 
10 determines whether the number of times of unsuccessful 
authentication stored in the RAM 12 reaches a predetermined 
value or more (S201). When the predetermined value is not 
reached (S201: NO), re-inputting of the authentication data is 
requested (S196). In contrast, when the number of times of 
unsuccessful authentication reaches the predetermined value 
or more (S201: YES), the control section 10 displays and 
notifies on the operation panel 13 that the authentication is 
unsuccessful and hence that the operation of the security box 
3 is inhibited (S202). Then, the control section 10 sets up 
execution permission solely for the functions originally pro 
vided in the complex-apparatus 1 (S203). 
As such, in Embodiment 8, when the security box 3 is 

connected to the complex apparatus 1, the identification num 
ber is acquired from the connected security box 3. Then, on 
the basis of each function provided in the apparatus indicated 
by the acquired identification number, authentication is per 
formed whether the connection has been performed by an 
appropriate administrator. Thus, for example, when the appa 
ratus indicated by the identification number acquired from the 
security box 3 is provided with the function of transmitting or 
receiving data through the communication network N. 
authentication is performed. Then, when the authentication 
has been Successful, various data processing functions such 
as the data protection function are imparted in addition to the 
functions originally provided in the complex apparatus 1. 
Thus, the capability of processing and the capability of docu 
ment security protection are improved in the complex appa 
ratus 1. 
When the authentication has been unsuccessful, the opera 

tion of the security box 3 is inhibited. This prevents the 
leakage, the unauthorized use, or the like of the data. Also in 
the image processing system in Embodiment 8 described 
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here, the modifications described in Embodiments 6 and 7 
described above are employable also in the present embodi 
ment. 

(Embodiment 9) 
In the complex apparatus (image processing apparatus) 1 

of Embodiment 9, the management section 18 stores a func 
tion database concerning the security box (data processing 
apparatus) 3 as shown in FIG. 25. In this function database, 
the function codes indicating the functions provided in each 
external apparatus, the contents of the functions, the necessity 
or non-necessity of authentication, and the state of execution 
permission are registered in a manner associated with each 
other for each identification number (identification informa 
tion) for identifying each external apparatus that may be 
connected via the USB cable 100. When the types of the 
external apparatuses that may be connected via the USB cable 
100 are changed or added, or alternatively when execution is 
permitted by authorization by the administrator or the like, 
the function database is updated by the control section 10 in 
response to the administrator's operation of the operation 
panel 13. 

Similarly to Embodiment 8 described above, when the 
security box 3 is connected via the USB cable 100, the com 
plex apparatus 1 requests the transmission of the identifica 
tion number (identification information) for identifying the 
connected security box 3, and thereby acquires the requested 
identification number from the security box 3. Then, the 
control section 10 determines whether each function pro 
vided in the apparatus identified by the identification number 
acquired from the security box 3 is registered as requiring 
authentication, in the function database. Then, authentication 
is performed if necessary. 
When authentication is performed, and when the authenti 

cation has been successful that the security box 3 is connected 
appropriately, the control section 10 updates into “permis 
sion the execution permission status of the corresponding 
functions, and then permits the execution of the functions the 
execution permission status of which has been set into “per 
mission. In contrast, when the authentication that the Secu 
rity box 3 is connected appropriately has been unsuccessful, 
the control section 10 permits the execution only for functions 
registered as not requiring authentication in the function data 
base and hence having the execution permission information 
set up as "permission' in advance. As a result, even when the 
authentication has been unsuccessful, the complex apparatus 
1 can perform the functions not requiring authentication 
among the functions provided in the security box 3. That is, a 
part of the functions of the security box 3 are available. 

Comparison of the authentication data inputted by the 
administrator with the authentication information stored in 
the management section 18 is repeated by a predetermined 
number of times. Then, when any of the authentication data 
inputted repeatedly by the predetermined number of times 
does not agree with the authentication information stored in 
the management section 18, the authentication is unsuccess 
ful. Thus, data transmission and reception is inhibited to and 
from the security box 3. Then, the situation that the authen 
tication has been unsuccessful is displayed on the operation 
panel 13, so that the administrator is informed. Further, when 
the security box 3 having been connected is removed from the 
complex apparatus 1, the fields of the execution permission 
status in the function database are set into the initial state. 

Thus, when the functions provided in the apparatus indi 
cated by the identification number acquired by the complex 
apparatus 1 from the security box 3 do not include a function 
having been set up as requiring authentication, that is, when 
the fields of the corresponding execution permission infor 
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mation are all “permission', the complex apparatus 1 does not 
perform authentication, and sets up execution permission for 
all the functions of the security box 3. 

Described below is the operation of the complex apparatus 
1 in the case that the security box 3 is connected. FIG. 26 is a 
flow chart showing the procedure of a process performed by 
the complex apparatus 1 of Embodiment 9. The following 
process is performed by the control section 10 according to 
the control program stored in the ROM 11 in advance. 
On the basis of the transmission and reception of signals 

through the USB cable 100, the control section 10 of the 
complex apparatus 1 determines whether the security box 3 is 
connected (S211). When no security box 3 is connected 
(S211: NO), the control section 10 sets up execution permis 
sion solely for the functions provided in the complex appa 
ratus 1 (S223). When the security box 3 is connected (S211: 
YES), the control section 10 requests the transmission of the 
identification number stored in the management section 34. 
from the connected security box 3 (S212). 

Then, the control section 10 acquires the identification 
number transmitted from the security box 3 in response to the 
request (S213). Then, on the basis of the contents of registra 
tion in the function database stored in the management sec 
tion 18, the control section 10 determines whether authenti 
cation is necessary, on the basis of whether the execution 
permission status of all the functions provided in the appara 
tus indicated by the acquired identification number is set up as 
“permission (S214). When authentication is not necessary 
(S214: NO), the control section 10 does not perform authen 
tication, and sets up execution permission for all the functions 
provided in the security box 3 (S219). 

In contrast, when authentication is necessary (S214:YES), 
the control section 10 initializes into zero the number of times 
of unsuccessful authentication, and then stores the value into 
the RAM 12 (S215). Further, the control section 10 displays 
on the operation panel 13 an input prompt for authentication 
data, and thereby requests inputting of the authentication data 
(S216). The control section 10 receives the authentication 
data inputted by the administrator who has connected the 
security box3, according to the prompton the operation panel 
13 (S217), and then determines whether the received authen 
tication data is appropriate, on the basis of whether the 
received authentication data agrees with the authentication 
information stored in the management section 18 (S218). 
When the authentication data is appropriate (S218: YES), 

the control section 10 sets up execution permission for all the 
functions provided in the security box 3 (S219). When the 
received authentication data is not appropriate (S218: NO), 
the control section 10 increments by 1 the number of times of 
unsuccessful authentication, and then stores the value into the 
RAM 12 (S220). The control section 10 determines whether 
the number of times of unsuccessful authentication stored in 
the RAM 12 reaches a predetermined value or more (S221). 
When the predetermined value is not reached (S221: NO), 
re-inputting of the authentication data is requested (S216). 

In contrast, when the number of times of unsuccessful 
authentication reaches the predetermined value or more 
(S221: YES), the control section 10 displays and notifies on 
the operation panel 13 that the authentication is unsuccessful 
and hence that execution is inhibited for some functions 
(S222). Then, the control section 10 sets up execution per 
mission solely for the functions not requiring authentication 
(S223). Specifically, the control section 10 sets up execution 
permission for all the functions the execution permission 
status field of which is set up as permission in the function 
database. 
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As such, in Embodiment 9, when the security box 3 is 
connected to the complex apparatus 1, the identification num 
ber is acquired from the connected security box 3. Then, 
authentication is performed when the function provided in the 
apparatus indicated by the acquired identification number 
requires authentication. Thus, for example, when the appara 
tus indicated by the identification number acquired from the 
security box 3 has the function of transmitting or receiving 
data through the communication networkN, authentication is 
performed. Then, when the authentication has been Success 
ful, this transmitting function requiring authentication is 
imparted in addition to the functions originally provided in 
the complex apparatus 1. Further, even when the authentica 
tion has been unsuccessful, functions not requiring authenti 
cation are imparted in addition to the functions originally 
provided in the complex apparatus 1. 

Also in the image processing system in Embodiment 9 
described here, the modifications described in Embodiments 
6 and 7 described above are employable also in the present 
embodiment. The description has been given for the case that 
when each function corresponding to the identification num 
ber acquired from the security box 3 requires authentication, 
the complex apparatus 1 performs authentication, and that 
when the authentication has been Successful, all the functions 
requiring authentication are set as execution-permitted. How 
ever, in case that a plurality of functions require authentica 
tion, authentication information may be different for each 
function. This configuration improves the security. 

In the above-mentioned embodiments, the image process 
ing apparatus has been composed of the complex apparatus 1 
provided with a plurality of functions such as those of a 
printer, a facsimile apparatus, and a scanner. However, the 
invention is not limited to this. That is, the image processing 
apparatus may be composed of an apparatus having a single 
function of a printer, a facsimile apparatus, or a scanner. 

Further, the complex apparatus 1 and the security box 3 
have been connected through the USB cable 100. However, 
the invention is not limited to the USB cable 100. That is, for 
example, the connection may be constructed through a LAN 
Such as an Ethernet (registered trademark) inaccordance with 
IEEE802.3 standard. Alternatively, these two may be used. 

Further, the complex apparatus 1 has been connected to the 
communication network N via the security box 3. However, 
when the complex apparatus 1 is provided with a communi 
cation interface, the complex apparatus 1 may be connected 
to the communication network through the communication 
interface. In this case, the security box 3 need not be provided 
with the communication interface 38. Then, a print job trans 
mitted from a computer 5 is transmitted to the security box 3 
via the complex apparatus 1, and then stored in the security 
box 3. 
As this invention may be embodied in several forms with 

out departing from the spirit of essential characteristics 
thereof, the present embodiment is therefore illustrative and 
not restrictive, since the scope of the invention is defined by 
the appended claims rather than by the description preceding 
them, and all changes that fall within metes and bounds of the 
claims, or equivalence of Such metes and bounds thereof are 
therefore intended to be embraced by the claims. 

The invention claimed is: 
1. An image processing system constructed by intercon 

necting a data processing apparatus to one image processing 
apparatus, the data processing apparatus encrypting data to be 
processed by the image processing apparatus, wherein 
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the data processing apparatus includes an identification 

information storing section for storing identification 
information for identifying the one image processing 
apparatus, 

the image processing system includes: 
a data storage section for storing data inputted from an 

outside; 
a requesting section for requesting transmission of iden 

tification information from a connected image pro 
cessing apparatus; 

an acquiring section for acquiring the identification 
information from the connected image processing 
apparatus; 

a detecting section for detecting, on the basis of com 
parison of the acquired identification information 
with the identification information stored in the iden 
tification information storing section, whether or not 
the connected image processing apparatus is the one 
image processing apparatus; 

a notification section for notifying a detecting result 
when the detecting section detects that the connected 
image processing apparatus is not the one image pro 
cessing apparatus; 

a first restricting section for restricting a process of read 
ing out the data stored in the data storage section and 
a process of transmitting the data to the connected 
image processing apparatus when the detecting sec 
tion detects that, on the basis of the identification 
information acquired from the connected image pro 
cessing apparatus, the connected image processing 
apparatus is not the one image processing apparatus; 
and 

a user detecting section for detecting a presence of a user 
in a vicinity, wherein 

when the user detecting section detects the presence of 
the user, the notification section notifies that the 
detecting section detects that the connected image 
processing apparatus is not the one image processing 
apparatus. 

2. The image processing system according to claim 1, 
comprising: 

a power detecting section for detecting own power activa 
tion, wherein 

when the power detecting section detects power activation, 
the detecting section detects whether or not the con 
nected image processing apparatus is the one image 
processing apparatus. 

3. The image processing system according to claim 1, 
comprising: 

a time counting section, wherein 
on the basis of a result of time counted by the time counting 

section, the detecting section periodically detects 
whether or not the connected image processing appara 
tus is the one image processing apparatus. 

4. The image processing system according to claim 1, 
comprising: 

a second restricting section for restricting an own execu 
tion-permitted process when the detecting section 
detects that the connected image processing apparatus is 
not the one image processing apparatus. 

5. The image processing system according to claim 4. 
comprising: 

a canceling section for canceling the restriction on the own 
execution-permitted process when the detecting section 
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detects that the connected image processing apparatus is 
the one image processing apparatus. 
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