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(57) ABSTRACT

A system and method of provisioning services for a mobile
communication device are disclosed. A provisioning request
including provisioning information and specifying a provi-
sioning operation and a first communication service is pre-
pared on the mobile communication device and sent to a
provisioning system. Processing of the provisioning request
is dependent upon whether or not a second communication
service has been activated for the mobile communication
device. If the mobile communication device is outside a cov-
erage area of a wireless communication network when a
provisioning request is prepared, the request is stored at the
mobile communication device and sent to the provisioning
system when the mobile communication device enters the
coverage area. The provisioning system preferably manages
service provisioning for multiple services, any of which may
be hosted by different service providers.
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SYSTEM AND METHOD FOR REAL TIME
SELF-PROVISIONING FOR A MOBILE
COMMUNICATION DEVICE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a divisional of U.S. patent appli-
cation Ser. No. 10/489,433, filed on Mar. 9, 2004 (now U.S.
Pat. No. 7,817,988), which is a 371 of PCT/CA02/01373,
filed on Sep. 10, 2002, which claims priority from Canadian
Patent Application No. 2,356,823, filed on Sep. 10, 2001
(now Patent No. 2,356,823).

FIELD

[0002] This application relates to provisioning of services
for a mobile communication device.

BACKGROUND

[0003] When a user purchases a mobile communication
device (“mobile device”), the mobile device normally cannot
operate on a communication network until it has been acti-
vated on the network.

[0004] Traditional systems and methods of activating
mobile devices involve the use of an activation code, which is
obtained by the user from a network operator or service
provider. In order to activate the mobile device, the user must
typically first communicate a unique mobile device number to
the network operator via an alternate form of communication.
This initial communication is usually telephone-based, but
may instead be accomplished through email or a different
network such as the World Wide Web or Internet.

[0005] In the case of telephone-based activation, the user
must provide the network operator with activation informa-
tion by voice over a telephone, which is an immensely error-
prone and time-consuming means of activation. The activa-
tion information varies with particular mobile devices and
networks, but usually includes at least the unique mobile
device number and often also includes user billing and charg-
ing information. Some automated telephone-based systems
use touch tones to allow the user to enter the activation infor-
mation using a telephone keypad, but this is also an extremely
error-prone and time-consuming means of activation.

[0006] These difficulties are compounded by the often
lengthy delay in activation, which may involve a further
return call by the network operator to the user at a telephone
number specified by the user to provide an activation code to
the user. As those skilled in the art will appreciate, activation
codes and the task of entering such a code into a mobile device
vary significantly between different devices, networks and
service providers. A user may therefore require further guid-
ance from a network operator to properly enter the activation
code manually into the mobile device.

[0007] Some mobile device vendors and service providers
attempt to alleviate the above problems by having a sales
person activate a new device at the point of sale. Although the
activation is performed for the user by another person, the
user must normally wait while the activation is completed in
order to provide required personal and billing information.
Thus, whether the actual activation process is performed by
the user or by a person acting on behalf of the user, mobile
device activation remains a time consuming process for the
user.
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[0008] The preceding description relates primarily to initial
activation of a mobile device. It should be appreciated that
similar problems and delays are experienced by a user each
time the user wishes to add, remove or modify any mobile
device-related services offered by a network operator.
[0009] There remains a need for a system and method of
activating a mobile device essentially “right out of the box”,
by which a user can activate the mobile device without a
complicated or time-consuming activation scheme.

[0010] There remains a further more general need for a
system and method which allows a user to manage device
services directly on a mobile device.

SUMMARY

[0011] It is an object of the invention to provide a system
and method of activating a mobile communication device by
which a user can activate the mobile communication device
using only the mobile communication device itself.

[0012] It is a further object of the invention to provide a
system and method for real-time self-provisioning of services
on a mobile communication device.

[0013] According to an aspect of the invention, a system
and method are provided to allow a user to manage mobile
communication device services in real time using the device.
[0014] In one embodiment, when a user first turns on a
mobile communication device, the mobile communication
device itself is used to collect relevant information from the
user, thereby completing a user profile. This user profile is
preferably stored on the mobile communication device and
includes the user information, the unique mobile communi-
cations device number and any other required information.
[0015] Inthecase ofinitial activation, when the user profile
is complete, a software application on the mobile communi-
cation device sends the user profile in a provisioning request
to a provisioning authority using a temporary provisioning
network activation code. Soon after the provisioning author-
ity receives a provisioning request sent from a mobile com-
munication device, the mobile communication device
receives a provisioning response sent in real time by the
provisioning authority. Upon receiving the provisioning
response, the mobile communication device acts on the infor-
mation obtained in the response. In the above example of
initial activation, the provisioning response includes a net-
work activation code that is utilized by the mobile communi-
cation device in order to activate the device on the network in
real time.

[0016] A method of provisioning services for a mobile
communication device, according to an aspect of the inven-
tion, comprises the steps of receiving a provisioning request,
the provisioning request including provisioning information
and specifying a provisioning operation and a first commu-
nication service, determining whether a second communica-
tion service has been activated for the mobile communication
device, and, where the second service has been activated for
the mobile communication device, then processing the pro-
visioning information to determine whether the provisioning
operation may be performed, performing the provisioning
operation for the first communication service where the pro-
visioning operation may be performed, preparing a provision-
ing response indicating the result of the processing, and send-
ing the provisioning response to the mobile communication
device.

[0017] According to a further aspect of the invention, a
method of provisioning multiple services for a mobile com-
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munication device comprises the steps of receiving a provi-
sioning request, the provisioning request including provi-
sioning information and specifying a provisioning operation,
a base communication service and a related communication
service, processing the provisioning information to deter-
mine whether the provisioning operation may be performed
for the base service, and, where the provisioning operation
may be performed for the base communication service, then
performing the provisioning operation for the base commu-
nication service, processing the provisioning information to
determine whether the provisioning operation may be per-
formed for the related communication service, performing
the provisioning operation for the related communication
service where the provisioning operation may be performed
for the related communication service, preparing a provision-
ing response indicating that the provisioning operation was
successful, and sending the provisioning response to the
mobile communication device.

[0018] In another aspect of the invention, a method for
provisioning communication services using a mobile com-
munication device configured to operate within a wireless
communication network comprising the steps of preparing a
provisioning request at the mobile communication device,
transmitting the provisioning request to a provisioning
authority where the mobile communication device is within a
coverage area of the wireless communication network, and,
where the mobile communication device is outside the cov-
erage area of the wireless communication network, storing
the provisioning request at the mobile communication device,
and transmitting the provisioning request to the provisioning
authority when the mobile communication device enters the
coverage area.

[0019] A service provisioning system for a mobile commu-
nication device, according to a still further aspect of the
invention, comprises means for receiving a provisioning
request, the provisioning request including provisioning
information and specifying a provisioning operation and a
first communication service, means for determining whether
a second communication service has been activated for the
mobile communication device, means for processing the pro-
visioning information to determine whether the provisioning
operation may be performed, where the second communica-
tion service has been activated for the mobile communication
device, and means for performing the provisioning operation
for the first communication service where the provisioning
operation may be performed, wherein the provisioning opera-
tion for the first communication service is dependent upon
activation of the second communication service.

[0020] Inanother aspect of the invention, a mobile commu-
nication device configured to operate within a wireless com-
munication network comprises means for preparing a provi-
sioning request, means for storing the provisioning request,
and means for transmitting the provisioning request to a pro-
visioning authority when the mobile communication device
enters a coverage area of the wireless communication net-
work.

[0021] A provisioning authority system for managing ser-
vice provisioning for mobile communication devices in a
wireless communication system comprises at least one pro-
visioning interface, means for receiving a provisioning
request, operatively associated with each of the at least one
interface systems, means for extracting provisioning infor-
mation from the provisioning request, and means for distrib-
uting the provisioning information, wherein the means for
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distributing distributes the provisioning information to one of
aplurality of means for processing provisioning information.
[0022] Further features of the invention will be described or
will become apparent in the course of the following detailed
description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] In order that the invention may be more clearly
understood, several preferred embodiments thereof will now
be described in detail by way of example, with reference to
the accompanying drawings, in which:

[0024] FIG. 1 is a system diagram illustrating self-provi-
sioning in accordance with an embodiment of the invention;
[0025] FIG. 2 is a block diagram of a provisioning system
according to the embodiment of FIG. 1;

[0026] FIG. 3 is a flow diagram illustrating a provisioning
process according to an embodiment of the invention; and
[0027] FIG. 4 is a block diagram-illustrating a provisioning
system according to a further embodiment of the invention;
[0028] FIG. 5 is a block diagram showing a variation of the
provisioning system of FIG. 4;

[0029] FIG. 6 is a block diagram showing a provisioning
system according to another embodiment of the invention;
[0030] FIG. 7 is a flow diagram of a provisioning process
for a service which is related to a further service;

[0031] FIG. 8 is a flow diagram illustrating a variation of
the provisioning process of FIG. 7, in which both a service
and a related service are requested;

[0032] FIGS. 9a-9¢ form a flow diagram illustrating a fur-
ther variation of the provisioning processes shown in FIGS. 7
and 8;

[0033] FIG. 10 is a flow diagram showing a delete service
provisioning process;

[0034] FIG. 11 is a flow diagram showing a modify service
provisioning process; and

[0035] FIG. 12 is a block diagram of a mobile communica-
tion device.

DETAILED DESCRIPTION

[0036] Provisioning is a general term that is commonly
used in the field of mobile communications in reference to the
process by which services provided by a service provider are
managed. Initial service provisioning, whereby a mobile
communication device is first configured for operation within
a communication network, is normally termed activation.
[0037] Referring to FIG. 1, after the manufacturing of a
mobile device 10, a provisioning software application 12,
which will be described in further detail below, is installed on
the mobile device 10. As those skilled in the art will appreci-
ate, installation of the provisioning application 12 may
instead be accomplished during the manufacturing process,
for example by storing the provisioning application 12 into a
read only memory (ROM) or other non-volatile store which is
installed into the mobile device 10 and accessible by a pro-
cessor (not shown) in the mobile device 10. In a particularly
preferred embodiment, the provisioning application 12 is pro-
vided by a manufacturer of the mobile device 10, although it
is contemplated that the provisioning application 12 may
instead be provided by a network operator of a communica-
tion network in which the mobile device 10 is intended to
operate or by a further external service provider or software
application developer.
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[0038] The manufacturing and provisioning application
installation procedures could be adapted to accommodate any
such provisioning application supply arrangement. Where the
provisioning application 12 is designed by the mobile device
manufacturer, the provisioning application 12 is preferably
installed during manufacturing. If a network operator or
external developer supplies the provisioning application 12,
then the application could be either supplied to the mobile
device manufacturer for installation during device manufac-
turing or loaded to the mobile device 10 after manufacturing.
Although the physical mobile device 10 is not substantially
changed by the installation of the provisioning application 12,
a mobile device on which the provisioning application 12 has
been installed is labeled as 14 in FIG. 1. The mobile device 10
may be an otherwise fully operational communication device,
but would require activation and provisioning in accordance
with a known process such as one of those described above.

[0039] Since the information required for activation and
further service provisioning is normally different for different
services, network operators and other service providers, the
provisioning application 12 may be adapted for the network
on which the mobile communications device 14 will operate.
The provisioning application 12 may also be customized for
different network protocols and billing schemes. These and
other design criteria of the provisioning application 12 will be
described in further detail below.

[0040] When a mobile device 14 is purchased at a point of
sale 16, the provisioning application 12 may be invoked. The
provisioning application 12 preferably reads any available
information required for service provisioning, such as a
mobile device identification code or number, for example,
from the mobile device 14. The user is then prompted for any
further required information and a provisioning request 15 is
transmitted from the mobile device 14, through a mobile
communication network 18 in which the device 14 is
designed to operate and through a further network such as the
Internet 20 to a provisioning authority 22. The provisioning
authority 22 stores the information provided in the provision-
ing request 15 to a data store 24 and processes the provision-
ing request 15. A provisioning response 17 is then generated
by the provisioning authority 22 and returned to the mobile
device 14. The provisioning response 17 indicates whether
access to any services specified in the provisioning request 15
has been granted or denied and provides any further informa-
tion as may be required by the mobile device 14 to make use
of such services. In accordance with an aspect of the inven-
tion, an initial provisioning request 15 and response 17
exchange activates a new mobile device on a network. A
further aspect of the invention provides for execution of the
provisioning application 12 to allow a user to manage and
customize mobile device services.

[0041] As described briefly above, the provisioning appli-
cation 12 may be supplied by an external source such as a
network operator or service provider or by the mobile device
manufacturer. When the provisioning application 12 is a cus-
tom application from a service provider, the provisioning
authority 22 is normally associated with a particular service
or group of services 26. The provisioning authority 22 also
performs provisioning functions for services a, b and ¢, asso-
ciated with service provider systems 28a-28¢. Therefore, the
provisioning authority 22 manages service provisioning for
the services 26 provided by the owner or operator of the
provisioning authority 22 and services a-c associated with
service provider systems 28a-28¢, provided by other service
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providers. In alternate embodiments, a provisioning authority
may be configured to manage only services provided by an
owner or operator of the provisioning authority or only those
offered by other service providers. In FIG. 1, the provisioning
authority 22 manages provisioning of external services a-c,
and as such may be considered to be a provisioning service
provider, in that the owner or operator is providing the service
of provisioning external services. The provisioning authority
22 allows a service provider to make a service, such as the
services a-c, available to a mobile device 14 without having to
implement a provisioning system, thereby significantly
reducing costs to the service provider while simplifying pro-
visioning of the service by a user of the mobile device 14.

[0042] FIG. 2 is a block diagram of a provisioning system
according to the embodiment of FIG. 1. As described above,
the provisioning application 12 may be invoked by a user to
initially activate the mobile device 14 on a communication
network 18. An initial provisioning (activation) request 15 is
sent from the mobile device 14 to the provisioning authority
22 with which the provisioning application 12 is designed to
operate. For the purpose of illustration, the service a is
assumed to be a network communication service or carrier
service, provided by a network operator or carrier which owns
or operates the service provider system 28a, external to the
provisioning authority 22. The provisioning application 14
and the provisioning authority 22 are preferably configured to
obtain from a user and the mobile device 14 all information
required by the carrier providing the carrier service a. The
provisioning authority 22 is further configured to provide
such information to the service provider system 28a in a
predetermined format compatible with processing arrange-
ments associated with the service provider system 28a.

[0043] For example, the service provider system 28a may
transmit to the provisioning authority 22 a message indicating
required activation information, including, for example, user
name, mobile device identification number, method of pay-
ment for services, credit card number and the like. Most
preferably, the provisioning application developer is aware of
at least the activation information required by the service
provider system 28a for activation of the mobile device 14,
and therefore either retrieves available information within the
mobile device 14 or prompts the user to input any further
required activation information before a provisioning request
15 is sent to the provisioning authority 22. These details
relating to required activation information may be stored, for
example, in a service provider profile associated with the
carrier at the provisioning authority 22. The provisioning
authority 22 then provides all required activation information
to the service provider system 28a for processing and storage
in its associated data store 24a. This ensures that the mobile
device 14 is activated quickly via a single provisioning
request 15. Service provider profiles for each service pro-
vider, or possibly each service, may similarly be stored at the
provisioning authority 22 and managed by each service pro-
vider. The provisioning authority 22 then determines the pro-
visioning information required to provision services from any
service provider using the service provider profiles.

[0044] From time to time, in response to changing condi-
tions or in order to provide enhanced services, for example, a
carrier may determine that further information must be pro-
vided before a mobile device 14 may be activated on the
carrier’s network. The provisioning application 12 may then
be updated accordingly for installation in new mobile
devices. However, if a user purchases a mobile device 14 in
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which an older version of the provisioning application 12 had
been installed, the carrier may deny access to the network
since not all of the required activation information will be
supplied in the initial provisioning request. In such a situa-
tion, the information extracted from the provisioning request
15, indicated at 23a in FIG. 2, is preferably sent by the
provisioning authority 22 to the service provider system 28a,
which determines that the information is not sufficient for
activation of the mobile device 14 on the associated network
18. The service provider system 28a then transmits a further
information request 25a back to the provisioning authority
22, which preferably provides for some form of communica-
tion with the provisioning application 12 beyond simply
responding to the provisioning requests 15. The provisioning
application 12 then either prompts the user for the additional
required information or retrieves the information if stored on
the mobile device 14 and transmits the information to the
provisioning authority 22. Any further information received
from the mobile device 14 is forwarded to the service provider
system 28a, which then activates the mobile device 14 on its
network 18 and sends a service approval indication to the
provisioning authority 22. The provisioning authority 22 then
sends the provisioning response 17 to the mobile device 14 to
complete the activation process. The mobile device 14 may
then be used for communications over the network 18. Infor-
mation extracted from provisioning requests is also for-
warded to the service provider systems 285 and 28¢, as shown
at 23b and 23c, respectively. Further provisioning informa-
tion requests 2556 and 25¢ are also made, when necessary, by
the service provider systems 28b and 28c.

[0045] Alternatively, when the provisioning application 12
is updated to include further information in the provisioning
request as described briefly above, the updated provisioning
application may be sent to all mobile devices activated in a
communication network that currently use an older version of
the provisioning application. Since the updated version of the
provisioning application is distributed to all mobile devices in
a network, any subsequent provisioning requests include all
required information, thereby avoiding additional informa-
tion requests for the further information, such as 25a, 2556 and
25¢. The provisioning authority 22 might instead perform a
check to determine if a provisioning application 12 should be
updated, by checking a provisioning application version
number included in a provisioning request, for example, the
first time a mobile device 14 contacts the provisioning author-
ity 22 after a service provider has changed its provisioning
information requirements. In the event of a positive determi-
nation, an updated provisioning application is sent to the
mobile device 14 over the air, through the network 18. Any
mobile devices using the provisioning authority 22 are
thereby eventually provided with the updated provisioning
application.

[0046] The system shown in FIG. 2 includes further func-
tional blocks such as a billing system 30 and warranty system
32. Although these further systems do not provide communi-
cation services, some of the information collected from a
mobile device 14 and a user thereof is pertinent to such
systems. For example, the billing system 30 might be used to
keep track of airtime used for provisioning services. A service
provider may then be billed for such airtime as a cost of
provisioning services provided by the provisioning authority
22. A mobile device identification number, user name and
date of activation may be provided to the warranty system 32
by the provisioning authority 22. Thus, where different sys-
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tems are connected to the provisioning authority 22, the pro-
visioning authority 22 may be configured to provide different
information to each system. These types of systems may also
or instead be part of one or more of the service provider
systems 28s, 285 and 28c¢, with any pertinent information
being supplied to such systems by the respective service
provider system. A further advantage of the single provision-
ing authority 22 is that additional systems may be added as
required and supplied with required data from the provision-
ing authority 22.

[0047] FIG. 3 is a flow diagram illustrating a provisioning
process according to an embodiment of the invention. As
described above, a provisioning application is installed in a
mobile device during or after manufacturing, at step 302. At
some time later, after the mobile device with the provisioning
application is purchased and first powered on at step 304, the
provisioning application is invoked at step 306. Although
shown in FIG. 3 as two distinct steps 304 and 306, powering
onthe mobile device may automatically invoke the provision-
ing application. Alternatively, the provisioning application
may be invoked following a different predetermined event,
such as when a power source in the mobile device has been
charged to a specified level or when the mobile device first
enters a coverage area of a communication network after
being powered on, for example. The provisioning application
might also require that the user manually enter a code or
function call to begin a mobile device activation or service
provisioning process.

[0048] When the provisioning application has been
invoked, provisioning information such as user name, a
mobile device identification number, a service plan selection
and the like, which may be specified in a service provider
profile at a provisioning authority, is gathered from the user
and/or from a storage location in a mobile device memory
component, as indicated at step 308. In step 310, a provision-
ing request is prepared and sent to the provisioning authority.
If the mobile device is out of communication network cover-
age or is otherwise unable to communicate over the network
when the provisioning request is prepared, the request is
preferably stored on the mobile device and sent to the provi-
sioning authority, either automatically or responsive to a user
input, when the mobile device is able to communicate over
the network, such as upon re-entry into a network coverage
area.

[0049] The provisioning authority extracts the provisioning
information from the received request and stores the extracted
information to local data store at step 312. Where the provi-
sioning authority manages external services for other service
providers, as shown in FIGS. 1 and 2, the storage of provi-
sioning information may be temporary, such that information
records for clients of external service providers are not main-
tained after a provisioning process is completed.

[0050] Sensitive provisioning information such as credit
card numbers or other billing details might also be encrypted
by the mobile device 14 before the provisioning request is
sent in order to keep such information confidential. Any
encrypted information is then preferably decrypted only by a
provisioning authority “client”, such as a service provider
system or an external system such as the billing system 30 or
warranty system 32 (FIG. 2). The provisioning system there-
fore does not have access to sensitive information relating to
users that subscribe only to external services not operated by
the provisioning authority 22.
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[0051] If external systems require any of the information
extracted from the provisioning request, then such informa-
tion is forwarded to the external systems, at step 314.

[0052] In step 316, the provisioning authority determines
whether the provisioning request relates to a service, if any,
associated with the provisioning authority itself. Where the
requested service is provided by an owner or operator of the
provisioning authority, for example, the provisioning author-
ity the determines whether all required provisioning informa-
tion has been received, at step 318. A step 320 of determining
whether the user or the mobile device should be granted
access to the requested service is then performed, where all
required provisioning information, which may be different
for different services and service providers, has been
received. Service is denied, for example, if invalid billing
information or an invalid mobile device identification number
has been provided. The provisioning authority or a service
provider system, might also check to ensure that a credit card
number does not correspond to a stolen credit card or that a
mobile device identification number does not already exist in
its client records. Other criteria for denial of service will be
apparent to those skilled in the art and are considered to be
within the scope of the present invention.

[0053] The mobile device is registered for the requested
service at step 322 where the provisioning request is
approved. When the requested service is network communi-
cation service, step 322 involves activation of the mobile
device on a communication network.

[0054] A provisioning response is prepared at step 324 and
sent back to the mobile device at step 326. Ifthe mobile device
requires any further information in order to make use of an
approved service for which it has been registered, then such
information is preferably included in the provisioning
response. The mobile device is configured to update an avail-
able services list or menu at step 328 when a requested service
has been successtully provisioned. If the requested service is
denied at step 320, then an appropriate provisioning response
is prepared at step 324 and returned to the mobile device at
step 326. At step 328, the mobile device then updates a record
of'services for which a provisioning request has been denied,
possibly including the reason for denial of service. The user is
then able to determine whether or not a further provisioning
request for the same service should be submitted at a later
time. The provisioning process then ends at step 330. After
initial provisioning or activation, a user may invoke the pro-
visioning application at any time to manage the services
installed on the mobile device, as described in further detail
below.

[0055] Returning now to step 318, the provisioning author-
ity requests any additional required provisioning information
from the mobile device or user at step 332 where all required
provisioning information has not been provided, for example
if a service provider has changed the provisioning informa-
tion that is required. When a response to the request for
additional information is received from the mobile device at
step 334, the additional information is extracted at step 312
and distributed to any external systems at step 314 if neces-
sary. The process then continues at step 318 and proceeds as
described above. Although not specifically shown in FIG. 3, it
will be apparent that additional required information may
similarly be requested by a system such as the billing system
30 or warranty system 32 (FIG. 2). System information
requests may be distinct from service provider information
requests, but some form of information request coordination
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is preferred in order to avoid multiple requests for the same
information. When the provisioning application is kept cur-
rent as described above, the provisioning request will include
all required information and further information requests to
the mobile device should therefore be minimal.

[0056] It may also be preferable to limit the number of
times additional required information is requested. After a
certain number of requests have been made for the same
information, the provisioning process may proceed from step
318 to step 320, to determine whether access to the requested
service should be granted without the missing required pro-
visioning information. If access to the service is granted, the
mobile device is registered for the service at step 322 and the
process proceeds as described above. This granting of service
might instead be a restricted or time limited access, such that
a service provider may require that a user provide the missing
information within a certain time period in order to maintain
the service or to obtain access to certain aspects of a service.
If the service is denied at step 320, then a provisioning
response is prepared at step 324, indicating that some
required provisioning information was not supplied and
could not be obtained, and sent to the mobile device. Other
arrangements intended to limit the amount of time or provi-
sioning system resources engaged in repeated information
requests may also be implemented at the provisioning author-
ity or an external system which may request such additional
information. For example, the provisioning authority may
cancel an outstanding additional information request, prepare
and forward an appropriate provisioning response or message
to the mobile device, and send a message to the system
requesting the additional information to indicate that the
requested additional information could not be obtained where
no response to the additional information request has been
received within a predetermined maximum response time
interval.

[0057] Where the service requested in the provisioning
request is provided by an external provider, as determined at
step 316, such as the carrier and service provider system 28a
(FIG. 2) for initial device activation, then the extracted pro-
visioning information is sent to the service provider system at
step 336. At step 338, the service provider system determines
whether or not all required provisioning information has been
received, and if not, additional information is requested via
the provisioning authority as described above, at steps 332
and 334. Where the provisioning authority stores service or
service provider profiles, this check may instead be per-
formed by the provisioning authority. When all required
information is received, access to the service is either denied
or approved at step 340 and, if approved, the mobile device is
registered for the service at step 342. Step 340 may also be
executed when additional information has been requested a
predetermined number of times without success or an infor-
mation request has timed out at the provisioning authority, as
described above. The external service provider then returns to
the provisioning authority an indication of that the service
request has been approved or denied, and the provisioning
authority then prepares (step 324) and returns (step 326) a
provisioning response to the mobile device. Based on the
provisioning response and the configuration of the mobile
device, the mobile device updates lists of available and
unavailable services at step 328.

[0058] The preceding description relates primarily to initial
provisioning or activation of a mobile device 14 on a com-
munication network 18. According to a further aspect of the
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invention, however, the provisioning application 12 in a
mobile device 14 may also be executed by a user to manage
the services to which he or she subscribes. After the mobile
device 14 has been activated, further provisioning requests 15
may be sent to the provisioning authority 22. These further
provisioning requests may add, remove or modify mobile
device services, for example, and may relate to any services
for which provisioning is accomplished through the provi-
sioning authority 22. The provisioning process for such fur-
ther provisioning requests proceeds substantially as
described above.

[0059] The systems shown in FIGS. 1 and 2 provide for
provisioning of services for a mobile device 14 using only the
mobile device 14 itself. In some circumstances however, a
user may wish to provision services through an alternative
interface. For example, a user may wish to activate a mobile
device 14 or perform other provisioning services when the
mobile device 14 is outside wireless network coverage. The
user might also feel more comfortable using an interface with
which he or she is more familiar than a newly-purchased
mobile device 14. FIG. 4 is a block diagram illustrating a
provisioning system according to a further embodiment of the
invention. The provisioning system in FIG. 4 provides not
only the self-provisioning functionality as described above,
but also web-based and telephone-based provisioning. The
provisioning authority 21 is substantially similar to the pro-
visioning authority 22 shown in FIGS. 1 and 2 except that it
supports web-based and telephone-based provisioning.
[0060] In the FIG. 4 system, a secure web page 44 is pro-
vided to allow a user to manage mobile device services
through an internet-connected computer 42. The computer 42
is a desktop computer or a portable computer such as a laptop
or palmtop computer. The connection of the computer 42 to
the Internet 20 and thus the web page 44 is commonly a wired
connection through an Internet Service Provider (ISP, not
shown), although other connection schemes, such as through
a wireless modem and a wireless network, are also contem-
plated.

[0061] When a connection to the secure web page 44 has
been established, provisioning information required by the
provisioning authority 21 or any service providers offering a
requested service are entered into the computer 42 for transfer
to the provisioning authority 21. In the embodiment shown in
FIG. 4, the mobile device 14 is connected to the computer 42,
through a serial connector, for example, so that mobile device
information such as a mobile device identification number is
transferred directly from the mobile device 14 to the com-
puter 42, thereby reducing the amount of information that
must be entered by the user. The provisioning process pro-
ceeds substantially as described above in conjunction with
FIG. 3, except that provisioning requests and responses are
exchanged between the provisioning authority 21 and the
computer 42 instead of between the provisioning authority 21
and the mobile device 14.

[0062] Upon completion of a provisioning process, the
mobile device 14 is informed of the approval or denial of the
provisioning request. A provisioning response is preferably
sent to both the computer 42 and the mobile device 14, pro-
vided that the mobile device 14 is within network coverage.
The provisioning response might instead be sent to the mobile
device 14 over the connection to computer 42. Otherwise, the
provisioning application on the mobile device 14 may include
autility or function to send a “complete provisioning” or like
request to the provisioning authority 21 when the mobile
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device 14 enters a coverage area of the communication net-
work 18, in response to which the provisioning authority 21
then sends to the mobile device 14 the provisioning response
and any information required for the mobile device 14 to use
an approved service. When a shared computer 42 is used in
the provisioning process however, the user may prefer to have
the provisioning response sent only to the device 14 or per-
haps to an alternate address. Such an alternate address may,
for example, be specified in the provisioning request.

[0063] For telephone-based provisioning, a user contacts
the provisioning authority 21 through the telephone system
46. Although it is preferred that such conventional provision-
ing interfaces as the telephone system are avoided by using
the mobile device 14 and a provisioning application installed
on the device to carry out provisioning operations, telephone-
based provisioning is supported by the provisioning authority
21 in order to provide a familiar interface for new users, as
described above. Telephone-based provisioning schemes do
not typically involve a request and response mechanism, but
interaction with an automated telephone system (not shown)
or a service provider telephone operator or other customer
service personnel that handle service provisioning for the
user through a provisioning authority user interface (UI) (not
shown). However, even if a user chooses telephone-based
provisioning, some type of provisioning response is prepared
by the provisioning authority 21 and sent to the mobile device
14 to indicate whether or not a service has been approved and
to enable the mobile device 14 to use the service. If the mobile
device 14 is within a coverage area of the communication
network 18, the provisioning response is sent to the mobile
device 14 upon completion of a provisioning process. The
provisioning response is otherwise sent to the mobile device
14 when a “complete provisioning” or like request is received
by the provisioning authority 21 when the mobile device 14
enters network coverage.

[0064] The provisioning system shown in FIG. 4 has the
advantage for a service provider that only a single provision-
ing application or interface must be implemented. For
example, the provisioning authority 21 may make appropriate
application programming interfaces (APIs) available to any
service provider that intends to effectively offload provision-
ing functions to the provisioning authority 21 instead of
implementing a custom provisioning system. The APIs define
information formats, function calls and the like that a service
provider should support in order to communicate with and
interpret information received from the provisioning author-
ity 21. In the system of FIG. 4, the provisioning authority 21
provides potential clients of any of its associated service
providers with a choice of device-based, web-based or tele-
phone-based provisioning, while the service providers need
support only a single interface to the provisioning authority
21. Thus, a service provider allows provisioning of its ser-
vices via a mobile device 14 with a provisioning application,
while also providing for more traditional provisioning
schemes where a user of a mobile device 14 chooses to use a
traditional provisioning scheme or a mobile device for which
services are being provisioned is not capable of self-provi-
sioning, i.e. no provisioning application has been installed on
the mobile device.

[0065] A further advantage of a system as shown in FIG. 4,
incorporating a provisioning authority 21 that supports mul-
tiple provisioning schemes, is that a user is not restricted to
any particular provisioning scheme. For example, a user may
not feel comfortable using a new mobile device 14 to provi-



US 2013/0225114 Al

sion mobile device services and may instead use the secure
web page 44 or telephone system 46 for activation and any
other initial service provisioning. When the user has become
more familiar with the mobile device 14, however, the user
may wish to provision new services or manage existing ser-
vices using the provisioning application on the mobile device
14. Since all of these interfaces are supported by the single
provisioning authority 21, the user may perform provisioning
functions via any one of the interfaces at any time.

[0066] As those skilled in the art will appreciate, the acti-
vation of a mobile device on a communication network using
the mobile device itself can be problematic in that carriers are
normally reluctant to allow mobile devices to access commu-
nication networks prior to activation of the mobile devices on
the networks. Without network access, a mobile device can-
not communicate with a provisioning system such as the
provisioning authority 21 or 22. One possible solution to this
problem is to activate each mobile device on the communi-
cation network within which it is intended to operate, before
the mobile device reaches the point of sale 16 (FIG. 1). For
example, a mobile device could be activated before it leaves a
manufacturing plant or when the provisioning application 12
is installed. Where network operators charge for services
immediately after a mobile device is activated however, this
activation of the mobile device prior to sale incurs costs which
must either be absorbed by the mobile device manufacturer,
the vendor of the mobile device or the service provider, or
passed on to the consumer, none of which are desirable.
[0067] The provisioning system of FIG. 4 provides a more
feasible solution to this network access problem in that a
mobile device 14 may be activated through one of the alter-
nate provisioning interfaces such as the web page 44 or the
telephone system 46. After the mobile device 14 has been
activated, provisioning requests and corresponding responses
may be sent and received by the mobile device 14. Any
subsequent service management functions can then be per-
formed using the mobile device 14 and its resident provision-
ing application 12.

[0068] In a particularly preferred embodiment, the provi-
sioning application 12 is the only software application that is
permitted to access communication resources on a mobile
device 14 before the mobile device 14 is activated on a net-
work 18. All other communication-related software applica-
tions are initially restricted from performing any network
communications functions. If a messaging application is
installed on the mobile device 14, for example, a user may be
able to compose and store a message, but until the mobile
device 14 is activated on the network 18, no such message can
be transmitted over the network 18. Software applications not
requiring network resources, such as calendar applications,
calculators, word processors, information synchronization
applications which provide for synchronization of mobile
device records with records on a user’s PC, games, short-
range communications applications and the like may be fully
operational, but only the provisioning application is permit-
ted to send and receive via the network 18.

[0069] This restriction on initial communications function-
ality effectively provides a mobile device 14 that, until prop-
erly activated on a network, may only call a provisioning
authority 21 or 22, or perform any other legally required
operations, such as placing 911 emergency calls where the
mobile device 14 is a General Packet Radio Service (GPRS)
mobile device. As such, a carrier need not be concerned that
allowing the mobile device 14 to access the network 18 will

Aug. 29,2013

provide free communication services. Since only the provi-
sioning application 12 and other legally required software
applications and operations are able to send and receive on the
network 18, only provisioning functions and legally required
functions may be performed. According to this embodiment,
only the costs associated with the actual activation transaction
must be covered by the manufacturer, vendor, carrier or user.
Where a provisioning authority provides alternate provision-
ing interfaces, as in FIG. 4, the user may activate a mobile
device using an alternate interface, such as the web page 44 or
the telephone system 46, and thereby avoid any airtime
charges associated with mobile device activation. Upon
receipt of a provisioning response, regardless of the provi-
sioning scheme used for mobile device activation, any other
communication-related functions and software applications
on the mobile device are enabled.

[0070] Initial communications restriction as described
above is controlled on a mobile device itself. Such commu-
nications restrictions may instead be imposed at the commu-
nication network level or at a service provider level. For
example, a carrier or service provider may be configured to
detect that a mobile device has not been activated on a com-
munication network or properly registered for communica-
tion services. Any communication operation between the
mobile device and any other destination than the provisioning
authority 21 or 22 is rejected until the mobile device is acti-
vated on the network and possibly registered for a particular
service, unless support for other communication functions is
required by law, as in the above example of 911 calls.
[0071] Ina GPRS network, a subscriber identity module or
SIM card in a mobile device must be populated before the
mobile device is fully functional on the network. As those
skilled in the art will appreciate, a mobile device must also
establish a packet data protocol (PDP) context prior to com-
municating over the network. According to an aspect of the
invention, a carrier can easily determine, from this PDP con-
text, that the mobile device is not yet activated on the network
and thus can only communicate with a provisioning authority
suchas 21 or 22. The carrier may then allow the mobile device
to send a provisioning request to the provisioning authority in
order to activate the mobile device for network service. The
information required by the SIM card is then preferably pro-
vided in the provisioning response. The provisioned network
communication services are thereafter fully operational on
the mobile device. Alternatively, a GPRS carrier or service
provider may determine the status of a mobile device by
accessing a home location register (HLR) or possibly a visitor
location register (VLR) in the network.

[0072] Itis apparent from the description above that differ-
ent provisioning schemes may be preferred or required for
different devices and different networks. In accordance with
a further aspect of the present invention, a provisioning
authority manages service provisioning for multiple net-
works and mobile devices. FIG. 5 is a block diagram showing
a variation of the provisioning system of FIG. 4, in which a
single provisioning authority 50 manages service provision-
ing for networks 52, 54 and devices 14a, 14b. In FIG. 5,
service a, associated with service provider system 28a, is a
network communication service provided by a carrier for
network 52 and service b, associated with service provider
system 28b, is a network communication service provided by
a carrier for network 54.

[0073] The provisioning authority 50 is substantially the
same as provisioning authority 22 and 21, but is capable of
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communication over more than one wireless network. Such
multiple-network communication functionality may be
facilitated by different communication modules in the provi-
sioning authority 50, but is preferably provided in the gate-
ways (not shown) through which the wireless networks 52
and 54 connect with the Internet 20. Such gateways normally
communicate with other systems, such as the provisioning
authority 50, over the Internet 20 using Transmission Control
Protocol over Internet Protocol (TCP/IP). The gateways per-
form any required information format and protocol conver-
sions to enable communication with the mobile devices 14a
and 145 over the respective networks 52 and 54. These gate-
ways may instead be incorporated into a single gateway
which implements an IP interface for communication over the
Internet 20 and wireless network interfaces for communica-
tion with mobile devices 14a and 145 over the networks 52
and 54.

[0074] The mobile devices 14a and 145 may be either simi-
lar devices adapted for operation on the different networks 52
and 54 or entirely different mobile devices. However, it is
preferred that a provisioning application is resident on at least
one of the mobile devices 14a, 145. In FIG. 5, the provision-
ing application for the provisioning authority 50 is installed
on each mobile device 14a and 145. For the sole purpose of
illustration, it is assumed that the carrier for network 52
requires that the mobile device 14a be activated on the net-
work 52 before any network communications will be permit-
ted, whereas the mobile device 146 is configured with
restricted initial communications functionality as described
above, such that the carrier for network 54 allows the mobile
device 145 to communicate with the provisioning authority
50 to perform initial service provisioning or activation.
[0075] A user of the device 14qa, intended to operate on the
network 52, must therefore initially provision network ser-
vices from the service provider system 28a through the secure
web page 44, the telephone system 46, or possibly through
another alternate provisioning interface (not shown), if avail-
able. Once the mobile device 14a is activated on the network
52, the provisioning application may be executed to perform
further provisioning functions using only the device 14a.
Although an alternate provisioning interface must be used for
initial provisioning or activation of the mobile device 14a on
the network 52, a user of the mobile device 145 may use the
provisioning application and the mobile device 145 itself to
accomplish mobile device activation through the provision-
ing authority 50. As will be apparent, any alternate provision-
ing interface may instead be used when desired or required,
such as when the mobile device 145 is out of coverage of the
network 52, for example. A user of mobile device 145 has a
choice of self-provisioning or alternate provisioning for acti-
vation of the mobile device 145.

[0076] The single provisioning authority 50 thereby inde-
pendently manages provisioning functions for multiple
devices, networks and service providers. Any provisioning
scheme restrictions related to one mobile device, network, or
service provider associated with the provisioning authority
50 have no effect on provisioning functions of other mobile
devices, networks or service providers associated with the
provisioning authority 50.

[0077] FIG. 6 is a block diagram showing a provisioning
system according to another embodiment of the invention.
The system of FIG. 6 is substantially the same as the system
shown in FIG. 4 and operates substantially as described
above, but includes a service provider system 28d, which
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communicates with the provisioning authority 51 via the
Internet 20. Alternatively, the service provider system 284
may communicate with the provisioning authority 51 through
a network other than the Internet 20, such as a local or wide
area network. Information and requests are exchanged
between the service provider system 284 and the provisioning
server 51, as described above, through the Internet 20. Other
communication schemes and arrangements providing for
communications between the provisioning authority 51 and
the service provider system 284 will be apparent to those
skilled in the art. Although the particular form of communi-
cations between the provisioning authority 51 and service
provider systems may vary, the overall provisioning scheme
is preferably substantially as described above.

[0078] The provisioning authority 51 supports more than
one type of communication interface to service provider sys-
tems. In FIG. 6, the internal services 26 may use an internal
computer interface and protocol for communications with the
provisioning authority 51, service provider systems 28a, 285
and 28¢ may be associated with local service providers in the
vicinity of the provisioning authority 51 and be configured for
communication with the provisioning authority 51 via spe-
cific local interfaces or protocols, whereas a remote service
provider system 284 is configured for a further communica-
tions interface and protocol. Those skilled in the art will
appreciate that many different combinations of provisioning
authority to service provider interfaces, including interfaces
not shown in FIG. 6, are possible in accordance with this
aspect of the invention.

[0079] The provisioning authority 51, as described above,
exchanges different information with different systems. For
example, the provisioning authority 51 may provide different
information to different service provider systems. In a further
extension of this feature, the provisioning authority 51 may
exchange information with a particular service provider sys-
tem while executing a provisioning process for a different
service provider. This facilitates not only multi-tasking or
simultaneous execution of multiple provisioning processes
for different independent services possibly for different users,
but also provisioning of related services from different ser-
vice providers for the same user. Those skilled in the art will
be familiar with the concept of multi-tasking. The latter
related-service provisioning scheme will be described in fur-
ther detail below.

[0080] This aspect of the invention is particularly appli-
cable where one service provider offers services related to a
service provided by a different service provider. In a particu-
lar preferred embodiment, a service provider system such as
284 is associated with a service provider d that provides
messaging services, such as email services. A service pro-
vider ¢ which owns or operates another service provider sys-
tem, 28¢ for example, and provides some type of enhanced
email service to users of its own email service, may wish to
extend its customer base by offering the enhanced service to
users of other external email services such as those provided
by the service provider d. Enhanced email service includes,
but is in no way limited to, redirecting received email mes-
sages from an email system to the mobile device 53 over the
communication network 55. In this embodiment, the mobile
device 53 is a wireless communication device capable of at
least sending and receiving email. In order to complete a
provisioning process for such an extension of enhanced ser-
vices, the provisioning authority 51 communicates with both
service provider systems, 28¢ and 284.
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[0081] In the above example where the service provider ¢
offers an email redirection service, a mobile device user may
wish to provision the service for an existing email account
associated with the service provider d. The user may invoke
the provisioning application on the mobile device 55 or con-
tact the provisioning authority 51 through one of the alternate
provisioning interfaces, secure web page 44 or telephone
system 46, as described above. The overall provisioning pro-
cess proceeds substantially as described above and shown in
FIG. 3, but involves additional processing between the pro-
visioning authority 51 and the external service provider sys-
tem 28d.

[0082] FIG. 7 is a flow diagram of a provisioning process
for a service which is related to a further service. The steps
738 through 744 and 746 through 750 are performed by the
provisioning authority 51 during processing of a provisioning
request for a service offered by a first service provider that is
related to a different service offered by a second service
provider. The remaining steps in the provisioning process are
substantially the same as similarly labeled steps in FIG. 3 and
have been described above. These steps therefore will be
described further only to the extent necessary to illustrate
related-service provisioning.

[0083] At step 702, a provisioning request is prepared and
submitted to the provisioning authority. As described above,
information for the provisioning request is preferably
retrieved from the mobile device or requested from a user.
Although it is preferred that the provisioning request is pre-
pared on and sent from a mobile device, any of the alternate
provisioning interfaces shown in FIG. 6 may instead be used.
The provisioning process then proceeds as described above to
extract and store provisioning information (step 704), send
pertinent information to such systems as billing and warranty
systems (step 706), and determine whether the first service
provider offering the requested service is external to the pro-
visioning authority (step 708). The first service provider then
checks to ensure that all required information has been
received, at step 710 if the first service provider is internal,
and at step 730, after the provisioning information has been
sent to the service provider system at step 728 where the
service provider is external. Any missing information is then
requested if necessary at step 724. As described above, device
provisioning applications are preferably kept current, such
that all required information is provided in a provisioning
request.

[0084] Depending upon the nature of missing provisioning
information, the first service provider may continue to pro-
cess the request for service, as described above. When the
required information has been received at step 726, or the first
service provider determines that the service request process-
ing should continue without certain information, then an indi-
cation to that effect is preferably sent to the provisioning
authority at step 738, if the first service provider is an external
service provider. Since the enhanced service offered by the
first service provider, an email redirection service in the
above example, is dependent upon the related service (an
email account) offered by the second service provider, then
the provisioning authority or first service provider must at
least verify that the user submitting the provisioning request
for the enhanced service has previously provisioned the
related service.

[0085] InFIG.7,the first service provider attempts to verify
the related service before the request for its enhanced service
is processed. However, these processes may be performed in
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adifferent order, according to the preferences of the particular
first and/or second service providers involved in the related-
service provisioning request, or by the provisioning authority
as independent processes. For example, the first service pro-
vider may wish to verify user billing information or mobile
device information before attempting to verify or validate the
related service. The second service provider may also estab-
lish preliminary checks that must be performed by the first
service provider or provisioning authority before a validation
request will be processed. These or other checks, including
those involved in approving or denying the requested service,
may also be performed simultaneously. The first service pro-
vider may, for example, perform some of its associated ser-
vice approval checks while a related service validation
request is pending or outstanding to the second service pro-
vider. The particular order and type of checks performed may
be determined by the provisioning authority, the first service
provider, the second service provider, or some combination
thereof. These and similar request processing criteria may
also be specified in a service provider profile at the provision-
ing authority.

[0086] Related-service validation begins at step 740 for an
external service provider or step 746 for an internal service, in
which the provisioning authority sends a related-service vali-
dation request to the second service provider. The validation
request includes information required by the second service
provider to authorize access to its user or service records. This
information may include, for example, a user name or iden-
tifier, an account name or number for the related service and
an authorization code such as a password, and is preferably
provided by the user in the related-service provisioning
request or in response to further information requests from
the first service provider or the provisioning authority.
Although not shown in FIG. 7, the second service provider
may be able to request from the user, the provisioning author-
ity, or the first service provider, any required information that
was not provided in the validation request. This additional
information request may be submitted substantially as
described above and illustrated in steps 724 and 726, with the
response information being provided to the second service
provider.

[0087] When a related-service validation response is
received at step 742 or step 748, it is determined whether the
related service was validated by the second service provider,
at step 744 or step 750. This determination is preferably made
atthe first service provider system when the requested service
is provided by an external service provider or by the provi-
sioning authority when the service is provided by an internal
service provider which owns or operates the provisioning
authority. Ifthe related service was validated, then processing
continues at step 732 or step 712, wherein the first service
provider determines whether access to the requested service
should be granted. If the first service provider approves the
service request, then the mobile device is registered for ser-
vice at step 714 or step 734. If the first service provider is an
external provider, then an appropriate indication is returned to
the provisioning authority at step 736. A provisioning
response is then prepared (step 716) and sent (step 718) to the
mobile device or alternate provisioning interface that was
used to submit the original related-service provisioning
request, and the mobile device services are updated accord-
ingly at step 720, as described above. The provisioning pro-
cess is then complete, and ends at 722.
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[0088] If the second service provider does not validate the
related service, then access to the requested service is denied,
an appropriate indication is returned to the provisioning
authority at step 736 if the first service provider is an external
service provider, and a provisioning response is prepared and
returned to the mobile device at steps 716 and 718. A denial of
service by the first service provider is similarly communi-
cated to the user, through an indication to the provisioning
authority if necessary and a provisioning response.

[0089] The first and second service providers may also
provide a conditional service approval or related-service vali-
dation. For example, the second service provider may indi-
cate in a validation response that a user account is not in good
standing, but may be returned to good standing provided that
the user takes some action to restore the account. Access to the
requested service may then be granted to the user, conditional
upon the user restoring the account to good standing. If the
first service provider determines that access to the requested
service should be denied, for example where an invalid
related-service account number, an incorrect related-service
account password, invalid billing information or the like has
been provided by the user, full access to the service could be
made conditional upon the user supplying correct informa-
tion and subsequent verification of the information by the first
and/or second service providers. In a similar manner, where
the second service provider does not validate the related ser-
vice, the first service provider may submit an additional infor-
mation request to the user through the provisioning authority
to request correct or valid information and submit a new
validation request to the second service provider when the
additional information is received. As described above, the
number times the first or second service provider requests
additional information from the user is preferably limited.

[0090] Inthe above example of an email redirection service
offered by the first service provider for existing email
accounts provided by the second service provider, registra-
tion of a mobile device for redirection services at step 714 or
step 734 involves not only a registration process to register the
user’s mobile device on the first service provider’s system,
but also some sort of registration process at the second service
provider. In a preferred embodiment of the invention, setup of
the user’s email account for redirection service is performed
in conjunction with the validation by the second service pro-
vider. Basic email forwarding information, including at least
a forwarding address, associated with the first service pro-
vider, to which new messages arriving at the user’s email
system or indications that new messages have arrived at the
user’s email system should be sent, are provided to the second
service provider as part of the validation request. The for-
warding information may instead be sent to the second ser-
vice provider when the user’s account has been validated, as
determined at step 744 or step 750, or when the provisioning
request has been approved at step 712 or step 732.

[0091] In a particularly preferred embodiment, the provi-
sioning authority sends an encrypted validation request, in the
form of an email message encrypted using Pretty Good Pri-
vacy. (PGP) or Secure Multipurpose Internet Mail Extensions
(S/MIME), for example, to the second service provider. This
message includes at least an email account identifier and an
email account password supplied by the user and email for-
warding information for the first service provider system. A
validation response from the second provider then preferably
includes not only a validation of the email account informa-
tion, but also a confirmation that the email forwarding has
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been successfully enabled. Redirection of email from the first
service provider system to the mobile device may then be
configured at both the first service provider system and the
mobile device.

[0092] The provisioning process shown in FIG. 7 assumes
that the user wishes to provision a service from a first service
provider that is related to an existing service from a second
service provider. According to a further aspect of the inven-
tion, a first service and a related second service are provi-
sioned via a single provisioning request. FIG. 8 is a flow
diagram illustrating a variation of the provisioning process of
FIG. 7, in which both a service and a related service are
requested. For illustrative purposes, the above example of an
email redirection service offered by afirst service provider for
an email account hosted by a second service provider will be
used.

[0093] The provisioning process shown in FIG. 8 is sub-
stantially the same as the provisioning process of FIG. 7,
except that the first service provider provisions the related
service instead of validating the related service. In this
respect, the provisioning request prepared and sent at step 802
differs from the provisioning request prepared and sent at step
702. For example, where a new email account is to be provi-
sioned as the related service offered by the second service
provider, the provisioning request includes at least a preferred
user name and password, and any billing information as may
be required by the second service provider. Steps 802 through
838 are otherwise substantially the same as similarly labeled
steps in FI1G. 7. Steps 840 through 850, by which the process
in FIG. 8 differs from the process in FIG. 7, are described in
further detail below.

[0094] When required provisioning information has been
received or the first service provider determines that the ser-
vice request processing should continue without certain
information, as determined at step 810 or 830, then an indi-
cation to that effect is preferably sent to the provisioning
authority at step 838 if the first service provider is an external
provider. Where the first service provider is internal to the
provisioning authority system, it should be apparent that no
such indication need be sent to the provisioning authority.
[0095] The provisioning authority then attempts to provi-
sion the related service, a new email account, from the second
service provider before the request for the service, an
enhanced email service in this example, is processed. How-
ever, as above, these processes may be performed in a differ-
ent order, according to the preferences of the particular first
and/or second service providers, or possibly simultaneously.
For example, the first service provider or provisioning author-
ity may first verify user billing information or mobile device
information before the service and/or related service are pro-
visioned. The first service provider may instead perform
some of its associated service approval checks while a related
service provisioning request is outstanding from the provi-
sioning authority. The particular order and type of checks
performed may be determined by the provisioning authority,
the first service provider, the second service provider, or some
combination thereof.

[0096] Related-service provisioning, in this example email
account provisioning, is initiated by sending the related-ser-
vice provisioning request to the second service provider at
step 840 or step 846. The related-service provisioning request
may be in the form of an encrypted email message to the
second service provider as described above, and includes any
information required by the second service provider to pro-
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cess the related-service provisioning request. This informa-
tion may include, for example, a preferred user name and
password and billing information required by the second
service provider, which was provided by the user in the origi-
nal multiple-service provisioning request. The second service
provider is also preferably able to request from the user, the
provisioning authority, or the first service provider, any
required information that was not provided in the related-
service provisioning request, substantially as described above
and illustrated in steps 824 and 826, with the response infor-
mation being provided to the second service provider.

[0097] When a related-service provisioning response is
received at step 842 or step 848, the first service provider or
provisioning authority determines whether the related service
was successfully provisioned, at step 844 or step 850. The
first service provider continues its processing at step 812 or
step 832, to determine whether access to the requested service
should be granted, where the related service was successfully
provisioned. The process continues at step 834 or step 814,
substantially as described above.

[0098] If the second service provider denies the related-
service provisioning request, as determined at step 844 or step
848, then access to the requested service may be denied, an
appropriate indication is returned to the provisioning author-
ity (step 836) if the first service provider is an external service
provider, and a provisioning response is prepared and
returned to the user at steps 816 and 818. A denial of service
by the first service provider following successful provision-
ing of the related service is similarly communicated to the
user, through an indication to the provisioning authority if
necessary, and a provisioning response. The user is preferably
able to specify, either in the original multiple-service provi-
sioning request or a further message sent to the provisioning
authority in response to the provisioning response, any
actions to be taken if provisioning of only one or the other of
the requested service and the related service is successful. For
example, the user may wish to maintain a new email account
even if the request for email redirection service is denied. The
user might instead prefer that the new related service be
cancelled if access to the requested service is denied.

[0099] The first and second service providers may also
provide a conditional service approval or related-service vali-
dation. For example, the second service provider may indi-
cate in the related-service provisioning response that the pre-
ferred user name is already used in its email system or that the
preferred password does not conform to its length or other
formatting requirements, such that an email account could not
be established. Access to the requested service may then be
granted to the user by the first service provider, conditional
upon the user establishing an email account and providing
any information required by the email account provider to
allow email forwarding rules to be configured on the account.
When such information is provided by the user, the first
service provider need only validate the existing account as
described above in conjunction with FIG. 7. Alternatively, in
response to such user name or password problems, the first or
second service provider may send an additional information
request to the user to prompt the user to select and submit a
different user name and/or password. The second service
provider then preferably re-executes its processing of the
related-service provisioning request with the new informa-
tion from the user. As above, if the provisioning application
remains current with any changes in service provider require-
ments, such properties as password formatting requirements
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may be checked at the mobile device (or web interface, if used
for provisioning) before a provisioning request is submitted.

[0100] Where invalid billing information or the like has
been provided by the user, full access to one or both of the
service and the related service could be made conditional
upon the user supplying correct information and subsequent
verification of the information by the first and/or second
service provider. As described above, the number times the
first or second service provider requests additional informa-
tion from the user is preferably limited.

[0101] Although FIGS. 7 and 8 show separate provisioning
processes, dependent upon whether or not the related service
exists or must also be provisioned, a hybrid type of provision-
ing process, wherein the provisioning authority or first ser-
vice provider determines whether the related service must be
provisioned or merely validated, is also contemplated. Such a
hybrid process includes a step to make this determination and
proceed to either validate (steps S702 through S708a or
S708b) or provision (steps S802 through S808a or S8085) the
related service.

[0102] FIGS. 9a-9¢ form a flow diagram illustrating a fur-
ther variation of the provisioning processes shown in FIGS. 7
and 8. The related-service and multiple-service provisioning
process in FIGS. 94-9¢ includes both validation and provi-
sioning steps for the related service, in which a mobile device
user has the option of using a related service offered by either
the first service provider or a second service provider. Con-
tinuing with the above example of an email redirection ser-
vice and a related email service, in this embodiment of the
invention, the first service provider hosts not only the redi-
rection service but also email services.

[0103] The process steps 902 through 936 are substantially
the same as similarly labeled steps in FIGS. 7 and 8, although
the provisioning requests and responses used in the process of
FIGS. 9a-9¢ may include different provisioning information.

[0104] A provisioning request is prepared and sent to a
provisioning authority at step 902. The provisioning process
proceeds to execute the operations in steps 904 through 908 as
described above. The first service provider then checks to
ensure that all required information has been received, at step
910 or step 930 and requests any missing information if
necessary at step 924.

[0105] When the first service provider is an internal service
provider associated with the provisioning authority and all
required information has been received or the first service
provider determines that the service request processing
should continue without certain information, at step 910, then
the provisioning process proceeds as shown in FIG. 94.

[0106] At step 938, it is determined whether the related
service is an existing service, i.e., whether the user has an
email account with which the email redirection service is to
be established. If so, then the first service provider preferably
determines whether the related service is hosted by a second
service provider at step 904, for example by checking the
domain name associated with email account information pro-
vided by the user in the provisioning request. Where the
existing service is hosted by the first service provider, the first
service provider checks the related service information to
validate the user’s related service, at step 942. Where the
related service is provided by a second service provider, then
avalidation request is sent to the second provider at step 944.
The internal validation result from step 942 or the validation
response received from the second provider at step 946 is then
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analyzed to determine whether the related service was vali-
dated by the associated first or second service provider, at step
948.

[0107] Where the related service is validated, the provi-
sioning process continues at step 912 (FIG. 9a). The user is
either approved or denied access to the requested service via
steps 912 through 922 substantially as described above.

[0108] Although described only briefly above, FIG. 95
shows exception or error processing steps executed when an
existing related service is not validated. At step 950, the first
service provider determines whether validation of the exist-
ing related service should be re-tried. For example, the pro-
visioning authority, first service provider or second service
provider may automatically re-try validation a specific num-
ber of times after a first validation failure, or upon other
conditions being satisfied. The first or second service pro-
vider or the provisioning authority may then request that the
user re-enter some or all related-service information at step
952 before re-trying the validation. Where a validation
response indicates an incorrect related-service password for
example, the user may be prompted to re-enter the password.

[0109] Where the validation fails and will not be re-tried,
then the user may be given the option of provisioning a new
related service 954. This allows the user to provision a new
email account if the existing account information provided in
the provisioning request or during the provisioning process
cannot be validated. When the user chooses to provision a
new related service, new related-service provisioning infor-
mation, possibly including a preferred service provider, user
name, password, billing information and any further informa-
tion as may be required by the specified service provider, is
requested from the user at step 956. The first service provider
then attempts to provision a new email account on behalf of
the user, as will be described in further detail below. When
related-service validation has failed and will not be re-tried,
and the user does not wish to provision a new related service,
processing continues at step 916, as described above.

[0110] Ifthe user does notyet subscribe to arelated service
or has chosen to provision a new related service, the first
service provider determines, at step 958, whether the
requested new related service is hosted by the first service
provider or a third service provider. Those skilled in the art
will appreciate that when the new related service is being
provisioned after a related service validation failure, the third
service provider may be the second service provider or a
further different service provider. Where the requested related
service is hosted by a third service provider, then a related-
service provisioning request is sent to the third service pro-
vider at step 960 for processing. A related-service provision-
ing response is then returned to the provisioning authority or
the first service provider, as indicated at step 962. If the
requested related service is hosted by the first service pro-
vider, the first service provider processes the related service
request at step 964. Where both the service and the related
service are to be provisioned from the first service provider,
the step 964 may instead be incorporated into step 912, such
that processing continues at step 912 following an affirmative
determination at step 958.

[0111] At step 966, the first service provider or provision-
ing authority determines whether the related service was suc-
cessfully provisioned. Where the related service was success-
fully provisioned, the first service provider continues its
processing at step 912 to determine whether access to the
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requested service should be granted. The process then con-
cludes at steps 914 through 922 as described above.

[0112] Whentherelated-service provisioning is unsuccess-
ful, the first service provider may re-try to provision the
related service, at step 968. Similar to the validation re-try
described above, the provisioning authority, the first service
provider or the third service provider may attempt to provi-
sion the related service a predetermined number of times or
upon certain conditions being satisfied. The user might
instead be prompted to select whether or not related-service
provisioning should be re-tried. If provisioning of the related
service was unsuccessful and is not retried, the provisioning
process continues at step 916, and an appropriate provision-
ing response is prepared and returned to the mobile device at
step 918.

[0113] When related-service provisioning is to be re-tried,
the user is prompted to enter some or all of the provisioning
information, at step 970. For example, if the requested related
service was denied because a preferred user name is already
in use, then the user might be prompted for either a new user
name or a different service provider prior to re-trying the
related-service provisioning. In this example, if the unsuc-
cessful related-service provisioning was executed for a third
service provider, the first service provider may also indicate
to the user whether the preferred user name is currently avail-
able on its system or check with one or more other service
providers to determine if the user name is available on their
respective systems and indicate which service providers may
be able to provide the related service with the preferred user
name. Similarly, alternate available user names on the third
service provider system or a system of another service pro-
vider may be suggested to the user. The user may then choose
to re-try related-service provisioning with the same service
provider or a different service provider. By selecting one of
the suggested user names or service providers, the user
increases the likelihood of successfully provisioning the
related service.

[0114] Uponsuccessful provisioning of the related service,
the process proceeds with the service provisioning step 912
and 914 if appropriate. A provisioning response is then pre-
pared at step 916 and returned to the user at step 918, device
services are updated at step 920 and the process ends at step
922. If the related service cannot be successfully provisioned
and will not be retried, processing proceeds to step 926 and
concludes with steps 918 through 922.

[0115] FIG. 9¢ shows a similar process for an external
service provider. The provisioning process for an external
service provider is substantially the same as that for an “inter-
nal” service provider associated with the provisioning author-
ity system and thus only the differences between these pro-
cesses will be described in detail.

[0116] Atstep 972, the external service provider returns an
indication to the provisioning authority that provisioning
request processing will proceed, either when all required
provisioning information is received or the external service
provider determines that the provisioning request will be
processed in the absence of any missing information. The
provisioning process then continues at step 974 and proceeds
to validate (steps 976 through 982) or provision (steps 993
through 996) the related service as described above. If the
related service is validated (step 984) or successfully provi-
sioned (step 997), then the process proceeds at step 932 to
determine whether the user will be granted access to the
requested service, the device is registered for service if appro-
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priate (step 934) and an indication of approval or denial of
service is returned to the provisioning authority at step 936.
The provisioning process then concludes at step 922, follow-
ing preparation and transmission of a provisioning response
(steps 916 and 918) and updating of device services (step
920).

[0117] The external provider process may also include
related-service validation and provisioning re-try procedures,
via steps 986 and 998, respectively. In the event of a related-
service validation or provisioning failure, the validation or
provisioning may be re-tried, with either the same informa-
tion or new information requested from the user (step 988 or
step 999). When validation will not be re-tried, the user may
also be given an option to attempt to provision a new related
service, at steps 992 through 999, as described above. If
related-service validation or provisioning has failed and will
not be re-tried, or validation has failed and provisioning of a
new related service will not be attempted, processing contin-
ues at step 936 to return an appropriate indication to the
provisioning authority and the overall process concludes with
steps 916 through 922.

[0118] It will be apparent to those skilled in the art that the
above operations may be performed in a different order than
described and shown in the FIGS. 9a-9¢. Also, some of the
process steps and associated operations, such as the re-try
procedures and the new related-service provisioning after a
validation failure, are optional.

[0119] The illustrative embodiments of provisioning sys-
tems and processes in accordance with aspects of the inven-
tion have been described above primarily in the context of
subscribing to or adding a new mobile device service. How-
ever, other provisioning requests, to delete or modify existing
services for example, are also contemplated. The overall pro-
visioning system and processes would be substantially as
described above. A delete service or modify service provi-
sioning request would preferably be submitted to a provision-
ing authority and processed by the provisioning authority and
possibly a service provider. When the provisioning request
has been processed, a provisioning response is returned to the
user, via the mobile device to which the service provisioning
request relates or an alternate provisioning interface through
which the provisioning request was submitted.

[0120] FIG. 10 is a flow diagram showing a delete service
provisioning process, which effectively removes a service for
aparticular mobile device or user. It should be understood that
a delete service provisioning request is prepared and sent to
the provisioning authority and initial provisioning request
processing is substantially as described above. In particular,
the process steps which precede the step of determining
whether all required provisioning information has been
received, as well as the steps following service approval or
denial have not been shown in FIG. 10 in order to avoid
congestion in the flow diagram.

[0121] A provisioning request is prepared using either the
mobile device or possibly an alternate provisioning interface
and submitted to the provisioning authority, which extracts
provisioning information and determines whether the service
provider which hosts the service to be deleted is associated
with the provisioning authority system or an external service
provider. As indicated in FIG. 10, provisioning request prepa-
ration and initial processing steps such as 302 through 316
and possibly 336 in FIG. 3 or corresponding steps from FIG.
7, 8 or 9a, precede step 1001. The service provider or provi-
sioning authority then determines whether all required infor-
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mation has been received or, if not, whether processing
should continue in the absence of any missing information, at
step 1001, as described above.

[0122] The provisioning request preferably has a common
format, including, for example, a request type field to indicate
the type of provisioning request (add service, delete service,
modify service) and information fields. Those skilled in the
art will appreciate that different types of requests may include
different information. For example, credit card and other
billing information may be required in an add service provi-
sioning request but not in a delete service request. Although
the specific required information may be different for differ-
ent types of requests, the checks in step 1001 are preferably
performed similarly regardless of the type of request.

[0123] When processing of a delete service provisioning
request is to continue, the service to be deleted is first vali-
dated to verify that the service actually exists. The service
information provided by the user is checked at step 1002, and
at step 1004, it is determined whether the service was vali-
dated. As described above, the validation may be re-tried at
step 1006, possibly after new information is provided by the
user at step 1008 following a validation failure. If the service
cannot be validated and validation will not be re-tried, then
processing continues at step 324 or at step 344 (FIG. 3) for an
external provider, or at corresponding steps from FIG. 7, 8, or
9a. An appropriate provisioning response is prepared and
returned, records, menus or lists on the mobile device may be
updated to indicate a delete service operation error or failure,
and the delete service provisioning process ends. Deletion of
a service, similar to add service provision as described above,
may be conditional, for example where some further infor-
mation may be required for completion of processing, the
user has a billing amount outstanding, or perhaps some other
service or account condition has not been satisfied.

[0124] Where the service to be deleted is validated at step
1004, the service provider or the provisioning authority the
checks to determine whether the service to be deleted is
related to any other mobile device services, at step 1010. This
step is preferred to avoid problems with any related services,
but is optional. A check may instead be made at the mobile
device while a delete service provisioning request is being
prepared, before the provisioning request is submitted to the
provisioning authority, or after the service has been deleted.
Where the service is not related to any other device services,
or if the related-service check is not performed, the service is
deleted by the service provider at step 1011 and the process
continues as described above. A delete service provisioning
response confirms that the service has been deleted at the
service provider and preferably initiates deletion of the ser-
vice at the mobile device, by updating device functions, ser-
vice lists or menus, and possibly deleting applications related
to the particular service. Deletion of a service preferably does
not prevent the user from subscribing to the service at a later
time through a further add service provisioning request.
[0125] Where a deleted service is related to another mobile
device service, such as in the above example of an email
account and an email redirection service, the user must recon-
figure the other device service for an alternate related service.
Since the provisioning authority preferably manages provi-
sioning of all device services, the provisioning authority may
perform the check at step 1010. This related-service check
may instead be performed by a service provider, such as the
service provider hosting the service to be deleted or the ser-
vice provider hosting the related service.
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[0126] If arelated mobile device service is found, then the
provisioning authority or a service provider sends an alert to
the mobile device, at step 1012. Alternatively, the delete ser-
vice processing may be aborted, and the delete service pro-
visioning response may indicate the reason for delete service
failure. When the alert is sent to the mobile device at step
1012, delete service processing preferably stops until a
response is received from the user. The user further preferably
has the option to specity in the response whether or not a new
replacement service with which the related service may be
configured to operate should be provisioned before the delete
service provisioning processing is completed, as shown at
step 1014. If the user chooses to provision a new service to
replace the service to be deleted, then the new service is
provisioned at step 1016.

[0127] The user’s response to the alert preferably also indi-
cates whether the delete service process should continue. As
shown in FIG. 10, this allows the user to choose to (i) provi-
sion a new replacement service at step 1016 and delete the old
service at step 1011 when the new service has been success-
fully added, (ii) not provision a new replacement service but
nonetheless delete the existing service at step 1011, or (iii) not
provision a new replacement service and abort the delete
service process at step 1018. In the latter case, a new service
could then be provisioned and configured to operate with the
related service and the old service deleted if necessary at a
later time. The delete service provisioning process may also
be adapted to abort to step 324 or 344 or corresponding steps
in FIG. 7, 8 or 9a after a predetermined amount of time has
elapsed without a response to the alert. As an alternative to
steps 1012 through 1018, the delete service process may first
be concluded and an add service provisioning process may
then be invoked to add a new service to replace the deleted
service.

[0128] FIG.11 is a flow diagram showing a modify service
provisioning process. A user may wish to modify a service to
subscribe to a different service plan for the same service, to
add a mobile device to or remove a mobile device from an
existing service account, to modify the mobile device regis-
tered for a service when a new mobile device is purchased, or
to modify a billing address when a user relocates, for
example. If the mobile device registered for a service incor-
porates a SIM card, a modify service provisioning request
may also be prepared and submitted whenever the SIM card is
to be used in a different mobile device, when a new SIM card
is to be used in the mobile device, and other similar situations
in which mobile device or user information changes. When a
service may be configured according to user-established pref-
erences, the user may submit a modify service provisioning
request to initially set preferences or modity existing settings.
[0129] A modify service provisioning request is preferably
prepared and submitted to a provisioning authority, and initial
provisioning request processing is substantially as described
above. As in FIG. 10, process steps which precede step 1101
and follow step 1111 have not been shown in FIG. 11, but are
common operations that are executed during add service,
delete service, modify service and possibly other provision-
ing processes.

[0130] The modify service provisioning request preferably
conforms to a common request format as described above,
and includes at least a modify service indicator, to specify that
the provisioning request is a modify service request, and any
required provisioning information. The specific provisioning
information required for a modify service request may be
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different than for other types of requests, but will preferably
include at least sufficient information to identify the particu-
lar service to which the request relates and authorization
information to ensure that the entity submitting the request is
authorized to effect changes in the service. The details on
information required for a modify service request might also
be sent to a mobile device by the provisioning authority based
on a service provider profile. At step 1101, the provisioning
authority or service provider hosting the service to be modi-
fied determines whether all required information has been
provided. As in the provisioning processes described above,
further information may be requested if necessary.

[0131] When all information is received or processing of a
modify service provisioning request is to continue without
any missing information, as determined at step 1101, the
service is validated. The provisioning information provided
in the provisioning request is checked at step 1102, and at step
1104, it is determined whether the service was validated. The
validation may preferably be re-tried at step 1106, possibly
after new information is requested from user at step 1108,
following a validation failure. If the service cannot be vali-
dated and validation will not be re-tried, then processing
continues at step 324 (FIG. 3), at step S344 for an external
provider, or at corresponding steps in FIG. 7, 8 or 9a. A
provisioning response is prepared and returned, records,
menus or lists on the mobile device may then be updated to
indicate that a modify service error or failure has occurred,
and the provisioning process ends. Any changes to a service
may be conditional, for example where any further informa-
tion may be required for completion of processing, the user’s
service account is not in good standing, and the like.

[0132] Upon validation of the service at step 1104, the
service provider or the provisioning authority checks to deter-
mine if any of the requested changes to the service will affect
any other mobile device services, at step 1110. This step is
optional, but preferred in order to avoid problems with such
related services. A similar check may instead be made at the
mobile device, as described above for a delete service provi-
sioning request, while a modify service provisioning request
is being prepared, before the modify service provisioning
request is submitted to the provisioning authority, or after the
service has been modified. If the service is not related to any
other mobile device services, or if the related-service check is
not performed, the service is then modified by the service
provider at step 1111 and the process continues at step S324
or step S344 (FIG. 3) or the corresponding step in FIG. 7, 8 or
9a. A provisioning response to a modify service provisioning
request confirms that the service has been modified at the
service provider and preferably initiates any required changes
to the service or service-related applications at the mobile
device. If necessary, further changes to the same service may
also be made at a later time through a further modify service
provisioning request.

[0133] Where the service is related to another device ser-
vice, such as in the above example of an email account and an
email redirection service, the user may be required to recon-
figure the other mobile device service to reflect any service
changes. Since the provisioning authority preferably man-
ages provisioning of'all mobile device services, the provision-
ing authority may perform this check at step 1110. This
related-service check may instead be performed by a service
provider, such as the service provider hosting the service to be
changed or the service provider hosting the related service.
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[0134] Where a related mobile device service is found and
will be affected by any change requested in the provisioning
request, then the provisioning authority or a service provider
sends an alertto the mobile device, at step 1112. Alternatively,
the modify service processing may be aborted at step 1110,
and the modity service provisioning response indicates the
reason for the modify service process failure. When the alert
is sent to the mobile device at step 1112, processing prefer-
ably stops until a response is received from the user of the
mobile device. The user further preferably has the option to
specify in the response whether he or she wishes to redefine
the requested changes, including but in no way limited to
specifying new changes or effectively cancelling certain
requested changes, and whether the modify service process-
ing should proceed. If the user chooses to redefine the
requested changes, by specifying new changes or cancelling
some of the requested changes, for example, then the new
changes are detected at step 1116, the new changes are made
at the service provider system at step 1111, and the modify
service processing continues as described above.

[0135] Theuser’s response to the alert may instead indicate
that the requested changes will not be redefined and that the
modify process should either proceed or be aborted, which is
determined at step 1118. If the user chooses to proceed with
the requested changes, then the changes are made at step 1111
and the process continues at step 324 or step 344. If the user
chooses to abort the modify process, no changes to the service
are made and the process continues at step 324 or step 344.
The modify service provisioning process may also be adapted
to abort to step 324 or step 344 as described above after a
predetermined amount of time has elapsed without a response
to the alert.

[0136] Add service provisioning, delete service provision-
ing and modify service provisioning have been described
above and shown in the drawings as separate processes. How-
ever, the provisioning application at a mobile device and
associated provisioning arrangements at the provisioning
authority and service provider systems may be configured to
determine a type of any received provisioning request, such
that the provisioning process includes common provisioning
request preparation, submission, and information extraction
and distribution operations, as well as common provisioning
response preparation and transmission operations, with dif-
ferent but possibly inter-related processing operations for the
particular types of provisioning requests. Incorporation of the
add, delete and modify service processes shown in the draw-
ings into a single overall flow diagram for such a combined
provisioning process adapted for multiple provisioning
request types will be apparent to those skilled in the art.
[0137] Thus, a provisioning system and method in accor-
dance with various aspects of the invention may manage
multiple provisioning functions for a plurality of internal and
external service providers.

[0138] Having described provisioning systems and meth-
ods, a mobile communication device in which the provision-
ing application may be installed will now be described. FIG.
12 is a block diagram of a mobile communication device.
[0139] The mobile device 1200 is preferably a two-way
communication device having at least voice and data com-
munication capabilities. The mobile device 1200 preferably
has the capability to communicate with other computer sys-
tems on the Internet. Depending on the functionality provided
by the mobile device, the mobile device may be referred to as
a data messaging device, a two-way pager, a cellular tele-
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phone with data messaging capabilities, a wireless Internet
appliance, or a data communication device (with or without
telephony capabilities). As mentioned above, such devices
are referred to generally herein simply as mobile devices.
[0140] The mobile device 1200 includes a transceiver
1211, a microprocessor 1238, a display 1222, non-volatile
memory 1224, random access memory (RAM) 1226, auxil-
iary input/output (I/O) devices 1228, a serial port 1230, a
keyboard 1232, a speaker 1234, a microphone 1236, a short-
range wireless communications sub-system 1240, and other
device sub-systems 1242. The transceiver 1211 preferably
includes transmit and receive antennas 1216, 1218, a receiver
(Rx) 1212, a transmitter (Tx) 1214, one or more local oscil-
lators (LOs) 1213, and a digital signal processor (DSP) 1220.
Within the non-volatile memory 1224, the mobile device
1200 includes a plurality of software modules 1224 A-1224N
that can be executed by the microprocessor 1238 (and/or the
DSP 1220), including a voice communication module
1224A, a data communication module 1224B, and a plurality
of other operational modules 1224N for carrying out a plu-
rality of other functions. The provisioning application
described above may be implemented on the mobile device
1200 as one of the software modules 1224N.

[0141] The mobile device 1200 is preferably a two-way
communication device having voice and data communication
capabilities. Thus, for example, the mobile device 1200 may
communicate over a voice network, such as any of the analog
or digital cellular networks, and may also communicate over
a data network. The voice and data networks are depicted in
FIG. 12 by the communication tower 1219. These voice and
data networks may be separate communication networks
using separate infrastructure, such as base stations, network
controllers, etc., or they may be integrated into a single wire-
less network. References to the network 1219 should there-
fore be interpreted as encompassing both a single voice and
data network and separate networks.

[0142] Thecommunication subsystem 1211 is used to com-
municate with the network 1219. The DSP 1220 is used to
send and receive communication signals to and from the
transmitter 1214 and receiver 1212, and also exchange con-
trol information with the transmitter 1214 and receiver 1212.
If the voice and data communications occur at a single fre-
quency, or closely-spaced set of frequencies, then a single LO
1213 may be used in conjunction with the transmitter 1214
and receiver 1212. Alternatively, if different frequencies are
utilized for voice communications versus data communica-
tions or the mobile device 1200 is enabled for communica-
tions on more than one network 1219, then a plurality of L.Os
1213 can be used to generate frequencies corresponding to
those used in the network 1219. Although two antennas 1216,
1218 are depicted in FIG. 12, the mobile device 1200 could be
used with a single antenna structure. Information, which
includes both voice and data information, is communicated to
and from the communication module 1211 via a link between
the DSP 1220 and the microprocessor 1238.

[0143] The detailed design of the communication sub-
system 1211, such as frequency band, component selection,
power level, etc., is dependent upon the communication net-
work 1219 in which the mobile device 1200 is intended to
operate. For example, a mobile device 1200 intended to oper-
ate in a North American market may include a communica-
tion subsystem 1211 designed to operate with the Mobitex or
DataTAC mobile data communication networks and also
designed to operate with any of a variety of voice communi-
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cation networks, such as AMPS, TDMA, CDMA, PCS, etc.,
whereas a mobile device 1200 intended for use in Europe may
be configured to operate with the GPRS data communication
network and the GSM voice communication network. Other
types of data and voice networks, both separate and inte-
grated, may also be utilized with the mobile device 1200.
[0144] As described above, communication network
access requirements for the mobile device 1200 also vary
depending upon the type of network 1219. For example, in the
Mobitex and DataTAC data networks, mobile devices are
registered on the network using a unique identification num-
ber associated with each device. In GPRS networks, access is
associated with a subscriber or user of the mobile device
1200. Local or non-network communication functions (if
any) may be operable, without the SIM, but the mobile device
1200 is unable to carry out functions involving communica-
tions over the network 1219, other than any legally required
operations, such as ‘911” emergency calling. Depending on
the configuration of the mobile device 1200 and its provision-
ing application, network access for the mobile device 1200
may be arranged using the techniques described above.
[0145] After any required network registration or activation
procedures have been completed, the mobile device 1200 is
able to send and receive communication signals, preferably
including both voice and data signals, over the network 1219.
Signals received by the antenna 1216 from the communica-
tion network 1219 are routed to the receiver 1212, which
provides for signal amplification, frequency down conver-
sion, filtering, and channel selection, for example, as well as
analog to digital conversion. Analog to digital conversion of
the received signal allows more complex communication
functions, such as digital demodulation and decoding, to be
performed using the DSP 1220. In a similar manner, signals to
be transmitted to the network 1219 are processed, including
modulation and encoding, for example, by the DSP 1220 and
are then provided to the transmitter 1214 for digital to analog
conversion, frequency up conversion, filtering, amplification
and transmission to the communication network 1219 via the
antenna 1218. Although a single transceiver 1211 is shown
for both voice and data communications, in alternative
embodiments, the mobile device 1200 may include multiple
distinct transceivers, such as a first transceiver for transmit-
ting and receiving voice signals, and a second transceiver for
transmitting and receiving data signals, or a first transceiver
configured to operate within a first frequency band, and a
second transceiver configured to operate within a second
frequency band.

[0146] In addition to processing the communication sig-
nals, the DSP 1220 also provides for receiver and transmitter
control. For example, the gain levels applied to communica-
tion signals in the receiver 1212 and transmitter 1214 may be
adaptively controlled through automatic gain control algo-
rithms implemented in the DSP 1220. Other transceiver con-
trol algorithms could also be implemented in the DSP 1220 in
order to provide more sophisticated control of the transceiver
1211.

[0147] The microprocessor 1238 preferably manages and
controls the overall operation of the mobile device 1200.
Many types of microprocessors or microcontrollers could be
used here, or, alternatively, a single DSP 1220 could be used
to carry out the functions of the microprocessor 1238. Low-
level communication functions, including at least data and
voice communications, are performed through the DSP 1220
in the transceiver 1211. High-level communication applica-
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tions, including the voice communication application 1224 A,
the data communication application 1224B, and the provi-
sioning application are stored in the non-volatile memory
1224 for execution by the microprocessor 1238. For example,
the voice communication module 1224 A provides a high-
level user interface operable to transmit and receive voice
calls between the mobile device 1200 and a plurality of other
voice devices via the network 1219. Similarly, the data com-
munication module 1224B provides a high-level user inter-
face operable for sending and receiving data, such as e-mail
messages, files, organizer information, short text messages,
etc., between the mobile device 1200 and a plurality of other
data devices via the network 1219.

[0148] The microprocessor 1238 also interacts with other
device subsystems, such as the display 1222, RAM 1226,
auxiliary I/O devices 1228, serial port 1230, keyboard 1232,
speaker 1234, microphone 1236, a short-range communica-
tions subsystem 1240 and any other device subsystems gen-
erally designated as 1242. For example, the modules
1224 A-N are executed by the microprocessor 1238 and may
provide a high-level interface between a user of the mobile
device and the mobile device. This interface typically
includes a graphical component provided through the display
1222, and an input/output component provided through the
auxiliary /O devices 1228, keyboard 1232, speaker 1234, or
microphone 1236.

[0149] Some of the subsystems shown in FIG. 12 perform
communication-related functions, whereas other subsystems
may provide “resident” or on-device functions. Notably,
some subsystems, such as keyboard 1232 and display 1222
may be used for both communication-related functions, such
as entering a text message for transmission over a data com-
munication network, and device-resident functions such as a
calculator or task list or other PDA type functions.

[0150] Operating system software used by the micropro-
cessor 1238 is preferably stored in a persistent store such as
the non-volatile memory 1224. In addition to the operating
system and communication modules 1224 A-N;, the non-vola-
tile memory 1224 may include a file system for storing data.
The operating system, specific device applications or mod-
ules, or parts thereof, may be temporarily loaded into a vola-
tile store, such as RAM 1226 for faster operation. Moreover,
received communication signals may also be temporarily
stored to RAM 1226, before permanently writing them to a
file system located in the non-volatile memory 1224. The
non-volatile memory 1224 may be implemented, for
example, with Flash memory, non-volatile RAM, or battery
backed-up RAM.

[0151] Another exemplary application module 1224N that
may be loaded onto the mobile device 1200, in addition to the
provisioning application described above, is a PIM applica-
tion providing PDA functionality, such as calendar events,
appointments, and task items. This module 1224N may also
interact with the voice communication module 1224A for
managing phone calls, voice mails, etc., and may also interact
with the data communication module 1224B for managing
e-mail communications and other data transmissions. Alter-
natively, all of the functionality of the voice communication
module 1224A and the data communication module 1224B
may be integrated into the PIM module.

[0152] The non-volatile memory 1224 preferably provides
a file system to facilitate storage of PIM data items on the
device. The PIM application preferably includes the ability to
send and receive data items, either by itself, or in conjunction
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with the voice and data communication modules 1224A,
1224B, via the wireless network 1219. The PIM data items
are preferably seamlessly integrated, synchronized and
updated, via the wireless network 1219, with a corresponding
set of data items stored or associated with a host computer
system, thereby creating a mirrored system for data items
associated with a particular user.

[0153] The mobile device 1200 is manually synchronized
with a host system by placing the mobile device 1200 in an
interface cradle, which couples the serial port 1230 of the
mobile device 1200 to a serial port of the host system. The
serial port 1230 may also be used to download other applica-
tion modules 1224N for installation on the mobile device
1200. This wired download path may further be used to load
an encryption key onto the mobile device 1200 for use in
secure communications, which is a more secure method than
exchanging encryption information via the wireless network
1219.

[0154] Additional application modules 1224N may also be
loaded onto the mobile device 1200 through the network
1219, through an auxiliary /O subsystem 1228, through the
short-range communications subsystem 1240, or through any
other suitable subsystem 1242, and installed by a user in the
non-volatile memory 1224 or RAM 1226. Such flexibility in
application installation increases the functionality of the
mobile device 1200 and may provide enhanced on-device
functions, communication-related functions, or both. For
example, secure communication applications may enable
electronic commerce functions and other such financial trans-
actions to be performed using the mobile device 1200.
[0155] When the mobile device 1200 is operating in a data
communication mode, a received signal, such as a text mes-
sage or a web page download, will be processed by the trans-
ceiver 1211 and provided to the microprocessor 1238, which
preferably further processes the received signal for output to
the display 1222, or, alternatively, to an auxiliary I/O device
1228. Owner information, owner control information, com-
mands or requests related to owner information or owner
control information, and software applications received by
the transceiver 1211 are processed as described above. A user
of mobile device 1200 may also compose data items, such as
email messages, using thekeyboard 1232, which is preferably
a complete alphanumeric keyboard laid out in the QWERTY
style, although other styles of complete alphanumeric key-
boards such as the known DVORAK style may also be used.
User input to the mobile device 1200 is further enhanced with
the plurality of auxiliary I/O devices 1228, which may
include a thumbwheel input device, a touchpad, a variety of
switches, a rocker input switch, etc. The composed data items
input by the user are then transmitted over the communication
network 1219 via the transceiver 1211.

[0156] When the mobile device 1200 is operating in a voice
communication mode, the overall operation of the mobile
device 1200 is substantially similar to the data mode, except
that received signals are output to the speaker 1234 and voice
signals for transmission are generated by a microphone 1236.
In addition, the secure messaging techniques described above
might not necessarily be applied to voice communications.
Alternative voice or audio I/O devices, such as a voice mes-
sage recording subsystem, may also be implemented on the
mobile device 1200. Although voice or audio signal output is
accomplished through the speaker 1234, the display 1222
may also be used to provide an indication of the identity of a
calling party, the duration of a voice call, or other voice call
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related information. For example, the microprocessor 1238,
in conjunction with the voice communication module 1224 A
and the operating system software, may detect the caller
identification information of an incoming voice call and dis-
play it on the display 1222.

[0157] A short-range communications subsystem 1240 is
also be included in the mobile device 1200. For example, the
subsystem 1240 may include an infrared device and associ-
ated circuits and components, or a Bluetooth. or 802.1. short-
range wireless communication module to provide for com-
munication with similarly-enabled systems and devices.
Thus, software applications, PIM data and other information
may be enabled on the mobile device 1200 via the serial port
1230 or other short-range communications subsystem 1240.
[0158] FIG. 12 represents a specific example of a mobile
device in conjunction with which provisioning systems and
methods described above may be implemented. Implementa-
tion of such systems and methods in other mobile devices
having further, fewer, or different components than those
shown in FIG. 12 would be obvious to one skilled in the art to
which this application pertains and are therefore considered
to be within the scope of the present invention. For example,
although a SIM card has not been explicitly shown in FIG. 12,
it should be appreciated that implementation of provisioning
systems and methods in conjunction with mobile devices
with SIM cards is contemplated. Since SIM cards currently
incorporate a memory component information for a provi-
sioning request, information extracted from a provisioning
response, or both, may be stored on a SIM card.

[0159] It will be appreciated that the above description
relates to the preferred embodiment by way of example only.
Many variations on the invention will be obvious to those
knowledgeable in the field, and such obvious variations are
within the scope of the invention as described and claimed,
whether or not expressly described.

[0160] Forexample, although a single provisioning author-
ity preferably provides a provisioning interface between mul-
tiple service providers and devices which may use services
hosted by such service providers, it will be apparent that more
than one such provisioning authority, each serving one or
more service providers, may be implemented in a system.
[0161] In multiple provisioning authority systems, each
authority is preferably adapted to operate with a common
provisioning application. However, it is also contemplated
that different provisioning authorities may use different pro-
visioning applications. Intermediate interface or translation
systems may provide for communication between a mobile
device provisioning application and a provisioning authority
adapted for a different provisioning application. Alterna-
tively, a mobile device may download a corresponding dif-
ferent provisioning application from a particular provisioning
authority, a service provider that uses the particular provi-
sioning authority, or possibly from another provisioning
application source such as a central repository of provision-
ing applications. Depending upon the service to be provi-
sioned, the service provider hosting the service, or its associ-
ated provisioning authority, a particular corresponding one of
aplurality of stored provisioning applications may be invoked
on a mobile device.

[0162] Further contemplated aspects of the invention relate
to service query and notify functions. In accordance with
these aspects of the invention, a mobile device may query a
provisioning authority to determine which services may be
provisioned via the provisioning authority, and possibly
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which service providers host such services. If necessary, a
user may then download a corresponding provisioning appli-
cation and provision any desired services using the provision-
ing application and provisioning authority. A service notify
feature may be implemented by a service provider or a pro-
visioning authority as an advertising mechanism, whereby
the service provider or provisioning authority notifies mobile
devices of available services. A service notify message may
be sent to a mobile device upon conclusion of an initial
provisioning (activation) operation for the mobile device, as
anattachment to or following a transmission of a provisioning
response, for example. Such a message might also be sent to
all mobile devices that have previously used a particular
provisioning authority or service provider, when a new ser-
vice or service provider becomes available.

[0163] Those skilled in the art will also appreciate that
other alternate provisioning interfaces in addition to those
shown in the drawings may be provided. One such alternate
interface that may not be immediately apparent is another
mobile communication device. For example, a user may wish
to provision mobile device services using a mobile device on
which a provisioning application has not been installed, or
perhaps when the mobile device is out of mobile communi-
cation network coverage or would incur roaming charges for
any network communications. If the mobile device and a
second available mobile device are enabled for short-range
communications as described above, then “proxy” type pro-
visioning may be possible. The second mobile device may
download, if necessary, the appropriate provisioning applica-
tion. Any information required for the intended provisioning
operation is transferred from the first mobile device to the
second mobile device via the short-range link, and the provi-
sioning application on the second mobile device prepares and
submits the provisioning request and receives the provision-
ing response on behalf of the user of the first mobile device. If
the provisioning application is resident on the first mobile
device, then the provisioning application may be transferred
to the second mobile device from the first device via the
short-range communications link if necessary, or the provi-
sioning request could be prepared on the first mobile device
and submitted to the provisioning authority via the second
mobile device. The provisioning response may then be
received by the second mobile device and similarly trans-
ferred to the first mobile device via the short-range link.

1-26. (canceled)

27. A method to activate a mobile device having a provi-
sioning application for operation on a wireless network, the
method comprising:

establishing a connection between the provisioning appli-

cation and a provisioning authority over an internet;
sending, using the provisioning application, a provisioning

request to the provisioning authority to activate the

mobile device for operation with the wireless network;
receiving a provisioning response; and

registering with the wireless network upon receiving the

provisioning response.

28. The method of claim 27 further comprising enabling a
communication software application on the mobile device for
operation over the wireless network when the mobile device
is registered on the wireless network.

29. The method of claim 28, wherein the mobile device
restricts the communication software application stored on
the mobile device from operating over the wireless network.
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30. The method of claim 27, wherein the mobile device is
operable to place an emergency call prior to receiving the
provisioning response.

31. The method of claim 27, wherein the provisioning
request is sent to the provisioning authority over the internet
and the wireless network.

32. The method of claim 27, wherein the provisioning
request is sent to the provisioning authority via a computer
connected to the Internet.

33. The method of claim 32, wherein the connection is a
connection to a web page associated with the provisioning
authority.

34. The method of claim 32, wherein sending the provi-
sioning request to the provisioning authority further com-
prises sending a mobile device identification number to the
provisioning authority.

35. The method of claim 32, wherein the provisioning
response is received over the wireless network.

36. The method of claim 27, wherein the provisioning
request comprises at least one of a user name, a mobile device
identification number, and a service plan selection.

37. The method of claim 27, wherein the provisioning
request is for at least one service and the provisioning
response is for at least one service.

38. The method of claim 27, wherein the mobile device is
registered for at least one service with the wireless network
upon receiving the provisioning response.

39. A mobile communication device configured to operate
within a wireless communication network, the mobile com-
munication device comprising:

a processor;

a memory device; and

a provisioning application stored on the memory device

and executable by the processor, when executed by the
processor the provisioning application being configured
to:

establish a connection between the provisioning applica-

tion and a provisioning authority over an internet;
send, using the provisioning application, a provisioning

request to the provisioning authority to activate the

mobile device for operation with the wireless network;
receive a provisioning response; and

register with the wireless network upon receiving the pro-

visioning response.

40. The mobile communication device of claim 39 further
configured to enable a communication software application
on the mobile device for operation over the wireless network
when the mobile device is registered on the wireless network.

41. The mobile communication device of claim 40,
wherein the mobile device restricts the communication soft-
ware application stored on the mobile device from operating
over the wireless network.

42. The mobile communication device of claim 39,
wherein the mobile device is configured to place an emer-
gency call prior to receiving the provisioning response.

43. The mobile communication device of claim 39,
wherein the provisioning request is sent to the provisioning
authority over the internet and the wireless network.

44. The mobile communication device of claim 39,
wherein the provisioning request is sent to the provisioning
authority via a computer connected to the Internet.

45. The mobile communication device of claim 44,
wherein the connection is a connection to a web page asso-
ciated with the provisioning authority.
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46. The mobile communication device of claim 44,
wherein sending the provisioning request to the provisioning
authority further comprises sending a mobile device identifi-
cation number to the provisioning authority.

47. The mobile communication device of claim 44,
wherein the provisioning response is received over the wire-
less network.

48. The mobile communication device of claim 39,
wherein the provisioning request comprises at least one of a
user name, a mobile device identification number, and a ser-
vice plan selection.

49. The mobile communication device of claim 39,
wherein the provisioning request is for at least one service and
the provisioning response is for at least one service.

50. The mobile communication device of claim 39,
wherein the mobile device is registered for at least one service
with the wireless network upon receiving the provisioning
response.



