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(57) ABSTRACT 

A method for managing activity of a data Storage System, 
including at least partly managing and performing an opera 
tor interaction with the Storage System using a first proceSS 
ing System, and monitoring operation of the first processing 
System using a Second processing System. The method 
further includes detecting a failure in operation of the first 
processing System using the Second processing System and 
at least partly managing and performing the operator inter 
action using the Second processing System in response to 
detecting the failure. 
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REDUNDANT MANAGER FOR A STORAGE 
SYSTEM 

RELATED APPLICATIONS 

0001. This application is a continuation-in-part of appli 
cation Ser. No. 10/620,080, titled "Data Allocation in a 
Distributed Storage System,” and of application Ser. No. 
10/620.249, titled “Distributed Independent Cache 
Memory,” both filed 15 Jul. 2003, which are incorporated 
herein by reference. 

FIELD OF THE INVENTION 

0002 The present invention relates generally to computer 
management, and Specifically to management of a Storage 
System. 

BACKGROUND OF THE INVENTION 

0003. As data storage systems increase in size and com 
plexity, the need for the Systems to be protected against 
failure becomes more critical. Typical protection against 
failure, as is known in the art, consists of incorporating 
redundancy into input/output (I/O) operations. For example, 
a first and a Second processing unit within a storage System 
may be configured to perform a write operation. If the write 
operation is performed by the first processing unit, but the 
operation fails to complete Successfully, the Second proceSS 
ing unit may be configured to automatically take over the 
operation. The Second processing unit then completes the 
operation, and may be configured to automatically continue 
to operate in place of the first processing unit. A Storage 
System is typically configured to perform its I/O operations 
without interaction between the System and an operator of 
the System. 

SUMMARY OF THE INVENTION 

0004. In embodiments of the present invention, an opera 
tor interaction with a storage System is managed and imple 
mented in a redundant manner. To achieve the redundancy, 
first and Second processing Systems of the System are both 
configured to be able to manage and at least partly perform 
the operator interaction. The first processing System operates 
to manage and at least partly perform the interaction, and the 
Second processing System monitors the operation of the first 
System. On detection of a failure in operation of the first 
processing System, the Second processing System manages 
and at least partly performs the interaction. 
0005 Typically, a multiplicity of operator interactions 
occur in the Storage System. Each of the multiplicity of 
interactions is redundantly managed and at least partly 
performed by respective pairs of processing Systems, So that 
a failure of any one of the Systems causes the other pro 
cessing System of the pair to be activated. Incorporating 
redundancy into the management and performance of opera 
tor interactions improves the robustness of the Storage 
System. 

0006. In some embodiments of the present invention, 
each processing System comprises a respective processing 
unit coupled to a memory. The memory Stores Software 
which the processing unit reads to manage and at least partly 
perform the operator interactions. In Some embodiments, 
Some of the processing Systems have common processing 
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units and/or memories, the common units and/or memories 
being implemented So as to maintain complete redundancy 
for each operator interaction. 
0007. In some embodiments of the present invention, at 
least one additional processing System is able to manage and 
at least partly perform the operator interaction. On failure of 
the first processing System So that the Second processing 
System activates, one of the additional processing Systems 
activates to monitor the Second processing System, and 
replaces the Second System in the event of the latter failing. 
0008. There is therefore provided, according to an 
embodiment of the present invention, a method for manag 
ing activity of a data Storage System, including: 

0009 at least partly managing and performing an 
operator interaction with the Storage System using a 
first processing System; 

0010 monitoring operation of the first processing 
System using a Second processing System; 

0011) detecting a failure in operation of the first 
processing System using the Second processing Sys 
tem; and 

0012 at least partly managing and performing the 
operator interaction using the Second processing 
System in response to detecting the failure. 

0013 At least partly managing and performing the opera 
tor interaction typically includes performing an action 
wherein a response from the operator is intended. 
0014. In an embodiment, the method includes managing 
an input/output activity of the data Storage System. 

0015. In an alternative embodiment, the method includes 
at least partly de-activating the first processing System, in 
response to detecting the failure. 
0016. In an embodiment, the operator interaction may 
include at least one activity chosen from booting the data 
Storage System and Shutting down the System; at least one 
activity chosen from defining, modifying, and removing one 
of a Software and a hardware element of the data Storage 
System; at least one activity chosen from reacting to and 
initiating a modification of a configuration of the data 
Storage System; and/or at least one activity chosen from 
changing a graphic user interface and an administration 
element of the data Storage System. 
0017) 

0018 the second processing system at least partly 
managing and performing the operator interaction; 

0019 the first processing system monitoring the 
operation of the Second processing System; 

In an alternative embodiment, the method includes: 

0020 detecting a failure in operation of the second 
processing System using the first processing System; 
and 

0021 the first processing system at least partly man 
aging and performing the operator interaction in 
response to detecting the failure. 

0022. In a further alternative embodiment, the first pro 
cessing System includes a first processing unit communicat 
ing with a first memory and the Second processing System 
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includes a Second processing unit communicating with a 
Second memory. In yet another embodiment, the method 
includes a third processing System which at least partly 
manages and performs a further operator interaction with the 
Storage System, wherein the third processing System 
includes the Second processing unit communicating with a 
third memory. 
0023 The third processing system may at least partly 
manage and perform a further operator interaction with the 
Storage System, wherein the third processing System 
includes a third processing unit communicating with the 
Second memory. The Second processing System may at least 
partly manage and perform a further operator interaction 
with the Storage System. 
0024. In an embodiment, in at least partly managing and 
performing the operator interaction includes completely 
managing the operator interaction. 
0.025 There is further provided, according to an embodi 
ment of the present invention, apparatus for redundantly 
managing activity of a data Storage System, including: 

0026 a first processing system which is adapted to 
at least partly manage and perform an operator 
interaction with the Storage System; and 

0027 a second processing system which is adapted 
to monitor the first processing System, and in 
response to detecting a failure in operation of the first 
processing System, to at least partly manage and 
perform the operator interaction. 

0028) 
0029 the second processing system at least partly 
managing and performing the operator interaction; 

0030) the first processing system monitoring the 
operation of the Second processing System; 

0031 the first processing system detecting a failure 
in operation of the Second processing System; and 

0032 the first processing system at least partly man 
aging and performing the operator interaction in 
response to detecting the failure. 

In an embodiment, the apparatus further includes: 

0033. In an alternative embodiment, the first processing 
System includes a first processing unit communicating with 
a first memory and the Second processing System includes a 
Second processing unit communicating with a Second 
memory. 

0034. There is further provided, according to an embodi 
ment of the present invention, a method for managing 
activity of a data Storage System, including: 

0035 at least partly managing and performing an 
autonomous activity of the Storage System using a 
first processing System; 

0036 monitoring operation of the first processing 
System using a Second processing System; 

0037 detecting a failure in operation of the first 
processing System using the Second processing Sys 
tem; and 

0038 at least partly managing and performing the 
autonomous activity using the Second processing 
System in response to detecting the failure. 
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0039. In an embodiment the storage system is operative 
according to a protocol, and the autonomous activity is 
unrelated to the protocol. 
0040 Typically, the autonomous activity includes at least 
one activity chosen from automatic shut-down of the data 
Storage System, automatic re-configuration of a topology of 
the data Storage System, periodic monitoring of parameters 
to be sent to an operator of the data Storage System, and 
Scheduling a launch of backup activity of the System. 

0041. There is further provided, according to an embodi 
ment of the present invention, apparatus for managing 
activity of a data Storage System, including: 

0042 a first processing system which is adapted to 
at least partly manage and perform an autonomous 
activity of the Storage System; and 

0043 a second processing system which is adapted 
to monitor the first processing System, and in 
response to detecting a failure in operation of the first 
processing System, to at least partly manage and 
perform the autonomous activity. 

0044) The present invention will be more fully under 
stood from the following detailed description of the pre 
ferred embodiments thereof, taken together with the draw 
ings, a brief description of which is given below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

004.5 FIG. 1 is a schematic block diagram of a data 
Storage System, according to an embodiment of the present 
invention; 

0046 FIG. 2 is a schematic diagram illustrating a map 
ping of data between different elements of the System of 
FIG. 1 for an “all-caches-to-all-disks” configuration, 
according to an embodiment of the present invention; 

0047 FIG. 3 is a schematic diagram illustrating a map 
ping of data between different elements of the System of 
FIG. 1 for a “one-cache-to-one-disk’ configuration, accord 
ing to an embodiment of the present invention; 
0048 FIG. 4 is a schematic diagram illustrating a map 
ping of data between different elements of the System of 
FIG. 1 for an alternative “all-caches-to-all-disks” configu 
ration, according to an embodiment of the present invention; 

0049 FIG. 5 is a flow chart showing steps followed by 
the system of FIG. 1 on receipt of an input/output request 
from a host communicating with the System, according to an 
embodiment of the present invention; 

0050 FIG. 6 is a flow chart showing steps followed by 
the system of FIG. 1 on addition or removal of a cache or 
disk to/from the System, according to an embodiment of the 
present invention; 

0051 FIG. 7 is a block diagram illustrating functions 
performed by a System manager of the data Storage System 
of FIG. 1, according to an embodiment of the present 
invention; 

0052 FIG. 8 is a block diagram illustrating elements 
involved in non-input/output (I/O) activities, according to an 
embodiment of the present invention; and 
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0.053 FIG. 9 is a schematic diagram illustrating configu 
rations of non-I/O activity processing Systems, according to 
an embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0054) Reference is now made to FIG. 1, which is a 
Schematic block diagram of a storage System 10, according 
to an embodiment of the present invention. System 10 acts 
as a data memory for one or more host processors 52, which 
are coupled to the Storage System by any means known in the 
art, for example, via a network Such as the Internet or by a 
bus. Herein, by way of example, hosts 52 and system 10 are 
assumed to be coupled by a network 50. The data stored 
within System 10 is stored at logical addresses (LAS) in one 
or more slow access time mass Storage units, hereinbelow 
assumed to be one or more disks 12, by way of example, 
unless otherwise Stated. A System manager 54 allocates the 
LAS and also acts as a central control unit for System 10. 
0.055 System 10 is typically installed as part of a network 
attached storage (NAS) System, or as part of a storage area 
network (SAN) system, data and/or file transfer between 
system 10 and hosts 52 being implemented according to the 
protocol required by the type of System. For example, if 
system 10 is operative in a NAS system, data transfer is 
typically file based, using an Ethernet protocol; if System 10 
is operative in a SAN System, data transfer is typically Small 
computer system interface (SCSI) block based, using a fibre 
channel protocol. In a SAN System, LAS are typically 
grouped into logical units (LUS), allocated by manager 54. 
It will be appreciated, however, that embodiments of the 
present invention are not limited to any specific type of data 
transfer method or protocol. 
0056 System 10 comprises one or more substantially 
Similar interfaces 26 which receive input/output (IO) access 
requests for data in disks 12 from hosts 52. Each interface 
26 may be implemented in hardware and/or Software, and 
may be located in Storage System 10 or alternatively in any 
other Suitable location, Such as an element of network 50 or 
one of host processors 52. Between disks 12 and the 
interfaces are a Second plurality of interim caches 20, each 
cache comprising memory having fast access time, and each 
cache being at an equal level hierarchically. Each cache 20 
typically comprises random access memory (RAM), Such as 
dynamic RAM, and may also comprise Software. Caches 20 
are coupled to interfaces 26 by any Suitable fast coupling 
System known in the art, Such as a bus or a Switch, So that 
each interface is able to communicate with, and transfer data 
to and from, any cache. Herein the coupling between caches 
20 and interfaces 26 is assumed, by way of example, to be 
by a first cross-point Switch 14. Interfaces 26 operate Sub 
stantially independently of each other. Caches 20 and inter 
faces 26 operate as a data transfer System 27, transferring 
data between hosts 52 and disks 12. 

0057 Caches 20 are typically coupled to disks 12 by a 
fast coupling System. The coupling between the caches and 
the disks may be by a “second plurality of caches to first 
plurality of disks’ coupling, herein termed an “all-to-all” 
coupling, Such as a Second cross-point Switch 24. Alterna 
tively, one or more Subsets of the caches may be coupled to 
one or more Subsets of the disks. Further alternatively, the 
coupling may be by a “one-cache-to-one-disk’ coupling, 
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herein termed a “one-to-one” coupling, So that one cache 
communicates with one disk. The coupling may also be 
configured as a combination of any of these types of 
coupling. DiskS 12 operate Substantially independently of 
each other. 

0058 At setup of system 10 system manager 54 assigns 
a range of LAS to each cache 20. Manager 54 may Subse 
quently reassign the ranges during operation of System, and 
an example of Steps to be taken in the event of a change is 
described below with reference to FIG. 5. The ranges are 
chosen So that the complete memory address Space of disks 
12 is covered, and So that each LA is mapped to at least one 
cache; typically more than one is used for redundancy 
purposes. The LAS are typically grouped by an internal unit 
termed a “track,' which is a group of Sequential LAS, and 
which is described in more detail below. The assigned 
ranges for each cache 20 are typically Stored in each 
interface 26 as a Substantially similar table, and the table is 
used by the interfaces in routing IO requests from hosts 52 
to the caches. Alternatively or additionally, the assigned 
ranges for each cache 20 are Stored in each interface 26 as 
a Substantially similar function, or by any other Suitable 
method known in the art for generating a correspondence 
between ranges and caches. Hereinbelow, the correspon 
dence between caches and ranges, in terms of tracks, is 
referred to as track-cache mapping 28, and it will be 
understood that mapping 28 gives each interface 26 a 
general Overview of the complete cache address Space of 
system 10. 
0059. In arrangements of system 10 comprising an all 
to-all configuration, each cache 20 contains a track location 
table 21 specific to the cache. Each track location table 21 
gives its respective cache exact location details, on disks 12, 
for tracks of the range assigned to the cache. Track location 
table 21 may be implemented as Software, hardware, or a 
combination of software and hardware. The operations of 
track location table 21, and also of mapping 28, are 
explained in more detail below. 
0060 FIG. 2 is a schematic diagram illustrating a map 
ping of data between different elements of system 10 when 
the System comprises an all-to-all configuration 11, accord 
ing to an embodiment of the present invention. It will be 
appreciated that host processorS 52 may communicate with 
Storage System 10 using virtually any communication Sys 
tem known in the art. By way of example, hereinbelow it is 
assumed that the hosts communicate with System 10, Via 
network 50, according to an Internet Small Computer Sys 
tem Interface (iSCSI) protocol, wherein blocks of size 512 
bytes are transferred between the hosts and the system. The 
internal unit of data, i.e., the track, is defined by System 
manager 54 for System 10, and is herein assumed to have a 
size of 128 iSCSI blocks, i.e., 64 KB, although it will be 
appreciated that Substantially any other convenient size of 
track may be used to group the data. 

0061 Also by way of example, system 10 is assumed to 
comprise 16 caches 20, herein termed CaO, Ca1, ..., Ca14, 
Ca15, and 32 generally Similar diskS 12, each disk having a 
250 GB storage capacity, for a total disk storage of 8 TB. It 
will be understood that there is no requirement that disks 12 
have equal capacities, and that the capacities of diskS 12 
have substantially no effect on the performance of caches 20. 
The 32 disks are assumed to be partitioned into generally 
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Similar LUs, LU, where L is an identifying LU integer from 
0 to 79. The LUs include LU having a capacity of 100 GB. 
Each LU is Sub-divided into tracks, So that LU comprises 

100 GB 

0.062 tracks i.e., 1,562,500 tracks, herein termed TrO, 
Tr1, ..., Tr1562498, Tr1562499. (Typically, as is described 
further below, the LAS for any particular LU may be spread 
over a number of disks 12, to achieve well-balanced loading 
for the disks.) 
0.063. In system 10, each track of LU is assigned to a 
cache according to the following general mapping: 

Tr(n)->Ca(n mod 16) (1) 

0064 where n is the track number. 
0065 Mapping (1) generates the following specific map 
pings between tracks and caches: 

Tr(1)->Ca(1) 

Tr(15)->Ca(15) 

Tr(17)->Ca(1) 

Tr(1562498)->Ca(2) 

Tr(1562499)->Ca(3) (2) 

0.066 A similar mapping for each LU comprising disks 
12 may be generated. For example, an LU having a capacity 
of 50 GB is Sub-divided into 781,250 tracks, and each track 
of LU is assigned the following specific mappings: 

0067 Inspection of mappings (2) and (3) shows that the 
tracks of LU and of LU are Substantially evenly mapped to 
cache S 20. In general, for any LU, a general mapping for 
every track in disks 12 is given by: 

Tr(Ln)->Ca(n mod16) (4) 

0068) 
0069. It will be appreciated that mapping (4) is substan 
tially equivalent to a look-up table, Such as Table I below, 
that assigns Specific tracks to Specific caches, and that Such 
a look-up table may be stored in each interface in place of 
the mapping. 

the track number of LU: 
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TABLE I 

Track 

L Cache 

(LU identifier) (Track number) (0-15) 
O O O 
O 1. 1. 
O 2 2 
O 3 3 
O 4 4 

O 15 15 
O 16 O 

O 1562.498 2 
O 1562.499 3 
1. O O 
1. 1. 1. 

1. 17 1. 

1. 781249 1. 

0070 Mapping (4) and Table I are examples of corre 
sponding that assign each track comprised in diskS 12 to a 
Specific cache. Other examples of Such assignments will be 
apparent to those skilled in the art. While Such assignments 
may always be defined in terms of a look-up table Such as 
Table I, it will be appreciated that any particular assignment 
may not be defined by a simple function Such as mapping 
(4). For example, an embodiment of the present invention 
comprises a Table II where each track of each LU is assigned 
by randomly or pseudo-randomly choosing a cache between 
O and 15. 

TABLE II 

Track 

L Cache 

(LU identifier) (Track number) (0-15) 
O O 11 
O 1. O 

O 15 12 
O 16 2 

O 1562.498 14 
O 1562.499 13 
1. O 7 
1. 1. 5 
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TABLE II-continued 

Track 

L Cache 

(LU identifier) (Track number) (0-15) 
1. 17 12 

1. 781249 15 

0071 Configurations of system 10 that include an all-to 
all configuration Such as configuration 11 include track 
location table 21 in each cache 20 of the all-to-all configu 
ration. Track location table 21 is used by the cache to 
determine an exact disk location of a requested LU and 
track. Table III below is an example of track location table 
21 for cache Ca7, assuming that mapping 28 corresponds to 
Table I. In Table III, the values a, b, ..., f, . . . of the disk 
locations of the tracks, are allocated by System manager 54. 

TABLE III 

Cache Caf 

Track 

L Disk 
(LU identifier) (Track number) Location 

O 7 al 
O 23 b 

O 15624.87 C 
1. 7 d 
1. 23 e 

1. 15624.87 f 

0.072 FIG. 3 is a schematic diagram illustrating a map 
ping of data between different elements of system 10 when 
the System comprises a one-to-one configuration 13, accord 
ing to an embodiment of the present invention. In one-to-one 
configuration 13, tracks are assigned to caches on the basis 
of the disks wherein the tracks originate. FIG. 3, and Table 
IV below, shows an example of tracks So assigned. For the 
assignment of each track of system 10 defined by Table IV, 
there are assumed to be 16 generally similar disks 12, each 
disk having a whole number disk identifier D ranging from 
0 to 15 and 50 GB capacity, and each disk is assigned a 
cache. There are also assumed to be 8 LUs LU, where L is 
an integer from 0 to 7, of 100 GB evenly divided between 
the disks, according to mapping (5): 

Tr(Ln)->Disk(n mod16)=Ca(n mod16) (5) 
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TABLE IV 

Track 

L D 

(LU (Track (Disk identifier) Cache 
identifier) number) (0-15) (0-15) 

O-7 O O O 
1. 1. 1. 
2 2 2 

32.9999 15 15 
33OOOO O O 

76.1254 6 6 

10O2257 1. 1. 
1OO2258 2 2 

1562499 3 3 

0073. A mapping Such as mapping (4) or mapping (5), or 
a table Such as Table I, II, or IV, or a combination of Such 
types of mapping and tables, is incorporated into each 
interface 26 as its track-cache mapping 28, and spreads the 
LAS of the LUs substantially evenly across caches 20. The 
mapping used is a function of the coupling arrangement 
between caches 20 and disks 12. Track-cache mapping 28 is 
used by the interfaces to process IO requests from hosts 52, 
as is explained with respect to FIG. 5 below. The application 
titled “Data Allocation in a Distributed Storage System,” 
describes a System for mapping LAS to devices Such as 
caches 20 and/or disks 12, and Such a System is preferably 
used for generating track-cache mapping 28. 

0074 To achieve well-balanced loading across caches 20, 
System 10 generates even and Sufficiently fine “spreading 
of all the LAS over the caches, and it will be appreciated that 
track-cache mapping 28 enables System 10 to implement the 
even and fine Spread, and thus the well-balanced loading. 
For example, if in all-to-all configuration 11, or in one-to 
one configuration 13, caches 20 comprise Substantially equal 
capacities, it will be apparent that well-balanced loading 
occurs. Thus, referring back to mapping (1), Statistical 
considerations make it clear that the average IO transaction 
related with the LAS of LU is likely to use evenly all the 16 
caches available in the System, rather than any one of them, 
or any Subset of them, in particular. This is because LUo 
contains about 1.5 million tracks, and these tracks are now 
Spread uniformly and finely acroSS all 16 caches, thus 
yielding a well-balanced load for the IO activity pertaining 
to the caches, as may be true in general for any System where 
the number of tracks is far greater than the number of caches. 
Similarly, Spreading LAS evenly and Sufficiently finely 
amongst disks 12 leads to well-balanced IO activity for the 
diskS. 

0075 An example of a configuration with unequal cache 
capacities is described with reference to FIG. 4. 
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0.076 FIG. 4 is a schematic diagram illustrating a map 
ping of data between different elements of system 10 when 
the System comprises an alternative all-to-all configuration 
15, according to an embodiment of the present invention. 
Apart from the differences described below, configuration 
15 is generally similar to configuration 11, So that elements 
indicated by the same reference numerals in both configu 
rations are generally identical in construction and in opera 
tion. All-to-all configuration 15 comprises two caches 20, 
herein termed CaO and Ca1, Ca0 having approximately 
twice the capacity of Ca1. 
0.077 Trace-cache mapping 28 is implemented as map 
ping (6) below, or as Table V below, which is derived from 
mapping (6). 

Tr(Ln)->Ca(n mod3)mod2 (6) 
0078 where n is the track number of LU. 

TABLE V 

Track 

L Cache 

(LU identifier) (Track number) (0-1) 
O O O 
O 1. 1. 
O 2 O 
O 3 O 
O 4 1. 
O 5 O 
O 6 O 

O 15 O 
O 16 1. 
O 17 O 
O 18 O 

O 1562.499 O 
1. O O 
1. 1. 1. 

1. 15 O 
1. 16 1. 
1. 17 O 

1. 781249 1. 

0079 Mapping 28 is configured to accommodate the 
unequal capacities of CaO and Ca1 So that well-balanced 
loading of configuration 15 occurs. 
0080. By inspection of the exemplary mappings for con 
figurations 11, 13, and 15, it will be appreciated that map 
ping 28 may be configured to accommodate caches 20 in 
System 10 having Substantially any capacities, So as to 
maintain Substantially well-balanced loading for the System. 
It will also be appreciated that the loading generated by 
mapping 28 is Substantially independent of the capacity of 
any specific disk in System 10, Since the mapping relates 
caches to tracks. 
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0081 FIG. 5 is a flow chart showing steps followed by 
system 10 on receipt of an IO request from one of hosts 52, 
according to an embodiment of the present invention. Each 
IO request from a specific host 52 comprises Several param 
eters, Such as whether the request is a read or a write 
command, the LU to which the request is addressed, the first 
LA requested, and a number of blocks of data included in the 
request. 

0082 In an initial step 100, the IO request is transmitted 
to System 10 in one or more packets according to the 
protocol under which the hosts and the System are operating. 
The request is received by system 10 at one of interfaces 26, 
herein, for clarity, termed the request-receiving interface 
(RRI). 
0083) In a track identification step 102, the RRI identifies 
from the request the LAS from which data is to be read from, 
or to which data is to be written to. The RRI then determines 
one or more tracks corresponding to the LAS which have 
been identified. 

0084. In a cache identification step 104, the RRI refers to 
its mapping 28 to determine the caches corresponding to 
tracks determined in the third Step. For each track So 
determined, the RRI transferS a respective track request to 
the cache corresponding to the track. It will be understood 
that each track request is a read or a write command, 
according to the originating IO request. 

0085. In a cache response 106, each cache 20 receiving a 
track request from the RRI responds to the request. The 
response is a function of, inter alia, the type of request, i.e., 
whether the track request is a read or a write command and 
whether the request is a “hit' or a “miss.” Thus, data may be 
written to the LA of the track request from the cache and/or 
read from the LA to the cache. Data may also be written to 
the RRI from the cache and/or read from the RRI to the 
cache. If System 10 comprises an all-to-all configuration, 
and the response includes writing to or reading from the LA, 
the cache uses its track location table 21 to determine the 
location on the corresponding disk of the track for the LA. 

0086) The flow chart of FIG. 5 illustrates that there is 
Virtually no management activity of System 10 once an IO 
request has reached a specific interface 26. This is because 
the only activity performed by the is, as described above for 
StepS 102 and 104, identifying track requests and transmit 
ting the track requests to their respective caches 20. Simi 
larly, each cache 20 operates Substantially independently, 
Since once a track request reaches its cache, data is moved 
between the cache and the interface originating the request, 
and between the cache and the required disk, as necessary, 
to Service the request. 
0087 FIG. 6 is a flow chart showing steps followed by 
system 10 on addition or removal of a cache or disk from 
System 10, according to an embodiment of the present 
invention. In a first step 120, a cache or disk is added or 
removed from System 10. In an update Step 122, System 
manager 54 updates mapping 28 and/or track location table 
21 to reflect the change in system 10. In a redistribution step 
124, system manager 54 redistributes data on disks 12, if the 
change has been a disk change, or data between caches 20, 
if the change is a cache change. The redistribution is 
according to the updated mapping 28, and it will be under 
stood that the number of internal IO transactions generated 
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for the redistribution is dependent on changes effected in 
mapping 28. Once redistribution is complete, system 10 then 
proceeds to operate as described with reference to FIG. 4. It 
will thus be apparent that system 10 is substantially perfectly 
Scalable. 

0088 Referring back to FIGS. 1, 2, and 3, redundancy 
for caches 20 and/or disks 12 may be easily incorporated 
into system 10. The redundancy may be implemented by 
modifying track-cache mapping 28 and/or track location 
table 21, so that data is written to more than one cache 20, 
and may be read from any of the caches, and also So that data 
is Stored on more than one disk 12. 

0089 Mapping (7) below is an example of a mapping, 
Similar to mapping (4), that assigns each track to two caches 
20 of the 16 caches available, So that incorporating mapping 
(7) as track-cache mapping 28 in each interface 26 will form 
a redundant cache for each cache of System 10. 

Ca(n mod8) (7) 

0090. In processing an IO request, as described above 
with reference to FIG. 5, the interface 26 that receives the 
IO request may generate a track request (cache identification 
step 104) to either cache defined by mapping (7). 
0091 Table VI below is an example of a table for cache 
Ca7, similar to Table III above, that assumes each track is 
written to two separate diskS 12, thus incorporating disk 
redundancy into system 10. The specific disk locations for 
each track are assigned by System manager 54. A table 
similar to Table VI is incorporated as track location table 21 
into each respective cache 20. 

TABLE VI 

Cache Caf 

Track 

L Disk 
(LU identifier) (Track number) Location 

O 7 a1, a2 
O 23 b1, b2 

O 15624.87 c1 c2 
1. 7 d1 d2 
1. 23 e1, e2 

1. 15624.87 f1, f2. 

0092. As described above with reference to cache 
response step 106 (FIG. 5), the cache that receives a specific 
track request may need to refer to track location table 21. 
This reference generates a read or a write, So that in the case 
of Table VI, the read may be to either disk assigned to the 
Specific track, and the write is to both disks. 
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0093. It will be appreciated that other forms of redun 
dancy known in the art, apart from those described above, 
may be incorporated into System 10. For example, a write 
command to a cache may be considered to be incomplete 
until the command has also been performed on another 
cache. All Such forms of redundancy are assumed to be 
comprised within the present invention. 
0094 FIG. 7 is a block diagram illustrating functions 
performed by System manager 54, according to an embodi 
ment of the present invention. Manager 54 at least partly 
manages and at least partly implements non-I/O activities 
202, comprising activities performed during the course of 
operation of system 10 which involve interaction, or the 
expectation of an interaction, between operator 204 and 
System 10. The expectation of an interaction typically com 
prises an action by System 10, Such as an automatic display 
of information to operator 204, which is intended to be 
responded to by the operator, possibly at Some time after the 
System action. Such non-I/O activities are also referred to 
herein as operator interactions. 

0095 Non-I/O activities 202 also comprise autonomous 
activities taken by System 10, Such autonomous activities 
typically comprising activities internal to the System which 
do not require an operator interaction, and which are unre 
lated to any protocol under which System 10 operates as part 
of its interaction with the host. Examples of autonomous 
System activities include automatic shut-down of System 10, 
(which may typically occur in the event of a long-term 
power failure), automatic re-configuration of a topology of 
the System, (typically in the event of a partial failure of a 
component of the System), periodical monitoring of certain 
parameters to be sent to the operator, and Scheduling the 
launching of backup activity. 

0096. The management of any specific operator interac 
tion typically comprises internal checks, by a PU performing 
the activity, that aspects of the activity have been correctly 
performed. 

0097. In some embodiments of the present invention, 
manager 54 may at least partially perform I/O activities 200, 
as indicated by the broken line in FIG. 7. Functions covered 
by I/O activities 200 comprise input requests for reading or 
writing of data from hosts 52, transfer of the requests 
between interfaces 26, caches 20, and disks 12, as well as 
transfer of data being written or read between hosts 52 and 
system 10. 

0098 FIG. 8 is a block diagram illustrating elements 
involved in non-I/O activities 202, according to an embodi 
ment of the present invention. In order to perform functions 
comprised in non-I/O activities 202, operator 204 commu 
nicates with storage system 10, typically via a monitor 208 
and a keypad 206 which allow the storage system and the 
operator to interact. 
0099 Non-I/O activities 202 are implemented in storage 
system 10 in a fully redundant manner. In order to fulfil the 
redundancy, and as described in more detail below, both 
Software and hardware elements used in performing the 
non-I/O activities are at least duplicated, So that a failure of 
any one of the elements does not affect the ability to perform 
the non-I/O activities. Specifically, two or more processing 
Systems which are able to perform each operator interaction 
are implemented in System 10. The two or more processing 
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Systems for each non-I/O activity are also referred to here 
inbelow as a redundant combination. 

0100. In an embodiment of the present invention, the two 
or more processing Systems for a Specific operator interac 
tion are configured to share the tasks involved in performing 
the interaction, as well as to monitor each others activity. In 
this configuration, all processing Systems are “active,” and 
Such a configuration is termed an “active-active' configu 
ration. In the event of a failure of one of the active Systems, 
the remaining active System or Systems take over the tasks 
performed by the failed system. 
0101. In an alternative embodiment of the present inven 
tion, one active System, of the two or more processing 
Systems for a specific operator interaction, is configured to 
perform the tasks involved in the interaction. The remaining 
System or Systems are configured as “passive' systems, 
which do not perform tasks required by the operator inter 
action while the active System is functioning correctly. Such 
a configuration is termed an “active-passive' configuration. 
At least one of the passive Systems monitors the operation of 
the active system. In the event of a failure of the active 
System, one or more of the passive Systems take over the 
tasks performed by the failed System. 
0102) For clarity, unless otherwise stated, the redundant 
management System described herein is assumed to be 
configured as an active-passive System. However, it will be 
appreciated that the description, mutatis mutandis, also 
applies to an active-active System. 
0103) In the following description for FIG. 8, unless 
otherwise Stated it is assumed that each processing System 
comprises a processing unit coupled to a respective memory, 
the memory comprising Software enabling the processing 
unit to perform the non-I/O activity of the processing 
system. (FIG. 9, and its associated description, is illustrative 
of examples of alternative methods for implementing the 
redundant combinations.) For clarity, each non-I/O activity 
redundant combination described with reference to FIG. 8 is 
assumed to comprise two processing Systems; it will be 
appreciated, however, that any of the redundant combina 
tions may comprise more than two processing Systems, So 
that in the event of a failure of one of the systems, full 
redundancy of the non-I/O activity may be maintained. 
0104 For each operation interaction, the processing Sys 
tems comprised within each Specific redundant combination 
monitor each other for occurrence of a failure. In the event 
of a failure in one of the processing Systems of a combina 
tion, another of the processing Systems of the combination 
takes over, the other processing System being activated to 
perform the interaction. It will be appreciated that the 
process of another processing System taking over perfor 
mance of the activity may comprise at least partly de 
activating the System wherein the failure has occurred, if the 
failure has not caused Such a de-activation. 

0105. A first boot/shut down software 212 is stored in a 
memory 214 which is accessed by a processing unit 210. A 
second boot/shut down software 218 is stored in a memory 
220 which is accessed by a processing unit 216. Software 
212, memory 214, and unit 210 form a first boot/shut down 
processing system 211. Software 218, memory 220, and unit 
216 form a second boot/shut down processing system 213. 
A boot/shutdown redundant combination 215 comprises 
processing Systems 211 and 213. 
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0106 Most preferably, both memory 214 and memory 
220 comprise non-volatile memories, Such as read only 
memories (ROMs) and/or disks. Softwares 212 and 218 both 
comprise bootstrap loader programs and the operating Sys 
tems which the respective loader programs read into random 
access memories (RAMs). Boot/shut down softwares 212 
and 218 are substantially similar, and the tasks performed by 
these softwares comprise both “cold' and “warm' boots. 
Operator 204 may choose, according to circumstances, to 
perform a cold or a warm boot. 
0107 Softwares 212 and 218 also both comprise sub 
Stantially similar shut down procedures, enabling operator 
204 to safely close all files and applications running on 
system 10, and to log out, so that system 10 may be safely 
powered down. 
0.108 Typically, operator 204 performs a boot or a shut 
down of system 10 by invoking a default boot/shut down 
processing System, herein assumed to be System 211, Via 
keypad 206 and/or monitor 208 and boot/shut down controls 
233 therein. During operation of system 211, system 213 
monitorS System 211, and in the event of a failure of System 
211, system 213 takes over the boot or shut down activity. 
0109) A first define/modify/remove software 224 is 
Stored in a memory 226 which is accessed by a processing 
unit 222. A second define/modify/remove Software 230, 
Substantially similar to Software 224, is Stored in a memory 
232 which is accessed by a processing unit 228. Memories 
226 and 232 typically comprise volatile random access 
memory (RAM) to which software 224 and 230 are respec 
tively written during booting of system 10. A first define/ 
modify/remove processing System 221 comprises Software 
224, memory 226, and unit 222. Software 230, memory 232, 
and unit 228 form a second define/modify/remove process 
ing system 223. Processing systems 221 and 223 form a 
define/modify/remove redundant combination 225. 

0110 Softwares 224 and 230 enable operator 204 to 
define, modify, and/or remove a logical unit (LU), a file 
System, and/or a physical element of System 10. For 
example, the Softwares enable the operator to increase the 
amount of memory allocated to a specific LU by adding a 
disk 12 to system 10. Softwares 224 and 230 operate via 
controls 234 comprised in monitor 208 and keypad 206, and 
the Softwares themselves may be implemented to partly or 
completely define the controls. Such controls comprise part 
of a graphical user interface (GUI) of system 10, and are 
well known in the art. 

0111 Operator 204 typically performs the activities of 
Softwares 224 or 230 by invoking a default define/modify/ 
remove processing System, herein assumed to be System 
221, via keypad 206 and/or monitor 208 and define/modify/ 
remove controls 234. During operation of System 221, 
system 223 monitors system 221, and in the event of a 
failure of system 221, system 223 takes over the define/ 
modify/remove activity. 

0112 A first change configuration software 236 is stored 
in a memory 238 which is accessed by a processing unit 240. 
A Second change configuration Software 244, Substantially 
similar to software 236, is stored in a memory 246 which is 
accessed by a processing unit 242. Software 236, memory 
238, and unit 240 form a first change configuration process 
ing system 241. Software 244, memory 246, and unit 242 
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form a Second change configuration processing System 243. 
A change configuration redundant combination 245 com 
prises processing Systems 241 and 243. 
0113 Memories 238 and 246 typically comprise RAM to 
which the softwares are written during booting of system 10. 
Controls 248 in monitor 208 and keypad 206 allow operator 
204 to implement functions determined by the change 
configuration Software, and the Softwares may be imple 
mented to at least partly define the controls. 
0114 Change configuration softwares 236 and 244 allow 
operator 204 to react to and/or initiate modifications of the 
configuration of System 10. Such modifications may occur, 
for example, in the case of an addition or removal of one of 
the elements of the System. The modifications may also be 
implemented to allow the operator to make a change in 
configuration by internal rearrangement of the elements of 
the System. For example, the Softwares are most preferably 
enabled to allow the operator to change at least Some of the 
disks and caches of a System which has been configured to 
operate in an all-to-all configuration, as described above 
with respect to FIG. 1, to a one-to-one configuration, 
corresponding to the configuration of FIG. 3. 
0115 Change configuration combination 245 enables 
operator 204 to change the configuration of system 10 by 
invoking a default System of the combination, herein 
assumed to be system 241. Substantially as described above 
with reference to redundant combinations 215 and 225, 
during operation of system 241, System 243 monitors System 
241, and takes over the change configuration activity in the 
event of a failure in system 241. 
0116. A first graphic user interface (GUI)/administration 
Software 252 is stored in a memory 250 which is accessed 
by a processing unit 248. A second GUI/administration 
Software 256, Substantially similar to software 252, is stored 
in a memory 260 which is accessed by a processing unit 254. 
Memories 250 and 260 typically comprise RAM. Software 
252, memory 250, and unit 248 form a first GUI/adminis 
tration processing system 261. Software 256, memory 260, 
and unit 254 form a Second GUI/administration processing 
system 243. A GUI/administration redundant combination 
265 comprises processing systems 261 and 263. 
0117 Controls 262 of monitor 208 and keypad 206 allow 
operator 204 to implement functions determined by the 
GUI/administration Software. Softwares 252 and 256 may 
also be implemented to at least partly define the controls. 
0118 Softwares 252 and 256 enable operator 204 to 
change how an interface used on monitor 208 appears to the 
operator, including Such variables as exactly which infor 
mation about system 10 is presented, how the information is 
presented, and how actions by the operator may be applied 
to the system. The Softwares also enable operator 204 to 
administer System 10, by providing to the operator Statistics 
on operation of the various elements of the System, as well 
as providing details on the configuration of the various 
elements. Such Statistics may include values which track 
numbers and/or rates of accesses to disks and/or caches of 
the System. In the case of the caches the Statistics most 
preferably include fractions of I/O requests which are “hits;” 
in the case of the disks the Statistics typically include 
fractions of disks which are used/available. 

0119) Combination 265 enables operator 204 to alter the 
GUI of system 10, and also to administer the system, by 
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invoking a default processing System of the combination, 
herein assumed to be system 261. Substantially as described 
above, system 263 monitors the operation of system 261, 
and takes over the GUI/administration activity in the event 
of a failure in system 261. 
0120) A first autonomous activities software 272 is stored 
in a memory 270 which is accessed by a processing unit 268. 
A Second autonomous activities Software 276, Substantially 
similar to software 272, is stored in a memory 280 which is 
accessed by a processing unit 274. Memories 270 and 280 
typically comprise RAM. Software 272, memory 270, and 
unit 268 form a first autonomous activities processing Sys 
tem 281. Software 276, memory 280, and unit 274 form a 
Second autonomous activities processing System 263. An 
autonomous activities redundant combination 285 com 
prises processing systems 281 and 283. 
0121 Softwares 272 and 276 enable system 10 to per 
form autonomous activities of the System, Such as are 
exemplified above, and combination 285 enables the system 
to perform the autonomous activities by invoking a default 
processing System of the combination, herein assumed to be 
system 281. Substantially as described above, system 283 
monitors the operation of System 281, and takes over the 
autonomous activities in the event of a failure in system 281. 
0.122 AS described above, each default system is moni 
tored for failure during the course of its operation. It will be 
understood that the monitoring may take Substantially any 
appropriate form known in the art. For example, the moni 
toring may comprise Self-checks by the default System, the 
failure of one of these Self-checks triggering operation of a 
non-default processing System. It will also be understood 
that the monitoring is most preferably performed on the 
integrity of both the processing unit and the memory of a 
processing System, as well as on the results of operations 
performed by the processing System. 
0123 FIG. 9 is a schematic diagram illustrating configu 
rations of non-I/O activity processing Systems, according to 
an embodiment of the present invention. A configuration 300 
comprises a dedicated PU 302 which communicates with a 
dedicated memory 304. Non-I/O activity software 306 is 
written to the memory. PU 302, memory 304, and software 
306 form a processing system 310. Processing system 310 is 
one of the systems of a redundant combination 311, but for 
clarity the one or more other Systems of the redundant 
combination are not shown. Configuration 300 is an 
example of the configurations of the processing Systems 
described with respect to FIG. 8. 
0.124. A configuration 320 comprises a PU 322 which 
communicates with a first memory 324 and a Second 
memory 326. A first non-I/O activity software 330 is written 
to memory 324. A second non-I/O activity software 328 is 
written to memory 326. A first processing system 332 
comprises PU 322, memory 324 and Software 330; a second 
processing system 334 comprises PU 322, memory 326 and 
Software 328. Processing system 332 is one of the systems 
of a redundant combination 325, and processing system 334 
is one of the systems of a redundant combination 327. (For 
clarity, the other systems of combinations 325 and 327 are 
not shown.) Configuration 320 is an example of processing 
Systems formed from one processing unit communicating 
with two or more memories. 

0.125 Failure of processing system 332 requires activa 
tion of another system of combination 325. Depending on 



US 2005/0015658 A1 

the failure, failure of processing System 332 may or may not 
require activation of another system of combination 327. For 
example, if the failure is determined to be in memory 324, 
and the integrity of system 334 is unaffected, there may be 
no need de-activate System 334 and activate another System 
of combination 327. Conversely, if the failure is in PU 322, 
systems 332 and 334 need to be de-activated if this is not 
already the case due to the failure, and activation of the other 
systems of combinations 325 and 327 is required. 
0126. A configuration 340 comprises a first PU 344 and 
a second PU 342 which communicate with a single memory 
346. A first non-I/O activity software 350 and a second 
non-I/O activity Software 348 are written to memory 346. A 
first processing system 354 comprises PU 344, memory 346 
and software 350; a second processing system 352 com 
prises PU 342, memory 346 and software 348. Processing 
system 354 is one of the systems of a redundant combination 
345, and processing system 352 is one of the systems of a 
redundant combination 347. Configuration 340 is an 
example of processing Systems formed from two or more 
processing units communicating with a single memory. 

0127 Failure of processing system 354 requires activa 
tion of another system of combination 345. The failure may 
or may not require activation of another System of combi 
nation 347, depending on which element of system 354 has 
failed. 

0128. A configuration 360 comprises a PU 362 which 
communicates with a single memory 368. A first non-I/O 
activity Software 370 and a second non-I/O activity software 
372 are written to memory 368. A first processing system 
364 comprises PU 362, memory 368 and software 370; a 
second processing system 366 comprises PU 362, memory 
368 and software 372. Processing system 364 is one of the 
Systems of a redundant combination 365, and processing 
system 366 is one of the systems of a redundant combination 
367. Configuration 360 is an example of processing systems 
formed from a single processing unit communicating with a 
Single memory, the latter having two or more non-I/O 
Softwares written therein. 

0129. Failure of processing system 364 requires activa 
tion of another system of combination 365. The failure 
typically also requires activation of another System of com 
bination 367, unless the failure is only in software 370. 
0130. It will be appreciated that tasks referred to herein 
above as being performed by a specific processing unit may 
be performed by two or more processing units operating 
together. Such processing units may be implemented in a 
distributed or non-distributed configuration. Similarly, 
memories wherein the software for the specific non-I/O 
activities is Stored may also be implemented in a distributed 
or non-distributed configuration. It will also be appreciated 
that a processing unit which performs or is adapted to 
perform tasks of a particular non-I/O activity may be imple 
mented to perform tasks other than those required for the 
non-I/O activity, Such as interaction with an operating Sys 
tem software of system 10, or an I/O activity. 
0131) A data Storage System typically comprises one or 
more interfaces coupled to external hosts, mass Storage 
non-volatile media Such as disks, and caches which are 
coupled between the one or more interfaces and the mass 
storage media. While the embodiments described above 
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have referred to Specific configurations of interfaces, caches, 
and non-volatile Storage devices, it will be appreciated that 
the Scope of the present invention includes all Storage 
Systems comprising interfaces, caches and non-volatile Stor 
age devices. 
0.132. It will thus be appreciated that the embodiments 
described above are cited by way of example, and that the 
present invention is not limited to what has been particularly 
shown and described hereinabove. Rather, the scope of the 
present invention includes both combinations and Subcom 
binations of the various features described hereinabove, as 
well as variations and modifications thereof which would 
occur to perSons Skilled in the art upon reading the foregoing 
description and which are not disclosed in the prior art. 
We claim: 

1. A method for managing activity of a data Storage 
System, comprising: 

at least partly managing and performing an operator 
interaction with the Storage System using a first pro 
cessing System; 

monitoring operation of the first processing System using 
a Second processing System; 

detecting a failure in operation of the first processing 
System using the Second processing System; and 

at least partly managing and performing the operator 
interaction using the Second processing System in 
response to detecting the failure. 

2. The method according to claim 1, wherein at least 
partly managing and performing the operator interaction 
comprises performing an action wherein a response from the 
operator is intended. 

3. The method according to claim 1, and comprising 
managing an input/output activity of the data Storage Sys 
tem. 

4. The method according to claim 1, and comprising at 
least partly de-activating the first processing System, in 
response to detecting the failure. 

5. The method according to claim 1, wherein the operator 
interaction comprises at least one activity chosen from 
booting the data Storage System and shutting down the 
System. 

6. The method according to claim 1, wherein the operator 
interaction comprises at least one activity chosen from 
defining, modifying, and removing one of a Software and a 
hardware element of the data Storage System. 

7. The method according to claim 1, wherein the operator 
interaction comprises at least one activity chosen from 
reacting to and initiating a modification of a configuration of 
the data Storage System. 

8. The method according to claim 1, wherein the operator 
interaction comprises at least one activity chosen from 
changing a graphic user interface and an administration 
element of the data Storage System. 

9. The method according to claim 1, and comprising: 
the Second processing System at least partly managing and 

performing the operator interaction; 
the first processing System monitoring the operation of the 

Second processing System; 
detecting a failure in operation of the Second processing 

System using the first processing System; and 
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the first processing System at least partly managing and 
performing the operator interaction in response to 
detecting the failure. 

10. The method according to claim 1, wherein the first 
processing System comprises a first processing unit commu 
nicating with a first memory and the Second processing 
System comprises a Second processing unit communicating 
with a Second memory. 

11. The method according to claim 10, and comprising a 
third processing System which at least partly manages and 
performs a further operator interaction with the Storage 
System, and wherein the third processing System comprises 
the Second processing unit communicating with a third 
memory. 

12. The method according to claim 10, and comprising a 
third processing System which at least partly manages and 
performs a further operator interaction with the Storage 
System, and wherein the third processing System comprises 
a third processing unit communicating with the Second 
memory. 

13. The method according to claim 10, and comprising the 
Second processing System at least partly managing and 
performing a further operator interaction with the Storage 
System. 

14. The method according to claim 1, wherein at least 
partly managing and performing the operator interaction 
comprises completely managing the operator interaction. 

15. Apparatus for redundantly managing activity of a data 
Storage System, comprising: 

a first processing System which is adapted to at least partly 
manage and perform an operator interaction with the 
Storage System; and 

a Second processing System which is adapted to monitor 
the first processing System, and in response to detecting 
a failure in operation of the first processing System, to 
at least partly manage and perform the operator inter 
action. 

16. The apparatus according to claim 15, wherein at least 
partly managing and performing the operator interaction 
comprises performing an action wherein a response from the 
operator is intended. 

17. The apparatus according to claim 15, wherein at least 
one of the first and the Second processing Systems manage 
an input/output activity of the data Storage System. 

18. The apparatus according to claim 15, wherein the 
Second processing System at least partly de-activates the first 
processing System in response to detecting the failure. 

19. The apparatus according to claim 15, wherein the 
operator interaction comprises at least one activity chosen 
from booting the data Storage System and Shutting down the 
System. 

20. The apparatus according to claim 15, wherein the 
operator interaction comprises at least one activity chosen 
from defining, modifying, and removing one of a Software 
and a hardware element of the data Storage System. 

21. The apparatus according to claim 15, wherein the 
operator interaction comprises at least one activity chosen 
from reacting to and initiating a modification of a configu 
ration of the data Storage System. 

22. The apparatus according to claim 15, wherein the 
operator interaction comprises at least one activity chosen 
from changing a graphic user interface and an administration 
element of the data Storage System. 
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23. The apparatus according to claim 15, and comprising: 

the Second processing System at least partly managing and 
performing the operator interaction; 

the first processing System monitoring the operation of the 
Second processing System; 

the first processing System detecting a failure in operation 
of the Second processing System; and 

the first processing System at least partly managing and 
performing the operator interaction in response to 
detecting the failure. 

24. The apparatus according to claim 15, wherein the first 
processing System comprises a first processing unit commu 
nicating with a first memory and the Second processing 
System comprises a Second processing unit communicating 
with a Second memory. 

25. The apparatus according to claim 24, and comprising 
a third processing System which at least partly manages and 
performs a further operator interaction with the Storage 
System, and wherein the third processing System comprises 
the Second processing unit communicating with a third 
memory. 

26. The apparatus according to claim 24, and comprising 
a third processing System which at least partly manages and 
performs a further operator interaction with the Storage 
system, and wherein the third processing system comprises 
a third processing unit communicating with the Second 
memory. 

27. The apparatus according to claim 24, and comprising 
the Second processing System at least partly managing and 
performing a further operator interaction with the Storage 
System. 

28. The apparatus according to claim 15, wherein at least 
partly managing and performing the operator interaction 
comprises completely managing the operator interaction. 

29. A method for managing activity of a data Storage 
System, comprising: 

at least partly managing and performing an autonomous 
activity of the Storage System using a first processing 
System; 

monitoring operation of the first processing System using 
a Second processing System; 

detecting a failure in operation of the first processing 
System using the Second processing System; and 

at least partly managing and performing the autonomous 
activity using the Second processing System in response 
to detecting the failure. 

30. The method according to claim 29, wherein the 
Storage System is operative according to a protocol, and 
wherein the autonomous activity is unrelated to the protocol. 

31. The method according to claim 29, wherein the 
autonomous activity comprises at least one activity chosen 
from automatic shut-down of the data Storage System, auto 
matic re-configuration of a topology of the data Storage 
System, periodic monitoring of parameters to be Sent to an 
operator of the data Storage System, and Scheduling a launch 
of backup activity of the System. 
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32. Apparatus for managing activity of a data Storage 
System, comprising: 

a first processing System which is adapted to at least partly 
manage and perform an autonomous activity of the 
Storage System; and 

a Second processing System which is adapted to monitor 
the first processing System, and in response to detecting 
a failure in operation of the first processing System, to 
at least partly manage and perform the autonomous 
activity. 
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33. The apparatus according to claim 32, wherein the 
Storage System is operative according to a protocol, and 
wherein the autonomous activity is unrelated to the protocol. 

34. The apparatus according to claim 32, wherein the 
autonomous activity comprises at least one activity chosen 
from automatic shut-down of the data Storage System, auto 
matic re-configuration of a topology of the data Storage 
System, periodic monitoring of parameters to be Sent to an 
operator of the data Storage System, and Scheduling a launch 
of backup activity of the System. 
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