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(57) ABSTRACT 

Readily available mobile computing devices and electronic 
display signs that are associated with particular locations are 
used to provide enhanced location specific services to cus 
tomers in a secure manner. A customer at enterprise premises 
can access the available services published by the enterprise 
by capturing information from an electronic display sign 
using an authentic mobile computing device application. 
Non-reproducible content is displayed on the electronic dis 
play signs to enable authentication of a mobile computing 
device application, where the mobile computing device appli 
cation once authenticated acts as a trusted endpoint to publish 
the enterprise services. Hardware investment for the enter 
prise is reduced, and shortcomings of existing network based 
location specific services are overcome. 

14 Claims, 11 Drawing Sheets 
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LOCATION SPECIFIC PERSONALZED 
ENTERPRISE SERVICES USINGVIDEO 

SIGNATURE OF ANELECTRONIC DISPLAY 

RELATED APPLICATION 

This application claims benefit of provisional U.S. Patent 
Application No. 61/520,427 of the present inventors filed Jun. 
10, 2011, titled, SYSTEM TO PROVIDE LOCATION SPE 
CIFIC PERSONALIZED ENTERPRISE SERVICES 
USING LOCATION IDENTIFICATION BASED ON A 
VIDEO SIGNATURE OF AN ELECTRONIC DISPLAY 
VALIDATED THROUGH A MOBILE COMPUTING 
DEVICE APPLICATION, incorporated herein by reference. 

BACKGROUND 

Present day enterprises use hardware. Such as kiosks, hand 
held devices, etc., and applications integrated to this hardware 
to provide location specific services to their customers. Pur 
chase and maintenance of the hardware is expensive. Typi 
cally, the services are not personalized to the customer. 

BRIEF DESCRIPTION OF THE DRAWING 
FIGURES 

The present invention may be understood from the follow 
ing description in conjunction with the appended drawing 
figures. In the drawing: 

FIG. 1 is a diagram illustrating the operational aspects of 
downloading a customer specific mobile computing device 
application. 

FIG. 2 is a diagram illustrating a customer specific mobile 
computing device application initiation process. 

FIG. 3 is a diagram illustrating a messaging sequence that 
takes place when accessing enterprise services via the down 
loaded customer specific mobile computing device applica 
tion. 

FIG. 3A is a diagram illustrating two mobile computing 
device applications accessing the same electronic display 
sign on a same location simultaneously. 

FIG. 3B is a diagram illustrating two mobile computing 
device applications accessing two different electronic display 
signs at two different locations simultaneously. 

FIG. 4 is a diagram illustrating a frame pattern displayed on 
the electronic display sign interchangeably with a 2D item 
code. 

FIG. 5A is a diagram illustrating video signature genera 
tion pattern on Successive frames displayed on the electronic 
display sign. 

FIG. 5B is a diagram illustrating a video signature verifi 
cation process. 

FIG. 5C is a diagram illustrating a camera view of the 
mobile application without viewport masking. 
FIG.5D is a diagram illustrating view port masking of the 

display of the mobile computing device, inducing movement 
of the camera. 

FIG. 5E is a diagram a motion pattern generated based on 
the induced movement. 

FIG. 5F is a diagram a received motion pattern signal 
generated based on the induced movement. 

FIG. 6 is a diagram illustrating main components of the 
mobile computing device application used by the present 
system. 

FIG. 7 is a diagram illustrating the contents of a 2D barcode 
displayed in a single frame. 
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2 
FIG. 8 is a diagram illustrating generation of processed 

output from raw frames captured by the mobile computing 
device application. 

FIG. 8A is a diagram illustrating a video processing algo 
rithm used in FIG. 8. 

FIG. 9 is a diagram illustrating an example of video signa 
ture verification in accordance with the method of FIG. 5B. 

DETAILED DESCRIPTION 

Summary 
Mobile computing devices (mobile electronic devices) 

Such as Smartphones, PDAs, etc. are becoming popular, and 
a majority of these includes a camera, internet connectivity 
and the ability to download external applications. As 
described herein, a mobile computing device application is 
used as a trusted end point of the enterprise to provide loca 
tion based services. One application can be to display the “in 
store' price details of merchandise on a customer Smart 
phone. 

In one embodiment, a readily available mobile computing 
device is used to provide location specific services to the 
customer in a secure manner using electronic display signs 
associated to a given physical location. The electronic display 
signs display a one-time video signature that guarantees the 
physical presence of the customer to ensure that location 
specific services are not provided if the customer is not physi 
cally present. The readily available network based services 
(for example but not limited to GPS, GSM Cell, location 
based services using WiFi/WiMAX location services) do not 
provide the level of accuracy that is expected by enterprises. 

For example, a customer at a retail store using an authentic 
mobile computing device application can take a picture or 
Video of the electronic display sign, which displays informa 
tion including location information and retailer information. 
The mobile computing device application generates a unique 
signature token, which is used to communicate with the Ser 
vices of the retailer in a secure way. The process ensures that 
the customer is present in front of the electronic display sign 
while accessing the available services offered by the retailer. 
Thereafter, personalized services offered by the retailer such 
as store location specific pricing may be displayed on the 
mobile computing device of the customer. 
The present system provides a secure way to identify loca 

tion information and provides a secure mean to access enter 
prise services (FIG. 3, 103) using a mobile computing device 
application (FIG. 3, 102). The mobile computing device 
application can be downloaded, for example, via the internet 
after registering with an enrollment service (FIG. 1, 105) 
published via the internet. 

Customer Enrollment Process 
As illustrated in FIG. 1, the customer can connect to the 

enrollment service 105 via the customer's mobile computing 
device 102, provide personal information such as, for 
example, name, email address etc. (Step 1), and download a 
generic mobile computing device application to the mobile 
computing device 102 (Step 2). The enrollment server 105 
sends a notification by way of email or SMS to the registered 
customer 106 indicating a PIN number (Step 3). Then the 
customer 106 enters the PIN number into the generic mobile 
computing device application to retrieve unique information 
pertaining to the mobile computing device 102 (Step 4). 
These details, which may include, for example, IMEI, IMSI, 
(International Mobile Subscriber Identity), ESN (Equipment 
Serial Number), ICC-ID (Integrated Circuit Card Identifier), 
are sent to the enrollment server to dynamically generate a 
customer specific mobile computing device application (Step 
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5). This customer specific mobile computing device applica 
tion, along with an encryption key (e.g., a DUKPT Root Key) 
for the given customer is downloaded to the target mobile 
computing device 102 (Step 6). This customer specific 
mobile computing device application will not function on any 
other device. 
Main components of the mobile computing device appli 

cation 102 are illustrated in FIG. 6. In one embodiment, they 
include security services 602, a configuration manager 603, a 
server access layer 604, a camera 605, an image processor 
606 and a barcode decoder 607. 

Application Usage Flow 
As illustrated in FIG. 2, the customer specific mobile com 

puting device application 102 running on the mobile com 
puting device 102 performs a self verification test (referenc 
ing, for example, one or more of IMEI, IMSI, ESN, ICC-ID, 
etc.) to ensure that the application is running on an authentic 
device. 
As illustrated in FIG.3, when the customer needs to access 

enterprise services 103, the customer starts the mobile com 
puting device application 102 and enters the PIN number 
(after successful self verification test). During an initiation 
process, the mobile computing device application 102' sends 
device information (e.g., IMEI, IMSI, ESN, ICC-ID) and the 
PIN number to an authentication service 104 to generate a 
random viewport seed vector (RVSV) for the mobile comput 
ing device application 102 (Step 1). The generated RVSV is 
sent to the mobile computing device application 102'. 

In order to induce a movement on the mobile computing 
device, the RVSV is used to maska selected area of the mobile 
computing device display in a predetermined manner. For 
example, 10% of the South East section of the image can be 
masked on the viewport. FIG. 5C illustrates the camera view 
of the mobile application without viewport masking. FIGS. 
5D-5F illustrate an example of view port masking and the 
generated movement pattern of the device. For example, 
when the user cannot see the South East section of the image 
(2D barcode) on the mobile computing device display, the 
user will be forced to move the phone towards South East 
direction to capture the entire image through the viewport as 
displayed on the screen. The direction of the movement 
(which area will be masked on the viewport) may be prede 
termined by the system backend. 

Referring again to FIG. 3, the mobile computing device 
application 102 captures a small video stream of video 
including an electronic display sign 101, and also captures 
information retrieved from a motion sensor residing in the 
mobile computing device 102 (Step 3). Information may be 
displayed on the electronic display sign 101 in encoded form, 
for example in the form of a graphic pattern Such as a 2D 
barcode, QR code, or the like. The captured video stream data 
will be preprocessed as illustrated in FIG. 8 and FIG. 8A. 
Then the processed data and motion sensor information, 
along with a device ID (for example, IMEI number) and user 
ID (for example, PIN) is encrypted using any cryptographic 
key distribution method (such as DUKPT) and sent to the 
authentication service (Step 4). 
The electronic display sign 101 may be of any of various 

types including, for example, LCD, CRT, OLED, electro 
phoretic, cholesteric LCD, electrochromic, etc. In one 
embodiment, the electronic display sign 101 is a bistable 
display. In one embodiment, the electronic display sign is 
network connected, in either wired or wireless fashion. 
The authentication service 104 validates the message by 

decrypting the content using the selected cryptographic key 
distribution method. A valid video stream, or video sequence, 
consists of Unique Display Sign Identifier (UDSI) image 
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4 
frames and video signature related image frames encoded in 
a 2D barcode format as shown in FIG. 4. FIG. 7 illustrates the 
contents of a 2D barcode displayed in a single frame. A frame 
type prefix identifies the frame as a video signature frame or 
a UDSI frame. The frame body contains the video signature 
information or the USDI. Abarcode encoding process is used 
to encode the frame as a 2D barcode. Similarly, a barcode 
decoding process may be used to decode the 2D barcode and 
obtain the original frame information. 
More particularly, the 2D barcode may be decoded using 

readily available 2D barcode decoding algorithms at the 
authentication service 104. Using the algorithms such as 
those described hereinafter, the one-time video signature of 
the given electronic display sign may be verified. 

Referring to FIG. 8, the stream of raw video frames cap 
tured by the mobile computing device 102 will include rep 
etitions of various ones of the frames shown in FIG. 4. In FIG. 
8, the encoded UDSI is represented by the letter C. A video 
processing algorithm 800 is used to remove redundant 
frames. The resulting processed output contains the code C 
(USDI), followed by the video signature, consisting in one 
embodiment of the following six parts: S/Part 1, S/Part 2, 
S/Part 3, S/Part 1, S/Part 2, and S/Part 3. 

Further details of the video preprocessing algorithm 800 
are shown in FIG. 8A. Raw video frames are received and 
buffered (801). The next frame in order is retrieved (803), and 
an integrity cheek (e.g., CRC check) is performed (805). If the 
check is unsuccessful, the frame is discarded (807). Other 
wise, the frame is compared to the last frame (i.e., the imme 
diately preceding frame) (809). If the frames are equal, then 
the current frame is redundant. No action is taken, and pro 
cessing proceeds to the next frame (803). 

If the frames are unequal, then a check is made to see 
whether the frame type is that of a signature frame (811). If so, 
then a check is made to see whether the preceding frame type 
was also that of a signature frame (813). If so, then the current 
frame is appended to the existing signature sequence (815). If 
not, then a new signature sequence is started (817). 

If the frame type is not that of a signature frame (811), then 
the existing signature sequence is completed (819), and the 
processed output is generated (821). 

Referring once again to FIG. 3, when verification of the 
signature sequence is Successful, enterprise details for the 
given UDSI are looked up, and the UDSI, device ID and user 
ID are sent to enterprise services 103 in the form of a session 
request (Step 5). Enterprise services 103 generates a session 
ID based on the received information using readily available 
session ID generating algorithms. This session ID, a service 
access URL, and an enterprise public key are then sent back to 
the authentication service 104 (Step 6). The authentication 
service 104 encrypts the session ID, service access URL and 
enterprise public key using a DKPUT key and sends to the 
mobile computing device application 102 (Step 7). 
The decrypted session ID and the enterprise public key can 

be used by the mobile computing device application 102 to 
communicate with enterprise services 103. In order to com 
municate with enterprise services 104, the mobile computing 
device application 102 uses the enterprise services URL and 
information stored in and displayed by the electronic display 
sign in encoded form, which includes UDSI. 
More particularly, the mobile computing device applica 

tion 102 communicates with enterprise services 103 using 
the decoded UDSI, which is encrypted using the public key of 
the enterprise as part of an information request (Step 8). 
Enterprise services 103 decrypts the received information 
using the private key of the enterprise, looks for information 
related to the UDSI, and sends back the resulting location 



US 9,094.454 B2 
5 

specific information to the mobile computing device applica 
tion 102' to be viewed by the customer (Step 9). 

The validity of the session ID may be limited to a given 
time frame. If a timeout occurs, enterprise services 103 will 
reject requests coming from the mobile computing device 
application 102'. If the session ID is not expired, the mobile 
computing device application 102 can capture other 2D bar 
codes to retrieve location specific services. These requests 
can directly communicate with enterprise services 103 with 
out going through the authentication service 104, until the 
session ID expires. 

FIG. 3A illustrates two mobile computing device applica 
tions 102', 102" accessing the same electronic display sign 
101 at the same location X simultaneously. The authentica 
tion service 104 receives video signature 1 from the first 
mobile computing device application 102 and applies video 
signature verification to the video signature. The USDI in the 
Video signature is used to obtain the location information as 
location X. The location information is sent to enterprise 
services 103, and in particular to a location verifier. The same 
process is performed with respect to video signature 2 
received from the second mobile computing device applica 
tion 102". 

The function of the location verifier is to ensure that the 
request is from a valid location. In particular, location infor 
mation in the form of a reference number is extracted by the 
authentication service. The authentication service may not 
know about the details of the location. The location verifier 
validate the reference number of the location, thereby assur 
ing that the request is from a valid location. 

FIG. 3B illustrates two mobile computing device applica 
tions accessing two different electronic display signs at two 
different locations simultaneously. 
How Security is Ensured 
The foregoing methods are intended to ensure that the 

customer is physically present in front of the electronic dis 
play sign of the enterprise when accessing the available ser 
vices offered by the enterprise. Other attempts at access need 
to be prevented. One such attempt may be for the customer to 
takes video of the electronic display sign using a standard 
camera and reuse the video to access the enterprise services 
without being physically present at the enterprise premises. 

The mobile computing device application 102 captures a 
video of the electronic display sign 101 and sends it to the 
authentication service 104, as previously described. To 
ensure that the same video stream cannot be reused by another 
customer who is not present at the enterprise, the authentica 
tion service uses a pattern prediction algorithm to Verify the 
authenticity of the video. In one embodiment, the pattern 
prediction algorithm identifies a pattern using the initial 
image frames of the video and predicts and Verifies the pattern 
in the Successive image frames. Details of one embodiment of 
the video signature verification algorithm will now be 
described. 
As described previously in relation to FIG. 4, in one 

embodiment, the electronic display sign displays a frame 
pattern or video sequence that includes the one-time video 
signature interspersed with the UDSI. A special field in the 
2D barcode denotes whether the frame is a part of the one 
time video signature or the frame is the UDSI. This device 
specific incremental key may be used to generate a unique 
(i.e., randomized) video signature for the given period. This 
unique video signature will not be valid during a different 
time frame. The video signature may be separated into mul 
tiple codes. The Security strength of the video signature can be 
increased by increasing parameters such as the number of 
codes per video signature, capture rate, etc. 
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The video signature, in one aspect thereof, is a visual effect 

that is difficult to reproduce or non-reproducible. The cus 
tomer is prompted to cause an interaction of the customer 
with the visual effect using the customer's mobile electronic 
device. 
As illustrated in FIG.5A, a device specific incremental root 

key (IRK) 501 may be derived using values from a real time 
clock 503. In one embodiment, the first code (S1-Code Part 1) 
of the video signature is generated by the electronic sign using 
a mathematical operation which uses a first incremental root 
key (IRK-1), a random number, and the real time clock value. 
A mathematical operation is performed on these elements. 
The mathematical operation may be, for example, an XOR 
(Exclusive OR) binary operation. The Root Key can be a 
static value, or it may be a value that is sequentially increased 
(making the algorithm more robust). The second code (S1 
Code Part 2) is generated based on the Root Key, the real time 
clock value, and the previously generated code (S1-Code Part 
1) as the input. After completing a series of Such one-time 
Video signature operations, the algorithm again uses a random 
number and starts the same process. 

Note that since the electronic sign and the enterprise serv 
ers) are in network communication, the foregoing steps may, 
in various embodiments, be accomplished by action of the 
electronic sign alone or in cooperation with the enterprise 
server(s). 
At the authentication service, the video signature may be 

Verified using a forward prediction algorithm. A given num 
ber of consecutive frames of the video signature will be pro 
cessed to generate the Subsequent predicted frame of the 
video signature. Afterwards, this predicted frame will be veri 
fied with the subsequent actual frame. If these are identical, 
the video signature will be treated as genuine. For instance, 
for a video signature with a combination of three code parts, 
using S1-Code Part 1, the algorithm can predict S1-Code Part 
2. The backend system has a real time clock synchronized 
with the electronic sign display unit. The UDSI is mapped to 
the incremental root key used to generate the signature code 
parts. Thus, using the S1-Code Part 1, the incremental root 
key, and the real time clock, the backend system has the 
ability to generate the S1-Code Part 2. Afterwards, if the 
predicted S1-Code Part 2 is identical to actual S1-Code Part 2, 
the verification is treated as a successful verification. The 
same process repeats until all the parts of the signature is 
verified. 

Referring more particularly to FIG. 5B, illustrating a veri 
fication process in accordance with one embodiment, at the 
time a video signature is received at the authentication service 
104, the real time clock value 551 is recorded, and time units 
are calculated (Step 555) according to a maximum latency 
threshold. The UDSI 553 is extracted from the video signa 
ture, and the UDSI and the time units are used to generate a 
queue 558 of allowable RTC time units and incremental root 
key (IRK) values (Step 557). An example of such a queue is 
shown as 901 IRK and 901 RTC in FIG. 9. 

Verification proceeds as follows. So long as the IRK/RTC 
queue is not empty (Step 559), the IRK/RTC queue is popped 
(Step 561), and the values used to generate the next expected 
signature code part (Step 563), designated as Result 1. A 
check is then made to see whether Result 1 matches the next 
expected signature code part (Step 565). 

Referring to FIG. 9, assume for purposes of illustration 
(Illustration 1), that the maximum latency threshold is five 
time units. Assume further that the actual latency experienced 
is three time units. At time unit 7, the authentication service 
104 receives a video signature having a first generated code of 
123562 (reference numeral 903). That is, S1-Code Part 1 
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equals 123562. Since the maximum latency threshold is five 
time units, the authentication service 104 will count back five 
time units to time unit 2 and will begin verification of the code 
123562 starting with the IRK 123001. Since the actual 
latency was only three time units (not five), a match will not 
result in Step 565 of FIG. 5B. 

So long as the IRK/RTC queue is not empty (Step 559), the 
next queue entry will be popped (Step 561) and used to 
attempt verification. In the present example, the next queue 
entry corresponds to time unit 3. Again, no match is found. In 
the next Subsequent pass, however, the next queue entry will 
correspond to time unit 4. In Step 565, a match will be found. 
Note that if the queue is exhausted before a match is found, 
then the signature is denied (Step 567). 

Typically, multiple Successive matches will be required in 
order for the video signature to be verified. Hence, in Step 
569, if the code parts of a signature part Snare not completed, 
then the next code part is selected (Step 571), a further result 
is generated, and a check is made to see whether the generated 
result matches the expected result. Note that, since the real 
time clocks at the electronic signs and at the backend authen 
tication service are synchronized, once the value RTC has 
been identified by the authentication service, subsequent val 
ues RTC, etc., are also known by the authentication service. 

This manner of operation proceeds until all of the codes 
parts have been correctly matched, at which point the signa 
ture is accepted (Step 573). 

Referring again to FIG.9, assume for purposes of illustra 
tion (Illustration 2), that the maximum latency threshold is 
five time units. Assume further that the actual latency expe 
rienced is five time units. At time unit 9, the authentication 
service 104 receives a video signature having a first generated 
code of 123562 (reference numeral 903). That is, S1-Code 
Part 1 equals 123562. Since the maximum latency threshold 
is five time units, the authentication service 104 will count 
back five time units to time unit 4 and will begin verification 
of the code 123562 starting with the IRK 123003. Since the 
actual latency was in fact five time units, a match will result in 
Step 565 of FIG.5B. 

While the foregoing verification methods are exemplary, 
any of various known verification methods may be used, 
including, for example, methods for generating and Verifying 
one-time passwords and/or sequences of the same. 
The foregoing systems and methods provide an easy, 

secure way to access services using a mobile computing 
device application. The mobile computing device application 
becomes a trusted endpoint to the enterprise so that enterprise 
services can respond to requests received from the mobile 
computing device application. These methods and systems 
can be useful for enterprises for publishing services, includ 
ing publishing item price details (e.g., for retailers), publish 
ing promotional details for any type of organization, etc. 

Other embodiments of the invention may make use of 
biometric information to enhance security. In one embodi 
ment, a method of verifying presence of a customer includes 
capturing customer specific biometric information using a 
mobile computing device, the mobile computing device 
being provided with a mobile computing device ID; capturing 
at least one of an enterprise ID and a location ID using the 
mobile computing device; and the mobile computing device 
using the biometric information, the mobile computing 
device ID, and at least one of the enterprise ID and the loca 
tion ID to generate a signature using an algorithm. The bio 
metric information may be any of various types, including 
fingerprint information, information derived from a user's 
eye, etc. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
It will be apparent to those of ordinary skill in the art that 

the present invention can be embodied in other specific forms 
without departing from the spirit or essential character 
thereof. The foregoing description is therefore to be regarded 
as illustrative, not restrictive. The scope of the invention is 
defined by the appended claims, not the foregoing descrip 
tion, and all changes which some within the range of scope of 
equivalents thereof are intended to be embraced therein. 

What is claimed is: 
1. A computer-implemented method of Verifying presence 

of a shopper using a mobile electronic device at a location of 
an electronic sign display device on a shopping floor, the 
method comprising: 

displaying a video sequence on at least a portion of the 
electronic sign display device located on the shopping 
floor; 

receiving video information from the mobile electronic 
device, to have been obtained from video capture of the 
video sequence displayed on the electronic sign display 
device by the shopper using the mobile electronic 
device; and 

determining whether the shopper is present at the location 
on the shopping floor by determining whether the video 
information matches the video sequence displayed on 
the electronic sign display device. 

2. The method of claim 1, comprising randomizing the 
Video sequence. 

3. The method of claim 2, wherein the video sequence 
includes a video frame having encoded therein an identifier, 
wherein the identifier identifies the electronic sign display 
device. 

4. The method of claim 2, wherein the identifier is encoded 
in the form of a graphic pattern. 

5. The method of claim 4, wherein the video sequence 
comprises other graphic patterns. 

6. The method of claim 5, wherein the other graphic pat 
terns are using at least one of the following: a root key, and a 
real time clock value. 

7. The method of claim 5, whereindetermining whether the 
Video information matches the video sequence displayed on 
the electronic sign display device comprises: 

processing data of a plurality of video frames to obtain 
predicted data of a Succeeding video frame; and 

comparing actual data of the Succeeding video frame with 
the predicted data. 

8. A system for verifying presence of a shopper using a 
mobile electronic device at a location on a shopping floor, 
comprising: 

a display device located on the shopping floor for display 
ing on at least a portion thereof a video sequence; and 

a service for receiving video information from the mobile 
electronic device, to have been obtained from video 
capture of the video sequence displayed on the display 
device; 

wherein said service is configured for determining whether 
the video information matches the video sequence dis 
played on the display device. 

9. The apparatus of claim 8, wherein the video sequence is 
randomized. 

10. The apparatus of claim 9, wherein the video sequence 
includes a video frame having encoded therein an identifier, 
wherein the identifier identifies the display device. 

11. The apparatus of claim 9, wherein the identifier is 
encoded in the form of a graphic pattern. 

12. The apparatus of claim 11, wherein the video sequence 
comprises other graphic patterns. 



US 9,094.454 B2 
9 

13. The apparatus of claim 12, wherein the other graphic 
patterns are using at least one of the following: a root key, and 
a real time clock value. 

14. The apparatus of claim 12, wherein said service is 
configured for: 5 

processing data of a plurality of video frames to obtain 
predicted data of a Succeeding video frame; and 

comparing actual data of the Succeeding video frame with 
the predicted data. 
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