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Attorney Docket: 2686/131WO

Title

ROUTING METHOD IN ASYMMETRIC NETWORKS

Technical Field

[0001] The present invention relates to networking, and more particularly to

using swarm intelligence for determining route through an asymmetric network.

Background Art

[0002] It is known in the prior art to use swarm intelligence to establish a
route through a network. For asymmetric networks, including networks that may
be dynamic, swarm intelligence has been employed, as in US patent 6,940,832
(“Routing Method for Mobile Infrastructureless Network,” issued to Saadawi et al.
on September 6, 2005). An overview of the application of swarm intelligence is
presented in “Routing Protocols for Mobile Ad Hoc Networks using Swarm
Intelligence, A Survey,” by Per Juvhaugen of Oslo University College, April 3, 2006.
For symmetric, non-dynamic networks, Dijkstra's algorithm is generally recognized

as optimal for identifying the preferred route through a network.

Summary of the Invention

[0003] A first embodiment of the invention provides a network of
interconnected nodes, including a source node and a destination node. Itis not
necessary that each node be connected to each other node, or that each node be
reachable from each other node without having to pass through an intervening

node.
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[0004] To send a data packet or other object from the source node to the
destination node, a path must be established. To that end, a plurality of a
downstream data agents are sent from the source node to the destination node via
one or more intermediate nodes, and a plurality of a upstream data agents are sent
from the destination node to the source node via one or more intermediate nodes.
Each data agent navigates independently by determining, from each node, which
node should be its next stop, until it completes its journey.

[0005] In a preferred embodiment, each node stores a downstream routing
table that stores information about each downstream node for use by agents
traveling to the destination node, and an upstream routing table that stores
information about each upstream node for use by agents traveling upstream to the
source node. A data agent arriving at a node and navigating downstream will select
its next destination from the set of downstream neighbors, and will base its decision,
in part, on information available to the data agent in the downstream routing table.
Similarly, a data agent arriving at a node and navigating upstream will select its
next destination from the set of upstream neighbors, and that selection will be made,
in part, based on information available to the data agent at the node, including the
data in the upstream routing table.

[0006] To reinforce its path, a data agent traveling downstream will modify
the upstream routing table at each node it visits, so that an upstream data agent
arriving at that node will be more likely to select as its next destination the upstream
node from which the downstream data agent arrived. Similarly, a data agent
traveling upstream will modify the downstream routing table at each node it visits,
so that a downstream data agent arriving at that node will be more likely to select as
its next destination the downstream node from which the upstream data agent
arrived. The quantity of the modification performed by a data agent at a node is a
function of the quality of the path traveled by that agent prior to arriving at the

node.
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[0007] In this manner, agents navigating independently in opposite directions
reinforce the pathways between the source node and the destination node.
Ultimately, the preferred path from the source node to the destination node can be

determined as the path defined by the nodes with the most reinforcement.

Brief Description of the Drawings

[0008] The foregoing features of the invention will be more readily
understood by reference to the following detailed description, taken with reference
to the accompanying drawings, in which:

[0009] Figure 1 schematically illustrates an asymmetric network.

[0010] Figure 2A and Figure 2B schematically illustrate a prior art method of
determining a route through an asymmetric network.

[0011] Figure 2C includes an illustrative routing table.

[0012] Figure 3A and Figure 3B schematically illustrate one embodiment of
the present invention.

[0013] Figure 4A illustrates an embodiment of the present invention.

[0014] Figure 4B illustrates an embodiment of the present invention.

Detailed Description of Specific Embodiments

[0015] In illustrative embodiments, each node of a network stores
information about neighboring nodes, and a first species of agent traveling the
network from a source node to a destination node uses a subset of that stored
information to navigate to the destination. A second species of agent travels the
network in the opposite direction - from the destination node to the source node -
and also uses a subset of that stored information to navigate to the source
destination. Each agent updates a subset of the information at each node it visits to
reinforce the quality of the path that the agent traveled prior to arriving at the node.
Specifically, an agent of one species updates the information used by the agents of

the other species. In this way, agents of each species operate on data that is

3



WO 2010/074985 PCT/US2009/067477

continuously updated by agents of the other species. In some embodiments,
dedicated ants may retrace the path taken by a previous ant to add additional

reinforcement to a desired path.

[0016] A path can be defined in some embodiments as end-to-end (e.g.,
source node to destination node) or from end-to-intermediate (e.g., source to an
intermediate node, or intermediate node to destination), or intermediate-to-
intermediate (e.g., any two nodes on a path between the source and destination).

[0017] A network has a plurality of nodes. A node may be, for example, a
city, a factory, or a computer (e.g., a server).

[0018] Links interconnect the nodes of a network. Examples of a network
include cities interconnected with roads, factories interconnected with railroad lines,
or computers in a communications system interconnected with communications
lines. In general, it is not necessary that each node in a network be connected
directly to each other node (i.e., the definition of network does not require that each
node be reachable from every other node without having to pass through an
intervening node).

[0019] In some embodiments, each link is unidirectional, meaning that an
object may move along the link in only one direction, from one node to another.
Traveling from one node to another by traversing a link between the nodes may be
referred to as a “hop.” For example, in Figure 1, a truck at node 102 could move
directly to node 101 by traveling the link 120 between them (one hop). If two nodes
are not connected by a link, an object may still be able to travel from one to the other
by first traveling to one or more intermediate nodes. For example, also in Figure 1, a
truck at node 102 could travel to node 103 by first traveling to node 101 using link
120, and then traveling to node 103 by traversing link 124 (two hops). Alternately,
the truck could travel from node 102 to node 103 by first traveling via node 105 and
104 to node 103 (three hops).
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[0020] If bidirectional travel is desired between two nodes, a pair of
complementary unidirectional links may connect the nodes to effectively create a
bidirectional link.

[0021] Each link has an associated cost imposed on an object traversing it.

For example, if the link 121 in Figure 1 is a road between a city at the node 105 and a
city at the node 107, the cost of a truck traveling that road 121 may be measured by
any number of factors, such as the time it takes to traverse its distance, or the cost of
tolls on to be paid, the amount of traffic on the road, or the amount of fuel required
for the trip. As another example, if the link 121 is a communications channel
between a computer at node 105 and another computer at node 107, the cost of
sending a data packet over the link 121 may be measured by factors such as
bandwidth, signal-to-nose ratio, or security (or lack of security) in the channel, for
example.

[0022] Similarly, the cost of the path from one node to another node is the
sum of the costs of each link in the path. Among other things, the quality of a path
may be judged based on its cost, for example. Assessment of costs allows one link
or path the be compared to another.

[0023] Each node in the network has neighboring nodes. For a given node, its
neighbors include the set of all nodes that are connected to the given node via a
single link. The set of neighbor nodes for a given node can further be subdivided
into two classes: downstream nodes and upstream nodes. A “downstream” node is
a node that can be reached from the given node via a link, without passing through
another node. This requires a link or path that will carry traffic in the appropriate
direction (i.e., from the given node to the neighbor node). In contrast, an
“upstream” node is a node that has a link directly to the given node, such that traffic
can travel from the upstream node to the given node without passing through
another node. For example, in the network 100 in Figure 1, the neighbors of the
node 105 are the nodes 102, 104, 106 and 107. Of these, the downstream nodes are
the nodes 104, 106 and 107, and the upstream nodes are the nodes 102, 104, and 106.

5
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Note that nodes are classified as “upstream” or “downstream” based on their link
relationships with other nodes, and not based on whether they lie on a path between
any two nodes (e.g., a given node may be classified as “downstream” with respect to
its neighboring nodes even if the given node does not lie a path of an agent traveling
downstream between a source node and a destination node).

[0024] A symmetric network is a network for which each link from a first
node to a second node has a counterpart link from the second node to the first node.

[0025] A network is asymmetric if the cost of traveling from a first node to a
second node is not the same as the cost of traveling from the second node to the first
node, or if a link on one direction does not exist at all. An asymmetric network 100
is illustrated in Figure 1. The network 100 is asymmetric at least because the link
between some pairs of nodes only allow travel in one direction. For example,
between the node 105 and the node 107 there is only one link (121) that travels from
the node 105 to the node 107. There is no link from the node 107 to the node 105.
The network 100 will be used for a variety of illustrative embodiments herein, but
the present invention and its application are not limited to the network 100. In some
embodiments, an asymmetric network may contain symmetric link(s) or even
symmetric sub-network(s), and still is considered an asymmetric network.

[0026] A network is a static network if the links and costs do not change. In
contrast, a dynamic network is one in which links or paths may change over time.
For example, the cost of a given path may go up, thereby making a path that
contains that link less desirable, such as if a road is undergoing construction that
slows traffic and increases fuel use. Alternately, a given path may become
unavailable altogether, such as if a road is blocked or a bridge is out. In same cases,
a node in a dynamic network may change position in the network, requiring old
links to be broken and new links to be established.

[0027] When an object travels from one node to another, a path must be
determined. If a link connects two nodes, then the object may travel from one node

to the other by traversing that link. However, if the two nodes are not connected by
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a link, or if an existing link between them is undesirable (e.g., too costly), then the
object may reach its destination by passing through one or more intermediate links.
For example, a message packet at node 105 may travel to node 106 either directly via
path 123, or indirectly via a combination of path 121 and path 122, reaching node
106 via intermediate node 107.

[0028] In determining an optimal path, the cost of each available path may be
considered. For a delivery truck example, if time is an important factor, the quickest
route may be chosen, even if it costs more fuel. Alternately, if conserving fuel is
important, the shortest route may be chosen, even if it is not the quickest. Generally,
when developing a path, a link with a lower cost is more desirable than a link with a
higher cost.

[0029] One approach to identifying the optimal path may be to have a
network analyst assess all possible paths, and determine the preferred path based on
factors that are important to the analyst. However, this approach is cumbersome,

slow, and prohibitively expensive with larger networks.

[0030] Methods for finding an efficient path through a symmetric, static
network are well known, and Dijkstra's algorithm is generally recognized as an
optimal approach.

[0031] In asymmetric networks, however, other approaches have been
developed. Some approaches are based on swarm intelligence (which may be
known as “ant theory”), as described, for example, in the publication entitled in
“Routing Protocols for Mobile Ad Hoc Networks using Swarm Intelligence, A
Survey,” by Per Juvhaugen of Oslo University College, April 3, 2006.

[0032] A prior art method for using swarm intelligence to find a path through
the network 100 from a source node 101 to a destination node 109 is schematically
illustrated in figure 2A and figure 2B. This method is similar to the way ants find,
establish, and reinforce paths for other ants to travel via the use of pheromones, and

analogies to ants and pheromones are helpful in understanding the prior art
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method. In this method, an agent (which may be known as an “ant”) is released
from the source node to travel to the destination node (and therefore may be known
more specifically as a “forward ant”).

[0033] In the prior art, an ant traveling downstream navigates the network by
hopping from one node to the next, until it reaches its destination. The ant
navigates independently by determining, at each node, what downstream node it
should travel to next. In other words, the ant does not follow a pre-defined path.
Specifically, upon arriving at a node, the ant assess data available to it at that node
using a navigation equation, which is an algorithm that uses available information
to determine the next node in the ant’s journey.

[0034] There may be several types of information available to an ant at each
node. Some information, which may be known as the “local visibility heuristic,”
may only involve information pertaining to the links to downstream neighbors, such
as availability, bandwidth, or time delay. Depending on the navigation equation,
the ant’s decision may be a function on only one such factor, or a function of several
factors weighed together.

[0035] The navigation equation also includes a random probability factor. As
a consequence, the lowest-cost link may not always selected, although it is more
likely to be selected (and statistically is therefore more often selected) than other
links. For example, the ant may take the lowest-cost link 90 percent of the time, and
one or more other links the rest of the time.

[0036] Each node may also contain other information for use by the ant.
Specifically, each node may have a routing table for each possible destination node.
Each routing table contains weighting factors that influence the probability that any
given downstream node is selected by an ant. The weighting factor is similar to
pheromones left by some ants at points on a trail, so that later forward ants can
follow the trail by evaluating the strength of the pheromone deposit at various
points. The weighting factor may convey information about the links available

from the node (e.g., the cost of traversing each link). Alternately, or in addition, the
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weighting factor may convey information about the adjoining nodes. For example,
there may be a low cost link from one node to a second node, but if the second node
has undesirable characteristics (such as a low battery in a computer at that node)
then that information may be reflected by reducing the desirability of the link to that
node by raising the cost of that node. In this way, the weighting data in a routing
table may contain information not only about the quality of a link, but also about the
quality of the node at the other end of that link. Inillustrative embodiments
(discussed below), all such information will be discussed simply as part of the
information about the link itself, although various embodiments are not so limited.

[0037] When an ant arrives at its destination from a source node, the cost of
the path taken by that ant is assessed, and compared to the cost of paths taken by
other ants arriving at the destination node from the same source node. If the path
taken by that ant compares favorably with other paths (for example, if the path has
less cost than the other paths), then that path may be reinforced by sending a
backward ant from the destination node to the source node. The backward ant
slavishly follows the path of the first ant, but in reverse. Along the way, the
backward ant updates the routing table (e.g., the pheromone data) at each node to
reinforce the path taken by the first ant.

[0038] In summary, in the prior art, an agent navigates downstream from a
source node to a destination node by hopping from node to node. At each node, the
agent determines what downstream node is the next node on its journey using a
navigation equation. The navigation equation selects a downstream node based on
an assessment of information available at its present node, including information
about the available downstream nodes and links, an element of random chance, and
weighting factors to influence the element of random chance. When a preferred
path is identified, that path is reinforced by sending another agent backwards along
the path, reinforcing the path as it goes.

[0039] As an example of the prior art, in Figure 2A, two downstream ants 201
and 202 have been released from the source at the node 101. The ant 201 has

9
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reached the node 103, and the ant 202 has reached the node 105. Both ants 201 and
202 are navigating independently to find the destination node 109.

[0040] In figure 2A, the ant 202 at the node 105 must decide which node will
be its next destination. Downstream nodes 104, 106 and 107 are available options.
The node 102 is not a downstream node in this example, and is therefore not an
option for the ant 202, because there is no link that will allow a hop directly from the
node 105 to the node 102. In making this decision, the ant 202 may consider the
local visibility heuristic. If a prior generation of ant has traversed the network so
that a backward ant has left a pheromone trail in local routing tables, the ant 202
may also have access to that pheromone data stored in the routing table associated
with the ant’s destination.

[0041] For example, if the ant 202 is at the node 105 and its ultimate
destination is the node 108, then the ant 202 accesses the routing table associated
with the node 108. If finding a route with the fewest links is important, that routing
table will, for example, contain pheromones to make the node 106 the most
attractive option for the ant (since the node 106 is only one hop away from the
ultimate destination node 108).

[0042] Alternately, if the ant’s ultimate destination is the node 109, then the
ant accesses the routing table associated with the node 109. That routing table will,
for example, contain pheromones to make the node 107 the most attractive option
for the ant (since the node 107 is only one hop away from the ultimate destination
node 109). An example of such a routing table is shown in figure 2C. Thus, an ant
at the node 105 may make a different decision from among the available
downstream nodes, depending on its ultimate destination.

[0043] When the choice of the next node is made, the ant 202 will traverse the
link to the selected node. If the node 109 is the ultimate destination, then by
repeating this process, the ant 202 will eventually find its way to the destination

node 109.
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[0044] When ants have arrived at the destination node 109, the destination
node will assess which ant took the best (e.g., least cost) path from the source node
101 to the destination node 109. The preferred path may be determined by any
desired set of criteria depending on the costs to be optimized (for example, quickest
transit, or least fuel used in transit). The ant that took the best path may be known
as the “champion” ant.

[0045] Once the best path has been determined, another ant (which may be
known as a “backward” ant) is released from the destination node 109, to travel
upstream to the source node 101. In contrast to the forward ant, the backward ant
does not navigate independently. Rather, the backward ant retraces the route taken
by the champion forward ant. At each node, the backward ant modifies the
pheromone data in the routing table associated with the destination node to be used
by later generations of forward ants traveling to the destination node. Specifically,
the pheromone data at each node on that path is reinforced to favor the downstream
node from which the backward ant just arrived. In this way, any ant arriving at a
node on its way to the destination node (irrespective of that ant’s ultimate source)
will be influenced to follow the path that has been identified as preferred.

[0046] For example, if the ant 202 in Figure 2A is determined to be the
champion ant after traversing the path 101-102-105-107-109, then a backward ant 210
is sent from destination node 109 to source node 101 via the following path: 109-107-
105-102-101, as illustrated in Figure 2B. At node 107, the backward ant 210 modifies
the routing table associated with node 109 to increase the chances that a forward ant
arriving at the node 107 will next choose the node 109, instead of the node 106. The
backward ant 210 modifies the routing table at each of the other nodes in the path to
favor the next downstream node in the path.

[0047] By traversing the path of the recognized champion ant (node by node,
in reverse order) and increasing the weighting factors at each node, the backward
ant reinforces the path. Consequently, the path of the champion ant is strengthened
and is therefore more likely to be followed by subsequent ants. In contrast, the other

11
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nodes (i.e., the nodes not on that path) become relatively less attractive to
subsequent ants, and paths through those nodes are therefore relatively weaker. By
this process, which may include one or more iterations, a best path may emerge and
may be identified as the path consisting of the nodes with the most pheromone. For
this reason, this approach to identifying a path may be known as an “emergent
phenomenon.”

[0048] Several observations may be helpful at this point. First, the backward
ant will travel on a link in the wrong direction. This is permissible in the service of
modifying the routing tables in a (now pre-defined) downstream path. Second, the
forward ants do not modify the routing tables. Rather, the forward ants only follow
the “pheromone” trail, while the pheromone trails are created and reinforced by the
backward ants that dutifully and slavishly traverse the (now pre-defined)
downstream path. Thirdly, the backward ants do not navigate independently (since
they slavishly traverse the aforementioned downstream path), and therefore, there
are no routing tables for ants traveling upstream (e.g., from destination node 109 to
source node 101). Finally, it may not be possible to send backward ants along a real
network (for example, it would not be possible to send a truck the wrong way on a
one-way street, or a data transmission the wrong way on a unidirectional data link).
Therefore, such processes may be best implemented on a model of the target
network, for example, via modeling software running on computer hardware.

[0049] In contrast to the prior art, some embodiments of the present invention
may use ants traveling upstream (which may be known as “upstream ants”) from
the destination node to the source node, and navigating independently, and may
allow ants traveling downstream to modify upstream routing tables as they
autonomously navigate the network.

[0050] One embodiment of the present invention is illustrated in figure 3A
and figure 3B. In figure 3A, one or more downstream ants (in this example, only
two downstream ants, 301 and 302) are released from the source node 101, to

independently navigate to the destination node 109. The navigation is similar to the
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example of figure 2A and figure 2B, in that the downstream ants 301 and 302
navigate independently. In a preferred embodiment, each node in the network 100
has a downstream routing table for each possible destination node.

[0051] Figure 3B illustrates a set of upstream ants 311 and 312, which have
departed from the destination node 109, and are independently navigating to the
source node 101. Note that these upstream ants 311 and 312 are distinct from the
backward ants of the prior art at least in that upstream ants 311 and 312 navigate
independently to the source node 101, rather than slavishly traverse the pre-defined
downstream path in reverse.

[0052] A consequence of the use of the upstream ants 311 and 312 is that each
node in the network 100 will preferably have an upstream routing table for each
possible source node.

[0053] In one embodiment of the present invention, both upstream ants and
downstream ants travel through the network between a source node and a
destination node. In a preferred embodiment, each node contains a downstream
routing table for each other node in the network (for use by an ant traveling
downstream to each such other node) and an upstream routing table for each other
node in the network (for use by an ant traveling upstream to each such other node).

[0054] Unlike the prior art, in some embodiments of the present invention,
both downstream ants and upstream ants modify routing tables at each node that
they pass through. Specifically, downstream ants modify the data in the upstream
routing table, and upstream ants modify the data in the downstream routing table.

[0055] The amount by which an ant modifies a routing table (or, in the
biological analogy, the amount of pheromone left by an ant) depends on the quality
of the path that the ant has traveled prior to arriving at the node. Each node may
assess the cost of the arriving ant’s path and compare that cost to other ants that
have arrived at that node while traveling from the same source node to that node
(note that the evaluation may be done irrespective of the destination nodes of the

various ants). The pool of ants used for this comparison may be specified by the
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system operator. Alternately, the pool of ants used for this comparison may simply
be the group of all ants that have arrived at that node during a defined period of
time, or may be defined as an integer number of preceding ants. The ants that have
traveled the best path modify the routing tables most heavily and therefore have the
most influence over subsequent ants arriving at that node.

[0056] For example, the cost of the path followed by a downstream ant
arriving at the node after traveling from a source node is assessed. That cost is then
compared to the costs of the paths taken by other such ants that have arrived from
the same source node. If the path followed by that ant is a preferred path (e.g.,
lowest cost), then that ant updates the upstream routing table more heavily than
other downstream ants that arrived via less desirable (e.g., higher cost) paths. In
this way, ants traveling to the source node are more likely than they otherwise
would have been to follow the course charted by the downstream ant. In a similar
way, an upstream ant originating at a destination node strengthens the path of
future downstream ants traveling to that destination node.

[0057] Several advantages of the process described above are readily
apparent. First, the initial generation of ants does not need to navigate to their
destination node completely randomly, as in the prior art. In the prior art, the first
generation of forward ants searches randomly for the destination node, with only
the local visibility heuristic data available to inform the navigation equation. In
contrast, some embodiments of the present invention allow upstream ants to begin
populating downstream routing tables in the first generation. Consequently the first
generation of downstream ants find, as they travel into the network, data in the
downstream routing tables even before the first ant has reached the destination.
This may facilitate a faster convergence of path finding.

[0058] The ants also can update routing tables other than those associated
with the source and/or destination nodes. For example, an ant arriving at a given
node may update the routing tables for every other node that the ant has visited on

its journey. In this way, another ant arriving at that node may find helpful data in
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the routing table for its destination node (for example) even if no ants have been
released from or sent to that node.

[0059] In addition, if the network changes in a way that eliminates an existing
path, or that makes an existing path less desirable, some embodiments allow the
routing method to adapt quickly and efficiently to the new network configuration.
For example, if a node changes location, it would be difficult for an ant to find that
node in its new location by taking a completely random trip through the network.
However, in some embodiments, upstream ants from the moved node will quickly
begin to disseminate information about paths that lead to the node’s new location.

It is much easier for an ant that started at a source node to stumble upon a node
containing information about the new location of a destination node (e.g.,
pheromone left by an upstream ant that departed from the destination node) than it
is to stumble upon the destination node itself.

[0060] Figure 3A schematically shows an illustrative embodiment in which
the downstream ant 302 arrives at the node 105 from the node 102. The node 105
contains both a downstream routing table, and an upstream routing table. The
downstream ant 302 modifies the upstream routing table at the node 105 to increase
the chance that a later upstream ant arriving at the node 105 (on its way to the
source node 101) will select the node 102 as the next node in the upstream ant’s
journey to the source node 101. The ant 301 navigates in a similar way, and also
updates routing tables as it goes.

[0061] It is possible that both ant 301 and ant 302 will eventually pass through
the node 107 (for example, if the ant 302 hops directly from the node 105 to the node
107, and if the ant 301 hops from the node 103 to the node 104, and then to the node
105, and then to the node 107). The node 107 will evaluate the path taken by the ant
301, and the path taken by the ant 302. If minimizing the number of hops in a path
is an important criteria, the node 107 may determine that the path taken by the ant
302 is the preferred path, since the ant 302 has taken only three hops to reach the
node 107 from the node 101, while the ant 301 has taken four hops to reach the node
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107 from the node 101. When the ant 301 arrives at the node 107, the ant 301 will not
modify the routing table as much as the ant 302, since the path taken by the ant 301
is a costly, and therefore less desirable, path. In this way, the path 101-102-105-107
is reinforced, while the path 101-103-104-105-107 is left relatively weaker.

[0062] Similarly, in figure 3B, an upstream ant 312 arrives at the node 106
from node 108. Note that the upstream ant 312 has traveled the link 313 between the
node 106 and the node 108 in a backwards direction (i.e., against the defined flow of
the link 313; in other words, the wrong way up a one-way street). Upstream ants
must travel the wrong way on each link because, ultimately, the upstream ants are
helping to define a downstream path, and if an upstream ant were to travel the
“right direction” on a link, the corresponding downstream path could not use that
link (i.e., that path would be the wrong direction for a downstream ant trying to use
the link).

[0063] The upstream ant 312 modifies the downstream routing table at the
node 106, to increase the chance that a later downstream ant arriving at the node 106
will select the node 108 as the next node in the downstream ant’s journey to the
destination node 109.

[0064] Similarly, the upstream ant 311 arrives at the node 105 from the node
107 and modifies the downstream routing table at the node 105 to increase the
chance that a later downstream ant arriving at the node 105 will select the node 107
as the next node in the downstream ant’s journey to the destination node 109.

[0065] More than one ant, or more than one swarm of ants, of each species
may be employed. For example, a first generation of ants may be released into the
network, and when the first generation of ants has completed its work, one or more
subsequent generations of ants may be released into the network. Each generation
of ants benefits from the work done by the ants that preceded it. Through a
repetitive application of downstream ants and upstream ants, a pattern emerges.
The pattern consists of nodes with elevated “pheromone” levels in their respective

routing tables.
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[0066] A set of one or more paths from the source node to the destination
node is derived from the pattern. One way to derive a path is by starting at the
source node and building the path one node at a time by always choosing (as the
next node) the downstream neighbor with the greatest pheromone in the
downstream routing table. This continues until a path of nodes is defined from the
source node to the destination node.

[0067] Another (possibly different) path may be derived by starting at the
destination node and building a path one node at a time by always choosing the
next node as the upstream neighbor with the greatest pheromone in the upstream
routing table. This continues until a path of nodes is defined from the source node
to the destination node.

[0068] This path, or set of paths, represents the optimal route for traveling
from the source node to the destination node on the existing network. The optimal
path or paths can be used for routing information or objects (such as data packets or
delivery trucks, for example) from the source to the destination.

[0069] In another illustrative embodiment, a path may be reinforced by
sending a backward ant to retrace the path. In one embodiment, as illustrated in
figure 4A, when a downstream ant (not shown) arrives at the destination node 109
from the source node 101, its path may be compared to the paths taken by other
downstream ants arriving at the node 109 from the source node 101. If the path is
deemed worthy of reinforcement (for example, because it is the lowest cost path
found at that time), a backward downstream ant 410 is released from the destination
node 109, to travel upstream to the source node 101 along the exact same path taken
by the successful downstream ant. At each node along the way, the backward
downstream ant 410 reinforces the upstream routing table associated with the
source node 101. In other words, the backward downstream ant 410 reinforces the
same routing table as the successful downstream ant on which the backward
downstream ant 410 is based. This is different from the prior art backward ant at

least because the prior art backward ant traveled upstream and modified the
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downstream routing table at each node, whereas the backward downstream ant 410
modifies the upstream routing table at each node.

[0070] In another embodiment, as illustrated in figure 4B, when an upstream
ant (not shown) arrives at the source node 101 from the destination node 109, its
path may be compared to the paths taken by other upstream ants arriving from the
destination node 109. If the path is deemed worthy of reinforcement, a backward
upstream ant 411 is released from the source node 101 to travel downstream to the
destination node 109 along the exact same path taken by the successful upstream
ant. Ateach node along the way, the backward upstream ant 411 reinforces the
downstream routing table associated with the destination node 109. In other words,
the backward upstream ant 411 reinforces the same routing table as the successful
upstream ant on which the backwards upstream ant 411 is based.

[0071] It can be seen that various embodiments of this present invention
facilitate both inter-species communication among ants (e.g., downstream ants
communicating with upstream ants via the upstream routing tables, and upstream
ants communicating with downstream ants via the downstream routing tables), but
also intergenerational communication (e.g., each generation of ants may
communicate with subsequent generations via the routing tables). The effects of
such communication are quick and efficient methods of finding and maintaining
preferred paths through a network. The path or paths identified using these
methods may then be used to send data or other objects across the network.

[0072] Various embodiments of the invention may be implemented at least in
part in any conventional computer programming language. For example, some
embodiments may be implemented in a procedural programming language (e.g.,
“C”), or in an object oriented programming language (e.g., “C++”). Other
embodiments of the invention may be implemented as preprogrammed hardware
elements (e.g., application specific integrated circuits, FPGAs, and digital signal

processors), or other related components.
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[0073] In an alternative embodiment, the disclosed apparatus and methods
may be implemented as a computer program product for use with a computer
system. Such implementation may include a series of computer instructions fixed
either on a tangible medium, such as a computer readable medium (e.g., a diskette,
CD-ROM, ROM, or fixed disk). The series of computer instructions can embody all
or part of the functionality previously described herein with respect to the system.

[0074] Those skilled in the art should appreciate that such computer
instructions can be written in a number of programming languages for use with
many computer architectures or operating systems. Furthermore, such instructions
may be stored in any memory device, such as semiconductor, magnetic, optical or
other memory devices, and may be transmitted using any communications
technology, such as optical, infrared, microwave, or other transmission technologies.

[0075] Among other ways, such a computer program product may be
distributed as a removable medium with accompanying printed or electronic
documentation (e.g., shrink wrapped software), preloaded with a computer system
(e.g., on system ROM or fixed disk), or distributed from a server or electronic
bulletin board over the network (e.g., the Internet or World Wide Web). Of course,
some embodiments of the invention may be implemented as a combination of both
software (e.g., a computer program product) and hardware. Still other embodiments
of the invention are implemented as entirely hardware, or entirely software.

[0076] The embodiments of the invention described above are intended to be
merely exemplary; numerous variations and modifications will be apparent to those
skilled in the art. All such variations and modifications are intended to be within

the scope of the present invention as defined in any appended claims.
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What is claimed is:

1. A method of establishing a path from a source terminal node to a destination
terminal node through an asymmetric network comprising a plurality of
interconnected nodes, wherein an agent traveling through the network traverses
links connecting one node to the next until it reaches the destination terminal node,
the method including;:
receiving a first agent at a third node from a fourth node, wherein the first
agent originated at the source terminal node and is navigating through the
network toward the destination terminal node;
modifying a first navigation data table at the third node based on information
about the path previously traveled by the first agent, wherein the data in the first
navigation data table is associated with the source terminal node;
determining a next node on the path based on data in a second navigation
data table, wherein the data in the second navigation data table is associated
with the destination terminal node; and

directing the first agent to the next node.

2. The method of claim 1, wherein the data in the first navigation data table

comprises information about one or more upstream nodes.

3. The method of claim 2, wherein the data in the first navigation data table further

comprises a first weighting factor.

4. The method of claim 1, wherein the information about the path previously

traveled by the first agent comprises information about the fourth node.

5. The method of claim 4, wherein the information about the fourth node comprises

information pertaining to the operating characteristics of the fourth node.
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6. The method of claim 4, wherein the information about the fourth node comprises

information about the a link connecting the fourth node to the third node.

7. The method of claim 1 wherein modifying the first navigation data table
comprises changing at least one weighting factor to reinforce the path previously

traveled by the first agent.

8. The method of claim 1, wherein the second navigation data table comprises

information about one or more downstream nodes.

9. The method of claim 8, wherein the second navigation data table comprises

a second weighting factor.

10. The method of claim 9, wherein the act of determining comprises assessing
information about one or more downstream nodes by combining such information

with data from the second navigation data table.

11. The method of claim 1, further including:
sending a second agent from the destination terminal node to the source
terminal node, the second agent traversing a path previously followed by the
first agent, the second agent modifying navigation data of at least one

intermediate node to reinforce the path previously followed by the first agent.

12. The method of claim 11, wherein modifying the navigation data comprises

modifying the data in the first navigation data table.

13. The method of claim 12 wherein modifying the navigation data comprises
changing at least one weighting factor.
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14. A method of establishing a path from a source terminal node to a destination
terminal node through an asymmetric network comprising a plurality of
interconnected nodes, wherein an agent traveling through the network traverses
links connecting one node to the next until it reaches the source terminal node,
including:
receiving a first agent at a third node from a fourth node, wherein the first
agent originated at the destination terminal node and is navigating through the
network to the source terminal node;
modifying a first navigation data table at the third node based on information
about the path previously traveled by the first agent, wherein the data in the first
navigation data table is associated with the destination terminal node;
determining a next node on the path based on data in a second navigation
data table, wherein the data in the second navigation data table is associated
with the source terminal node; and

directing the first agent to the next node.

15. The method of claim 14, wherein the data in the first navigation data table

comprises information about one or more downstream nodes.

16. The method of claim 15, wherein the data in the first navigation data table

further comprises a first weighting factor.

17. The method of claim 14, wherein the information about the path previously

traveled by the first agent comprises information about the fourth node.

18. The method of claim 17, wherein the information about the fourth node

comprises information pertaining to the operating characteristics of the fourth node.
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19. The method of claim 17, wherein the information about the fourth node

comprises information about the link connecting the third node to the fourth node.

20. The method of claim 14 wherein modifying the first navigation data table
comprises changing at least one weighting factor to reinforce the path previously

traveled by the first agent.

21. The method of claim 14, wherein the second navigation data table comprises

information about one or more upstream nodes.

22. The method of claim 21, wherein the second navigation data table comprises

at least a second weighting factor.

23. The method of claim 21, wherein the act of determining comprises assessing
information about one or more upstream nodes, by combining such information

with data from the second navigation data table.

24. The method of claim 14, further including;:
sending a second agent from the source terminal node to the destination
terminal node, the second agent traversing a path previously followed by the
first agent, the second agent modifying navigation data of at least one

intermediate node to reinforce the path previously followed by the first agent.

25. The method of claim 24, wherein modifying the navigation data comprises

modifying the data in the second navigation data table.

26. The method of claim 25 wherein modifying the navigation data comprises

changing at least one weighting factor.
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27. A method of identifying a path through an asymmetric network of nodes
interconnected by links, including a first node, a second node, and a plurality of
other nodes, including;:
sending a first agent from the first node to the second node via a third node,
wherein the first agent determines the next node in the path based on data in a
first navigation data table at the third node, wherein the data in a first navigation
data table is associated with the second node;
the first agent modifying the data in a second navigation data table at the
third node, wherein the data in the second navigation data table is associated

with the first node.

28. The method of claim 27, further comprising;:

sending a second agent from the second node to the first node via an
intermediate node, wherein the second agent determines the next node in its
path based on data in a third navigation data table at the intermediate node,
wherein the data in the third navigation table is associated with the first node;
and

the second agent modifying the data in a fourth navigation data table at the
intermediate node, wherein the data in the fourth navigation data table is

associated with the second node.

29. The method of claim 27, further including identifying a preferred path from the
first node to the second node by selecting a path followed by one or more agents

arriving at the second node from the first node.
30. The method of claim 28, further including identifying a preferred path from the

first node to the second node by selecting a path followed by one or more agents

arriving at the first node from the second node.
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31. An asymmetric network of nodes interconnected by links, including:
a first terminal node, a second terminal node, and a plurality of other nodes,
wherein at least one of the plurality of other nodes contains a first data
repository for storing navigation data associated with the first terminal node,

and a second data repository associated with the second terminal node.

32. The network of claim 31 further comprising wherein the navigation data in the
first data repository is modifiable by an agent traveling from the first terminal node

to the second terminal node.

33. The network of claim 31 further comprising wherein the navigation data in the
second data repository is modifiable by an agent traveling from the second terminal

node to the first terminal node.

34. The network of claim 31 further comprising wherein the navigation data in the
first data repository is modifiable by an agent traversing a pre-defined path from the

second terminal node to the first terminal node.

35. The network of claim 31 further comprising wherein the navigation data in the
second data repository is modifiable by an agent traversing a pre-defined path from

the first terminal node to the second terminal node.

36. A computer program product for identifying a path through an asymmetric
network of nodes, the computer program product comprising a tangible storage
medium having computer readable code thereon, the computer readable
program code including:

program code for maintaining a first routing table of navigation

information;
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program code for maintaining a second routing table of navigation
information;

program code for sending a first agent from a first node to a second node
via a third node, wherein the first agent independently navigates from the
third node to its next location node by determining the next location node
based on navigation information in the first routing table; and

program code for modifying the navigation information in the second
routing table as a function of the path traversed by the first agent prior to

arriving at the third node.

37. The computer program product of claim 36, wherein the first table of navigation

information is associated with the second node.

38. The computer program product of claim 36, wherein the second table of

navigation information is associated with the first node.

39. The computer program product of claim 36, wherein information in the first

routing table includes information about at least one downstream node.

40. The computer program product of claim 39, wherein information in the first

routing table includes at least one weighting factor.

41. The computer program product of claim 36, wherein information in the second

routing table includes information about at least one upstream node.

42. The computer program product of claim 41, wherein information in the second

routing table includes at least one weighting factor.
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Downstream Routing Table at Node 105
for Ants Traveling to Node 109

Downstream Weight
Node (Pheromone)
104 1
106 2
107 10
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