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INSTRUCTION FILES IN Jnvace Renpering DEVICES
BACKGROUND

{0001} Image rendering devices, such as printers and photocopying
devices render content onto media. An image rendering device may receive a
print command from a user and execule the print command o render the
content on a medium,

{0002] The image rendering device may be implemenied in a network
environment where muttiple users connect {o the image rendering device over a
network. In some cases, an administrative authority may define rights for the
users, such that the image rendering device may execute a print command from
a user in accordance with the defined righis for the user,

Brigr DESCRIPFTION OF FIGURES

{0003} The following detailed description references the drawings,
wherein:
{CG004] Figure 1 Hlustrales a secure printing environment, iy accordance

with an example of the present subject matter;

{0005] Figure 2 lllustrates an image rendering device, in accordance with
an example of the present subject matier;

[0006] Figure 3 illustrates an image rendering device, in accordance with

an example of the present subject matier;

{00071 Figure 4 Hlustrates a method to control execution of instruction
files by an image rendering device, in accordance with an example of the

presert subject matier:

{Q008] Figure § dlusirates a method to control execution of instruction
files by an image rendering device, in accordance with an example of the
present subject matter; and
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{0008} Figure 8 lustrates a computing environment implementing a non-
transitory computer-readable medium for controlling execution of instruction files
in an image rendering device, according to an example of the present subject
matter.

DETAILED DESCRIPTION

0010} To print content on g8 medium, a user may provide a print
command 10 an image rendering device, such as a printer ora photocopier,
through a user device. A print driver on the user device interfaces the user
device to the image rendering device. When a user initiates a print command,
the print driver allows the user o select the various settings and oplions for
axacution of the print command and accordingly sends the print command o the
image rendering device to print the data. The print command comprises various
details, such as a user name of the user initiating the print command; various
instructions, such as instruclions for printing on one side or both sides of a
page, instructions for printing i color or monochrome; along with data © be
printed.

[0011) It & secure printing environment, mulliple users may be registered
with an image rendering device, such that the registered users alone may use
the image rendering device. Further, each user may have defined righis and
may use the image rendering device in accordance with their respective rights.
For example, a user may have a right for color printing as well as monochrome
printing while another user may have a right for printing In monochrome alone.
Further, in an example, the rights may define a volume of data that a user may
prini in a session. For instance, a user may be aliowed o print data on a
predefined number of sheets of paper.

{0012} Accordingly, the image rendering device executes print commands
in accordance with the rights of the users fo prevent instances of unauthorized
use of the image rendering device. For example, if the image rendering device
assesses that a user ‘ABC’ does not have the rights for color printing, the image
rendering device may not execute a print command having instruction for color

printing from the user "ABC’ to prevent unauthorized color printing.
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10013] A malicious user may, however, breach the security of the secure
prinfing environment, for insfance, by emulating another user who is authorized
with rights which are denied to the malicious user. For instance, the malicious
user may use a print driver on a user device o generate a print command
having a user identifier, such as a usemame of the authorized user. For the
purpose, the malicious user may orsate an instruction fils, such as a “print to file’
type of instruction file to generate the print command.

{0014} Generally, an instruction file generated by a user includes the
usemame of the user. In the above described scenario, the malicious user may
edit the instruction file to replace his usemame with the username of the
authorized user to circumvent restrictions that may be associated with his rights.
Since the image rendering device executes the print command based on the
rights associated with the username in the instruction file, the malicious user
may use {he image rendering device in accordance with the rights afforded fo
the authorized user. In such scenarios, the authorized user may not be aware of

the illegitimate use of his username by the malicious user.

[0015] According to an example of the present subject matter, techniques
to control execution of instruction files by image rendering devices for
preventing unauthorized use of the image rendering devices are described.
Example techniques described herein provide for nofifying & user of a print
command infflated using the users ussr idenfifier in an instruction file.
Accordingly, the user may be made aware of the use of his user identifier by a

malicious user.

{00186] In an example, an instruction file comprising data o be printed and
instructions for printing the data is recsived at an image rendering device. The
image rendering device determines a user identifier specified in the instruction
filte and retrieves a contact identity corresponding to the determined user
identifier. Thereafter, a notification is sent {o the refrieved contact identity. The
notification is indicative of a print command associated with the determined user
identifier being initiated. In situations where a malicious user attempts o use the

image rendering device in accordance with sccess control rights, for example,
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for obtaining color print or for printing a large volume of data, assigned to an

authorized user, the notification may serve as an alert to the authorized user.

[0017] The above lechniques are further described with reference {o
Figure 1 to Figure 6. It should be noted that the description and the figures
merely iliustrate the principles of the present subject matter along with examples
described herein and should not be construed as a limitation fo the present
subject matter. It is thus undersiood that various arrangements may be devised
that, although not explicitly described or shown herein, embody the principles of
the present subject matter. Moreover, all statements herein reciting principles,
aspects, and implementations of the present subject matler, as well as specific
examples thereof, are intended to encompass equivalents thereof.

[0018] Figure 1 shows a secure printing environment 100 implementing
an image rendering device 102, according to an example of the present subject
matter. Examples of the image rendering device 102 may include, prinders,
photocopier, and any other electronic devices that may execute print commands
to print data based on instruction files.

[0019] In the secure printing erwvirenment 100, the image rendering
device 102 may be accessed by mulliple users through their respective user
devices 104-1, 104-2,..., 104-n. Examples of the user devices 104-1, 1042,
104-n may include, but are not limited to, an sleclronic device, such as a
deskiop compuler, a laplop, a smariphone, a personal digital assistant {(PDAs),
and a tablet that may allow a user {o a provide a print command {o the image
rendering device 102. Users may be registered with the image rendering device
102 to enable them to use the image rendering device 102, Further, access
control rights may be defined for sach of the users, accordingly which the users
can use the image rendering device 102,

{0020} The user devices 104-1, 104-2,. ., 104-n may each include a print
driver 108-1, 106-2...., 1068-n, respecilively, {0 interface the user devices 104-1,
104-2...., 104-n with the image rendering device 102. In an example, the user
devices 104-1, 104-2,..., 104-n may communicate with the image rendering
device 102 over a network 108 fo provide the print command to the image
rendering device 102,
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02 The nefwork 108 may be a single network or a combination of
mutiple networks and may use a varely of different communication protocols.
The network 108 may be a wireless or a wired network, or a combination
thereof. Examples of such individual networks include, but are not limited to,
Global System for Mobile Communication (GSM) network, Universal Mobile
{elecommunications Sysiem (UMTS) network, Personal Communications
Service (PCSE) network, Time Division Multiple Access (TDMA) network, Code
Division Multiple Access {CDMA) network, Next Generation Network {(NON),
Public Switched Telephone Network {PSTN}. Depending on the technology, the
communication network 108 includes various network entifies, such as
gateways, routers; however, such detalls have been omitled for sake of brevity
of the present description.

{00221 In an example, a user device, such as the user device 1041 may
provide a print command for executing an instruction file to the image rendering
device 102. The instruction file may be understood as a type of file which can be
read by the image rendering device 102 and may be execuied by the image
rendering device 102 o print data, included in the instruction file. In addition o
the data o be printed, the instruction file comprises instructions for printing the
data and a user identifier. The user identifier captured in the instruction file may
be associated with a user of a user device, such as the user device 104-1.
{0023] A user may generate an instruction file for various purposes. For
example, in cases where a user has o print a given data at multiple instances
following a set of instructions, such as applying a given page layout setfings or a
color seiting, the user may creale an instruction file comprising the data and the
set of instructions at the first instance and may execute the instruction file for
printing at muitiple future instances. In ancther example, when a first user has
data in his user device, suich as user device 104-1, in a format that may not be
supparied by a user device of a second user, to share the data with the second
uger, the first user may create and share an instruction file which may enable
the second user fo print the data contained within the instruction file.

[0024] An instruction file may be generated by a user using a print driver

installed in a user device, such the print driver 106-1 installed in the user device
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104-1. For creating an instruction file, the user may provide, o the print driver
106-1, the dala to be printed and instructions for printing the data. The user may
provide the data to the print driver 106-1 through a print command interface of
the of the print driver 106-1. The instructions may define, for example, a number
of sheets to be printed and a layout for the data to be printed. The instructions
may also define if the data is {o be printed in monochrome or color. The user
may thereafter utllize a ‘print to file’ option provided by the print driver to create
the instruction file. Examples of types of instruction files include, but not limited
to, a prn file, a il file, a gra file, and a pii file.

[0025] The instruction file generated by the print driver may be seni to the
image rendering device 102 for printing or may be stored in the user device, for
example, for printing at a later instance of time. When the data in the instruction
file is to be printed, the instruction file and a print command {o print the
instruction file may be sentio the image rendering device 102

[00286] According to an example of the present subject matter, a print
engine 110 of the image rendering device 102 receives the instruction file. In an
example, a secunity engine 112 of the image rendeting device 102 delermines a
user identifier included in the instruction file and relrieves a contact identity
associated with the user identifier. For example, the contact identity associated
with the user identifier may be retrieved by accessing a directory 114,
comprising information regarding users registered with the image rendering
device 102, that may be present in the secure printing environment 100. The
directory 114 may be accessible over the network 108 in an implementation.
Further, the security engine 112 transmils a nofification 1o the contact identity
associated with the user identifier.

{00271 In an example, the notification may indicate that a print command
has been initlated. A user receiving a notification despite not having initiated a
print command may be alerted. For example, in a siluation where a malicious
user, in an attempt fo circumvent restrictions associated with his access control
who has been afforded the corresponding access control rights, the naotification
may alert the authorized user.
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{0028] Figure 2 shows the image rendering device 102, according to
another example of the present subject matier,

[0029] According to an of the present subject matter, the print engine 110
of the image rendering device 102 recelves an instruction file. As mentioned
above, along with the data to be printed and the instruction for printing the
same, the instruction file comprises a user identifier. According to an example,
the security engine 112 of the image rendering device 102 retrieves a contact
identity associated with the user idenfifier to provide the nofification to the
contact identity. The contact identity associated with the user identifier may be
an email address, an instant messenger identifier, a mobile number, a pager
number of any other contact number or address which may be used to
communicate with a user corresponding to the user identifier.

{0030] In an example, the notification may comprise a password,
Accordingly, the security engine 112 fransmits a password fo the refrieved
contact identity associated with the user identifier. In an example, the image
rendering 102 may aflow printing of data in the instruction file upon a user
entering the password.

[0031] As apparent, the password is fransmilied to the retrieved contact
identity which corresponds to the user identifier within the instruction file. A
malicious user, who may have included the user identifler of the authorized user
is prevenied from obtaining the printed data since he is not the recipient of the
password. However, if the print command is issued by the authorized user, the
authorized user receives the password on his contact identity. The authorized
user may enter the password in the image rendering 102 o enable the security
engine 112 {o aflow printing of data.

{0032} Figures 3 Hlustrates an image rendering device 102, in accordance

with another example of the present subject matter.

{0033] The image rendering device 102, among other things, includes
and a memory 302, interface(s) 304, and engine{s} 306. The memory 302 may
include any computer-readable medium including, for exampie, volatile memory
{e.g., RAM), andior non-volatile memory (e.g.. EPROM, flash memory, eic.).
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The interface 304 may include a variely of software and hardware interfaces
that allow the image rendering device 102 {0 interact with other devices, such as
the user devices 104-1, 104-2,..., 104-n or other input/output (HO) devices that
may be used to provide inputs, such as credentials, passwords, print selection
to the image rendering device 102,

0034} The engine(s) 306 may be implemented as a combination of
hardware and programming (for example, programmable instructions) to
implement certain functionalities of the engine{s} 306, such as fransmitling a
password and executing an instruction in response {o receiving the password. in
examples described herein, such combinations of hardware and programming
may be implemented in several different ways. For example, the programming
for the engine{s) 306 may be processor executable instructions stored on & non-
fransitory machine-readable storage medium and the hardware for the engine{s)
306 may include a processing resource {Tor example, implemented as either a
single processor or a combination of multiple processors), to execule such
instructions. In the present examples, the machine-readable sforage medium
may sltore instructions thal, when exscuted by the processing resource,
implement engine(s} 308. In such examples, the image rendering device 102
may include the machine-readable storage medium storing the instructions and
the processing resource o execute the instructions, or the machine-readable
storage medium may be separate but accessible 1o image rendering device 102
and the processing resource. In other examples, engihe{sy 308 may be
implemented by electronic circuitry. In an example, in addition to the
aforementioned print engine 110 and the securily engine 112, the engine(s) 306
may also comprise other engine(s} 310 that supplement functions of the image
rendering device 102.

{0035] The data 308 serves, amongst other things, as a repository for
storing data that may be felched, processed, received, or generaled by the
engine{s} 308. The data 308 comprises other data 312 corresponding to the
other engine(s) 310. in the Hlustraled example, the data 308 of the image
rendering device 102 also comprises instruction file dala 314, user data 316 and
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user rights data 316", The other data 318 may store the data pertaining fo the
other engine(s) 310

[0038] In operation, the print engine 110 receives an instruction file for
execution. in an example, the instruction file may be saved in the instruction file
data 314, for instance, for printing at a later instance of time. In an example, the
printing may be deferred until such time that a password is received by the
image rendering device 102,

100371 A security engine 112 of the bnage rendering device 102
determines the user ideniifier within the instruction file and retrieves a contact
identity associated with delermined user identifier. In an example, contact
identity may De refrieved from user data 316, For example, a contact identily,
stich as, an email address, an instant messenger identifier, or a mobile number
of a user may be captured against a user identifier during registration of the user
with the image rendering device 102 and may be siored as the user data 316.

{0038} in other examples, contact identities corresponding o each of the
user identifier may be stored in external data store 320 such as the above-
mentioned direclory 114, The security engine 112 may communicate with the
data store 320 to refrieve the contact ideniily for the user identifier. In an
example, the security engine 112 may communicate with the datla store 320
using a fightweight directory access protocol (LDAR}.

{00381 Upon determining the contact identity of the user identifier, the
security enging 112 fransmils a nolification o the contact identiby. In an
example, the notification may comprise information, such as number of sheels
to be printed, whether the printing is o be done in color or monochrome. In an
example, the notification may comprise a message, for example, finstruction file
name] comprising ‘n’ pages received for color printing’. In ancther example, the
natification may comprise the details about number of coples of the data isfo be
printed.

{0040] in an exampie, the notification which is fransmitted o the contact
identity of the user identifier may include a password corresponding to the
instruction file generated by the user. In an example, the notification may
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include the password in addition to the message while in another example, the
natification may include a passwaord alone without the message.

{0041 In an example, the fransmilled password may be a onelime
password {OTP). The OTP may be composad of numerals, characters, special
characlers or a combination thereof. In an example, the QTP may be siored

temporarily in user data 316.

{0042] in an example, the notification fransmitted 1o the contact identity
may not include the password, such as the OTP. In such an extample, the
notification may include a prompt for user fo enter a password for exscuting the
inatruction file to print the data. For example, the prompt to enter the password
may accompany of be independent of the above explained message. in such an
example, the password may be a registered password, that may be used
multiple times in contrast to the OTP that may be rendered obsolete after one
use. In an example, the registered password may be assigned fo a user during
registering his user wWentifler with the image rendering device 102 and may be
stored it user data 316, In an example, the registered password aliotied to the
user during the registration may be stored in an exiernal location that is
accessible {o fhe image rendering device 102, For inslance, the registered
password may be stored in the data store 320.

0043} When a notification comprising a password is transmitted {o the
contact information, the user may relrieve the same from his contact identity.
For example, where the contact identily is an email address, the password is
transmitted to the emall address, likewise, if the contact identity is a mobile
number the password may be transmitted (o the mobile number and so on. Inan
example, the password may be sent to both the email address and the mobile
number corresponding to the user identifier.

{0044} In an example, user may access the password transmitted to his
contact identity and may provide the password, such as the OTP 1o the image
rendering device 102 via the inferface 304 of the image rendering device 102. In
another example, further 1o receiving the notification, the user may provide the

10
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password, such as the registered password to the image rendering device 102

via the inferface 304 of the image rendering device 102

[0045] The securily engine 112, upon receiving the password, malches
the received password with the password stored in the user data 316 and in
case of successiul matching, executes the instruction o print the data. it the
user inputs a password which is different from the password transmitted to his
contact identity or assigned to him during registration, and the password
received by the image rendering device 102, the password in the user data 316
do not match and the security engine 112 may not execute the instruction fo
print the data. in an example, an administrator of the image rendering device
102 may be notified in such a case.

[00486] Accordingly, as explained above, since the notification is provided
to the user identifier mentioned in the instruction file, the authorized user may be
made aware of an alfempt o print an instruction file using his user identifier.
Further, In an example, prinfing the instruction file based on receipt of the
password also prohibits unauthorized use of the image rendering device 102.
Further examples describe implemeniations that enable use of the image
rendering device 102 in accordance with the access control rights assigned fo

the users to use the image rendering device 102

{00471 As mentionad previously, in an example, users may be assigned
access control rights to use the image rendering device 102. The access control
rights assigned {o the users may be associated with the respective user
identifier and the comresponding access control righis may be stored in the data
store 320 as rights data 322. The access control rights may define the terms
and conditions for a user wWentifier for using the image rendering device 102. In
another example, the access conirol rights may be stored in the user rights data
316° within the data 308 of the image rendering device 102.

{0048] For example, a right for a first user identifier may define that the
first user identifier may execute print commands for color printing. In a further
example, a right for a second user identifier may define that the second user

identifier is not allowed {o execute print commands for color printing. In an

11
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axample, a secure color print list may be implamented to define which of the
users in the secure printing environment 100 may use the image rendering
device 102 for color printing based on their assigned aceess control rights. In an
example, the secure color print list may be stored in the righis data 322 that may
be maintained in the data store 320. In another example, the secure color print
list may be stored in the user rights data 316

{00491 In an exampie, when the print engine 110 receives the instruction
file containing the user identifier, the security engine 112 may communicate with
the data store 320 fo analyze the rights dala 322 to determine the access
control rights defined for the user identifier to provide for further execution of the
print command in accordance with the access control rights.

[00540] Consider an example where a user having a user identifier 'A’
sends an instruction file comprising instructions for color printing of the data
within the instruction file. The securily engine 112 may assess whather the user
identifier ‘A’ is enabled for executing print commands for color printing based on
the access controf rights. In an example, the security engine 112 may look-up
the secure color print list {o assess whether the user identifier is allowed for
executing print commands for color printing. If the security engine 112 assess
that the user identifier ‘A’ Is enabled for executing print commands for color
printing, the securily engine 112 transmils a password 'acB542’ to the contact
identity associated with the user identifier "A’, for example, an emall address
corresponding to the user identifier 'A’. The user corresponding to the user
identifier ‘A" may access the password on his email and may enter the password
‘ac542’ in the image rendering device 102. The security engine 112 verifies the
password 'ac8542’ and execulas the instruction file o print the dalg in color if
the password is correct. However, if the password is incorrect, the security
enging 112 may, in an example, discard the instruction file.

{6051} in the above example, in a situation where the security engine 112
determines that the user identifier ‘A’ is not allowed o execute the instruction for
printing in color, the instruction file may be stored for printing in monoechrome.

Further, in an example, when it is determined that a user identifier is not sllowed

12
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to exgoute print commands for color printing, an administrator of the image
rendering device 102 may be notified about the user identifier ‘A’ initiating a
color printing while not having the corresponding access controd rights.

[0052] The example implementations may also enable use of the image
rendering device 102 for controliing amount of data that may be printed by the

users,

{0053] In an example, a maliclhus user who may wish fo avoid a print
command for printing data, for instance, that may be large in volume or large in
terms of the numbers of copies of the data to be made, to be associated with his
user identifier, may create an instruction file containing the data. Accordingly,
the malicious user may replace the user identifier within the instruction file with a
user identifier of anather user. However, upan receipt of the instruction file, the
security engine 112 may send a notification {o the user identifier included in the
instruction file. The nofificalion may aler the user comresponding o the user
identifier of the attempt to execute the hstruction file. In another example, a
notification may also be sent to an administrator of the image rendering device
102 o alert the administrator when a number of sheeis of medium to be printed
is more than a threshold or more than what is allowed for the user identifier
within the instruction file,

{0054} Figure 4 illustrates a method 400 for executing an instruction file
by an image rendering device, according to an example of the present subject
matter. Although the method 400 and may be implemented in a variety of image
rendering device, for the ease of explanation, the present description of the
example method 400 fo control the execution of print command is provided in
reference to the above-described image rendering device 102 implemented in
the secure printing environment 100,

{0055] The order iy which the method 400 is described is not intended o
be consirued as a limitation, and any number of the described method blocks
may be combined in any order to implement the method 400, or an alternative
method.

13
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{0056] it may be understood that blocks of the method 400 may be
performed by the image rendering device 102. The blocks of the method 400
may be executed based on instructions stored in a non-transitory computer-
readable medium, as will be readily understood. The non-transitory computer-
readable medium may include, for example, digital memories, magnetic storage
media, such as magnetic disks and magnetic tapes, hard drives, or gplically
readable digital data storage media.

{0057 Referring o Figure 4, at block 402, an image rendering devics,
such as the image rendering device 102 receives an instruction file for
exaecution. As explained earlier, the instruction file comprises data to be printed
and instruction for printing of the data. The instruction may include details hke
tayout of the data, number of coples of dafa {o be printed, whether the printing is
to be done in color or monochrome. The instruction file may be received by a

print engine, such as print engine 110 of the image rendering device 102.

{0058] Al block 404, a user identifier included in the instruction file is
determined. In an example, a security engine, such as security engine 112 may
determine the user identifier. The method, thereafter, proceeds to block 408,
where the security engine 112 retrieve a contact identity corresponding to user
identifier. The security engine 112 may access a directory, where contact details
of the users of the image rendering device 102are stored, {o retrieve the contact
identity corresponding {o the determined user identifier.

[0059] At block 408, the security engine 112 transmits a notification to the
contact identity of the determined user identifier. The notification may indicate
that the instruction file has received by the image rendering device 102 for
printing. Further, in an example, the nolification may comprise details, such as
number of sheets of a medium 1o be printed, whether in the instruction file is for
color or monochrome printing.

{0060] Figure 5 illustrates a method 500 for executing an instruction file
by an image rendering device, according to an example of the present subject
matter. Although the method 500 and may be implementad in a variety of image

rendering device, for the ease of explanation, the present description of the
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example method 800 to control the execution of print command is provided in

reference {o the above-described image rendering device 102.

[0061] The order i which the method 500 is described is not intended o
be construed as a limitation, and any number of the described methaod blocks
may be combined in any order to implement the method 500, or an alternative

method,

{00ed] it may be understood that blocks of the method 500 may be
performed by the nage rendering device 102, The blocks of the method 500
may be exaculed based on instructions stored in a non-transitory computer-
readable medium, as will be readily undersiood. The non-transitory computer-
readable medium may include, for example, digital memories, magnetic storage
media, such as magnelic disks and magnetlic tapes, hard drives, or optically

readable digital data storage media.

{0063} At block 502, an instruction file is received by the image rendering
device 102, In an example, a print engine, such as print engine 110 of the
image rendering device 102 receives the instruction file. As explained earlier,
the instruction file is executed by the image rendering device 102 to print the
data contained in the instruction file in accordance with the instructions within
the instruction file. At block 504, the user identifier within the instruction file is
determined. In an example, a securily engine, such as security engine 112

determines the user identifier.

10064} At block 508, the security engine 112 may access a directory to
retrieve a contact identily corresponding to the user identifier. As explained
previously, the contact identity corresponding o each of the users in the secure
printing environment 100 may be stored within the image rendering device 102
or an external data store. In an example, the contact identity may be a mobie
number, an emall address, or an instant messenger address of a user

associated with the user identifier. The method then proceeds fo biock 508,

{0065] Af block 508 a decision is made as to whether the instruction file is
for color printing. In an example, the insfruction within the instruction file

comprises details of whether the data is 1o be printed in color or monochrome.
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The security engine 112 may analyze the instruction o determine i the
instruction file is 1o be executed for color printing or monochrome printing. H the
determination made al block 508 is in the affirmative the method 500 proceeds
to block 510 whereas if the determination made at block 508 is not affirmative,
the method proceeds to block 512, Al block 512, the instruction file may be
stored for monochrome printing. From block 512, the method 500 may proceed
to block 514 whare the instruction file may be executed to print the data in
monochrome as a result of the assessment made at block 508.

[00B8] Referring again to block 508 whose 'ves’ branch proceeds fo block
510, st block 510, again a determination is made as to whether the user
identifier is allowed to for color printing. The security engine 112 may determine,
based on the access control rights defined for the user identifier, for example, in
the secure color print list, whether the user identifier is allowed for color printing.
if the determination made at block §10 is in the affirmative, the method 500
proceeds to block 514. On the other hand, if the determination made at block
510 is not affirmative, the method 500 procesds {o block 512,

[0067] At block 514, the security engine 112 generales and transmils a
password to the refrieved contact ideniity {as refrieved i block 508). The user
receives the password on his confact identity. The user thereafter enters the
password in the image rendering device 102 al block 516, At block 518, the
security enging 112 delermines if the entered password is corrsct. If the
determination made the block 518 is in the affirmative, the method 500
proceeds to block 520 and the instruction file is exscuted to print the data.
While, if the determination made the block 518 is negatlive, the method 500

praceeds to block 522 where the data is printed In monochrome.

{00681 Figure 6 illustrates a computing environment implementing a non-
transitory computer-readable medium for controlling execution of instruction files
in an image rendering device, according to an example. in an example, the
computing environment 600 may comprise an image rendering device, such as
image rendering device 102. The computing environment 800 includes a

processing resource 604 communicatively coupled to the non-transitory
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computerreadable medium 802 through a communication link 8086. In an
example, the processing resource 804 may be a processor of the image
rendering device that felches and execules compuder-readable instructions from
the non-transitory computer-readable medium 602,

{0069] The non-transitory computer-readable medium 802 can be, for
example, an internal memory device or an external memory device. In an
example, the communication link 606 may be a direct communication link, such
as any memory readiwrite interface. In another example, the communication link
606 may be an indirect communication link, such as a network interface. In such
a case, the processing resource 804 can access the non-ransitory computer-
readable medium 802 through a network 608. The network 808 may be a single
network or a combination of muitiple networks and may use a variety of different

communication protocols.

{6070] The processing resowce 804 and the non-fransilory computer-
readable medium 802 may also be communicatively coupled to data sources
810. The data source{s) 610 may be used to slore the user access control
righis, passwords, such as OTP and registered passwords, contact identity, in
an example. in an example, the non-transitory computer-readable medium 602
comprises executable instructions 612 for controlling execution of instruction
files by the image rendering device 102, For example, the non-transiiory
computer-readable medium 602 may comprise instruclions executable o
implement the previously described driver engine 110 and control engine 112,

[0071] In an example, the instructions 812 may cause the processing
resource 604 {o receive, at an image rendering device, an instruction file
execuiable for color printing of dala in the instruction file. As apparent from the
previous description, the instruction file is a type of file which may be executed
by the image rendering device 102 o print data in the instruction file in
accordance with the instruction therein. Thus, the instruction file received at the
image rendering device may be executable for color printing of data in the
instruction file If the instructions in the instruction file are defined so.
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0072} The instructions 812 may further cause the processing resource
604 to refrieve a user identifier included in the instruction file and thersafter
retrieve a contact identity corresponding fo the user identifier. The contact
identity may be stored in a directory, such as the above-mentionad directory 114
and the instructions 612 may cause the processing resource 804 o access the
directory {o refrieve the contact identity, In an exampie, the processing resource
804 may use a lightweight directory access protocol (LADP} to access the
directory to retrieve the contact identity.

[0073] Further, the instruction 612 may cause the processing resource
604 {o provide a password to the retrieved conlact identily, The user associated
with the contact identity may retrieve the password from his contact identity and
may enter the password in the image rendering device 102. Upon receiving the
password as a user input, the instructions 612 may cause the processing
resource to execute the instruction file 1o print the data.

{0074] In an example, the instruction 612 may cause the processing
resource 804 {o assess if the user identifier is enabled to execute print
commands for color printing. If it is identified that the user identifier is not
enabled for color printing, the instrucion 612 may cause the processing

resource B04 to store the instruction file for printing in monochroms.

{0075} Thus, the methods and devices of the present subject matter
provide to contral execution of instruction files for preventing unauthorized use
of image rendering device are described. Although implementations of
praventing unauthorized use of image rendering device are described have
been described in a language specific 1o structural features and/or methods, itis
to be undersicod thatl the appended claims are not necessarily limited o the
specific features or methods described. Rather, the specific featurss and
methods are disclosed as example for preventing unauthorized use of image

rendering device are described.
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Claims:

1. Amethod comprising:

receiving, at an image rendering device, an instruction file, the instruction
file comprising data {o be printed and an instruction for printing the data;

determining a user identifier included in the instruction file;

retrieving a contact identily coresponding to the determined user
identifier; and

fransmitting a notification to the reirieved contact identity.

2. The method as claimed in clam 1, wherein the notification comprises a
password, and wherein the method further comprises:

receiving, by the image rendering device, the password; and

execuling the instruction in response o receiving the password.

3. The method as claimed in claim 1, wherein retrieving the contact identity
associated with the user wWendifier comprises accessing a directory comprising

information regarding users associated with the image rendering device.

4. The method as claimed in claim 1, further comprising:
determining whether the instruction is for color printing or for
monachrome printing; and
when the instruction is for color printing,
assessing, based on a secure color print list that comprises user
identifiers enabled to execute print commands for color printing, whether
color printing is enabled for the determined user identifier; and
storing the instruction file for printing in monochrome if the color

printing is not enabled for the determined user identifier.

5. The method as claimed in claim 1, wherein the notification is indicative of

a number of copies of the instruction file to be printed.
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8. The method as claimed in claim 1 further comprising:

determining, based on the instruction, a number shests of medium fo be
printed to print the dafa in the instruction fle; and wherein

notifying an administrator of the image rendering device when the

number of sheets of medium {o be printed is more than a threshold,

7. An image rendering device comprising:
a print engine to:
receive an instruction file, the instruction file comprising dala {o be
printed and an instruction for printing the data, the instruction file
comprising a user identifier; and
a security engine o
retrieve a contact identity associated with the user identifier;
fransmit a password 1o the retrieved contact identity; and
allow printing of data in the instruction file upon a user entering the

password.

8. The image rendering device as claimed in claim §, wherein the instruction
file is a "print {o file’ instruction file generated by an application.

9. The image rendering device as claimed in claim 6, wherein the security
engine is to

determine that the instruction is for color printing;

determine, based on access confrol righls predefined for the user
identifier, it the user identifier is allowed o execute print commands for color
printing; and

store the instruction file for printing in monochrome if # is determined that

the user identifier is not allowed 1o execute print commands for color printing.
10.  The image rendering device as claimed in claim 8, wherein the security

engine is to notify an administrator if it is determined that the user identifier is

not allowed for color printing.
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11, The image rendering device as claimed in claim 6, wherein the security
angine is to;

determine, based on the instruction, a number of copies of the nstruction
file to be printed; and

send a notification o the refrieved contact identity when the number of
copies is more than a threshold.

12, A non-transitory computer-reéadable medium comprising  instructions
execuiable by a processing resource o)

receive, at an image rendering device, an instruction file executable for
color printing of data in the instruction file, the instruction file comprising a user
identifier;

retrieve a coniact identity corresponding to the user identifier;

provide a password 1o the retrieved contact identity: and

execute the instruction file upon receiving the password as a user input.

13. The nop-transitory compuler-readable medium as claimed in claim 12
further comprising instructions executable to assess if the user identifier is
enabled o exscute print commands for color printing.

14.  The non-transitory computerreadable medium as claimed in claim 13
further comprising instructions executable to store the instruction file for printing
inn monochrome i it is assessed that the user identifier is not enabled to execute

the print commands for color printing.
15.  The non-transitory computer-readable medium as claimed in claim 12

further comprising instructions executable to use a lightweight directory access

pratoco! (LDAPR) o access a direclory 1o refrieve the contact identity.
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