wo 2015/168685 A 1[I I N0F 00 0O O Y O

(43) International Publication Date

Organization
International Bureau

—~
é

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)
(19) World Intellectual Property

(10) International Publication Number

WO 2015/168685 Al

(51

eay)

(22)

(25)
(26)
(30)

(72)
1

74

31

5 November 2015 (05.11.2015) WIPO I PCT
International Patent Classification:
GO6F 21/62 (2013.01)
International Application Number:
PCT/US2015/029057

International Filing Date:
4 May 2015 (04.05.2015)

Filing Language: English
Publication Language: English
Priority Data:

61/988,009 2 May 2014 (02.05.2014) US

Inventor; and
Applicant : MITTER, Navroop [US/US]; 12934 Ethel
Rose Way, Boyds, Maryland 20841-2012 (US).

Agents: JOSEPH, Jerry K. et al.; Pitts & Lake, P.C., P.O.
Box 51295, Knoxville, Tennessee 37950-1295 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: METHOD OF PROVIDING END TO END ENCRYPTION WITH AUDITABILITY

112 114
§ AuDIT N
APPLICATION 112a :L;ilwn O 114a
= J = ]

(FIRST AUBITOR DEVICE)

(SECOND ALIDITOR DEVICE]

(57) Abstract: A method of performing secure end to end communication between users, the method includes registering a plurality
of devices corresponding to a first user having a first user profile stored within a repository, each device having a unique asymmetric
public-private key pair, publishing the public key of each device of the first user on the first user profile, storing the private key of
each device on corresponding device of the first user, using the published public keys, a second user encrypting and sending a secure
message to the first user, and receiving and decrypting the encrypted secure message trom the second user on all registered devices
corresponding to the first user stored within the repository using the stored private key on each device.



WO 2015/168685 PCT/US2015/029057

METHOD OF PROVIDING ENDTO END ENCRYPTION WITH AUDITABILITY

CROSS-REFERENCE TO RELATED APPLICATIONS

[001] This application claims the benefit of U.S. Provisional Patent Application No.
61/988,009, filed on May 2, 2014, the disclosures of which are incorporated herein in their
entirety by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

[002] The present general inventive concept relates to a method of performing secure
end to end encrypted communications between users while providing an end to end

encrypted audit trail and reduced key management burdens.
2. Description of the Related Art

[003] Pretty Good Privacy (PGP) and Secure/Multipurpose Internet Mail Extensions
(S/MIME) have been used for years as a means of packaging end to end encrypted
communications, particularly those over electronic mail (e-mail). In each case, a user is
represented by a public-private key pair, whereby communications intended for a
particular recipient are transmitted after encrypting the message, information, or file with
a symmetric key which is then itself encrypted with each intended recipient's asymmetric
public key and transmitted as a package containing the symmetric key encrypted
message, information, or file, and a list of one or more copies of the asymmetric key
encrypted symmetric key.

[004] This method of securing communications or packages for intended recipients was
well suited for environments in which users had one device, typically a computer, on
which they would receive and respond to secured communications. Where necessary,
users and or support staff would transport an asymmetric private key to additional devices
so0 messages could be received or responded to from an additional device. This
cumbersome step introduced security vulnerabilities and complexities, not to mention a
poor user experience relating to the extraction, storage, and transport of a user's

asymmetric private key.

[005] The recent ubiquity of powerful smart phones, tablets, and other computing devices
and non-secure messaging clients, applications, and apps has resulted in an expectation
of message or communication availability on all of a user's devices. Similarly, the desire to

have secure communications delivered to and responded to from multiple devices
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simultaneously has risen and has been supported by business cases for many users.

[006] Further, where audit trails were required, such as in corporate environments or
regulated industries, previous methods for secure communications required maintaining a
copy of all users' asymmetric private keys centrally to aid in decryption of all messages
as required. This presented additional challenges around key maintenance, storage, and
transport. Without, this centralized storage of all users asymmetric private keys, decryption
for audit purposes would not be possible, and these implementations would be end to end

encryption solutions unsuitable for environments where an audit trail is required.

[007] In an attempt to simplify asymmetric private key related issues, some secure
messengers instead rely on Secure Sockets Layer (SSL) encryption, similar to the
encryption leveraged by browsers to communicate securely with web servers in general
Internet communications. In this case, encryption is not end to end between a sender and
an intended recipient, instead the encryption is between the user's app and the provider's
Firewall, load balancer, or web server, or another device within the network of the provider.
Irrespective of where the SSL encryption terminates within the provider's network, at that

point all communications are unencrypted, commonly referred to as plain text.

[008] While this method removes the user's need to transport an asymmetric private
key between devices to enable multi-device receipt and sending of secured messages,
and eliminates the need to centrally maintain all users' asymmetric private keys to
facilitate the availability of an audit trail, it also exposes all communications to the
provider.

[009] Finally, in all methods described above when an audit trail is enabled, granularity
of who can view the audit trail or decrypted communications is a matter of access
control management and notan actual cryptographic limitation.

[0010] In general, secure mobile communications providers fall into two camps: those
protecting communications with SSL and exposing plain text on their own servers, and
those protecting communications end-to-end, without the presence of an adequate audit
trail for regulatory compliance.

[0011] Therefore, what is desired is a system and method of performing secure end to end
encrypted communications between users, while providing an end to end encrypted audit

trail with reduced key management burdens.
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BRIEF SUMMARY OF THE INVENTION

[0012] The present general inventive concept provides a method of performing secure
end-to-end encrypted communications between users while providing an end-to-end
encrypted audit trail and reduced key management burdens. In this general inventive
concept each user is able to communicate, send, receive, and view, messages securely from
a plurality of devices each represented by their own unique asymmetric public-private key
pair. Users publish asymmetric public keys representing each of their devices to a repository,
such as a database or a directory, from which other users wishing to communicate with them
can access all of their public keys at once.

[0013] For example, a first user with one laptop, one mobile phone, and one tablet may
publish 3 unique and distinct public keys that represent them on each of their devices
respectively. A second user is then able to access these 3 public keys and use them during
encryption of a message for the first user. While in this inventive concept the second user
now performs additional encryption tasks, one for each device of the first user, than what the
second user would have performed under other solutions, this occurs in the background and
does not impact the experience of the second user. The first user benefits from not having to
extract, transport, and import a private key from his laptop to his mobile phone and to his
tablet before being able to receive and send messages securely from these additional
devices, greatly improving the user experience for the first user. In addition, should the first
user lose his laptop, only content encrypted using the public key that corresponds to the
private key on the laptop of the first user would need to be removed from the messaging
repository and only the public key corresponding to the laptop would need to be removed
from the profile of the first user. As a result, the first user could continue to message securely
from his mobile phone and or tablet without interruption as other users of the system use the
remaining public keys of the first user to communicate with the first user.

[0014] In the present general inventive concept, it is also possible to register auditors or
reviewers who can review messages sent or received by those to whom they are linked.
Auditors also register devices each represented by their own unique asymmetric public-
private key pair. Auditors publish asymmetric public keys representing each of their devices
to a repository, such as a database or a directory. Auditors are linked to users for whom they
should have message review capabilities by an administration application. In the example
above, as the second user accesses the 3 public keys that represent the first user, the
published public key of a first auditor linked to the first user would also be included, resulting
in at least 4 keys being used by the second user when sending the first user a message.
While the first user would be able to receive and decrypt the message for viewing on his 3

devices, the first auditor linked to the first user would be able to view the message as well.
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Had a second auditor been present that was linked to the second user, then while accessing
the public keys for the first user and the first auditor linked to the first user, the public keys of
the second auditor would also be included. As a result, the second auditor would be able to
decrypt and review the message sent by the second user, the first user could decrypt and
view the message sent by the second user; and the first auditor could decrypt and view the
message received by the first user. Further, if the second user had additional devices, then
the additional public keys representing the additional devices of the second user would also
have been included and the message would have been encrypted with the public keys of the
additional devices of the second user. Once the additional devices of the second user
received or retrieved the messages the second user could decrypt and view the sent
message on their additional devices. The same would hold true if the roles were reversed
and the second user received a message from the first user, each of their devices would use
their respective private keys to decrypt the message as it was received on their device, and
each of the linked or attached auditors, first and second, would be able to decrypt and
review the message. This approach has multiple benefits for an organization. First, an
organization can setup one auditor or reviewer for multiple users, and safeguard the private
key of this auditor or reviewer to use later decrypt and view messages for multiple users.
This eliminates the need to track the private keys of every user, substantially reducing key
management burden. Second, an organization can assign different reviewers or auditors to
different subsets of its user, thereby limiting who can review who, supporting a need to know
model. Reviewers can have overlapping responsibilities. Third, reviewers can be assigned
for specific periods of time and then removed or de-linked from users, thereby limiting the
portion of a user’s messages they can later review. Fourth, a master auditor or reviewer, can
be assigned to all parties in an organization and used in case of loss or compromise of a
private key belong to an auditor or reviewer. There are multiple additional benefits to this
approach.

[0015] In particular, an embodiment of the present general inventive concept allows a first
user to register multiple devices to the service, each with their own unique asymmetric
public-private key pair, the public key of which is published to the profile of the first user to
facilitate distribution of all of the public keys representing currently registered devices of the
first user to a second user wishing to send the first user a secure message which can be
received and responded to from a plurality of currently registered devices of the first user.
[0016] The present general inventive concept also provides for the linking of zero, one, or
more auditors to a first user's profile to facilitate the distribution of the asymmetric auditor
public keys representing each auditor linked to a first user profile to a second user

wishing to send the first user a secure message where an audit trail is required. A unique
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asymmetric auditor public-private key pair represents each auditor.

[0017] Additional aspects and utilities of the present general inventive concept will be set
forth in part in the description which follows and, in part, will be obvious from the description,
or may be learned by practice of the general inventive concept.

[0018] Features and/or utilities of the present general inventive concept may be achieved by
providing a method of performing secure end to end communication between users, the
method includes registering a plurality of devices corresponding to a first user having a first
user profile stored within a repository, each device having a unique asymmetric public-
private key pair, publishing the public key of each device of the first user on the first user
profile, storing the private key of each device of the first user on the corresponding device of
the first user, using the published public keys, a second user encrypting and sending a
secure message to the first user, and receiving and decrypting the encrypted secure
message from the second user on all registered devices corresponding to the first user
stored within the repository using the corresponding stored private key on each device of the
first user.

[0019] Receipt and decryption of the encrypted secure message from the second user only
occurs on devices with a public key published to the first user profile when the second user
encrypted and sent the secure message.

[0020] The second user may have a second user profile stored within the repository.

[0021] The second user profile may include public keys of each device corresponding to the
second user.

[0022] The private key of each device may be stored on the corresponding device of the
second user. The second user may store a private key corresponding to each device of the
second user on the corresponding device.

[0023] The second user may encrypt and send a secure message to the first user from one
device of the second user and to the remaining devices on the second user profile using the
published public keys on the first user profile and the published public keys on the second
user profile, wherein the method may further include receiving and decrypting the encrypted
secure message from the second user on all registered devices corresponding to the first
user using the unique asymmetric private key stored on each device of the first user and
receiving and decrypting the encrypted secure message from the second user on all
remaining devices corresponding to the second user using the unique asymmetric private
key stored on each device of the second user.

[0024] That is, in an alternative embodiment, a second user encrypts a message to the first
user with a symmetric key; encrypts the symmetric key with each of the published public
keys on the first user profile; sending the encrypted message and the encrypted symmetric
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keys to the first user; where on each device receipt and decryption of an encrypted
symmetric key occurs using the stored private key on each device of the first user; and
receipt and decryption of the encrypted secure messages occurs using the decrypted
symmetric key.

[0025] The receiving and decrypting the encrypted secure message from the second user
may occur on each device with a public key published to the first user profile when the
second user encrypted and sent the secure message.

[0026] The method may further provide for a second user encrypting and sending a secure
message to the first user with a symmetric key which includes encrypting the symmetric key
with each of the published public keys on the first user profile, sending the encrypted
message and the encrypted symmetric keys to the first user, receiving and decrypting the
encrypted symmetric key stored private key of each device corresponding to the first user,
and receiving and decrypting the encrypted secure message using the decrypted symmetric
key decrypted on all registered devices corresponding to the first user stored within the
repository.

[0027] Features and/or utilities of the present general inventive concept may also be
achieved by providing a method of performing and auditing secure end to end
communication between users, the method including registering a plurality of devices
corresponding to a first user having a first user profile and a second user having a second
user profile stored within a repository, each device having a unique asymmetric public-
private key pair, publishing the public key of each device of the first user on the first user
profile, publishing the public key of each device of the second user on the second user
profile, registering an auditor device corresponding to a first auditor having a first auditor
profile stored within the repository, the auditor device having a unique auditor asymmetric
public-private key pair, publishing the public key of the auditor device corresponding to the
first auditor on the first auditor profile, linking the first auditor profile to the first user profile,
using the published public keys on the first user profile and the published public key on the
first auditor profile linked to the first user profile and the published public keys on the second
user profile, a second user encrypting and sending a secure message to the first user, the
first auditor, and the remaining devices of the second user, receiving and decrypting the
encrypted secure message from the second user on all registered devices corresponding to
the first user stored within the repository, receiving and decrypting the encrypted secure
message from the second user on the auditor device corresponding to the first auditor linked
to the first user profile, and receiving and decrypting the encrypted secure message from the
second user on all remaining registered devices corresponding to the second user stored
within the repository.
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[0028] The receiving and decrypting the encrypted secure message from the second user
may occur on the auditor device corresponding to the auditor linked to the first user profile,
each of the devices of the first user profile, and each of the devices on the second user
profile when the second user encrypted and sent the secure message.

[0029] Wherein when a first auditor is required for the first user and a second auditor is
required for the second user, an auditor device is registered corresponding to a second
auditor having a second auditor profile stored within the repository, the auditor device having
a unique auditor asymmetric public-private key pair; publishing the public key of the auditor
device corresponding to the second auditor on the second auditor profile; and linking a
second auditor profile to the second user profile; and wherein using the published public
keys on the second auditor profile linked to the second user profile, the published public
keys on the first user profile and the published public key on the first auditor profile linked to
the first user profile and the published public keys on the second user profile, a second user
encrypts and sends a secure message to the first user, the first auditor whose profile is
linked to the first user profile, the second auditor whose profile is linked to the second user
profile, and the remaining devices of the second user; and receiving and decrypting the
encrypted secure message from the second user on all registered devices corresponding to
the first user stored within the repository; and receiving and decrypting the encrypted secure
message from the second user on the auditor device corresponding to the first auditor linked
to the first user profile; and receiving and decrypting the encrypted secure message from the
second user on the auditor device corresponding to the second auditor linked to the second
user profile; and receiving and decrypting the encrypted secure message from the second
user on all remaining registered devices corresponding to the second user stored within the
repository.

[0030] Wherein an auditor device may be registered corresponding to a second auditor
having a second auditor profile stored within the repository, the auditor device having a
unique auditor asymmetric public-private key pair, the method may further include publishing
the public key of the auditor device corresponding to the second auditor on the second
auditor profile, linking the second auditor profile to the second user profile, wherein using the
published public keys on the second auditor profile linked to the second user profile, the
published public keys on the first user profile and the published public key on the first auditor
profile linked to the first user profile and the published public keys on the second user profile,
a second user encrypts and sends a secure message to the first user, the first auditor whose
profile is linked to the first user profile, the second auditor whose profile is linked to the
second user profile, and the remaining devices of the second user, receiving and decrypting
the encrypted secure message from the second user on all registered devices corresponding
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to the first user stored within the repository, receiving and decrypting the encrypted secure
message from the second user on the auditor device corresponding to the first auditor linked
to the first user profile, receiving and decrypting the encrypted secure message from the
second user on the auditor device corresponding to the second auditor linked to the second
user profile, and receiving and decrypting the encrypted secure message from the second
user on all remaining registered devices corresponding to the second user stored within the
repository.

[0031] Wherein the receiving and decrypting the encrypted secure message from the
second user occurs on the auditor device corresponding to the first auditor linked to the first
user profile and the auditor device corresponding to the second auditor linked to the second
user profile when the second user encrypted and sent the secure message.

[0032] Wherein when a first auditor is required for the first user and a second auditor is
required for the second user, the receiving and decrypting the encrypted secure message
from the second user occurs on the auditor device corresponding to the first auditor linked to
the first user profile and the auditor device corresponding to the second auditor linked to the
second user profile when the second user encrypted and sent the secure message.

[0033] Wherein a second user encrypts a message to the first user with a symmetric key,
the method may further include encrypting the symmetric key with each of the published
public keys on the first user profile, encrypting the symmetric key with the published public
key on the auditor profile linked to the first user profile, encrypting the symmetric key with
each of the published public keys on the second user profile, sending the encrypted
message and the encrypted symmetric keys to the first user, the auditor, and the remaining
devices on the second user profile, receiving and decrypting the encrypted symmetric key
using the stored private key on each device of the first users, receiving and decrypting the
encrypted secure message using the decrypted symmetric key decrypted on all registered
devices corresponding to the first user stored within the repository, receiving and decrypting
the encrypted symmetric key using the stored auditor private key on the auditor device,
receiving and decrypting the encrypted secure message using the decrypted symmetric key
decrypted on the auditor device, receiving and decrypting the encrypted symmetric key using
the stored private key on each of the remaining devices of the second user, and receiving
and decrypting the encrypted secure message using the decrypted symmetric key decrypted
on all of the remaining registered devices corresponding to the second user stored within the
repository.

[0034] In an alternative embodiment, a second user encrypts the symmetric key with each of
the published public keys on the first user profile; encrypts the symmetric key with the
published public key on the auditor profile linked to the first user profile; encrypts the
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symmetric key with each of the published public keys on the second user profile; sending the
encrypted message and the encrypted symmetric keys to the first user, the auditor, and the
remaining devices on the second user profile; where on each device receipt and decryption
of an encrypted symmetric key occurs using the stored private key on each device of the first
users; where on each device receipt and decryption of the encrypted secure message
occurs using the decrypted symmetric key decrypted on all registered devices corresponding
to the first user stored within the repository; where receipt and decryption of an encrypted
symmetric key occurs using the stored auditor private key on the auditor device; where
receipt and decryption of the encrypted secure message occurs using the decrypted
symmetric key decrypted on the auditor device; and where receipt and decryption of an
encrypted symmetric key occurs using the stored private key on each of the remaining
devices of the second user; and where receipt and decryption of the encrypted secure
message occurs using the decrypted symmetric key decrypted on all of the remaining
registered devices corresponding to the second user stored within the repository.

[0035] Features and/or utilities of the present general inventive concept may also be
achieved by providing a computer based secure end to end communication system including
a means for registering a plurality of devices corresponding to a first user having a first user
profile stored within a repository, each device having a unique asymmetric public-private key
pair, a means for publishing the public key of each device of the first user on the first user
profile, a means for storing the private key of each device on corresponding device of the
first user, using the published public keys, a second user encrypting and sending a secure
message to the first user and a means for receiving and decrypting the encrypted secure
message from the second user on all registered devices corresponding to the first user

stored within the repository using the stored private key on each device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] These and/or other utilities and aspects of the present general inventive concept will
become apparent and more readily appreciated from the following description of the
embodiments, taken in conjunction with the accompanying drawings of which:

[0037] FIG. 1 is a schematic block diagram of a secure end-to-end encrypted
communications system according to an exemplary embodiment of the present general
inventive concept;

[0038] FIG. 2 is a flow chart illustrating a method for enabling devices belonging to a user to
receive secure messages according to an exemplary embodiment of the present general

inventive concept;
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[0039] FIG. 3 is a flow chart illustrating a method of performing secure end to end encrypted
communications between users (i.e., a first user and a second user) according to an
exemplary embodiment of the present general inventive concept;

[0040] FIG. 4 is a flow chart illustrating a method of performing secure end to end encrypted
communications between users (i.e., a first user and a second user) according to another
exemplary embodiment of the present general inventive concept;

[0041] FIG. 5 is a flow chart illustrating a method of performing secure end to end encrypted
communications between users (i.e., a first user, a second user, and a first auditor)
according to another exemplary embodiment of the present general inventive concept; and
[0042] FIG. 6 is a flow chart illustrating a method of performing secure end to end encrypted
communications between users (i.e., a first user, a second user, a first auditor, and a second
auditor) according to another exemplary embodiment of the present general inventive

concept.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0043] Reference will now be made in detail to the exemplary embodiments of the present
general inventive concept, examples of which are illustrated in the accompanying drawings,
wherein like reference numerals refer to the like elements throughout. The exemplary
embodiments are described below in order to explain the present general inventive concept
by referring to the figures. However, the present general inventive concept may be
embodied in many different forms and should not be construed as limited to the
embodiments set forth herein; rather these embodiments are provided so that this disclosure
will be thorough and complete, and will convey the scope of the inventive concept to those
skilled in the art.

[0044] An auditor, or designee, generates a unique auditor asymmetric public-private key
pair, the public key of which is published to the provider's server representing the auditor,
while the auditor's asymmetric private key is never provided to, maintained, or stored by the
provider. When zero auditor keys are present on the first and the second user's profiles,
message are sent with end to end encryption and no audit trail is available. When one or
more auditors' asymmetric public keys are present on the first or the second user's profiles
at the time of sending a particular message containing, text, audio, video, images, or other
attachments, the corresponding auditors' asymmetric private keys can be used to decrypt
the message. When a symmetric key is first used to encrypt the message, the corresponding
auditors' asymmetric private keys can be used to first decrypt a copy of the symmetric key
used to encrypt the message at the present or a future time which can in tum be used to
decrypt the message at that time.
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[0045] The present general inventive concept provides for the ongoing removal or addition
of asymmetric public keys from a user's profile. As each message is sent, only the
asymmetric public keys present on the sender's profile and each intended recipient's profile,
in addition to the asymmetric auditor public keys of each auditor linked to the sender and or
each intended recipient, are used to encrypt the current message or encrypt a symmetric
key which is used to encrypt the current message.

[0046] The present general inventive concept provides for the ongoing removal or addition
of linked auditors' to a user's profile whose asymmetric auditor public keys are used to
encrypt messages or encrypt symmetric keys used to encrypt messages when the user is
the sender of the message or the intended recipient of the message. Only the asymmetric
private keys representing auditors linked to either the sender or recipient of the message at
the time of its encryption or at the time of the encryption of a symmetric key used to encrypt
a message will be able to decrypt the message or decrypt a copy of the symmetric key
encrypted with their respective asymmetric public key which in turn can be used to decrypt
the symmetric key encrypted message.

[0047] Thus each message is sent and received end to end encrypted by the senders,
intended recipients, and linked auditors.

[0048] In the case of users and auditors, the provider never receives, maintains, or transmits
asymmetric private keys, limiting the provider's ability to decrypt communications.

[0049] The present general inventive concept provides for an optional digital rights
management (DRM) setting or settings that may include limitations on the date and time of
expiration of a message or attached content, limitations on the number of views allowed for a
message or attached content, limitations on whether a message or attached content can be
forwarded, limitations on whether a message or attached content can be copied, limitations
on whether a message or attached content can be archived to other cloud/local storage,
limitations on where a message or attached content can be viewed, limitations on specific
times or time ranges when a message can be viewed, and other similar limitations.

[0050] This present general inventive concept provides (1) encryption over the wire and at-
rest, (2) a secure audit trail, (3) protection from data mining and 3rd party information
requests, (4) granular control of who can audit different portions of a communication thread
based on if and when they were linked as an auditor, (5) allows different auditors to have
different access to portions of the audit trail based on having limited ability to decrypt only
the portion of the audit trail their key allows them to decrypt. Other features include end-to-
end message encryption, device specific encryption keys, data lifespan controls (e.g.
expiration), end-to-end encrypted audit trail, cryptographic audit control and attachment

user-by-user.
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[0051] The general inventive concept is made possible by use of a user profile or user
directory that contains entries for each of a user's registered devices and their corresponding
public keys from their asymmetric public-private key pairs for each device, and the public
keys from the asymmetric public-private key pairs representing any associated, linked, or
assigned individual auditors and or public keys from the asymmetric public-private key pairs
representing organization wide master audit trails or links to the profiles of such auditors,
individual or master, from which the appropriate public keys from the appropriate asymmetric
public-private key pairs can be obtained.

[0052] Essentially, users, auditors, and organizations can be represented by multiple
asymmetric encryption keys and as needed messages can be encrypted from one user to
another user to be seen on any of their registered devices while also providing a copy
encrypted for any required auditors or organizations listed on the user's profile. This allows
an auditor listed on or linked to the user's profile at the time the message was sent to
retrieve the message and decrypt the message locally preventing a service provider from
reading the message in between. Additional users and their respective listed or linked
auditors can be added to a conversation and the same approach as above would be taken
for each of these users.

[0053] FIG. 1 is a schematic block diagram of a secure end-to-end encrypted
communications system 100 according to an exemplary embodiment of the present general
inventive concept.

[0054] Referring to FIG. 1, the system 100 includes a secure messaging solution 102 having
a secure messaging application server 104 through which secure messages, device
registrations, user and auditor profile requests, auditor profile to user profile linking requests,
and public key to profile publishing requests are channeled, with user profiles and auditor
profiles and corresponding public keys, and secure messages being stored in a common file
storage device, memory unit, directory, or database such as a repository 106. However, the
present general inventive concept is not limited thereto.

[0055] In the present exemplary embodiment, a first user and a second user may each have
a plurality of devices 108, 110 having access to the repository 106 via the application server
104. The first user devices 108 and the second user devices 110 store and execute custom
designed messaging encryption and decryption software applications 108a and 110a,
respectively, according to the present general inventive concept.

[0056] The custom designed messaging encryption and decryption software applications
108a and 110a may be stored on a storage medium such as a CD ROM, diskettes, hard
drive or other suitable memory device and are programs that are executable by user devices
108, 110, including computers, mobile devices, or tablets to facilitate operations of the
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system 100 as further set forth below.

[0057] The software applications 108a and 110a can (1) send device registration requests to
the secure messaging server 104 which stores the device registration to the corresponding
user profile in the repository 106; (2) send public key to profile publishing requests to the
secure messaging server 104 which stores the public keys on the corresponding user
profiles in the repository 106; (3) request users profiles and public keys published to the user
profiles in addition to the public keys of auditor profiles linked to requested user profiles for
message recipients and senders via the secure messaging server 104 which pulls the
necessary user and auditor profiles and public keys published to the profiles from the
repository 106; (4) send secure messages by encrypting messages and or encrypting
symmetric keys with messages encrypted with symmetric keys using public keys retrieved
via the secure messaging server 104; (5) receive or retrieve encrypted messages and or
public key encrypted symmetric keys with messages encrypted by symmetric keys
addressed to the corresponding user from the secure messaging server 104 which pulls the
encrypted messages and or encrypted symmetric keys and messages encrypted by
symmetric keys from the repository 106; and (6) decrypt received or retrieved messages or
keys using the private key stored on the device. However, the present general inventive
concept is not limited thereto.

[0058] The first auditor device 112 and the second auditor device 114 store and execute
custom designed audit review software applications 112a and 114a respectively, according
to the present general inventive concept. The audit review software application according to
the present general inventive concept can (1) send device registration requests to the
application server 104 which stores the device registration to the corresponding auditor
profile in the repository 106; (2) send public key to profile publishing requests to the secure
messaging server 104 which stores the public keys on the corresponding auditor profiles in
the repository 106; (3) receive or retrieve encrypted messages and or public key encrypted
symmetric keys with messages encrypted by symmetric keys addressed to the
corresponding auditor from the secure messaging server 104 which pulls the encrypted
messages and or encrypted symmetric keys and messages encrypted by symmetric keys
from the repository 106; and (4) decrypt received or retrieved messages or keys using the
private key stored on the device. However, the present general inventive concept is not
limited thereto.

[0059] That is, in alternative exemplary embodiments, the custom designed audit review
software applications 112a and 114a may be stored on a storage medium such as a CD
ROM, diskettes, hard drive or other suitable memory device and are programs that are
executable by computers, mobile devices, or tablets to facilitate operations of the system
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100 as further set forth below.

[0060] The admin device 116 stores and executes software for user administration 116a or a
browser 116b to access a user administration website served by the secure messaging
application server 104 which, among other functions, can be used to link auditor profiles
containing published auditor public keys to user profiles containing published user public
keys, wherein the linked profiles and published public keys are stored in the repository 106.
However, the present general inventive concept is not limited thereto.

[0061] FIG. 2 is a flow chart illustrating a method 200 for enabling devices belonging to a
user to receive secure messages according to an exemplary embodiment of the present
general inventive concept. The method 200 begins at step 202 in which a unique
asymmetric public-private key pair is generated on each device belonging to a user, and the
devices are registered with the secure messaging server 104.

[0062] In step 204, the public key of each device is published to the corresponding user
profile via the application server 104, where the user profile with published public keys is
stored in the repository 106.

[0063] In step 206, the private key of the unique asymmetric public-private key pair
generated on each device is stored on the device it was generated on and remains solely on
that device. In exemplary embodiments, the second user has a second user profile stored
within the repository, which may include public keys of each device corresponding to the
second user.

[0064] FIG. 3 is a flow chart illustrating a method 300 of performing secure end to end
encrypted communications between users (i.e., a first user and a second user) according to
an exemplary embodiment of the present general inventive concept. That is, FIG. 3
illustrates a method 300 for sending a secure message from a second user to a first user,
where the message is encrypted distinctly for each device of the first user.

[0065] Prior to composing and encrypting a message from the second user to the first user
in 302, process step 200 was completed by the first user, leading to a first user profile stored
in the repository 106 with published public keys for each device of the first user.

[0066] At step 302, the secure messaging application 110a executed on the second user’s
device 110 retrieves the public keys published on the first user profile from the repository
106 via the application server 104, and uses the published public keys corresponding to the
first user to encrypt a message to the first user.

[0067] At step 304, the encrypted message is then sent to the first user from the second
user using the secure messaging application 110a via the application server 104.

[0068] At step 306, the first user receives or retrieves the encrypted message from the
application server 104 via the first user’s secure messaging application 108a on each of the
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first user’s devices and using the first user’s private key stored locally on each device,
decrypts the message encrypted for each device using its corresponding public key
published to the first user profile.

[0069] FIG. 4 is a flow chart illustrating a method 400 of performing secure end to end
encrypted communications between users (i.e., a first user and a second user) according to
another exemplary embodiment of the present general inventive concept. The method 400
according to the present exemplary embodiment is substantially similar to the method 300
described above, further including a second user registering at least one device to the
application server 104 by completing process step 200.

[0070] At step 402, the second user composes and encrypts a message on one device
corresponding to the second user using the published public keys for the first user and the
published public keys for the second user stored within the repository 106 via the application
server 104 and the secure messaging application 110a on the second user’s device.

[0071] At step 404a, the encrypted message is then sent to the first user from the second
user using the secure messaging application 110a via the application server 104.

[0072] At step 404b, the encrypted message is then sent from the second user to the
remaining devices corresponding to the second user using the secure messaging application
110a via the application server 104. In an exemplary embodiment, steps 404a and steps
404b may be performed simultaneously.

[0073] At step 406a, the encrypted message sent from the second user is received and
decrypted on each of the first user devices registered to the application server 104 using the
stored private key on each first user device.

[0074] At step 406b, the encrypted message sent from the second user is also received and
decrypted on each of the second user devices registered to the application server 104 using
the stored private key on each second user device. That is, the encrypted message sent
from the second user to the first user is also sent to the remaining devices registered to the
second user using the secure messaging application 110a via the application server 104.
[0075] In an alternative exemplary embodiment, at step 402, the second user composes and
encrypts a message with a symmetric key on one device corresponding to the second user
and encrypts the symmetric key using the published public keys for the first user and the
published public keys for the second user stored within the repository 106 via the application
server 104 and the secure messaging application 110a on the second user's device. Then,
at step 404a, the encrypted message and encrypted symmetric key are then sent to the first
user from the second user using the secure messaging application 110a via the application
server 104.

[0076] Similarly, at step 404b, the encrypted message and encrypted symmetric key are
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then sent from the second user to the remaining devices corresponding to the second user
using the secure messaging application 110a via the application server 104. Then at step
406a, on receiving or retrieving the encrypted message and encrypted symmetric key using
the secure messaging application 108a via the application server 104, the first user decrypts
the symmetric key with the private key stored on each of the first user’s devices, and then
decrypts the encrypted message with the decrypted symmetric key.

[0077] Similarly in step 406b, on receiving or retrieving the encrypted message and
encrypted symmetric key using the secure messaging application 110a via the application
server 104 on the second user’s remaining devices, the second user decrypts the symmetric
key with the private key stored on each of the second user’s devices, and then decrypts the
encrypted message with the decrypted symmetric key.

[0078] FIG. 5 is a flow chart illustrating a method 500 of performing secure end to end
encrypted communications between users (i.e., a first user, a second user, and a first
auditor) according to another exemplary embodiment of the present general inventive
concept.

[0079] The method 500 according to the present exemplary embodiment is substantially
similar to the method 400 described above, further including registering and linking a first
auditor to the first user profile. In the present exemplary embodiment, the method 500
performs and audits secure end to end encrypted communications between users, where the
messages are encrypted distinctly for each device of all users, including the first and second
user and the auditor. First, prior to initiating method 500, process step 200 is performed and
completed for a first user and a second user.

[0080] At step 502, a unique asymmetric public-private key pair is generated on at least one
device corresponding to a first auditor, and the device is registered with the secure
messaging application 104. (See FIG. 1).

[0081] At step 504, the public key of the first auditor is published to a first auditor profile via
the application server 104, where the auditor profile with published public keys
corresponding to the first auditor is stored in the repository 106.

[0082] At step 506, the private key of the unique asymmetric public-private key pair
generated on the first auditor device is stored on the device it was generated on and remains
solely on that device.

[0083] At step 508, an administrator links the first auditor profile to the first user profile using
the administrator application 116a or a web application on the application server 104
accessed via a browser 116b. (See FIG. 1).

[0084] Next, at step 510, the second user (sender) may compose and encrypt a message to
the first user (receiver) from one of the devices corresponding to the second user. As the
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message is being composed in step 510 from the second user to the first user, the second
user’s secure messaging application 110a retrieves the published public keys corresponding
to the first user on the first user’s profile, the published public keys corresponding to the
second user on the second user’s profile, and the published public keys corresponding to
the auditor (i.e., the first auditor) linked to the first user’s profile from the repository 106 via
the application server 104, and then uses the published public keys to encrypt a message for
the first user, the second user, and the first auditor.

[0085] At steps 512a, 512b, and 512c¢, the encrypted message is then sent to the first user,
the second user, particularly to the remaining registered devices corresponding to the
second user, and the first auditor linked to the first user’s profile using the secure messaging
application 110a via the application server 104. In the present exemplary embodiment,
steps 512a, 512b, and 512¢ may be performed simultaneously.

[0086] At step 514a, the first user receives or retrieves the encrypted message from the
application server 104 via the first user’s secure messaging application 108a on each device
corresponding to the first user and using the particular device’s locally stored private key,
decrypts the message that was previously encrypted for each device of the first user using
its corresponding public key published to the first user profile.

[0087] At step 514b, the second user receives or retrieves the encrypted message from the
application server 104 via the second user’s secure messaging application 110a on each
device corresponding to the second user and using the particular device’s locally stored
private key, decrypts the message that was previously encrypted for each device of the
second user using its corresponding public key published to the second user profile.

[0088] At step 514c, the first auditor receives or retrieves the encrypted message from the
application server 104 via the first auditor’s audit review application 112a on each device
corresponding to the first auditor and using the particular device’s locally stored private key,
decrypts the message that was previously encrypted for each device of the first auditor using
its corresponding public key published to the first auditor profile.

[0089] In an alternative exemplary embodiment, at step 510, the second user composes and
encrypts a message with a symmetric key on one device corresponding to the second user
and encrypts the symmetric key using the published public keys for the first user, the
published public keys for the second user, and the published public key for the first auditor
linked to the first user profile stored within the repository 106 via the application server 104
and the secure messaging application 110a on the second user's device.

[0090] Then, at step 512a, the encrypted message and encrypted symmetric key are then
sent to the first user from the second user using the secure messaging application 110a via
the application server 104.
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[0091] Similarly, at step 512b, the encrypted message and encrypted symmetric key are
then sent from the second user to the remaining devices corresponding to the second user
using the secure messaging application 110a via the application server 104.

[0092] Similarly, at step 512¢, the encrypted message and encrypted symmetric key are
then sent from the second user to the first auditor linked to the first user profile using the
secure messaging application 110a via the application server 104.

[0093] In the current embodiment, steps 512a, 512b, and 512¢ may also be performed
simultaneously.

[0094] Then at step 514a, on receiving or retrieving the encrypted message and encrypted
symmetric key using the secure messaging application 108a via the application server 104,
the first user decrypts the symmetric key with the private key stored on each of the first
user’s devices, and then decrypts the encrypted message with the decrypted symmetric key.
[0095] Similarly in step 514b, on receiving or retrieving the encrypted message and
encrypted symmetric key using the secure messaging application 110a via the application
server 104 on the second user’s remaining devices, the second user decrypts the symmetric
key with the private key stored on each of the second user’s devices, and then decrypts the
encrypted message with the decrypted symmetric key.

[0096] Then at step 514c, on receiving or retrieving the encrypted message and encrypted
symmetric key using the audit review application 112a via the application server 104, the first
auditor decrypts the symmetric key with the private key stored on each of the first auditor’s
devices, and then decrypts the encrypted message with the decrypted symmetric key.

[0097] FIG. 6 is a flow chart illustrating a method 600 of performing secure end to end
encrypted communications between users (i.e., a first user, a second user, a first auditor,
and a second auditor) according to another exemplary embodiment of the present general
inventive concept. The method 600 according to the present exemplary embodiment is
substantially similar to the method 500 described above, further including registering and
linking a second auditor to the second user profile.

[0098] In the present exemplary embodiment, the first auditor is able to review messages as
received by the first user, and the second auditor is able to review messages sent by the
second user. If the roles were reversed (sender and receiver roles) and the first user sent a
message to the second user, the first auditor would be able to review the message sent by
the first user, and the second auditor would be able to review the message received by the
second user.

[0099] First, prior to initiating method 600, process step 200 is performed and completed for
a first user and a second user.

[00100] At step 502, a unique asymmetric public-private key pair is generated on at least
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one device corresponding to a first auditor, and the device is registered with the secure
messaging application server 104.

[00101] At step 504, the public key of the first auditor is published to a first auditor profile via
the application server 104, where the auditor profile with published public keys
corresponding to the first auditor is stored in the repository 106.

[00102] At step 506, the private key of the unique asymmetric public-private key pair
generated on the first auditor device is stored on the device it was generated on and remains
solely on that device.

[00103] At step 508, an administrator links the first auditor profile to the first user profile
using the administrator application 116a or a web application on the application server 104
accessed via a browser 116b.

[00104] At step 602, a unique asymmetric public-private key pair is generated on at least
one device corresponding to a second auditor, and the device is registered with the secure
messaging application server 104.

[00105] At step 604, the public key of the second auditor is published to a second auditor
profile via the application server 104, where the auditor profile with published public keys
corresponding to the second auditor is stored in the repository 106.

[00106] At step 606, the private key of the unique asymmetric public-private key pair
generated on the second auditor device is stored on the device it was generated on and
remains solely on that device.

[00107] At step 608, an administrator links the second auditor profile to the second user
profile using the administrator application 116a or a web application on the application server
104 accessed via a browser 116b.

[00108] Next, at step 610, the second user may compose and encrypt a message or
response to the first user from one of the devices corresponding to the second user. As the
message is being composed in step 610 from the second user to the first user, the second
user’s secure messaging application 110a retrieves the published public keys corresponding
to the first user on the first user’s profile, the published public keys corresponding to the
second user on the second user’s profile, the published public keys corresponding to the first
auditor linked to the first user’s profile, and the published public keys corresponding to the
second auditor linked to the second user’s profile from the repository 106 via the application
server 104, and then uses the published public keys to encrypt a message for the first user,
the second user, the first auditor, and the second auditor.

[00109] At steps 612a, 612b, 612¢, and 612d, the encrypted message is then sent to the
first user, the second user, particularly to the remaining registered devices corresponding to
the second user, the first auditor linked to the first user’s profile, and the second auditor
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linked to the second user’s profile using the secure messaging application 110a via the
application server 104. In the present exemplary embodiment, steps 612a, 612b, 612¢, and
612d may be performed simultaneously.

[00110] At step 614a, the first user receives or retrieves the encrypted message from the
application server 104 via the first user’s secure messaging application 108a on each device
corresponding to the first user and using the particular device’s locally stored private key,
decrypts the message that was previously encrypted for each device of the first user using
its corresponding public key published to the first user profile.

[00111] At step 614b, the second user receives or retrieves the encrypted message from the
application server 104 via the second user’s secure messaging application 110a on each
device corresponding to the second user and using the particular device’s locally stored
private key, decrypts the message that was previously encrypted for each device of the
second user using its corresponding public key published to the second user profile.

[00112] At step 614c, the first auditor receives or retrieves the encrypted message from the
application server 104 via the first auditor’s audit review application 112a on each device
corresponding to the first auditor and using the particular device’s locally stored private key,
decrypts the message that was previously encrypted for each device of the first auditor using
its corresponding public key published to the first auditor profile.

[00113] At step 614d, the second auditor receives or retrieves the encrypted message from
the application server 104 via the second auditor’s audit review application 114a on each
device corresponding to the second auditor and using the particular device’s locally stored
private key, decrypts the message that was previously encrypted for each device of the
second auditor using its corresponding public key published to the second auditor profile.
[00114] In an alternative exemplary embodiment, at step 610, the second user composes
and encrypts a message with a symmetric key on one device corresponding to the second
user and encrypts the symmetric key using the published public keys for the first user, the
published public keys for the second user, the published public key for the first auditor linked
to the first user profile, and the published public key for the second auditor linked to the
second user profile stored within the repository 106 via the application server 104 and the
secure messaging application 110a on the second user's device.

[00115] Then, at step 612a, the encrypted message and encrypted symmetric key are then
sent to the first user from the second user using the secure messaging application 110a via
the application server 104.

[00116] Similarly, at step 612b, the encrypted message and encrypted symmetric key are
then sent from the second user to the remaining devices corresponding to the second user
using the secure messaging application 110a via the application server 104.
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[00117] Similarly, at step 612¢, the encrypted message and encrypted symmetric key are
then sent from the second user to the first auditor linked to the first user profile using the
secure messaging application 110a via the application server 104.

[00118] Similarly, at step 612d, the encrypted message and encrypted symmetric key are
then sent from the second user to the second auditor linked to the second user profile using
the secure messaging application 110a via the application server 104. In the present
exemplary embodiment, steps 612a, 612b, 612¢c, and 612d may be performed
simultaneously.

[00119] Then at step 614a, on receiving or retrieving the encrypted message and encrypted
symmetric key using the secure messaging application 108a via the application server 104,
the first user decrypts the symmetric key with the private key stored on each of the first
user’s devices, and then decrypts the encrypted message with the decrypted symmetric key.
[00120] Similarly in step 614b, on receiving or retrieving the encrypted message and
encrypted symmetric key using the secure messaging application 110a via the application
server 104 on the second user’s remaining devices, the second user decrypts the symmetric
key with the private key stored on each of the second user’s devices, and then decrypts the
encrypted message with the decrypted symmetric key.

[00121] Then at step 614c, on receiving or retrieving the encrypted message and encrypted
symmetric key using the audit review application 112a via the application server 104, the first
auditor decrypts the symmetric key with the private key stored on each of the first auditor’s
devices, and then decrypts the encrypted message with the decrypted symmetric key.
[00122] Then at step 614d, on receiving or retrieving the encrypted message and encrypted
symmetric key using the audit review application 114a via the application server 104, the
second auditor decrypts the symmetric key with the private key stored on each of the second
auditor’s devices, and then decrypts the encrypted message with the decrypted symmetric
key.

[00123] It is to be understood that the foregoing illustrative exemplary embodiments have
been provided merely for the purpose of explanation and are in no way to be construed as
limiting of the present general inventive concept. Words used herein are words of description
and illustration, rather than words of limitation. In addition, the advantages and objectives
described herein may not be realized by each and every exemplary embodiment practicing
the present general inventive concept. Further, although the present general inventive
concept has been described herein with reference to particular structure, steps and/or
exemplary embodiments, the present general inventive concept is not intended to be limited
to the particulars disclosed herein. Rather, the present general inventive concept extends to
all functionally equivalent structures, methods and uses, such as are within the scope of the
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appended claims. Those skilled in the art, having the benefit of the teachings of this
specification, may affect numerous modifications thereto and changes may be made without
departing from the scope and spirit of the present general inventive concept.

[00124] Although a few embodiments of the present general inventive concept have been
shown and described, it will be appreciated by those skilled in the art that changes may be
made in these embodiments without departing from the principles and spirit of the general
inventive concept, the scope of which is defined in the appended claims and their

equivalents.
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CLAIMS

What is claimed is:

1. A method of performing secure end to end communication between
users, the method comprising:

registering a plurality of devices corresponding to a first user having a first
user profile stored within a repository, each device having a unique asymmetric
public-private key pair;

publishing the public key of each device of the first user on the first user
profile;

storing the private key of each device on corresponding device of the first
user;

using the published public keys, a second user encrypting and sending a
secure message to the first user; and

receiving and decrypting the encrypted secure message from the second user
on all registered devices corresponding to the first user stored within the repository
using the stored private key on each device.

2. The method of claim 1, wherein the second user has a second user
profile stored within the repository.

3. The method of claim 2, wherein the second user profile includes public

keys of each device corresponding to the second user.

4, The method of claim 2, wherein the private key of each device is stored

on the corresponding device of the second user.

5. The method of claim 2, wherein the second users encrypts and sends
a secure message to the first user from one device of the second user and to the
remaining devices on the second user profile using the published public keys on the
first user profile and the published public keys on the second user profile, the method
further comprising:

receiving and decrypting the encrypted secure message from the second user
on all registered devices corresponding to the first user using the unique asymmetric
private key stored on each device of the first user;

and receiving and decrypting the encrypted secure message from the second
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user on all remaining devices corresponding to the second user using the unique

asymmetric private key stored on each device of the second user.

6. A method of claim 1, wherein the receiving and decrypting the
encrypted secure message from the second user occurs on each device with a public
key published to the first user profile when the second user encrypted and sent the

secure message.

7. A method of claim 1, wherein a second user encrypting and sending a
secure message to the first user with a symmetric key, comprising:

encrypting the symmetric key with each of the published public keys on the
first user profile;

sending the encrypted message and the encrypted symmetric keys to the first
user;

receiving and decrypting the encrypted symmetric key stored private key of
each device corresponding to the first user; and

receiving and decrypting the encrypted secure message using the decrypted
symmetric key decrypted on all registered devices corresponding to the first user
stored within the repository.

8. A method of performing and auditing secure end to end communication
between users, the method comprising:

registering a plurality of devices corresponding to a first user having a first
user profile and a second user having a second user profile stored within a
repository, each device having a unique asymmetric public-private key pair;

publishing the public key of each device of the first user on the first user
profile and the second user on the second user profile;

registering an auditor device corresponding to a first auditor having a first
auditor profile stored within the repository, the auditor device having a unique auditor
asymmetric public-private key pair;

publishing the public key of the auditor device corresponding to the first
auditor on the first auditor profile;

linking the first auditor profile to the first user profile;

using the published public keys on the first user profile and the published
public key on the first auditor profile linked to the first user profile and the published
public keys on the second user profile, a second user encrypting and sending a
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secure message to the first user, the first auditor, and the remaining devices of the
second user;

receiving and decrypting the encrypted secure message from the second user
on all registered devices corresponding to the first user stored within the repository;

receiving and decrypting the encrypted secure message from the second user
on the auditor device corresponding to the first auditor linked to the first user profile;
and

receiving and decrypting the encrypted secure message from the second user
on all remaining registered devices corresponding to the second user stored within
the repository.

9. A method of claim 8, wherein the receiving and decrypting the
encrypted secure message from the second user occurs on the auditor device
corresponding to the auditor linked to the first user profile when the second user
encrypted and sent the secure message.

10. A method of claim 8, wherein an auditor device is registered
corresponding to a second auditor having a second auditor profile stored within the
repository, the auditor device having a unique auditor asymmetric public-private key
pair, the method further comprising:

publishing the public key of the auditor device corresponding to the second
auditor on the second auditor profile;

linking the second auditor profile to the second user profile,

wherein using the published public keys on the second auditor profile linked
to the second user profile, the published public keys on the first user profile and the
published public key on the first auditor profile linked to the first user profile and the
published public keys on the second user profile, a second user encrypts and sends
a secure message to the first user, the first auditor whose profile is linked to the first
user profile, the second auditor whose profile is linked to the second user profile, and
the remaining devices of the second user;

receiving and decrypting the encrypted secure message from the second user
on all registered devices corresponding to the first user stored within the repository;

receiving and decrypting the encrypted secure message from the second user
on the auditor device corresponding to the first auditor linked to the first user profile;

receiving and decrypting the encrypted secure message from the second user
on the auditor device corresponding to the second auditor linked to the second user
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profile; and

receiving and decrypting the encrypted secure message from the second user
on all remaining registered devices corresponding to the second user stored within
the repository.

11. A method of claim 10, wherein the receiving and decrypting the
encrypted secure message from the second user occurs on the auditor device
corresponding to the first auditor linked to the first user profile and the auditor device
corresponding to the second auditor linked to the second user profile when the
second user encrypted and sent the secure message.

12. A method of claim 8, wherein a second user encrypts a message to the
first user with a symmetric key, the method further comprising:

encrypting the symmetric key with each of the published public keys on the
first user profile;

encrypting the symmetric key with the published public key on the auditor
profile linked to the first user profile;

encrypting the symmetric key with each of the published public keys on the
second user profile;

sending the encrypted message and the encrypted symmetric keys to the first
user, the auditor, and the remaining devices on the second user profile;

receiving and decrypting the encrypted symmetric key using the stored
private key on each device of the first users;

receiving and decrypting the encrypted secure message using the decrypted
symmetric key decrypted on all registered devices corresponding to the first user
stored within the repository;

receiving and decrypting the encrypted symmetric key using the stored
auditor private key on the auditor device;

receiving and decrypting the encrypted secure message using the decrypted
symmetric key decrypted on the auditor device;

receiving and decrypting the encrypted symmetric key using the stored
private key on each of the remaining devices of the second user; and

receiving and decrypting the encrypted secure message using the decrypted
symmetric key decrypted on all of the remaining registered devices corresponding to

the second user stored within the repository.
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13. A computer based secure end to end communication system, the
system comprising:

means for registering a plurality of devices corresponding to a first user
having a first user profile stored within a repository, each device having a unique
asymmetric public-private key pair;

means for publishing the public key of each device of the first user on the first
user profile;

means for storing the private key of each device on corresponding device of
the first user;

using the published public keys, a second user encrypting and sending a
secure message to the first user; and

means for receiving and decrypting the encrypted secure message from the
second user on all registered devices corresponding to the first user stored within the
repository using the stored private key on each device.
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