
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date
2 October 2014 (02.10.2014)

WO 2014/159905 Al
P O P C T

(51) International Patent Classification: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
H04L 29/06 (2006.01) H04L 9/08 (2006.01) DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
G06F 21/62 (2013.01) HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
(21) International Application Number: MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,

PCT/US20 14/025434 OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

(22) International Filing Date: SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,

13 March 2014 (13.03.2014) TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

(25) Filing Language: English
(84) Designated States (unless otherwise indicated, for every

(26) Publication Language: English kind of regional protection available): ARIPO (BW, GH,

(30) Priority Data: GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

61/778,873 13 March 2013 (13.03.2013) US UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

(71) Applicant: NCRYPTED CLOUD LLC [US/US]; 470 A t EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
lantic Avenue, Boston, MA 02210 (US). MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
(72) Inventors: ODNOVOROV, Igor; 12 Darwin Lane, Wal-

KM, ML, MR, NE, SN, TD, TG).
pole, MA 02081 (US). STAMOS, Nicholas; 22 Jeanette
Avenue, Belmont, MA 02478 (US). Published:

(74) Agent: THIBODEAU, David, J., Jr.; Cesari and McK- — with international search report (Art. 21(3))
enna, LLP, 88 Black Falcon Avenue, Boston, MA 02210 — before the expiration of the time limit for amending the
(US). claims and to be republished in the event of receipt of

(81) Designated States (unless otherwise indicated, for every amendments (Rule 48.2(h))

kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(54) Title: MULTI-IDENTITY FOR SECURE FILE SHARING

Open

Copy

Cut

Rename

Delete

@ Remove Shared Access

Shared With...

nCryptedCloud

Dropbox Make Private

Send to
Share Securely

Re-Apply Policy
Properties Enable Shared Access

Remove Shared Access

Take Ownership

Sensitivity

Identity

i
• \ Igor 0 . (igor@gmail.com)

Locate in Dropbox
~|Ξ Igor Odnovorov (nCrypted Cloud, LLC)

o FIG. 4

(57) Abstract: Techniques for controlling access to shared data files such as stored in a collaborative file sharing service. Organiza
tions want to have access to data originated by their employees and want that access to continue even when the employees leave the
company. Also, organizations do not want former employees to have access to the company's files. A file storage service uses an Or

© ganization's recovery key while creating a recovery record for a file (which may be stored in a folder), and protected using a Work
identity. The individual person who originally creates a file and/or shares a folder securely with others is considered the folder's

o owner as long as he is part of the same Organization. User's identities are validated upon access. The keys are also purged from a
local key store as soon as identity changes are detected. In this way, the folder owner will not be able to decrypt files stored in a
folder shared using a Work identity if the identity is canceled by the Organization.



MULTI-IDENTITY FOR SECURE FILE SHARING

BACKGROUND

TechnicalField

This application relates to secure, collaborative file sharing across trust

boundaries and among different devices and users.

Introduction

It is now quite common for an individual person to use many different types of

data processors. Desktop computers and laptops are increasingly augmented and even

supplanted by smartphones and tablet computers. Accustomed to using these different

client devices to access public information on the World Wide Web, they now find it

important to be able to access their own files and private information in the same way.

Solutions that use storage servers accessible via File Transfer Protocol (FTP) and other

network-based protocols have been used for quite some time for this purpose, as have

Web-based file hosting services. More recently, file hosting services that also offer file

synchronization across multiple client devices are becoming an increasingly popular way

to store computer files. These services allow users to create a special folder on a

computer, which the service then synchronizes so that it appears to be the same folder

with the same contents regardless of the particular device on which the folder is viewed.

Services of this type include Dropbox™, Google™ Drive™, Microsoft™ SkyDrive™,

Microsoft SharePoint™ and others. The providers of these services typically offer

software for different operating systems such as Microsoft Windows™, Apple™ Mac

OSx™, Linux™, Android™, Apple iOS™, Blackberry™ OS™ and web browsers. The

popularity of these services is no doubt due to the increasing tendency of each person to

use multiple devices such as laptops, desktops, smart phones, tablets, etc. while expecting

their information to be available anytime, anywhere.



While these store and sync services have found widespread use and provide many

advantages they are not without their shortcomings. One important shortcoming involves

security. For example, any user that has been authorized to access another user's

Dropbox folder will be granted access to all of the contents of that folder. Therefore,

these services provide no easy way to manage security on a per file, or even per-folder,

basis. And even if a user tries to make use of passwords to protect individual files, there

is still the problem of managing distribution of the password among two or more other

people who wish to collaborate on a project.

One solution to provide seamless, secure, private, collaborative file

synchronization across trust boundaries was described in U.S. Patent 8,572,757 by

Stamos and Odnovorov and assigned to nCrypted Cloud LLC, also incorporated by

reference herein. As described in that patent, this is done by storing everything that is

needed to recover a protected file within the file itself, without giving away the secret

data needed to recover the file, including all information needed to recover the file in the

event a password is lost. User-specific personal keys are preferably only stored on the

users' device(s). A unique ID is also created for each protected file; a password is

generated that depends on (a) a key value that can either be (i) the user's personal key in

the case of a file that is to be private or (ii) a shared key in the case of a file that is to be

shared with other users, and (b) the unique file ID. The password is then encrypted

using a recovery key and also stored in the file itself. The file can be further secured

using a format that supports password-based content encryption.

SUMMARY

An additional complexity added to ensuring file security derives from the so-

called Bring Your Own Device (BYOD) trend. This is now a common problem in many

enterprise environments. Employees use their own computers, tablets, and smart phones

while interacting with company's data. The same computer is thus used to store personal

information and corporate files. At the same time, companies want to protect the

information that the company owns. Also, employees do not want the company to have

access to their personal data. When an employment agreement is terminated, the access to

the company's data also needs to be conveniently disabled.



A Multi-Identity design as described here aims to solve these and other problems.

In one implementation, the Multi-Identity design is utilized as part of a method

for providing controlled, collaborative access to a data file. An organization-related

identity is stored with a data file originated by an individual user. Access to the data file

is then granted to one or more other users, such as via a shared file storage service and/or

proxy. However, access to the file is controlled using both (a) the organization identity

stored with the file and (b) information concerning a present status of the individual user

with respect to the organization. More specifically, the individual user is allowed to

access the data file so long as an organization entity approves of the individual's access

to the data file, and the individual's access to the data file is revoked once the

organization no longer approves of the individual's association with the organization. It

is also preferable that the individual user cannot revoke access to the data file by the

organization even subsequent to the individual access being revoked, and even though the

individual had originated the file.

The individual user may be given ownership privileges to the data file as long as the

individual is authorized by the organization, but once the organization revokes

authorization for the file, the individual is no longer given ownership privileges and

ownership privileges revert to the organization.

In a preferred embodiment, access to the file is controlled by storing one or more

access keys in a local key store on one or more data processing machines operated by the

individual user. These access keys are also purged from the local key store when owner

identity changes are detected. This ensures that the individual use will not be able to use

the access keys to decrypt the data file shared using the organization identity as soon as

the individual's authorization is canceled by the organization.

In still other aspects, access to a shared data file may be controlled by assigning

the organization identity a unique key pair that is then used as a recovery key for files

associated with an organization-level identity.

Each individual user associated with an organization may also be assigned a

unique key pair that is then used as a recovery key for files associated with a work-level

identity for that individual user.



Folders containing one or more files to be shared securely are also protected in a

particular way. For example, the folder is assigned a folder key, and if the contents of the

folder is to be shared with other individual users, that is accomplished by sharing the

folder key.

Each shared data file may be protected using a unique file password generated

from a key associated with a folder in which the file is located and a unique file identifier.

The unique file password is then protected using a recovery key associated with the

organization related identity, and / or recovery key associated with the individual user,

but only so long as the organization authorizes the individual user.

BRIEF DESCRIPTION OF THE DRAWINGS

The description below refers to the accompanying drawings, of which:

Fig. 1 is a high-level diagram illustrating a network of data processing systems in

which preferred embodiments may be implemented.

Figs. 2, 3A and 3B illustrate a user's view of the contents of a file folder from

within the secure container management application.

Fig. 4 shows a context menu that enables a user to view the identity assigned to a

folder.

Fig. 5 shows a context menu where a user may set a current identity.

Fig. 6 is a sequence of steps performed to generate recovery keys for a Personal or

Work identity.

Fig. 7 illustrates a sequence of steps used to protect a file or folder using a Work

identity.



DETAILED DESCRIPTION OF AN ILLUSTRATIVE

EMBODIMENT

With reference now to the figures, the novel aspects of a system and method for

seamless, secure, private collaborative information sharing across trust boundaries will be

described where individual users and the files associated with the individual users may

have multiple identities, including a Work identity and a Personal Identity. It should be

understood that these drawings and the accompanying text illustrate examples only, and

are not intended to assert or imply any limitation with regard to the data processing

environments in which these techniques may be implemented or how they are

implemented. Many modifications to the depicted environments and implementations

may be made.

More particularly, Fig. 1 illustrates a network of data processors that includes

client data processing devices, such as tablet 104-1, smart phone 104-2, laptop 104-3,

desktop 104-4, and one or more file servers 106-1, 106-2. The data processors are

interconnected via one or more networks 108 that provide communication links between

the various client devices 104 and servers 106. The communication links may include

wired, wireless, fiber optic or other physical link types. It is understood that each of the

client devices 104 and servers 106 thus each includes a network interface enabling it to

communicate with other data processors connected in the network 108. The network 108

may also use any number of protocols to support these connections; one quite widespread

protocol is the Transmission Control Protocol / Internet Protocol (TCP/IP) suite of

protocols. The network may include intranet, local area network, wide-area networks and

other types of networks. Therefore, the specific illustration of Fig. 1 is intended only as

an example and not as an architectural limitation on different embodiments of the

network types or data processing hardware.

In the lower right-hand corner of Fig. 1, one of the data processors —specifically

laptop 104-3 —is shown in more detail as an example client device that a user is

presently interacting with. As with most any data processor, laptop 104-3 includes a

number of hardware elements such as a central processing unit 121, memory 122,

storage 123, and touch sensitive display 124. An operating system 131 executes software

to enable the user to perform various functions and run applications. The operating



system enables the user to create, edit, delete, and manage data files using a file system

132. A file system 132, as used herein, is any resource for storing information and/or

data on a computer. File system 132 can be a part of the operative system 131 or layered

on top of it. The file system 132 typically provides both physical and logical methods for

organizing the user's data into files. As can be appreciated, data stored in files on a file

system are frequently sensitive in nature such that it is desirable to prevent at least some

users of the network 100 from being able to access the user's data, while at the same time

allowing the user to collaborate and share selected data with other users.

The laptop 104-3 also has access to a file storage service via a client application

141 that enables the laptop 104-3 to access data files that are not stored locally on laptop

104-3 but rather on remote data storage device 106-1. These remotely stored files may be

managed by a file access server 142. In some embodiments, the client application 141

may be a remote file access component that is part of the file system 132, layered on top

of the file system 132, make system-level calls to the file system 132, or even embedded

features of the operating system 131 itself.

Regardless of its implementation, the client application/feature allows the user to

access the remote files via server 142. Some example remote server 142 and

client/features 141 may use operating system native file access features such as Microsoft

SharePoint, or Apple™ AirDrop™, and still others may use File Transfer Protocol (FTP)

- based file sharing programs, and the like. In many other cases, the client may be a

"store and sync service" client 141 that runs on top of the operating system 131. Such

store and sync services include services such as Dropbox, Google Drive, Microsoft Sky

Drive or other application-level service that is easily installed and managed by a user

with limited computer experience.

These store and sync services enable a user to create a special folder on one or

more of their devices such as laptop 104-3. The store and sync client 141 and server 142

components (collectively referred to here as the store and sync service) typically include

software-programmed processors that operate to automatically and transparently

synchronize the contents 106 of that folder and/or files and/or related metadata across

other devices controlled by the user such as tablet 104-1 and smartphone 104-2. This

results in the file(s) appearing to be the same folder and/or the same file with the same



contents regardless of the device 104-1, 104-2, 104-3 on which it is viewed. Files placed

in this folder can also typically be accessed by other users, such as via a desktop 104-4, if

the original user has decided to share the file with these other users.

It should be understood that although Fig. 1 shows a store and sync server (SSS)

client 141 and store and sync server 142 with background, transparent file

synchronization features, the transparent file synchronization features provided by these

services are not critical to specific embodiments described here. What is important is that

the users are given the ability to share files collaboratively with other users.

Of particular interest here is that the user has installed an additional application

151 that provides access to a Secure Container Management (SCM) service. The SCM

service also has a component operating in the network such as server side component 152

on a still further server 106-2. The SCM client 151 and SCM server 152 components

typically include software-programmed processors that (collectively referred to here as

the SCM service), and cooperate to further operate on the files and folders that the user

creates using the store and sync service; or acts as a proxy to access other types of file

storage services as may be supported.

It should be understood that the SCM related components 151, 152 can be

installed and can operate separately from the store and sync components 141, 142 or may

be an integral part of the store and sync components 141,142.

Fig. 2 illustrates a view of a folder that the user of laptop 104-3 (or any of the

other client devices 104-1, 104-2, 104-4) may see with the SCM client application

151 active. The view is an "icon-type" of the contents of a high-level folder 210 labeled

"Mark's Documents" that includes four sub-folders illustrated with native file system

folder icons - a private unsecure folder named "Vacation Documents" 2 11, a shared sub-

folder 212 named "Public", a private secured folder 214 named "Tax Returns", and a

secure, shared sub-folder 216 named "Customer Proposal".

Small icons next to the native file system folder icons illustrate additional

information. For example, a smaller checkbox icon 230 is added by the store and sync

service 141, 142 to indicate that the contents of a folder have been synchronized among

the user's devices. For example, the user of laptop 104-3 may also be an authorized user



of tablet 104-1 and smartphone 104-2, and the checkmark icon 230 indicates that the

folder(s) are currently synchronized among this user's three devices.

The sub-folder "Public" is similarly illustrated with a native file system folder

icon 221 and an adjacent globe icon 232 indicating that this folder is being shared

publicly such that any other users of the store and sync service may access it.

A third sub-folder 214 labelled "Tax Returns" has a lock icon 234. That file has

been made private by the user selecting appropriate actions through the SCM service

151,152. The "private, secure" status of this folder is indicated by the lock icon 234.

A fourth item shown is the sub-folder 214 "Customer Proposal". This folder has

been synchronized by the store and sync service as indicated by small icon 231 and is

also being shared collaboratively as indicated by the share icon 236. A third small icon

246 indicates that this file has been securely stored by the SCM service. This folder

contains sensitive information (such as documents relating to a sales proposal being

prepared by the Organization where the user Works) The user wishes to securely share

the contents of this folder with other people at his place of work. However, the user does

not wish to share the contents of this folder with anyone else who is not associated with

his Work, and the user, as well as the Organization associated with his work identity,

wish to have added security applied to the contents of this folder. As explained in

further detail below, the user has enabled this feature for this particular folder 231 such as

by the user previously interacting with a menu..

It should be understood that the SCM view shown in Fig. 2 is an artifact of the

operation of the SCM client 151 and SCM server 152 and in no way interferes with the

operation of the store and sync service 141,142 or other underlying file storage service.

In addition, the SCM client 151 preferably ensures that artifacts of the file and

folder structure(s) needed to securely share the contents of folders are hidden from the

user.

All of the information needed to maintain the shared securely features associated

with the SCM view of Fig. 2 can be stored within the secured file itself. For example,

when a new user first accesses the SCM service, he is asked for a username and

password. This information is then used to generate a key pair which is then stored



locally on the user's device. In general, precautions are taken so that this key is never

stored on a server, but can be generated on any machine on which it is needed.

One approach to implementing securely shared features was described in the above-

referenced U.S. Patent 8,752,757. However, in the implementation shown in Fig. 2, a

further extension is provided where a user may have multiple identities. An identity can

be one of the following example types:

• Personal

• Work

A user creates an identity by associating an e-mail address with his SCM service

account.

Folders are then shared securely using the selected identity,( either Personal or

Work,) in a manner described in greater detail below.

User Interface Elements

The SCM client 151 software preferably uses visual clues to help differentiate the

type of identities used to share a particular folder.

For instance, in the sample folder view of Fig. 2, a shared folder 216 called

"Customer Proposal" is marked by the user interface with a briefcase overlay icon 256,

identifying a Work identity for that folder.

Also, as shown in sample view of Fig. 3A, a tooltip shows the folder owner

information ("Igor Odnovorov") for shared folder 216 and that an Organization that the

owner of that folder with a Work identity belongs to (e.g., "nCrypted Cloud LLC").

Note also that another folder 218 named "Video Clips for Marketing" also has a Work

identity indicated by the adjacent briefcase icon 218; however folder 218 is not being

shared with others, as indicated by the lack of a share icon 236.

The sample of Fig. 3B shows a folder 2 11 and the associated tooltip that indicates

the folder owner is a user named "Igor O.". This folder is a Personal folder, as indicated

by the lack of any briefcase icon. This folder is not being shared, but it can be and if it

were, it would also have a share icon like icon 236.



A user can select which identity is to be applied to a folder. This selection can be

done via a folder share context menu, as shown in Fig. 4 . The context menu 280 may be

activated such as via a right-button mouse click. The menu indicates a number of options

for the folder - whether it is to be secured (made private), and importantly, which identity

to apply, as indicated by available Personal (Igor O.) or Work (Igor Odnonorov) owner

options list 285.

The user can also set a current identity. The current identity settings may be

persisted in a user configuration file. If a current identity is set, it is accessed and used

every time a folder is shared securely. The current user identity can be set using a client

side context menu 290 as shown in Fig. 5 .

Establishing Identities

When a service account is first established, the user selects the type of identity to

be associated with that service account. A personal identity does not require any further

approval (except perhaps via e-mail reply verification). A user may register multiple

personal e-mail addresses (Yahoo, Hotmail, Gmail etc.) and associate them with the same

account.

The SCM service 151,152 operates differently if the user assigns the Work type to

his identity. Work identities need to be associated with an Organization. Organizations

are created through the SCM service 151,152 by certain authorized users associated with

the Organization. Having an Organization identity types help define data containment

policies at the Organization level. When an Organization entity is created a pair of

recovery keys (one public, one private) are generated and associated with the

Organization.

The assignment of a Work type to an account identity may or may not require

further approval and/or verification. This further verification can be done in a number of

ways. The requested account identity may have to indicate an email address with a

certain domain name portion (e..g., the user requesting a Work identity may have to

specify a particular ".com" or ".org" email address authorized by the Organization) which

is then verified via email exchange. However, other validation schema can be used, such



as manual verification by individuals authorized by the Organization, or third party email

address verification services.

The scan server can also take steps to ensure that an email address associated with

an Organization is not used to create a Personal identity, and that a personal email

address (Gmail, Yahoo, etc.) is not user to create a Work identity.

Recovery Keys and Management

As explained above, Personal identities may be associated with an SCM service

account. Each account has a pair of recovery keys, the pair including a public recovery

key and a private recovery key. The account's public recovery key is used to protect the

data in folders, shared using the Personal identity, such as in the manner described in the

referenced U.S. Patent 8,572,757. The owner of a folder, shared using a Personal identity

can always recover the files using the private portion of the recovery key.

As mentioned above, a Work identity may also be associated with an SCM

service account. The associated Organization's public recovery key is used to protect the

data in folders that are shared using the Work type of identity. The Organization always

can recover files using the private portion of the recovery key. Each Work identity also

receives a pair of recovery keys, associated with the particular Work identity. The public

portion of the work identity' s recovery key is used to also protect the files in a folder

shared using a Work identity. The Work identity's recovery keys are distributed to the

identity's owner by the SCM service as long as he belongs to the Organization. So, all

the files shared by a Work identity can be decrypted by the identity' s owner (as long as

he belongs to the Organization). Once the user is no longer associated with the

Organization, the Work identity recovery keys are no longer distributed to him by the

SCM server 152, and the associated portions of the local key store on the user's devices

104-1, 104-4 are purged.

When an Organization data record is first created, the scan server therefore

creates a key pair for the Organization to use. In one embodiment, the Organization is

asked to generate their own key pair, and only share the public key portion with the scan



service. This eliminates the need for the scan service 152 to have access to an

Organization's private keys.

Of course a given user may have more than two assigned identities, to support

multiple Work identities for multiple Organizations with whom the user is associated, etc.

The process flow of Fig. 6 illustrates this. When a new user service account is

established in state 601, a user name and password are obtained. The user is asked if the

new service account is to be a Personal or Work type identity. In an instance where it is a

Personal identity, step 602 is taken to generate a Personal recovery key pair. AN optional

step 603 is taken to verify the new user's identity such as via email. The Personal

recovery key pair is then stored locally in step 605. This recover key process is therefore

same as in the referenced US Patent 8,572,757.

However in an instance where a new Work identity is to be created a state 610 is

entered. Here the email address specified for this new Work identity is verified either via

an exchange of emails the third-party service in the manners described above. In state

612 the Organization key(s) are then obtained, at least the Organization's public key.

This will later provide the organization with an ability to recover shared files when an

individual user' s recovery keys are revoked. These Organization keys may be previously

generated. For example, in state 620 when a new organization is first created, the

Organization's keys at least the public key are obtained and stored for further reference in

state 621.

In state 614 a Work recovery key pair is generated for the new user and associated

with the Work identity. This information is stored locally along with the public

Organization keys. At a later time when the user's work identity is to be revoked, the

Work recovery keys can be deleted from the local store in state 618. In this event, the

server 152 can also enter a state 619 where it stops returning the Work recovery key pair

if subsequently requested.

Resulting Access Depends on Personal or Work Identity

When a folder is shared using a Personal identity, the owner of the folder has

complete ownership of the data. As in the referenced U.S. Patent 8,572,757, the owner's



recovery key (which in the case will be the Personal keys generated in state 604) is used

to create the recovery record for every file stored in the folder. When an owner decides to

stop sharing the information, the shared key is deleted and only the owner can decrypt the

data using private portion of his recovery key.

The situation is different in case of files and folders associated with Work

identities. Organizations want to make sure they have access to the data when employees

leave the company. Also, Organizations do not want former employees to have access to

the company's files.

To address this issue, the SCM service uses the Organization's recovery key

while creating the recovery record for every file, stored in a folder, protected using a

Work identity. The user who shares a folder securely is still considered the folder' s

owner as long as he is part of the same Organization. The scan service retrieves user's

identities from the SCM server 152 and validates user membership to the Organization.

The keys are purged from a local key store as soon as identity changes are detected. In

other words, even a folder owner will not be able to decrypt files stored in a folder shared

using a Work identity, as soon as that user's identity is canceled by the Organization.

Fig. 7 shows this process as a workflow for Work identities When a user requests

to share a folder using a Personal identity, the user is given exclusive and complete

ownership of the data, and management of the files, including protecting folders and/or

files then proceeds as per the U.S. Patent 8,572,757. However the situation is different in

the case of Work identities. To allow an Organization to make sure they have access to

the data when the employees leave the company as well as at the same time preventing

former employees from having access to the company files, the SCM service 152 enters a

state 700. Here a file and/or folder are to be shared using the Work identity. In state 701

the associated Organization's public recovery key is used to protect the data in the files or

folders that are to be shared using the Work identity. In this way the Organization can

always recover files using the private portion of the recovery key.

However as explained above, each Work identity also receives a second pair of

recovery keys associated with that Work identity. Thus in state 702 the public portion of

this Work key is retrieved and then used to protect the file such as by encrypting a

password for it sing the Work identity key(s) in state 703. The Work identity recovery



keys are also distributed to the identity owner by the SCM service 152 when requested.

For example a state 705 can reach a state 707 and return the Work recovery keys when

they are returned to the user's SCM application so long as step 705 indicates that the user

continues to belong to the organization. Once the user no longer belongs the

organization, the Work recovery keys are not distributed in state 708.

Identity Data Format

In one implementation, the SCM service 152 receives set(s) of identity data

serialized using a JSON format. The identities are imported into a local key store on each

user's machine. Below is a sample set of Personal, Work and Organization identities

returned by the SCM server 152:

{
"identities":

[
{

"id": "{5446A368-08C6-14FB-831C-6AE33CFF2CA5)"
"account-name" : "igor @gmail.com"

"name": "igor@gmail.com"
"friendly-name": "Igor O."
"recovery-key-id": "{F0BF57FC-595D-4ABE-8C23-9F80991CB8C4)"

},
{

"id" : "{6ECC7C9F-6774-4860-A4F5-C3340D75 17E8 ) "
"account-name": "igor@ncryptedcloud.com"

"name" : "igor @ncryptedcloud.com"
"friendly-name": "Igor Odnovorov"
"organization-identity-id": "{A9DCD4F2-0D2A-4F3A-B455-0538B1FCA79E)"

},
{

"id": "{A9DCD4F2-0D2A-4F3A-B455-0538B1FCA79E)"
"name": "access_manager@ncryptedcloud.com"
"friendly-name": "nCrypted Cloud, LLC"
"recovery-key-id": "{F0BF57FC-595D-4ABE-8C23-9F80991CB8C4)"

Collaborate File Sharing Among Organizations

It can now be understood that a given user may wish to share files with other

users associated with other organizations using the respective Work identities. Because

the SCM server 152 performs the vetting necessary to ensure that each user is verified as

properly belonging to their respective Organization, trusted file sharing is thus also

possible among different Organizations that use the SCM server 152. Thus, a first user

associated with a first Organization and a second user associated with a second

Organization may rely upon the SCM server to that verify each of the respective users are



who they say they are. This then provides a feature operating somewhat like a federated

certificate sever, permitting the organizations to use the SCM server to provide secure file

sharing across trust boundaries.



What is claimed is:

CLAIMS

A method for providing controlled collaborative access to a data file

comprising:

associating an organization-level identity with a shared data file

originated by an individual user;

controlling access to the shared data file using the organization

related identity and information concerning a present status of the

individual user with respect to the organization, and

wherein controlling access further comprises:

granting access to the data file by the individual user only

so long as long as the organization approves of the individual

user's access to the data file;

revoking the individual users' s access to the data file if the

organization no longer approves of the individual users ' s

association with the organization; and

preventing the individual from revoking access to the data

file by the organization even subsequent to revoking the

individual's access to the data file, even if the individual was an

original creator of the file.

2 . The method of claim 1 wherein a recovery key associated with the

organization is also associated with the shared data file and the shared data

file is protected using an organization identity.

3 . The method of claim 1 wherein the individual user is given ownership

privileges to access the data file as long as the individual user is

authorized by the organization, but if the organization revokes

authorization for the file, the individual user is no longer granted



ownership privileges and ownership privileges are granted to the

organization.

4 . The method of claim 3 wherein ownership privileges are controlled by a

collaborative file sharing service that provides cloud storage service for

the file.

5 . The method of claim 3 wherein access keys are also purged from a local

key store if ownership identity changes are detected, such that the

individual user is not able to decrypt the data file shared using the

organization identity as soon as the individual's authorization is canceled

by the organization.

6 . The method of claim 1 additionally wherein controlling access further

comprises assigning the organization a unique key pair that is used as a

recovery key for files associated with an organization-level identity.

7 . The method of claim 6 wherein each individual user associated with an

organization is assigned a unique key pair that used as a recovery key for

files associated with a work-level identity for the individual user.

8. The method of claim 1 wherein a folder containing one or more files to be

share securely is protected by assigning a folder key to the folder, and if

the contents of the folder are shared with other individual users by sharing

the folder key.

9 . The method of claim 1 wherein each shared data file is protected using a

unique file password generated from a key associated with a folder in

which the file is located and a unique file identifier.



10. The method of claim 9 wherein the unique file password is protected using

a recovery key associated with the organization related identity.

11. The method of claim 9 wherein the unique file password is protected using

a recovery key associated with the individual user only as long as the

organization authorizes the individual user.

12. The method of claim 1 wherein a plurality of organization related

identities are provided to a corresponding plurality of users, and a specific

one of the plurality of users is granted access to a data file shared among

users associated with the plurality of organization related identities only so

long as long as the organization associated with the specific individual

approves of the specific individual user's access to the data file.

13. A system comprising:

one or more network interfaces adapted to communicate data over

a computer network;

a processor coupled to the network interfaces and adapted to

execute one or more processes; and

a memory configured to store a process executable by the

processor, the process when executed operable to:

associate an organization-level identity with a shared data file

originated by an individual user;

control access to the shared data file using the organization related

identity and information concerning a present status of the individual user

with respect to the organization;

grant access to the data file by the individual user only so long as

long as the organization approves of the individual user's access to the

data file;

revoke the individual users ' s access to the data file if the

organization no longer approves of the individual users's association with



the organization; and

prevent the individual from revoking access to the data file by the

organization even subsequent to revoking the individual's access to the

data file, even if the individual was an original creator of the file.

14. The system of claim 13 wherein a recovery key associated with the

organization is also associated with the shared data file and the shared data

file is protected using an organization identity.

15. The system of claim 13 wherein the individual user is given ownership

privileges to access the data file as long as the individual user is

authorized by the organization, but if the organization revokes

authorization for the file, the individual user is no longer granted

ownership privileges and ownership privileges are granted to the

organization.

16. The system of claim 15 additionally comprising a collaborative file

sharing service for controlling ownership privileges for the file.

17. The system of claim 15 wherein access keys are also purged from a local

key store if ownership identity changes are detected, such that the

individual user is not able to decrypt the data file shared using the

organization identity as soon as the individual's authorization is canceled

by the organization.

18. The system of claim 13 additionally wherein the processor is further to

assign the organization a unique key pair that is used as a recovery key for

files associated with an organization-level identity.

19. The system of claim 18 wherein the processor is further to, for each

individual user associated with an organization, assign a unique key pair



that used as a recovery key for files associated with a work-level identity

for the individual user.

20. The system of claim 13 wherein the processor is further to, for a folder

containing one or more files to be share securely, protect the folder by

assigning a folder key to the folder, and if the contents of the folder are

shared with other individual users, to share the folder key.

21. The system of claim 13 wherein each shared data file is protected using a

unique file password generated from a key associated with a folder in

which the file is located and a unique file identifier.

22. The system of claim 2 1 wherein the unique file password is protected

using a recovery key associated with the organization related identity.

23. The system of claim 2 1 wherein the unique file password is protected

using a recovery key associated with the individual user only as long as

the organization authorizes the individual user.

24. The system of claim 13 wherein the processor is further to provide a

plurality of organization related identities to a corresponding plurality of users,

and a specific one of the plurality of users is granted access to a data file shared

among users associated with the plurality of organization related identities, but

only so long as long as the organization associated with the specific individual

approves of the specific individual user's access to the data file.
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