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(57) Abstract: A monitoring device for monitoring the accessing of data items in a memory, the monitoring device including a first
monitoring unit and a second monitoring unit. The first monitoring unit is configured to: monitor a stream of access requests/com -
mands, wherein each access request/command is directed to a data item in the memory; determine whether any of the data items to
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meets the condition indicative of frequent access, notify a second monitoring unit of the data item. The second monitoring unit is
contigured to monitor the accessing of data items notified to the second monitoring unit by the first monitoring unit. The second
monitoring unit may be configured to identify one or more frequently accessed data items (e.g. "hot rows") from the data items noti-
fied to it by the first monitoring unit. This may be useful for avoiding "row hammer" errors.
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MONITORING DEVICE

This invention relates to a monitoring device for monitoring the accessing of data
items in a memory, e.g. a DRAM memory. The monitoring device may be or may
form part of a memory controller.

Despite non-volatile memory technologies starting to make inroads, the main
memory market for computer systems is dominated by DRAMs. As DRAM
manufactures continue to move to smaller technology nodes, they are trying to
optimize manufacturing costs and memory performance without degrading reliability
[20, 15]. The increased density and smaller storage cells make DRAM cells more
susceptible to different type of noise like electromagnetic coupling effect between
cells [11, 27, 35].

As described in more detail below, due to the volatile nature of DRAM technologies,
memory controllers typically need to issue refresh commands at strict time intervals
to avoid losing stored data. Another not so well known mechanism of losing or
corrupting stored data within a refresh interval is to have a sequence of activation
commands causing a row of data cells in a DRAM to be activated above certain
frequency thresholds. This is referred to as the “row hammer” effect. In the case of
the “row hammer” effect occurring, data corruption is caused by electrical disturbance
and generally affects the DRAM rows that are adjacent to (i.e. neighbour) the
frequently activated row. Data corruption caused in this way can be referred {o as a
“row hammer error’. Thus, it is possible to modify the contents of a physical DRAM
row (typical sizes 1KB-4KB for DDR3) by frequently activating an adjacent row. In
other words, segmented memory or page protection cannot guarantee isolation of
two or more programs when they are using memory mapped to adjacent physical
rows.

In June 2014 Kim et al. [19] empirically demonstrated that despite the best effort to
mitigate disturbance errors, a high percentage of DRAM modules suffer from this
phenomenon (i.e. 110 modules out of 129 DDR3 modules from three different
memory manufacturers were evaluated). In particular for the most recent modules,
those dated in the last two years, all but one module were affected.

The reliability issue of DRAMs becomes even more critical considering the recent
approach of datacentres to keeping entire databases in DRAM like RAMCloud (e.g.
64 TB of DRAMSs) [1, 30, 29]. In general, the recent industrial and academic trend
toward the big-data analytics based projects increases the demand for data security
and reliability.

Mareover, the scalability of emerging memory technologies demands a more
scalable and robust fault detection technique. Hybrid Memory Cube ("HMC”) is one
examples of such emerging memory technologies introduced by Micron [23]. The 3D
structure of HMC, having more banks than traditional DRAM systems, provides 15x
more bandwidth than conventional DDR3 modules and requires 70% less energy and
90% less space than existing modern memory technologies.

To address the reliability issue, especially for datacentres and servers, a significant
cost and effort is required. For instance, using traditional Error Correction Code
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(“ECC”} modules for server-grade systems imposes a 12.5% capacity overhead to
memory systems [19]. Even in this situation, ECC modules only can correct single-bit
errors which is not efficient in the case of multi-bit disturbance errors. Therefore,
considering the emergence of new memory technology and an industrial approach
toward developing hardware support for big-data analytics, the present inventors
believe it is time to address disturbance errors more seriously.

The present invention has been devised in light of the above considerations.

US2014/0006704 discloses a system that monitors data accesses to specific rows of
a memory to determine if a row hammer condition exists. The system can monitor
accessed rows of memory to determine if the number of accesses to any of the rows
exceeds a threshold associated with risk of data corruption on a row of memory
physically adjacent to the row with high access. Based on the monitoring, a memory
controller can determine if the number of accesses to a row exceeds the threshold,
and indicate address information for the row whose access count reaches the
threshold.

The following patent applications may be also considered in relation to the row
hammer effect:

US20140281206

US2014/0059287
US2014/0089576
US2014/0095780
US2014/0177370
US2014/0281207
US2014/0189228
US2014/0085995
US2014/0006703
US2014/0156923
US2014/0095947
US2008/0253212
US2010/0074042
US2010/0172200
US2011/0219197
US2014/0003173
US2014/0095780
W02014/004111

WQ02014/004748
Ww02014/084917
W02014/099031

The row hammer effect has been discussed in various recent sources [37-54].
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A first aspect of the invention may provide:
A monitoring device for monitoring the accessing of data items in a memory,
the monitoring device including:
a first monitoring unit configured to:
monitor a stream of access requests/commands, wherein each
access request/command is directed to a data item in the memory;
determine whether any of the data items to which access
requests/commands are directed meet a condition indicative of
frequent access; and
if it is determined that a data item meets the condition
indicative of frequent access, notify a second monitoring unit of the
data item; and
the second monitoring unit, the second monitoring unit being configured to:
monitor the accessing of data items notified to the second
monitoring unit by the first monitoring unit.

Thus the first monitoring unit, based on the stream of access requests/commands,
determines whether any of the data items to which access requests/commands are
directed (by the stream of access requests/commands) meet a condition indicative of
frequent access. In other words, the stream of access requests/commands is tested
to determine whether any of the data items to which access requests/commands are
directed meet a condition indicative of frequent access.

By appropriately setting the condition indicative of frequent access, only a subset of
data items to which access requests/commands are directed by the stream of access
requests/commands (i.e. the subset of data items that meets the condition indicative
of frequent access) need be notified to and monitored by the second monitoring unit.
In other words, the second monitoring unit does not need to monitor the accessing of
the subset of data items to which access requests/commands are directed but do not
meet the condition indicative of frequent access.

Since the second monitoring unit does not need to monitor the accessing of all data
items to which access requests/commands are directed, the burden on the second
monitoring unit is reduced, and the method is rendered more efficient than a method
in which the accessing of all data items to which access requests/commands are
directed is monitored in the same way.

Herein, an access request/command directed to a data item in a memory may be
viewed as any request or command for initiating a process involved in accessing data
contained in the data item.

For the avoidance of any doubt, a data item in the memory could be an individual
data cell or a group of such data cells, such as an address line (e.g. row) of data
cells.

Typically, when a processor sends a read/write request to a memory controller, the
controller will produce multiple commands to service that request. For example, to
service a read request, a memory controller of a DRAM may issue an activation
command, a read command, and possibly a pre-charge commands.
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Thus, for a typical memory {e.g. a DRAM), there are various types of
request/command that could be viewed as an access request/command.

For example, any of the following could be viewed as an access request/command:

an activation command for activating an address line (e.g. a row) in the
memory (here, the address line can be viewed as the data item to which the
activation command is directed);

a write request/command for writing data to one or more addressable data
cells in the memory (here, the one or more addressable data cells being written to, or
an address line containing such data cells, can be viewed as the data item to which
the write request/command is directed);

a read request/command for reading data from one or more addressable data
cells in the memory (here, the one or more addressable data cells being read from,
or a row containing such data cells, can be viewed as the data item to which the read
request/command is directed).

It follows that the stream of access requests/commands may be any of:

a stream of activation commands, wherein each activation command is for
activating an address line (e.g. a row) in the memory;

a stream of write requests/commands, wherein each write request/command
is for writing data to one or more addressable data cells in the memory;

a stream of read requests/commands, wherein each read request/command
is for reading data from one or more addressable data celis in the memory.

Preferably, the stream of access requests/commands is a stream of activation
commands, since as discussed in more detail below, this is particularly useful for
identifying “hot rows”. However, as discussed in more detail below, the inventors
believe that the same principles may find use with various other types of access
request/command.

Preferably, the condition indicative of frequent access is met by a data item to which
an access request/command is directed, if a portion of the stream of access
requests/commands corresponding to a recent time window includes more than a
predetermined number of access requests/commands (e.g. more than one access
request/command) directed to that data item.

Thus, the first monitoring unit may be configured to determine whether any of the
data items to which access requests/commands are directed meet a condition
indicative of frequent access by testing each data item to which an access
request/command is directed so as to determine whether a respective portion of the
stream of access requests/commands corresponding o a recent time window
includes more than a predetermined number of access requests/commands (e.g.
more than one access request/command) directed to that data item.

In some embodiments, each data item to which an access request/command is
directed may be tested using a different portion of the stream of access
requests/commands (e.g. as is the case with the specific example described below
with reference to Fig. 6). However, in other embodiments, multiple data items to
which access requests/commands are directed may be tested using the same portion
of the stream of access requests/commands.
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In some embodiments, each data item to which an access request/command is
directed may be tested using a respective portion of the stream of access
requests/commands that includes an access request/command directed to that data
item (e.g. as is the case with the specific example described below with reference to
Fig. 6, where the left most memory element stores an identifier of the data item being
tested).

The predetermined number of access requests/commands (used in determining
whether any of the data items to which access requests/commands are directed
meet a condition indicative of frequent access) may be one (e.g. as is the case with
the specific example described below with reference to Fig. 6). However, a skilled
person will appreciate that a different predetermined number of access
requests/commands could be used, e.g. depending on the type of access
request/command being monitored, the size of the recent time window, and the
purpose of the monitoring.

Note that the predetermined number of access requests/commands (used in
determining whether any of the data items to which access requests/commands are
directed meet a condition indicative of frequent access) may be a fixed number, or
may be dynamically adjusted (e.g. dynamically increased during a refresh interval of
the memory, as described in connection with a specific example described below
with reference to Fig. 6).

Preferably, the/each portion of the stream of access requests/commands
corresponding to a recent time window is divided into N time intervals of
predetermined length, where N is an integer.

The predetermined length of each of the N time intervals may correspond to a
minimum time interval to perform an access request/command. For example, if the
stream of access requests/commands is a stream of activation commands, then
predetermined length of each of the N time intervals may correspond to a minimum
time interval to perform an activation command.

In this way, if a given portion of the stream of access requests/commands
corresponding to a recent time window includes an access request/command
directed to a given data item in more than a predetermined number (e.g. in more than
one) of the N time intervals, then it can be inferred that the portion of the stream of
access requests/commands corresponding to the recent time window includes more
than the predetermined number of access requests/commands directed to that data
item (e.g. thereby helping to determine if a condition indicative of frequent access as
proposed above has been met).

Preferably, the first monitoring unit includes a register with N memory elements
configured to store a portion of the stream of access requests/commands
corresponding to a recent time window divided into N time intervals of predetermined
length, where N is an integer. Preferably, each memory element in the register
corresponds to a respective one of the N time intervals so that if the respective time
interval includes an access request/command directed to a data item, then an
identifier of that data item is stored as an entry in the memory element. In this way, if
an identifier of a given data item is stored in more than a predetermined number (e.g.
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more than one) of the N memory elements, then it can be inferred that the portion of
the stream of access requests/commands corresponding to the recent time window
stored in the register includes more than the predetermined number of access
requests/commands for that data item (e.g. thereby helping to determine if a
condition indicative of frequent access as proposed above has been met).

Preferably, the first monitoring unit is configured to update the portion of the stream
of access requests/commands stored in the register at regular intervals, e.g. each
time a further time interval of the predetermined length elapses, e.g. so that a
different portion of the stream of access requests/commands is stored in the register
each time a further time interval of the predetermined length elapses.

Preferably, the register is a shift register. In this case, the first monitoring unit may be
configured to update the portion of the stream of access requests/commands stored
in the register each time a further time interval of the predetermined length elapses
by:

shifting entries stored in the memory elements of the shift register by one
memory element away from a memory element at an input end of the shift register,
thereby shifting out an entry stored in a memory element from an output end of the
shift register; and

if a portion of the stream of access requests/commands corresponding to the
further time interval includes an access request/command directed to a data item,
then an identifier of that data item is stored as an entry in the memory element at the
input end of the shift register.

The size of the recent time window (and/or the number of time intervals/memory
elements, N) may depend, for example, on the type of access request/command
being monitored, as well as the purpose of the monitoring.

The steps involved in monitoring (at the second monitoring unit) the accessing of the
data items notified to the second monitoring unit may depend, for example, on the
type of access request/command being monitored as well as the purpose of the
monitoring. For the avoidance of any doubt, monitoring the accessing of the data
items notified to the second monitoring unit may involve monitoring any process that
involves accessing the data items.

Preferably, the second monitoring unit is configured to identify one or more frequently
accessed data items (which items may be referred to as “hot” data items, such as
“hot rows”) from the data items notified to it by the first monitoring unit. As discussed
in more detail below, this may be useful for avoiding “row hammer” errors (if the
stream of access requests/commands being monitored is a stream of activation
commands).

Preferably, the second monitoring unit is configured to: for each data item notified to
the second monitoring unit, count (e.g. in a respective access counter corresponding
to the data item) the number of times the stream of access requests/commands
includes an access request/command directed to that data item.

In this case, the second monitoring unit may be configured to: for each data item
notified to the second monitoring unit, identify the data item as a frequently accessed
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data item if the counted number of times the stream of access requests/commands
includes an access request/command directed to that data item (e.g. as stored in the
corresponding access counter) reaches a predetermined threshold.

However, a skilled person would appreciate that counting is not essential to the
invention, since the accessing of the data items notified to the second monitoring unit
could be monitored in other ways. For example, the data items notified to the second
monitoring unit could be recorded in a table, with data items being promoted up the
table each time the stream of access requests/commands includes an access
request/command directed to that data item. This would still enable one or more
frequently accessed data items to be identified according to table position, without
necessarily counting the number of times each candidate address line is accessed.

Identifying data items notified to the second monitoring unit as frequently accessed
data items could have various uses in the context of a memory.

For example, the second monitoring unit may be configured to: if a data item is
identified by the second monitoring unit as a frequently accessed data item (e.g. as a
“hot” data item, such as a “hot row”), flag the data item as a frequently accessed data
item for use by a memory buffer configured to temporarily store data from the
memory.

The second monitoring unit may therefore be configured to notify the memory buffer
of a data item it has flagged as a frequently accessed data item.

Preferably, the memory buffer is configured to determine its content based on a data
item flagged as a frequently accessed data item by the second monitoring unit. For
example, the memory buffer may be configured to determine its content based on a
data item flagged as a frequently accessed data item by:

storing the frequently accessed data item or a block of data including at least
part of the frequently accessed data item in the memory buffer; and/or

retaining the frequently accessed data item or a block of data including at
least part of the frequently accessed data item in the memory buffer.

In this way, at least part of the frequently accessed data item (preferably the entire
frequently accessed data item) can be accessed directly from the memory buffer, i.e.
without having to retrieve the frequently accessed data item from the memory (which
may take considerably longer, e.g. in the case of a DRAM). As discussed below in
more detail, this is one possible route to avoiding a row hammer error (in the case
that the stream of access requests/commands being monitored is a stream of
activation commands).

By way of example, the memory buffer could be a CPU cache, e.g. a cache of a CPU
in a computer system containing the memory. In this case, the CPU cache could be
configured to determine its content based on a data item flagged as a frequently
accessed data item by:

storing one or more cache lines that include at least a part of the frequently
accessed data item in the CPU cache;

retaining one or more cache lines that include at least a part of the frequently
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accessed data item in the CPU cache (e.g. that would otherwise have been evicted
from the CPU cache, e.g. according to an eviction policy of the cache).

Alternatively, the memory buffer could be a “dedicated” memory buffer configured to
store data items identified by the second monitoring unit as frequently accessed data
items. In this case, the dedicated memory buffer could be configured to determine its
content based on a data item flagged as a frequently accessed data item by:
storing the frequently accessed data item in the dedicated memory buffer;
retaining the frequently accessed data item in the dedicated memory buffer.

The dedicated memory buffer could, for example, be included in the monitoring
device (which may be a memory controller, see below), along with the first monitoring
unit and second monitoring unit.

Preferably, the second monitoring unit is configured to: for each data item notified to
the second monitoring unit, if the data item meets a condition indicative of non-
frequent access, flag the data item as a candidate for eviction from the second
monitoring unit or evict the data item from the second monitoring unit. This may be
helpful to avoid false identification of frequently accessed data items and/or reduce
the processing burden on the second monitoring unit.

The condition indicative of non-frequent activation could be implemented by having,
for each data item notified to the second monitoring unit, a respective timer
corresponding to the data item that is reset to an initial value each time the data item
is notified to the second monitoring unit, e.g. with the condition indicative of non-
frequent activation being met by a data item if the timer corresponding to the data
item reaches a value corresponding to a period of time of predetermined length).

Preferably, the second monitoring unit is configured to: for each data item notified to
the second monitoring unit, and for each of a plurality of periods of time of
predetermined length: count in a respective credit counter corresponding to the data
item the number of times the address line is accessed more than a predetermined
number of times (e.g. more than twice) in the period of time of predetermined length.

Here, the period of time of predetermined length may correspond to the size of the
recent time window noted above.

Preferably, the second monitoring unit is configured to: for each data item notified to
the second monitoring unit, and for each of the plurality of predetermined periods of
time, decrement the credit counter if the data item is not activated in the
predetermined period of time.

As described in the example discussed below, the credit counter may be useful to
account for non-uniform distributions in how the address lines are activated. For
example, the credit counter corresponding to a data item flagged as a candidate for
eviction may be used in a decision to determine whether to evict that data item.

Preferably, the monitoring device is configured to perform the above mentioned steps
after each refresh of the memory (as is typically needed by volatile memories).
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Preferably, the monitoring device is or forms part of a memory controller for
controlling the memory.

For the avoidance of any doubt, the first monitoring unit and second monitoring unit
may be separate physical units within the monitoring device (which may form part of
a memory controller, see above) or could be implemented as software within a
computational device (e.g. a microcontroller) that forms part of the monitoring device.

The memory may include a plurality of addressable memory cells, which may be
arranged in a plurality of address lines (e.g. rows and/or columns).

The monitoring device may be included in a memory architecture including the device
for monitoring data items and the memory. The memory architecture may further
include a CPU cache as described above.

The memory may be a volatile memory.

The memory may be a random access memory, i.e. a RAM.

The memory may be a dynamic random access memory, i.e. a DRAM. As discussed
below, “row hammer” is a known problem for DRAMs. A DRAM may include a
plurality of addressable memory cells arranged in a plurality of address lines (e.g.
rows and/or columns), where each addressable memory cells includes a capacitor.

However, this is only an example, as the device for monitoring data items could be
used with various different types of memory.

The first aspect of the invention may provide a monitoring method performed by a
monitoring device as set out above. The monitoring method may include a method
step corresponding to any one or more features the monitoring device is configured
to perform, as described above or below.

A second aspect of the invention may provide a monitoring device (or monitoring
method) according to the first aspect of the invention, wherein the stream of access
requests/commands for data items within a memory is a stream of activation
commands, wherein each activation command is for activating an address line (e.g. a
row) in the memory.

In this context, the term *access” (and derivatives thereof) in the first aspect of the
invention may be replaced by the term “activation” (and derivatives thereof) in the
second aspect of the invention since, as discussed above, an activation command is
one type of access request. Similarly, the term “data item” may be replaced with
“address line”, since in the case of an activation command, the address line can be
viewed as the data item to which the activation command is directed.

Thus, the second aspect of the invention may provide:

A monitoring device for monitoring the activation of address lines in a
memory, the monitoring device including:

a first monitoring unit configured to:
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monitor a stream of activation commands, wherein each
activation command is directed to an address line in the memory;

determine whether any of the address lines to which activation
commands are directed meet a condition indicative of frequent
activation; and

if it is determined that an address line meets the condition
indicative of frequent activation, notify a second monitoring unit of the
address line; and

the second monitoring unit, the second monitoring unit being configured to:

monitor the activation of address lines notified to the second

monitoring unit by the first monitoring unit.

The monitoring device according to the second aspect of the invention may include
any feature described in connection with the first aspect of the invention, except that
the stream of access requests/commands is a stream of activation commands and
each data item is an address line.

The following discussion provides some preferred features where the stream of
access requests/commands is a stream of activation commands.

If the/each portion of the stream of activation commands corresponding to a recent
time window is divided into N time intervals of predetermined length, where N is an
integer, then the number of time intervals N may be derived from an activation
threshold (ACTw), which may be taken as a minimum number of activations required
to induce a row hammer error, and/or a maximum number of activations per refresh
interval of the memory (MAXacr).

In an example described below, the number of time intervals N included in the recent
time window is chosen to be MAXaggressor + 1, where MAXaggressor IS @ maximum
number of aggressor rows. MAXaggressor an be derived from ACTy and MAXacr as
shown in Equation (2).

Preferably, the/each portion of the stream of activation commands corresponds to a
recent time window that is at least the size of a time window {e.g. a Hot Time Window
or “HTW?”) in which an address line must be activated at least once to be identified as
a potential hot row (e.g. assuming activation commands are uniformly distributed).

The monitoring device may be configured to, if an address line is identified as a
frequently activated address line (e.g. as a “hot row”} by the second monitoring unit,
initiate the refreshing of one or more address lines that are adjacent to the frequently
activated address line. As discussed below, this is another possible route to avoiding
a row hammer error {which may be used as an alternative to or in addition to the
memory buffer solution described above).

The invention also includes any combination of the aspects and preferred features
described except where such a combination is clearly impermissible or expressly
avoided.

10
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Examples of the present proposals are discussed below, with reference to the
accompanying drawings in which:

Fig. 1 shows a proposed memory architecture.

Fig. 2 shows a) a DRAM Rank containing DRAM devices, b) a DRAM device
containing DRAM banks, DRAM arrays and DRAM row buffers and ¢) a DRAM cell
as it exists in a DRAM array.

Fig. 3 shows the row hammer phenomenon, as it occurs in the array of cells of a
typical DRAM memory bank. Row victims necessarily exist adjacent to aggressively
activated rows (row aggressors).

Fig. 4 shows the arrangement of 460ns hot time windows within an interval of a 64ms
refresh cycle.

Fig. 5 shows an overview of a proposed ARMoOR architecture, containing a clock
generator, time-based shift register and dynamic counter allocator. The dynamic
counter allocator is further comprised of a counter allocator, eviction unit and hot row
table.

Fig. 6 shows a time-based shift register filter as used for filtering out non-potential hot
rows within the proposed ARMoR architecture. Comparison of the last entry of the
shift register with all subsequent entries is shown.

Fig. 7 shows the proposed ARMoR hot row table as it exists in the dynamic counter
allocator. The hot row tables consists of N entries sorted by, full flag, update flag,
update timeout, credit counter, expiry counter, ACT counter and ACT address.

Fig. 8 shows the average activation interval across 8 DRAM banks for each
benchmark workload within ARMoR.

Fig. 9 shows the induced unique number of row aggressors for different access
distributions within ARMoR.

Fig. 10 shows the total number of row aggressors during extraction time, according to
different access distributions within ARMoR.

Fig. 11 shows the maximum activations per refresh interval of a row within a refresh
interval for each benchmark workload within ARMoR

Fig. 12 shows the reduced performance overhead of ARMoR compared with PARA.

Fig. 13 shows performance overhead of ARMoR and PARA for different 8-thread
workload mixes.

Fig. 14 shows the ARMoR performance overhead for synthetic kernels with various
access distributions.

Fig. 15 shows the PARA performance overhead for synthetic kernels.
Fig. 16 shows the PARA miss-rate for synthetic kernels.
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Fig. 17 shows the ARMoR MT-fluid hot row table performance in terms of detection
accuracy and prediction error.

Fig. 18 shows the required number of table entries for ARMoR to detect all the
possible row hammer errors for different access distributions.

Fig. 19 shows the ARMoR storage overhead for different memory capacities.

Fig. 20 shows the ARMoR execution time improvement considering buffering entire
row(s) for different access distributions.

Fig. 21 shows the ARMoR execution time improvement considering buffering cache
lines for different access distributions.

The proposed memory architecture 100 shown in Fig. 1 includes a proposed memory
controller 102 for controlling a memory 104.

The memory 104 preferably includes a plurality of addressable memory cells which
are arranged in a plurality of address lines (rows and columns).

The memory controller 102 includes a first monitoring unit 110 and a second
monitoring unit 120 which, for the avoidance of any doubt, may be separate physical
units within the memory controller 102 or could be implemented as software within a
computational device (e.g. a microcontroller) that forms part of the memory controller
102.

The first monitoring unit 110 is preferably configured to monitor a stream of access
requests/commands, wherein each access request/command is directed to a data
item in the memory 104; determine whether any of the data items to which access
requests/commands are directed meet a condition indicative of frequent access; and
if it is determined that a data item meets the condition indicative of frequent access,
notify the second monitoring unit 120 of the data item.

The second monitoring unit 120 is preferably configured to monitor the accessing of
data items notified to the second monitoring unit 120 by the first monitoring unit 110.

Preferred features of the memory controller 102, the first monitoring unit 110 and the
second monitoring unit 120 have already been discussed above.

As discussed in detail above, the proposed memory architecture 100 could usefully
be applied to various different types of access request/command, e.g. to activation
commands, write requests/commands or read requests/commands.

However, the following discussion focusses on specific examples in which the stream
of access requests/commands is a stream of activation commands, and the memory
architecture 100 is implemented for the purpose of identifying frequently activated
address lines (“hot rows”) in a DRAM, with a view to avoiding row hammer errors.
The specific examples discussed below are sometimes referred to for simplicity as
“ARMoR”, which stands for A Run-time Memory hot row detector to prevent Row
hammer data corruption in DRAMs.
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Nonetheless, a skilled person will readily appreciate that the specific examples
described below represent just ocne mode of implementing the present invention, and
that the present invention could be implemented to other types of access
request/commands (i.e. not just activation commands) and for purposes other than
detecting row hammer errors. Therefore the following discussion and corresponding
drawings should be considered as being illustrative and not limiting on the scope of
the invention.

1. Overview

The specific examples described below (referred to for brevity as “ARMoR”) are
believed to provide an efficient and scalable technique for overcoming disturbance
errors in DRAMs and future memory technologies. To the inventors’ knowledge, this
is the first proposal for detecting “hot rows” at run time with high level of accuracy to
prevent row hammer errors (a specific type of disturbance error) and improve the
reliability of overall memory systems.

ARMOoR can be viewed as a novel hardware technique which may improve memory
controllers by detecting which specific rows are at risk of row hammer, without a
need to stop any programs. In addition, ARMoR may be able guarantee 100% or
near 100% detection and prevention of row hammer effect with minimal execution
time overhead and hardware requirements. In experimental results discussed below,
over 18 standard workloads and 36 synthetic memory intensive kernels show that
ARMoR incurs virtually no execution time overhead for the workloads; a maximum of
3.5x10° %. When buffers are added to the memory controller to capture rows at risk
of row hammer, the execution times are sped up with small hardware costs.

2. Background and Motivation

This section presents general background on the internal structure and operation of
DRAMs to explain the “row hammer” data corruption effect.

2.1. DRAM Organization

The typical smallest storage unit of a DRAM device is a DRAM cell that is depicted in
Fig. 2c. A typical DRAM array consists of DRAM cells arranged in address lines
normally referred to as rows and columns. A typical DRAM bank is composed of a
DRAM array and a set of sense amplifiers (or Row Buffer). A DRAM device (Fig. 2b)
typically includes multiple banks which work independently. However, since there are
typically shared resources between banks (e.g. a data bus), usually only one bank
can used for a read or write operation at a given time. Typically, each DRAM device
has a narrow data bus (e.g. 4-16 bit). Thus, multiple DRAM devices normally work
together in parallel within a rank (Fig. 2a) to support a required bandwidth.

2.2. DRAM Operation

To perform a read or write operation in response to a read/write request, a few steps
orchestrated by the memory controller are required. First, a target row must be
opened using an activation command. Issuing this command brings the target row
into a row buffer. Then a read or write command can be issued {0 access the desired
data. Since, there is only one row buffer per bank, to access a different row within a
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bank the opened row must normally be closed using a pre-charge command. This
command prepares the row buffer to accept a new row for future access requests
[14]. Consecutive accesses to different rows within a bank are called row misses and
impose extra power and time overheads. We use these constraints to evaluate the
overhead of our proposal in Section 7.

Fig. 2c presents a low level structure of an example DRAM cell. Each DRAM cell
typically consists of a transistor and a capacitor which are connected to the bitline
wire and wordline wire. Typically, a fully charged capacitor hoids logical ‘1" and fully
discharged capacitor holds logical ‘0’ value. A wordline is connected to all cells
located in a row and a bitline is connected to all rows in a column. To access a row
the corresponding wordline will be raised to a high voltage. This operation enables all
the transistors in a target row and, as a result, the capacitors will be connected to
their corresponding bitlines. In this way, the row data, which are the capacitors’
charges, will be transferred to the row buffer and the data will be available from there.
This entire operation is usually called row activation, and is typically performed in
response to an activation command. In this process the capacitors first will be
discharged and then resorted to their former value. At the end, by lowering the
wordline the transistors will be turned off and capacitors will be disconnected from
bitlines [14, 13, 17].

2.3. DRAM Refresh

Considering the electronic circuit of an example DRAM celi (Fig. 2c) the charge
stored in these cells is not persistent. This is because capacitors will lose their
electric charge over the time due to various types of leakage [32, 31]. Thus, each
DRAM cell has a limited retention time. According to the DDR3 DRAM specification
[33], each DRAM cell should have a retention time of 64 ms, which means after 64
ms, DRAM cells are susceptible to lose their data. Therefore, all the DRAM cells
should be refreshed every 64 ms to sustain data reliability. To refresh a DRAM cell
the memory controller issues a refresh command at specific time intervals to make
sure that all the rows within the system are refreshed at least every 64 ms. Originally,
one refresh command was issued by memory controller to every row in the system.
However, as the size of memory and number of rows increase in modern DRAM
devices issuing one refresh command per row is not practical anymore. Thus a
typical modern memory controller only issues a fixed number of refresh commands
within a refresh period (e.g. 8192 Refresh Commands) and each refresh command
refreshes multiple rows at the same time.

2.4. Row hammer Effect - Corrupting Data without Writing

The row hammer effect is not well known, but was highlighted by a test equipment
company called Teledyne LeCroy [26, 21] in the context of DDR4 DRAM. They
observed that ‘aggressive’ activations of a specific row in a DRAM can corrupt
adjacent rows’ data. In reality this phenomenon is a specific type of disturbance error
that occurs due to intensive interaction between electronic components that are
supposedly isolated from each other [19].

The row hammer effect in DRAMs can occur when a specific wordline of a DRAM cell
is activated repeatedly within one refresh interval. In this situation the neighbouring

14



10

15

20

25

30

35

40

WO 2016/113223

cells leak charge at faster rate than expected. Thus, the retention time of such cells is
less than 64 ms which means that these cells may lose their data (charge) before
refresh happens. Therefore, in refreshing these corrupted cells the wrong data will be
read and written back again to the DRAM cell (Fig. 3). Moreover, ECC modules are
not very efficient in this situation since they cannot detect multi-bit errors.

Kim et al. [19] provided the first empirical study in a peer-reviewed comprehensive
study that demonstrated the existence of disturbance errors and more specifically the
row hammer effect in commodity DRAM devices. In the specific examples discussed
below, the focus is on proposing a hardware solution to overcome the row hammer
effect instead of proving of its existence.

A possible straightforward solution considered by the inventors to mitigate row
hammer was to increase the refresh rate for all the rows in the memory system.
However, although this approach might alleviate the row hammer effect, it would also
impose an unnecessary power and performance overhead to the system. Another
solution considered by the inventors was to detect the rows with high activation
values (i.e. ‘hot rows’) and refresh their (physical) neighbours. A simple method to
recognize hot rows in a DRAM is to dedicate a counter per row to keep track of
number of activations of each row. However, having one counter per row induces a
significant area and power overhead to memory system. Kim et al. [19] also
investigated different general techniques used to find frequent items from stream of
items, such as: Bloom Filters [5, 9], Morris Counters [28] and some other standard
techniques [16] to identify the hot rows. However, none of the mentioned techniques
is scalable as we increase the size of main memory or cannot guarantee 100%
successful row hammer identification/correction.

In the specific examples discussed below, there is proposed an architecture for
achieving native memory hot row identification/detection, instead of trying to apply
traditional techniques to find hot rows (note in some literatures, hot rows may be
referred to as “hot pages”).

3. Row Hammer: Analvtical Analysis

To develop an optimized solution for the row hammer effect, it is important to
understand when this phenomenon might happen. There are a few effective factors
that should be taken into consideration when analysing row hammer problems that
are briefly explained next, though the inventors do not wish to be bound by any
theory stated herein.

Refresh Interval (RI): it has been discussed that every 64 ms a typical DRAM must
refresh all the rows in the system. Therefore, Rl may be taken as the maximum time
period that row hammer problems can be accrued.

Activation Threshold (ACTy): may be taken as the minimum number of activations
that are required to induce a row hammer error. Kim et al. [19] have done an
extensive evaluation of row hammer effect on a wide range of DRAM devices (e.g.
129 DRAM Modules) from three major DRAM manufacturers and they ended up with
three different values for ACTw for this set of DRAM devices which is presented in
Table 1. In the experimental work set out below, ACTy, was assumed to be 139K.
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Modules ACTw
Module A 139K
Module B 155K
Module C 284K

Table 1: ACTw for different evaluated DRAM modules in [19].

Minimum Activation Interval (MIN4): may be taken as the minimum time interval to
activate a row within the DRAM device. This value is typically limited to TRC — that is
the time interval between accessing a row and restoring data back to DRAM array
plus the pre-charge time. In the experimental work described below, TRC and
therefore MiN, is around 49 ns.

Maximum Possible ACT per Rl (MAXacr): may be taken as the maximum possible
number of activation commands that can be issued to a bank within R, which based
on the above definitions may be taken as:

Rl 6dms A
MINsy 490

Aggressor row or hot row: may be taken as a repeatedly activated/opened row that
causes a row hammer error in neighbours by the row hammer effect.

Victim row: may be taken as a neighbour of an aggressor row that is affected by row
hammering.

Maximum Possible Aggressors Per Rl (MAXaggressor): may be taken as the maximum
possible number of aggressor rows per Rl which, considering the MAXACT and the
ACTy, and assuming ACTy =139K, can be calculated from Equation (2) as follows:

MAX AT 13@5{ "

= = 10 2
ACT @ 139K

MAX g prosc0r =

MAXaggressor SUggests that we are looking for few aggressor rows (approx. 10
aggressor rows) per bank per RI out of millions of existing rows in the system. This
leads the inventors to the conclusion that there should be a specific behaviour in the
activation stream (stream of activation commands) that creates aggressor rows,
which is one of the main principles behind ARMoR.

4. ARMoR: A Run-time Memory Hot Row Detector

4.1. ARMoR - Basic Principles

In section 3 above, it was derived that there are typically only a few rows that can be
a potential aggressor row within a typical RI (e.g. MAXaggressor is @approx. 10). Thus, in
the proposed architecture discussed below, only the activation behaviour of potential
hot rows is monitored in detail, rather than monitoring the activation of all the
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available rows in the system. Devising an architecture capable of efficiently detecting
potential hot rows to achieve this end led to the proposals set out herein.

In Section 3, above, it was suggested that there might be a specific behaviour in the
stream of activation commands issued to a bank to cause the row hammer effect. To
identify such a pattern of activation commands at run time, let's assume that the
stream of activation commands directed to hot rows follows a uniform distribution.
This would mean that there is a fixed time interval between each activation command
directed to a hot row in a DRAM's bank. In this situation, it is possible to define a
minimum requirement that each row must satisfy to be identified as frequently
activated, i.e. *hot”.

Potential Hot rows Condition: considering our previous assumptions (e.g. of uniform
distribution of activation commands directed to a hot row), we may define a time
window, e.g. Hot Time Window (HTW), in which a row must be activated at least
once to be identified as a potential hot row within RI (Fig. 4), which may be caiculated
as follows:

RI Bdms

HTW = =
ACTyw 139K

= 460 ns (3

As Equation (3) shows, the Rl is divided to 139K different HTWs (of 460 ns each)
which means that for a given row to become a hot row within a given RI, there should
be at least one activation command directed to that specific row in each HTW,
otherwise the row is not going to reach the ACT. Therefore, on the assumption of a
uniform distribution, if there are no activation commands directed to a given row
within a given HTW, then that row is not going to be a hot row within the RI.
However, if there are one or more activations commands directed to a given row
within an HTW then the target row might be a potential hot row depending on the
activation stream behaviour for the future HTW time slots. In this way a simple
structure can be developed to filter potential hot rows at run time.

So far, a uniform distribution of the activation stream has been assumed for the sake
of simplicity to explain the basic principles behind ARMoR. However, this is not
always a valid assumption. The activation stream completely depends on the
application behaviour and memory access pattern. Considering multithread and
multicore systems the application access pattern — and as a result the activation
stream — is most likely ‘random’. The next section explains how to use similar
principles to detect hot rows at run time for uniform and non-uniform distributions in
the stream of activation commands using a simple counter (a credit counter).

4.2. ARMoR - Overview of an Example Architecture

In this section, we use the concepts presented so far to propose a novel and low-cost
architecture to identify hot rows in DRAMs.

Fig. 5 shows an overview of a preferred ARMoR architecture that includes a first
monitoring unit 210 and a second monitoring unit 220.
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The first monitoring unit 210 is preferably configured to monitor a stream of activation
commands (an “Activation Stream”) directed to a DRAM (not shown); determine
whether any of the address lines to which activation commands are directed meet a
condition indicative of frequent activation; and if it is determined that an address line
meets the condition indicative of frequent activation, notify a second monitoring unit
of the address line.

The second monitoring unit 220 is preferably configured to monitor the activation of
address lines notified to it by the first monitoring unit 210.

In the following discussion, the first monitoring unit 210 is implemented by a Time-
based Shift-Register Filter (“TSRF”) and the second monitoring unit 220 is
implemented by a Dynamic Counter Allocator (‘DCA”).

At a high level of abstraction there are two main phases to identifying hot rows using
the ARMoR architecture of Fig. 5. In a first phase, the first monitoring unit 210
(TSRF) determines whether any of the rows to which activation commands are
directed meet a condition indicative of frequent activation and notifies the second
monitoring unit 220 (DCA) of any rows determined to meet this condition (for brevity,
any row meeting this condition are described herein as a “potential hot row”). In a
second phase, the second monitoring unit 220 (DCA) monitors the activation of the
potential hot rows natified to it by aliocating a respective counter to each potential hot
row to keep track of the number of activations to these rows, so that the DCA 220
can identify hot rows based on the counted number of activations. Moreover, the
DCA 220 is preferably able to evict potential hot rows (e.g. by de-allocating counters)
when they lose their eligibility to be a hot row at run time.

4.2.1. Time-based Shift-Register Filter (“TSRF”)

Preferably, the first phase in identifying hot rows involves determining whether there
are any rows that meet a condition indicative of frequent activation (referred to herein
as “potential hot rows”) that have the potential reach the ACTw and notifying the DCA
220 of such potential hot rows. This phase could be characterised as involving
filtering out non-potential hot rows to reduce the number of rows that need to be
tracked at the DCA 220.

To implement the TSRF 210, there is proposed a simple time-based shift resister
structure, as shown in Fig. 6. As its names implies, the contents of a shift register
212 is shifted (in this example to the left) every specific time interval. This time
interval is chosen to be equal to MINa to capture activation stream behaviour in fine-
grain time windows. Preferably, the TSRF 210 checks every MIN if an activation
command has been issued in that period; if it has, an identifier (e.g. the address) of
the requested row will be stored in the last location of shift register and, if there is no
activation command in that time period, the last location will be marked as empty and
the contents of shift register will be shifted to the left by one location.

In this way, the shift register 212 stores a portion of the stream of activation
commands corresponding to a recent time window, with the portion of the stream of
activation commands stored in the shift register 212 being updated (to store a
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different portion of the stream of activation commands) each time a further time
interval of duration MIN elapses.

Each memory element in the shift register is preferably made big enough to hold an
identifier (e.g. an address-bit) representing a requested row.

The shift register 212 has N memory elements, where N is an integer. Thus, the shift
register 212 stores a portion of the stream of activation commands corresponding to
a recent time window divided into N time intervals of predetermined length (in this
case, the predetermined length of the time intervals is equal to MINa).

The number of memory elements N (“TSRF Size” in Equation (4), below) in the shift
register (i.e. the shift register length) is preferably chosen in such a way that the
recent time window (represented by the content of the shift register) is at least as
large as an HTW, whilst also being able to accommodate the maximum number of
possible hot rows within RI (or MAXaggressor) plus one, as shown in Equation (4) as
follows:

TSRF Size = MAXaggressor + 1 =10+ 1 =11 {4)

Note that a shift register with N = 11 memory elements will represent a time window
of 539ns (11 x 49ns), which is bigger than HTW (460ns, see above), so the identifier
(e.g. physical address) of a requested row will be kept in the queue for at least the
length of an HTW.

Every MIN,;, before discarding the identifier of a requested row stored in the left-most
memory element of the shift register 212, the identifier stored in the left-most memory
element of the shift register 212 is compared (in a comparator) to all the other entries
in the shift register 212 to see if any of these other entries contains the same
identifier as that stored in the left-most memory element of the shift register 212. If
there is a match, then it can be inferred that the portion of the stream of activation
requests corresponding to a recent time window stored in the shift register 212
includes more than one activation command directed to the row indicated by the
identifier stored in the left-most memory element of the TSRF shift register.

In this way, the first monitoring unit 210 is able to determine whether any of the rows
to which activation commands are directed meet a condition indicative of frequent
activation by testing each row to which an activation request is directed so as to
determine whether a respective portion of the stream of activation requests
corresponding to a recent time window includes more than one activation command
directed to that row.

The above-described TSRF 210 represents just one way in which to implement a
condition indicative of frequent activation that is met by an address line to which an
activation command is directed, if a portion of the stream of activation commands
corresponding to a recent time window includes more than a predetermined number
of activation commands (in this case more than one activation command) directed to
that address line. Of course, such a condition could be implemented in various other
ways, as could be envisaged by a skilled person.
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If there is a match as described above (i.e. such that the condition indicative of
activation is met by the row indicated by the identifier stored in the left-most memory
element of the TSRF shift register), then the row indicated by the identifier stored in
the left-most memory element of the TSRF shift register is marked as a potential hot
row and notified to the DCA 220, otherwise it will be discarded.

Since the shift register is updated every MINg,, and since the number of memory
elements N in the shift register is chosen to accommodate the maximum number of
possible hot rows within an RI (or MAXaggressor) plus one, this queue length should
guarantee capture of all potential hot rows, even if those potential hot rows all
happen in the same HTW (approx. 460 ns).

Note that it is possible for the maximum number of possible hot rows within an RI
(MAXaggressor) to be present, but for activations to those rows to be distributed in
different HTWs. Therefore, the shift register (i.e. the shift register length) is preferably
chosen in such a way that the recent time window (represented by the content of the
shift register) covers a minimum time equal to HTW, whilst being at least as big as
MAXaggressor + 1.

Note that the one extra memory element (“plus one”) in the shift register is to keep
the desired time interval between the first and last item in the queue. In more detail,
there is a time limit that for which two consecutive activation commands can be
directed to a DRAM bank (MINa = 49ns, see above). This means that after each
activation, it is necessary to wait 49ns before an activation command can be issued
to a different row. Using this concept, it was concluded above that there was
maximum number of possible row aggressors that can happen within a given Rl
(MAXaggressor = 10, see above). Now if by any chance activation commands are issued
for all of these row aggressors in the same HTW (note this is a worst case scenario,
which might not happen in practice, depending e.g. on the size of the HTW), the one
extra memory element still allows all the potential hot rows to be identified.

Although, in this way, an initial filtering is carried out on the stream of activation
commands, some rows identified as potential hot rows to the DCA 220, might not
subsequently be actually be identified as actual hot rows by the DCA 220. For
example, a lot of activation commands to a particuiar row might result in that row
being identified as a potential hot row by the TSRF 210, but that potential hot row
might not necessarily be subsequently identified by the DCA 220 as an actual hot
row (e.g. if the counted number of activations does not reach ACTw, or if the potential
hot row is evicted from the DCA table because it meets a condition for eviction — see
below)

Further Filtering Improvements: The experimental results set out below show that the
structure of TSRF 210 described above delivers satisfactory results. However, the
performance of the TSRF 210 could be improved further considering a dynamic
threshold to detect the hot rows. It is been discussed that having a minimum of two
activations to the same row within HTW would be a reasonable threshold to consider
a row as a potential hot row. However, this threshold is calculated based on the
overall Rl of 64 ms. This means that, as time progresses, the condition for a row to
be a potential hot row will change as well. For instance if 32 ms of Rl has passed
then, considering our uniform distribution assumption, the minimum number of row
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activation commands within the remaining HTW must be more than two (e.g. four) if
the target row is to reach the ACTy, and be a hot row.

4.2.2. Dynamic Counter Allocator (“DCA”)

The DCA 220 is in charge of allocation and de-allocation of counters to potential hot
rows notified to the DCA 220 by the TSRF 210. In this example, the DCA 220
comprises an allocator unit 222, an eviction unit 224 plus a potential hot row table
226. An overview of the DCA structure is presented in Fig. 7.

As soon as a potential hot row is identified by TSRF 210, it is notified to the DCA 220
by sending its physical address to the DCA 220. The DCA consists of simple
counters, timers and registers which are explained as follows.

Fult Flag: is a 1-bit flag to specify if the current entry of hot row table is accepted or
free.

Hot row Address: is a register to keep the address of potential hot row.

ACT Counter: is a counter allocated to a potential hot row to keep track of number of
activations of that specific row.

Update Flag: is 1-bit flag to show if the corresponding potential hot row has been
activated in the last MiN4 or not.

Update Timeout: is a timer that keeps track of the HTW period. If there is no
activation to a potential hot row within the HTW then the potential hot row become a
candidate to be evicted from the hot row table. This timer will be reset to its initial
value after every activation to the corresponding potential hot row.

Credit Counter: The presented architecture so far can only detect hot rows with a
uniformly distributed activation stream. The Credit Counter is a simple, intelligent way
to extend the design to be able to detect a hot row with non-uniform distribution of an
activation stream. It has been discussed that one necessary requirement {but not the
only one) for a specific row in DRAM to be a hot row is to have at least two
activations per HTW (i.e. every 460 ns) otherwise the potential row becomes a
candidate for eviction from the hot row table. However, depending on the activation
stream distribution, it might be a case that there are several activations to the target
row within one HTW but no activations for the next few HTWs (non-uniform
distribution). In this situation, the target row still has a potential to reach the ACT,
and become a hot row. In this case, the Credit Counter comes into play. This counter
keeps track of all the extra activations (i.e. more than two activations) within the
HTW. This extra credit specifies the number of future HTW that the target row can
still remain a potential hot row even if there is no activation to that row. This
behaviour can be implemented simply by decrementing the credit counter every time
that that there is no activation to the potential hot rows within HTW (i.e. Update
Timeout = 0).

Of course, this represents just one methodology for handling a non-uniform
distribution of activation commands. Alternative alternate methodologies for handling
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a non-uniform distribution of activation command could also be envisaged by a
skilled person.

Expiry Counter: is a counter that prioritises the order of eviction from the hot row
table if there are several potential hot rows which are flagged as candidates to be
evicted. In this way, a candidate row with higher number of activations will be evicted
later than one with a lower number of activations. It provides extra time credit to the
row with higher number of activations to remain a potential hot row if there are more
activation commands to this row.

Finally, if the ACT Counter corresponding to a given potential hot row reaches ACTy,
then that potential hot row may be identified (e.g. flagged) by the DCA 220 as a hot
row. If a potential hot row is identified as a hot row, then preferably a corresponding
signal is sent to the memory controller for further actions which will be described in
the next section. At the end of the RI, the potential hot row will be evicted from hot
row table.

Hot row Table Size: considering the possibility of having maximum hot rows within RI
(e.9. MAXaggressors approx. 10) the 5 maximum required hot row table size to
accommodate all the possible hot rows is equal to MAXaggressors per each bank. Thus,
a maximum of 80 entries in the hot row table (820 Byte of storage) is required to
support a 4 GB DRAM system populated in 8 banks. However, this number is
calculated for the worst case scenario and our experimental results show that the
possibility of having MAXaggressors Per RI per bank is negligible. Therefore, a much
smaller hot row table would be enough to detect hot rows in most of situations.

The experimental results presented in Section 7 show that ARMoR can identify all
the possible hot rows (based on a desired ACTy) in the system with high level of
accuracy of number of activation to each hot rows (i.e. 99.99%) .

5. ARMoR — Example Applications

In the previous section, an ARMoR architecture was proposed to detect hot rows in
DRAMs. In general, having a knowledge of which are the hot rows in a memory
architecture provides an opportunity to improve different aspects of functionality of
the memory architectures. In this section we discuss how ARMoR could potentially
be used to improve reliability and performance of DRAMSs.

5.1. Prevent Row hammer

To recap, if a specific DRAM row is activated repeatedly — more than a certain
threshold (ACTw) within RI — the adjacent rows’ data may be corrupted (i.e. the row
hammer effect). It was mentioned in previous sections that the most intuitive way to
solve this issue is to detect the hot rows and refresh their neighbouring rows. Since
ARMOoR provides the solution to detect hot rows in DRAMs, then the only step
remaining is to refresh the victim rows.

It would be straightforward to refresh the victim rows for a given DRAM, provided the
mapping scheme of logical to physical rows is known for that DRAM (this information
would be known to the DRAM manufacturer, but such information is not always made
public by the manufacturers). Knowledge of this mapping scheme would therefore
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enable the memory controller to issue a refresh command, or a simple activation
command, to the physically adjacent rows. This technique could be used with any hot
row detection technique, as well as the presented work in [19]. The performance
overhead imposed by refreshing victim rows with the ARMoR architecture is
discussed below.

Performance overhead: one of the main advantages of the ARMoR architecture
compared with the solution presented by Kim et al. [19] is that, since ARMoR detects
the exact row aggressors, only the actual victim rows can be refreshed. This means
that, in the worst case, for each identified hot row, a maximum of two adjacent rows
need refreshing. We can say that it imposes a maximum of two extra page-misses
cost (i.e. approx. 2 x TRC) to the memory system. While, in the solution presented in
[19], the refreshed rows might or might not be row victims. This imposes an
unnecessary overhead to performance and power of the memory system. This extra
overhead is evaluated in Section 7, below. In Section 5.2, below, there is presented
an alternative approach to overcome the problems caused by the row hammer effect,
using some unigue capabilities provided by the ARMoR architecture.

5.2. Performance Improvement

The experimental results and analytical analysis provided below shows that for most
workloads, only a small number of rows tend to be repeatedly flagged as hot rows in
consecutive refresh intervals.

The inventors have observed that accessing DRAMs requires following a fairly tight
timing limitation since, in general it is necessary to activate a row, wait for a while
then issue read command, wait for a while and so on. Typically, a DRAM has millions
of rows. Now, since only 10-100 of DRAM rows are frequently accessed, among
millions of rows, the inventors have observed that these hot rows could be
stored/retained in a memory buffer outside the DRAMs, which would not need a
complicated access protocol. By using such a memory buffer to store/retain hot rows,
future requests to these hot rows could be serviced much faster than if the hot rows
had to be retrieved from DRAMs. Moreover, using such a memory buffer could
reduce or even eliminate row hammer errors, since the corresponding requests to
these hot rows will not need to go to a DRAM anymore. Note that this solution to row
hammer would not require the refreshing of victim rows, and therefore knowledge of
the mapping scheme of logical to physical rows in DRAMs would not be required in
order to implement this solution.

The following two different solutions incorporating the idea of using a memory buffer
to store/retain hot rows were considered:

1) Notifying a Last Level Cache (LLC) of a CPU of the hot rows, e.g. so to
avoid evicting from the LLC any cache lines that include at least a part of (i.e.
are located in) the hot rows.

2) Storing the hot rows in a dedicated memory buffer located in the memory
controller, i.e. so as to cache the hot rows.
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In both of these solutions, the number of activation commands to the hot rows and,
as a result, the number of possible row hammer occurrences, will be decreased. That
is, memory latency could be reduced significantly since the highly accessed cache
lines now either are stored in the memory controller or retained in the LLC.

To get an insight about the possible performance improvement that can be achieved
using ARMoR, the performance improvement obtainable by the second of these two
solutions is investigated below.

5.2.1. ARMoR — Notifying a Last Level Cache of the hot rows

As would be appreciated by a skilled person, a typical computer system includes the
following memory hierarchy: CPU - L1-Cache - L2-Cache - Last-Level-Cache
(LLC) »> DRAM(s).

The terms “processor” and “CPU” may be used interchangeably herein.

Accessing to different levels of the memory hierarchy has different latencies. For
instance, accessing to L1-Cache may for some example processors require around 5
clock cycles whereas accessing DRAMs typically requires 200~300 clock cycles.
These numbers will of course vary from processor to processor.

The multi-level cache hierarchy is therefore designed to keep frequently accessed
data close to processor to reduce the access latency imposed by accessing DRAMs.

In most memory architectures, every time the processor issues a read/write request,
all the cache levels are searched to see if the requested data can be found otherwise
the request is sent to the next level cache until it reaches the DRAM.

Caches have different size in different levels. For instance:
L1-Cache = 32KB
L2-Cache = 256KB
LLC =8MB
DRAMs = 4GB~256GB

Thus, CPU caches (L1-Cache, L2-Cache, LLC) are usually significantly smaller than
a DRAM. Therefore the CPU caches cannot cache all the frequently accessed data.
As a result, caches use different eviction policies (like Last Recently Used (LRU)) to
gvict a cache line and replace it with a new data.

Thus, if the LLC evicts a cache line, the data contained in that cache line will be
written back to the DRAM and will be removed from the LLC. Now, if the CPU
requests the same data, the request will be sent to the DRAMSs. This requires that
one of the DRAM rows (one that holds the requested data) become ACTIVATED to
service the request. Now if this happens a lot, several activation commands can be
issued to the same row and the target row may become a hot row that might cause a
row hammer error.

Therefore, it can be seen that if a memory controller notifies the LLC of a detected
hot row, e.g. by sharing information about the detected hot row with the LLC, then the
LLC can decide not evict any cache ling(s) that correspond to the hot row. This could
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help to reduce the activation commands to the hot row so that, over time, the hot row
will avoid being frequently activated, thereby reducing the probability of row hammer
error occurrence.

This could of course be implemented in various ways. For example, whenever LLC
decided to evict a cache line (e.g. according to an eviction policy), it could send a
request to the memory controller to see if the eviction candidate is in the hot row
table or not. If it is in the hot row then LLC could decide not to evict that cache line
and will instead looking for another cache line for eviction. Note that this process
would avoid activating the hot row in the DRAM.

The performance improvement obtainable by this solution is not evaluated further in
this document, though such an evaluation could if wanted be evaluated using an
integrated, detailed memory controller with a full architecture simulator.

Note that although the process of notifying an LLC cache has been described with
reference to hot rows, the same principles and memory buffer solution could equally
be applied to any frequency accessed data item, e.g. as detected from a stream of
read requests or write requests.

5.2.2. ARMoR — Dedicated Memory Buffer

The experimental and analytical results discussed below show that the number of hot
rows are limited to a small number within specific time intervals (RI). This suggests
that a small dedicated memory buffer with a suitable eviction algorithm would be
enough to accommodate all the hot rows within different time intervals.

To have an insight about the required size of such a buffer we recap the basic
principals described so far. A key point is that in the worst case scenario there are
only few rows that can reach a certain threshold (ACTw) within a specific period of
time (RI). Therefore, the maximum buffer size could be defined by the maximum
number of possible row aggressors per Rl times the size of row (in the case that
entire row is to be buffered). Moreover, reducing the size of this buffer to less than
the maximum required size should not affect the accuracy of the ARMoR, so the size
of the buffer will in general just be a trade of between area overhead and the desired
performance improvement.

6. Experimental Methodology

To investigate the performance of the ARMoR proposal, we compare it against the
alternative option of having one counter per row in DRAM to keep track of the exact
number of activations within Rl (referred to herein as the “ground truth”) as well as
the proposed solution by Kim et al. [19] (“PARA”). We monitor all the counters and
check whether they reach the threshold which would corrupt data, i.e. ACT. As soon
as one counter reaches ACTy, (i.e. hammered rows are detected) we check the
ARMoR’s hot rows table to see if the detected row exists in the table and if so what is
the predicted number of activations.

We also evaluate PARA using a similar methodology. This means that every time
that an actual hot row is detected using the embedded counters, for each row we
check if PARA has issued any refreshes for detected hot rows or not. If it does we
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assume that PARA has issued the correct refresh to the victim rows (despite that it
has only 50% chance to issue the refresh to the possible row victim due to its

nature).

We use the ACTy, parameters measured by Kim et al. [19]. We use Rl = 64ms and
ACTw of 139K. Simulator: USIMM, a detailed DRAM simulator [7, 6], is the main
simulation platform in our experiments. Table 2 contains the parameters used to
configure USIMM. We implement ARMoR and PARA in USIMM to support direct

comparison.

Model Description Value
Clock Speed 3.2GHz

Processor Pipeline Depth 10
ROB Size 128
Bus Speed 800 MHz
Number of Channels 1
Ranks Per Channel 1

Memory system Bank Per Rank 8
Row Per Rank 65,536
Cache Line Per Row 128
Cache Line Size 64 Byte

Table 2: USIMM Configuration Parameters Used in the Experiments.

Workloads: To have an extensive evaluation we used several workloads from
different benchmark suites presented in Table 3:
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Suites Workload Suites Workload
black SPEC leslie
face libg
ferret BIOBENCH mummer
fluid tigr
PARASEC freq Com1
stream Comm2
swapt COMMERCIAL Comm3
MT-canneal Comm4
MT -fluid Commb5

Table 3: Workloads and Corresponding Benchmarks Suites Used for Experiments

Standard Benchmarks: To avoid bias in how we generate/execute the
benchmark we use the memory traces generated for the Memory Scheduling
Championship (MSC [6]) covering different benchmarks {PARSEC [4], SPEC
[10], BIOBENCH [3]} and some anonymous commercial benchmarks
{COMMERCIAL}. Most of the MSC traces are captured from a single-thread
run of each workload except for MT-canneal and MT-fluid which are collected
on a four-thread run of the corresponding PARSEC’s benchmark. Also, we
produce an extra 18 workloads, combinations of 8-thread standard
benchmarks, to increase the randomness of access patterns in our
experiments.

Synthetic Kernels: Using the standard benchmarks we found that only one
case exposed row hammer scenarios. Thus, to explore scenarios with rows
hammered we use synthetic kernels. We simulated 500M instructions of
different memory intensive synthetic kernels and captured the memory traces.
Using these kernels we have full control on modelling row hammer faults (e.g.
by producing hot rows) on a specific number of rows with specific access
patterns. In each kernel, we targeted a specific number of rows (e.g. up to 20
rows) and repeatedly opened them during execution time. Also, we used
three different random distributions, Uniform, Gaussian and Poisson, to
access to these targeted (hot) rows. The Uniform distribution would represent
a malignant program trying to damage other programs.
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7. Experimental Results and Discussions

First we evaluated ARMoR using standard benchmarks to investigate its
performance in average case scenarios.

Standard Benchmark Profiling: considering the nature of the row hammer, it has a
strong correlation with the activation interval in DRAMs. Therefore, we profiled our
benchmarks to investigate the activation patterns for different workloads. Fig. 8
presents the Average Activation Intervals (AAl) for individual banks in the system.
The AAI distribution of MT-Fluid (Fig. 8r) shows that there is an intensive activation
stream to Bank 3 (AAIl =67:3) which suggests that, most likely, this workload is going
to suffer row hammer. The X-axis of all the graphs in Fig. 8 shows the AAl in
nanosecond (ns) and Y-axis presents the bank IDs.

Synthetic Kernels Profiling: In this section we profile our 36 synthetic kernels (12
kernels with Uniform distribution, 12 kernels with Gaussian distribution and 12
kernels with Poisson distribution) that were discussed in Section 6. Fig. 9 presents
the number of unigue row aggressors (some of them might be flagged as row
aggressors several times within a Rl) when increasing the number of targeted rows.
This figure shows that for uniform access pattern as the number of targeted row
increases the induced row aggressors also increases linearly. However, when
reaching a certain point (in this example, 10 targeted rows and assuming ACTi =
139K) having a uniform access pattern cause that none of the targeted rows reach
the ACTy. On the other hand, since Gaussian and Poisson distributions favour some
targeted rows more than others then there are still induced row aggressors in the
system even as we increase the number of targeted rows.

It is briefly mentioned that each row aggressors can reach ACTy, multiple times within
one RI period and as results produce multiple row hammer problems. Fig. 10
presents the total row hammer occurrences during entire simulation time (i.e. two
consecutive Rl) using different random distributions.

Maximum ACT within Rl: To investigate the vulnerability of our standard benchmarks
to the row hammer phenomenon we monitor the maximum number of activations that
happen within RI for all the workloads. Our experimental results show that only one
workload (MT Fluid can reach up to 412k activations per RlI) out of the 18 standard
benchmarks suffers from row hammer phenomenon no matter which one of the three
evaluated ACTy, in [19] is used. Fig. 11 plots the maximum ACT value for all other
benchmarks.

Performance Analysis: Fig. 12 depicts the performance overhead of ARMoR and
PARA (with probability values of 0.001 and 0.005 as proposed in [19]) for standard
benchmarks. Since ARMoR only refreshes the victim rows that are adjacent to
detected hot rows then the performance overhead is fairly negligible. Averaged
across all 18 standard benchmarks ARMoR degrades the performance by 9.5x10%%.
This number is around 37,000x smaller than the performance overhead of PARA,
that is 0.07% and 0.35% for probability values of 0.001 and 0.005 respectively.

To increase the randomness of memory access patterns we run multi-threads of
standard workloads and modified the USIMM simulator to map all the workloads to

28



10

15

20

25

30

35

40

45

WO 2016/113223

the same memory space. This increases the randomness of memory behaviour and
it might also increase the vulnerability of system to row hammer phenomenon if
multiple workloads try to access to different rows within the same bank. We selected
these workloads in such a way to produce more row aggressors in the system when
running together. Fig. 13 depicts the performance overhead of ARMoR and PARA
while running on 8-thread workload mixes of our standard benchmarks. This time
from the existing 18 workload mixes, 13 workloads mixes suffer from row hammer
phenomenon.

Similarly to previous experiment on single thread benchmarks, for multi-thread
applications ARMoR detects all the row aggressors and refreshes all the possible
row victims with performance overhead of 3.35x10° %. The performance overhead
imposed by ARMoR has a linear relation with number of row aggressors (and, as a
result, row victims) in the memory systems. Thus, since the number of row
aggressors has increased for multi-thread applications then the performance
overhead induced by ARMoR also has increased. On the other hand, since PARA is
a stateless technique (i.e. it does not record any previous state of the memory to do
its predictions, so each time it predicts row victims by some independent probabilistic
chance), its performance overhead is independent of the number of row aggressors
in the system. Our experimental results show a 0.018% and 0.090% performance
overhead for PARA with 0.001 and 0.005 probability value respectively. Again,
ARMOoR has 2,700x less performance overhead than PARA. Although PARA delivers
an acceptable performance overhead, due to its probabilistic nature it cannot
guarantee to prevent row hammer with absolute certainty. On the other hand,
ARMOoR offers a more robust solution to prevent this phenomenon, with much less
performance overhead,; it also imposes small area overhead to the system. To
investigate this more closely we have evaluated both ARMoR and PARA against our
synthetic kernels as well. Fig. 14 shows the performance overhead of ARMoR when
it detect all the possible row aggressors in the system and refresh both adjacent rows
to this row aggressors. According to this figure ARMoR delivers a higher
performance overhead for workloads with Poisson distribution when number of
targeted row is equal to 2 and 5. The reason is that performance overhead of
ARMoR depends on existing number of row hammer problems in the systems and
according to Fig. 10, kernels with Poisson distribution induce more row hammer
problems than other situation (i.e. 20 row hammer errors) for both when number of
targeted rows are 2 and 5.

We ran similar experiments to evaluate PARA’s performance for our synthetic
kernels. We used the recommended probability value by [19] (i.e. P=0.001 and P =
0.005) and increase this value until PARA detect (refresh by probability) all the
possible row aggressors in the system. Fig. 15 presents the performance overhead
of PARA for different probability value. For P=0.2 PARA has a miss-rate of 3.2%,
0.6% and 0.6% for synthetic kernels with Uniform, Gaussian and Poisson
distributions respectively. Fig. 16 depicts the PARA’s miss-rate for different
probability values for synthetic kernels.

Hot-Page Table Size vs Accuracy: In Section 4 it was discussed that, theoretically,
the maximum number of hot row table entries should be equal to the maximum
possible row aggressors that can be exist within Rl to guarantee that ARMoR detects
all the row aggressors. However, in practice, such a situation (i.e. maximum possible
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row aggressors occurring within RI) happening has a very low probability. To
investigate this for standard benchmarks we chose MT-Fluid, since this is the only
workload that suffers from row hammer, and ran experiments with different hot row
table sizes. The presented results in Fig. 17 results show that, although the
maximum required entries to cover a memory organisation with 8 banks (and
assuming the ACTy = 139K) is 80, with only 3 entries ARMoR delivers 100%
detection of row aggressors.

Also, we ran similar experiments for our 36 synthetic kernels and the results show
that overall 81% of kernels require less than 5 entries, 14% of kernels require 5t0 7
entries and 5% of kernels require 8 to 9 entries of hot row table per bank for ARMoR
to detect all the possible row hammer errors in the system (Fig. 18).

Scalability: To investigate the scalability of ARMoR we profiled the maximum
imposed storage overhead of our proposal against various memory organisation
populated with different memory sizes. We used the Micron’s standard DDR3
memory modules with available capacities in the market [24, 25]. Fig. 19 presents the
maximum required storage overhead for ARMoR to detect the maximum row
aggressors, considering the evaluated ACTy, of 139K, 155K and 284K [19], for wide
range of memory capacities. However, as it discussed, this is the maximum
theoretical requirement and according to our experiment in the last Section, 5 entries
per bank should be enough to cover possible row hammer errors in the system. The
corresponding storage overhead in this case can be modelled as presented results
for Module A in Fig. 19.

ARMoR Buffer's Performance: To investigate the possible performance improvement
that ARMoR can offer using a simple buffer structure, we considered two different
scenarios in a high level of abstraction. In the first scenario, we assume that as soon
as a row is flagged as a hot row, the entire row will be moved to an embedded buffer
in the memory controller. Although, there will be a performance overhead to move
the entire row to the memory controller, this scenario can still present an insight
about the upper-bound improvement that can be achieved using this buffer. Fig. 20
presents the achieved improvement in execution time for all the synthetic kernels.

In the second scenario, we assumed that as soon as a row is flagged as a hot row,
then only the cache-lines located to this hot row will be moved to an embedded buffer
in the memory controller after they have been accessed. Fig. 21 depicts the gained
improvement in execution time for our synthetic kernels.

In both scenarios, the performance improvement that can be achieved has a strong
correlation with number of memory requests that can be serviced using the ARMoR’s
Buffer. The evaluated kernels are simulated only for two consecutive refresh intervals
which means that only few hot rows that are flagged in the first refresh interval are
effective for improving the execution time.

Our experimental results for MT-Fluid from standard benchmarks show 66% and
61% improvement in execution time in the first and second scenarios respectively.
This significant improvement is due to that MT-Fluid has only three row aggressors
that are repeatedly induce 24 row hammer errors during 5 consecutive refresh
intervals. Therefore, by detecting these hot rows in the first RI, future memory
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request in the remaining four Ris will take advantage of buffered data in the memory
controller.

8. Related Work

In general, the DRAM fault and reliability problem has been studied extensible [8, 12,
18, 34]. However, more specifically, the row hammer problem has not been widely
understood and covered by literature except by two recent works.

Initially, the Row hammer phenomenon was highlighted by a test equipment
company called Teledyne LeCroy [26] at MemCon 2013 [21] specifically in the
context of DDR4 DRAMs. They designed and developed a monitoring platform that
could profile the internal operation of DRAMs (e.g. such as the number of activations
per RI) at run time. This equipment can investigate the existing of row hammer issue
base on programmable parameters (e.g. ACT).

To our knowledge, the most comprehensive work that investigated the existence of
row hammer issue in commodity DRAM devices is the recent paper by Kim €t al.
[19]. In this work, 129 DRAM modules from three different major DRAM
manufacturers have been intensively evaluated for the row hammer phenomenon
using eight FPGA platforms. They showed that 110 out of 129 DRAM modules suffer
from disturbance error (i.e. “row hammer”). Several possible solutions have been
investigated in this work and they proposed PARA (Probabilistic Adjacent Row
Activation) to overcome row hammer. The key idea behind PARA is that every time a
row is opened and closed one of its adjacent rows is refreshed (e.g. opened) with
some low probability. Thus, if a particular row is opened and closed repeatedly then,
statistically, the adjacent rows will be refreshed.

The main advantages of ARMoR over PARA are as follows:

+ First of all, PARA cannot guarantee to detect all the possible row victims
since it works based on probabilistic estimation. Instead it reduces the
probability of row hammer significantly. However, since ARMoR can detect
the exact row aggressor the final result is much more accurate.

s Although, PARA has a very low overhead it still imposes some extra penalty
by unnecessarily refreshing rows. Again, since ARMoR predicts the exact row
aggressor only the possible row victims will be refreshed.

» Finally, having knowledge of exact row aggressors’ |Ds offered by ARMoR
provides an opportunity to improve the DRAM’s performance as well as
improve the reliability by overcoming the row hammer phenomenon.

9. Final Remarks

The examples described above as ARMoR are capable of preventing data corruption
in DRAMs due to the “row hammer” effect. Uniquely ARMoR is able to guarantee that
the row hammer effect cannot modify the contents of DRAM with modest hardware
requirements. Given the known datasheet parameters of DDR3 and DD4 together
with the minimum number of activations within a refresh interval required to trigger a
row hammer effect, it has been shown how to derive mathematically the maximum

31

PCT/EP2016/050385



10

15

20

25

30

35

WO 2016/113223 PCT/EP2016/050385

number of rows that could be affected. This number is in practice small; no more than
10 per bank. ARMoR detects hammered rows (rows with aggressive activation) at
run time and either refreshes their adjacent rows or moves the hot rows to a local
buffer in the memory controller to improve the performance of memory system.

We have evaluated ARMoR and compared it directly against PARA [19] over 18
standard workloads and 36 synthetic memory intensive kernels with three different
random access distributions (i.e. Uniform, Gaussian and Poisson). Out of the 18
standard workloads, only one exhibits the row hammer pattern that would lead to
data corruption. In this case, ARMoR has a smaller execution time overhead than
PARA. Using the synthetics kernels, we have shown how PARA would miss row
hummer episodes. Our experimental results showed that ARMoR does not affect the
execution time of the workloads; cf. 9.5x10°% and 3.5x10*% for standard and
synthetic kernels respectively while detects all the possible row hammer errors in the
memory system. Moreover, we show that by using a small buffer in the memory
controller, ARMoR provides an opportunity to improve the overall execution time of
standard workloads and synthetic kernels by up to 66% and 7% respectively.

When used in this specification and claims, the terms “comprises” and “comprising”,
“including” and variations thereof mean that the specified features, steps or integers
are included. The terms are not to be interpreted to exclude the possibility of other
features, steps or integers being present.

The features disclosed in the foregoing description, or in the following claims, or in
the accompanying drawings, expressed in their specific forms or in terms of a means
for performing the disclosed function, or a method or process for obtaining the
disclosed results, as appropriate, may, separately, or in any combination of such
features, be utilised for realising the invention in diverse forms thereof.

While the invention has been described in conjunction with the exemplary
embodiments described above, many equivalent modifications and variations will be
apparent to those skilled in the art when given this disclosure. Accordingly, the
exemplary embodiments of the invention set forth above are considered to be
illustrative and not limiting. Various changes to the described embodiments may be
made without departing from the spirit and scope of the invention.

For the avoidance of any doubt, any theoretical explanations provided herein are
provided for the purposes of improving the understanding of a reader. The inventors
do not wish to be bound by any of these theoretical explanations.

All references referred to above are hereby incorporated by reference.
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CLAIMS:

1. A monitoring device for monitoring the accessing of data items in a memory,
the monitoring device including:
a first monitoring unit configured to:
monitor a stream of access requests/commands, wherein each
access request/command is directed to a data item in the memory;
determine whether any of the data items to which access
requests/commands are directed meet a condition indicative of
frequent access; and
if it is determined that a data item meets the condition
indicative of frequent access, notify a second monitoring unit of the
data item; and
the second monitoring unit, the second monitoring unit being configured to:
monitor the accessing of data items notified to the second
monitoring unit by the first monitoring unit.

2. A monitoring device according to claim 1, wherein the stream of access
requests/commands is a stream of activation commands, wherein each activation
command is for activating an address line in the memory.

3. A monitoring device according to claim 1 or 2, wherein the condition indicative
of frequent access is met by a data item to which an access request/command is
directed, if a portion of the stream of access requests/commands corresponding to a
recent time window includes more than a predetermined number of access
requests/commands directed to that data item.

4. A monitoring device according to any previous claim, wherein:

the first monitoring unit includes a register with N memory elements
configured to store a portion of the stream of access requests/commands
corresponding to a recent time window divided into N time intervals of predetermined
length, where N is an integer, wherein each memory element in the register
corresponds to a respective one of the N time intervals so that if the respective time
interval includes an access request/command directed to a data item, then an
identifier of that data item is stored as an entry in the memory element.

5. A monitoring device according to claim 4, wherein the register is a shift
register.
6. A monitoring device according to any previous claim, wherein the second

monitoring unit is configured to identify one or more frequently accessed data items
from the data items notified to it by the first monitoring unit.

7. A monitoring device according to any previous claim, wherein the second
monitoring unit is configured to:

for each data item notified to the second monitoring unit, count the number of
times the stream of access requests/commands includes an access
request/command directed to that data item, and identify the data item as a
frequently accessed data item if the counted number of times the stream of access
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requests/commands includes an access request/command directed to that data item
reaches a predetermined threshold.

8. A monitoring device according to claim 6 or 7, wherein the second monitoring
unit is configured to, if a data item is identified by the second monitoring unit as a
frequently accessed data item, flag the data item as a frequently accessed data item
for use by a memory buffer configured to temporarily store data from the memory.

9. A maonitoring device according to any previous claim, wherein the memory
buffer is configured to determine its content based on a data item flagged as a
frequently accessed data item by:

storing the frequently accessed data item or a block of data including at least
part of the frequently accessed data item in the memory buffer; and/or

retaining the frequently accessed data item or a block of data including at
least part of the frequently accessed data item in the memory buffer.

10. A monitoring device according to claim 9, wherein the memory buffer is a
CPU cache.

11. A monitoring device according to claim 9, wherein the memory buffer is a
dedicated memory buffer configured to store data items identified by the second
monitoring unit as frequently accessed data items.

12. A monitoring device according to any previous claim, wherein the second
monitoring unit is configured to:

for each data item notified to the second monitoring unit, if the data item
meets a condition indicative of non-frequent access, flag the data item as a candidate
for eviction from the second monitoring unit or evict the data item from the second
monitoring unit.

13. A monitoring device according to any previous claim, wherein second
monitoring unit is configured to:

for each data item notified to the second monitoring unit, and for each of a
plurality of periods of time of predetermined length: count in a respective credit
counter corresponding to the data item the number of times the address line is
accessed more than a predetermined number of times in the period of time of
predetermined length.

14. A monitoring device according to any previous claim, wherein the monitoring
device is or forms part of a memory controlier for controlling the memory.

15. A monitoring device according to any previous claim, wherein the memory is
a DRAM.

16. A monitoring device for monitoring the activation of address lines in a
memory, the monitoring device including:
a first monitoring unit configured to:
monitor a stream of activation commands, wherein each
activation command is directed to an address line in the memory;
determine whether any of the address lines to which activation
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commands are directed meet a condition indicative of frequent
activation; and

if it is determined that an address line meets the condition
indicative of frequent activation, notify a second monitoring unit of the
address line; and

the second monitoring unit, the second monitoring unit being configured to:

monitor the activation of address lines notified to the second
monitoring unit by the first monitoring unit.

17. A monitoring device according to any previous claim, wherein the monitoring
device is configured to:

if an address line is identified as a frequently activated address line by the
second monitoring unit, initiate the refreshing of one or more address lines that are
adjacent to the frequently activated address line.

18. A monitoring method performed by a monitoring device according to any
previous claim, the method including:
at the first monitoring unit:

monitoring a stream of access requests/commands, wherein
each access request/command is directed to a data item in the
memory;

determining whether any of the data items to which access
requests/commands are directed meet a condition indicative of
frequent access; and

if it is determined that a data item meets the condition
indicative of frequent access, notifying a second monitoring unit of the
data item;

at the second monitoring unit:

monitoring the accessing of data items notified to the second
monitoring unit by the first monitoring unit:

19. A monitoring device substantially as any one embodiment herein described
with reference to and as shown in the accompanying drawings.
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