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201 Obtain a CAN bus message generated by an electronic
control unit (ECU)

202 Encrypt a data field in the CAN bus message to obtain a
message to be transmitted

203 Broadcast the message to be transmitted on a CAN bus

(57) Abstract: The invention provides a data transmission and receiving
method, transmitter, receiver, and controller area network (CAN) bus net-
work, encrypting a data field in a CAN bus message, thereby transmitting, in
a transmission procedure, the data field in a form of an encrypted message,
increasing security of the CAN bus message, and resolving a technical prob-
lem of information leakage resulting from a CAN bus being vulnerable to a
network attack. This is because a CAN bus message in the prior art is trans-
mitted in a cleartext form that could be easily monitored, decoded, and
forged. In particular, when a forged message is present on a CAN bus, it
would result in losing control of a brake, gearbox, and engine, threatening
driving safety. Adopting the scheme provided by the embodiment can pre-
vent such incidents from happening.
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BERIE BRI, Rid. RBORM CAN B4 M %

ALHEBFERBIFEH N 20156 F£ 11 H 11 0. #HiESHN
2015107662623 B [E LR HIF R, FH kLR g DG R TT
WAELFIANAH
AR

AR FOBASEAR, JuILW RO Rk . BTV R L
Y AT CAN 2R 25 .

BRER

f ) 28 R 18 X 2&  (Controller Area Network, CAN ) Bk i 2 1SO
[ BRAR AL A B BB AT RS P ill. CAN BB T Tl B & miEn. 5%
(5 S 2R AR EL, CAN B&R pI5HE 815 5 A 58 I seit PE A R Vs . i
R F BPE B SRR B BET, CAN MRSk 532 3 AT B, JoH AR
L BRIz R

REMRWUANRGHR, Rl K&, FHMEE. BMRafas
Z~H 7 # ¥ 50 (Electronic Control Unit, ECU) . iX#8 ECU 2 |f] 77
WS, MRS T SRR E R AL, HP AR CAN B4

CAN B E A G NIRETHRL, RHINKENBHETMSE. &
EAE T EWMRAPEH RE . TEAER RS A3 HEH . SEE R
G H A e, ERIARIL, HAl CAN B4R 2 12 3] i
TP EUE B EE, TR AT 22 A B -

KHARE

AR PASEHEGI R AL T —Fh S ROk . BTk RIKu . BRI A
CAN B &M%, FH TR CAN BER 5 2 B WEH P EUE BRI AR
i

NIEE FIRH B, AR SR A W N AR TR

BE—Jr I, PREET — MR kTR, B

IREL ECU A B CAN B 43R 3

XFHTIR CAN RVERIR S S0 kb A7 &, SR RIB IR O
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DL #8577 :0FE CAN B4 B RIE Tl 55 R IR4R 3L

U7, fRAL T RO, B

Xt CAN BTN, 375 ECU BIIN%E CAN SR

XTATIRINE CAN BRSO B B8 I3l AT MR %, SRR EEWOR O

A AT iR ECU K 3% BT il A #2 Wk 3

BT, R T Rk ik, G

ECU # 1, T3R8 ECU AR CAN BRI,

INE R, H T XA CAN B2 IR SC I B S AT %, RS 45
RIEIR L

BEED, AU %R CAN B EREINA R KIEHR .

SUNT7H, AT —MEoR, S

frlr ik, RT3 CAN B 4idi 17 0ilr, k1 ECU BIh0% CAN B4
(S

fRBERER, F X ATIR N CAN BRI SO R SE AT 1 2, 3k
AR 3

RIERE, FF IR ECU K% ik £ % IR 0.

EHITH, AT —F CAN R, GHG: W b Pk R RIS i
ik B4 . ECU A CAN R4k

FITIR 2 i % 4 9] 5 ik ECU 1 CAN B 2R iE 25

AT B2 Wit 7 5 Bk ECU R CAN B 2%z

A% W ST 9 B A R OEE Rk L RO, Rk . RV N CAN
ML, 1BIEXT CAN B EAR SO BB AT IS, M AE 4% S F2
W, BRI LB O AR 3, 158 T CAN SRR R ek, ik T CAN
R 5 2 B B S BUE BRI R R W X2 T, A E AR T CAN
IR ULV L is, FEUR S BT . R, Rl s
WOCH AL CAN B4 B)a, BT RERE . RN IR, B
AT xRS H B 77 R 5, WAL S b S F Uk 4

IR U R A K AR T BRI, AT R ETER T AR )
FeARF B, Al R PN 25 T LLseiite, FF HOB T kAR IR FIA R
e HB FEAE AR E U B i, LN RS AR Y B AR S0l 7 2
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Pk P e B

I R e N OO g S T R AN, A b 3 Atk i P R A 2 A X
TAYGIB T @EHARN R TRFEEWT . W EACH T 2~ H g 90 77 =
B H B, T 3 AN DA N A2 S AR R BT R PR 1. 10 5 AE AN B, R AR ) Y
S F7 5 R oM E A . AR E D

B 1 — M B ) CAN #CB #% 20

el 2 SRy AN S B ST e A — Rt ) — AP 4 38 T v TR B s B A

B 3 Dy A P 9 e 9 — 3 A ) AP RO RO TR A R B

B 4 Dy A B 92 e 9 = 4 A B — R R G i 40 B & A o =

P 5 DA g B 52 e ) DY 4 AL ) 0 — R I i 40 B & RO =L

Bl 6 Sy As i B S e 5] S A ) — AP Wiom 60 B & o = A

Bl 7 Sy A% R B S e A5 7S SRR Y 5 — Ao 60 B Ak s = R

Bl 8 A KR B S5 B AR A —F CAN BRAM 4R 2.
FAk L7 &

1A 2 BT P R A A R A A T B s ] S . B AR B
B T AN R B Se i), AR N PR, A DLRLS OB oS gl A
O FE I AS B A X L O B S Tt A i PR . A e, BRI B ST S N T
Re 8 E A B A AT, H AR R AR I 0 58 B B AL TA 4 A4
BB A NG

18, CAN R SCH B AN 7] (#0738 (Bit Field)ZH B : i 45 (Start of,
SOF ). fP# I (Arbitration Field). 1% #]18 (Control Field). #{#g® (Data
Field). f&¥ 70 &KX %: (cyclic Redundancy Check, CRC)# . [ % (ACK)
SRATWILE K (End of , EOF). B 1 y— Mt RIAY CAN R SCAIAE 3, WA
1 AR

Wik ds, HAL LN 147,

3, B 1AL S PR (Identity, ID) FZFE & 1% B R (Remote
Transmission Request, RTR) {722, KERTLIA 12 47,

FHIR, e Ak, B2 ANMREAr, Hrp, H-MREAAT
CAE N B br 1 FFH B (Identifier Extension, IDE) F1LA A 4 AL #g &
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fE1% (Data length code, DLC) .

I, HAE R LY 0-64 £,

CRC 3, ™1 15 fz CRC &4 I J — Atz CRC FtE 7F
(Delimiter, DEL) , HH i & rl LA 0-64 A7,

N, ORI R H B ACK [RIBR M2 N % DEL Ba k47 4 1k

EOF, ®— R ¥t — B BB AL f gl skl . IXFE, %
A S AT LA T 0 A 00 1) — o 4R S O AL S A R

SRIM, CAN V2B B 2 32 B 5 2 805 Bl &, M AT 24
G B, X DN ILE BOR B CAN SR C UL SO Rtk i, &
BUA BT B O, Rl e O AR SCH BLAE CAN B S,
¥al e REOM ., BB RSIPLAE, BT e, S5 pp o
G TRTTR, RAARSIHBI PRI TR, WAl R H R A

& B R AN B S AT o B s A L WO R R . 2
W o A1 CAN 28 X &8 10047 £ 41 ik

S it A5 —

Pl 2 AR e B e ] — 3 AL ) — MG R TR AR R B, K
S ) T7 v, AT LA CAN B4 I 28 BT AT, 71 CAN R4
M8 R — AN R AFAERD A ECU, WE 2 i, B3

A PR 201, IRELECU A CAN BZ&HR 3.

HAER), CAN BRE&HR 4 WmE 1 i, SRR, AR
W B R I DL SofR s, i CAN B 2Rk £ 1 2 3 M B 8UE Bl
B2, AT AT ZE 2 4 i OB

A 202, X PTIA CAN SR ST R B IE SE AT In g, IR RiA
.

BARRY, Al UCRAXFRINE S, X CAN & Sk S0 iy B ds 8t
TN, WlnEgZneEfrdE  (Advanced Encryption Standard, AES) .

20, CAN RE AR B3l A FE % 15 os S Ecdls fn, prdk
IERRAL, ATRsIRI GRS ng, Hb, s, HT#aaa
o M AEZBR 202 2 8T, EHEFEHRE TR CAN & 24k S0 Bois
MEfE AR~ , AR CAN BRI . 1FE N —Fhaf B8 A 5K
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B, IE R AN R BRI BB — bhdRAr, Bl N R R
PRIEUE N O, TSR SR IS, WA 75 BEHAT D B 202, # IN% 15
ARNMEAE R 1, WU WIS, AT 202, 7258 202 H,

X 4R SCH B A 3 B A AL AT I

I 203, LSBT A CAN BE B R IEFTR A RIXIR .

HORR, % CAN B L — 7 m R B, & DRSO 4%
BT A MEAT AU, TR R G ERS H SN
FAHAT OO, ARG XTSRS R ST, B B & & 0 br 10 5 4R S0 IR
WA STE, HAHARUNMGITSEEMIRCEREES, BN, S2KEAH
.

25, B 203 28, AL

TRAE T 38 A7 R &R SC P p A B S8OR1 CRC 38, X BT i 75 & i 4 S 4T
BiE R

AR, MBI R @R, M. BHlsk, 8E 8t E 35 CRC
FEF, AR SR CRC A 5 1H 5 35 /Y CRC J7 41 11T EE R A5 L
WEER ., A, MMEETH RTR ALAE S MR L AU “ Btk ” , Mz
PR R AN “RarE” o BERR AR MA T MRS . 2R,
BAfr RIEIR ORI, AT RIE.

A, B CAN BRI SO B SR ST N, e
R, AR A SO AL, IR T CAN B& IR e,
fRik T CAN BERR G ZERHIHEEMFEHERMAB . X&HTF,
WA BEAP CAN B UL OB R L3, FEE 5B WA
Bhids, RIS NI AR L ILAE CAN M2 b, BAlfe SRR, AT
AR PR, BT E A, RAARSEHE P77 £)5, T alg
AN A S

S it 451

3 AR I S B SR AL R — M B RO R s B, R
SNt B BT R o B el B — B R O3 A B8R A T R X N A 8l %
WS J5 V2%, R B VA AT LA CAN 28 WX 4% o 1) 15 s 04T, 7£1% CAN

5
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BB M PR AT EFEARD A ECU, WHE 3 i, B

B 301, %7 CAN R8T T, 3898 ECU BN CAN SR 3.

HARE), XTHR CAN RE& M0, HKEMEBSHBES frid ECU B
S 47 R A S AR R N2 CAN B4R . KW T % CAN B4 E—A7
RO BB, B LR SO 0 8B 45 W& b BTG 1 m e WA T SR
LW ZIR TR B AT, 285 XU 3R45 4R g,
R B B B bR S R SO AR SR A R, A (B A 3R AR R RS
eRGEHY, B, AERKGEY,

AU 302 STATIRINEE CAN 2 ZR 4R SC i Y 20 0 S8 AT iR 3, SR 19 f7
AE S

AR, al DR A 5 o2 20 58 By £2 £ A% A [5) 0% 6F R n 25 80923, 9l
AES %5k, XA INE CAN BRI B 3R Ar 3k 47 i 25 .

T LU BRI, A R IR A% S A5 BT B A N, B SR SRR BV Ak
AT LR AR RRE VR, AR R B & S0 e 451 Hh S A R R

20, IN% CAN R Gk b ) 2008 18 A F5 0 25 48 7= AL M 4 4z
Fri’inEfRontr, ATHR AR EmE, Hrb, HiEf, AT #
AR . AR DR 302 28T, ICEFEMREFTIAINZ CAN BL&H
W AHINER R R, #IATIAINE CAN R TInE. fEN—
FhorT &8 09 S B 77 S0 8 7R AL A BT IR R S B SR — bR, s
N fR R AL EUE Y 0, 6 IR FR SCRIN S, AN 75 34T 20 B8 3025
LOMERR R R EUE Y 1, W AR CIn g, MPAT L 98 302, A5 %
302 Hr, AR S0 B HHE 38 i B HE AL AT R

B 303, [1 ATk ECU &% Fid R 2 Wik .

HARE), ECU MM 3457 B U HR 5S¢, a3k 17 AR 358 12 i 12 W R S0 B %
8 35 3 AT AH B A R AR

AL, X CAN B GRS B EOHE AT g, T
R R, BRI DL SO L, B9 T CAN BRI 24t
fk T CAN RER S ZHREHSHGEEMBEMNHE RN, X2EH T,
A HAR T CAN B SCUAR OB Xk id, FEE S #0r . ilf# f
i, R thiE IR SO IAE CAN B B)n, Bl S8 4E., &
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A A BN, BT e as, SRRSO H T 25, T A]
L BT RO A B, UK CAN B N i X BI4T £ 2 4 1) ECU
H] CAN B &3 SCHtATIng , A A RIE Z e ER RIS/ T CAN
BERARSCHIAR R ZR, 1 H A4 T CAN B A A .

52 it 451 =

Kl 4 A g B 92 e ) = 32 L B R R & i 40 RS L i 4
Fizs, ZKREH 40 G45: ECU 211 41, N 42 R L1 43,

ECU # 10 41, F T 3kEL ECU A HJ CAN B 3.

HAER), 2 ECU 4 ERi%E CAN B4k i, ECU ¥i% CAN
T R AR SC R A S B b R % v 40 B ECU #2101 41, MG AR S ]
R 1 40 B2UINE] CAN B3R .

IR 42, B T% ECU #1141 A3k ELA) CAN M2 4R o 15
WEEGHAT N, R KIE RO

HARH, InE i 42 7T DUR F XS FRINEE 5135, X CAN B &R 3CH
f 2 HE AT %, a0 AES.

MR 43, FT LU 3B 7 :UAE CAN R4k bR I s iibe 42 frgk
750 75 R FR S

HARE), 3 CAN B& L — A A RIEHRER, B&EN 43 Uk
BT BEME DA A MENTRKRY, Tivizik TR G- RS
A5 AR AT 0T, AR T SR A5 AR OC, X B & B drn iR 5k
SR EIREE B R, A A E T RS RO K E B, B, A
ERGHY.

ARSI, R XT CAN A ZE R S Y B S AT N #E . M A2
e id i, Bl A% SO Ak i, 3R T CAN R Ry 2 2,
flfk T CAN RER S ZHREFHEEMEMNERNE. X2EHT,
A HAR T CAN B &R SCCLIR OB Xk 18, FEE S B0 Bl A0
i, H B IE AR SCHIIAE CAN B BE, BAfe S EmALE. &
RFAA R BINLRAS BT e A, RAARSLEG h R T Z)5, ATk
T MR PR A
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512 e 431 Y

B 5 AR e B 52 e 0 DY L 1 O — Bl ok 1k 40 USSR =B,
K5 i, %K 40 48 s fl g8 mt B, 32 ah. KRR
B 44,

R 44, FFREPE IS p b 42 BTk A5 R0 A5 R % R S0P 4D R
M CRC 3, X Arid 17 KL R SCHEAT Bk R R 5

HE—20, CAN SRR SO () 3008 S35 N2 48 /m L AVEL A Br, BTk
INE e AL, A THRRTRIR SR INE; TR BIEL, FATFHHE0E.

fEN—Fh el e RSBl 77 20, DB F8 7 B N AT iR 2008 3 b 9 56 — Ll e
A, Bldn: FHINERRMAMABE N 0, MR RINE, WA E
FARE 42 0% HINERRONPIEUER 1, R S, W2
TRRE 42 DO, LN AR 42 v, XT3RS0 B BOHE P A 88 A AT
N .

W AT IA K 363 40, BEFE: BB 45,

FIWr A 45, A F#HE ECU #1041 ATk B K CAN B c b3
IR IR R R R, MIA TS CAN BRI CE G FE M,

HARK), FIWTRH 45 Z5 R 38 ATiA CAN S8 28 47 8088 3370 i 2 45
AAOLAIIE R, HAATIA CAN R SCInEs, 02 s 42 %k ATk
CAN BZRIC; &N, WA 44 n D& D 43 KIEFTid CAN
B

BN —Fal ge R SE Bl 77 30, N e s AL EUE A 0, MU B CAN
MR OC AR IR, FITAL R 45 R AT 43 KiEFTIA CAN B&IHR ;s
AN R AMEVE N 1, M CAN BRI, HIBifE 45 7
INE R 42 RIEFTER CAN BE&M L, EMBEBH 42 1, X CAN &£k
S R A 3 B AROHE A 3R AT N

M), NS 42, BARKH T RA AES InZ vk, Xk CAN &
AR S ) B B 3 AT I

A, B CAN BRSO B SR B AT N g, e
R R, AR A SO A, IR T CAN B4R e,

8
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T CAN B A & X B Wl S BE BRI BOR . Xkt T,
BUA R CAN BRSSO At 38, 3 8UR & $ W« A5 AN
i, FEREVIE R SCH IE CAN B2 b G, Halae R8M 4. &
AR RAZ, BT 4% 4z, SRR SERE] R T7 5 )a, Al
T BT MR\, U CAN B W i X BT £ % 4§ ECU
] CAN B &R Cib AT IngE, M AMAERIEZ 2R RN T CAN
BRI R R E, T H ALY T CAN BRI A .

S e ] T

Bl 6 A B 92 e ] o i — MR Yo 60 AR B R, W 6
Fioc, B3 MrBid 61, M2 62 R IEBIER 63,

T B 61, AT X CAN 2 &40y, 3k1§ ECU ) n% CAN
AR IR L .

HARE), WA 61 3Tk CAN BT, HREMEBMEEYS
FTik ECU B & 1R 5 A% A 1F] B9 I 28 CAN 28R . X2 B T4 CAN
B E AT ROREEEN, BRSO Mt T A T e . X
TEANTT ER U, LR R E 2K G H 5 # AT, SR )5 X
WESRAF 8RS0, B B 5 5 0 11 5 R S B ISR B e 5], 3 A R0
T RBHMCERE S, B, ARREHS.

it 62, A T XU IT B 61 ZR1F M1 % CAN & 2Rk S %L
I AAT R E, AR EWR O

BHARE, Al DR A 5 0% 20 28 By 42 (L A% A8 [5) /%) 6k AR in 25 550925, 9l
AES &, JHATA NS CAN B3R 0 RSB AL AT IR 25

RIERI 63, T M firid ECU & 15 fif %5 B 62 fif 25 3R 15 B fF 420K
3o

HARK, ECU MIMIE I R IEBIH 63 3R AUk 00, 2k 1 AR 415 %
A e WSO S 1 90 o A A N Y R A

A, R X CAN R E AR S Y B B AT N &, AT £
feig it f b, HAR R DL SO B0, 85 T CAN R Ry 2 4,
Rk T CAN RER S ZHREHFHEREMBEMNHEANE., X2HT,
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BABARH CAN B IR SCLLW SO 4L 86, 7 BUR 2 800 o Al A
hits, FeHUEIERIRCH I CAN Bk bE, Balfe B8N E. &
AP RAE, BT &2 4z, RS R % )5, Al
Gk RFH KR L.

S i 4 75

P 7 AR W S 3 S SR 53 — R R Ui 60 IUAi IR B,
K6 i, ZiEWCm 60 /£ b — S il (Rl F, I0% CAN B4k
RS s s A I & fR s L AN B A, BTk hn s AR s Ar, TR R ik Ak
MmN Prik e, A RUE

ey —Fh el e RO SEBLT5 a0, I 4R o iz P iR S 1 b ) 56— Bl
Bz, Biln. FHMERRCHBE Y 0, MR AR INE, WA F Z#
TRLER 62 i E A AR VR BUE DY 1, TR R SO, TR R
TR 02 M, EMERII 62t Xk S B HodE 3 5 B AL AT
fiFf T

MIRLE, 2T 60 B — 2 Bk IR 64.

FIBr AP 64, FT TR W0 Bk 61 SRAFHIINE CAN & 2l 30 rh 2
PN E R R AL R TR s, W AR INE CAN B4R & S nE .

TRy — Al e B SEBLTT 3, AN & HR 7 LAY BUCE D 0, T BT N 2
CAN B CRINE, FIWT I 64 17 KILABH 63 KILFTIAINE CAN
BVRAR O H IR R ORI BUE Y 1, MU IN% CAN SR SO ,
FIBr P 64 (7] it T AR 62 KX FrI&INE CAN B &I, AR
62 1, XINEE CAN £ 3 SC i Hoas 38 b i o £ A7 8 8

MIRLH, fif B A 62, HARH TR AES N ik, Xt ATidn# CAN
Jeh R S B B D AT R

ASHEGH, IR CAN B 23k S R B4 ok AT &, A £E
fefmid B b, Wl L& SO A 638, B9 7 CAN B4Rk Oy ath,
it e T CAN B 5 2 2 U0 2 BE BRI ROR . Xkt T,
BLA BERH CAN Bk LA SOR A48 38, 3 8UE 2 #Wr  i50m A
i, FEHEhIERIR SCH I CAN Bk LG, Balfe B8R4, &

10
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A A BN, BT e as, SRRSO H T 25, T A]
L BT RO A B, UK CAN B N i X BI4T £ 2 4 1) ECU
H] CAN B &3 SCHtATIng , A A RIE Z e ER RIS/ T CAN
BERARSCHIAR R ZR, 1 H A4 T CAN B A A .

S i 441 b

K] 8 Sy A S B S 45 LR HE ) — A CAN B4 28 B S50 s = A
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