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Description

Background of the Invention

[0001] In cable modem and cellular systems and other
wireless techonologies where digital data is transmitted
from one place to another using modulated radio frequen-
cy carriers there is always a problem of impulse noise
corrupting the transmissions and causing errors. Impulse
noise can be caused by many sources.
[0002] Digital data transmissions typically involves a
stream of data bits which are broken down into code
words such as Reed-Solomon blocks for encoding with
error detection and correction bits (hereafter ECC bits).
The code words then so-encoded are modulated onto
one or more RF carriers and transmitted. At the receiving
end, the encoded code words are recovered and the ECC
bits are used to determine if any errors occurred and
correct them. The ECC bits only have a predetermined
limited "range" in terms of the number of errors that can
be detected and corrected. When impulse noise occurs
and is detected, the erroneous symbols can be marked
as erased, and the error correction capability of the error
correction code is increased.
[0003] Impulse noise detection in the time domain is
known and is in commercial use in the Cable Modem
Termination System (hereafter CMTS) receivers code
named Jasper I supplied by the assignee of the present
invention. The time domain impulse detection technique
used a window that was several samples wide and de-
tected the power received during that window and com-
pared it to a threshold. The CMTS circuitry controls the
transmitted power of each burst by downstream messag-
es, so it knows what power to expect. The threshold was
set high enough so that data transmissions not corrupted
by impulse noise would not have sufficient power to ex-
ceed the threshold. If the threshold was exceeded during
the window, it was assumed that impulse noise had an
additive effect on the payload data to corrupt it and ex-
ceed the noise threshold. This time domain system can
discover high power impulse noise and take steps to min-
imize its effect by setting an erasure bit on any symbol
in the window that may be corrupted by noise.
[0004] However, with lower power impulse noise, the
detection problem becomes much more difficult because
it is much more difficult to distinguish between what is
noise and what is real signal, and to eliminate only the
noise. This is because the use of a power threshold is
limited, and when it is lowered enough to detect low pow-
er noise, the power of uncorrupted payload data may
also exceed the threshold and cause false erasure indi-
cations of symbols that are not corrupted by noise. There
is a limit to how close to the expected power the noise
power threshold can be set. This allows some symbols
corrupted by low power noise to get through the system
and can lead to errors in recovering the payload data and
throw the CMTS tracking loops off synchronization.
[0005] Therefore, a need has arisen for a way of de-

tecting low power or high power impulse noise without
giving erasure indications on symbols that are not cor-
rupted by noise. Document US-A-6 154 456 discloses a
method and apparatus for carrying out synchronous co-
division multiple access (SCDMA) communication of
multiple channels of digital data over a shared transmis-
sion media such as a cable television system coaxial
cable, a fiber optic or copper conductor telephone link,
terrestrial microwave, satellite link, local or wide area net-
work, wireless including cellular network or some com-
bination of these media using suitable interface circuitry.
The system includes modems at remote units and a cen-
tral unit to receive time division multiplexed digital data
arranged into timeslots or channels and uses orthogonal
codes to encode each channel of multiple data and
spread the energy of each channel data over a frame of
data transmitted in the code domain.
[0006] Document US-A-5 835 483 discloses a trans-
mission system using two channels (CHA, CHB) and in-
cluding a transmitting apparatus having an input access
for receiving the information to be transmitted, the output
accesses being connected to the channels for broadcast-
ing the information to be transmitted, a first transmission
delay element associated to one of the accesses for de-
laying the information to be transmitted, a receiving ap-
paratus having accesses for receiving the information
signals from the channels, a measuring circuit for meas-
uring the qualities of the various channels, and a network
circuit for selecting channels, a measuring circuit for
measuring the qualities of the various channels, and a
network circuit for selecting one of the channels. In the
transmitting apparatus a dividing circuit is provided for
dividing the information to be transmitted into blocks, and
an assigning circuit is provided for assigning an error
detection code to each of these blocks and, in the receiv-
ing apparatus, an error code analysis circuit is provided
which gives an indication of a erroneous block for the
network circuit.

Summary of the Invention

[0007] A system according to the genus of the inven-
tion will detect low power or high power impulse noise in
code division multiplexed or synchronous code division
multiplexed (hereafter CDMA and SCDMA, respectively)
transmissions by calculating background noise level in
unused codes and then detecting power on unused
codes during bursts and comparing the detected power
to the background noise level. If the detected power ex-
ceeds the background noise level by a threshold, pref-
erably programmable, then impulse noise is present
since there is not supposed to be any signal power above
the background noise level in unused codes. Unused
codes means either codes which are unassigned during
particular frames or spreading intervals or codes which
the CMTS has designated as inactive.
[0008] Typically, in older, more noisy cable plants, the
CMTS will reserve as inactive codes a number of codes
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which is high enough to insure that the power per code
is high enough for the receivers in the system to ade-
quately receive data on the active codes. Unassigned
codes are codes which are not assigned to any cable
modem for a particular spreading interval and frame be-
cause of light traffic load. In a noisy system, where noise
detection and management requires the use of the im-
pulse detection technology of the invention, there will vir-
tually always be either inactive codes or unassigned
codes which can be used to practive the invention.
[0009] Any power detected on unused codes is noise
and indicates that the transmission of payload data may
be corrupted. Any system that can detect power on un-
used codes to determine the presence of noise and which
takes steps to eliminate the noise from the final output
of recovered data will suffice to practice the invention. In
the preferred embodiment, when noise is found, the re-
ceived symbols that may be corrupted with noise are
marked with an erasure bit so that they can be ignored
in the data recovery process and are not used in the
various tracking loops of the CMTS receiver to track the
symbol clock, etc. and are also used for improving the
error correction capability of the error correction codes
such as Reed Solomon and trellis codes.
[0010] The advantage of the unused code technology
over the prior art time domain technology is that in the
prior art time domain technology, a power threshold was
used to detect when noise power was mixed with the
desired signal power which increased the total received
power by an additive effect detected by the threshold.
Because there was no separation between the noise
power and the desired signal power, there was a limit to
how close to the expected power, the threshold could be
set and this allowed low power impulse noise to sneak
through the system. With the unused code technology,
there is no expected legitimate signal power on any un-
used code, so any power detected on an unused code
must be noise. Because of this separation between le-
gitimate signal power on assigned codes and unwanted
noise power on unassigned codes, it is possible to detect
much lower levels of noise power than is possible in the
prior art time domain/power threshold technology.
[0011] Although the invention is illustrated in terms of
a CMTS receiver in a cable modem system, it is applica-
ble to any wired or wireless system where code division
multiplexing is in use and wherein there are unused
spreading codes during at least some transmissions
which can be received and analyzed to determine if there
is any power present on the unused codes.
[0012] In the preferred embodiment, the older time do-
main impulse detection is used in conjunction with the
newer unused code noise detection circuitry with the op-
tion to turn either one or both off or use both.
[0013] Basically, only three steps need to be per-
formed to practice the method genus of the invention.
First, the background noise power level in the unused
codes over enough spreading intervals to be sure it is
the true background noise power level needs to be cal-

culated. This background noise power calculation can be
done by averaging the noise power levels in the unused
codes of a large number of spreading intervals or calcu-
lating a moving average thereof, or just making a table
or list of the noise power levels over a large sample of
unused codes from multiple spreading intervals or mul-
tiple frames, and surveying the values and picking a back-
ground noise power value which is typical of most of the
background noise power levels listed for the unused
codes. In alternative embodiments, the background
noise level is calculated on codes carrying payload data
using slicer errors signals. In other embodiments, the
background noise can be calculated using all the as-
signed codes using slicer errors and all the unused codes
as well using the techniques described herein. This give
a more accurate estimate since all the codes are used
in the estimate. Typically, the background noise is cal-
culated as an average over the spreading intervals of at
least one frame and typically multiple frames. The pre-
ferred species within this genus calculates the back-
ground noise level in the unused codes as a moving av-
erage over as many frames’ spreading intervals as have
been processed since initialization.
[0014] Second, the noise power level in each spread-
ing interval is determined by averaging the noise power
of all the unused codes in the spreading interval. This
step involves receiving the possibly noise corrupted de-
spread symbols of a spreading interval and determining
the noise power level in the unused codes. Typically this
is done by averaging the noise power in the received
symbols that had zero amplitude or value when transmit-
ted. In quadrature amplitude modulated systems or any
system where amplitude and phase are used to define
each symbol, the power of a symbol is I2 + Q2 where I
and Q are the cartesian coordinates of the received sym-
bol in the constellation. In other embodiments, the noise
power in each symbol that is supposed to be zero (an
"unused code") is listed in a table, and the noise power
for the spreading interval is determined by picking a char-
acteristic value, or averaging over all the unused codes
in the spreading interval. This is not the most accurate
method since the impulse noise may last less than the
entire spreading interval, but since the impulse noise is
spread out into all the received symbols in the despread-
ing process, this embodiment also works.
[0015] Step 2 is where the rubber meets the road since
if the noise power in the "unused codes" of a spreading
interval is higher by some threshold amount than the
background noise, then impulse noise has corrupted the
symbols transmitted during that spreading interval. Be-
cause the standard against which the noise power in the
unused codes of a spreading interval is measured is the
background noise in the unused codes over many
spreading intervals, much finer discriminations are pos-
sible than were possible in the prior art time domain im-
pulse noise detectors. This is possible because there is
no actual payload signal in the unused codes which has
to be respected during the discrimination process, so any
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power that is present is noise power.
[0016] Third, the noise power level in each spreading
interval is compared to the background noise level as
determined from the unused codes in a plurality of
spreading intervals and, preferably, a plurality of frames.
In the preferred class of species, the background noise
power plus some discrimination threshold is used as the
standard against which the noise power in a spreading
interval is measured. Preferably, the discrimination
threshold is programmable, and is set high enough that
erasure indications will not be generated if the noise cor-
rupted symbols still have a signal-to-noise ratio which is
high enough that they can be successfully received given
the error correction and other capabilities of the receiver’s
slicer and tracking loop circuitry.

Brief Description of the Drawings

[0017]

Figure 1A is a block diagram of one alternative em-
bodiment of the unused code impulse detection cir-
cuitry of the invention.
Figure 1B is a block diagram of the preferred em-
bodiment of the unused code impulse detection cir-
cuitry of the invention.
Figure 2 is a diagram of an SCDMA frame which is
useful for explaining the structure of a typical SCD-
MA frame with multiple bursts and showing unused
codes.
Figure 3 shows the details of this matrix multiplication
at the cable modem of a 1 x 128 linear information
vector Sk times a 128 x 128 code matrix C to yield a
1 x 128 chip result vector Rk to be transmitted during
a spreading interval.
Figure 4 is the mathematical equation detailing the
partial products which are summed from the matrix
multiplication of Figure 3 to yield the first chip, R1 of
the result vector.
Figure 5 is the general mathematical expression that
defines the value for any Ri element of the result
vector Rk and is the mathematical expression that
defines how matrix multiplication of a linear vector
times a two dimensional vector is carried out.
Figure 6, the result vector Rk shown at 20 is matrix
multiplied times the transpose of the code matrix C
which is labelled CT and shown at 24.
Figure 7 is the mathematical expression which de-
fines the value of any element Vi of the received sym-
bols vector Y and shows that each Yi is the sum of
the partial products of the individual chips of the re-
sult vector times the corresponding elements of the
corresponding row of the transpose matrix CT.
Figure 8 is the mathematical expression that results
from substituting the expression of Figure 5 for Ri for
Ri in the summation of Figure 7.
Figure 9 is the simplification of Figure 8.
Figure 10 is a diagram of the process of transmitting

one information vector of symbols during one
spreading interval showing how impulse noise in the
time domain in the channel affects the transmitted
chips and the received symbols.
Figure 11 is an example of a map of assigned codes.
Figure 12 is the mathematical expression for the
moving average calculation.
Figure 13 is a more detailed block diagram of the
circuitry of the preferred erasure decision logic.
Figure 14 is a diagram explaining the use of two dis-
crimination thresholds.
Figure 15 is a block diagram of a circuit according
to the genus of the invention.

Detailed Description of the Preferred and Alternative 
Embodiments

[0018] In a CMTS receiver of a cable system where
cable modems (CMs) are transmitting upstream bursts
using SCDMA technology there are spreading intervals.
For purposes of illustration, assume there are 128 differ-
ent spreading codes which may or may not be cyclic.
During each spreading interval, some or all of these
codes will be assigned to one or more CMs to transmit
bursts. Each CM will use different spreading codes so
that their transmissions can be separated by the CMTS
in case two or more bursts are transmitted simultaneous-
ly by different CMs. To understand the notion of spread-
ing intervals, SCDMA frames and unused codes, refer
to Figure 2.
[0019] Figure 2 is a diagram of a single SCDMA frame
which is useful for explaining the structure of a typical
SCDMA frame with multiple bursts and showing unused
codes. The invention is equally applicable to any code
division multiplexed digital data transmission system
which has unused spreading codes, but a Synchronous
Code Division Multiple Access (SCDMA) system is as-
sumed here. Each frame contains one or more spreading
interval. During each spreading interval, a number of
symbols equal to the number of spreading codes in a
code book are transmitted using spread spectrum multi-
ple access transmission so that multiple bursts from one
or more cable modems or other transmitters may be
transmitted simultaneously.
[0020] Column 11 represents the first spreading inter-
val in the SCDMA frame, and column 21 represents the
second spreading interval in the frame. In DOCSIS 2.0
compliant systems, there are a maximum of 32 spreading
intervals. The vertical dimension of each spreading in-
terval is divided into 128 rows, each row representing
one of the 128 cyclic, orthogonal spreading codes in the
code book. Blocks 23 and 25 represents the transmitted
symbols in first and second bursts, respectively, trans-
mitted simultaneously from different CMs using different
spreading codes during the spreading intervals of the
frame shown in Figure 2. During each spreading interval,
128 possible symbols can be transmitted, and those 128
symbols in the information vector 16 in Figure 3 are di-
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vided among the bursts being transmitted, the null SIDs
and unused codes. That is, in column 11, the spectra of
the symbols of the first and second burst have their spec-
trum spread by different sets of spreading codes in a set
of 128 cyclic, orthogonal spreading codes. Code 0 is rep-
resented by the bottom row 13. The codes used to spread
the spectrum of the first burst are represented by the
rows within bracket 15, and the codes used to spread
the spectrum of the second burst are represented by the
rows within bracket 17. The first and second bursts are
transmitted simultaneously and are separated out at the
CMTS receiver by a despreader in a known manner.
[0021] The rows within bracket 19 are unused codes.
Every DOCSIS upstream SCDMA frame may have some
unused codes in it depending upon the programmable
value of the number of active codes (controlled by the
CMTS) and depending upon whether a null SID is being
used to separate a channel into different logical subchan-
nels.
[0022] The spectrum spreading process to send each
burst at the CM involves matrix multiplying a linear infor-
mation vector Sk comprised of 128 symbols times a 128
x 128 two dimensional code matrix containing the ele-
ments of each of the 128 spreading codes. This matrix
multiplication results in an output vector comprised of
128 chips, each of which is the sum of the partial products
where each partial product is the product of a symbol
from the information vector times a corresponding ele-
ment from a spreading code.
[0023] All the symbols of the information vector can
come from a single cable modem’s burst, or the symbols
may come from several different cable modems where
each cable modem puts symbols into its information vec-
tor at positions corresponding only to its assigned codes
received in a bandwidth assignment downstream mes-
sage from the CMTS and puts zeros at all other locations.
Then, by superposition, the result vectors of all the cable
modems with assigned bandwidth add together on the
hybrid fiber coax (HFC) for transmission to the CMTS.
[0024] In each spreading interval, a vector Pk is trans-
mitted which is the result vector comprised of 128 chips.
These 128 chips were generated from the symbols of
one or more information vectors generated by the cable
modems which have been assigned bandwidth for the
spreading interval. If more than one cable modem is as-
signed bandwidth, more than one information vector will
be generated, but the total number of symbols in all the
information vectors generated by the CMs with assigned
bandwidth does not exceed 128. There will be one result
vector generated at each CM with assigned bandwidth,
but if all the result vectors were added together, the result
would be one result vector with 128 chips as if one infor-
mation vector with 128 symbols were matrix multiplied
times the code matrix.
[0025] Each vector Rk is the result of the matrix multi-
plication of an information vector, called Sk in the DOC-
SIS 2.0 specification, times the code matrix C. The details
of how this calculation is performed are taught in the

DOCSIS 2.0 specification at Section 6.2.14, which is
hereby incorporated by reference as is the rest of the
DOCSIS 2.0 specification (where Rk is equivalent to PK
in the DOCSIS specification. Figure 3 shows the details
of this matrix multiplication at the cable modem of a 1 x
128 linear information vector Sk shown at 16 times a 128
x 128 code matrix C shown at 18 to yield a 1 x 128 chip
result vector Rk shown at 20 to be transmitted during a
spreading interval. Figure 4 is the mathematical equation
detailing the partial products which are summed from the
matrix multiplication of Figure 3 to yield the first chip, R1
of the result vector. Figure 4 shows that the first element
R1 of the result vector Rk is the sum of the partial products
of the symbols Sm of the information vector Sk times the
corresponding code elements (having a row index equal
to m) in the first column (having column index 1) of the
code matrix C. Figure 5 is the general mathematical ex-
pression that defines the value for any Ri element of the
result vector Rk and is the mathematical expression that
defines how matrix multiplication of a linear vector times
a two dimensional vector is carried out.
[0026] At the CMTS, as symbolized by Figure 6, the
result vector Rk shown at 20 is matrix multiplied times
the transpose of the code matrix C which is labelled CT

and shown at 24. Note that the row and column indices
are reversed in the transpose matrix. This matrix multi-
plication recovers a received symbols vector Y of 1 x 128
symbols shown at 26. These symbols may be corrupted
with AWG and impulse noise. The transpose matrix CT

is simply the code matrix C shown at 18 in Figure 3 with
its rows set as the columns of the transpose matrix. Fig-
ure 7 is the mathematical expression which defines the
value of any element Yi of the received symbols vector
Y and shows that each Yi is the sum of the partial products
of the individual chips of the result vector times the cor-
responding elements of the corresponding row of the
transpose matrix CT. Thus, Y1 = R1*C1,1 + R2*C1,2 ...
R128*C1,128. Since the code matrix rows and columns
are symmetrical, a row of the transpose matrix is identical
to a corresponding column of the code matrix.
[0027] Substituting the expression of Figure 5 for Ri
for Ri in the summation of Figure 7 yields the equation
of Figure 8. Simplifying the expression of Figure 8 yields
the expression of Figure 9. Because the code elements
Cm,i and Cj,i only have two values, 1 and 0 - 1, the ex-
pression of Figure 9 will be a non zero value only when
j = i where i is the column index of the code elements of
the code matrix C and j is the row index of the transpose
matrix CT.
[0028] Figure 10 is a diagram of the process of trans-
mitting one information vector of symbols during one
spreading interval showing how impulse noise in the time
domain in the channel affects the transmitted chips and
the received symbols. The transmitted information vector
is shown at 28 and has 128 symbols. The values for those
symbols are shown at 30. In this example, the values of
S1 and S2 are set to zero because the spreading codes
used to spread these symbols are to remain unassigned
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during the spreading interval. The values for symbols S3
through S128 are the values X3 through X128. The spread-
ing of the spectrum of information vector 30 by matrix
multiplier 29 results in a result vector of 128 chips R1
through R128 which have values X1’ through X128’, shown
at 32. Even though S1 and S2 have zero values, X1’ and
X2’ do not have zero values because of the way the matrix
multiplication works as can be determined from Figure
5. The time interval it takes to transmit all 128 chips is
one spreading interval.
[0029] Now suppose impulse noise 34 occurs in the
middle of the spreading interval and adds to the values
of some of the chips in the middle of the spreading inter-
val. When the result vector 32 is received and has its
spectrum despread by the CMTS) despreader 36, the
extra impulse noise energy of pulse 34 in the time domain
gets spread throughout the received symbols vector
shown at 38 and adds some energy to each of the re-
ceived symbols Y1 through Y128. This is why spread
spectrum technology provides a code gain -- noise in the
channel has its spectrum spread in the despreader at the
same time the spread spectrum of the actual transmitted
symbols gets despread while the spread spectrum of the
payload data gets despread to reconcentrate the energy
of each symbol into that symbol. The despreading of the
noise corrupted received chips of the result vector 32
after transmission through the channel results in a linear
received noise corrupted symbols vector 38 having 128
received symbols Y1 through Y128. Received symbols Y1
and Y2 correspond to transmitted symbols S1 and S2,
respectively but, in this example, corrupted by noise. If
there had been no impulse noise in the channel, the val-
ues N1 and N2 for Y1 and Y2, respectively, would be zero
because transmitted symbols S1 and S2 had zero values.
But because the impulse noise gets spread by the de-
spreader 36 into all the received symbols Y1 through
Y128, the values for N1 and N2 are not zero. Further, the
value for Y3, which is supposed to correspond to the value
X3 for S3, is actually X3 plus some noise factor N attrib-
utable to the spreading of the spectrum of the impulse
noise 34.
[0030] Because the values for N1 and N2 are not zero
but are supposed to be zero, low level impulse noise can
be detected by the CMTS by examining the values of the
received symbols that correspond to zero value trans-
mitted symbols. Because the CMTS assigned the
spreading codes for this spreading interval, the CMTS
knows that the values for Y1 and Y2 should be zero be-
cause the codes to spread them were unassigned. Be-
cause the values for Y1 and Y2, i.e., N1 and N2, are not
zero, the CMTS knows that impulse noise occurred in
the channel during this spreading interval and can mark
all the symbols received during this spreading interval
with an erasure indication which can be used by the CM
receiver to advantage. Typically, the symbols are marked
with an erasure indication by setting an erasure bit in the
digital representation of each symbol from this spreading
interval to logic 1.

[0031] Symbols that are marked with erasure bits are
not thrown away, but the erasure bit causes the error
correction and detection process to examine these sym-
bols more closely to make sure they are not decoded into
the wrong bits. Symbols marked with erasure bits are
also not used by the tracking loops in the CM receiver to
synchronize to the symbol clock, etc. The process to use
the erasure bits in the error correction circuitry is well
known as is the circuitry to use the erasure bits of symbols
to ignore them in the tracking loops in the CMTS receiver.

Figures 1A and 1 B Circuitry To Detect Low Level 
Impulse Noise

[0032] The circuitry of Figure 1A is an alternative em-
bodiment to use the above described mathematical
methods to detect low or high level impulse noise by de-
tecting the noise power in unused codes of a frame. The
impulse detector of Figure 1A processes an entire SCD-
MA frame regardless of how many bursts are transmitted
during the frame.
[0033] Figure 1A is a block diagram of circuitry which
uses unused or unassigned codes in a CDMA system to
detect the presence of either low power or high power
impulse or other noise. Line 10 is an optional erasure
input line which comes from the prior art time domain
impulse noise detection circuitry if such circuitry is used.
This line goes active on a per symbol basis if the prior
art time domain impulse noise detection circuitry has de-
tected the presence of impulse noise and wants the cur-
rent symbol entering on line 12 ignored. Normally, all
symbols in the same spreading interval will have the
same erasure indication. The despread received sym-
bols, i.e., the symbols Y1 - Y128 in vector 38 of Figure 10,
enter the impulse noise detector on line 12. If a particular
symbol is to be ignored per noise detection by the prior
art time domain impulse noise detection system, the sig-
nal on line 10 will go active when the symbol to be ignored
arrives on line 12.
[0034] In the preferred embodiment, there will be no
preceding time domain impulse noise detection circuitry,
and input line 10 will not exist, as is shown in Figure 1B.
In the preferred embodiment, all impulse noise detection
is done by the circuit of Figure 1, but an alternative em-
bodiment comprised of the circuitry of Figure 1A without
the erasure input line 10 and without OR gate 74 also
will work.
[0035] An unused codes index signal enters on line
40. This signal is generated from MAC data received from
the CMTS and tells the circuitry which symbols are sup-
posed to have zero values. This signal is generated from
a map of the assigned codes which is supplied by the
Media Access Control (MAC) process in the CMTS which
is responsible for receiving upstream bandwidth re-
quests, making bandwidth awards and sending down-
stream MAP and UCD messages to the CMs telling them
which codes and minislots to use for their upstream
bursts. Figure 11 is an example of a map of assigned
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codes. Blocks B1 and B2 at 42 and 44 represent the
codes assigned to first and second bursts, respectively.
The blocks at 46, 48 and 50 represent two different types
of unassigned codes. Block 46 represents the unas-
signed codes for this spreading interval which occur in
every DOCSIS frame. In DOCSIS systems, there are
usually a few unassigned codes in every spreading in-
terval which are used for calibrating the slicer circuitry in
the equalization and predictor circuits in whatever DOC-
SIS receiver is being used to receive the SCDMA chips.
The channel parameters of each channel’s UCD mes-
sage define how many of the total number of codes avail-
able for spreading are to be used in the channel. Any
unused codes will always be at the beginning starting at
code 0. So if only 126 of the 128 possible spreading codes
are to be used on an upstream SCDMA channel, then
codes 0 and 1 will be unused in that channel. In older,
more noisy cable systems, the number of unused codes
is controlled by the CMTS to ensure that the power per
assigned code is adequate to achieve adequate signal
to noise ratio for proper reception. Furthermore, there
are frequently null SIDs used to separate different logical
subchannel with overlapping bandwidth transmitted at
different times on the same channel. These null SIDs can
also be used in the invention for impulse noise detection.
[0036] The codes represented by blocks 48 and 50
correspond to null SIDs. Null SIDs are unallocated burst
which are used in upstream multimode transmissions
where two different burst types having different modula-
tion types and/or different symbol rates are transmitted
on the same channel in different logical channels or
subchannels which have overlapping bandwidth. The
null SIDs establish a guardband between these logical
channels to prevent overlap and interference between
them. Either the unassigned codes or the null SID codes
can be used to practice the invention, but reliability is
increased when all unused codes are examined to de-
termine the presence of noise. This is because the am-
plitude of the impulse noise varies and the amount of
energy in any on unused code can vary as compared to
the energy in other unused codes. It is therefore more
reliable to look for energy in all the unused codes to de-
termine the presence of impulse noise.
[0037] Searching for impulse noise power is done, in
the embodiments of Figures 1A and 1B, by summing the
noise power levels or amplitudes of signals in all the un-
used codes of each spreading interval (up to a maximum
of 32 unused codes in the preferred embodiment). Im-
pulse noise is then detected by comparing the noise pow-
er to a threshold taken from a lookup table that has a
different threshold for each number of unused codes.
This avoids the need of division to calculate an average.
However, in alternative embodiments, the energy in all
the unused codes, or alternatively, just up to 32 of the
unused codes, can be averaged, i.e., summed and di-
vided by the number of unused codes in the sum, follower
by comparing the average to a programmable threshold
level taken from a lookup table that has a different thresh-

old for each number of unused codes. The threshold level
to which the noise power average is compared is used
to discriminate between sporadic impulse noise and con-
stant background noise. In an ideal world, this threshold
would be zero because there would be no background
noise. However, the discrimination threshold is not zero
in the real world because of the constant presence of
background noise.
[0038] The background noise is calculated in the pre-
ferred embodiment by calculating a moving average over
each spreading interval and over all the spreading inter-
vals of the frame using all of the unused codes or at least
up to thirty-two of the unused codes. In alternative em-
bodiments however, impulse noise detection can be im-
plemented by looking for energy in any one of the unused
codes. This is less reliable.
[0039] The circuitry of Figure 1 performs any of these
processes described above to determine the presence
of impulse noise in a spreading interval by computing the
noise power average in one or more of the unused codes
and comparing that noise power average to a discrimi-
nation threshold set by the level of background noise.
[0040] Basically, only three steps need to be per-
formed to practice the method genus of the invention. An
apparatus according to the genus of the invention is
shown in block diagram form in Figure 15. First, the back-
ground noise power level in the unused codes over
enough spreading intervals to be sure it is the true back-
ground noise power level needs to be calculated. This is
done by the circuit 106 in Figure 15. This background
noise power calculation can be done by averaging the
noise power levels in the unused codes of a large number
of spreading intervals or calculating a moving average
thereof, or just making a table or list of the noise power
levels over a large sample of unused codes from multiple
spreading intervals or multiple frames, and surveying the
values and picking a background noise power value
which is typical of most of the background noise power
levels listed for the unused codes. Block 106 represents
circuitry that does any one of these processes. Typically,
the background noise is calculated as an average over
the spreading intervals of at least one frame and typically
multiple frames. The preferred species within this genus
calculates the background noise level in the unused
codes as a moving average over as many frames as have
been processed since initialization.
[0041] Second, the noise power level in each spread-
ing interval is determined. This step is performed by block
108 in Figure 15, and involves receiving the possibly
noise corrupted despread symbols of a spreading interval
and determining the noise power level in the unused
codes. Typically this is done by averaging the noise pow-
er in the received symbols that had zero amplitude oir
value when transmitted. In quadrature amplitude modu-
lated systems or any system where amplitude and phase
are used to define each symbol, the power of a symbol
is I2 + Q2 where I and Q are the cartesian coordinates of
the received symbol in the constellation. In other embod-
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iments, the noise power in each symbol that is supposed
to be zero (an "unused code") is listed in a table, and the
noise power for the spreading interval is determined by
picking a characteristic value. This is not the most accu-
rate method since the impulse noise may last less than
the entire spreading interval, but since the impulse noise
is spread out into all the received symbols in the de-
spreading process, this embodiment also works. Block
108 represents circuitry to perform any one of these
methods, and outputs the noise power per spreading in-
terval on line 109.
[0042] Step 2 is where the rubber meets the road since
if the noise power in the "unused codes" of a spreading
interval is higher by some threshold amount than the
background noise, then impulse noise has corrupted the
symbols transmitted during that spreading interval. Be-
cause the standard against which the noise power in the
unused codes of a spreading interval is measured is the
background noise in the unused codes over many
spreading intervals, much finer discriminations are pos-
sible than were possible in the prior art time domain im-
pulse noise detectors. This is possible because there is
no actual payload signal in the unused codes which has
to be respected during the discrimination process, so any
power that is present is noise power.
[0043] Third, the noise power level in each spreading
interval is compared to the background noise level as
determined from the unused codes in a plurality of
spreading intervals and, preferably, a plurality of frames,
and a determination is made from this comparison wheth-
er impulse noise has corrupted the symbols received dur-
ing said spreading interval. This step is performed by the
comparison circuitry 110 in Figure 15. In the preferred
class of species, the background noise power plus some
discrimination threshold is used as the standard against
which the noise power in a spreading interval is meas-
ured. This background noise power plus some descrim-
ination threshold is ouput by circuit 106 on line 112. Pref-
erably, the discrimination threshold is programmable, as
symbolized by the input data on line 114, and is set high
enough that erasure indications will not be generated if
the noise corrupted symbols still have a signal-to-noise
ratio which is high enough that they can be successfully
received.
[0044] The circuitry of Figure 1 implements the pre-
ferred species within the above defined genus which cal-
culates a moving average of the background noise in the
unused codes over a plurality of frames up to and includ-
ing the frame processed just before the frame of the cur-
rent spreading interval. The method implemented in the
circuit of Figure 1 also uses two different thresholds, both
of which must be satisfied. Finally, the circuit of Figure 1
will output an erasure indication if either a prior art time
domain impulse noise detector indicates an erasure is
needed or if the circuit of Figure 1 determines that an
erasure is needed.
[0045] The first order of business of the apparatus of
Figure 1 is to calculate the background noise power in

the unused codes over all but the current frames to es-
tablish a reference noise power level against which the
noise power in a spreading interval’s unused codes may
be compared. The first step in that process is performed
by circuit 52 which functions to calculate the average
noise level in all or at least some of the unused codes in
the current spreading interval being processed. In em-
bodiments where a time domain high power impulse
noise detector precedes the circuit of Figure 1 and input
line 10 exists, circuit 52 only calculates the average noise
power in the unused codes of spreading intervals the
symbols of which are not marked with erasure indications
by the time domain impulse detector (not shown). Nor-
mally, all the symbols in a spreading interval in which the
prior art time domain high power impulse noise detector
detected impulse noise will be marked with an erasure
indication in the form of a set (logic 1) erasure bit.
[0046] Block 54 is used to compute a moving average
of the noise power in the unused codes over each frame
to establish the background noise floor. In an ideal world,
there would be zero energy in the unused codes. How-
ever, no system is ideal and there is always some back-
ground noise power in the unused codes even in the ab-
sence of impulse noise. Impulse noise must be measured
against this noise floor so that background noise is not
mistaken as impulse noise. Block 54 calculates a moving
average of the noise power level in all the spreading in-
tervals over the frame and updates this moving average
once every spreading interval using the average noise
power of each spreading interval output by circuit 52 on
line 56. The formula used to compute the moving average
has the same format as Figure 12. At the end of the frame,
the moving average is output. The initial value for the
moving average of the noise power in the spreading in-
tervals over the frame is set when the average for the
first spreading interval is output on line 56. Thereafter,
the frame noise power moving average is updated once
every spreading interval for each of the thirty-two spread-
ing intervals in the frame.
[0047] Block 60 calculates a global noise moving av-
erage in the unused codes over all the frames processed
since initialization and outputs this moving average on
line 64. This moving average is updated once each frame
when circuit 54 outputs on line 64 a noise power moving
average for the frame just processed. The moving aver-
age output on line 64 represents the signal-to-noise ratio
of the system. The initial value set into a global noise
register (NGBL) which stores the moving average on line
64 is set to a maximum to avoid incorrect decisions re-
garding the presence of impulse noise at the beginning.
The moving average of the noise power per frame is cal-
culated in block 60 in accordance with the formula of
Figure 12. The factor Outk-1 in the formula of Figure 12
is generated by circuit 66. This circuit imposes a one
frame delay on the moving average on line 64 and applies
the delayed moving average to the inputs of circuit 60
and the erasure decision logic 58 via line 68. Each frame,
the value of the global noise register is updated with the
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new moving average of the frame just processed, this
moving average being the moving averages of the back-
ground noise in the unused codes in the spreading inter-
vals within that frame. In this manner, the moving average
of background noise does not have to be recomputed
each frame.
[0048] A moving average is a good estimation of the
background noise even though impulse noise will occa-
sionally occur and raise the moving average. Because
impulse noise tends to be temporary in nature, it does
not raise the moving average so much as to distort the
estimate of background noise so much as to make the
system unreliable. By using a moving average, even if
the noise floor is rising, the average will also rise so that
impulse noise can be distinguished over the noise.
[0049] The average noise power per spreading interval
on line 56 is also supplied to erasure decision logic 58.
[0050] The actual decision regarding whether impulse
noise is present or not is made by erasure decision logic
58. It receives a control signal on line 70 which controls
whether impulse detection is turned on or off. Circuit 58
receives the average or normalized noise power in the
unused codes of the current spreading interval being
processed on line 56. Circuit 58 also receives the global
background noise moving average from the previous
frame processed on line 68 from delay circuit 66. If the
average noise power in the current spreading interval’s
unused codes on line 56 is higher by some delta value
(programmable in the preferred embodiment, fixed in al-
ternative embodiments) than the background noise pow-
er represented by the signal on line 68 (line 62 in the
embodiment of Figure 1B), then erasure decision logic
outputs an erasure indication on line 76. The erasure
indication on line 76 is output on a per symbol basis and
serves as the erasure bit of that symbol. In the embodi-
ment shown, an OR gate 74 receives the signal on line
72 at one input and the erasure indication on a per symbol
basis from the prior art high power impulse noise detector
on line 10, and, if either or both signals indicates impulse
noise is present, an output erasure indication on line 76
is generated. In alternative embodiments, the prior art
time domain high power impulse noise detector is not
used so OR gate 74 and input 10 are not present and
line 72 serves as the impulse noise erasure indication.
[0051] Figure 13 is a more detailed diagram of the cir-
cuitry in erasure decision logic 58. The signal NSEG on
line 68 comes from a register in delay circuit 66 in Figure
1 and represents the moving average of background
noise in unused codes for all frames processed through
the frame just prior to the frame of the current spreading
interval. The NSES signal on line 56 is the average noise
power in the unused codes of the spreading interval cur-
rently being processed. In the discussion below the back-
ground noise power and the average noise power in the
spreading intervals and two discrimination thresholds are
sometimes expressed in terms of signal-to-noise ratios
(SNR). Since the definition of SNR is 10log10 Spwr/Npwr
and the signal power Spwr is zero, expressing the back-

ground noise power and the thresholds etc. in terms of
SNR is not precisely correct. For purposes of discussion,
assume that the signal power in the unused codes is
some infinitessimally small non zero value so that the
convenient term SNR may be used. Keep in mind that
the overall purpose of the invention is to measure back-
ground noise power and noise power in the received and
despread versions of the symbols from the information
vector that were spread and which have signal powers
of zero. Either signal power or noise power or the com-
bination of the two in a received QAM symbol is defined
by I2 + Q2 where I and Q are the vector orthogonal com-
ponents of the constellation point. The invention could
just as easily be expressed in terms of the average noise
power in the unused codes over multiple frames versus
the impulse noise power of a particular spreading interval
as compared to a discrimination threshold, all expressed
in dBm or dBmv which are traditional measures of power.
[0052] In Figure 13, the DTHR signal on line 80 and
the ATHR signal on line 82 come from programmable
registers (not shown). The DTHR signal defines how
small the difference or delta must be between the moving
average of the background noise power in the unused
codes and the average noise power in the unused codes
of the spreading interval currently being processed be-
fore an erasure indication will be triggered. In other
words, the DTHR signal determines how low the spread-
ing interval signal to noise ratio can go (lower SNR means
more noise is present) before triggering the erasure in-
dication output signal. The ATHR signal on line 82 is an
absolute threshold. It sets the level of noise power or the
lowest possible SNR which, if exceeded by the average
noise power in a spreading interval will definitely cause
an erasure indication to be generated by the comparator
86. In other words, if the absolute average noise power
in the unused spreading codes in the spreading interval
being processed is above this ATHR level, then an eras-
ure indication will be generated because that level of
noise power will interfere with proper reception whereas
there are lower levels of noise power that exceed the
DTHR threshold but which can still be received properly.
The ATHR signal is used to ensure that the decision logic
will not declare an erasure when the background signal
to noise ratio is extremely high meaning the channel is
quiet enough that there is no need for an erasure indica-
tion.
[0053] Circuits 88 and 90 are multipliers. Multiplier 88
multiplies the global background noise by a delta value
to raise it to some threshold level which will trigger the
erasure indication if the noise power in the current
spreading interval exceeds it.
[0054] In a theoretical world, DTHR and the multiplier
88 are all that is needed to make the circuit work. How-
ever, in the real world, the delta established by DTHR is
not enough to effectively discriminate against impulse
noise since it may result in erasures when the impulse
noise is present, but the signal to noise ratio of the re-
ceived symbols is perfectly within the capabilities of the
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receiver to slice the received symbols and error detect
and correct the resulting recovered data. For example,
suppose the background noise NSEG on line 78 is 37
dB (SNR), and the SNR of the current spreading interval
(NSES) is 32 dB. In this case, if the discrimination thresh-
old DTHR is set at 4 dB, an unnecessary erasure indica-
tion would be output. This erasure indication is unneces-
sary because a 32 dB SNR is well within the capabilities
of the receiver to correctly recover the payload data en-
coded in the received symbols. To prevent this, the ATHR
threshold is used. In this example, the ATHR threshold
is set at an SNR of 30 dB, and no erasure indication
triggered. The ATHR signal can also serve as manual
detection threshold over-writing DTHR in the case where
the channel SNR is known by the cable operator.
[0055] Figure 14 is a diagram that explains the rela-
tionship between DTHR and ATHR more clearly. Line 88
represents the moving average of the background noise.
Peak 90 represents the average noise power in the form
of the SNR of the in the unused codes of spreading in-
terval 1. The SNR of the signal in spreading interval 1 is
down around the background noise level and is repre-
sented by a line 92 which is basically on top of back-
ground noise line 88. Line 94 represents the DTHR SNR
level which is programmed at 5 dB above the background
noise SNR level. Assuming the background noise level
is 37 dB, the SNR in spreading interval 2 is approximately
31 dB and exceeds the DTHR threshold, but this level of
noise is easily within the capabilities of the receiver to
correctly receive it. Thus, it is not necessary to trigger an
erasure indication. The ATHR threshold is used to pre-
vent this. It is set at a much higher level of impulse noise
power which would impair correct reception of the trans-
mitted data. In this example, the ATHR threshold is rep-
resented by line 96 and is set 20 dB "lower" (more noise
present) than the background noise level 88. Only the
average noise power or SNR of spreading interval 5 ex-
ceeds the ATHR threshold and will trigger an erasure
indication.
[0056] The right shift circuit 98 and multiplier 90 are
both ASIC specific implementations made necessary be-
cause the number of bits on line 100 are fewer than the
number of bits on line 82. In other embodiments, both
the multiplier 90 and the right shift constant circuit 98 can
be eliminated, and the ATHR signal line 82 is coupled
directly to the circuit 102. The circuit 102 functions to
compare the two thresholds on line 100 and 104 and
apply the biggest noise power threshold (the lowest SNR
value) to an input of the comparator 86 for comparison
against the average noise power in the unused spreading
codes of the spreading interval being processed, NSES
on line 56. This insures that no erasure indication will be
generated for a symbol unless both the DTHR and ATHR
noise power thresholds have been exceeded.
[0057] The IDUC enable signal on line 70 is input to
an AND gate 84 which outputs the erasure indication
signal on line 72. If IDUC enable is 0, then the AND gate
forces the erasure indication signal on line 72 to be zero

at all times even if impulse noise is present.
[0058] The erasure indication signal on line 76 is cou-
pled to trellis code demodulator, equalization filtering and
clock recovery circuits to prevent them from relying on
corrupted symbols in doing their work or in setting equal-
ization circuitry slicer calibration to discriminate between
different signal levels and phases, and enabling better
error correction and detection.

Claims

1. A method of detecting low power impulse noise (34)
in a spread spectrum digital data transmission sys-
tem, characterized by the steps of:

1) determining the background noise power over
a sufficiently high number of spreading
intervals ;
2) receiving the symbols transmitted during a
spreading interval (11;21) and determining
(108) the noise power level in the unused codes
(19) of said spreading interval; and
3) comparing (110) the noise power level in un-
used codes (19) of said spreading interval
(11,21) as determined in step 2 to said back-
ground noise power in the unused codes of a
plurality of spreading intervals, as determined in
step 1, and determining from said comparison
if symbols received during said spreading inter-
val have been corrupted by impulse noise, and
if so, generating an erasure indication for each
symbol that may be corrupted by impulse noise
if the detected power exceeds said background
noise level by a predefined threshold, said step
1 being performed by calculating (106) a moving
average of the background noise power in the
unused codes (19) of all the frames processed
except a current frame containing a spreading
interval currently being processed.

2. A method of detecting low power impulse noise (34)
in a spread spectrum digital data transmission sys-
tem, characterized by the steps of :

1) determining the background noise power over
a sufficiently high number of spreading
intervals ;
2) receiving the symbols transmitted during a
spreading interval (11;21) and determining
(108) the noise power level in the unused codes
(19) of said spreading interval; and
3) comparing (110) the noise power level in un-
used codes (19) of said spreading interval
(11,21) as determined in step 2 to said back-
ground noise power in the unused codes of a
plurality of spreading intervals, as determined in
step 1, and determining from said comparison
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if symbols received during said spreading inter-
val have been corrupted by impulse noise, and
if so, generating an erasure indication for each
symbol that may be corrupted by impulse noise
if the detected power exceeds said background
noise level by a predefined threshold, said step
1 being performed by creating a table or list of
all the background noise powers in the unused
codes of a plurality of spreading intervals and
picking a typical value for background noise
power which is representative of the typical
background noise power level observed in most
unused codes.

3. The method of claim 1 or 2 wherein step 2 is accom-
plished by averaging the noise power in the received
symbols which are supposed to be zero.

4. The method of claim 1 or 2 wherein step 2 is accom-
plished by listing the noise power in the received
symbols which are supposed to be zero, and picking
a representative noise power number from one of
these symbols to represent the noise power of the
spreading interval.

5. The method of claim 1 or 2 wherein step 3 is accom-
plished by adding a discrimination threshold to said
background noise power level determined in step 1
and the resulting value is used as the comparison
standard against which the noise power in the un-
used codes of said spreading interval determined in
step 2 is measured.

6. The method of claim 1 or 2 wherein step 3 is accom-
plished by adding a programmable discrimination
threshold to said background noise power level de-
termined in step 1 and the resulting value is used as
the comparison standard against which the noise
power in the unused codes of said spreading interval
determined in step 2 is measured.

7. The method of claim 6 wherein said discrimination
threshold is set such that if impulse noise corrupts
received symbols but not so much as to cause them
to still be received correctly, no erasure indication
will be generated.

8. The method of claim 6 wherein said discrimination
threshold is set by choosing the maximum of a first
programmable threshold and a second absolute
threshold which is set at a noise power level which
is high enough that symbols corrupted by this level
of noise must have erasure indications because they
cannot be received correctly, and wherein step 3
comprises only generating an erasure indication
when the noise power in a spreading interval is such
as to exceed both said thresholds.

9. The method of claim 1 or 2 wherein step 1 is per-
formed by performing a moving average of back-
ground noise power on unused codes over a plurality
of spreading intervals.

10. The method of claim 1 or 2 wherein step 1 is per-
formed by using slicer errors in detecting payioad
data symbols transmitted on assigned codes.

11. An apparatus for detecting low power impulse noise
(34) in a spread spectrum digital data transmission
system which transmits spread spectrum symbols in
a plurality of frames, each frame comprised of one
or more spreading intervals during of which a number
of symbols equal to a number of spreading codes in
a code book are transmitted via spread spectrum
multiple access transmission, characterized by:

a first means (108) for receiving symbols of a
spreading interval, and determining the noise
power in the symbols which are supposed to
have zero values, and outputting the noise pow-
er per spreading interval at an output;
a second means (106) having an input coupled
to said output of said first circuit for determining
the background noise power over a sufficiently
high number of spreading intervals so as to be
sure the correct background noise power has
been determined, and for adding a programma-
ble discrimination threshold amount to said
background noise power and outputting a signal
representing said background noise power plus
said discrimination threshold at an output;
a comparison circuit (110) coupled to said out-
puts of said first and second means and having
an output at which an erasure indication is gen-
erated when said noise power in said unused
codes of a spreading interval exceeds said back-
ground noise power plus said discrimination
threshold.

Patentansprüche

1. Verfahren zum Detektieren von Impulsrauschen (34)
niedriger Leistung in einem digitalen Datenübertra-
gungssystem mit Frequenzspreizung, gekenn-
zeichnet durch die Schritte:

1) Bestimmen der Hintergrundrauschleistung
über eine ausreichend hohe Anzahl von Sprei-
zintervallen;
2) Empfangen der während eines Spreizinter-
valls (11; 21) übertragenen Symbole und Be-
stimmen (108) des Rauschleistungspegels in
den nicht verwendeten Codes (19) des Spreiz-
intervalls; und
3) Vergleichen (110) des Rauschleistungspe-
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gels in nicht verwendeten Codes (19) des Sprei-
zintervalls (11; 21), wie in Schritt 2 bestimmt, mit
der Hintergrundrauschleistung in den nicht ver-
wendeten Codes einer Mehrzahl von Spreizin-
tervallen, wie in Schritt 1 bestimmt, und Bestim-
men von dem Vergleich, ob die während des
Spreizintervalls empfangenen Symbole durch
Impulsrauschen beschädigt worden sind, und
wenn dem so ist, Generieren eines Löschungs-
hinweises für jedes Symbol, weiches von Im-
pulsrauschen beschädigt sein könnte, wenn die
detektierte Leistung die Hintergrundrauschlei-
stung um einen vorgegebenen Schwellenwert
überschreitet, wobei Schritt 1 ausgeführt wird
durch Berechnen (106) eines gleitenden Mittel-
werts der Hintergrundrauschleistung in den
nicht verwendeten Codes (19) von sämtlichen
verarbeiteten Rahmen, außer einem momenta-
nen Rahmen, welcher ein momentan verarbei-
tetes Spreizintervall umfasst.

2. Verfahren zum Detektieren von Impulsrauschen (34)
niedriger Leistung in einem digitalen Datenübertra-
gungssystem mit Frequenzspreizung, gekenn-
zeichnet durch die Schritte:

1) Bestimmen der Hintergrundrauschleistung
über eine ausreichend hohe Anzahl von Sprei-
zintervallen;
2) Empfangen der während eines Spreizinter-
valls (11; 21) übertragenen Symbole und Be-
stimmen (108) des Rauschleistungspegels in
den nicht verwendeten Codes (19) des Spreiz-
intervalls; und
3) Vergleichen (110) des Rauschleistungspe-
gels in nicht verwendeten Codes (19) des Sprei-
zintervalls (11; 21), wie in Schritt 2 bestimmt, mit
der Hintergrundrauschleistung in den nicht ver-
wendeten Codes einer Mehrzahl von Spreizin-
tervallen, wie in Schritt 1 bestimmt, und Bestim-
men von dem Vergleich, ob die während des
Spreizintervalls empfangenen Symbole durch
Impulsrauschen beschädigt worden sind, und
wenn dem so ist, Generieren eines Löschungs-
hinweises für jedes Symbol, welches von Im-
pulsrauschen beschädigt sein könnte, wenn die
detektierte Leistung die Hintergrundrauschlei-
stung um einen vorgegebenen Schwellenwert
überschreitet, wobei Schritt 1 ausgeführt wird
durch Erstellen einer Tabelle oder einer Liste
sämtlicher Hintergrundrauschleistungen in den
nicht verwendeten Codes einer Mehrzahl von
Spreizintervallen und Auswählen eines typi-
schen Wertes für die Hintergrundrauschlei-
stung, welcher repräsentativ ist für den typi-
schen Hintergrundrauschleistungspegel, wel-
cher in den meisten nicht verwendeten Codes
beobachtet wird.

3. Verfahren nach Anspruch 1 oder 2, wobei Schritt 2
erreicht wird durch Mittelung der Rauschleistung in
den empfangenen Symbolen, welche Null sein soll-
ten.

4. Verfahren nach Anspruch 1 oder 2, wobei Schritt 2
erreicht wird durch Auflisten der Rauschleistungen
in den empfangenen Symbolen, welche Null sein
sollten, und Auswählen einer repräsentativen
Rauschleistungsnummer von einem dieser Symbo-
le, um die Rauschleistung des Spreizintervalls zu
repräsentieren.

5. Verfahren nach Anspruch 1 oder 2, wobei Schritt 3
erreicht wird durch Hinzufügen eines Unterschei-
dungsschwellenwerts zu dem in Schritt 1 bestimm-
ten Hintergrundrauschleistungspegel und der resul-
tierende Wert wird als Vergleichsstandard verwen-
det, gegen welchen die Rauschleistung in den nicht
verwendeten Codes des in Schritt 2 bestimmten
Spreizintervalls gemessen wird.

6. Verfahren nach Anspruch 1 oder 2, wobei Schritt 3
erreicht wird durch Hinzufügen eines programmier-
baren Unterscheidungsschwellenwerts zu dem in
Schritt 1 bestimmten Hintergrundrauschleistungs-
pegel und der resultierende Wert wird als der Ver-
gleichsstandard verwendet, gegen welchen die
Rauschleistung in den nicht verwendeten Codes des
in Schritt 2 bestimmten Spreizintervalls gemessen
wird.

7. Verfahren nach Anspruch 6, wobei der Unterschei-
dungsschwellenwert derart festgelegt wird, dass,
wenn Impulsrauschen empfangene Symbole be-
schädigt, aber nicht so sehr, dass sie verursacht
sind, dennoch richtig empfangen zu werden, kein
Löschungshinweis generiert wird.

8. Verfahren nach Anspruch 6, wobei der Unterschei-
dungsschwellenwert festgelegt wird durch Wählen
des Maximums eines ersten programmierbaren
Schwellenwerts und eines zweiten absoluten
Schwellenwerts, welcher auf ein Rauschleistungs-
pegel festgelegt wird, welcher groß genug ist, dass
durch diesen Pegel von Rauschen beschädigte
Symbole Löschungshinweise aufweisen müssen,
weil sie nicht richtig empfangen werden können, und
wobei Schritt 3 nur ein Generieren eines Löschungs-
hinweises umfasst, wenn die Rauschleistung in ei-
nem Spreizintervalls derart ist, dass sie die beiden
Schwellenwerte überschreitet.

9. Verfahren nach Anspruch 1 oder 2, wobei Schritt 1
ausgeführt wird durch Ausführen eines gleitenden
Mittelwerts von Hintergrundrauschleistung an nicht
verwendeten Codes über eine Mehrzahl von Sprei-
zintervallen.

21 22 



EP 1 543 632 B1

13

5

10

15

20

25

30

35

40

45

50

55

10. Verfahren nach Anspruch 1 oder 2, wobei Schritt 1
ausgeführt wird durch Verwenden von Slicer-Feh-
lern beim Detektieren von Nutzdatensymbolen, wel-
che auf zugeordneten Codes übertragen werden.

11. Vorrichtung zum Detektieren von Impulsrauschen
(34) niedriger Leistung in einem digitalen Datenüber-
tragungssystem mit Frequenzspreizung, welches
Frequenzspreizungssymbole in einer Mehrzahl von
Rahmen überträgt, wobei jeder Rahmen ein oder
mehrere Spreizintervalle umfasst, während derer ei-
ne Anzahl von Symbolen, welche gleich einer Anzahl
von Spreizcodes in einem Codebuch sind, durch
Mehrfachzugriffsübertragung mit Frequenzsprei-
zung übertragen werden, gekennzeichnet durch:

erste Mittel (108) zum Empfangen von Symbo-
len eines Spreizintervalls und Bestimmen der
Rauschleistung in den Symbolen, welche Werte
von Null haben sollten, und Ausgeben der
Rauschleistung pro Spreizintervall an einer Aus-
gabe;
zweite Mittel (106), welche eine mit der Ausgabe
der ersten Schaltung verbundene Eingabe auf-
weisen zum Bestimmen der Hintergrundrausch-
leistung über eine ausreichend hohe Anzahl von
Spreizintervallen, um sicherzustellen, dass die
richtige Hinfiergrundrauschleistung ermittelt
worden ist, und zum Hinzufügen eines program-
mierbaren Unterscheidungsschweilenwertbe-
trags zu der Hintergrundrauschleistung und
Ausgeben eines Signals, welches die Hinter-
grundrauschleistung plus den Unterschei-
dungsschwellenwert an einer Ausgabe darstellt;
eine an die Ausgaben der ersten und zweiten
Mittel gekoppelte Vergleichsschaltung (110),
welche eine Ausgabe aufweist, an welcher ein
Löschungshinweis generiert wird, wenn die
Rauschleistung in den nicht verwendeten Co-
des eines Spreizintervalls die Hintergrund-
rauschleistung plus den Unterscheidungs-
schwellenwert überschreitet.

Revendications

1. Procédé pour détecter un bruit d’impulsion de faible
intensité (34) dans un système de transmission de
données numériques à large spectre, caractérisé
en ce qu’il comprend les étapes suivantes :

1) déterminer l’intensité du bruit de fond sur un
nombre suffisamment élevé d’intervalles
d’étalement ;
2) recevoir les symboles transmis pendant un
intervalle d’étalement (11; 21), et déterminer
(108) le niveau d’intensité du bruit dans les co-
des inutilisés (19) dudit intervalle d’étalement ;

3) comparer (110) le niveau d’intensité du bruit
dans les codes inutilisés (19) dudit intervalle
d’étalement (11, 21) tel qu’il a été déterminé à
l’étape 2 à ladite intensité de bruit de fond dans
les codes inutilisés d’une pluralité d’intervalles
d’étalement, telle qu’elle a été déterminée à
l’étape 1, et déterminer à partir de ladite com-
paraison si les symboles reçus pendant ledit in-
tervalle d’étalement ont été corrompus par un
bruit d’impulsion, et si c’est le cas, générer une
indication d’effacement pour chaque symbole
qui peut être corrompu par un bruit d’impulsion
si l’intensité détectée dépasse ledit niveau de
bruit de fond d’un seuil prédéterminé, ladite éta-
pe 1 étant exécutée en calculant (106) une
moyenne mobile de l’intensité de bruit de fond
dans les codes inutilisés (19) de toutes les tra-
mes traitées, à l’exception d’une trame courante
qui contient un intervalle d’étalement qui est
cours de traitement.

2. Procédé pour détecter un bruit d’impulsion de faible
intensité (34) dans un système de transmission de
données numériques à large spectre, caractérisé
en ce qu’il comprend les étapes suivantes :

1) déterminer l’intensité du bruit de fond sur un
nombre suffisamment élevé d’intervalles
d’étalement ;
2) recevoir les symboles transmis pendant un
intervalle d’étalement (11; 21), et déterminer
(108) le niveau d’intensité du bruit dans les co-
des inutilisés (19) dudit intervalle d’étalement ;
et
3) comparer (110) le niveau d’intensité du bruit
dans les codes inutilisés (19) dudit intervalle
d’étalement (11, 21) tel qu’il a été déterminé à
l’étape 2 à ladite intensité de bruit de fond dans
les codes inutilisés d’une plurality d’intervalles
d’étalement, telle qu’elle a été déterminée à
l’étape 1, et déterminer à partir de ladite com-
paraison si les symboles reçus pendant ledit in-
tervalle d’étalement ont été corrompus par un
bruit d’impulsion, et si c’est le cas, générer une
indication d’effacement pour chaque symbole
qui peut être corrompu par un bruit d’impulsion
si l’intensité détectée dépasse ledit niveau de
bruit de fond d’un seuil prédétermine, ladite éta-
pe 1 étant exécutée en créant une table ou une
liste de toutes les intensités de bruit de fond dans
les codes inutilisés d’une pluralité d’intervalles
d’étalement et en prélevant une valeur typique
pour l’intensité de bruit de fond qui est représen-
tative du niveau d’intensité de bruit de fond ty-
pique qui est observé dans la plupart des codes
inutilisés.

3. Procédé selon la revendication 1 ou 2, dans lequel
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l’étape 2 est accomplie en calculant la moyenne de
l’intensité de bruit dans les symboles reçus qui sont
supposés être à zéro.

4. Procédé selon la revendication 1 ou 2, dans lequel
l’étape 2 est accomplie en listant l’intensité de bruit
dans les symboles reçus qui sont supposés être à
zéro, et en prélevant un nombre d’intensité de bruit
représentatif de ces symboles pour représenter l’in-
tensité de bruit de l’intervalle d’étalement.

5. Procédé selon la revendication 1 ou 2, dans lequel
l’étape 3 est réalisée en ajoutant un seuil de discri-
mination audit niveau d’intensité de bruit de fond qui
a été déterminé à l’étape 1, et la valeur résultante
est utilisée comme référence comparative par rap-
port à laquelle l’intensité de bruit dans les codes inu-
tilisés dudit intervalle d’étalement qui a été détermi-
née à l’étape 2 est mesurée.

6. Procédé selon la revendication 1 ou 2, dans lequel
l’étape 3 est accomplie en ajoutant un seuil de dis-
crimination programmable audit niveau d’intensité
de bruit de fond qui a été déterminé à l’étape 1, et
la valeur résultante est utilisée comme référence
comparative par rapports laquelle l’intensité de bruit
dans les codes inutilisés dudit intervalle d’étalement
qui a été déterminée à l’étape 2 est mesurée.

7. Procécé selon la revendication 6, dans lequel ledit
seuil de discrimination est établi de telle sorte que
si un bruit d’impulsion corrompt des symboles reçus
mais pas au point de les empêcher d’être encore
reçus correctement, aucune indication d’effacement
ne sera générée.

8. Procédé selon la revendication 6, dans lequel ledit
seuil de discrimination est établi en choisissant le
maximum entre un premier seuil programmable et
un deuxième seuil absolu fixé à un niveau d’intensité
de bruit, qui est suffisamment élevé pour que des
symboles corrompus par ce niveau de bruit compor-
tent nécessairement des indications d’effacement
parce qu’ils ne peuvent pas être reçus correctement,
et dans lequel l’étape 3 comprend uniquement la gé-
nération d’une indication d’effacement lorsque l’in-
tensité de bruit dans un intervalle d’étalement est
telle qu’elle dépasse lesdits deux seuil.

9. Procédé selon la revendication 1 ou 2, dans lequel
l’étape 1 est exécutée en calculant une moyenne
mobile de l’intensité de bruit de fond sur des codes
inutilisés sur une pluralité d’intervalles d’étalement.

10. Procédé selon à revendication 1 ou 2, dans lequel
l’étape 1 est exécutée en utilisant des erreurs
d’éminceur lors de la détection de symboles de don-
nées utiles transmis sur des codes assignés.

11. Dispositif pour détecter un bruit d’impulsion de faible
intensité (34) dans un système de transmission de
données numériques à large spectre qui transmet
des symboles à large spectre dans une pluralité de
trames, chaque trame comprenant un ou plusieurs
intervalle(s) d’étalement pendant lequel/lesquels un
nombre de symboles égal à un nombre de codes
d’étalement dans un livre de codes sont transmis par
l’intermédiaire d’une transmission à accès multiples
à large spectre, caractérisé par:

un premier moyen (108) pour recevoir des sym-
boles d’un intervalle d’étalement, et pour déter-
miner l’intensité de bruit dans les symboles qui
sont supposés se trouver à une valeur zéro, et
pour délivrer une intensité de bruit par intervalle
d’étalement à une sortie;
un deuxième moyen (106) comprenant une en-
trée qui est couplée à ladite sortie dudit premier
circuit pour déterminer l’intensité de bruit de fond
sur un nombre suffisamment élevé d’intervalles
d’étalement de manière à être sûr que l’intensité
de bruit de fond correcte a été déterminée, et
pour ajouter une quantité de seuil de discrimi-
nation programmable à ladite intensité de bruit
de fond, et pour délivrer un signal qui représente
ladite intensité de bruit de fond plus ledit seuil
de discrimination à une sortie ; et
un circuit de comparaison (110) qui est couplé
auxdites sorties desdits premier et deuxième
moyens et qui comprend une sortie à laquelle
une indication d’effacement est générée lorsque
ladite intensité de bruit dans lesdits codes inu-
tilisés d’un intervalle d’étalement dépasse ladite
intensité de bruit de fond plus ledit seuil de dis-
crimination.
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